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NEW QUESTION 1
Which configuration can be used to reduce the number of BGP sessions in an IBGP network?

A. Neighbor range
B. Route reflector

C. Next-hop-self
D. Neighbor group

Answer: B

NEW QUESTION 2
Examine the output of the ‘diagnose ips anomaly list' command shown in the exhibit; then answer the question below.

# diagnose 1ps anomaly list

list nids meter:

id=1p_dst_session 1ip=192.168.1.10 dos_1d=2 exp=3646 pps=0 freq=0
id=udp_dst_session 1p=192.168.1.10 dos_1d=2 exp=3646 pps=0 freq=0
id=udp_scan ip=192.168.1.110 dos_id=1 exp=649 pps=0 freq=0
id=udp_flood ip=192.168.1.110 dos_id=2 exp=653 pps=0 freq=0
id=tcp src_session  1p=192.168.1.110 dos_id=1 exp=5175 pps=0 freq=8
id=tcp_port_scan 1ip=192.168.1.110 dos_id=1 exp=175 pps=0 freq=0
1d=1p_src_session 1p=192.168.1.110 dos_i1d=1 exp=5649 pps=0 freq=30
id=udp _src_session  1p=192.168.1.110 dos id=1 exp=5649 pps=0 freq=22

Which IP addresses are included in the output of this command?

A. Those whose traffic matches a DoS policy.

B. Those whose traffic matches an IPS sensor.

C. Those whose traffic exceeded a threshold of a matching DoS policy.
D. Those whose traffic was detected as an anomaly by an IPS sensor.

Answer: A

Explanation:
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Anomaly List

Expiration Ume (sec.) Packets per second

Not a list of attackers, but a list of IP
addresses whose traffic matches a
DoS policy
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The command 'diagnose ips anomaly list’ lists the statistics for traffic matching any DoS policy. For each

IP address and DoS policy, the output displays the expiration time (when the entry will be removed from
the DoS table) and the packets per seconds.

NEW QUESTION 3
Examine the output from
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the BGP real time debug shown in the exhibit, then the answer the question below:

[DECODE] EKAlive:
[FSM] State: OpenConfirm Event:
[DECODE] Msg—Hdr: type 2, length
[DECODE] Update: Starting UPDATE

Recelived!™

[DECODE ]
[FsM]
[RIB]
[RIB]
[RIB]

Update:
State:

Update:
Update:
Update:

NLERI Len(l3)™
Established Event:
Received Prefix O.
Received Prefix 10
Recaived Prefix 10.
[RIB] Update: Received Prefix 10.
[FSM] State: Established Event: 34"
[ENCODE] Msg—Hdr: Type 27

[ENCODE] Attr IP-Unicast: Tot—attr-len
[ENCODE] Update: Msg $§5 sSize 55"
[FSM] State: Established Event: 347

Which statements are true regarding the output in the exhibit? (Choose two.)

A. BGP peers have successfully interchanged Open and Keepalive messages.
B. Local BGP peer received a prefix for a default route.

C. The state of the remote BGP peer is OpenConfirm.

D. The state of the remote BGP peer will go to Connect after it confirms the received prefixes.

Answer: AB

NEW QUESTION 4

Which statement is true regarding File description (FD) conserve mode?

A. IPS inspection is affected when FortiGate enters FD conserve mode.

B. A FortiGate enters FD conserve mode when the amount of available description is less than 5%.
C. FD conserve mode affects all daemons running on the device.

D. Restarting the WAD process is required to leave FD conserve mode.

Answer: B
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NEW QUESTION 5
Examine the following routing table and BGP configuration; then answer the question below.
#get router info routing-table all
*0.0.0.0/0 [10/0] via 10.200.1.254, port1
C10.200.1.0/24 is directly connected, port1
5192166 .0.016 [10/0] via 10.200.1.254, port1
# show router bgp
config router bgp
set as 65500
set router-id 10.200.1.1
set network-import-check enable
set ebgp-miltipath disable
config neighbor
edit"10.200.3.1"
set remote-as 65501
next
end
config network
edit1

TheBGP connection is up, but the local peer is NOT advertising the prefix 192.168.1.0/24. Which configuration change will make the local peer advertise this
prefix?

A. Enable the redistribution of connected routers into BGP.
B. Enable the redistribution of static routers into BGP.

C. Disable the setting network-import-check.

D. Enable the setting ebgp-multipath.

Answer: C

NEW QUESTION 6
View the exhibit, which contains the output of a diagnose command, and then answer the question below.

diagnose sys session list expectation

session info: proto=6 proto state-00 duration=3 expire=26 timeout=3600 flags=00000000
sockflag=00000000 sockport=0 av idx=0 use=3
origin-shaper=
reply-shaper=
ha id-0 policy dir=1 tunnel=/
State=new CE‘PIH[}].EK
statistic(bytes/packets/allow err): org=0/0/0 reply-0/0/0 tuples=2
orgin->sink: org pre->post, reply pre->post dev=2->4/4->2 gwy=10.0.1.10/10.200.1.254
hook=pre dir-org act=dnat 10.171.121.38:0->10.200.1.1:60426(10.0.1.10:50365)
hook-pre dir-org act-noop 0.0.0.0:0->0.0.0.0:0(0.0.0.0:0)
pos/ (before, after) 0/(0,0), 0/(0,0)
misc=0 policy id=1 auth info=0 chk client info=0 vd=0
serial=000000e9 tos=ff/ff ips view=0 app list=0 app=0
dd type=0 dd mode=0
What statements are correct regarding the output? (Choose two.)
A. This is an expected session created by a session helper.
B. Traffic in the original direction (coming from the IP address 10.171.122.38) will be routed to the next-hop IP address 10.0.1.10.
C. Traffic in the original direction (coming from the IP address 10.171.122.38) will be routed to the next-hop IP address 10.200.1.1.
D. This is an expected session created by an application control profile.
Answer: AC

NEW QUESTION 7
Examine the partial output from two web filter debug commands; then answer the question below:
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$# diagnose test application urlfilter 3
Domain | IP DB Ver T URL
34000000| 34000000 16.40224 P Bhttp://www.£fgt99.com/
$ get webfilter categories
g07 General Interest - Business:
34 Finance and Banking
37 Search Engines and Portals
43 General Organizations
4% Business
50 Information and Computer Security
51 Government and Legal Organizations
52 Information Technology

Based on the above outputs, which is the FortiGuard web filter category for the web site www.fgt99.com?

A. Finance and banking
B. General organization.
C. Business.

D. Information technology.

Answer: C

NEW QUESTION 8
View the exhibit, which contains the partial output of a diagnose command, and then answer the question below.

Spoke-2 # dia vpn tunnel list
list all ipsec tunnel in vd 0
name=VEN ver=1 serial=1 10.200.5.1:0->10.200.4.1:0
bound if=3 lgwy=static/1 tun=intf/0 mode=auto/l encap=none/0
proxyid num=1 child num=0 refcnt=15 ilast=10 olast=792 auto-discovery=0
stat: rxp=0 txp=0 rxb=0 txb=0
dpd: mode=on-demand on=1 idle=20000 ms retry=3 count=0 seqno=0
natt: mode=none draft=0 interval=0 remote port=0
proxyid=VEN proto=0 sa=1 ref=2 serial=l
src: 0:10.1.2.0/255.255.0:0
dst: 0:10.1.1.0/255.255.255.0:0
SA: ref=3 options=2e type=00 soft=0 mtu=1438 expire=42403/0B replaywin=2048 segno=1 esn=0
replaywin lastseq=00000000
life: type=01 bytes=0/0 timeout=43177/43200
dec: spi=ccclf6bd esp=aes key=16 280e5cd6f9bacc65ac?71556c464£fbd
ah=shal key=20 c68091d68753578785deb6a7abb276b506c527efe
enc: spi=df14200b esp=aes key=16 b02a7e9f5542b69aff6aa391738ee393
ah=shal key20 B89£7529887c215c25950be2baBlebfelas5367be
dec:pkts/bytes=0/0, enc:pkts/bytes=0/0
Based on the output, which of the following statements is correct?
A. Anti-reply is enabled.
B. DPD is disabled.
C. Quick mode selectors are disabled.
D. Remote gateway IP is 10.200.5.1.
Answer: A
NEW QUESTION 9
A FortiGate is rebooting unexpectedly without any apparent reason. What troubleshooting tools could an administrator use to get more information about the

problem? (Choose two.)

A. Firewall monitor.
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B. Policy monitor.
C. Logs.
D. Crashlogs.

Answer: CD

NEW QUESTION 10

An administrator has decreased all the TCP session timers to optimize the FortiGate memory usage. However, after the changes, one network application started
to have problems. During the troubleshooting, the administrator noticed that the FortiGate deletes the sessions after the clients send the SYN packets, and before
the arrival of the SYN/ACKs. When the SYN/ACK packets arrive to the FortiGate, the unit has already deleted the respective sessions. Which TCP session timer
must be increased to fix this problem?

A. TCP half open.
B. TCP half close.
C. TCP time wait.
D. TCP session time to live.

Answer: A

NEW QUESTION 10
Which of the following conditions must be met for a static route to be active in the routing table? (Choose three.)

A. The next-hop IP address is up.

B. There is no other route, to the same destination, with a higher distance.

C. The link health monitor (if configured) is up.

D. The next-hop IP address belongs to one of the outgoing interface subnets.
E. The outgoing interface is up.

Answer: ABE

NEW QUESTION 14
View the exhibit, which contains the output of a debug command, and then answer the question below.

#dia hardware sysinfo shm

SHM counter: 150

SHM allocated: 0

SHM total: 625057792

conserve mode: on - mem

system last entered: Mon Apr 24 16:36:37 2017

sys fd last entered: n-a
SHM FS total: 641236992
SHM FS free: 641208320
SHM FS avail: 641208320
SHM FS alloc: 28672

What statement is correct about this FortiGate?

A. Itis currently in system conserve mode because of high CPU usage.

B. It is currently in FD conserve mode.

C. Itis currently in kernel conserve mode because of high memory usage.
D. It is currently in system conserve mode because of high memory usage.

Answer: D

NEW QUESTION 19
View the exhibit, which contains the partial output of an IKE real time debug, and then answer the question below.
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responder: main mode get lst message
incoming proposal:

BabSdeatiaad/0 i - ) 1 :
tiabS%deatiaal/ ( - - trans id = KEY IEE,
BabSdeatlaal/S : : encap;ulutlan = TEE/none
EabSdeatlaad/0 0 91: type=C0AKLEY ENCEYFT ALG, val=3iDES CBC.
4268abS%deat3aal/ 0000000000 H-- s type=OAEKLEY HASH ALG, wval=5HAZ 256
bSdeat3aald/ :561: type=AUTH METHOD, val=FRESHARED KEY.
G2€BabSdea&iand/ 0000000000000 :581: typ:=ﬂﬂﬂﬁ§3_ OUP, val=MODP1536.
g C : ISAEMFP 3K lifetinme 3]
: proposal id=0:
pro ol id =
trans id = EEY IEE.
encapsulation = IKE/none
type=OAKLEY ENCRYPT ALG, val=3DES CBC.
type=OAKLEY HASH ALG, val=SHA2 256.
type=AUTH METHOD, val=FRESHARED EEY.
type=OARKLEY GROUP, wal-MODP1536.
ISA EMP 5A lifetime=86400
: my proposal, gw VEHN:
proposal id = 1:
pro cl id = ISAEMP:
trans id = KEY
encapsulation = IFE/none
type=OAKLEY ENCRYPT ALG, val=AES CBC,

N LM N

[ ==
=

L
=

tBabSdeatlaad/ 0l
BabSdeatIaal S0l
deatlaald /0000

Ln
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-

type=OAFLEY HASH ALG, wal=SHAZ 512.

type=AUTH METHOD, val=PRESHARED FEY.

Lype=OAKLEY GROUP, val=MODPI0l48.
TSAEMP SR 1ifetime=B6400

protocol id = ISAEMP:
trana id = REY IEE.
cncup;ulutlun = IKE/n
type=CAELEY ENCRYPT ALG, wal=AES CBC,

type=0ARLEY HASH ALG, wal=3 512,

Lype=AUTH METHOD, wval=PRESHAR

type=CAELEY GROUP, wal=MODPZ
ISAEMP SA lifetime=86400

: proposal id = 1:
B 1 1d = ISARMP:
trans id = ISAKMP:
cncnp;ulnticn = IEKE/none
fabSdeatlaad/ 0 ile 0 §1: type= OAELEY ENCRYPT ALG, wal =AES-CHBC,
28

Bah9deat3aal /00000 0000:581: type=OAELEY HASH ALG, val=SHA2 512.
AUTH METHOD, val=PRESHARED KEY.
ideatlaal/ QOODA00000000: 591 1 _'Oﬂ!LFT_ﬁRDUF, val=MODPFl536.
Sdeat3and /00 [ 391 : ISAEMP 5A lifetime=86400
The administrator does not have access to the remote gateway. Based on the debug output, what configuration changes can the administrator make to the local
gateway to resolve the phase 1 negotiation error?

A. Change phase 1 encryption to AESCBC and authentication to SHA128.
B. Change phase 1 encryption to 3DES and authentication to CBC.

C. Change phase 1 encryption to AES128 and authentication to SHA512.
D. Change phase 1 encryption to 3DES and authentication to SHA256.

Answer: C

NEW QUESTION 20
View the exhibit, which contains the output of a diagnose command, and the answer the question below.
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} diagnose debug rating

: English

: Contract

: Thu Sep 28 17:00:00 20%X

> List (Thu APR 19 10:41:32 20XX) -=-
Weight R Flags TZ Packets Curr Lost Total Lost

64.26.151.3] 10 : 262432 846
64.26.151.35 10 . 329072 6806
66.117.56.. 10 11638 273
66.210.95.240 20 J 36875 92
209.222.147.36 20 03 B 34784 0 1070
208.91.112.194 20 )7 ) B 170 1533
96.45.33.65 60 : 3728 0 120
80.85.69.41 1 226 3319 192
62.209.40.74 50 97 : 3154 0 145
121.111.236.179 45 4 AL 26221

Which statements are true regarding the Weight value?

A. Its initial value is calculated based on the round trip delay (RTT).

B. Its initial value is statically set to 10.

C. Its value is incremented with each packet lost.

D. It determines which FortiGuard server is used for license validation.

Answer: C

NEW QUESTION 24
Which real time debug should an administrator enable to troubleshoot RADIUS authentication problems?

A. Diagnose debug application radius -1.
B. Diagnose debug application fnbamd -1.
C. Diagnose authd console —log enable.
D. Diagnose radius console —log enable.

Answer: A

NEW QUESTION 25
In which of the following states is a given session categorized as ephemeral? (Choose two.)

A. A TCP session waiting to complete the three-way handshake.
B. A TCP session waiting for FIN ACK.

C. A UDP session with packets sent and received.

D. A UDP session with only one packet received.

Answer: BC

NEW QUESTION 29
Which of the following tasks are automated using the Install Wizard on FortiManager? (Choose two.)

A. Preview pending configuration changes for managed devices.
B. Add devices to FortiManager.

C. Import policy packages from managed devices.

D. Install configuration changes to managed devices.

E. Import interface mappings from managed devices.

Answer: BD

NEW QUESTION 32

What global configuration setting changes the behavior for content-inspected traffic while FortiGate is in system conserve mode?
A. av-failopen

B. mem-failopen

C. utm-failopen

D. ips-failopen

Answer: A

NEW QUESTION 33
A corporate network allows Internet Access to FSSO users only. The FSSO user student does not have Internet access after successfully logged into the Windows
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AD network. The output of the ‘diagnose debug authd fsso list’ command does not show student as an active FSSO user. Other FSSO users can access the
Internet without problems. What should the administrator check? (Choose two.)

A. The user student must not be listed in the CA's ignore user list.

B. The user student must belong to one or more of the monitored user groups.

C. The student workstation’s IP subnet must be listed in the CA'’s trusted list.

D. At least one of the student’s user groups must be allowed by a FortiGate firewall policy.

Answer: BD

NEW QUESTION 35
Examine the output of the 'diagnose debug rating' command shown in the exhibit; then answer the question below.

e |
1

b el B b i e
LA g = (i | 0

Which statement are true regarding the output in the exhibit? (Choose two.)

A. There are three FortiGuard servers that are not responding to the queries sent by the FortiGate.

B. The TZ value represents the delta between each FortiGuard server's time zone and the FortiGate's time zone.
C. FortiGate will send the FortiGuard queries to the server with highest weight.

D. A server's round trip delay (RTT) is not used to calculate its weight.

Answer: BC

NEW QUESTION 37
Examine the output of the ‘get router info bgp summary’ command shown in the exhibit; then answer the question below.

# get router info bgp summary

BGP router identifier 0.0.0.117, local AS number 65117
BGP table version i1s 104

3 BGP AS-PATH entries

0 BGP community entries

Neighbor V  AS MsgRevd MsgSent TblVer InQ OutQ Up/Down State/PfxRed

10.125.0.60 4 65060 1698 1756 103 O 0 03:02:49 1
10.127.0.75 4 65075 2206 2250 102 0O 0 02:45:55 1
10.200.3.1 4 65501 101 115 0 0 0 never Active

Total number of neighbors 3

Which statements are true regarding the output in the exhibit? (Choose two.)

A. BGP state of the peer 10.125.0.60 is Established.

B. BGP peer 10.200.3.1 has never been down since the BGP counters were cleared.
C. Local BGP peer has not received an OpenConfirm from 10.200.3.1.

D. The local BGP peer has received a total of 3 BGP prefixes.

Answer: AC

NEW QUESTION 38
Which of the following statements are correct regarding application layer test commands? (Choose two.)

A. They are used to filter real-time debugs.
B. They display real-time application debugs.
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C. Some of them display statistics and configuration information about a feature or process.
D. Some of them can be used to restart an application.

Answer: BC

NEW QUESTION 42
Examine the following traffic log; then answer the question below.

date-20xx-02-01 time=19:52:01 devhame=master device_id="xxxxxxx" log_id=0100020007 type=event subtype=system pri critical vd=root service=kemel

status=failure msg="NAT port is exhausted."
What does the log mean?

A. There is not enough available memory in the system to create a new entry in the NAT port table.

B. The limit for the maximum number of simultaneous sessions sharing the same NAT port has been reached.
C. FortiGate does not have any available NAT port for a new connection.

D. The limit for the maximum number of entries in the NAT port table has been reached.

Answer: B

NEW QUESTION 47

Two independent FortiGate HA clusters are connected to the same broadcast domain. The administrator has reported that both clusters are using the same HA
virtual MAC address. This creates a duplicated MAC address problem in the network. What HA setting must be changed in one of the HA clusters to fix the

problem?

A. Group ID.

B. Group name.

C. Session pickup.
D. Gratuitous ARPs.

Answer: A

NEW QUESTION 49
View the exhibit, which contains the output of a debug command, and then answer the question below.

c #
= NaT "&oUurar 1NTC eErnT 1NTrarT i.':'.l - = _oarT I-l.
o e - vl e T e b =g S S b e T e S A
...-.-1,...-1.-.: - = - W - = e T = ol = Pa— = .t
e e e b S - ol il 4 _— e M E W LU A i wa kb
- i - 5 - - . w - - 8 - -
ey e ey . 3= y s | | - ¥ |
2NCELNEeL AGQOLESS 1l /L£.£LV.10L8L1L.L2907 L%, AlGd V. U. V. LU
3w ad ==& = T = = oy T™T I [ L = Ry My o j= =
Fn— o e Tl - B e o - - = - - l":f - '-_—.-u-l'i' - -: .i‘!‘ L= :::'-
-
—_ - - - i~ - 1 -
- - -r 5 = - - Ll e = " - - ) Lol W W » B ¥
iransmlc bLelay 18 1 SecC, atate Dnliner, Friorlty
o o o =T = - 4. =y . 1.- - -"""__"I__/_"_ -
L"‘.':...n--:ll.'__. L] - AT A I;-_’ rs = Ll . - L - == 4L -1 _,1:" ik
o -] ™= = - - i = o QS P T™r TR T T ea—— W |
SaCXupD Uesidhnated HKouter (1D) ..U, 1 E incerrace AQ
R - - . - - & - - - -
5 v - L - 1= e - 7y = s AR K ; e ] P | | (] == N
L = il B LA a4 & ' L A o L & SLL p e d ik - ] ML= s L e AT
= ] .:_i""_—.  w il =
- - 1 L - - e & W W @
Neiaghbor Count ies 4 AT arant nat1ohbher ~ount 1 e
AL L B P - & - '1r P — g 9= LR — g L - AnE e
T -l " - T 1 = A9
Ll W - - T="a T bl @l = i
"""'JE:“"' oe(Juuence LU e L . & T4l
» | - f - =y = —_— -
ol g - ¥ = vr - ] SEaEmT = - re ™ SETmT
g A =g T AL LEealyY ol .-..*.f =il (= ¥ e L lLYEA b= L= Y F
T o e - ey F -t .r. T T T = - - | el =12
it ™ S - ile-T e YEWW & - = el g Lo=UpD0 recsal =il Ly e
TO__ s~ S =Tal= =T il T=".T . - E W-Ter-Eaal-T
Liao=MAeA Legelvelld 9% S2llL = 4 a.d LAeid

Which of the following statements about the exhibit are true? (Choose two.)

A. In the network on port4, two OSPF routers are down.

B. Port4 is connected to the OSPF backbone area.

C. The local FortiGate’s OSPF router ID is 0.0.0.4

D. The local FortiGate has been elected as the OSPF backup designated router.

Answer: BC

NEW QUESTION 52
View the exhibit, which contains a session entry, and then answer the question below.
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session lnfn' proto=1 proto state=00 duration=1 expire=39 timeout=0 flags=00000000
30 k g=00000000 qncapnrtzd av_idx=0 use=3
ﬂriciﬂ-ahaper=
reply-shaper=
ip - shaper=
pnlluv dir=0 tunnel=/ vlan cos=0/255

dirty none
packets/allow err): org=168/2/1 Ienlu—lrﬂfdsl tuples=2
)1/0 1% speed(Bps/kbps): 97
orgin->sink: org pre->post, reply pre->post dev=9->3/3->9 qwy=10.200.1.254/
hook=post dir=orq act=snat 10.1.10.10:40602->10,200.5.1:8(10.200.1.254/10.1.0.1
hook=pre dir=reply act=dnat 10.200.5.1:60430->10,200.1.1:0(10.1.10.10:40602]

misc=0 policy id=] auth info=0 chk client info=( vd=0

serial=0002a5¢) tos=Ff/ff app 1ist=0 app=0 url cat=0
dd type=0 dd mode=0

Which statement is correct regarding this session?

A. It is an ICMP session from 10.1.10.10 to 10.200.1.1.

B. It is an ICMP session from 10.1.10.10 to 10.200.5.1.

C. Itis a TCP session in ESTABLISHED state from 10.1.10.10 to 10.200.5.1.
D. Itis a TCP session in CLOSE_WAIT state from 10.1.10.10 to 10.200.1.1.

Answer: A

NEW QUESTION 55
Which of the following statements is true regarding a FortiGate configured as an explicit web proxy?

A. FortiGate limits the number of simultaneous sessions per explicit web proxy use

B. This limit CANNOT be modified by the administrator.

C. FortiGate limits the total number of simultaneous explicit web proxy users.

D. FortiGate limits the number of simultaneous sessions per explicit web proxy use

E. The limit CAN be modified by the administrator.

F. FortiGate limits the number of workstations that authenticate using the same web proxy user credentials.This limit CANNOT be modified by the administrator.

Answer: C
NEW QUESTION 56

An administrator cannot connect to the GIU of a FortiGate unit with the IP address 10.0.1.254. The administrator runs the debug flow while attempting the
connection using HTTP. The output of the debug flow is shown in the exhibit:

Based on the error displayed by the debug flow, which are valid reasons for this problem? (Choose two.)

A. HTTP administrative access is disabled in the FortiGate interface with the IP address 10.0.1.254.
B. Redirection of HTTP to HTTPS administrative access is disabled.

C. HTTP administrative access is configured with a port number different than 80.

D. The packet is denied because of reverse path forwarding check.

Answer: AC

NEW QUESTION 61
Which of the following statements are true regarding the SIP session helper and the SIP application layer gateway (ALG)? (Choose three.)

A. SIP session helper runs in the kernel; SIP ALG runs as a user space process.
B. SIP ALG supports SIP HA failover; SIP helper does not.

C. SIP ALG supports SIP over IPv6; SIP helper does not.

D. SIP ALG can create expected sessions for media traffic; SIP helper does not.
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E. SIP helper supports SIP over TCP and UDP; SIP ALG supports only SIP over UDP.

Answer: BCD

NEW QUESTION 64
What configuration changes can reduce the memory utilization in a FortiGate? (Choose two.)

A. Reduce the session time to live.

B. Increase the TCP session timers.

C. Increase the FortiGuard cache time to live.
D. Reduce the maximum file size to inspect.

Answer: AD

NEW QUESTION 69
Examine the output of the ‘get router info ospf interface’ command shown in the exhibit; then answer the question below.

# get router info ospf interface port4
port4 is up, line protocol 1is up

Internet Address 172.20.121.236/24, Area 0.0.0.0, MTU 1500

Process ID 0, Router ID 0.0.0.4, Network Type BROADCAST, Cost: 1

Transmit Delay 1is 1 sec, State DROther, Priority 1

Designated Router (ID) 172.20.140.2, Interface Address 172.20.121.2
Backup Designated Router (ID) 0.0.0.1, Interface Address
172.20.121.23%
Timer intervals configured, Hello 10.000, Dead 40, Wait 40, Retransmit
5

Hello due in 00:00:05

Neighbor Count is 4, Adjacent neighbor count is 2

Crypt Sequence ! er is 411

Helle received 106, sent 27, DD received 7 sent S

=

LS-Reg received 2 sent 2, LS-Upd received 7 sent 5

:

LS-Ack received 4 sent 3, Discarded 1
Which statements are true regarding the above output? (Choose two.)

A. The port4 interface is connected to the OSPF backbone area.

B. The local FortiGate has been elected as the OSPF backup designated router.
C. There are at least 5 OSPF routers connected to the port4 network.

D. Two OSPF routers are down in the port4 network.

Answer: AD

NEW QUESTION 71
What events are recorded in the crashlogs of a FortiGate device? (Choose two.)

A. A process crash.

B. Configuration changes.

C. Changes in the status of any of the FortiGuard licenses.

D. System entering to and leaving from the proxy conserve mode.

Answer: AD

NEW QUESTION 72
When using the SSL certificate inspection method for HTTPS traffic, how does FortiGate filter web requests when the browser client does not provide the server
name indication (SNI)?

A. FortiGate uses the Issued To: field in the server’s certificate.

B. FortiGate switches to the full SSL inspection method to decrypt the data.
C. FortiGate blocks the request without any further inspection.

D. FortiGate uses the requested URL from the user’s web browser.

Answer: D

NEW QUESTION 76

Which statements about bulk configuration changes using FortiManager CLI scripts are correct? (Choose two.)

A. When executed on the Policy Package, ADOM database, changes are applied directly to the managed FortiGate.

B. When executed on the Device Database, you must use the installation wizard to apply the changes to the managed FortiGate.
C. When executed on the All FortiGate in ADOM, changes are automatically installed without creating a new revision history.
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D. When executed on the Remote FortiGate directly, administrators do not have the option to review the changes prior to installation.

Answer: AD

NEW QUESTION 78
View these partial outputs from two routing debug commands:

# get router info kernel
tab=254 vf=0 scope=0 type=1 proto=11 prio=0 0.0.0.0/0.0.0.0/0->0.9.0.0/0 pref=0.0.0.0 qwy=10.200.1.254
dev=2 (portl)
tab=254 vf=0 scope=0 type=1 proto=11 prio=0 0.0.0.0/0.0.0.0/0->0.0.0.0/0 pref=0.0.0.0 gwy=10.200.2.254
dev=3(port2)
tab=254 vi=0 scope=253 type=1 proto=2 prio=0 0.0.0.0/0.0.0.0/0->10.0.1.0/24 pref=10.0.1.254 gwy=0.0.0.0
dev=4 (port3)
$ get router info routing-table all
s» 0.0.0.0/0 [10/0] via 10.200.1.254, portl

[10/0) via 10.200.2.254, port2, [10/0]

C 10.0.1.0/24 is directly connected, port3
10.200.1.0/24 i= directly connected, portl
€ 10.200.2.0/24 is directly connected, port?2

Which outbound interface will FortiGate use to route web traffic from internal users to the Internet?
A. Both portl and port2

B. port3

C. portl

D. port2

Answer: C

NEW QUESTION 81
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