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Implementing Cisco Enterprise Wireless Networks (ENWLSI)
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NEW QUESTION 1
Which two restrictions are in place with regards to configuring mDNS? (Choose two.)

A. mDNS uses only UDP port 5436 as a destination port.
B. mDNS cannot use UDP port 5353 as the destination port.
C. mDNS is not supported on FlexConnect APs with a locally switched WLAN.
D. Controller software must be newer than 7.0.6+.
E. mDNS is not supported over IPv6.

Answer: CD

NEW QUESTION 2
Which three properties are used for client profiling of wireless clients? (Choose three.)

A. HTTP user agent
B. DHCP
C. MAC OUI
D. hostname
E. OS version
F. IP address

Answer: ABC

NEW QUESTION 3
What is the difference between PIM sparse mode and PIM dense mode?

A. Sparse mode supports only one switc
B. Dense mode supports multiswitch networks.
C. Sparse mode flood
D. Dense mode uses distribution trees.
E. Sparse mode uses distribution tree
F. Dense mode floods.
G. Sparse mode supports multiswitch network
H. Dense mode supports only one switch.

Answer: C

NEW QUESTION 4
Refer to the exhibit.

Which two items must be supported on the VoWLAN phones to take full advantage of this WLAN configuration? (Choose two.)

A. TSPEC
B. SIFS
C. 802.11e
D. WMM
E. APSD
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Answer: CD

NEW QUESTION 5
For security purposes, an engineer enables CPU ACL and chooses an ACL on the Security > Access Control Lists > CPU Access Control Lists menu. Which kind
of traffic does this change apply to, as soon as the change is made?

A. wireless traffic only
B. wired traffic only
C. VPN traffic
D. wireless and wired traffic

Answer: A

NEW QUESTION 6
An engineer must implement Cisco Identity-Based Networking Services at a remote site using ISE to dynamically assign groups of users to specific IP subnets. If
the subnet assigned to a client is available at the remote site, then traffic must be offloaded locally, and subnets are unavailable at the remote site must be
tunneled back to the WLC. Which feature meets these requirements?

A. learn client IP address
B. FlexConnect local authentication
C. VLAN-based central switching
D. central DHCP processing

Answer: C

NEW QUESTION 7
Which two events are outcomes of a successful RF jamming attack? (Choose two.)

A. disruption of WLAN services
B. unauthentication association
C. deauthentication broadcast
D. deauthentication multicast
E. physical damage to AP hardware

Answer: AE

NEW QUESTION 8
Which two steps are needed to complete integration of the MSE to Cisco Prime Infrastructure and be able to track the location of clients/rogues on maps? (Choose
two.)

A. Synchronize access points with the MSE.
B. Add the MSE to Cisco Prime Infrastructure using the CLI credentials.
C. Add the MSE to Cisco Prime Infrastructure using the Cisco Prime Infrastructure communication credentials configured during set up.
D. Apply a valid license for Wireless Intrusion Prevention System.
E. Apply a valid license for location tracking.

Answer: DE

NEW QUESTION 9
A network engineer observes a spike in controller CPU overhead and overall network utilization after multicast is enabled on a controller with 500 APs. Which
feature connects the issue?

A. controller IGMP snooping
B. multicast AP multicast mode
C. broadcast forwarding
D. unicast AP multicast mode

Answer: B

NEW QUESTION 10
An engineer is implementing a FlexConnect group for access points at a remote location using local switching but central DHCP. Which client feature becomes
available only if this configuration is changed?

A. multicast
B. static IP
C. fast roaming
D. mDNS

Answer: B

NEW QUESTION 10
A customer is experiencing performance issues with its wireless network and asks a wireless engineer to provide information about all sources of interference and
their impacts to the wireless network over the past few days. Where can the requested information be accessed?

A. CleanAir reports on Cisco Prime Infrastructure
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B. Performance reports on Cisco Prime Infrastructure
C. Interference Devices reports on Cisco Wireless LAN Controller
D. Air Quality reports on Cisco Wireless LAN Controller

Answer: A

NEW QUESTION 12
An engineer is implementing Cisco Identity-Based Networking on a Cisco AireOS controller. The engineer has two ACLs on the controller. The first ACL, named
BASE_ACL, is applied to the corporate_clients interface on the WLC, which is used for all corporate clients. The second ACL, named HR_ACL, is referenced by
ISE in the Human Resources group policy. What is the resulting ACL when a Human Resources user connects?

A. HR_ACL appended with BASE_ACL
B. HR_ACL only
C. BASE_ACL appended with HR_ACL
D. BASE_ACL only

Answer: B

NEW QUESTION 13
During the EAP process and specifically related to the client authentication session, which encrypted key is sent from the RADIUS server to the access point?

A. WPA key
B. session key
C. encryption key
D. shared-secret key

Answer: B

NEW QUESTION 15
What is an important consideration when implementing a dual SSID design for BYOD?

A. After using the provisioning SSID, an ACL that used to make the client switch SSIDs forces the user to associate and traverse the network by MAC filtering.
B. If multiple WLCs are used, the WLAN IDs must be exact for the clients to be provisioned and traverse the network correctly.
C. SSIDs for this setup must be configured with NAC State-RADIUS NAC for the clients to authenticate with Cisco ISE, or with NAC State-ISE NAC for Cisco ISE
to associate the client.
D. One SSID is for provisioning and the other SSID is for gaining access to the networ
E. The use of an ACL should not be enforced to make the client connect to the REAL SSID after provisioning.

Answer: D

NEW QUESTION 18
A Cisco WLC has been added to the network and Cisco ISE as a network device, but authentication is failing. Which configuration within the network device
configuration should be verified?

A. SNMP RO community
B. device interface credentials
C. device ID
D. shared secret

Answer: D

NEW QUESTION 23
Refer to the exhibit. A network administrator deploys the DHCP profiler service in two ISE servers: 10.3.10.101 and 10.3.10.102. All BYOD devices connecting to
WLAN on VLAN63 have been incorrectly profiled and are assigned as unknown profiled endpoints. Which action efficiently rectifies the issue according to Cisco
recommendations?

A. Nothing needed to be added on the Cisco WLC or VLAN interfac
B. The ISE configuration must be fixed.
C. Disable DHCP proxy on the Cisco WLC.
D. Disable DHCP proxy on the Cisco WLC and run the ip helper-address command under the VLAN interface to point to DHCP and the two ISE servers.
E. Keep DHCP proxy enabled on the Cisco WLC and define helper-address under the VLAN interface to point to the two ISE servers.

Answer: C
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NEW QUESTION 28
Which statement about the VideoStream/Multicast Direct feature is true?

A. IP multicast traffic is reliable over WLAN by default as defined by the IEEE 802.11 wireless multicast delivery mechanism.
B. Each VideoStream client acknowledges receiving a video IP multicast stream.
C. It converts the unicast frame to a multicast frame over the air.
D. It makes the delivery of the IP multicast stream less reliable over the air, but reliable over Ethernet.

Answer: B

Explanation: 
Reference: https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-1/configuration-guide/b_cg81/multicast_broadcast_setup.html

NEW QUESTION 30
......
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