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NEW QUESTION 1
- (Exam Topic 3)
Refer to the exhibit.

RouterlD: 1.1.1.1

R2

Spoke 1

LAN: 192.168.1.0124

RouterlD: 10.1G.l{).1ﬂ@

R1
Hub

:. '-kTu nnel 100

DMVPN Network

10.255.253.0/24 RouterlD: 2.2.2.2

Spoke 2

LAN: 192.168.2.0/24

LAN: 192.168.3.0/24

"Mar 117 18504 051 B0OSPF-S-ADJCHG
"Mar 117 1906 375 SOSPF-5ADJCHG

Process 100, Mbr1.1.1 1 on Tunnel 100 from LOADING to FULL, Loading Done
Prosceas 100, N 111 1 on Turse 100 from FULL 1o DOAYN, MNesghbor Down Adacency Toroed 1o

reset
“Mar 1 1710006 627 LOSPFSADICHE Process 100, Nbr & 2 2 2 on Tunme 100 from LOADING to FULL, Loading Done

Esed
“Mar 117 1914 409 SOSPF-5-ADUCHG Process 100, Mbr 10010 00 10 on Tunrs! 100 from LOADMNG o FULL, Loadng Dons

doem or datachad

“Mar 11701 51975 SOSPF4-MNONEIGHBOR. Reconod database descnplon fiom unkrown neghbor 152 1681 9
"Mar 11701 57 783 OS5PF Rov LS UPD from 192 168 1 1 on Tunnel100 keangth B8 LSA coum 1

“Mar 11701 .57 155 O5PF Send UPD to 10 255 233 1 on Tunnel 100 kength 100 LS4 count 2

"Mar 117 1910 123 [OSPF-5-ADJCHG: Process 1000 Nbr 22 2 2 on Tordel 100 frain FULL o DOWMN, Naghbor Doven. Adgacancy lorced 1o

"Mar 117 1919 139 SOSPES ADJCHG Process 1000 Mbe 1010 10 10-0n Tunne! 100 trom EXSTART to DOWM, Neighbor Down [nterface

A network administrator sets up an OSPF routing protocol for a DMVPN network on the hub router. Which configuration required to establish a DMVPN tunnel with

multiple spokes?

A. ip ospf network point-to-multipoint on both spoke routers
B. ip ospf network point-to-point on the hub router

C. ip ospf network point-to-multipoint on One spoke router
D. ip ospf network point-to-point on both spoke routers

Answer: A

NEW QUESTION 2
- (Exam Topic 3)

u A
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{_\__H\.I :_:J"H f“n. {“\ ditarork X
T
A
LAY
A Routers are running LR and metric values ane 1hown in the sbove diagran

Refer to the exhibit. The IT manager received reports from users about slow application through network x. which action resolves the issue?

A. Use the variance 2 command to enable load balancing.
B. Increase the bandwidth from the service provider.

C. Move the servers into the users subnet.

D. Upgrade the 10S on router E.

Answer: A

NEW QUESTION 3
- (Exam Topic 3)
Refer to the exhibit.

The Leader of IT Certification

visit - https://www.certleader.com



CertLeader-m 100% Valid and Newest Version 300-410 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/300-410-dumps.html (530 Q&AS)

ip sla 1

icmp-echo 8.8.8.8

threshold 1000

timecut 2000

frequency 5
ip sla schedule 1 life forever start-time now
'

track 1 ip sla 1

!

ip route 0.0.0.0 0.0.0.0 203.0.113.1 name ISPl track 1
ip route 0.0.0.0 0.0.0.0 198.51.100.1 2 name ISP2

The administrator noticed that the connection was flapping between the two ISPs instead of switching to ISP2 when the ISP1 failed. Which action resolves the
issue?

A. Include a valid source-interface keyword in the icmp-echo statement.

B. Reference the track object 1 on the default route through ISP2 instead of ISP1.
C. Modify the static routes to refer both to the next hop and the outgoing intertace.
D. Modify the threshold to match the administrative distance of the ISP2 route.

Answer: A

Explanation:
https://www.cisco.com/c/en/us/support/docs/ip/ip-routing/200785-1SP-Failover-withdefault- routes-using-1.html

NEW QUESTION 4
- (Exam Topic 3)

A. Redistribute the static metric in EIGRP.

B. Add the eigrp stub connected static command.
C. Redistribute the connected metric in EIGRP.
D. Remove the eigrp stub connected command.

Answer: B
NEW QUESTION 5

- (Exam Topic 3)
Refer to the exhibit.

BGP AS 9301

F RS LAERLLE R RLE o " w o

__OSPF 100 |

The Internet traffic should always prefer Site-A ISP-1 if the link and BGP connection are up; otherwise, all Internet traffic should go to ISP-2 Redistribution is
configured between BGP and OSPF routing protocols and it is not working as expected. What action resolves the issue?

A. Set metric-type 2 at Site-A RTR1, and set metric-type 1 at Site-B RTR2
B. Set OSPF cost 100 at Site-A RTR1, and set OSPF Cost 200 at Site-B RTR2
C. Set OSPF cost 200 at Site: A RTR1 and set OSPF Cost 100 at Site-B RTR2
D. Set metric-type 1 at Site-A RTR1, and set metric-type 2 at Site-B RTR2

Answer: D

Explanation:

OSPF type 1 route is always preferred over a type 2 route for the same destination so we can set metric-type 1 at Site-A RTR1 so that it is preferred over Site-B
RTR2.

Note:

Routes are redistributed in OSPF as either type 1 (E1) routes or type 2 (E2) routes, with type 2 being the default.

— A type 1 route has a metric that is the sum of the internal OSPF cost and the external redistributed cost.

— A type 2 route has a metric equal only to the redistributed cost.
— If routes are redistributed into OSPF as type 2 then every router in the OSPF domain will see the same cost to reach the external networks.

— If routes are redistributed into OSPF as type 1, then the cost to reach the external networks could vary from router to router.

The Leader of IT Certification visit - https://www.certleader.com



CertLeader-m 100% Valid and Newest Version 300-410 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/300-410-dumps.html (530 Q&AS)

NEW QUESTION 6

- (Exam Topic 3)

An engineer configured VRF-Lite on a router for VRF blue and VRF red. OSPF must be enabled on each VRF to peer to a directly connected router in each VRF.
Which configuration forms OSPF neighbors over the network 10.10.10.0/28 for VRF blue and 192.168.0.0/30 for VRF red?

router ospf 1 vrf blue

network 10.10.10.0 0.0.0.15 area 0
router ospf 2 vrf red

network 192.168.0.0 0.0.0.3 area 0

router ospf 1 vrf blue

network 10.10.10.0 0.0.0.240 area 0
router ospf 2 vrf red

network 192.168.0.0 0.0.0.252 area 0

router ospf 1 vrf blue

network 10.10.10.0 0.0.0.252 area 0
router ospf 2 vrf red

network 192.168.0.0 0.0.0.240 area 0

router ospf 1 vrf blue

network 10.10.10.0 0.0.0.3 area 0
router ospf 2 vrf red

network 192.168.0.0 0.0.0.15 area 0

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 7
- (Exam Topic 3)
What must be configured by the network engineer to circumvent AS_PATH prevention mechanism in IP/VPN Hub and Spoke deployment scenarios?

A. Use allows in and as-override at all Pes.

B. Use allowas in and as-override at the PE-Hub.
C. Use Allowas-in the PE_Hub

D. Use as-override at the PE_Hub

Answer: D

NEW QUESTION 8
- (Exam Topic 3)
An engineer notices that R1 does not hold enough log messages to Identity the root cause during troubleshooting Which command resolves this issue?

A. #logging buffered 4096 critical

B. (config)#logging buffered 16000 informational
C. #logging buffered 16000 critical

D. (config)#logging buffered 4096 informational

Answer: B

NEW QUESTION 9
- (Exam Topic 3)

Refer to the exhibit.
o= == —————————————— _— - - — — ————  —|

R1#

router ospf 1

redistribute rip subnets

network 131.108.1.0 0.0.0.255 area 2
network 131.108.2.0 0.0.0.255 area 2
distribute-list 1 out

]

access-1list 1 permit 132.108.4.09 0.09.0.255

The R1 OSPF neighbor is not receiving type 5 external LSAs for 132.108.2.0/24 and 132.108.3.0/24 networks. Which configuration command resolves the issue?
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A. access-list 1 permit 132.108.0.0 0.0.1.255
B. access-list 1 permit 132.108.0.0 0.0.3.255
C. access-list 1 permit 132.108.2.0 0.0.0.255
D. access-list 1 permit 132.108.4.0 0.0.3.255

Answer: B
NEW QUESTION 10

- (Exam Topic 3)
Refer to the exhibit.

R 1#show ip interface GigabitEthernetD/0 | include drops
0 verification drops

0 suppressedverification drops

H1#show ip interface GigabitEthernet0/1 | include drops

5 verfication drops

0 suppressedverification drops

R1 is configured with uRPF, and ping to R1 is failing from a source present in the R1 routing table via the GigatxtEthernet 0/0 interface. Which action resolves the
issue?

A. Remove the access list from the interface GigabrtEthernet 0/0

B. Modify the uRPF mode from strict to loose

C. Enable Cisco Express Forwarding to ensure that uRPF is functioning correctly

D. Add a floating static route to the source on R1 to the GigabitEthernet 0/1 interface

Answer: B

NEW QUESTION 10
- (Exam Topic 3)

Acme com Group

RTG- 1jconfigh®ip vif CompanyA

RTG: jconfig-vrf)® interface GigakitEthernet /0
RTG- liconfig-i# ip wif forwarding CompanyA
RTG-1|config-if# ip address 172 96.2.2 255 255 255.0

Refer to the exhibit. An engineer must configure a per VRF for TACACS+ for company A. Which configuration on RTG-1 accomplishes the task?

aaa new-model

aaa group server tacacs+ Tacacscluster
server-private 172.16.1.1 port 49 key routing
ip tacacs source-interface GigabitEthernet 0/0
ip vrf forwarding CompanyA

aaa new-model

aaa group server tacacs+ Tacacscluster
server-private 172.16.1.3 port 49 key routing
ip tacacs source-interface GigabitEthernet 0/1
ip vrf forwarding CompanyA

aaa new-modal

aaa group server tacacs+ Tacacscluster
sarver-private 172.16.1.1 port 49 key routing
Ip tacacs source-interface GigabitEthernat 01
ip vrf CompanyA

aaa new-model

aaa group server tacacs+ Tacacscluster
server-private 172,16.1.3 port 49 key routing
ip tacacs source-interface GigabitEtherneat 0/0
ip vrif CompanyA

A. Option A
B. Option B
C. Option C
D. Option D
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Answer: D

NEW QUESTION 14
- (Exam Topic 3)
Refer to the exhibit.

|

summary-address 10100 25525500
|

The none area 0 routers in OSPF still receive more specific routes of 10.1.1.0.10.1.2.0.10.1.3.0 from area 1. Which action resolves the issue?

A. Configure route summarization on OSPF-enabled interfaces.

B. Summarize by using the summary-address 10.1.0.0 255.255.252.0 command.

C. Summarize by using the area range command on ABRs

D. Configure the summary-address 10.1.0.0 255.255.252.0 command under OSPF process.

Answer: C

NEW QUESTION 17

- (Exam Topic 3)

Refer to the exhibit.

A network administrator is troubleshooting OSPF adjacency issue by going through the console logs in the router, but due to an overwhelming log message stream
it is impossible to capture the problem Which two commands reduce console log messages to relevant OSPF neighbor problem details so that the issue can be
resolved? (Choose two)

A. debug condition interface

B. debug condition ip

C. debug condition ospf neighbor

D. debug condition session-id ADJCHG
E. debug condition all

Answer: AD

NEW QUESTION 22

- (Exam Topic 3)

Rl#show running-config | begin router eigrp | RSWtracercute 172.16.3.1

router eigrp 100 Type escape sequence to abort

network 172.16.250.0 0.0.0.255 Tracing the routs to 172.16.3.1

redistribute ospf 1 metric 11 111 VAF infa: (wvrf in name/id, vrf cut name/id

! 1 192,168,250, 9 66 msec

router ospf 1 132.168.250 .6 € msec

redistribate eigrp 100 subnets 1%2.168.250.9 8 maec

network 192.168.250.0 0.0.0.255 apea 0 2 172.16.25%0.2 13 maac
172.16.250.14 BB msec

F2¥show funn | begin router eigrp 172.16.250.2 11 asec

router eigrp 100 T |

network 172.16.250.0 0.0.0.235
redistributa oepf 1 metric 1 1 1 1 1

i
router ocspf 1

redistribute eigrp 100 subnots
network 192.168.250.0 0.0.0.255 area 0

ip forward-protocel nd

e 192.168.350.4 f 30

172.16.250.0 / 30
172.16.3.0 / 30 /U\ 192.168.5.0 /30

|
%~

192.168.2%0 .8 / 30

172.16.25%0.12 [ 30

Refer to the exhibit. An engineer Is troubleshooting a routing loop on the network to reach the 172.16.3.0/16 from the OSPF domain. Which configuration on router
R1 resolves the Issue?
A)

The Leader of IT Certification visit - https://www.certleader.com



CertLeaderw 100% Valid and Newest Version 300-410 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/300-410-dumps.html (530 Q&AS)

router ospf 1

redistribute eigrp 100 subnets route-map LOOPFILT
i

route-map LOOPFILT deny 10

match ip address 15

[

route-map LOOPFILT permit 20
[

access-list 15 permit 172.16.0.0 0.0.255.255
B)

router eigrp 100
redistribute ospf 1 metric 11 11 1 route-map LOOPFILT

route-map LOOPFILT deny 10

match ip address 15
1

route-map LOOPFILT permit 20
]

access-list 15 permit 172.16.0.0 0.0.255.255
C)

router ospf 1
redistribute eigrp 100 route-map LOOPFILT

route-map LOOPFILT deny 10

match ip address 15
|

access-list 15 permit 172.16.0.0 0.0.255.255
D)

router eigrp 100

redistribute ospf 1 metric 1111 1 route-map LOOPFILT
)

route-map LOOPFILT deny 10

match ip address 15
|

access-list 15 permit 172.16.0.0 0.0.255.255

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 26
- (Exam Topic 3)
Refer to the exhibit.
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A network engineer finds that PC1 is accessing the hotel website to do the booking but fails to make payment. Which action resolves the issue?

A

A. Allow stub network 10.10.202.168/30 on router R3 OSPF.
B. Decrease the AD to 5 OSPF route 192.168.94.0 on R1.
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C. Increase the AD to 200 of static route 192.168.94.0 on R3.
D. Configure a reverse route on R1 for PC1 172.16.1.0/24.

Answer: A

NEW QUESTION 31

- (Exam Topic 3)

What is a function of IPv6 Source Guard?

A. It works with address glean or ND to find existing addresses.

B. It inspects ND and DHCP packets to build an address binding table.
C. It denies traffic from known sources and allocated addresses.

D. It notifies the ND protocol to inform hosts if the traffic is denied by it.

Answer: A

Explanation:

IPv6 source guard is an interface feature between the populated binding table and data traffic filtering. This feature enables the device to deny traffic when it is
originated from an address that is not stored in the binding table. IPv6 source guard does not inspect ND or DHCP packets;rather, it works in conjunction with IPv6
neighbor discovery (ND) inspection or IPv6 address glean, both of which detect existing addresses on the link and store them into the binding table.

NEW QUESTION 32
- (Exam Topic 3)
Refer to the exhibit.

EIGRF
R4 AS100
10.1.1.0/24 10.1.2.0/24
172.16.1.0/24
W% 172.16.2.0/24
R1 R2 R3
Routing Table
‘ 172.16.0.0/24 «

via Fad/l
via Fal/1

R4 is experiencing packet drop when trying to reach 172.16.2.7 behind R2. Which action resolves the issue?

A. Insert a /16 floating static route on R2 toward R3 with metric 254
B. Insert a /24 floating static route on R2 toward R3 with metric 254
C. Enable auto summarization on all three routers R1, R2, and R3
D. Disable auto summarization on R2

Answer: D

NEW QUESTION 36
- (Exam Topic 3)
What are the two prerequisites to enable BFD on Cisco routers? (Choose two)

A. A supported IP routing protocol must be configured on the participating routers.

B. OSPF Demand Circuit must run BFD on all participating routers.

C. ICMP must be allowed on all participating routers.

D. UDP port 1985 must be allowed on all participating routers.

E. Cisco Express Forwarding and IP Routing must be enabled on all participating routers.

Answer: CE

NEW QUESTION 38
- (Exam Topic 3)
Refer to the exhibit.
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“17:40:07.826: Using server 10.106.60.182

*17:.40:07.826: AAASBINDYOOOOOOSS): Bind i/t
*17:A0:07.826: AAASAUTHEMN/LOGIN (00000055): Pick method list ‘default’
*17:40:07.826: TPLUS: Queuing AAA Authentication request 85 for processing
17:40:07.826: TPLUS: TPLUS[ODDODDSS) login timer started 1020 sec timeoul
*17:40:07 826: TPLUS: processing authentication start request id 85
*17:40:07.826: TPLUS, Authentication start packet created for 85()

*17:40:07.826: TPLUS000000S5)0/ME WALT/225FE2DC: Started 5 sec timeout
174007 .830: TPLUSDOO00055)/0/MNE_WAIT: socket event 2
*17:40:07.830: TPLUS000D0055)/0/ME_WAIT: wrote entire 38 bytes request
*17:40:07.830: TPLUS00000055)/0/READ: sockel event 1
“17:40:07.830: TPLUSO00M0055) 0/READ: Would block while reading
*1740:07 886 TPLUSO0000055)/0/READ: socket event 1
“17:40:07.886: TPLUS00000055)/0/READ: read entire 12 header bytes (expect 6 bytes data)
*17:40:07.886: TPLUSODOD00SSWO/READ: socket event 1
“17:40:07.886: TPLUS{DO0D0055)/0/READ: read entire 18 bytes response
174007 .886: TPLUS(00000055)/0/225FE2D: Processing the reply packet
*17:40:07.886: TPLUS: received bad AUTHEN packet: length = &, expected 43974
“17:40:07 886: TPLUS: Invalid AUTHEN packet {check keys),

An engineer is troubleshooting a TACACS problem. Which action resolves the issue?

A. Configure a matching TACACS server IP.

B. Configure a matching preshared key.

C. Generate authentication from a relative source interface.

D. Apply a configured AAA profile to the VTY.

Answer: B

Explanation:
Reference:

https://community.cisco.com/t5/network-access-control/issues-with-tacacs-authentication/td-p/3412001 The last line shows us the reason, which is “Invalid

AUTHEN packet (check keys)” so the most likely

cause of this problem is key mismatch.

NEW QUESTION 42
- (Exam Topic 3)

Flitshow cefinter e0/0

Ethernetl/D is up (if_number 3}
Corresponding hwidb fast_if_number 3
Correspending bwidb firstsw->if_number 3
Internet address is 209.165.200.226/30
ICMP redirects are abways sent
Ber packet load-sharing is disabled
IP umicast RPF check is enabled
Input features; uRPF
IP policy routing is disabled

<Output Omitted

E0/o
Rl

Eny1

Rlish cef interface eQf1

EthernetOf] is up (if_number 4)
Corresponding hwidb fast_if_number 4
Corresponding hwidb Tiestaw->il number 4
Imternet address i 200, 165,200,230
ICMP redirects are always sent
Per packet load-sharing is disablad
IP unicast RPF chack is disablad
IF policy rauting s disabled

20utput Omitted=

Reglonal Data Center

\

15P-A,
Eoyf
R3
I5F-B
E0y1
R

Refer to the exhibit. The company implemented uRPF to address an antispoofing attack. A network engineer received a call from the IT security department that

the regional data center is under an IP attack Which configuration must be implemented on R1 to resolve this issue?

interface ethernetl/0
ip verify unicast reverse-path

interface ethernetl/
ip verify unicast reverse-path

interface ethernet0/M

ip unicast RPF check reachable-via any allow-default allow-self-ping

interface ethemet0/0

ip unicast RPF check reachable-via any allow-default allow-self-ping

A. Option A
B. Option B
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C. Option C
D. Option D

Answer: B
NEW QUESTION 43

- (Exam Topic 3)
Refer to the exhibit.

CPEY ping 10.0.2.4

Type escape sequence to abort.

Sending 5, 10U-byte ICMP Echos to 10.0.2.4, timecut 18 £

seconds:

Success rate 1s 100 percent (5/%), round-trip min/avg/max =
1/1/]1 ma

CPE4 copy flash:/packages.conf tftp://10.0.2.4/

Address or name of remote host [10.0.2.4]7?
estination filename [packages.conf]?

%Error opening titp://10.0.2.4/packages.cont (Undefined error)

The administrator is trying to overwrite an existing file on the TFTP server that was previously uploaded by another router. However, the attempt to update the file

fails. Which action resolves this issue?

A. Make the packages.conf file executable by all on the TFTP server
B. Make the packages.conf file writable by all on the TFTP server

C. Make sure to run the TFTP service on the TFTP server

D. Make the TFTP folder writable by all on the TFTP server

Answer: B

NEW QUESTION 48
- (Exam Topic 3)

RouterA#show snmp community

Lommunity name: LLMI
community Index: ILM
mmunity SecurityMName M
storage-rLype rea Ly a 1V
DImunity name: conp
cmmunity Inde conp Community SecurityName: conp
sLorage—Lype dfClle a ve & BES L I

Bouterhséshow ip access-lists

Standard IPF access list 4
10 permit 172.16.1.
20 permit 172.16.2.2
i0 pern ’ 3
xtendec ' ACCes: 51 L) i
] perm 72.16.4.4 any (95 matches)
=1 o 1r O mat "hoo
U aeg ¥ LE =} W ¥ |:.-I. .._J!_-\. =af

Refer to the exhibit The SNMP server with IP address 172.16 4 4 cannot access host router A Which configuration command on router A resolves the issue?

A. snmp-server community ccnp

B. access-list 4 permit 172.16.4.0 0.0.0.3
C. access-list 4 permit host 172.16.4.4
D. snmp-server host 172.16.4.4 ccnp

Answer: D

NEW QUESTION 50
- (Exam Topic 3)
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RiRcopy tfrp flaah:

Address or name of remote host [172.16.2.19]7

Source filename [cZ600-i-mzx.121.T.bin)7? cZ2600-i-mx.121-1.T.bin

Destination filename [cZ2600=i-mz.121=1.T.bin]?

Loading c2600=4i-mz.121=1.T.bin from 172.16.2.19%(via GigabitEthernetd/ 0) L
RError copying tftp://172.16.2.1%/c2600-1-m2.121-1.T.Bin (Not snough apace
ofn déevical

R3#

3. 18 25 L2 a0

Int GOS0

&

172.1€.2.9 J IO
&

1@

-

TFTF DMCP

Sarve: Server

17T 16.1 .16 J 28 172 1€ .2 .16 S IW

Refer to the exhibit. The engineer is getting an error when trying to transfer a new 10S file to the router. Which action resolves the issue?

A. Delete some files on the router flash memory.

B. Delete some files on the router NVRAM.

C. Remove any access-list filtering the TFTP file transfer.
D. Split the file into parts to transfer them one by one.

Answer: A

NEW QUESTION 53
- (Exam Topic 3)

WAN Cloud
Swilfh Swilgh

Head Office Branch
Router Router - ‘!
| | T1i351 |
2 MNetwork Administrator J
TACACS+ Server p o

10.100.50.99 192.168.100.36

A network administrator is trying to access a branch router using TACACS+ username and password credentials, but the administrator cannot log in to the router

because the WAN connectivity is down. The branch router has following AAA configuration:
aaa new-model

aaa authorization commands 15 default group tacacs+

aaa accounting commands 1 default stop-only group tacacs+

aaa accounting commands 15 default stop-only group tacacs+
tacacs-server host 10.100.50.99

tacacs-server key CiSco123

Which command will resolve this problem when WAN connectivity is down?
A. aaa authentication login default group tacacs+ local

B. aaa authentication login default group tacacs+ enable

C. aaa authentication login default group tacacs+ console

D. aaa authentication login console group tacacs+ enable

Answer: A

Explanation:

With the “aaa authentication login default group tacacs+ local " command configured, when logging in, the password supplied will be attempted to be verified by
the TACACS+ server before access is granted. If the server is unavailable/unreachable, then the switch will fall back to using the local authentication database.

NEW QUESTION 57
- (Exam Topic 3)
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R1# sh run | s bgp
router bgp 65001

network 10.255.255.1 mask

acass-1ist 110 parmit btop
aocess-list 110 permit top
accass-1list 110 deny top
access-list 110 dany tep
[

FZ#sh run | s bgp

routar bgp 65002

notwork 10.255.255.7 mask

AS 83002 A5 63001
ISP
10.4 4.0/30
Loopback O Loopback 0
10.255.253.2 10.233.253.1

bgp router-id 10, 255 255 2

naighbor 10.4.4.2 romote-as 650032

bgp router-id 10.255.255.2

neighbor 10.4.4.1 remote-as 65001

255,255, 255, 255

host 10.4.4.2 host 10.4.4.1 ag bgp
host 10.4.4.2 egq bgp host 10.4.4.1
any host 10.4.4.1 og bgp
any =3 bgp host 10.4.4.1

255 . 255 . 255, 255

Refer to the exhibit A network engineer notices that R1 and R2 cannot establish an eBGP peering. The following messages appear in the log:

DCac 21 120859991 BGP. b 10p0 giobal 10,4 4.2 IPvd Unecas! base (DofASE3998 1) NSF detate stale NSF nol active

Dac 21 17 08 50 995 BGRP br lopo global 10 4 4 2 1PvE Unecast baso (Cd43597 1031 NSF no staks paths stabe 5 NSF nol actve

"Dec 21 12.08 50 895 BGP be 10p0 global 10 4 4 3 IPv4 Unacas! base (JoBA3B32608 1) Resatng ALL countens

D 20 120000 819 BG-3-MNOTIFICATION sént 10 neaghbor 10 4.4 2 passmd 271 (BGP 06 wiong) 4 bytes OAFFFFQ2

Dec 21 120006 821 BEP-4-MSGOUNMP unsupporiod or mal formabied misage recovwed rom 104 4 7

Doc 21 12°0812 443 BBOP SESSION-5-ADUCHANGE  noxghbor 10 4 4 2 1Py Uinecast topalogy base removed from session BGP Nobficabon received
"Dec 24 1200 00 191 BGP be global 10 4.4 2 Open acive delayed 12200ms (15000 max, 0% jdhe)

Which configuration must the engineer apply to R1 to restore the eBGP peering?

A)

router bgp 65001
bgp router-id 10.255.255.2

neighbor 10.4.4.2 remote-as 65002
access-list 110 permit tcp host 10.4.4.2 host 10.4.4.1 eq 179
access-list 110 permit tcp host 10.4.4.2 eq 179 host 10.4.4.1
access-list 110 deny tcp any host 10.4.4.1 eq 179
access-list 110 deny tcp any eq 179 host 10.4.4.1

B)
router bgp 65001

bgp router-id 10.255.255.2

neighbor 10.4.4.2 remote-as 65002
access-list 110 permit udp host 10.4.4.2 host 10.4.4.1 eq 179
access-list 110 permit udp host 10.4.4.2 eq 179 host 10.4.4.1
access-list 110 deny udp any host 10.4.4.1 eq 179
access-list 110 deny udp any eq 179 host 10.4.4.1

C)
router bgp 65001

bgp router-id 10.255.255.1

neighbor 10.4.4.2 remote-as 65002
access-list 110 permit tcp host 10.4.4.2 host 10.4.4.1 eq 179
access-list 110 permit tcp host 10.4.4.2 eq 179 host 10.4.4.1
access-list 110 deny tcp any host 10.4.4.1 eq 179
access-list 110 deny tcp any eq 179 host 10.4.4.1

D)

router bgp 65001
bap router-id 10.255,255.1

neighbor 10.4.4.2 remote-as 65002
access-list 110 permit udp host 10.4.4.2 host 10.4.4.1 eq 179
access-list 110 permit udp host 10.4.4.2 eq 179 host 10.4.4.1
access-list 110 deny udp any host 10.4.4.1 eq 179
access-list 110 deny udp any eq 179 host 10.4.4.1

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 62
- (Exam Topic 3)
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Rifshow ip sla statistics
IPSLAsSs Latest Operatlion Statistics
IPSLA operation id: 10
Type of operation: icomp-echo
Latest RTT: 24 milliseconds
Latest operation start time: *21:26:43.211 UTC Sat Sep 18 2021
Latest operation return code: OK
Number of successes: 75
Number of faillures: 0

Operation time to live: Forever

IPSLA oparation id: 20
Type of operation: loemp-echo
Latest RTT: NoConnection/Busy/Timeout
Lataest operation start time: *21:26:47.499 UTC Sat Saep 18 2021
Latest operation return code: Mo connection
Number of successes: 128
Number of faillures: 459
Oparation tima to live: Forever

Central 0 sen 10.1 10.10.10.2 10.10.10.3
n“l'.ﬂ ¥ u 10004/ w ; 10.10.10.4
o O
@ 0.4
e i
=
& gt &
& L
110101 9, & o 10!
d, G
L 10.0,0.16/30 hﬁ Regionel
10.10.10.3 10.10.10.5

Refer to me exhibit Traffic from R3 to the central site does not use alternate paths when R3 cannot reach 10 10 10 2 Traffic on R3 destined to R4 takes an
alternate route via 10 10 10.6 when 10 10 10 4 is not accessible from R3 Which configuration switches traffic destined to 10 10 10 2 from R3 on the alternate
path”

A. R3(config)#ip route 192.168.10.1 255.255.265.255 10.10.10.2 track 20
B. R2(config)#ip route 10.10 10 3 255 255.255 255 10.0.0.6

C. R3(config)#track( 20 ip sla 20 reachability

D. R6(config)#ip route 10.10.10 3 255.255.255.255 10.0.0.30

Answer: A
NEW QUESTION 64

- (Exam Topic 3)
Refer to the exhibit.

Cisco DMA Center  DESIGN  POLICY  PROVISION  ASSURANCE  PLATFORM @
Dashhoards - AP Dovwn ssue Instance
All Pl AP "APDDB1.C424.3CEZ" went down, Last Occured Jan 9, 2020 7:15 PM
Status: Chpen v
Filter
Priority = 185w Description AP Up Down Chart
Mete This AP APO0RL.C424 3CE2 is no longer Jan 8 2020 715 prm lo Jan 9, 2020 7:15 pro
Fabri connected to a WLE, This AP was previously
Fabri| connected to the switch BLD2-FLR2- .
AP [ ACCESS and port GigabitCthermnet1/0/14 00p 1/9 3002 &00a %002 12:00p 300p G000
Miete ® Down - - Mo Data

The AP status from Cisco DNA Center Assurance Dashboard shows some physical connectivity issues from access switch interface G1/0/14. Which command
generates the diagnostic data to resolve the physical connectivity issues?

A. test cable diagnostics tdr interface GigabitEthernet1/0/14

B. Check cable-diagnostics tdr interface GigabitEthernet1/0/14
C. show cable-diagnostics tdr interface GigabitEthernet1/0/14

D. Verify cable-diagnostics tdr interface GigabitEthernet1/0/14

Answer: A

Explanation:

The Time Domain Reflectometer (TDR) feature allows you to determine if a cable is OPEN or SHORT when it is at fault.
To start the TDR test, perform this task:

Step 1 (Starts the TDR test): test cable-diagnostics tdr {interface {interface-number}}

Step 2 (Displays the TDR test counter information): show cable-diagnostics tdr {interface interface-number}
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9600/software/release/16-
11/configuration_guide/int_hw/b_1611 int and_hw_9600_cg/checking port_status_and_connectivity pdf

Text, table Description automatically generated

The Leader of IT Certification visit - https://www.certleader.com



CertLeaderm 100% Valid and Newest Version 300-410 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/300-410-dumps.html (530 Q&AS)

TDE. test started on mterface GilA/14
A TDR fest can take a fow seconds to mn an an nrerface
Llse “show cable-diaguostics wr ro read the [DE resulrs.

Walt 10 seconds and ten issue the command te show the cablle diagnostics resolt;

Interfacs Spesd Loczl pair Pair lsngth Eamots pair Pair status

G11/0/14 1200M Pair & 18 /- 10 meters Pair 3 M¥ocmal
Fair 5 1% +/- 10 meters Pair A Hoimal
Baiz © 1% +/- 10 meters lairc [ ¥ormal

& #/= 13 meters Pair < M¥ormal

Motice that the resclie 2re "Mormal® in the above example. Cther reculls can be!
+ Dpen: Open <ircuit, This means that one (or more) pair has "ng pin contact”,
b Short: Shart circuit,

+ lmpedance Mismatched: Bad cable |

NEW QUESTION 67
- (Exam Topic 3)
Refer to the exhibit.

T P -
/! ", P X
Contractors YLAN 7 & ) mp e A LT
12,3.3.0524 4 W, Jinzzaim REERTTTVN " 4 W o 1115 =
b SR x"«._ _.-"':- | —
=1 H1 Arirees fapfeation Seraer
% P tlow e F o
= B [ |
LETEU HIS i .|. .-
Serad 3, it R H T
| 115 L
L wpereemt L L 4 " i e Wikl B0 u
Erd
Vshowy gipasd I SLLE
¥ ik ml 50 i
Shoosrmal s ara Ay
3D Dl SE L arry o |

An engineer is troubleshooting failed access by contractors to the business application server via Telnet or HTTP during the weekend. Which configuration
resolves the issue?
A)
R1
time-range Contractor
no periodic weekdays 8:00 to 16:30
periodic daily 8:00 to 16:30

B)

R4

time-range Contractor
nc pericdic weekdays 17:00 to 23:59
periodic daily 8:00 to 16:30

C)

R4
no access-list 101 permit tcp 10.3.3.0 0.0.0.255 host 10.1.1.3 eq telnet time-range Contractor

D)
R1
no access-list 101 permit tcp 10.3.3.0 0.0.0.255 host 10.1.1.3 eq telnet time-range Contractor

A. Option
B. Option
C. Option
D. Option

Answer: A

NEW QUESTION 68
- (Exam Topic 3)
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Dz 3610

Router CSR301.ap.com

Device Health

4 |
tsh ip bgp 10.140.217.0/24

fsh ip bgp 10.140.217.0/24

Refer to the exhibit. In Cuco DNA Center, a network engineer identifies that BGP-learned networks are repeatedly withdrawn from peers. Which configuration must
the engineer apply to resolve the Issue?
A)

router bgp 100
bgp graceful-restart

B)
router bgp 100
bgp dampening

C)
route-map Dampening permit 10
set dampening 15 750 2000 60
router bgp 100
neighbor 10.140.212.5 route-map Dampening in

D)

route-map Dampening permit 10

sel dampening 15 750 2000 60

router bgp 100

neighbor 10.140.212.5 route-map Dampening out

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 73
- (Exam Topic 3)
Which routing protocol is used by the PE router to advertise routes to a CE router without redistribution or static after removing the RD tag from the P router?

A. IS-IS

B. OSPF

C. BGPIPv4
D. MP-BGP
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Answer: C

NEW QUESTION 74
- (Exam Topic 3)

Which protocol must be secured with MD-5 authentication across the MPLS cloud to prevent hackers from introducing bogus routers?

A. MP-BGP
B. LSP

C. RSVP
D. LDP

Answer: A

NEW QUESTION 78
- (Exam Topic 3)

Hlgah track briasf

Oparation freguency (ssconds) @ €0 (nat

Group Scheduled : FALSE

Randomly Scheduled : FALSE

Life (seconds]: Forever

Entzy Agecut (seconds): never

PFacurzing (Scarcing Evsryday) : FTALSE

Status of encry (5P RowStatuas): Active
Threashold (millissconds): 5000

Distributicn Statistics

Track Typs Instance Faramater Stats Last Change
1 ip sla 10 reachability Deam  00:03:52
Rigshow ip sla configuration

IP SLAs Infrastructure Engine-TII

Entry mumbar: 10

Oumier ;

Tag:

Operation timeout (milliseconds): 5000

Iype of cperatich to perform: icEp-echo

Target address/Sourcse interface: 10.10.10.10/GigabitEcharnatD/0

<

Schedule:

considersd 1if randemly schaduled)

Naxt Scheduled Start Tima: Fending crigger

Oparation timsout (millissconds) =000

Type of cparation to pazrform: icEp-echo

< _»
Schedule:

Operation freguency (seconds): €0 (not

Group Schadulsd FALSE
Randomly Scheduled FALSE
Life {(seconds): Forewver
Entry Agsput (ssconds): neyger

Becurring {(Starcing Everyday) : FALSE

Threshold {milliseconds): 5000

Distributicn Stazistics

Refer to the exhibit A network engineer notices that the configured track option is down Which configuration resolves the issue*?

A. ip sla schedule 10 start-time now

B. ip sla schedule 10 start-time pending life forever

C. ip sla schedule 10 no timeout
D. ip sla schedule 10 no threshold

Answer: A

The Leader of IT Certification

Target address/Scurce interface: 10.10.10.10/GigabitEche:netd/0

considered if randoxly scheduled)

Bext Scheduled Start Tims: Pending trigger

Status of sencry (5P RowStatus): Active
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NEW QUESTION 81
- (Exam Topic 3)
I?Se_fg_r_go_lthe exhibit.

An engineer configures SW101 to send OSPFv3 interfaces state change messages to the server. However, only some OSPFv3 errors are being recorded. which

organization resolves the ..?

A. snmp-server enable traps ospfv3 state-change if-state-change

B. snmp-server-enable traps ospfv3 state-change restart-status-change

C. snmp-server-enable traps ospfv3 state-change neighbor-state-change.

D. snmp-server-enable traps ospfv3 state-change if-state-change neighbor-state-change

Answer: D
NEW QUESTION 83

- (Exam Topic 3)
Refer to the exhibit.

f \I' | oit
L4

/3 |' ™

VAN ——

—/
Rl Care_Swl S Server
S — — - S — e — — - 10.271.10.10
tick Viow swg oeter E1mshow il interiace i At flo momeos
wporier HawAnabyrer) | Inferface Ethernetiy'1 | Flovae Stanetor Flowmapetar
glwar lzet oehimed ENF. mondor Hawmamtorl || Jescription Uses defanieg
epest prosoot HetElew Version 2 | dirccien;  Input | Frow Recced otflow anging
nsport Configaration; naflipl  or | Fow Papawter  Fowdnalyier]
tination IF address: 10.221.10.10 FNF: moningr Flawmaomtee] || Cache
jree I acdress: 10211 ainection Queput | Type Al
einterface:  Etherretf] | watficipl:  on Status illecated
Trarsport Protaca:  UDE — | e 1096 entnes | 144088
eqtination Poe | ByTes
wice Poet 19398 nactive Tamagul: 15 S8€S
i Actve Timedul 1800 s8es
-- Jpdate Temeou! B0 secs
tput Featunes . Hat Lied | ynchronized Timeout: 600 ses

| S

An engineer configured NetFlow on R1, but the NMS server cannot see the flow from ethernet 0/0 of R1. Which configuration resolves the issue?

A. flow monitor Flowmonitorl source Ethernet0/0

B. interface Ethernet0/1ip flow monitor Flowmonitorl input ip flow monitor Flowmonitorl output
C. interface Ethernet0/Oip flow monitor Flowmonitorl input ip flow monitor Flowmonitorl output

D. flow exporter FlowAnalyzerl source Ethernet0/0
Answer: C
NEW QUESTION 85

- (Exam Topic 3)
What is the purpose of an OSPF sham-link?

A. to allow intra-area routing when OSPF is used as the PE-CE connection protocol in an MPLS VPN network

B. to correct OSPF backdoor routing when OSPF is used as the PE-CE connection protocol *i an MPLS VPN network
C. to correct OSPF backdoor routing when OSPF is used as the PE-PE connection protocol m an MPLS VPN network
D. to allow inter-area routing when OSPF is used as the PE-CE connection protocol in a MPLS VPN network

Answer: C

NEW QUESTION 90
- (Exam Topic 3)
Refer to the exhibit.
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Which action restores OSPF adjacency between R1 and R2?

A. Change the IP MTU of R1 Fa1/0 to 1300
B. Change the IP MTU of R2 Fa0/0 to 1300
C. Change the IP MTU of R1 Fal/0 to 1500
D. Change the IP MTU of R2 Fa0/0 to 1500

Answer: D
NEW QUESTION 94

- (Exam Topic 3)
Refer to the exhibit.

10.0.0.0/30

10.0.0.4/30

Site-& Sile-B
192.168.0.0/24 192.168.1.0v24

HUB Site

QSPF Domain
10.0.0.87°30
Site-C
192 168.2.0024

A network engineer must establish communication between three different customer sites with these requirements:

> Site-A: must be restricted to access to any users at Site-B or Site-C.

2 Site-B and Site-C must be able to communicate between sites and share routes using OSPF.

PE interface configuration:
interface FastEthernetQ/0
ip vrf forwarding Site-A

interface FastEthernst0/
ip wrf forwarding SharedSites

interface FastEthernet/2
ip vrf forwarding SharedSites

Which configuration meets the requirements?
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E(config)#router ospf 10 vrf Site-A

Eiconfigrouter ospf 10 vrf SharedSites

(

PEiconfig-router)#network 0.0.0.0 255.255.255.255 area 0
(
(

E(config-router)¥network 0.0.0.0 255.255.255.255 area 1

PE
RE
PE

FE({configy#router ospf 10 vrf Site-A
PE(config-router)#network 0.0.0.0 255.255.255.255 area 0
PE(configi#router ospf 10 vrf SharedSites
FPE{config-router @network 0.0.0.0 255.255.255.255 area 0

PE(configi#router ospf 10 vrf Site-A

PE{config-router @network 0.0.0.0 255.255.255.255 area 0
PE{config)#router ospf 20 vrf SharedSites
PE({config-routerpinetwork 0.0.0.0 255.255.255.255 area 0

E{config)#router ospf 10 vrf Site-A
config-routerinetwork 0.0.0.0 255.255.255.255 area 0
config)#¥router ospf 20 vrf SharedSites

config-router #network 0.0.0.0 255.255.255.255 area 1

— .-—\-L..-'—-\.

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 99
- (Exam Topic 3)

Lu.-'1| E0f3
WLAMNI1O
T

User5WW2

: Communitins

Core_Swl

Useriwze
aceess-list 11 i:ll:ﬂ,::ll 10.221.10,11
access-Hsr 22 peffnir 10.221.10.102

snmp-server group NETVIEW v3 priv read METWIEW acoess 11

snmp-server community Cisc0Us3r RO 11
ERMp-fTvEr GMMILIMITY Crschairisar FW 11

snimp-server group RETADMIN 3 priv read METWIEW write NETADMIN access 11

E Read Only : CiseOUs3r
Read/Write : Ciscowruser
| E— |

—

NS Server
10.221.10.11

Refer to the exhibit. An engineer configured SNMP Commimes on UserSW2 switch, but the SNMP server cannot upload modified configurations to the switch.
Which configuration resolves this issue?

A. snmp-server community Ciscowruser RW 11
B. snmp-server group NETADMIN v3 priv read NETVIEW write NETADMIN access 22
C. snmp-server community CiscOUs3r RW 11

D. snmp-server group NETVIEW v2c priv read NETVIEW access 11

Answer: A

NEW QUESTION 102
- (Exam Topic 3)
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Refer to the exhibit. An engineer configured route exchange between two different companies for a migration project EIGRP routes were learned in router C but no
OSPF routes were learned in router A. Which configuration allows router A to receive OSPF routes?

A. (config-router-af)#redistribute ospf 10 1000000 10 255 1 1500

B. (config-routeraf-topology)#redistribute ospf 10 metric 2000000 10 255 1 1500

C. (config-router-af-topology)#redistribute connected

D. (config-router-af-topology )£Eno redistribute ospf 10 match external 1 external 2 metric 2000000 10 2551 1500

Answer: B
NEW QUESTION 106

- (Exam Topic 3)
Refer to the exhibit.

| B
Edy0 :’ k01 Ef1 Elﬂ.urj &
\\\ y [ vian10 j

b

f1 Core_Swl NMS Server
A1fsh llow exporter 10,321.10.14
Elpw Exporter FlowAnalyaerl:
Description Waer detined
Export profoco MetFlow Versian 9

Iransport Confguratson:

Drestimation 0P addeess: 10.221,10.10
Sowrce P addiness: Ik2-2.]
Cowrce Interface Ethernet0yl

Transpori Protocol:  UDP
Dhes Lt i Pl 255
Source Po 49358
[ECE 0x0

TiL 255
Cutput Features HNod Used

An engineer configured NetFlow on R1, but the NMS server cannot see the flow from R1. Which configuration resolves the issue?

A. flow monitor Flowmonitorl destination 10.221.10.11
B. flow exporter FlowAnalyzerl destination 10.221.10.11
C. interface Ethernet0/1flow-destination 10.221.10.11

D. interface Ethernet0/Oflow-destination 10.221.10.11

Answer: B

Explanation:

From the output we notice that the destination IP address is not correct. The NMS server IP address should be 10.221.10.11, not 10.221.10.10. Therefore we have
to change this information under “flow exporter ...” configuration.

NetFlow configuration reference: https://www.cisco.com/c/en/us/td/docs/iosxml/ ios/fnetflow/configuration/15-mt/fnf-15-mt-book/cfg-de-fnflow-exprts.html

NEW QUESTION 111

- (Exam Topic 3)

A customer requested a GRE tunnel through the provider network between two customer sites using loopback to hide internal networks. Which configuration on R2
establishes the tunnel with R1?

A. R2(config)# interface Tunnel 1R2(config-if)# ip address 172.20.1.2 255.255.255.0 R2(config-if)# ip mtu 1400R2(config-if)# ip tcp adjust-mss 1360 R2(config-if)#
tunnel source 192.168.20.1 R2(config-if)# tunnel destination 192.168.10.1
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B. R2(config)# interface Tunnel 1R2(config-if)# ip address 172.20.1.2 255.255.255.0 R2(config-if)# ip mtu 1400R2(config-if)# ip tcp adjust-mss 1360 R2(config-if)#

tunnel source 10.10.2.2R2(config-if)# tunnel destination 10.10.1.1

C. R2(config)# interface Tunnel 1R2(config-if)# ip address 172.20.1.2 255.255.255.0 R2(config-if)# ip mtu 1500R2(config-if)# ip tcp adjust-mss 1360 R2(config-if)#

tunnel source 192.168.20.1 R2(config-if)# tunnel destination 10.10.1.1

D. R2(config)# interface Tunnel 1R2(config-if)# ip address 172.20.1.2 255.255.255.0 R2(config-if}# ip mtu 1500R2(config-if)# ip tcp adjust-mss 1360 R2(config-if)#

tunnel source 10.10.2.2 R2(config-if)# tunnel destination 10.10.1.1

Answer: D

NEW QUESTION 114
- (Exam Topic 3)

Ri#show ip rip database
10000/8 auto-summary
10.1.1.0/24 directly connected, GigabitEthernet0/0
101.3.0/24

[2] via 10.1.12.2, 00:00:03, GigabitEthernet1/0
101120724 directly connected, GigabitEthemet1/0
10.1.23 0/24

[1]wia 10.1.12.2, 00.00.03, GigabitEthernet1/0

Refer to the exhibit. A customer reports that networks in the 10.0.1.0/24 space do not appear in the RIP database. What action resolves the issue?

A. Remove summarization of 10.0.0.078.

B. Permit 10.0.1.0/24 address in the ACL.

C. Remove ACL on R1 blocking 10.0.1.0/24 network.
D. Configure 10.0.1.0/24 network under RIP.

Answer: A

NEW QUESTION 116
- (Exam Topic 3)

1000000532 15 subnetted, 3 subnats
C 10001 1.1 is directly connected, Loophack(
10002 2 2 [90M156160] wia 100112, (00046, FastEtharmatQio
T10003.3.3 [90M158720] via 10.1.1.14, (00044, FastEthernal 1 /10
[90M 58 T20]) via 10.1.1.2, 00.00:44, FaslEthemel(/D
10.0.0.0¢8 15 vanably subnetted, 13 subnets, 4 masks
1001 1 8/30 [O030720] via 10.1.1 14, 00 00 44, FasiEthemeat1/0
10.1.1. 1230 s direcily connecled, FasiEthermet1/0
1001 1.0030 is diractly connected, FasiEthemetil
10011 4530 [90030720] via 10,11 2, 000045, FasiEhemat/ 0
100100 1. 40632 15 direclly connecled, Loopback4l

e R

[ el o B o R e

[1/W33280] wa 10.1.1.2, D0:00:45, FasiElhemetid
10100150732 is directly connecied, LoopbackS0
100100 1 10032 is direcily connecied, Loopback10
10,100 1,024 is a summary, 00000-48, Nulld
10,100 1 30032 is directly connecled, Loopback3l
10100 1 2032 15 directly connecled, Loopbackdl
10,200 10024 i direclly connecled, FastEthernetin

OooONnan

[AT0W2174976] via 10.1.1.2, 00046, FastEthemetQid

EX 10118029 [17W33280] via 10.1.1 14, 0D 04 45, FaslEthermiet1/0

DEX 10247 100030 (170721 74976) wia 10.1.1.14, 00 00048, FastEthamet 1/0

Refer to the exhibit. R1 must advertise all loopback interfaces IP addresses to neighbors, but EIGRP neighbors receive a summary route. Which action resolves

the issue?

A. Redistribute connected routes into EIGRP Enable
B. EIGRP on loopback Interfaces.

C. Disable auto summarization on R1.

D. Remove the 10.100.1.0/24 static route.

Answer: D

NEW QUESTION 119
- (Exam Topic 3)

Rl #show time-range

time-range entry: timer (actiwve)
periodic weekend 9:00 to 17:00
used in: IP ACL entry
used in: IP ACL entry

Fléshow ip access-list interface gigQ/0

Extended IP access list NO Internet in

20 deny tof

30 permit ip any any

10 deny tcp any any eg www time-range timer
any any £g 443 time-range timer

{active)
{active)
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Refer to the exhibit. Users on a call center report that they cannot browse the internet on Saturdays during the afternoon. Which configuration resolves the issue?

A)

interface gig0/0

ip access-group NO_Internet out

B)

ip access-list extended NO_Internet
15 permit tcp any any eq www

C)

no time-range timer

D)

time-range timer

no periodic weekend 9:00 to 17:00
periodic weekend 17:00 to 23:59

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 124
- (Exam Topic 3)
Refer to the exhibit.

B2 show ip ospf neighbor

Nalighbor 1D Pri State Dead Timo Addross Intarfacn
1%2.1608.99 .2 1 EXCHANGE /S 00:00:36 192 . 168,99 .1 Serial0d/]
router-6#

B3l show ip ospf neighbor

Nelghbor ID Pri State Derad T8 mwz Address Inbterface
192.168,.99.1 1 EXSTART/ - 00:00:33 192.168.99. 2 Serialo/l1
192.168.99.1/30 192.168.99.2/30

G0/0
10.1.11.1/30

10.1.11.2/30
G0/0

An OSPF neighbor relationship between R2 and R3 is showing stuck in EXCHANGE/EXSTART state. The neighbor is established between R1 and R2. The

network engineer can ping from R2 to R3 and vice versa, but the neighbor is still down. Which action resolves the issue?

A. Restore the Layer 2/Layer 3 conectivity issue in the ISP network.
B. Match MTU on both router interfaces or ignore MTU.

C. Administrative "shut then no shut" both router interfaces.

D. Enable OSPF on the interface, which is required.
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Answer: B

Explanation:

After two OSPF neighboring routers establish bi-directional communication and complete DR/BDR election (on multi-access networks), the routers transition to the
exstart state. In this state, the

neighboring routers establish a master/slave relationship and determine the initial database descriptor (DBD) sequence number to use while exchanging DBD
packets.

Neighbors Stuck in Exstart/Exchange State

The problem occurs most frequently when attempting to run OSPF between a Cisco router and another vendor’s router. The problem occurs when the maximum
transmission unit (MTU) settings for neighboring router interfaces don’t match. If the router with the higher MTU sends a packet larger that the MTU set on the
neighboring router, the neighboring router ignores the packet.

NEW QUESTION 127
- (Exam Topic 3)

Metwork A PG Router Network B

“u.:mtk_!{;um

T e = 4=

mit tcp host 2001:DBB::1 host 2001:DBE:E ::1 eg ftp establishied

permit tcp host i:DB8::1 host : 1:DBA: ::1 &g frp-data established

Refer to the exhibit. When an FTP client attempts to use passive FTP to connect to the FTP server, the file transfers fail Which action resolves the issue?

A. Configure active FTP traffic.

B. Modify FTP-SERVER access list to remove established at the end.
C. Modify traffic filter FTP-SERVER in to the outbound direction.

D. Configure to permit TCP ports higher than 1023.

Answer: D

NEW QUESTION 129
- (Exam Topic 3)
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FFéitraceroute 192 _168.1.1

1 10.0.0.9 40 msac 28 msec 24 msac
g L L L

3 ® ® %

RENshow ip prefix-list detail

Prefix-list with the last deletion/insertion: Customar

ip prefix-list Customer:
count: 2, range entries: 1, sequences: 5 - 10, refcount: 3
seq 5 deny 192.168.1.1/32 (hit count: &, refcount: 1)
saq 10 parmit 0.0.0.0/0 le 32 (hit count: 26, refcount: 1)

RC#show ip prefix-list detail
Prefix-list with the last deletion/insertion: Customer

ip prefix-list Customer:

seq 10 permit 0.0.0.0/0 le 32 (hit count: 7, refcount: 1)

[LEN EUN U

BGP &Y

LA W BRI N

FLIRTIE | R

fa
ﬂg"h

LLBT AT Jﬂﬂﬂ

TOL0L 018 WD
.10 085 010306

count: 1, range entries: 1, sequences: 10 - 10, refcount: 4

Refer to the exhibit The enterprise users fail to authenticate with the TACACS server when a direct fiber link fails between RB and RD The NOC team observes

2 Users connected on AS65201 fail to authenticate with TACACS server 192 168 1 1
» Users connected on AS65101 successfully authenticate with TACACS server 192 168 1 1\
> All AS65101 and AS65201 users are configured to authenticate with the TACACS server

Which configuration resolves the issue?
A)

RC(config)# ip prefix-list Customer seq 5 permit 192.168.30.1/32

B)

RC(config#router bgp 65101

RC(config-router # neighbor 10.0.0.18 prefix-list Customer in
C)

RF(config)#no ip prefix-list Customer seq 5 deny 192.168.1.1/32

D)

RF(config)¥router bgp 65201
RF(confia-router ¥ neiahbor 10.0.0.17 prefix-list Customer out

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 131
- (Exam Topic 3)
Refer to the exhibit.
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EE® show running-config
1

interface Etharnatl/l
no ip address

ipveé address 2001:DB8:1:12::2/64

ipve traffic-filtsr ACL

10 permit tcp any any 1 22
sequence 20 permit teop any eg 22 any
aequence 30 permit tep any any eq bgp
sequence 40 permit tcp any &g bgp any
sequence 50 perm udp any any nty
sequence &0 permit udp any =q any
sequence 70 permit udp any any eg snmp
sequence 50 deny ipwve any any log

ERE# show ipve cef ::/0
1200

nexthop 2001:DB8:1:212::1 Ethernetd/l
‘Febh 23 00:23:17.211: %IPVE ACL-E-ACCESSLOGDP:
denied icmpvé Z001:DBE:1:12::1 —-> FEOZ::1:FFO0:

PacKels

After a security audit, the administrator implemented an ACL in the route reflector. The RR became unreachable from any router in the network. Which two actions

resolve the issue? (Choose two.)

A. Enable the ND proxy feature on the default gateway.

B. Configure a link-local address on the Ethernet0/1 interface.

C. Permit ICMPv6 neighbor discovery traffic in the ACL.
D. Remove the ACL entry 80.

E. Change the next hop of the default route to the link-local address of the default gateway.

Answer: CD

NEW QUESTION 136
- (Exam Topic 3)
Refer to the exhibit.

ipv6 Iinspect udp idle-time 3600
ipv6G inspect name 1pvB-firewall tcp
Ipvb inspect name 1pvb-firewall udp

Ipvb access-list ipvb-internet

deny ipv6 any FECO. /10

deny ipv6 any FFOO /8

permit ipv6 any FF02 /16

permit ipv6 any FFOE: /16

permit udp any any eq domain log

Interface gi0/1

ipv6 traffic-filter ipvB-internet in
ipv6 inspect ipv6-firewall in
ipv6 inspect ipv6-firewall out

A network administrator configured name resolution for IPv6 traffic to be allowed through an inbound access list. After the access list is applied to resolve the

issue, name resolution still did not work. Which action does the network administrator take to resolve the name resolution problem?

A. Remove ipv6 inspect ipv6-firewall in from interface gi0/1

B. Add permit udp any eq domain any log in the access list.

C. inspect ipv6 inspect name ipv6-firewall udp 53 in global config.
D. Add permit any eq domain 53 any log in the access list.

Answer: A

NEW QUESTION 141
- (Exam Topic 3)
Refer to the exhibit.
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snmp-server community Public RO S0
snmp-server community Private RW 90
R1#show access-list 90
Standard |IP access list 90

permit 10.11.110.11

permit 10.11.111.12

MNov 6 06:45:11; %SNMP-3-AUTHFAIL: Authentication failure for SNMP req from host
10.11.110.12
MNov 6 06:45:12; %SNMP-3-AUTHFAIL: Authentication failure for SNMP req from host
10.11.110.12

A network administrator notices these console messages from host 10.11.110.12 originating from interface E1/0. The administrator considers this an unauthorized
attempt to access SNMP on R1. Which action prevents the attempts to reach R1 E1/0?

A. Configure 10S control plane protection using ACL 90 on interface E1/0

B. Configure I0OS management plane protection using ACL 90 on interface E1/0

C. Create an inbound ACL on interface E1/0 to deny SNMP from host 10.11.110.12
D. Add a permit statement including the host 10.11.110.12 into ACL 90

Answer: C

NEW QUESTION 143

- (Exam Topic 3)

The network administrator is tasked to configure R1 to authenticate telnet connections based on Cisco ISE using RADIUS. ISE has been configured with an IP
address of 192.168.1.5 and with a network device pointing towards R1 (192.168.1.1) with a shared secret password of Ciscol123. If ISE is down, the administrator
should be able to connect using the local database with a username and password combination of admin/cisco123.

The administrator has configured the following on R1:

aaa new-model
]

username admin password cisco123
I

radius server ISE1

address ipv4 192.168.1.5

key Cisco123

aaa group server tacacs+ RAD-SERV

server name ISE1
[]

aaa authentication login RAD-LOCAL group RAD-SERV

ISE has gone down. The Network Administrator is not able to Telnet to R1 when ISE went down. Which two configuration changes will fix the issue? (Choose two.)

linevty 0 4
login authentication RAD-LOCAL

‘linevty 0 4
login authentication default

line vty 0 4
login authentication RAD-SERV

aaa authentication login RAD-SERV group RAD-LOCAL local

aaa authentication login RAD-LOCAL group RAD-SERV local

A. Option A
B. Option B
C. Option C
D. Option D
E. Option E

Answer: CE

NEW QUESTION 144
- (Exam Topic 3)
Refer to the exhibit.
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fl#show i1p route eigrp | include 10.1.
10.1.1.0/24

=

Ri#show ip route eigrp | include 10.1.
D 10.1.1.0/24

A .
i :
L] .'1|| (]
TGO,
LA ] Y
Gy ean bt )
r ‘ [ A —— 4 "'
i3 '}1 “"-—L )
Sowiewr gy 1t f o
TR i ] Iﬁ._._n“

An engineer configures DMVPN and receives the hub location prefix of 10.1.1.0724 on R2 and R3 The R3 prefix of 10 1.3.0/24 is not received on R2. and the R2
prefix 10.1,2.0/24 is not received on R3. Which action reserves the issue?

A. Split horizon prevents the routes from being advertised between spoke routers it should be disabled with the command no ip split-horizon eigrp 10 on the tunnel
interface of R1

B. There is no spoke-to-spoke connection DMVPN configuration should be modified to enable a tunnel connection between R2 and R3 and neighbor relationship
confirmed by use of the show ip eigrp neighbor command

C. Split horizon prevents the routes from being advertised between spoke routers it should be disabled with the no ip split-horizon eigrp 10 command on the Gi0/0
interface of R1.

D. There is no spoke-to-spoke connection DMVPN configuration should be modified with a manual neighbor relationship configured between R2 and R3 and
confirmed bb use of the show ip eigrp neighbor command.

Answer: A

Explanation:

In this topology, the Hub router will receive advertisements from R2 Spoke router on its tunnel interface. The problem here is that it also has a connection with R3
Spoke on that same tunnel interface. If we don't disable split-horizon, then the Hub will not relay routes from R2 to R3 and the other way around. That is because
it received those routes on the same interface tunnel and therefore

it cannot advertise back out that same interface (split-horizon rule). Therefore we must disable splithorizon on the Hub router to make sure the Spokes know about
each other.

NEW QUESTION 145
- (Exam Topic 3)
Refer to the exhibit.

—, — —
B0y 1 T e e Bof1 7
S o A :Izn:r 18%.100.225/90 L 209.165.200.229/30 | {,\F\
"4 W, [eoo - seps - Ecyoh ,’y

| — — _F,f"’.lﬂi'.:lﬁfillill.!f'm — 104,165 2015.!'!!3""-\_‘_‘_

10,66,66.66 B "

K1

H1M

i Pt D0UGE 66 0 25% 255 255 0 00 224 track MKk
proute DOEE GE 0 255 255 1550 10.1.0.0 1D

1

rack 700 g sl PO

I

psla P00

Liip-eeRE 10066 6566 saurce-ip 10,10 001
ihreshold 100

lrequindy 5

pi'a schegule FO00 hie lareseer start-time Ao

1N

*Mow 18 15:33:59.956: vracksta (700} Change B3 ip sla T30, state Up.>Down

Moy 18 15:38:55.050: %TRACK-G-5TATE: 700 ip +1a 700 s1ate Lip -> Down

“hiow 18 15:38:59 9506- trach ata [ P00} ip sla 700 state Up -> Down

*Mow 1B 15:38:59.0506 track-que | NO) (haewing CHARNGED thent event for Static IP Reuting
*How 18 15:38:59 956 trac-que | N0} Unquewing CHANGED clent ewent for Static IF Routing
*How 18 15 39:040.965. vrack-sta [P0} Change W9 ip sla 700, state Dawn-=Up

“Mow 18 1539040, 965 RTRACK-G:5TATE: T00 wp ila PO stabe Cown <= Up

*Mow 1B 15:39:040.065. vrack-sra (P00} ip shy TOO $100e Down -> Up

*Mow 18 15 39:04 965 traciceque | Q) Cuesng CHARGED chent ewent for Static IP Rculing
*How 1B 15:39:00.000: vrack-que | M00) Urguueewing CHARGED clsent ewend for Static IP Bouting

B1Esh ip sla wu
IPSLAS Latest Operatlon Summary
Codes: * active, ™ inactive, = pending

[ Ty [ChsRaruai kb, E1ELEY Hetuin Lask
| Code Aun

* 700 icmprecho  10UGGUGG. 66 ATT=1 4.4 d secords apo

R1 is configured with IP SLA to check the availability of the server behind R6 but it kept failing. Which configuration resolves the issue?

A. R1(config)# ip sla 700R1(config-track)# delay down 30 up 20
B. R1(config)# ip sla 700R1(config-track)# delay down 20 up 30
C. R1(config)# track 700 ip sla 700 R1(config-track)# delay down 30 up 20
D. R1(config)# track 700 ip sla 700 R1(config-track)# delay down 20 up 30

Answer: C

NEW QUESTION 150
- (Exam Topic 3)
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152 168 200 074

(1] '“
10 40 D 0/30 !
- o
. . LY 30

i &

g -

-] " B

= [AREAD EXGRP AS 100

2

f'_-ﬁl‘F
! ‘1?\“
2 1
T i

RZ¥sho run | sec router Rl
routar aigrp 100 Rl#sho run | sec router
redistribute cspf 100 metrie router sligrp 100
1 10000 200 200 1500 redistribute rip metric 1 10 255 255 1500
natwork 10.30.0.0 0.0.0.3 natwoark 10.0.0,0
network 172.16.23.0 0.0.0.3 AU Lo = 5 Umna ry
Aulo-Sunmary eligrp router-id 1.1.1.1
router ospf 100 router ospf 100
router-id 2.2.2.2 routear=-1d 1.1.1.1
log-adjacency -changes log-ad jacency-changes
redistribute sigrp 100 network 10.20.0.0 0.0.0.3 area O
matric 15000 subnata routar rip
network 10.20.0.0 0.0.0.3 redistribute elgrp 100 metric 1
area 0O network 10.0.0.0
n2e 1w

Refer to the exhibit The route to 192 168 200 0 is flapping between R1 and R2 Which set of configuration changes resolves the flapping route?

R2{config®router ospf 100
R2{config-router#ne redistribute eigrp 100
F2(config-router Fredistribute eigrp 100 metric 1 subnets

F1({config@no router rip
R1{configwip route 192.168.200.0 255.256.255.0 10.40.0.2

RZ{configmrouter eigrp 100
R2{config-router j#ne redistribute espf 100
F2(config-router Zredistribute rip

R1{config2router ospf 100
R1{config-router Eredistribute rip metric 1 metric-type 1 subnets

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 151
- (Exam Topic 3)
The network administrator configured R1 to authenticate Telnet connections based on Cisco ISE using TACACS+. ISE has been configured with an IP address of

192.168.1.5 and with a network device pointing toward R1(192.168.1.1) with a shared secret password of Cisco123.
332 new-mode|

tacacs server ISE1
address ipv4 192.168.1.5
key Cisco123

232 group server tacacs+ TAC-SERV
server name |SE1

2aa authentication login telnet group TAC-SERV
The administrator cannot authenticate to R1 based on ISE. Which configuration fixes the issue?

A. ip tacacs-server host 192.168.1.5 key Cisco123
B. line vty 0 4login authentication TAC-SERV

C. line vty 0 4login authentication telnet

D. tacacs-server host 192.168.1.5 key Ciscol23

Answer: C
Explanation:

The last command “aaa authentication login telnet group TAC-SERV” created the method list name telnet so we need to assign it to line vty.
Reference: https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/200208- Configure-ISE-2-0-I0S-TACACS-Authentic.html

NEW QUESTION 156
- (Exam Topic 3)
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Ri#show ip flow export
Flow export v9 is enabled for main cache
Export source and destination details :
VRF ID : Default
Source (1) 10.0.0.10 (GigabitEthernet2/0)
Destination(l) 192.168.10.1 (656)
Version 9 flow records
254 flows exported in 41 udp datagrams
0 flows failed due to lack of export packet
0 export packets were sent up to proocess level
41 export packets were dropped due to no fib
0 export packets were dropped due to adjacency issues
0 export packets were dropped due to fragmentation failures
0 export packets were dropped due to encapsulation fixup failures

Rid#show ip flow interface
GigabitEthernet2/0
ip flow ingress

10.30.10.
NOC 1 2 m.m}u.i
i T W -—
r 10.10.10.4
GE2SO
GEOJO - oy !
—w  Ame
ol 0/0
10.10.10.1 GHOfO Data center
u — - ] I 192.168.10.1
10.10.10.3 10.10.10.5

Refer to the exhibit An enterprise operations team must monitor all application server traffic in the data center The team finds that traffic coming from the hub site
from R3 and R6 rs monitored successfully but traffic destined to the application server is not monitored Which action resolves the issue?
A)

R4(config®int gigabitEthernet 1/0
R4(conhg-f#ip flow ingress

B)

R1({conhg#int gigabitEthernet 0/0
R1{config-f=ip flow egress
C)
Rd({config=int gigabitEthernet 2/0
Ré4(config-=ip flow egress
D)
R3(config =int gigabitEthernet 0/0
R3(config-iN=ip flow egress

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 159
- (Exam Topic 3)
Refer to the exhibit.
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R2gsh ip route

Codes: € - connected, 5 - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - O5PF, 1A - OSPF inter area
H1 - O5PF NSS4 external type 1, N2 - O5PF NSS4 external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - I15-15, su - 1%-15 summary, L1 - I5-I% level-1, L2 - I5-15% level-2
ia - I5-I% inter area, * - candidate default, U - per-user static route
o - 0DR, P - periodic downloaded statiec route

Gateway of last rezort i not set

[

192.168.10.8/24 is directly connected, Seriallsé
172.16.0.8/16 is variably subnetted, 5 subnets, 2 masks
172,16, 160.8/19 1s directly connected, Loopbackl
172.16.128.2/19 is directly connected, Loopbacke
172.16.224.2/1% is directly connected, Loopback3
172.16.192.8/19 is directly connected, Loopback?
172.16.8.9/16 is a sumeary Hullg

c
C
C
C
i

An engineer must configure EIGRP between R1 and R2 with no summary route. Which configuration resolves the issue?

A)

R1(config)#router eigrp 1
R1(config-router#no auto-summary
B)

R2 (config)#router eigrp 1

R2 (config-router#no auto-summary
C)

R2 (config)@router eigrp 1

R2 (config-router Fauto-summary
D)

R1(config)#router eigrp 1
R1(config-router #auto-summary

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B
NEW QUESTION 163

- (Exam Topic 3)
Refer to the exhibit.

EU,FI( EDY/3

VLANID

Core_Swi

Lhser 5W32

—
s I
—

NMS Server
10.221.10.12

Cone_Swlb
access-list 11 permit 10.221.10.11
acceis-list 20 permit 10.221.10.10
access-list 22 permit 10.221.10.12
R1 !
snmp-server group NETVIEW v3 priv read NETVIEW access 20

snmp-senver commiuenity CiscOUsdr RO 20
inmp-server commumly Ciscwrusir BW 20

sRmp-ferver group NETADMIMN v3 prw réad NETWVIEW weite KETADMIN access 20

An engineer configured SNMP communities on the Core_SW1, but the SNMP server cannot obtain information from Core_SW1. Which configuration resolves this

issue?

A. snmp-server group NETVIEW v2c priv read NETVIEW access 20
B. access-list 20 permit 10.221.10.11
C. access-list 20 permit 10.221.10.12

D. snmp-server group NETADMIN v3 priv read NETVIEW write NETADMIN access 22

Answer: B

NEW QUESTION 164
- (Exam Topic 3)
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Curttomar REC BGP Pysrng BGPAEI

SAPFvI vl
b

BGP AT 400 T ! : RGP AS 200
DSPFVI P Fj ) S i OPFVIIPE

— [ = |

{fr i {.F!' . E

= . 23) '

T S '\._‘ :

._' ; -y = \\‘ [

- F :

:-"_ “E
-y —= o

m
R2¥sh ip bgp ipvé uni

BGP tabla version is 45, local router ID is 2.2 22 .22

Status codes: & suppressed, d damped, h history, * valid, > best, i - inteznal,
r RIB-failure, 5 Stale, m multipath, b backup-path, f RT-Filter,
¥ best-external, a additional-path, ¢ RIB-compressed,

t secondary path,

Origin codes: i - IGP, & - EGP, ? - incomplete

RPEI validation codes: V valid, I imvalid, N Mot found

t secondar —
Crigin codes: i - IGF, & - EGP, ? - incomplete
REEI validation codes: VW valid, I invalid, W Mot found

Hatwork Hext Hop Metric LocPrf Weight Fath
*> 2001::5/128 2001::5 0 @ 300 200 4
*> 2001::4/128 2001::4 ] 0 300 i
*> 2002::2/128 i 0 32768 i

Bl#sh run | section bgp
router bgp 100
address-family ipwé
neighbor 2001::4 route-map Filter in

ip as-path access-list 1 permit _300_[0-9]

route-map Filter permit 10

match as-path 1

Refer to the exhibit R2 has been receiving routes from R4 that originated outside AS300 A network engineer configured an AS-Path ACL to avoid adding these

routes to the R2 BGP table but the routes are still present in the R2 routing table Which action resolves the issue?

A. Replace as-path access-list 1 with the ip as-path access-list 1 permit A300$ command
B. Replace as-path access-list 1 with the ip as-path access-list 1 permit ..300." command
C. Replace as-path access-list 1 with the ip as-path access-list 1 permit A300_ command.
D. Replace as-path access-list 1 with the ip as-path access-list 1 permit A300." command

Answer: B

NEW QUESTION 165
- (Exam Topic 3)

ip access-list extended CoPP-1CMP
permilt loemp any any echo
'
ip access-list extended CoPP-BGP
permit top any eogq bgp any established
!
ip accoss-list extended CoPP-EIGHP
permit eigrp any host 224.0.0.10
]

Class-map match-all CoPP-CLASS
match access-group name CoPP-ICMP
match access-group name CoPP-BGP
match access-group nama CoPP-EIGRP
]

Refer to the exhibit A CoPP policy is implemented to allow specific control traffic, but the traffic is not matching as expected and is getting unexpected behavior of

control traffic. Which action resolves the issue?

A. Use match-any instruction in class-map

B. Create a separate class map against each ACL.
C. Create a separate class map lor ICMP traffic.

D. Use default-class to match ICMP traffic

Answer: A
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NEW QUESTION 169
- (Exam Topic 3)

10.1.1.10/24

|
-

PN

~10.1.1.1/24 .

{ r .."'H--T .I ‘ !
1 2

Y192 168.12.0/24

- ] 'I -
- .
— .1

192.168.4.0/24

——
. _—

i

e -4
N Re
10.1.3. 1424

FC2
=
10.1.3.10/24

_ Area-245

i

5 g )
™ —

RS _,

10.1 l.l!?g_l

I
PC3
=

—
10.1.4.10/24

Refer to the exhibit A network administrator is troubleshooting to reduce the routing table of R4 and R5 to learn only the default route to communicate from Inter-
Area and Intra-Area networks Which configuration resolves the issue?
A)

R-12default area 245
R.44default area 245 default-cost
H-52default area 245 default-cost

R-1=area 245 stub no-summary

B)
H-1Zarea 245 stub no-summary

R-4%area 245 stub

R-52area 245 stub
C)
R-12default area 245 default-cost

R-4xdefault area 245
R-52default area 245

D)
R-1Zarea 245 stub

R-4%area 245 stub no-summary

R-5%Zarea 245 stub no-summarv

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 172

- (Exam Topic 3)

An administrator attempts to download the pack NBAR?2 file using TFTP from the CPE router to another device over the Gi0/0 interface. The CPE is configured as
below:
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-

hostname CPE

|

ip access-list extended WAN
< >

remark == All UDP rules below for WAN 1D: S420T92E35F99
permit udp any eq domain any
permit udp any any aq tftp
deny udp any any

!

interface GigabitEthernet0/0
<,.»

ip access-group WAN in

<, >

I

;d'tp-sen.rer flash:pp-adv-car1000v-1612.1a-37-53.0.0.pack
The transfer fails. Which action resolves the issue?
A. Change the WAN ACL to permit the UDP port 69 to allow TFTP
B. Make the permit udp any eq tftp any entry the last entry in the WAN ACL.

C. Change the WAN ACL to permit the entire UDP destination port range
D. Shorten the file name to the 8+3 naming convention.

Answer: B

NEW QUESTION 176
- (Exam Topic 3)

El(config) #ip access-list standard EIGRP-FILTER

Bl (config-std-nacl)édeny 10.10.10.0 0.0.0.0

Rl {config=-std-nacl)#permit 0.0.0.0 0.0.0.0

Bl {config) #router eigrp 10

Rl (config-router) ¢distribute-list route-map EIGRP in
1

Rl (config) #route-map EIGRP permit 10

Bl (config-route-map) #match ip address EIGRP-FILTER
!

FEl#show ip route eigrp | include 10.10.10.

D 10.10.10.,128/25

Refer to Ihe exhibit An engineer must filter EIGRP updates that are received to block all 10 10 10.0/24 prefixes The engineer tests the distribute list and finds one

associated prefix. Which action resolves the issue?

A. There is a permit in the route map that allows this prefix A deny 20 statement is required with a match condition to match a new ACL that denies all prefixes

B. There is a permit in the ACL that allows this prefix into EI6R
C. The ACL should be modified to deny 10.10.10.0 0.0.0.255.

D. There is a permit in the route map that allows this prefix A deny 20 statement is required with no match condition to block the prefix.

E. There is a permit in the ACL that allows this prefix into EIGR
F. The ACL should be modified to deny 10.10.10.0 255.255.255.0.

Answer: B

NEW QUESTION 179
- (Exam Topic 3)

Configuration

flow axportar Flow-to-collect
dastination 192.168.100.17
transpoart udp 28601
export-protocol natflow-vs

vf Mgmt-intf

¥
flow monitor My-natflow

axportar Flow-to-collsctor

racord natflow ipvd sriginal-input

I

!' and ths managemant-intarface is configured as follows
intarface GigabitEtharnatd
description Managamsnt-Intarfaces

vrf forwarding Hgmt-intf

ip address 192 .168._100.50 255.255.25"
naJotiation auto

sh flow sxporter statis

failed to sand 256783312

failed to sand ZTRATEGIRS

Refer to the exhibit. A network administrator configured NetFlow data, but the data is not visible at the NetFlow collector. Which configuration allows the router to

send the records?
A. Configure the management interface in the global routing table to send the records.

B. Configure a different interface to send the records.
C. Configure the NetFlow collector to listen at export-protocol netflow-v5.
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D. Rectify NetFlow collector reachability from the management interface.

Answer: B

NEW QUESTION 184
- (Exam Topic 3)
What is a characteristic of IPv6 RA Guard?

A. RA messages are allowed from the host port to the switch
B. It is unable to protect tunneled traffic

C. It filters rogue RA broadcasts from connected hosts

D. It is supported on the egress direction of the switch

Answer: C

NEW QUESTION 185
- (Exam Topic 3)

FEessssss TS eEEE SRS E e e L]
Customer RBC BGP Peering BOPASID |
O5PFvd IPvE :
'
i
i
=~ e :
1 BGP AS 100 i
| OSPFVIIPVE L_l :
I - i
I N0 i
I (Gog) !
i | I
. KJ“— '
| T """""""""""" .
-eo—aw
LR Ry
SW100#sh ip bgp ipvé uni summ
BGP router identifier 100.0.0.1, local AS numbar 100
BGP table wersion is 1, main routing table wversion 1
Nelighbor v AS MsgBRovd MsgSant ThblVer InQ Cutd Up/Down State/PfxRed
2001 :ABC:ARBR:1100:1122:1111:2222 : ARRL
4 100 & 5 1 o 0 00:00.58 ]
SW100#sh ip bgp ipvé unicast
EW100#
Rlésh ip bgp ipvé uni
BGP table wersion is 4, local router ID is 1.1.1.1
Metwork Next Hop Metric LocPrf Weight Path
* § 2001::4/128 2001::4 ] 100 D 300 i
*xi 2002::2/128 2001::2 ] 100 0i
R1#
Rl¥sh ipvE route
0 2001::2/128 [110/1)
via FEA0::5200:C3FF:FEQL:E600, GigabitErhernet(/0
B 2002::2/128 [200/0])
via 2001::2

Refer to the exhibit SW100 cannot receive routes from R1 Which configuration resolves the issue?
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H1
router bgp 100
address-family ipv8
neighbor 2001::2 route-refiector-client
neighbor 2001:ABC:AABB:1100:1122:1111:2222: AAA2 route-reflector-client

R2
router bgp 100
address-family ipvé
neighbor 2001::2
neighbar 2001::1 next-hop-self

R1
router bgp 100
address-family ipve
neighbor 2001::2 route-reflector-client
neighbor 2001:ABC:AABB:1100:1122:1111:2222: AAAD route-reflector-client

R2
router bgp 100
address-family ipve
neighbor 2001::2
neighbor 2001::1 as-override

R1

router bgp 100

address-family ipve
no synchronization

R2

router bgp 100
address-family ipvé
no synchronization

SW100

router bgp 100
address-family ipvé
no synchronization

R1

router bgp 100
address-family ipvé
redistribute connected

R2

router bgp 100
address-family ipvé
redistribute connected

A. Option A
B. Option B
C. Option C
D. Option C

Answer: A
NEW QUESTION 190

- (Exam Topic 3)
Refer to the exhibit.

ip vif CCNP

rd 1:1

interface Ethernst1

ip vrf forwarding CCNP

ip address 10.1.1.1 255.255.255.252
|

interface Ethernet2

ip vrf forwarding CCNP

ip address 10.2,2.2 255,255,255.252

Which configuration enables OSPF for area 0 interfaces to adjacency with a neighboring router with the same VRF?

A. router ospf 1 vif CCNP interface Ethernetlip ospf 1 area 0.0.0.0 interface Ethernet2 ip ospf 1 area 0.0.0.0
B. router ospf 1 interface Ethernetlip ospf 1 area 0.0.0.0 interface Ethernet2 ip ospf 1 area 0.0.0.0

C. router ospf 1 vrf CCNP network 10.1.1.1 0.0.0.0 area Onetwork 10.2.2.2 0.0.0.0 area 0

D. router ospf 1 vif CCNPnetwork 10.0.0.0 0.0.255.255 area 0

Answer: C
NEW QUESTION 194

- (Exam Topic 3)
Refer to the exhibit.

The Leader of IT Certification visit - https://www.certleader.com



CertLeaderw 100% Valid and Newest Version 300-410 Questions & Answers shared by Certleader
Toader of IT Corlifications https://www.certleader.com/300-410-dumps.html (530 Q&AS)

Business Partner

M
oo

Area 20 | 2002-ABCD: /64
2004 BBAB /64

2110:2:4:0:11::1128 e .y
Area 0 M
-
-\"'\-\.‘ __-"’IJ
f \ e — R II |
| |
2004:BBDD: /64 | Aren § 1| Area 10 | 2004 BBAC: /64
2009:2:4:0:33::128 310:2:4:0:15:0128

R2EEh Ipwh roaita oapd
0 FO0F ARCD: (/64 [110/71]
via FastEtharnatd/]l, directly oconnsoted
O 2004 :BAAB: : 64 [110/1])
wia FastEthesrnst0,/0, dirsct Iy oonnsobad
3 2004 ; RAMC FE4 (11041
via FastEtharnetl /0, diresctly connectod
O 3010:2:4:0:15; . f138 [110/1)
via FEAD: :CHEO4: 1DFF: FEX0 B, FastEtharnatO/o

A network engineer applied a filter for LSA traffic on OSPFv3 interarea routes on the area 5 ABR to protect advertising the internal routes of area 5 to the business

partner network. All other areas should receive the area 5 internal routes. After the respective route filtering configuration is applied on the ABR, area 5 routes are
not visible on any of the areas. How must the filter list be applied on the ABR to resolve this issue?

A. in the “in” direction for area 5 on router R1

B. in the “out” direction for area 5 on router R1
C. in the “in” direction for area 20 on router R2
D. in the “out” direction for area 20 on router R2

Answer: D
NEW QUESTION 197

- (Exam Topic 3)
Refer to the exhibit.

FEVm shosy I 0k B | 5wl

Irtertacm Fodidewas  OW7 Mbethod 5t Proboool
E thasrmaad 10 AI0I1131 YES mesrwusl up ]
Lacpbacx 1 17216501 YES mmanual up F.
L oopback? 17216100 1 YEE manual up g
Leopbackd T2 B 15001 YFS manusl up

HAN shomw bp esgrp neighion
SRl e b For BS54T )

F Achi man It Tacs: Hodd Untme SATT ATO O Seg
[5ass | e | Ll Spum
g 20301132 EL0/0 14 0031 16 1018 S000 O 34

1R e E --.'_' R EE o all bevks

ENGEF-IFwll Topology T b bood AS] 0 WL 72 19,00 i
i jas. P - Paasive, &  Aholies b Lpdate, O H - Hmy
e 'e A ] cal SilAlLs
g7 168 10 074 1 sucoessors, F D 40000, Sy i
| | L | . i ¥ - il Il". |
216 1000524 1 Lous 1
1 He ol
I 1 [ | oo F1 1LhM
19 i i a2y F e reed 1
]
] I 1 = {id
] =
5 . P
1 ¥ A
[ ] .
I ; .
i
1 . j

W

Routers R1 and R2 have established a network adjacency using EIGRP, and both routers are advertising subnets to its neighbor. After issuing the show ip EIGRP
topology all-links command in R1, some prefixes are no showing R2 as a successor. Which action resolves the issue?

A. Rectify the incorrect router ID in R2.

B. Enable split-horizon.

C. Configure the network statement on the neighbor.
D. Resolve the incorrect metric on the link.

Answer: D
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NEW QUESTION 202
- (Exam Topic 3)
Refer to the exhibit.

network 10.1.1.0 mask 255.255.255.25:
network 10.1.1.12 mask 255.255.250.25¢
network 10.100.1.50 mask 255.255.255.255
timers bgp 20 60
neighbor R2 peer-group
rhffnﬁn}w1:eﬁhﬂﬁljr
prﬁ“;;-f;j 1.2 remote-as 65001
neighbor 10.1.1.2 peer-group R
.ﬁf:ﬂtu":_T 1.14 remote-as 65001
ne :1|':J':r 10.1.1.14 peer-group R4
no aulg-sumimary |
While troubleshooting a BGP route reflector configuration, an engineer notices that reflected routes are missing from neighboring routers. Which two BGP
configurations are needed to resolve the issue? (Choose two)

A. neighbor 10.1.1.14 route-reflector-client
B. neighbor R2 route-reflector-client

C. neighbor 10.1.1.2 allowas-in

D. neighbor R4 route-reflector-client

E. neighbor 10.1.1.2 route-reflector-client

Answer: AE

NEW QUESTION 206

- (Exam Topic 3)

'PE4 show snmp mib ifmib ifindex detail

Description ifIndex Active Persistent Saved TrapStatus
Loopback : yes disabled ne  enabled
FigabitEthernetl 1 VES disabled o enabled
zigabitEthernetl 3 yes disabled no enabled
rigabitEthernet 3 ! YES disabled no disabled
VoIP-Nulld b YEE disabled ] enabled
Loopback( 7 e disabled no =nabled
Null & VES disabled o enabled
Loopback?2 = e lisabled no enabled
zigabitEthernetd 4 YEE iisabled I enabled
FigabitEthernet2 2 YES disabled T enabled

Refer to the exhibit. After reloading the router an administrator discovered that the interface utilization graphs displayed inconsistencies with their previous history
in the NMS. Which action prevents this issue from occurring after another router reload in the future?

A. Rediscover all the router interfaces through SNMP after the router is reloaded
B. Save the router configuration to startup-config before reloading the router

C. Configure SNMP to use static OIDs referring to individual router interfaces

D. Configure SNMP interface index persistence on the router

Answer: D

NEW QUESTION 210
- (Exam Topic 3)
Refer to the exhibit.
Tunnel IP
192.168.1.6/24

20.0/24

e0/0{(-2)

An engineer must establish multipoint GRE tunnels between hub router R6 and branch routers R1, R2, and R3. Which configuration accomplishes this task on R1?
A)

interface Tunnel 1

ip address 192.168.1.1 255.255.255.0

tunnel source e0/1

tunnel mode gre multipoint

ip nhrp nhs 192.168.1.6

ip nhrp map 192.168.1.6 192.1.10.6
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B)
interface Tunnel 1
ip address 192.168.1.1 255.255.255.0
tunnel source e0/1
tunnel mode gre multipoint
ip nhrp network-id 1
ip nhrp nhs 192.168.1.6
ip nhrp map 192.168.1.6 192.1.1
ip nhrp map 192.168.1.2 192.1.2
ip nhrp map 192.168.1.3 182.1.3
©)
interface Tunnel 1
ip address 192.168.1.1 255.255.255.0
tunnel source e0/0

tunnel mode gre multipoint
ip nhrp nhs 192.168.1.6

0.1
0.2
0.3

ip nhrp map 192.168.1.6 192.1.10.1
ip nhrp map 192.168.1.2 192.1.20.2
ip nhrp map 192.168.1.3 192.1.30.3

D)

interface Tunnel 1

ip address 192.168.1.1 255.255.255.0
tunnel source 0/0

tunnel mode gre multipoint

ip nhrp network-id 1

ip nhrp nhs 192.168.1.6

ip nhrp map 192.168.1.6 192.1.10.8

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

Explanation:

We have an example of how to configure DMVPN Phase Il and we show the configuration here for your reference:

Diagram Description automatically generated

HeadQuarter

N —

i —

Tunnel address
192 188.100.254

MEMA adoress

A4 44 44 4

Tunnel address
192.1688.100 .1

NBEMA address
11.11.11.14

DMVPN Phase Il — Dynamic Mapping
Text Description automatically generated

Hub

nterface tunnel 1

p address 192 168100254
255.255:255.0

wnnel scurce 44,44 .44 .4
winnel male fre muitipoint
[ nhrp network 10

Spoke 1

interface tunnel 1

ip address 102,168 1001
X55.255.255.0

tunmel source 11.11.11.1
tunnel moede gre multipoint

ip nhrp netwark 10

ip nhrp map 192.168,.100,254
44 .44 44 4

ip nhrp nhs 192168, 100,254

Tunnel address
182.168.100 .2

NEMA address
12.12.12.2

Spoke 2

interface tunnal 1

ip address 192 1681002
255:255.255.0

tunmel source 12.12.12.2
tunnel mocle gre multipoint
ip nhrp netwaork 10

ip nhrp map 192168100254
44 44 44 4

ip nhrp nhs 192 168,100,254

Note: Although Phase Il — Dynamic Mapping is “dynamic” but we still need to add a static entry for the hub because without that entry, the NHRP registration

cannot be sent.

NEW QUESTION 214
- (Exam Topic 3)

A network administrator is troubleshooting a failed AAA login issue on a Cisco Catalyst ¢c3560 switch. When the network administrator tries to log in with SSH using
TACACS+ username and password credentials, the switch is no longer authenticating and is failing back to the local account. Which action resolves this issue?

A. Configure ip tacacs source-interface GigabitEthernet 1/1

B. Configure ip tacacs source-ip 192.168.100.55

C. Configure ip tacacs-server source-ip 192.168.100.55

D. Configure ip tacacs-server source-interface GigabitEthernet 1/1

Answer: A
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NEW QUESTION 218

- (Exam Topic 3)

IPv6 is enabled in the infrastructure to support customers with an IPv6 network over WAN and to connect the head office to branch offices in the local network.
One of the customers is already running IPv6 and wants to enable IPv6 over the DMVPN network infrastructure between the headend and branch sites. Which
configuration command must be applied to establish an mGRE IPv6 tunnel neighborship?

A. tunnel protection mode ipv6

B. ipv6 unicast-routing

C. ipv6 nhrp holdtime 30

D. tunnel mode gre multipoint ipv6

Answer: D
Explanation:

The command “tunnel mode gre multipoint ipv " sets the encapsulation mode of the tunnel to mMGRE IPv6.

NEW QUESTION 222
- (Exam Topic 3)
Refer to the exhibit.

LAN Segments LAN Segments
172.16.8.0/24 172.16.4.0/24
172.16.9.0/24 172.16.5.0/24 .
172.16.10.0/24 172.16.6.024 |
172.16.11.0/24 172.16.7.0/24 [
~ (-2) OSPF Area 0 (.1) - (.1) EIGRP (.2) .
¥R e0i0 000 ™ eon e0/0 XN
10.1.1.0/24 10.1.2.0/24
LA Chicago NewYork ,
|

The network administrator configured the Chicago router to mutually redistribute the LA and NewYork routes with OSPF routes to be summarized as a single route
in EIGRP using the longest summary mask:

router eigrp 100
redistribute ospf 1 metric 10 10 10 10 10
router ospf 1

redistribute eigrp 100 subnets
|

interface E 0/0
ip summary-address eigrp 100 172,16.0.0 255.255.0.0

After the configuration, the New York router receives all the specific LA routes but the summary route. Which set of configurations resolves the issue on the
Chicago router?

Iy interface E OM
ip summary-address eigrp 100 172.16.0.0 255.255.0.0

interface E 0/
ip summary-address eigrp 100 172.16.8.0 255.255.252.0

router eigrp 100
summary-address 172.16.8.0 255.255.252.0

router eigrp 100
summary-address 172.16.0.0 255.255.0.0

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 224
- (Exam Topic 3)
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AD#show ip bgp 192.168.1.1
Advertised to update-groups:
3
65101
10.10.10.2 (metric 2) from 10.10.10.2 (10.10.10.2)
Origin IGP, metric 100, localpref 100, weight 65535, wvalid, external,
bast
65101
10.0.0.17 (metric 2) from 10.10.10.6 (172.16.20.1)
Origin IGP, metric 0, localpref 100, valld, Internal

FBéshow ip bgp 192.168.1.1
BGP routing table entry for 192 . 168.1.1/32, version 10
Paths: (1 available, best #1, table Default-IP-Routing-Table)

Advertised to update-groups:

2
Local
10.10.10.1 (metric 2) from 10.10.10.1 (192.188.1.1)
Origin IGP, metric 0, localpref 100, walid, internal , baest

JLERTE AR ]
B RS

192068 14 BGFesioT  lnand 10.10.183 _‘ﬁ

lﬂ-lﬂ-lﬂ-'\
m,q%

17 L

10.0.0.16/ 90

W08 0% 18,40 1608

Refer to the exhibit. A customer finds that traffic from the application server (192.168.1.1) to the HUB site passes through a congested path that causes random
packet drops. The NOC team influences the BGP path with MED on RB. but RD still sees that traffic coming from RA is not taking an alternate route. Which

configuration resolves the issue?
A)

RD(config }#router bgp 65201

RD(config-router #no neighbor 10.10.10.2 weight 65535

B)
RB(config#router bgp 65101

RB(config-router #no neighbor 10.10.10.3 route-map HIGH-LP out

C)

RB(config)#router bgp 65101
RB(config-router j#¥neighbor 10.10.10.3 weight 50

D)

RC(config j#router bgp 65101
RC(config-router #neighbor 10.10.10.6 route-map HIGH-LP out

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 228
- (Exam Topic 3)
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Lol 192 168.1 .55 aaa new-model
255 255.255.128
aaa authentication legin default line enable
* .’ L i Lot = ok I e S o "
o T aaa authorization command= 15 default local
S — r

R1

[g]

username admin privilege 15 password ciscolZ3!

F

ip ssh version 2

I

access-list 101 permit tep 152.168.L.0 0.0_0_Z55 any =g 22
acceas=1list 101 permit teop 192.168.5.0 O.0.0_255 o
!

-

line wvoy O 4

access-class 101 in
password cisco
transport input all
lagin local

=

Admin PC

ip address.
1921681200
255 265 256 128

Refer to the exhibit. An engineer configured user login based on authentication database on the router, but no one can log into the router. Which configuration
resolves the issue?

A. aaa authentication login default enable
B. aaa authorization network default local
C. aaa authentication login default local
D. aaa authorization exec default local

Answer: C

NEW QUESTION 233
- (Exam Topic 3)

( oA \\_-ff ware e U - Il,r :’
~E0/0 E0/1 -

R1

',.rl‘,l'il, g limeslarmps Oebhug datetume maer
service timestamps log datetime msec

|

clack timezone EET 2 0

|

g

Rlishow clock
*23:50:13.297 EET Sat Nowv 14 2020

Hlm

"Mov 14 21:49:59.607: 1P;: £=10.1.1.1 {local), d=224.0.0.5 [Cthernat00], lan BO, local feature, Loghcal MN lacal{14), riype D
forus FALSE, sendself FALSE, mtu O, fwdchk FALSE

"Mooy 14 21:49:59.607: 1P: s=10.1.1.1 (local), d=224.0.0.5 [Ethernet0 0], len B0, sending broad/multicast

"Mov 14 21:49:59.607: 1P; 5=10.1.1.1 {local), d=224.0.0.5 (Ethernet0/0], len BO, sending full packet

"Moy 14 21:50:00.336: I1P: s=10.2.2.4 (E !r'nr'rn-l'rl:,l.-"'.-lI de224.0.0.5 |lén B0 revd O

"Mov 14 21:50:00.336: 1P; £=10.2.2.4 {Ethernet0/ 1), d=224.0.0.5, len 80, input feature, packet comnsumed, MCI Check(101

riype O, forus FALSE, sendselfl FALSE, mtu 0, Pwdchk FALSE

Refer to the exhibit. An engineer cannot determine the time of the problem on R1 due to a mismatch between the router local clock and legs. Which command
synchronizes the time between new log entries and the local clock on R1?

A. service timestamps debug datetime msec show.timezone
B. service timestamps log datetime locatetime msec

C. service timestamps datebug datetime localtime msec

D. service timestamps log datetime msec show-timezone

Answer: B

NEW QUESTION 235
- (Exam Topic 3)
Which feature minimizes DoS attacks on an IPv6 network?

A. IPv6 Binding Security Table

B. IPv6 Router Advertisement Guard
C. IPv6 Prefix Guard

D. IPv6 Destination Guard

Answer: D

Explanation:

The Destination Guard feature helps in minimizing denial-of-service (DoS) attacks. It performs

address resolutions only for those addresses that are active on the link, and requires the FHS binding table to be populated with the help of the IPv6 snooping
feature.The feature enables the filtering of IPv6 traffic based on the destination address, and blocks the NDP resolution for destination addresses

that are not found in the binding table. By default, the policy drops traffic coming for an unknown destination.

Reference: https://www.cisco.com/c/en/us/td/docs/routers/7600/ios/15S/configuration/guide/7600_1 5 0s_book/IPv6_Security.pdf
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NEW QUESTION 237
- (Exam Topic 3)
Refer to the exhibit.

Wllwkies p gy 10 00 1004099
o et iy Lakie ssiry Ffer B Q@ §B§ 475 wermle== 81
Falhai (F svallahls, st OF, tahls Dufonl i DF-Beet by -l )
Wl meler d | S maey ——
LR Rt
8. 08, 18 % jsstris Fi fros (8 38 186 (10 00 L85
orlgies TOF, watrio @ sl peat 186, walid SStsess)
Lt d
THRI NIRRT By Pewss @, 00 30 F (0610 1E.F)

Origis TG, mstTis O, jessipes? WSS, =alid, istermal, e

el Lp g L8 IL8 L 73R - I
gl iy Lalsle sty P P81 LM, wm——_ .
Pk 0 swedlshis, beet §1. takls Dufesld- DF-Eesting o

Eol afveriised T amry g

A customer reports that user traffic of bank XYZ to the AAA server is not using the primary path via the R3-R2 link. The network team observes:
No fiber is cut on links R2 and R3.

As101 and AS 201 routers established BGP peering. Which configuration resolves the issue?
A)

F2{config G route-map BGP-Path permit 10

2 (configroute-map & set metric 200

B2 conhg Enduted BGP eE101

2 (conbg 1ouier i neighbor 10 10 10.3 route-map BGP-Fath out

B)
8 (conbg Erouter bgp 5201
26{conbg-router '::?nwgrmr 1010 10.5 weight 32769
C)
RaleonfaErouter bgp 65201 N
Rd(ronfig-rowter #no neighbor 10.10.10 & weight 32768
D)
£21 e ar i B route -map BGP-Fath permit 10
: }-F DL = set local-preference 200
orouter bgp 64101 e
- . r:”.Ml '|E|F;I_"'bl:r 10 .I-J .L'L : route-map E"‘Jg o out
A. Option A
B. Option B
C. Option C
D. Option D
Answer: A

NEW QUESTION 240
- (Exam Topic 3)
What are two characteristics of IPv6 Source Guard? (Choose two.)

A. requires IPv6 snooping on Layer 2 access or trunk ports

B. used in service provider deployments to protect DDoS attacks
C. requires the user to configure a static binding

D. requires that validate prefix be enabled

E. recovers missing binding table entries

Answer: DE

Explanation:
IPv6 Source Guard uses the IPv6 First-Hop Security Binding Table to drop traffic from unknown sources or bogus IPv6 addresses not in the binding table. The

switch also tries to recover from lost address information, querying DHCPvV6 server or using IPv6 neighbor discovery to verify the source IPv6 address after
dropping the offending packet(s).

Reference: https://blog.ipspace.net/2013/07/first-hop-ipv6-security-features-in.html

NEW QUESTION 245
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- (Exam Topic 3)
Refer to the e_xhibit.__

R2ishew ip algep nelghbors
IP-EIGRP nelghbors for process 100

H Addross Intorfaca Hold Uptime SRTT RTO { Seq

[sec) ims) Cnt Nom
1 192.168.10.1 Se1/0 12 00:00:1% 1 5000 2 0@
*Jan 1 15:40:21.295: ADUAL-3-NBRCHANGE: IP-EIGRP(0) 100: Meighbor 192.168.10.1 (Seriall/0) is down: retry limit exceeded
*Jan 1 15:40:51.567: ADUAL=3=NBRCHANGE: IP-EIGRP(D) 100: Nelghbor 192.168.10.1 (Seriall/0) is wp: new adjacency
“Jan 1 19:42:11.007: VDUAL=5=NBRCHANGE: IP=EIGRP(0) 100: Welghbor 192.168.10.1 (Seriall/0) is down: retry limit excecded
"Jan 1 15:42:14,809: ADUAL-%-NRRCHANGE: IP-EIGRP(0) 100: Neighbor 192,168.10.1 (Seriall/0) is up: now adjaconcy

Rllshow ip eigrp nalghbors
1P-EIGRP noighbors for process 100

Rl Configuration:
key chain cisco
key 2

key-string abc
!
interface Loopback0

ip address 10.10.1.1 255.255.255.0
!

interface Seriall/0

ip address 192.168.10.1 255.255.255.0

ip suthentication mode eigrp 100 md5

ip authentication key-chain eigrp 100 cisco
serial restart-delay 0

I

router eigrp 100

network 10.10.1.0 0.0.0.255

network 192.168.10.0

no auto-summary

R? confiquration:
keay chain cisco
key 1
key-string 123
kay 2
key-string abc
!
interface Loopback(
ip address 10.10.2.2 255.255.255.0
|

interface Seriall/0

ip address 192.168.10.2 255.255.255.0

ip authentication mode eigrp 100 md5

ip authentication key-chain eigrp 100 cisco
no fair-queus

!
|

router eigrp 100

network 10.10.2.0 0.0.0.25%
network 192.168.10.0

no auto-summary

R1 and R2 are configured for EIGRP peering using authentication and the neighbors failed to come up. Which action resolves the issue?

A. Configure a matching key-id number on both routers

B. Configure a matching lowest key-id on both routers

C. Configure a matching key-chain name on both routers
D. Configure a matching authentication type on both router

Answer: A

NEW QUESTION 249
- (Exam Topic 3)

Addre: L Nams f remote h [192.0.2.4

‘PEY copy flash:packages.conf ftp://192.0.2.40/

Refer to the exhibit. An administrator must upload the packages conf Me to an FTP server. However, the FTP server rejected anonymous service and required
users to authenticate What are the two ways to resolve the issue? (Choose two.)

A. Use is ftp username and ip ftp password configuration commands to specify valid FTP server credentials.
B. Use the copy flash:packages.conf scp: command instead and enter the FTP server credentials when prompted.
C. Enter the FTP server credentials directly In the FTP URL using the ftp://username:passwordQ192.0.2.40/ syntax .

D. Create a user on the rooter matching the username and password on the FTP server and log in before attempting the copy

E. Use the copy flash-packages conf ftp: command instead and enter the FTP server credent-ais when prompted.

Answer: AC

NEW QUESTION 250
- (Exam Topic 3)
Refer to the exhibit.
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Rlish ip route

twldames T = |ans " o pannmaknd 2 . mkarir B - BID M
LoaRs: | Local onnected static, R RIP, M

IGKP, EIGRP externa = UaPF,
= !_':lli-' ’ wbirr | -r [ . = [SPE = ] b,
l aPF external type I, B« IGPF external by !
1§-18, 15-15 susmary, 15-15 level-1, 15-16 lavel-}
A [5=]5 1 Arca, °® 1a 45} by aer=usar static i
I.'ll perio W | D& tatic uke; HH i 1
10T f 100 bi
i i o L noaxt ho erride, | iy idpa [rom PER

Es - RN
EEhernetly

] i o vy =N | 1" o ¥ 1 1 L 1 oo
Ured 15 varlanly subnetted, . subnets, < mask:

U/é4 18 directly connected, Loopbackl

i, LoopoackD

The R2 loopback interface is advertised with RIP and EIGRP using default values. Which configuration changes make R1 reach the R2 loopback using RIP?

A. R1(config)# router rip R1(config-router)# distance 90

B. R1(config)# router rip R1(config-router)# distance 100

C. R1(config)# router eigrp 1R1(config-router)# distance eigrp 130 120
D. R1(config)# router eigrp 1R1(config-router)# distance eigrp 120 120

Answer: C
Explanation:

distance (AD Number u want to change to) (neighbor IP) (Wildcard Mask) (access-list number)

NEW QUESTION 251
- (Exam Topic 3)

Flé#show ip route ospf

FastEthernetQ/

Refer to the exhibit. An engineer configured two ASBRs, 10.4.17.6 and 10.4.15.5, in an OSPF network to redistribute identical routes from BGR However, only
prefixes from 10.4.17.6 are installed into the routing table on R1. Which action must the engineer take to achieve load sharing for the BGP-originated prefixes?

A. The ASBRs are advertising the redistributed prefixes with the iBGP metric and must be modified to Type 1 on ASBR 10.4.17.6.

B. The ASBRs are advertising the redistributed prefixes with a different admin distance and must be changed to 110 on ASBR 10.4.15.5.
C. The admin distance of the prefixes must be adjusted to 20 on ASBR 10.4.15.5 to advertise prefixes to R1 identically from both ASBRs.
D. The ASBRs are advertising the redistributed prefixes as Type 1 and must be modified to Type 2

Answer: D

NEW QUESTION 255
- (Exam Topic 3)
Refer to the exhibit.

I ! show nNtp aEsoCiAtions

| # dabug 1p Lo

An administrator is troubleshooting a time synchronization problem for the router time to another Cisco IOS XE-based device that has recently undergone
hardening. Which action resolves the issue?
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A. Allow NTP in the ingress ACL on 10.1.225.40 by permitting UDP destined to port 123.

B. Ensure that he CPE router has a valid route to 10.1.255. 40 for NTP and rectify if not reachable.
C. NTP service is disabled and must be enabled on 10.1.225.40.

D. Allow NTP in the ingress ACL on 10.1.255.40 by permitting TCP destined to port 123.

Answer: C

NEW QUESTION 258
- (Exam Topic 3)
What is a MPLS PHP label operation?

A. Downstream node signals to remove the label.

B. It improves P router performance by not performing multiple label lookup.

C. It uses implicit-NULL for traffic congestion from source to destination forwarding
D. PE removes the outer label before sending to the P router.

Answer: A

NEW QUESTION 261
- (Exam Topic 3)

-

Intermet

S

Refer to the exhibit. Router R1 peers with two ISPs using static routes to get to the internet. The requirement is that R1 must prefer ISP-A under normal
circumstances and failover to ISP-B if the connectivity to ISP-A is lost. The engineer observes that R1 is load balancing traffic across the two ISPs Which action

resolves the issue by sending traffic to ISP-A only with failover to ISP-B?

A. Configure OSPF between R1. ISP-

B. and ISP-B for dynamic failover if any ISP link to R1 fails

C. Configure two static routes on R1. one pointing to ISP-A and another pointing to ISP- B with 222 admin distance

D. Change the bandwidth of the interface on R1 so that interface to ISP-A has a higher value than the interface to ISP-B

E. Configure two static routes on R1. one pointing to ISP-B with more specific routes and another pointing to ISP-A with summary routes

Answer: D

NEW QUESTION 265
- (Exam Topic 3)

e e e i S i
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SW100§sh ip bgp ipwé uni summ
BGP router identifier 100.0.0.1, local AS number 100
BGF table wversion is 1, main routing table version 1

Heighbor v AS MagRcvd MsgSent ThiVer IsQ OutQ Up/Down State/PfxRed
2001 :ABC:AREB:1100:1122:1111; 2222 A1
4 109 § 5 1 2 0 00:D0D:58 2

SW100§sh ip bgp ipwé unicast
SHL00E

Elfsh ip bgp ipwé uni
BGF table version is 4, local router ID is 1.1.1.1

Hetwork Next Bop Metric LocPrf Weight Path
* i 2001::4/128 2001: :4 0 100 D 300 i
i 2002::2/128 2001::2 0 100 0i

Rld
Rlish ipvé route
O 2001::2/128 [110/1]
via FEBO::5200:C3FF:FE0L.E600, GigabitEthernet0/0
B 2002::2/128 [200/0]

via 2001;::2

Refer to the exhibit SW100 cannot receive routes from R1 Which configuration resolves the issue?

“R1
router bgp 100
address-family ipve
neighbor 2001::2 route-reflector-client
neighbaor 2001;ABC:AABB1100:1122;1111,2222: AAAZ route-reflector-client

R2
router bgp 100
address-family ipvé
neighbor 2001::2
nelghbor 2001::1 next-hop-self

R1
router bgp 100
address-family ipve
neighbor 2001::2 route-reflector-client
neighbor 2001:ABC:AABB: 1100:1122:1111:2222. ARAZ route-reflector-client

R2

router bgp 100
address-family ipvE
neighbor 2001:.2

neighbor 2001::1 as-override

R1

router bgp 100
address-family ipve
no synchronization

R2

router bgp 100
address-family ipve
no synchronization

SW100

router bgp 100
address-family ipve
Mo synchronization

R1

router bgp 100
address-family ipvé
redistribute connected

R2

router bgp 100
address-family ipvé
redistribute connected

A. Option A
B. Option B
C. Option C
D. Option C

Answer: A

NEW QUESTION 267

- (Exam Topic 3)

Users report issues with reachability between areas as soon as an engineer configured summary routes between areas in a multiple area OSPF autonomous
system. Which action resolves the issue?

A. Configure the summary-address command on the ASBR.
B. Configure the summary-address command on the ABR.
C. Configure the area range command on the ABR.

D. Configure the area range command on the ASBR.

Answer: C

Explanation:

For OSPF, we can only summary at the ABR with the command “area range” or at the ASBR with the

command “summary-address” -> Therefore answer A and answer B are not correct.

In this question, the most likely problem is that when doing summarization, the network mask is configured wrong and summarization doesn’t work because of the
misconfiguration. When configuring the area range command, make sure that the summarization mask is in the form of a prefix mask rather than a wildcard mask
(that is, 255.255.255.0 instead of 0.0.0.255).

The Leader of IT Certification visit - https://www.certleader.com



CertLeader-m 100% Valid and Newest Version 300-410 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/300-410-dumps.html (530 Q&AS)

Good reference: https://www.configrouter.com/troubleshooting-route-summarization-ospf-14082/

NEW QUESTION 270

- (Exam Topic 3)
Area 1 OSPF Area 0

Sost 40 R1 . P

:i Ln&T_F - A Cost 10 . :-:

R4 N e
Cost 40 10.10.10.0/24 | Cost 40 Cost 10

R2 RE

RI Cost 40 u Cost 10 V.

R 7 o K a1

10.10.20.0/24

Refer to the exhibit Which action ensures that 10 10 10 0/24 reaches 10 10 20 0/24 through the direct link between R1 and R2?

A. Configure R1 and R2 LAN links as nonpassive.

B. Configure R1 and R2 links under area 1

C. Configure OSPF link cost to 1 between R1 and R2
D. Configure OSPF path cost to 3 between R1 and R2

Answer: B

NEW QUESTION 274
- (Exam Topic 3)
—_— 5

AT Y m Ly = i
EQUTery ANcw . FRH IR AR

Rigw 1 =A 1=aaai /A asalFled sagEnaas Ar=rred A SagahFas FEe -] t o it I.T T
w el w g ek s il - R mey @ dSerdhy adeRT rasle ey W eeEeliiE ey

SVEITURD, kxl dl3ab.ed Lafering alsab.ed

LJAngL Leve. QeOUQUing, ¢ Desiage’ .og
#Fi Ve r
«LATeLing clsabled

[T g S gvel debunging mauaaney [oagged, ¥ <t gapled
L] i ST -4 10| g QUSR] g [F] 1 e

........... Faskd: LEVSa BELWY

Refer to the exhibit. A network engineer lost remote access to the router due to a network problem. The engineer used the console to access the router and
noticed continuous logs on the console terminal. Which configuration limits the number of log messages on the console to critical and higher seventy level

messages?

A. term no monitor

B. logging console 2
C. no logging console
D. logging console 5
Answer: D

NEW QUESTION 278
- (Exam Topic 3)
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tigabitithernet? 15 up, line proveeor TS
Internet Address 170.16.1.42/30, Interface ID B, Area 1
attached via setwork Statement
Process 10 1, Router ID 172.16,100.7, wetwork Type BROADCAST, Cost: |
Topology-MTID  Cost  Disabled  Shutdowr Topology Name
U ] N Lt Base
Tramsmit Delay 15 1 sec, State OR, Priority l
pesigrated Router (10) 172.16.100.7, Interface address 172.16,1.47
Backup Designated router (I0) 1/2.16.100.5, Imterface adoress 172.16.1.41
Timer intervals configured, wello 10, pead 40, walt 40, Retramsmit §
nob-resyne tiseout 40
wello due 1n 00:00:01

Neighbor Count 15 1, ddjacent neighbor count 13 1
agjacent with nefghbor 172.16,100.5 (Backup Designated Router)
Suppress hello for O neighbor(s)
Cryptographic authentication enabled
sending SA: xey 1, algorithe wMaC-SHa-256 - key chain ospf
Rollover in progress, 1 neighbor(s) using the old key(s):
key 1d 1 algorithe mp§
CSR103e
(srl03r
{5a103esh 1p ospf nei

seighbor 1D Pri  State Dead Time  address Interface
172,16.100.3 1 FULL/OR 00:00:30 172.16.1.25 GigabitEthernet]
172.16.100.% 1 FuLl,BDR 0000216 172.16.1.41 GigabitEtherner?
CSR101e

CSRi0Ir

Jan 11 16:49:35%, 311 NSYS=-0-LOGOUT: User acmin has exited tty sesslom 1(10.218.200.21%0)

Jan 11 16:49:45,396: %05PF-5-ADICHG: Process 1, Nbr 172,16.100.5 on cigabltethernet? fros
FULL to DOWN, Neighbor Down: Dead timer expired

Refer to the exhibit. Which configuration resolves the issue?
A)

router ospf 1
area 1 authentication message-digest

int GigabitEthernet 2
ip ospf message-digest-key 1 md5 cisco

B)

int GigabitEthernet 2

ip ospf message-digest-key 1 md5 cisco

ip ospf authentication message-digest
C)

int GigabitEthernet 2
ip ospf key 1 cisco
ip ospf authentication

D)
key chain ospf
key 1
key-string 7 02050D480809
cryptographic-algorithm hmac-sha-1
interface GigabitEthernet2
ip ospf authentication key-chain ospf

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 282
- (Exam Topic 3)
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VLANZ00

DHCP
SERVER

Refer to the exhibit. APC is configured to obtain an IP address automatically, but it receives an IP address only from the 169.254.0.0 subnet The DHCP server logs
contained no DHCPDISCOVER message from the MAC address of the PC. Which action resolves the issue?

A. Configure an ip helper-address on the router to forward DHCP messages to the server.
B. Configure DHCP Snooping on the switch to forward DHCP messages to the server.

C. Configure a DHCP reservation on the server for the PC.

D. Configure a static IP address on the PC and exclude it from the DHCP pool.

Answer: A

NEW QUESTION 287
- (Exam Topic 3)
Refer to the exhibit.
Rl (e 1) #1p access-list standard EIGRP- FILTER
. j-atd-nacl) fpermit 10.10.10.0 0.0.0.255
| 1) #router eigrp 10
ri distribute-list route-map EIGRF in

nfig) dreute-nap EIGRP permit 10
: imatch ip address EIGRP-FILTER

{show ip route elgrp

An engineer must filter incoming EIGRP updates to allow only a set of specific prefixes. The distribute list is tested, and it filters out all routes except network
10.10.10.0/24. How should the engineer temporarily allow all prefixes to be learned by the routers again without adjusting the existing access list?

A. A permit 20 statement should be added before completing the ACL with the required prefixes, and then the permit 20 statement can be removed.

B. A permit any statement should be added before completing the ACL with the required prefixes and then the permit any statement can be removed.

C. A continue statement should be added within the permit 10 statement before completing the ACL with the required prefixes, and then the continue statement
can be removed.

D. An extended access list must be used instead of a standard access list to accomplish the task

Answer: C

NEW QUESTION 292
- (Exam Topic 3)
Which control plane process allows the MPLS forwarding state to recover when a secondary RP takes over from a failed primary RP?

A. MP-BGP uses control plane services for label prefix bindings in the MPLS forwarding table

B. LSP uses NSF to recover from disruption *i control plane service

C. FEC uses a control plane service to distribute information between primary and secondary processors
D. LDP uses SSO to recover from disruption in control plane service

Answer: C

NEW QUESTION 294
- (Exam Topic 3)
Refer to the exhibit.

Tunnel source 195.1.1.1, destination 200.1.1.3
Tunnel protocol/transport GRE/IP

Key disabled, sequencing disabled
Checksumming of packets disabled
Tunnel TTL 255, Fast tunneling enabled
Tunnel transport MTU 1476 bytes
Tunnel transmit bandwidth 8000 (kbps)
Tunnel receive bandwidth 8000 (kbps)

An engineer must establish a point-to-point GRE VPN between R1 and the remote site. Which configuration accomplishes the task for the remote site?

A. Interface Tunnell tunnel source 199.1.1.1tunnel destination 200.1.1.3ip address 192.168.1.3 255.255.255.0
B. Interface Tunnell tunnel source 200.1.1.3tunnel destination 199.1.1.1ip address 192.168.1.1.255.255.255.0
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C. Interface Tunnell tunnel source 200.1.1.3tunnel destination 199.1.1.1ip address 192.168.1.3.255.255.255.0
D. Interface Tunnel lunnel source 199.1.1.1tunnel destination 200.1.1.3ip address 192.168.1.1.255.255.255.0

Answer: C
NEW QUESTION 296

- (Exam Topic 3)
Refer to the exhibit.

Fl#show ip route ospf
10.0.0.0/24 ia subnetted, 7 subnets
0 E2 10.4.9.0 [110/200] wia 10.4.17.6, 00:06:43,
astEthernetl/
[110/200] wia 10.4.15.5, 00:06:43,

FaatEthernet0/1
0 IA 10.4.27.0 [110/2] wia 10.4.15.5%, 00:0c:44,
F CEthernet/1
0 Ed 10.4.4%9.0 [110/200] wia 10.4.17.6, 00:06:43,
FastEthernet(/

An engineer configures two ASBRs 10 4 17.6 and 10 4 15 5 in an OSPF network to redistribute routes from EIGRP However, both ASBRs show the EIGRP routes
as equal costs even though the next-hop router 10 4 17 6 is closer to R1 How should the network traffic to the EIGRP prefixes be sent via 10 4.17.6?

A. The administrative distance should be raised to 120 from the ASBR 10.4.15 5.

B. The redistributed prefixes should be advertised as Type 1

C. The ASBR 10 4 17 6 should assign a tag to match and assign a lower metnc on R1
D. The administrative distance should be raised to 120 from the ASBR 104.17.6

E. The admitstrative distance should be raised to 120 from the ASBR 104 15.5.

F. The redistributed prefixes should be advertised as Type 1.

G. The ASBR 10 4 17 6 should assign a tag to match and assign a tower metnc on R1
H. The administrative distance should be raised to 120 from the ASBR 104 17 6

Answer: B
NEW QUESTION 300

- (Exam Topic 3)
Refer to the exhibit.

R1 {config)# ip wif COCNP

RA1 {config-wrl# rd 1:100

R1 {config-vrl)# exit

R1 {config)# interface LoophackD

R1 (config-if)# ip address 10.1.1.1 255.255.255.0

F1 {config-if)# ip wif forwarding CCNP

R1 {config-if)# exit

R1 {configy exil

Ri# ping vrif CCNP 10111

% Unrecognized host or address, or protoco| not running.

Which command must be configured to make VRF CCNP work?

A. interface LoopbackO vrf forwarding CCNP

B. interface LoopbackOip address 10.1.1.1 255.255.255.0

C. interface LoopbackOip address 10.1.1.1 255.255.255.0 vrf forwarding CCNP
D. interface LoopbackOip address 10.1.1.1 255.255.255.0ip vrf forwarding CCNP

Answer: B

Explanation:
From the exhibit, we learn that the command “ip address 10.1.1.1 255.255.255.0” has been issued before the command “ip vrf forwarding CCNP”. But the second
command removed the IP address configured in the first command so we have to retype the IP address command.

NEW QUESTION 302
- (Exam Topic 3)
Refer to the exhibit.

R{configi#ipvG prefix-list PRE-PEND-PREFIX permit 2001.db8:0;a::64
Ri(configiroute-map PRE-PEND permit 10
H1{config-route-map gmatch ipvE address prefislist PRE-PEND-PREFIX

R canfig-roule-mapitsel as-path prepend 65412

R A{configWouler bgp 68412

R 1({conhig-router¢address-Temily ipve ) .
R 1({config-router-affneighbor 2001 dbi 02202 route-map PRE-FEMND oul

R1 has a route map configured, which results in a loss of partial IPv6 prefixes for the BGP neighbor, resulting in service degradation. How can the full service be
restored?

A. The neighbor requires a soft reconfiguration, and this will clear the policy without resetting the BGP TCP connection.
B. The prefix lit requires all prefixes that R1 is advertising to be added to it, and this will allow additional prefixes to be advertised.
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C. The route map requires a deny 20 statement without set conditions, and this will allow additional prefixes to be advertised.
D. The route map requires a permit 20 statement without set conditions, and this will allow additional prefixes to be advertised.

Answer: D

NEW QUESTION 307
- (Exam Topic 3)
What is an advantage of implementing BFD?

A. BFD provides faster updates for any flapping route.

B. BFD provides millisecond failure detection

C. BFD is deployed without the need to run any routing protocol
D. BFD provides better capabilities to maintain the routing table

Answer: B

NEW QUESTION 309
- (Exam Topic 3)
Refer to the exhibit.

ipvé dhcp server:

ipvE unicast-routing

!

int a0yl

pv enable

ipvb add 2001:11::1/64
ipvt nd other-config-flag
no shut

ipvEe dhcp server IPvE6Pool
!

ipve dhcp pool IPvaPool
dns-server 2002:555:11

domain-name my.nel

ipve dhep client:

interface Ethernetd/1
no ip address

ipv address dhep
ipvE enable

na shut

ipvh dhop clignt

H]

ipvh dhep server

I-U|

A network administrator is troubleshooting IPv6 address assignment for a DHCP client that is not getting an IPv6 address from the server.

Which configuration retrieves the client IPv6 address from the DHCP server?

A. ipv6 address autoconfig command on the interface
B. ipv6 dhcp server automatic command on DHCP server
C. ipv6 dhcp relay-agent command on the interface

D. service dhcp command on DHCP server

Answer: A

NEW QUESTION 313
- (Exam Topic 3)
Refer to the exhibit.
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router ospfv3 1

router-id 10.1.1.1

address-family ipvd unicast
passive-interface Loopback(
exit-address-family

address-family ipv6 unicast
passive-interface Loopback(
exit-address-family

interface Loopback(

ip address 10.1.1.1 255.255.255.255
ipv6 address 2001:DB8::1/64

ospfv3 10 ipvd area 10

ospfv3 10 ipv6 area 0

interface GigabitEthernet2

ip address 10.10.10.1 255.255.255.0
ipv6 enable

ospfv3 10 ipvd area 10

ospfv3 10 ipvb area 0

An administrator must configure the router with OSPF for IPv4 and IPv6 networks under a single process. The OSPF adjacencies are not established and did not
meet the requirement. Which action resolves the issue?

A. Replace OSPF process 10 on the interface with OSPF process 1, and configure an additional router ID with IPv6 address.

B. Replace OSPF process 10 on the interface with OSPF process 1, for the VPv6 addressma nd remove process route ID with IPv6 address.
C. Replace OSPF process 10 on the interface with OSPF process 1, and remove process 10 from the global configuration.

D. Replace OSPF process 10 on the interface with OSPF process 1 for the IPv4 address, and remove process 10 from the global configuration.

Answer: C

NEW QUESTION 316

- (Exam Topic 3)

A DMVPN network is preconfigured with tunnel O IP address 192.168.1.254 on the HUB, IP connectivity, crypto policies, profiles, and EIGRP AS 100. The NHRP
password is ccnpl123, and the network ID and tunnel key is EIGRP ASN Do not introduce a static route. Configure DMVPN connectivity between routers BR1 and
BR2 to the HUB router using physical interface as the tunnel source to achieve these goals:

A LTHEN s [F- 1.5 L ==
DT Sarwwr
EER 7:s0za
EOD
172 16.0.0024
254 | EDD
Tunnaell: 182 168 1 25424 "’l’
LI E Lok 10 101,132
254 | Eoi1
[t ]
1010 255 Ov2d
r I-\\.
\'.
F LY
Eoig s 20T 3 162 168 1212
Tunneld: 1521881124 '/ EO EQr1 N 2 Tunneld 152 1881224
LG 101010132 .‘}' .——j L0: 1010 102032
2ga | EOVO E0o | 254
17216 1 0724 172 16 2 /24
11 Exvo oo s
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Gudelines Topohogy Tasks

.

A DMYPN network is preconfigured with tunngl O 1P address
192 168.1.254 on the HUB, IP connaectivity, cryplto policies,
profiles, and EIGRP AS 100, The NHRP password is cenpl12,
and the network 10 and tunnel key is EIGRP ASN. Do not
introduce a static route. Configure DMVPN connectivity between
routers BR1 and BR2 o the HUB router using physical interface

as the lunnel source 1o achieve

these goals:

1. Configure NHRP authentication, static IP-io-NBMA address

maps, hold tima 5 minutes,
branch router BR1,

network 1D, and server an

2. Configure NHRP authentication, static IP-to-NBMA address

maps, hold time 5 minutes,
branch router BR2.

netwaork 1D, and sarver on

3. Ensure that packet fragmentation is done before encryption
o account for GRE and IPsec header and allow a maximum
TCP segment size of 1360 on an IP MTU of 1400 on the
tunnal inerfaces of both branch routers

4_ Apply an IPsec profile to the tunnel. Verify that direct spoke-
to-spoke tunnel is functional betwean branch routers BRA

o

|

L DT Server
T oz
EDQ
172 18.0. Q24

254 | B
Tannel 182 188128424 ﬁ WO 1040.1.132
2% | EQv

1

Turn#l 1892 188 1,124

L 101910 132
754 | B9
17298 1 024

Topology Diagram

A DMVPM network is preconfigured with tunnel O IP address 192.168.1.254 on the HUB, IP

connectivity, crypto policies, profiles,

and EIGRF AS 100, The NHRP password is ccnp123, and

the network 1D and tunnel key is EIGRP ASN. Do not introduce a static route. Configure DMVEN
connectivity between routers BR1 and BR2 1o the HUB router using physical interface as the lunnel

source 1o achleve these goals:

1. Configure NHRP authentication, static IP-t0-NBMA address maps, hold time 5 minutes,
network 10, and server on branch router BR1.

2. Configure NHRP authentication, static |P-to-MEMA address maps, hold ime & minutes
network 10, and server on branch router BR2.

3. Ensure that packet fragmentation is done before encryption to account for GRE and |Psec
header and allow a maximum TGP segment size of 1300 on an 1P MTLU of 1400 on the unnel
interfaces of both branch routers,

4. Apply an IPsec profile to the tunnel. Verify that direct spoke-to-spoke tunnel is functidhal
between branch routers BR1 and BR2 bv usina traceroute to Ethernet 0/0 IP address toget a

full score.,

A. Mastered
B. Not Mastered

Answer: A

Explanation:
ON BR1
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Current ccnf;g‘urutiun = 405 hytc::
1

interface Tunnell

ip address 192.168.1.1 2

no ip redirects

ip mtu 1400

ip nhrp authentication conpli3d
ip nhrp map 192.168.1.2549 10.10.255.254
ip nhrp map sulticast 10.10.2

ip nhrp network=id 100

ip nhrp holdtime 5

ip nhrp nhe 192.168.1.254

ip nhrp shortent

ip tep adjust-maa 1360

delay 1000

tunnel source 10.10.2

tunnel destination 10.10.233.

mel key 100

Tunnel

Interface: Tunneld, IPv4 NHRP Details

Typec:S5poke, HHRP Peers:l

$ En Feer HBE i : Tur 1 Adg State

NEW QUESTION 318
- (Exam Topic 3)

;.i ’ £0fo /1 E0/D £0/0/ ‘ ’
(4" MR

M1 IDHCP Client )

Rl [DHCP Server) Switch

Refer to the exhibit. The client server but the show command does not show the IPv6 DHCP bindings on the server. Which action resolves the issue?
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A. Extend the DHCP lease time because R1 removed the IPv6 address earlier after the lease expired.
B. Configure H1 as the DHCP client that manually assigns the IPv6 address on interlace e€0/0..

C. Use the 2001:DBB:BAD:CODE::/64 prefix for the DHCP pool on R1.

D. Configure authorized DHCP servers to avoid IPv6 addresses from a rogue DHCP server.

Answer: C

NEW QUESTION 322
- (Exam Topic 3)
Refer to the exhibit.

Rl fig) #1p prefix-list EIGRP seq 10 permit 10.0.0.0/8
Eli{config) #ip prefix-list EIGRP seq 20 deny 0.0.0.0/0 le 32
Fl(config) #router eigrp 10

El{config-router) #distribute-list prefix EIGRP in Ethernet0/0

Fl#show 1p route eigrp | include 10

EX 10.0.0.0/¢

Ethernet

2665332] via 192.168.10.1, 00:

.
-k ko L . ok ® w W oam W

An engineer applies a prefix-list filter that filters most of the network 10 prefixes instead of allowing them. Which action resolves the issue?

A. Modify the ip prefix-list EIGRP seq 10 permit 10.0.0.0/8 le 9 command.
B. Modify the command Modify the Ip prefix-list EIGRP seq 10 permit 10.0.0.0/8 le 32 command.
C. Modify the Ip prefix-list EIGRP seq 20 permit 0.0.0.0/0 le 32 command.
D. Modify the ip prefix-list EIGRP seq 20 permit 10.0.0.0/8 ge 9 command

Answer: C

NEW QUESTION 326

- (Exam Topic 3)

Refer to the exhibit.

A network engineer receives a fault ticket about traffic drops from BANK SITE to BANK Users can reach BANK SITE Y from router RA as a source.
Routers RB and RD are acting as route reflectors. Which configuration resolves the issue?

A. RC(config)#router bgp 65201RC(config-router)#neighbor 10.10.10.4 route-reflector-client
B. RF(config)#router bgp 65201RF(config-router)#neighbor 10.10.10.6 route-reflector-client
C. RC(config)#router bgp 65201RC(config-router)#neighbor 10.10.10.2 route-reflector-client
D. RB(config)router bgp 65201RB(config-router)#neighbor 10.10.10.3 route-reflector-client

Answer: A
NEW QUESTION 327

- (Exam Topic 3)
Refer to the exhibit.

Hubd show Lp rooto eigrp

coutpab omitbeds

] 192,066 1. 0 |90/ 9TIRA00] wia 192 068,010, OO0 004, Tinneld
1] 1902, 168 2. 004 |90/9TIRA00] wia 192,068,012, 0000 41, Tunneld

I 190 LEE. 3, 0024 |90/7TIR000] wia 192, 066.0.13, OD:00:41, Tunneld

Hiubd show fun | section rosber sigip
router algrp conp
i

address-Lanily lpvd anicast sutonomous-gys len ]
1

| topology baso

J sl b-af-topology

nebsork 19%.168.6.1 0.0.9.4

Al t- addrass- Caml Ly

[ 192.168.1.024 ( ( 1921883028 )
LY } A | |

= i’ e’

Spoke routers do not learn about each other's routes in the DMVPN Phase2 network. Which action resolves the issue?

A. Remove default route from spoke routers to establish a spoke-to-spoke tunnel.
B. Configure a static route in each spoke to establish a spoke-to-spoke tunnel.

C. Rectify incorrect wildcard mask configured on the hub router network command.
D. Disable EIGRP split horizon on the TunnelO interface of the hub router.

Answer: D

NEW QUESTION 330
- (Exam Topic 3)
Refer to the exhibit.
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B3
'Sep 5 07:29:34.031: YTCP-6-BADAUTH: Mo MDS digest from 10.10.10.2(179) to
10.10.10.3(60%42) (RST)
R2# show lp bgp nelghbors 10.10.10.3
BGP neighbor im 10.10.10.), remote AS 65201, external link
BGP version 4, resote router ID 0.0.0.0
BGP state = Idle
Last read 00:02:19, last writa 00:02:19, hold tima is 1680, keepalive Intarval is
&0 seconds
Message statistics:
Ing depth is 0
outQ depth is 0

Sant Rowd
Opons : 2 ?
Motifications: 0 0
Updatas: 5 &
Fooapalives: 10 9
Route Raefresh: 0 0
Total: 17 17

Default minimum time between advertisement runs is 30 seconds
Address tracking is enabled, the RIB does have a foute to 10.10.10.3
Connections established 2; dropped 2

Last rasat 00:11:58, dus Lo Poar closed the session

Extarnal BGP naighbor not directly connected.

Transport (top) path-mtu-discovery is enablod

No activwe TCP connectlon

BGP 65201

BGP 65101 10.10.10.2 10.10.10.3

10.10.10.4
P
oo

L "

10.10.10.1 ‘@5

a

I 17 18
“3o

10.10.10.5 10.0.0.16/30

10.10.10.6

The network operation team observes a traffic forwarding issue between R2 and R3:
» Ping and traceroute of loopback IP address from R2 to R3 is successful.
> iBGP peering in AS 65101 and AS 65201 is up. Which configuration resolves the issue?

A. Configure MD5 password authentication on R2.

B. Advertise R2 and R3 loopback IPs in AS 65101 and AS 65201.
C. Remove MD5 password authentication on R3.

D. Set up eBGP multihop on R2 and R3 routers.

Answer: D
NEW QUESTION 333

- (Exam Topic 3)
Refer to the exhibit.

i Internet
Branch
192.168.2.0/30
2
ol -
Intrane
webserver
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The branch router is configured with a default route toward the internet and has no routes configured for the HQ site that is connected through interface G2/0. The

HQ router is fully configured and does not require changes. Which configuration on the branch router makes the intranet website (TCP port 80) available to the

branch office users?
A)

iccess-hist 100 permit tcp any host intranet-webserver-ip eq 80

route-map pbr perrmit 10
match ip address 100
set ip next-hop 192.168.2.2

nterface G2/0
p policy route-map pbr

B)

access-ist 101 permit tcp any any eq 80
access-hist 102 permit tcp any host intranet-webserver-ip

route-map pbr permmit 10
match 1p address 101 102
set 1p next-hop 192.168.2.2

nterface G1/0
g policy route-map pbr

C)

access-ist 101 permit tcp any any eq 80
Jccess-ist 102 permit tcp any host intranet-webserver-ip

route-map pbr permt 10
match ip address 101

Lot I1p next-nop 192.168.2.2
route-map pbr permit 20
match ip address 102

set Ip next-hop 192.168.2.2

nierface G2/0
P policy route-map pbr

D)

icCess-ist 100 permn tcp host INtranet-webserver-p eq 80 any

Me-map pbr perrmt 10
atch ip address 100
et Aeit-nop 192 168 2 2

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation:

the ACL 101 matches all HTTP pakects while the ACL 102 matches TCP packets destined to Intranet webserver. These packets will be sent to HQ router.
If a match command refers to several objects in one command, either of them should match

(the logical OR algorithm is applied). For example, in the match ip address 101 102 command, a

route is permitted if it is permitted by access list 101 or access list 102.

NEW QUESTION 338
- (Exam Topic 3)
Exhibit.
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R2§ show ip eigrp topology 10.1.3.0 255.255.255.0

IP-EIGRP (AS 1) : topology sntry for 10.1.3.0/24
State is Fassive, Query origin flag is 1, 1 Successor(s), FD is 307200
Routing Descriptor Blocks:
10.1.2.3 (Etharnetd) , from 10.1.2.3, Send flag is OxD
Compoaite metric is (307200/281600) . Routs i3 Intarnal
Vector matric
Minimum bandwidth i3 10000 Xbit
Total delay is 2000 microseconds
Reliability is 255/255
Load is 1/255
Mini=aes MTU is 1500
Hop count 13 1
10.1.2. 4 (Ethernetld), from 10.1.2.4, Send flag is Ox0
Composite metric is (312320/286720), Routs i3 Internal
Vector matric
Mini=um bandwidth is 10000 FKBit
Total delay is 2200 microssconds
Reliability is 255/255
Load is 1/255
Mini=um WTU is 1500
Hop count is 1

L

(TR R T
LN

RGP . t “rﬂ."l

MLLLY M

] T

"o wo R l ] sisam

n ! LALLM TR LRI

VoL EAS M
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oM

w0l
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Refer to the exhibit. A network is configured for EIGRP equal-cost load balancing, but the traffic destined to
the servers is not load balanced. Link metrics from router R2 to R3 and R4 are the same. Which delay value must be configured to resolve the issue?

A. 208 oon R3 EOQ/O
B. 120 on R4 EO/1
C. 120/on R3 EO/1
D. 2200 on R4 EO/1

Answer: C

NEW QUESTION 340
- (Exam Topic 3)
Which router attaches the VPN label to incoming packets from CE routing?

A. CE router
B. core router
C. P router
D. PE router

Answer: D

NEW QUESTION 341
- (Exam Topic 3)
Which function does LDP provide in an MPLS topology?

A. It enables a MPLS topology to connect multiple VPNs to P routers.
B. It provides hop-by-hop forwarding in an MPLS topology for LSRs.
C. It exchanges routes for MPLS VPNSs across different VRFs.

D. It provides a means for LSRs to exchange IP routes.

Answer: B

Explanation:

LDP provides a standard methodology for hop-by-hop, or dynamic label, distribution in an MPLS network by assigning labels to routes that have been chosen by
the underlying Interior Gateway Protocol (IGP) routing protocols. The resulting labeled paths, called label switch paths (LSPs), forward label traffic across an MPLS
backbone to particular destinations.

Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/mp_ldp/configuration/12-4t/mp-ldp- 12-4t-book.pdf

NEW QUESTION 345
- (Exam Topic 3)
Refer to the exhibit.
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# int tund

£}# 1p address 192.168
£14 tunnel scurce lol
fil# tunnel destination

f)]# router eigrp E
) # addrass-family
ter-af) ) mnat 192.168.

12.2 255.255.285.0

10.255.255.1

ipvd autonomous-system 1
12.2 0.0.0.0

s 5 B I s

10WIEY

An administrator is configuring a GRE tunnel to establish an EIGRP neighbor to a remote router. The other tunnel endpoint is already configured. After applying the
configuration as shown, the tunnel started flapping. Which action resolves the issue?

A. Stop sending a route matching the tunnel destination across the tunnel.

B. Modify the network command to use the TunnelO Interface netmask.

C. Advertise the Loopback0 interface from R2 across the tunnel.

D. Readdress the IP network on the TunnelO on both routers using the /31 netmask.

Answer: A

NEW QUESTION 347

- (Exam Topic 3)

In a DMVPN network, the Spokel user observed that the voice traffic is coming to Spoke2 users via the hub router. Which command is required on both spoke
routers to communicate directly to one another?

A. ip nhrp map dynamic
B. ip nhrp shortcut
C. ip nhrp nhs multicast
D. ip nhrp redirect

Answer: B

NEW QUESTION 351
- (Exam Topic 2)
A DMVPN single hub topology is using IPsec + mGRE with OSPF. What should be configured on the hub to ensure it will be the designated router?

A. tunnel interface of the hub with ip nhrp ospf dr

B. OSPF priority to O

C. route map to set the metrics of learned routes to 110
D. OSPF priority greater than 1

Answer: D

Explanation:
By default, the priority is 1 on all routers so we can set the OSPF priority of the hub to a value which is greater than 1 to make sure it would become the DR.

NEW QUESTION 352

- (Exam Topic 2)

An engineer needs dynamic routing between two routers and is unable to establish OSPF adjacency. The output of the show ip ospf neighbor command shows
that the neighbor state is EXSTART/EXCHANGE. Which action should be taken to resolve this issue?

A. match the passwords

B. match the hello timers
C. match the MTUs

D. match the network types

Answer: C

Explanation:
Neighbors Stuck in ExstartiExchange State

NEW QUESTION 354
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- (Exam Topic 2)
Refer to the exhibit.
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A user has set up an IP SLA probe to test if a non-SLA host web server on IP address 10.1.1.1 accepts HTTP sessions prior to deployment. The probe is failing.

Which action should the network administrator recommend for the probe to succeed?

A. Re-issue the ip sla schedule command.

B. Add icmp-echo command for the host.

C. Add the control disable option to the tcp connect.
D. Modify the ip sla schedule frequency to forever.

Answer: C

NEW QUESTION 359

- (Exam Topic 2)

What are two functions of MPLS Layer 3 VPNs? (Choose two.)

A. LDP and BGP can be used for Pseudowire signaling.

B. It is used for transparent point-to-multipoint connectivity between Ethernet links/sites.
C. BGP is used for signaling customer VPNv4 routes between PE nodes.

D. A packet with node segment ID is forwarded along with shortest path to destination.

E. Customer traffic is encapsulated in a VPN label when it is forwarded in MPLS network.

Answer: CE

Explanation:

MPLS Layer-3 VPNSs provide IP connectivity among CE sites* MPLS VPNs enable full-mesh, hub-andspoke, and hybrid IP connectivity* CE sites connect to the
MPLS network via IP peering across PE-CE links* MPLS Layer-3 VPNs are implemented via VRFs on PE edge nodes* VRFs providing customer routing and
forwarding segmentation* BGP used for signaling customer VPN (VPNv4) routes between PE nodes* To ensure traffic separation, customer traffic is encapsulated
in an additional VPN label when forwarded in MPLS network* Key applications are layer-3 business VPN services, enterprise network segmentation, and

segmented layer-3 Data Center access

Reference: https://www.ciscolive.com/c/dam/r/ciscolive/us/docs/2018/pdf/BRKMPL-1100.pdf

NEW QUESTION 361
- (Exam Topic 2)
What are two characteristics of VRF instance? (Choose two.)

A. All VRFs share customers routing and CEF tables .
B. An interface must be associated to one VRF.
C. Each VRF has a different set of routing and CEF tables

D. It is defined by the VPN membership of a customer site attached to a P device.

E. A customer site can be associated to different VRFs
Answer: BC

Explanation:
Reference:

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipswitch_cef/configuration/xe-3s/isw-cef-xe-3s-book/isw-cef
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/mp_|3_vpns/configuration/15-s/mp-13-vpns-15-s-book/mp-b

NEW QUESTION 364

The Leader of IT Certification

visit - https://www.certleader.com



CertLeader.m 100% Valid and Newest Version 300-410 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/300-410-dumps.html (530 Q&AS)

- (Exam Topic 2)
Refer to the exhibits.

LAN Segments LAN Segments
192.168.1.0724 192.168.3.0/24
192.168.2.0/24 192.168.4.0/24
vl Static Routing (1) < (1) EIGRP (2 .
o et ™ erq <
10.1.1.0024 10.1.2.0/24
Chicago NewYork

Chicago Router

ip ronte 192.168.1.0 255.255.255 0.1.1.2
0.1.1.2

01
ip route 192.168.2.0 255.255.255.0 1 :
1

router eigrp 100
redistribute static

LA Router
ip route 0.0.0.0 0.0.0.0 10.1.1.1

A user on the 192.168.1.0/24 network can successfully ping 192.168.3.1, but the administrator cannot ping 192.168.3.1 from the LA router. Which set of
configurations fixes the issue?

A)

Chicage Router

router eigrp 100
redistribute static metric 10101010 10

B)
Chicago Router

router eigrp 100
redistribute connected

C)
Chicago Router

ip route 192.168.3.0 255.255.255.0 10.1.2.2
ip route 192.168.4.0 255.255.255.0 10.1.2.2

D)
LA Router

ip route 192.168.3.0 255.255.255.0 10.1.1.1
in route 192.168.4.0 255.2565.255.0 10.1.1.1

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 368
- (Exam Topic 2)
What are two purposes of using IPv4 and VPNv4 address-family configurations in a Layer 3 MPLS VPN? (Choose two.)

A. The VPNv4 address is used to advertise the MPLS VPN label.

B. RD is prepended to the IPv4 route to make it unique.

C. MP-BGP is used to allow overlapping IPv4 addresses between customers to advertise through the network.
D. The IPv4 address is needed to tag the MPLS label.

E. The VPNv4 address consists of a 64-bit route distinguisher that is prepended to the IPv4 prefix.

Answer: BE
Explanation:

VPNv4 address consists of 64-bit Route Distinguisher (RD) prepended to IPv4 prefix. This is to make routes unique that are in different VRFs.

NEW QUESTION 370
- (Exam Topic 2)
Refer to the exhibit.
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interface Ethernet0/0

|p address 10.1.1.1 2565.255.255.0
Ip access-group 101 in

time-range Office-hour

periodic weekdays 08:00 to 17:00

access-list 101 permit tep 10.0.0.0 0.0.0.0 172.16.1.0 0.0.0.255 eq ssh time-range Office-hour

An IT staff member comes into the office during normal office hours and cannot access devices through SSH Which action should be taken to resolve this issue?

A. Modify the access list to use the correct IP address.
B. Configure the correct time range.

C. Modify the access list to correct the subnet mask
D. Configure the access list in the outbound direction.

Answer: A

Explanation:
To ACL should be permit tcp 101 10.1.1.1 0.0.0.0

NEW QUESTION 373

- (Exam Topic 2)

An engineer configured SNMP notifications sent to the management server using authentication and encrypting data with DES. An error in the response PDU is
received as "UNKNOWNUSERNAME. WRONGDIGEST". Which action resolves the issue?

A. Configure the correct authentication password using SNMPv3 authPriv .

B. Configure the correct authentication password using SNMPv3 authNoPriv.

C. Configure correct authentication and privacy passwords using SNMPv3 authNoPriv.
D. Configure correct authentication and privacy passwords using SNMPv3 authPriv.

Answer: D

Explanation:
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/snmp/configuration/xe-3se/3850/snmp-xe-3se-3850-book/nm

NEW QUESTION 375
- (Exam Topic 2)
What statement about route distinguishes in an MPLS network is true?

A. Route distinguishes make a unique VPNv4 address across the MPLS network.

B. Route distinguishers allow multiple instances of a routing table to coexist within the edge router.
C. Route distinguishes are used for label bindings

D. Route distinguishes define which prefixes are imported and exported on the edge router

Answer: A

NEW QUESTION 379
- (Exam Topic 2)

DHCP Server
172.16.1.2 DHCP Cliem
“ _"‘
1729611 w2
s 10.1.12 11,11 o,
Howterd Routarfl
—

Refer to the exhibit. The DHCP client is unable to receive an IP address from the DHCP server RouterB is configured as follows:
Interface fastethernet 0/0

description Client DHCP ID 394482431 Ip address 172 31 11 255 255.255 0

!

ip route 172.16.1.0 255 255 255.0 10.1.1.2

Which command is required on the fastethernet 0/0 interface of RouterB to resolve this issue?

A. RouterB(config-if)#lp helper-address 172.31.1.1
B. RouterBiconfig-ififclp helper-address 255.255 255 255
C. RouterB(config-if)#lp helper-address 172.16.1.1
D. RouterB(config-if)#lp helper-address 172.16.1.2

Answer: D

NEW QUESTION 384
- (Exam Topic 2)
Refer to the exhibit.
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I |

LaMN: 192.168.100.0/24 LAN:_192 168.200.0/24

10.3.1.0/24 bogl—

“WWAN MPLS,
“ Cloud X
:-'@* OSPF Area 1

-
&
% i

Fim)| ___ |FO/0

P

Branch Router
Lo 1.1.1.1

LAM: 172.16.1.0:24

A network administrator reviews the branch router console log to troubleshoot the OSPF adjacency issue with the DR router. Which action resolves this issue?

A. Advertise the branch WAN interface matching subnet for the DR site.
B. Configure matching hello and dead intervals between sites.

C. Configure the WAN interface for DR site in the related OSPF area.
D. Stabilize the DR site flapping link to establish OSPF adjacency.

Answer: A

NEW QUESTION 389
- (Exam Topic 2)

ipvb access-list inbound
permit tcp any any

deny ipv6 any any log

!

interface gi0/0

ipv6 traffic-filter inbound out

Refer to the exhibit. A network administrator configured an IPv6 access list to allow TCP return traffic only, but it is not working as expected. Which changes
resolve this issue?

A. ipv6 access-list inbound permit tcp any any syn deny ipv6 any any loglinterface giO/Qipv6 traffic-filter inbound out

B. ipv6 access-list inbound permit tcp any any syn deny ipv6 any any log'interface gi0/Qipv6 traffic-filter inbound in

C. ipv6 access-list inbound permit tcp any any established deny ipv6 any any loglinterface giO/Oipv6 traffic-filter inbound in
D. ipv6 access-list inbound permit tcp any any established deny ipv6 any any loglinterface gi0/OQipvé6 traffic-filter inbound out

Answer: C

NEW QUESTION 391

- (Exam Topic 2)

When configuring Control Plane Policing on a router to protect it from malicious traffic, an engineer observes that the configured routing protocols start flapping on
that device. Which action in the Control Plane Policy prevents this problem in a production environment while achieving the security objective?

A. Set the conform-action and exceed-action to transmit initially to test the ACLs and transmit rates and apply the Control Plane Policy in the output direction
B. Set the conform-action and exceed-action to transmit initially to test the ACLs and transmit rates and apply the Control Plane Policy in the input direction
C. Set the conform-action to transmit and exceed-action to drop to test the ACLs and transmit rates and apply the Control Plane Policy m the input direction
D. Set the conform-action to transmit and exceed-action to drop to test the ACLs and transmit rates and apply the Control Plane Policy m the output direction

Answer: B

NEW QUESTION 393
- (Exam Topic 2)
Refer to the exhibit.
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R1

ip prarfix-list ccnpl sag
ip prefix-list ccnpl seq !

route-map ospf-to-eigrp permit 10
match 1ip address prefix-list ccnpl
sat tag 30

route-map ospf-to-esigrp permit 20
match ip address prefix-list conp2
set tag 20

route-map osprf-to-aligrp permit 30
match ip address prefix-list ccnpl
set tag 10

S5 parmit 10.1.48
ip prefix-list ccnp2 seq 5 permit 10.1.80
3 parmit 10.1.84

0/24 la 24
.0/24 le 32
0724 le 24

An engineer wanted to set a tag of 30 to route 10 1.80.65/32 but it failed How is the issue fixed?

A. Modify route-map ospf-to-eigrp permit 30 and match prefix-list ccnp2.
B. Modify route-map ospf-to-eigrp permit 10 and match prefix-list ccnp2.

C. Modify prefix-list ccnp3 to add 10.1.64.0/20 le 24
D. Modify prefix-list ccnp3 to add 10.1.64.0/20 ge 32

Answer: B

NEW QUESTION 394
- (Exam Topic 2)

Ipvé unicast-routing

L]
Router ospfv3 4

Router-id 192.168.1.1

1
Interface E 0/0

Ipvé enable

Ip address 10.1.1.1 255.255.255.0
Ospfvl 4 area 0 ipvd

Ne shut

]
Interface LoopbackD

Ipvé enable

Ipvd 172.16.1.1 255.255.255.0
Ospfv3 4 area 0 ipvd

Refer to the exhibit. The network administrator configured the branch router for IPv6 on the E 0/0 interface The neighboring router is fully configured to meet
requirements, but the neighbor relationship is not coming up. Which action fixes the problem on the branch router to bring the IPv6 neighbors up?

A. Enable the IPv4 address family under the E 0/0 interface by using the address-family Ipv4 unicast command

B. Disable IPv6 on the E 0/0 interface using the no ipv6 enable command

C. Enable the IPv4 address family under the router ospfv3 4 process by using the address-family ipv4 unicast command
D. Disable OSPF for IPv4 using the no ospfv3 4 area 0 ipv4 command under the E 0/0 interface.

Answer: C

Explanation:

Once again, Cisco changed the I0S configuration commands required for OSPFv3 configuration. The new OSPFv3 configuration uses the “ospfv3” keyword

instead ofthe earlier “ipv6 router ospf” routing process command and “ipv6 ospf” interface commands.

The Open Shortest Path First version 3 (OSPFv3) address families feature enables both IPv4 and IPv6 unicast traffic to be supported. With this feature, users may

havetwo processes per interface, but only one process per address family (AF).

NEW QUESTION 397
- (Exam Topic 2)
Refer to the exhibit.
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router ospf 1

redistnbute 2igrp 1 subnets route-map EIGRP-=05PF

1

rauter eigrp 1

rietwork 100 106 0 0.0 0.285

|

route-map EIGRP->0O5PF permit 10

match ip address WAN PREFIXES

route-map EIGRP->05PF permit 20

match ip address LOCAL_PREFIXES

route-map EIGRP-=0SPF permut 30

match ip address VPN_PREFIXES

1

ip prefu-list LOCAL PREFIXES seq 5 permit 172.16.0.0/12 le 24
ip prefo-list VPN_PREFIXES seq 5 permit 192 168.0.0/16 la 24
ip prefix-ist WAN_PREFIXES seq 5 permit 10.0.0.0/8 le 24

|

The network administrator configured redistribution on an ASBR to reach to all WAN networks but failed Which action resolves the issue?

A. The route map must have the keyword prefix-list to evaluate the prefix list entries

B. The OSPF process must have a metric when redistributing prefixes from EIGRP.

C. The route map EIGRP->OSPF must have the 10.0.106.0/24 entry to exist in one of the three prefix lists to pass
D. EIGRP must redistribute the 10.0.106.0/24 route instead of using the network statement

Answer: A

Explanation:

In order to use a prefix-list in a route-map, we must use the keyword “prefix-list” in the “match” statement. . For example:

match ip address prefix-list WAN_PREFIXES
Without this keyword, the router will try to find an access-list with the same name instead.

NEW QUESTION 400
- (Exam Topic 2)
Which feature drops packets if the source address is not found in the snooping table?

A. IPv6 Source Guard

B. IPv6 Destination Guard
C. IPv6 Prefix Guard

D. Binding Table Recovery

Answer: A

Explanation:
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipv6_fhsec/configuration/xe-3s/ip6f-xe-3s-book/ip6-snoopin

NEW QUESTION 402
- (Exam Topic 2)
Refer to the exhibit.

Routerf#show 1p eigrp interMaces
EIGRP 1Pv4 Interfaces for AS(1)

Xmit Queue Peerd) Mean Pacing Time Multicast |
Interdace Feaers Un/Rehable Un/Rehable SHRTT Un/Raliable  Flow |
Lo 0 0/0 0 0 iy 0 O
Fals/o 1 (AL 0 ! o2 50 0
Routerdshow runming-config | section aigrp

router eigrp 1

nebwoark 1/ 16 00 0 0.0 255
nebwork 149! 168 2 20000
nabwork 192 168 12 20000

Houtergshow running-confiq ntermace Fad/3
f‘i:|:|-::||'|-'_] i -:::'|1'||_:||,_||,1‘.|r:r|

Courrent configuration 93 bhylas

I

nfaertace FastiE thermeaetdrs

oot forwarcding CLIEMTA

o address 172 16 1 255 255 2518

While troubleshooting an EIGRP neighbor adjacency problem, the network engineer notices that the interface connected to the neighboring router is not

participating in the EIGRP process. Which action resolves the issues?

A. Configure the network command to network 172.16.0.1 0.0.0.0

B. Configure the network command under EIGRP address family vrf CLIENT1
C. Configure EIGRP metrics on interface FastEthernet0/3

D. Configure the network command under EIGRP address family ipv4

Answer: B

Explanation:

router eigrp 1

!

address-family ipv4 vrf CLIENT1 network 172.16.0.0 0.0.0.255
no auto-summary autonomous-system 1 exit-address-family
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NEW QUESTION 403
- (Exam Topic 2)
Drag and drop the MPLS VPN device types from the left onto the definitions on the right.

o device in the care of the provider network
Customer (C) device _ _
that switches MPLS packets
, . device that attaches and detaches the VPN
CE device _ _
abels to the packets in the provider network
device in the enterprise network that

PE device ,
connects to other customer devices

i : ' he edge of the enterprise nety
Provider (P) device device at the edge of the enterprise network
that connects to the SP network

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Graphical user interface, application Description automatically generated

NEW QUESTION 404
- (Exam Topic 2)

canfig t

flow record w4 11

match ipvd tos

match ipvd protocol

match ipv4 source address
match ipvd destination address
match transport source-port
match transport destination-port
collect counter bytes long
collect counter packets long

]

flow exporter EXPORTER-1
destination 172 16.10.2
transport udp 2055

exit

!

flow monitor FLOW-MONITOR-1
exporter EXPORTER-1

record w4 r1

exit

]

flow monitor v4_r1
]

ip cef

]

interface Ethernet0/(.1

ip address 172.16.6.2 255,255 2550

ip flow monitor v4_r1 input
1

Refer to the exhibit. The remote server is failing to receive the NetFlow data Which action resolves the issue?
A. Modify the flow transport command transport udp 2055 to move under flow monitor profile.

B. Modify the interlace command to Ip flow monitor FLOW-MONITOR-1 Input.

C. Modify the udp port under flow exporter profile to Ip transport udp 4739.

D. Modify the flow record command record v4_rl to move under flow exporter profile.

Answer: B

Explanation:

From the exhibit we see there are two flow monitors: the first one “FLOW-MONITOR-1" has been configured correctly but the second one “v4_rl” was left empty

andinterface E0/0.1 is using it. So the remote server does not receive any NetFlow data.

NEW QUESTION 408
- (Exam Topic 2)

Drag and drop the actions from the left into the correct order on the right to configure a policy to avoid following packet forwarding based on the normal routing

path.
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I I .'II'I‘II'I'.I"P Toute map RSt Tep |

| Confijure sel (Gmmands

A. Mastered
B. Not Mastered

Answer: A

Explanation:
https://community.cisco.com/t5/networking-documents/how-to-configure-pbr/ta-p/3122774

NEW QUESTION 411

- (Exam Topic 2)

An engineer must configure a Cisco router to initiate secure connections from the router to other devices in the network but kept failing. Which two actions resolve
the issue? (Choose two.)

A. Configure a source port for the SSH connection to initiate
B. Configure a TACACS+ server and enable it

C. Configure transport input ssh command on the console
D. Configure a domain name

E. Configure a crypto key to be generated

Answer: DE

Explanation:

Follow these guidelines when configuring the switch as an SSH server or SSH client:

+ An RSA key pair generated by a SSHv1 server can be used by an SSHv2 server, and the reverse.+ If the SSH server is running on a stack master and the stack
master fails, the new stack master uses the RSA key pair generated by the previous stack master

+ If you get CLI error messages after entering the crypto key generate rsa global configuration command, an RSA key pair has not been generated. Reconfigure
thehostname and domain, and then enter the crypto key generate rsa command.+ When generating the RSA key pair, the message No host hame specified might
appear. If it does, you must configure a hostname by using the hostname globalconfiguration command.+ When generating the RSA key pair, the message No
domain specified might appear. If it does, you must configure an IP domain name by using the ip domain-nameglobal configuration command.+ When configuring
the local authentication and authorization authentication method, make sure that AAA is disabled on the console.
Reference:https://www.cisco.com/en/US/docs/switches/lan/catalyst3850/software/release/3.2_0_se/multibook/co

NEW QUESTION 412
- (Exam Topic 2)

EIGHF AL 100

10 10 20 0724 10 10 30 /24

1 - =

An engineer sets up a DMVPN connection to connect branch 1 and branch 2 to HQ branch 1 and branch 2 cannot communicate with each other. Which change
must be made to resolve this issue?
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R1(config #int eth1/1
R1(config.I#no ip split-horizon eigrp 100

R2({confiq)#router eigrp 100
R2(config-router j¥neighbor 172.16.1.3

R3{config#router eigrp 100
R3(config-router @neighbor 172.16.1.2

R1(config#int tunnel 1
R1{config-If¥no ip split-horizon eigrp 100

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

Explanation:
R1(config)#int tunnel 1
R1(config-if) no ip split-horizon eigrp 100

NEW QUESTION 417
- (Exam Topic 2)
Refer to the exhibit.

Rl®

L%

28 IRE ;' 11 W ASAS02

ASA5401

S

ASLS403

intarface Dtg'l'h-tlllhifﬂtﬂ.!'m

ip address 209.165.201.3 255.755 155,353
1
intacrface GigabitEthearmestD/L

ip address 209.165.201.6 255.255.295.252

routar bgp 5401

b liowg - ree Lighdbar charges

redistrilbuwcs stalis

raighbor 20%. 1%% 201.]1 remote-as a%5a03

ma Lgindboar FO%. 16%. 701 % rescta-as 63803

J

ip route 200 .1463. 200 34 FH5.233 FA5.224% Malld

——— S . W65 . PhE . 1FE FEE . 255 3552746 Mualll

A company with autonomous system number AS65401 has obtained IP address block 209.165.200.224/27 fro, ARIN. The company needed more IP addresses

and was assigned block 209.165.202.128/27 from ISP2. An engineer is ISP1 reports they are receiving ISP2 routes from AS65401. Which configuration onR1
resolves the issue?

A)
access-list 10 deny 209, 165%.202.1208 0.0.0_ 31
dccess-list 10 parmit any
L
router bgp 65401
neighbor 209.165.201.1 distribute-1ist 10 ot
B)

access-list 10 deny 209,165 207 128 0.0, i1
access=list 10 permit any

1
router bgp 65401

nelghbor 209.165.201.1 distribute-1i
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C)

ip route 209_165. 200,224 255 255, 255, 224 209.165.201.,

ip routa 209.165.202.128 255 255 255 294 209.16%.301.5

D)

LP roidtea 0.0 0.0 O0.0.0.0 20 185 201

ip route 0.0.0.0 ¢.0.0.0 100 209,165.201.5

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

Explanation:
https://www.cisco.com/c/en/us/support/docs/ip/border-gateway-protocol-bgp/23675-27.html

NEW QUESTION 421
- (Exam Topic 2)
Refer to the exhibit.

LO2001-ABC 2000:2.2. 1

7

LO2000-ABC:20:2:2::2 LO:2002-ABC:2000:2:2::2

IEPvE scocess list PERMIT SSH

10 deny tcp 2001:ABC:2000::/36 host Z000:ARBC:20:2:2::2 eg 23

X E
20 permit tep 2001:aBC:2000:2:2::/64 host 2000:2BC:20:2:2::2 g 22

=] . q
30 deny tcp 2002:ABC:2000::/36 host 2000:ABC:20:2:2::2 eg 22

iy 12 1

40 permit tcp Z2000:3BC:2003::¢36 host 2000:ARC:20:2:2::2 eq 22
50 permit top 2000:ABC:Z0 36 host 200D:ABC:20:2:2::2 eg 23
€0 permit tcp host 2002:2BC:2000:2:2::2 hpst 2000:8BC:20:2:2::2 eg 22
70

deny ipwé any any

An IPv6 network was newly deployed in the environment and the help desk reports that R3 cannot SSH to the R2s Loopback interface. Which action resolves the
issue?

A. Modify line 10 of the access list to permit instead of deny.
B. Remove line 60 from the access list.
C. Modify line 30 of the access list to permit instead of deny.
D. Remove line 70 from the access list.

Answer: C
NEW QUESTION 423

- (Exam Topic 2)
Refer to the exhibit.

/ﬁ i s T,
| \EIGRF roudes A

_ LRT
~ OSPF | Eicre
~ g

LN A LY f'l

-

A network administrator configured mutual redistribution on R1 and R2 routers, which caused instability in the network. Which action resolves the issue?
A. Set a tag in the route map when redistributing EIGRP into OSPF on R1. and match the same tag on R2 to allow when redistributing OSPF into EIGRP.
B. Apply a prefix list of EIGRP network routes in OSPF domain on R1 to propagate back into the EIGRP routing domain.

C. Set a tag in the route map when redistributing EIGRP into OSPF on R1, and match the same tag on R2 to deny when redistributing OSPF into EIGRP.
D. Advertise summary routes of EIGRP to OSPF and deny specific EIGRP routes when redistributing into OSPF.

Answer: C
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Explanation:
https://www.cisco.com/c/en/us/support/docs/ip/enhanced-interior-gateway-routing-protocol-eigrp/8606-redist.ht

NEW QUESTION 427
- (Exam Topic 2)
What does the PE router convert the Ipv4 prefix to within an MPLS VPN?

A. VPN-IPv4 prefix combined with the 64-bit route distinguisher
B. 48-bit route combining the IP and PE router-id

C. prefix that combines the ASN, PE router-id, and IP prefix

D. eBGP path association between the PE and CE sessions

Answer: A

Explanation:

The IP prefix s 8 merrber of the [Pvd addess femdy, After the PE cavice feams the [P pref, the PE comwerts it infoca VPN-IPv4 prefi by combinmg it wdhi an 8-bide
rotde distiguishies (RO} The generatad prefix is a membear of the YPN-1Pud address family. i unquely ientbfies the customer address, auen if the clstomer site is
Wsire alabafy noranizue (unrsgistered private) P addresses. The route distinguisher used b genesale the YPR-IPv prefis is specified by 2 confiquetion command

associztes with the virtual rewting and forwarding {VRF) instance on 1he PE cevice

NEW QUESTION 431
- (Exam Topic 2)
Refer to the exhibit.

192.168.0.1 /24

% b _-.--H\
4 b

Physical. 172.17.0.1

Tunnel: 10.00.1 g h\'i:am
n'lf-.f .-i: \1 L - \\‘.
| ‘r 1
I_ 'r ..1 {:'
/ "lr 1.-; L1
Physical: 172.17.0.2 . Physical 17217.0.3
Tunnel: 10.0.0.11 Fa0/0 Fa'lfl."l]‘ﬁ TIJI'Irr'[EL 10.0.0.12

Spoke A Spoke ]
..ﬂ\‘ ; "/.______ ;
b, S e

192.168.1.1 /24 192.168.2.1 /24

Which interface configuration must be configured on the HUB router to enable MVPN with mGRE mode?

interface Tunneld

description mGRE - DMYPN Tunnel
ip address 10.1.0.1 255 255 2550

ip nhrp map multicast dynamic

ip nhrp network-id 1

tunnel source 172.17.0.1

ip nhrp map 10.0.0.11 172.17.0.2

ip nhrp map 10.0.0.12 172.17.0.3
tunnel mede gre

interface Tunneld

description mGRE - DMVPN Tunnel
ip addrass 10.0.0.1 2565 255 2550

ip nhrp map multicast dynamic

ip nhrp netweork-id 1

tunnel source 10.0.0.1

tunnel mede gre multipoint

interface Tunneld

description mGRE - DMVPN Tunnel
ip address 10.0.0.1 255 255.255.0

ip nhrp netwaoark-id 1

tunnel source 172.17.0.1

tunnel mode gre multipeint

interface Tunnell

description mGRE - DMYPN Tunnel
ip address 10.0.0.1 255255 2550

ip nhrp map multicast dynamic

ip nhrp network-id 1

tunnel source 10.0.0.1

tunnel| destination 172.17.02
tunnel mode gre multipaint

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C
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Explanation:
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_dmvpn/configuration/15-mt/sec-conn-dmvpn-15-m

NEW QUESTION 436
- (Exam Topic 2)
Refer to Exhibit.

Y T o
BEANCH {conf Lg) e Ip route 0.0.0.0 0,0.0.0 173,16, 35%. % track i
BRANCH {conf ig)# ip route O 172 16,35 6 C
|
BRANCH (conflq)#® ip ala 1
BRANCH (conflig-ip-sla)# lomp echo 173,16, 35 &
BRANCH (contlg-ip-sla)# Eimeout 200
BRANCH (conflq-ip-slaldl frequancy &
1
BRANCH (configl® ip sla schedule 1 life forever start-time mow
1
BRANCH (conflg) # track 1 ip =1a 1 reachabi]ity

Traffic from the branch network should route through HQ R1 unless the path is unavailable. An engineer tests this functionality by shutting down interface on the
BRANCH router toward HQ_R1 router but 192.168.20.0/24 is no longer reachable from the branch router. Which set of configurations resolves the issue?

A. HQ_R1(config)# ip sla responderHQ_R1(config)# ip sla responder icmp-echo 172.16.35.2
B. BRANCH(config)# ip sla 1BRANCH(config-ip-sla)# icmp-echo 172.16.35.1
C. HQ_R2(config)# ip sla responderHQ_R2(config)# ip sla responder icmp-echo 172.16.35.5
D. BRANCH(config)# ip sla 1BRANCH(config-ip-sla)# icmp-echo 172.16.35.2

Answer: D

Explanation:

In the configuration above, the engineer has made a mistake as he was tracking 172.16.35.6 (the backup path) instead of tracking the main path (172.16.35.2).
Therefore,when he shut down the main path, the track 1 was still up so traffic still went through the main path -> it failed.

To fix this issue, we just need to correct the tracking interface of the main path.

NEW QUESTION 438
- (Exam Topic 2)
Refer to Exhibit.

Ipvé unicast-routing
I
Router ocspfwi 4
Router-id 192 .168.1.1
i
Interface E 0/0
Ipve enable
Ip address 10.1.1.1 255.255.255.0
Ospfv3 4 area 0 ipvd
Ho shut
'
Interface Loopback(
Ipve enable
Ipvd 172.16.1.1 255.255.2585.0
Ogpfv3d 4 area 0 ipvd

The network administrator configured the branch router for IPv6 on the EO/O interface. The neighboring router is fully configured to meet requirements, but the
neighbor relationship is not coming up. Which action fixes the problem on the branch router to bring the IPv6 neighbors up?

A. Enable the IPv4 address family under the router ospfv3 4 process by using the address-family ipv4 unicast command
B. Disable IPv6 on the EO/O interface using the no ipv6 enable command

C. Enable the IPv4 address family under the EO/O interface by using the address-family ipv4 unicast command

D. Disable OSPF for IPv4 using the no ospfv3 4 area 0 ipv4 command under the EO/O interface

Answer: A
Explanation:

Once again, Cisco changed the IOS configuration commands required for OSPFv3 configuration. The new OSPFv3 configuration uses the “ospfv3” keyword
instead of the earlier “ipv6 router ospf” routing process command and “ipv6 ospf” interface commands.

The Open Shortest Path First version 3 (OSPFv3) address families feature enables both IPv4 and IPv6 unicast traffic to be supported. With this feature, users may
have two processes per interface, but only one process per address family (AF).

NEW QUESTION 443

- (Exam Topic 2)

A network administrator is tasked to permit http and https traffic only toward the internet from the Userl laptop to adhere to company’s security policy. The
administrator can still ping to www.cisco.com Which interface should the access list 101 be applied to resolve this issue?
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s |
Internet
|
access-list 101 permmit tcp 192 168.10.0
0.0.0.255% any eq BD
Ll |
access-hst 101 permit tcp 192 . 168.10.0 o "nlr
: -
§C It 5 F. - -
0.0.0.25% any eq 443 - Internet Router
access-list 101 deny ip any any log

GOv0
interface Seriall/f0

ip address 200.193.22 94 255 255 255 252
GO/48

il 2 Access Swilch

=07

192 [*68.10.100

P accEss-group 101 in

A. Interface G0/48 in the incoming direction
B. Interface GO0/0 in the outgoing direction.
C. Interface S1/0 in the outgoing direction.
D. Interface GO/0 in the incoming direction.

Answer: D

NEW QUESTION 444
- (Exam Topic 2)
How are MPLS Layer 3 VPN services deployed?

A. The RD and RT values must match under the VRR
B. The RD and RT values under a VRF must match on the remote PE router
C. The import and export RT values under a VRF must always be the same.

D. The label switch path must be available between the local and remote PE routers.

Answer: D

Explanation:

https://www.cisco.com/c/en/us/td/docs/iosxr/ncs5500/vpn/65x/b-I13vpn-cg-ncs5500-65x/b-I3vpn-cg-ncs5500-65 The ingress PE router must be able to reach the

egress PE router for a packet to be relayed to its destination.

NEW QUESTION 449
- (Exam Topic 2)
An engineer configured access list NON-CISCO in a policy to influence routes

route-map PER, deny, sequence §
Match clauses:
ip address (access-list): NON-CISCO
Set clauses:
Policy routing matches: 0 packets, 0 bytes
route-map PBR, permit, sequence 10
Match clauses:
Set clauses:
ip next-hop 192.168.1.5
Policy routing matches: 388213827 packets, 222009685077 bytes

What are the two effects of this route map configuration? (Choose two.)

A. Packets are not evaluated by sequence 10.

B. Packets are evaluated by sequence 10.

C. Packets are forwarded to the default gateway.

D. Packets are forwarded using normal route lookup.
E. Packets are dropped by the access list.

Answer: BC

Explanation:

https://www.cisco.com/c/en/us/support/docs/ip/ip-routed-protocols/47121-pbr-cmds-ce.html

NEW QUESTION 451
- (Exam Topic 2)
Refer to the exhibit.
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Configuration Qutput:

aaa new-model

|

aaa aulthenbication login default local

aaa authenbication login VTY _AUTH local

aaa authorization exec default none

aaa authonzation exec VTY _AUTH local

aaa accouniing exec defaull start-stop group radius
I

password 7 K0AYUubDMOgOds
authorization exec VTY_ALUTH
fogin authentication VTY_AUTH

Debug Output:
AAAAUTHEMN/LOGIN (000004B6) Pick method It ‘defaul’

AAMAUTHOR (Ox4B86) Pick memaod list VTY _AUTH'
AAAAUTHOR/EXEC(DO0C004BE) Authornzalion FAILED

Which action resolves the failed authentication attempt to the router?

A. Configure aaa authorization login command on line vty 0 4

B. Configure aaa authorization login command on line console 0
C. Configure aaa authorization console global command

D. Configure aaa authorization console command on line vty 0 4

Answer: C

Explanation:

In the debug output, we see that the Authorization (not Authentication) failed so we need to correct the authorization. In order to enable authorization, we must use
the global command “aaa authorization console” first.

Reference:

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/al/sec-al-cr-book/sec-cr-al.html

NEW QUESTION 453
- (Exam Topic 2)
What does IPv6 Source Guard utilize to determine if IPv6 source addresses should be forwarded?

A. ACE

B. ACLS

C. DHCP

D. Binding Table

Answer: D

Explanation:

Pt source quard is an interface feature betwesn the populated binding table and data trafic filterdng. This festure enables the device to deny raffic
when it is anginated from an address thatis fot stored in the binding fable. 1PvE source guard does not mspect ND or DHCP packets, rathar, £ works

NEW QUESTION 456

- (Exam Topic 2)

Refer to the exhibit.

E

router ospf 1

natwork 192.168.12.0 0.0.0.255 area 0
network 172.16.2.0 0.0.0.255 area 0

]

interface E 0/0

ip ospf authentication message-digest
ip cspf message-digest-key 1 md5 Ciscoll3

The neighbor relationship is not coming up Which two configurations bring the adjacency up? (Choose two)

A. NYrouter ospf larea 0 authentication message-digest

B. LAinterface E 0/0ip ospf message-digest-key 1 md5 Ciscol23

C. NYinterface E 0/0no ip ospf message-digest-key 1 md5 Cisco123 ip ospf authentication-key Cisco123
D. LAinterface E 0/0ip ospf authentication-key Cisco123

E. LArouter ospf larea 0 authentication message-digest

Answer: BE

Explanation:

The configuration on NY router is good for OSPF authentication. So we must enable OSPF authentication on LA router with the following commands:
router ospf 1

area 0 authentication message-digest interface E0/O

ip ospf message-digest-key 1 md5 Ciscol23
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NEW QUESTION 459
- (Exam Topic 2)
Refer to the exhibit.

routers show running -config
Buiding canfiguration

|

<output omitted 1>

I

hostname R1

I

Ip domain-name cisco com

|

crypto key generate rsa modulus 2048
i

username admin privilege 15 secrel cisco123
|

access-list 1 permit 10110000 255
access-list 1 deny any log

|

line vty 0 15

access-class 1m

login local
|

gutput omitted —--1=
I

end

A user cannot SSH to the router. What action must be taken to resolve this issue?

A. Configure transport input ssh

B. Configure transport output ssh

C. Configure ip ssh version 2

D. Configure ip ssh source-interface loopback0

Answer: A
Explanation:

https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst2960x/software/15-0_2_ EX/security/configuration_

NEW QUESTION 460
- (Exam Topic 2)
Refer to the exhibit.

e
PC=1
2018-dba:b;; 1,64

20080k 5564

Geglf0
HO1E:db]:ah55f

Gateway Roufer

Gataway-Routerf abow ipvé acosas-list
IPvé acewas list Defaule Recess
| parmit tep heat Z0LE:DBl:A:B::1 host 2018:DBL:A:C::l &g www segoance 10
Laas deny top any host Z018:DB1:A:C::1 eg telnet seguence 20
PC=2 parmit tsp hoest Z01O:DBl:A:B::2 host 2018:DBl:A:C::1l &5 telnet saguance 30
2018-dbd-ab:64 parmit ipvé 2018 DBL:A:B: . 64 any sequance 40

PC-2 failed to establish a Telnet connection to the terminal server. Which configuration resolves the issue?

Gateway-Router/config ipve access-list Default_Access
Gateway-Router(config-pvi-aclidsequence 15 permit tcp host 2018:081:A:8::2 host 2018:081:A:C::1 eq telnet

Gateway-Rouler(config#lpve access-list Default_Access
Gateway-Router(config-ipvE-acl =permit tep host 2018:081:4:8::2 host 2018:DB1: A.C::1 eq teinet

Gateway-Router{cenflig #ipv access-list Default_Access
Gateway-Routericonfig-pvé-acl 2no sequence 20
Gateway-Router config-ipvi-acl#sequence § permit tep host 2018:081:A:8::2 host 2018:DB1:A:C::1 eq telnet

 Gateway-Router{config=ipvh access-list Default_Access
Gatevay-Routerlconfig-pvi-acl#sequence 25 permit top host 2018:081:A:8::2 host 2018:D81:A:C::1 eq telnet

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

Explanation:
In fact in this question both answer A and answer C are correct but we believe answer A is the better choice as it only allows PC-2 to telnet to terminal server. All
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other hosts are refused to telnet to terminal server via sequence 20.

NEW QUESTION 462
- (Exam Topic 2)
Drag and drop the MPLS concepts from the left onto the descriptions on the right.

k

allows an LSE to remove the label

abel edage router
before forwarding the packel
abel swiich router accepls uniapeled packets and imposes labels
group of packets that are forwarded
forwarding eguivalence class
n the same manner
penultimate hop popping receives lapeled packels and swaps [abels

A. Mastered
B. Not Mastered

Answer: A

Explanation:

+ allows an LSR to remove the label before forwarding the packet: penultimate hop popping

+ accepts unlabeled packets and imposes labels: label edge router

+ group of packets that are forwarded in the same manner: forwarding equivalence class

+ receives labeled packets and swaps labels: label switch router

A label edge router (LER, also known as edge LSR) is a router that operates at the edge of an MPLS network and acts as the entry and exit points for the network.
LERspush an MPLS label onto an incoming packet and pop it off an outgoing packet.

A forwarding equivalence class (FEC) is a term

NEW QUESTION 465
- (Exam Topic 2)
Refer to the exhibit.

“ B F
eBGP
(4] n2
e
R R

AS65510 iBGP is configured for directly connected neighbors. R4 cannot ping or traceroute network 192 168.100.0/24 Which action resolves this issue?

A. Configure R4 as a route reflector server and configure R1 as a route reflector client
B. Configure R1 as a route reflector server and configure R2 and R3 as route reflector clients
C. Configure R4 as a route reflector server and configure R2 and R3 as route reflector clients.
D. Configure R1 as a route reflector server and configure R4 as a route reflector client

Answer: D

Explanation:
A route received from one iBGP peer will NOT be advertised to another iBGP peer. Therefore R4 could not receive advertisement for network 192.168.100.0/24.
We can overcome this BGP limitation by configuring R1 as a route reflector server and R4 as a route reflector client so that R1 sends advertisements for R4.

NEW QUESTION 467

- (Exam Topic 2)

An engineer configured policy-based routing for a destination IP address that does not exist in the routing table. How is the packet treated through the policy for
configuring the set ip default next-hop command?

A. Packets are not forwarded to the specific next hop.
B. Packets are forwarded based on the routing table.
C. Packets are forwarded based on a static route.
D. Packets are forwarded to the specific next hop.
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Answer: D

Explanation:

The set ip default next-hop command verifies the existence of the destination IP address in the routing table, and...+ if the destination IP address exists, the
command does not policy route the packet, but forwards the packet based on the routing table.+ if the destination IP address does not exist, the command policy
routes the packet by sending it to the specified next hop.

Reference: https://www.cisco.com/c/en/us/support/docs/ip/ip-routed-protocols/47121-pbr-cmds-ce.html

NEW QUESTION 471

- (Exam Topic 2)

Refer to the exhibit.

Crsco DA I L DESIGAN  POLICY PROVISION  ASSUHAMCE PLATFORM < »

Drashiboards =~ Inssghits And Treruds « Manage ~

a0 GHET 1 P 231 pd: 32 All-Driven: 0

Priorily Issise Type Dadice Rode L .arng.nn- Issaip Coamt Lt Coaint |_Hl.li|-.‘.||"||’_|] Do Lot Last Occiwred Timae
P L v MCCESS Connectvity 17 1 . Jam 9, 2020 3:14 pm

A network administrator is using the DNA Assurance Dashboard panel to troubleshoot an OSPF adjacency that failed between Edge NYC interface
GigabitEthernet1/3 with Neighbor Edge_SNJ. The administrator observes that the neighborship is stuck in exstart state. How does the administrator fix this issue?

A. Configure to match the OSPF interface speed and duplex settings on both routers.

B. Configure to match the OSPF interface MTU settings on both routers.

C. Configure to match the OSPF interface unique IP address and subnet mask on both routers.
D. Configure to match the OSPF interface network types on both routers.

Answer: B

Explanation:
https://www.cisco.com/c/en/us/support/docs/ip/open-shortest-path-first-ospf/13684-12.html

NEW QUESTION 475
- (Exam Topic 2)
Refer to the exhibit.

e

-

-

| ¥

Troubleshoot and ensure that branch B only ever uses the MPLS B network to reach HQ. Which action achieves this requirement?

A. Introduce an AS path filter on branch A routers so that only local prefixes are advertised into BGP

B. increase the local preference for all HQ prefixes received at branch B from the MPLS B network to be higher than the local preferences used on the MPLS A
network

C. Introduce AS path prepending on the branch A MPLS B network connection so that any HQ advertisements from branch A toward the MPLS B network are
prepended three times

D. Modify the weight of all HQ prefixes received at branch B from the MPLS B network to be higher thanthe weights used on the MPLS A network

Answer: A

Explanation:
If we modify the weight, increase local preference or use AS path prepending then we can only make MPLS B prefer over MPLS A. But when MPLS B is down

then MPLS A will be used which does not meet the requirement of this question. Only with AS path filtering we can deny prefixes from certain AS and make sure
branch B never uses MPLS A to reach HQ.

NEW QUESTION 478

- (Exam Topic 2)

Which Ipv6 first-hop security feature helps to minimize denial of service attacks?
A. IPv6 Router Advertisement Guard

B. IPv6 Destination Guard

C. DHCPvV6 Guard

D. IPv6 MAC address filtering

Answer: B
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Explanation:

The Destination Guard feature helps in minimizing denial-of-service (DoS) attacks. It performs address resolutions only for those addresses that are active on the
link,and requires the FHS binding table to be populated with the help of the IPv6 snooping feature.The feature enables the filtering of IPv6 traffic based on the
destinationaddress, and blocks the NDP resolution for destination addresses that are not found in the binding table. By default, the policy drops traffic coming for
an unknowndestination.

Reference: https://www.cisco.com/c/en/us/td/docs/routers/7600/ios/15S/configuration/guide/7600_15 0s_book/IPv6_Secur

NEW QUESTION 481
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