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NEW QUESTION 1
After a failed update, an application no longer launches and generates the following error message: Application needs to be repaired. Which of the following
Windows 10 utilities should a technician use to address this concern?

A. Device Manager
B. Administrator Tools
C. Programs and Features
D. Recovery

Answer: D

Explanation: 
 Recovery is a Windows 10 utility that can be used to address the concern of

a failed update that prevents an application from launching. Recovery allows the user to reset the PC, go back to a previous version of
Windows, or use advanced startup options to troubleshoot and repair the system2. Device Manager, Administrator Tools, and Programs and Features are not
Windows 10 utilities that can fix a failed update.

NEW QUESTION 2
An employee has repeatedly contacted a technician about malware infecting a work computer. The technician has removed the malware several times, but the
user's PC keeps getting infected. Which of the following should the technician do to reduce the risk of future infections?

A. Configure the firewall.
B. Restore the system from backups.
C. Educate the end user
D. Update the antivirus program.

Answer: C

Explanation: 
 Malware is software that infects computer systems to damage, disable or exploit the computer or network for various malicious purposes5. Malware is typically
distributed via email attachments, fake internet ads, infected applications or websites, and often relies on user interaction to execute6. Therefore, one of the most
effective ways to prevent malware infections is to educate the end user about the common signs and sources of malware, and how to avoid them7. Configuring the
firewall, restoring the system from backups, and updating the antivirus program are also important security measures, but they do not address the root cause of the
user’s repeated infections, which is likely due to a lack of awareness or caution.
References5: Malware: what it is, how it works, and how to stop it - Norton6: How to Prevent Malware: 15 Best Practices for Malware Prevention7: 10 Security Tips
for How to Prevent Malware Infections - Netwrix

NEW QUESTION 3
A user is no longer able to start the OS on a computer and receives an error message indicating there is no OS found. A technician reviews the audit logs and
notes that the user's system posted a S.M.A.R.T. error just days before this issue. Which of the following is the MOST likely cause of this issue?

A. Boot order
B. Malware
C. Drive failure
D. Windows updates

Answer: C

Explanation: 
A S.M.A.R.T. error is a warning that a hard drive is about to fail or has failed. This means that the OS cannot be loaded from the drive and the user will see an
error message indicating there is no OS found. The most likely cause of this issue is drive failure.

NEW QUESTION 4
A developer receives the following error while trying to install virtualization software on a workstation:
VTx not supported by system
Which of the following upgrades will MOST likely fix the issue?

A. Processor
B. Hard drive

C. 
Memory

D. Video card

Answer: A

Explanation: 
 The processor is the component that determines if the system supports virtualization technology (VTx), which is required for running virtualization software. The
hard drive, memory and video card are not directly related to VTx support, although they may affect the performance of the virtual machines. Verified References:
https://www.comptia.org/blog/what-is-virtualization https://www.comptia.org/certifications/a

NEW QUESTION 5
A company recently experienced a security incident in which a USB drive containing malicious software was able to covertly install malware on a workstation.
Which of the following actions should be taken to prevent this incident from happening again? (Select two).

A. Install a host-based IDS.
B. Restrict log-in times.
C. Enable a BIOS password.
D. Update the password complexity.
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E. Disable AutoRun.
F. Update the antivirus definitions.
G. Restrict user permissions.

Answer: EG

Explanation: 
 AutoRun is a feature of Windows that automatically executes a program or file when a removable media such as a USB drive is inserted into the computer.
Disabling AutoRun can prevent a USB drive containing malicious software from covertly installing malware on a workstation, as it would require the user to
manually open the drive and run the file. Restricting user permissions can also prevent a USB drive containing malicious software from covertly installing malware
on a workstation, as it would limit the user’s ability to execute or install unauthorized programs or files. Installing a host-based IDS, restricting log-in times,
enabling a BIOS password, updating the password complexity, and updating the antivirus definitions are not actions that can directly prevent this incident from
happening again.

NEW QUESTION 6
Which of the following OS types provides a lightweight option for workstations thai need an easy-to-use browser-based interface?

A. FreeBSD
B. Chrome OS

C. 
macOS

D. Windows

Answer: B

Explanation: 
 Chrome OS provides a lightweight option for workstations that need an easy- to-use browser-based interface1

NEW QUESTION 7
A technician needs to provide recommendations about how to upgrade backup solutions for a site in an area that has frequent hurricanes and an unstable power
grid. Which of the following should the technician recommend implementing?

A. High availability
B. Regionally diverse backups
C. On-site backups
D. Incremental backups

Answer: B

Explanation: 
 Regionally diverse backups are backups that are stored in different geographic locations, preferably far away from the primary site1. This way, if a disaster such
as a hurricane or a power outage affects one location, the backups in another location will still be available and accessible2. Regionally diverse backups can help
ensure business continuity and data recovery in case of a disaster3. The other options are not the best backup solutions for a site in an area that has frequent
hurricanes and an unstable power grid. High availability is a feature that allows a system to remain operational and accessible even if one or more components fail,
but it does not protect against data loss or corruption4. On-site backups are backups that are stored in the same location as the primary site, which means they are
vulnerable to the same disasters that can affect the primary site. Incremental backups are backups that only store the changes made since the last backup, which
means they require less storage space and bandwidth, but they also depend on previous backups to restore data and may not be sufficient for disaster recovery.

NEW QUESTION 8
Which of the following data is MOST likely to be regulated?

A. Name in a Phone book
B. Name on a medical diagnosis
C. Name on a job application
D. Name on a employer's website

Answer: B

Explanation: 
A name on a medical diagnosis (B) is most likely to be regulated. This is because it falls under the category of protected health information (PHI), which is subject
to regulations such as the Health Insurance Portability and Accountability Act (HIPAA) in the United States. These regulations aim to protect the privacy and
security of individuals’ health information.

NEW QUESTION 9
A user reports a computer is running slow. Which of the following tools will help a technician identity the issued

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
 Resource Monitor will help a technician identify the issue when a user reports a computer is running slow1

NEW QUESTION 10
A hotel's Wi-Fi was used to steal information on a corporate laptop. A technician notes the following security log:
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SRC: 192.168.1.1/secrets.zip Protocol SMB >> DST: 192.168.1.50/capture The technician analyses the following Windows firewall
information:

Which of the following protocols most likely allowed the data theft to occur?

A. 1
B. 53
C. 110
D. 445

Answer: D

Explanation: 
The protocol that most likely allowed the data theft to occur is SMB over TCP port 445. SMB is a network file sharing protocol that enables access to files, printers,
and other resources on a network. Port 445 is used by SMB to communicate directly over TCP without the need for NetBIOS, which is an older and less secure
protocol. The security log shows that the source IP address 192.168.1.1 sent a file named secrets.zip using SMB protocol to the destination IP address
192.168.1.50, which captured the file. The Windows firewall information shows that port 445 is enabled for inbound and outbound traffic, which means that it is not
blocked by the firewall. Therefore, port 445 is the most likely port that was exploited by the attacker to steal the data from the corporate laptop.
References:
? SMB port number: Ports 445, 139, 138, and 137 explained1
? What is an SMB Port + Ports 445 and 139 Explained2
? CompTIA A+ Certification Exam Core 2 Objectives3

NEW QUESTION 10
A Windows user recently replaced a computer The user can access the public internet on the computer; however, an internal site at
https7/companyintranet.com:8888 is no longer loading. Which of the following should a technician adjust to resolve the issue?

A. Default gateway settings
B. DHCP settings
C. IP address settings
D. Firewall settings
E. Antivirus settings

Answer: D

Explanation: 
 The technician should adjust the firewall settings to resolve the issue of not being able to access an internal site at https://companyintranet.com:8888. The firewall
settings control how the firewall filters and allows network traffic based on rules and policies. The firewall settings may be blocking or preventing the access to the
internal site by mistake or by default, especially if the site uses a non-standard port number such as 8888. The technician should check and modify the firewall
settings to allow the access to the internal site or its port number. Default gateway settings determine how a computer connects to other networks or the internet.
Default gateway settings are not likely to cause the issue of not being able to access an internal site if the user can access the public internet. DHCP settings
determine how a computer obtains its IP address and other network configuration parameters automatically from a DHCP server. DHCP settings are not likely to
cause the issue of not being able to access an internal site if the user can access other network resources. IP address settings determine how a computer
identifies itself and communicates with other devices on a network. IP address settings are not likely to cause the issue of not being able to access an internal site
if the user can access other network resources. Antivirus settings control how the antivirus software scans and protects the computer from malware and threats.
Antivirus settings are less likely to cause the issue of not being able to access an internal site than firewall settings, unless the antivirus software has its own
firewall feature that may interfere with the network traffic. References: CompTIA A+ Core 2 (220-1002) Certification Exam Objectives Version 4.0, Domain 1.6

NEW QUESTION 13
A BSOD appears on a user's workstation monitor. The user immediately presses the power button to shut down the PC, hoping to repair the issue. The user then

restarts the PC, and
the BSOD reappears, so the user contacts the help desk. Which of the following should the technician use to

determine the cause?

A. Stop code
B. Event Mewer
C. Services
D. System Configuration

Answer: A

Explanation: 
 When a Blue Screen of Death (BSOD) appears on a Windows workstation, it indicates that there is a serious problem with the operating system. The stop code
displayed on the BSOD can provide valuable information to help determine the cause of the issue. The stop code is a specific error code that is associated with the
BSOD, and it can help identify the root cause of the problem.
In this scenario, the user has encountered a BSOD and has restarted the PC, only to see the BSOD reappear. This suggests that the problem is persistent and
requires further investigation. By analyzing the stop code displayed on the BSOD, a technician can begin to identify the underlying issue and take appropriate
actions to resolve it.
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NEW QUESTION 17
A technician installs specialized software on a workstation. The technician then attempts to run the software. The workstation displays a message indicating the
software is not authorized to run. Which of the following should the technician do to most likely resolve the issue?

A. Install the software in safe mode.
B. Attach the external hardware token.
C. Install OS updates.
D. Restart the workstation after installation.

Answer: B

Explanation: 
 A hardware token is a physical device that provides an additional layer of security for software authorization. Some specialized software may require a hardware
token to be attached to the workstation in order to run. A hardware token may contain a cryptographic key, a password, or a one-time code that verifies the user’s
identity or permission. Installing the software in safe mode, installing OS updates, and restarting the workstation after installation are not likely to resolve the issue
of software authorization.

NEW QUESTION 20
A technician is troubleshooting a Windows 10 PC that is unable to start the GUI. A new SSD and a new copy of Windows were recently installed on the PC. Which
of the following is the most appropriate command to use to fix the issue?

A. msconfig
B. chkdsk
C. sfc
D. diskpart
E. mstsc

Answer: C

Explanation: 
 The sfc command is a tool for scanning and repairing system files that are corrupted or missing on Windows operating systems12. System files are essential files
that are required for the proper functioning of the operating system, such as the GUI, drivers, services, and applications. If system files are damaged or deleted,
the operating system may fail to start or run properly, causing errors, crashes, or blue screens.
The sfc command can be used to fix the issue of the PC that is unable to start the GUI, assuming that the problem is caused by corrupted or missing system files.
The sfc command can be run from the command prompt, which can be accessed by booting the PC from the installation media, choosing the repair option, and
selecting the command prompt option3. The sfc command can be used with different switches, such as /scannow, /verifyonly, /scanfile, or /offbootdir, depending
on the situation and the desired action4. The

most common switch is /scannow, which scans all the system files and repairs any problems that are found5. The syntax of the sfc
command with the /scannow switch is: sfc /scannow
The sfc command will then scan and repair the system files, and display the results on the screen. If the sfc command is able to fix the system files, the PC should
be able to start the GUI normally after rebooting. If the sfc command is unable to fix the system files, the PC may need further troubleshooting or a clean
installation of Windows.
References1: CompTIA A+ Certification Exam Core 2 Objectives, page 10 2: CompTIA A+ Core 2 (220-1102) Complete Video Course, Lesson 26 Documentation
3: How to use SFC Scannow to repair Windows system files 4: SFC Command (System File Checker) 5: How to Repair Windows 10 using Command Prompt

NEW QUESTION 21
A large university wants to equip all classrooms with high-definition IP videoconferencing equipment. Which of the following would most likely be impacted in this
situation?

A. SAN
B. LAN
C. GPU
D. PAN

Answer: B

Explanation: 
 LAN is the most likely option to be impacted in this situation. LAN stands for Local Area Network, and it is a network that connects devices within a limited area,
such as a building or a campus. Installing high-definition IP videoconferencing equipment in all classrooms would require a high bandwidth and reliable LAN
infrastructure to support the video and audio transmission. The LAN would also need to be configured with proper security, quality of service, and multicast
protocols to ensure the optimal performance of the videoconferencing system. SAN, GPU, and PAN are not directly related to this scenario. SAN stands for
Storage Area Network, and it is a network that provides access to consolidated storage devices. GPU stands for Graphics Processing Unit, and it is a hardware
component that handles graphics rendering and computation. PAN stands for Personal Area Network, and it is a network that connects devices within a short
range, such as Bluetooth or infrared. References:
? Official CompTIA learning resources CompTIA A+ Core 1 and Core 2, page 20
? CompTIA A+ Complete Study Guide: Core 1 Exam 220-1101 and Core 2 Exam …, page 104

NEW QUESTION 24
A user calls the help desk to report that Windows installed updates on a laptop and rebooted overnight. When the laptop started up again, the touchpad was no
longer working. The technician thinks the software that controls the touchpad might be the issue. Which of the following tools should the technician use to make
adjustments?

A. eventvwr.msc
B. perfmon.msc
C. gpedic.msc
D. devmgmt.msc

Answer: D

Explanation: 
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The technician should use devmgmt.msc tool to make adjustments for the touchpad issue after Windows installed updates on a laptop. Devmgmt.msc is a
command that opens the Device Manager, which is a utility that allows users to view and manage the hardware devices and drivers installed on a computer. The
technician can use the Device Manager to check the status, properties and compatibility of the touchpad device and its driver, and perform actions such as
updating, uninstalling or reinstalling the driver, enabling or disabling the device, or scanning for hardware changes. Eventvwr.msc is a command that opens the
Event Viewer, which is a utility that allows users to view and monitor the system logs and events. The Event Viewer may provide some information or clues about
the touchpad issue, but it does not allow users to manage or troubleshoot the device or its driver directly. Perfmon.msc is a command that opens the Performance
Monitor, which is a utility that allows users to measure and analyze the performance of the system

NEW QUESTION 28
Which of the following Is used to identify potential issues with a proposed change poor lo implementation?

A. Request form
B. Rollback plan
C. End-user acceptance
D. Sandbox testing

Answer: D

Explanation: 
 Sandbox testing is a method of identifying potential issues with a proposed change prior to implementation. It involves creating a simulated or isolated

environment
that mimics the real system and applying the change to it. This can help to verify that the change works as expected and

does not cause any errors or conflicts. Request form, rollback plan and end-user acceptance are other components of a change management process, but they do
not involve identifying issues with a change. Verified References: https://www.comptia.org/blog/what-is-sandbox-testing https://www.comptia.org/certifications/a

NEW QUESTION 29
A user added a second monitor and wants to extend the display to it. In which of the following Windows settings will the user MOST likely be able to make this
change?

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
The user can most likely make the change of extending the display to a second monitor in the System option in the Windows settings. The System option allows
users to manage system settings and features, such as display, sound, notifications, power and storage. The user can extend the display to a second monitor by
selecting Display from the System option and then choosing Extend these displays from the Multiple displays drop-down menu. This will allow the user to use both
monitors as one large desktop area. Devices is an option in the Windows settings that allows users to add and manage devices connected to the computer, such
as printers, scanners, mice and keyboards. Devices is not related to extending the display to a second monitor but to configuring device settings and preferences.
Personalization is an option in the Windows settings that allows users to customize the appearance and behavior of their desktop, such as themes, colors,
backgrounds, lock screen and screensaver.

NEW QUESTION 34
A user is unable to access files on a work PC after opening a text document. The text document was labeled "URGENT PLEASE READ.txt - In active folder, .txt
file titled urgent please read". Which of the following should a support technician do FIRST?

A. Quarantine the host in the antivirus system.
B. Run antivirus scan tor malicious software.
C. Investigate how malicious software was Installed.
D. Reimage the computer.

Answer: B

Explanation: 
 Running an antivirus scan for malicious software is the first step that a support technician should do when a user reports a virus on a PC. The antivirus scan can
detect and remove the virus, as well as prevent further damage or infection. Quarantining the host, investigating how the malware was installed and reimaging the
computer are possible steps that can be done after running the antivirus scan, depending on the situation and the results of the scan. Verified References:
https://www.comptia.org/blog/how-to- remove-a-virus https://www.comptia.org/certifications/a

NEW QUESTION 35
A remote user is experiencing issues connecting to a corporate email account on a laptop. The user clicks the internet connection icon and does not recognize the
connected Wi-Fi. The help desk technician, who is troubleshooting the issue, assumes this is a rogue access point. Which of the following is the first action the
technician should take?

A. Restart the wireless adapter.
B. Launch the browser to see if it redirects to an unknown site.
C. Instruct the user to disconnect the Wi-Fi.
D. Instruct the user to run the installed antivirus software.

Answer: C

Explanation: 
 Instructing the user to disconnect the Wi-Fi is the first action the technician should take if they suspect a rogue access point. A rogue access point is an
unauthorized wireless network that could be used to intercept or manipulate network traffic, compromise security, or launch attacks. Disconnecting the Wi-Fi would
prevent further exposure or

damage to the user’s device or data. Restarting the wireless adapter, launching the browser, or running the antivirus software are
possible actions to take after disconnecting the Wi-Fi, but they are not as urgent or effective as the first step. References:
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? Official CompTIA learning resources CompTIA A+ Core 1 and Core 2, page 22
? CompTIA A+ Core 1 (220-1101) and Core 2 (220-1102) Cert Guide, page 456

NEW QUESTION 37
A user reports a PC is running slowly. The technician suspects it has a badly fragmented hard drive. Which of the following tools should the technician use?

A. resmon exe
B. msconfig.extf
C. dfrgui exe
D. msmfo32.exe

Answer: C

Explanation: 
 The technician should use dfrgui.exe to defragment the hard drive1

NEW QUESTION 38
A systems administrator is configuring centralized desktop management for computers on a domain. The management team has decided that all users'
workstations should have the same network drives, printers, and configurations. Which of the following should the administrator use to accomplish this task?

A. Network and Sharing Center
B. net use
C. User Accounts
D. regedit
E. Group Policy

Answer: E

Explanation: 
 Group Policy is a feature of Windows that allows administrators to centrally manage and apply policies and settings to computers and users on a domain3. Group
Policy can be used to configure network drives, printers, security settings, desktop preferences, and other configurations for all users’ workstations3. Network and
Sharing Center, net use, User Accounts, and regedit are not tools that can accomplish this task.

NEW QUESTION 40
After a security event, a technician removes malware from an affected laptop and disconnects the laptop from the network. Which of the following should the
technician do to prevent the operating system from automatically returning to an infected state?

A. Enable System Restore.
B. Disable System Restore.
C. Enable antivirus.
D. Disable antivirus.
E. Educate the user.

Answer: B

Explanation: 
 System Restore is a feature that allows the user to revert the system to a previous state. However, this can also restore the malware that was removed by the
technician. Disabling System Restore can prevent the operating system from automatically returning to an infected state. Enabling antivirus, educating the user,
and enabling System Restore are good preventive measures, but they do not address the question. Disabling antivirus can make the system more vulnerable to
malware attacks

NEW QUESTION 45
Which of the following filesystem formats would be the BEST choice to ensure read and write compatibility of USB flash drives across several generations of
Microsoft operating systems?

A. 
APFS

B. ext4
C. CDFS
D. FAT32

Answer: D

Explanation: 
The best filesystem format to ensure read and write compatibility of USB flash drives across several generations of Microsoft operating systems is FAT32. FAT32
stands for File Allocation Table 32-bit and is a filesystem format that organizes and manages files and folders on storage devices using 32-bit clusters. FAT32 is
compatible with most Microsoft operating systems since Windows 95 OSR2, as well as other operating systems such as Linux and Mac OS X. FAT32 can support
storage devices up to 2TB in size and files up to 4GB in size. APFS stands for Apple File System and is a filesystem format that organizes and manages files and
folders on storage devices using encryption, snapshots and cloning features. APFS is compatible with Mac OS X 10.13 High Sierra and later versions but not with
Microsoft operating systems natively. Ext4 stands for Fourth Extended File System and is a filesystem format that organizes and manages files and folders on
storage devices using journaling, extents and delayed allocation features. Ext4 is compatible with Linux operating systems but not with Microsoft operating
systems natively.

NEW QUESTION 48
A user is having phone issues after installing a new application that claims to optimize performance. The user downloaded the application directly from the
vendor's website and is now experiencing high network utilization and is receiving repeated security warnings. Which of the following should the technician perform
FIRST to mitigate the issue?

Passing Certification Exams Made Easy visit - https://www.2PassEasy.com



Welcome to download the Newest 2passeasy 220-1102 dumps
https://www.2passeasy.com/dumps/220-1102/ (402 New Questions)

A. Reset the phone to factory settings
B. Uninstall the fraudulent application
C. Increase the data plan limits
D. Disable the mobile hotspot.

Answer: B

Explanation: 
 Installing applications directly from a vendor's website can be risky, as the application may be malicious or fraudulent. Uninstalling the application can help
mitigate the issue by removing the source of the problem.

NEW QUESTION 49
A technician installed a new application on a workstation. For the program to function

properly, it needs to be listed in the Path Environment Variable. Which of the following Control Panel utilities should the technician use?

A. System
B. Indexing Options
C. Device Manager
D. Programs and Features

Answer: A

Explanation: 
System is the Control Panel utility that should be used to change the Path Environment Variable. The Path Environment Variable is a system variable that specifies
the directories where executable files are located. To edit the Path Environment Variable, the technician should go to System > Advanced system settings >
Environment Variables and then select Path from the list of system variables and click Edit.

NEW QUESTION 53
A new spam gateway was recently deployed at a small business However; users still occasionally receive spam. The management team is concerned that users
will open the messages and potentially
infect the network systems. Which of the following is the MOST effective method for dealing with this Issue?

A. Adjusting the spam gateway
B. Updating firmware for the spam appliance
C. Adjusting AV settings
D. Providing user training

Answer: D

Explanation: 
 The most effective method for dealing with spam messages in a small business is to provide user training1. Users should be trained to recognize spam messages
and avoid opening them1. They should also be trained to report spam messages to the IT department so that appropriate action can be taken1. In addition, users
should be trained to avoid clicking on links or downloading attachments from unknown sources1. By providing user training, the management team can reduce the
risk of users opening spam messages and potentially infecting the network systems1.

NEW QUESTION 56
A technician needs to track evidence for a forensic investigation on a Windows computer. Which of the following describes this process?

A. Valid license
B. Data retention requirements
C. Material safety data sheet
D. Chain of custody

Answer: D

Explanation: 
 Chain of custody is a legal term that refers to the chronological documentation or paper trail that records the sequence of custody, control, transfer, analysis, and
disposition of materials, including physical or electronic evidence1. It is important in forensic investigations to establish that the evidence is in fact related to the
case, and that it has not been tampered with or contaminated. A technician needs to track evidence for a forensic investigation on a Windows computer by
following the proper procedures for collecting, handling, storing, and analyzing the evidence, and documenting every step of the process on a chain of custody
form23

NEW QUESTION 58
A user turns on a new laptop and attempts to log in to specialized software, but receives a message stating that the address is already in use. The user logs on to
the old desktop and receives the same message. A technician checks the account and sees a comment that the user requires a specifically allocated address
before connecting to the software. Which of the following should the technician do to MOST likely resolve the issue?

A. Bridge the LAN connection between the laptop and the desktop.
B. Set the laptop configuration to DHCP to prevent conflicts.
C. Remove the static IP configuration from the desktop.
D. Replace the network card in the laptop, as it may be defective.

Answer: C

Explanation: 
 The new laptop was set up with the static IP it needs to connect to the software. The old desktop is still configured with that IP, hence the conflict.
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NEW QUESTION 59
A technician is securing a new Windows 10 workstation and wants to enable a Screensaver lock. Which of the following options in the Windows settings should the
technician use?

A. Ease of Access
B. Privacy
C. Personalization
D. Update and Security

Answer: C

Explanation: 
 The technician should use the Personalization option in the Windows settings to enable a Screensaver lock. The Personalization option allows users to customize
the appearance and behavior of their desktop, such as themes, colors, backgrounds, lock screen and screensaver. The technician can enable a Screensaver lock
by choosing a screensaver from the drop-down menu, setting a wait time in minutes and checking the box that says “On resume, display logon screen”. This will
lock the computer and require a password or PIN to log back in after the screensaver is activated. Ease of Access is an option in the Windows settings that allows
users to adjust accessibility features and settings, such as narrator, magnifier, high contrast and keyboard shortcuts. Ease of Access is not related to enabling a

Screensaver lock. Privacy is an option in the Windows settings that allows users to manage privacy and security settings, such aslocation, camera, microphone and app permissions. Privacy is not related to enabling a Screensaver lock. Update and Security is an option in the Windows
settings that allows users to check and install updates, troubleshoot problems, backup files and restore system. Update and Security is not related to enabling a
Screensaver lock. References: CompTIA A+ Core 2 (220-1002) Certification Exam Objectives Version 4.0, Domain 1.7

NEW QUESTION 64
A technician is investigating options to secure a small office's wireless network. One requirement is to allow automatic log-ins to the network using certificates

instead of
passwords. Which of the following should the wireless solution have in order to support this feature?

A. RADIUS
B. AES
C. EAP-EKE
D. MFA

Answer: A

Explanation: 
RADIUS is the correct answer for this question. RADIUS stands for Remote Authentication Dial-In User Service, and it is a protocol that provides centralized
authentication, authorization, and accounting for wireless networks. RADIUS can support certificate-based authentication, which allows users to log in to the
network automatically without entering passwords. RADIUS also provides other benefits, such as enforcing security policies, logging user activities, and managing
network access. AES, EAP-EKE, and MFA are not wireless solutions, but rather encryption algorithms, authentication methods, and security factors, respectively.
References:
? Official CompTIA learning resources CompTIA A+ Core 1 and Core 2, page 23
? CompTIA A+ Core 1 (220-1101) and Core 2 (220-1102) Cert Guide, page 459

NEW QUESTION 68
Which of the following is the most likely reason a filtration system is critical for data centers?

A. Plastics degrade over time.
B. High humidity levels can rust metal.
C. Insects can invade the data center.
D. Dust particles can clog the machines.

Answer: B

Explanation: 
 A filtration system is critical for data centers because it can control the humidity and temperature levels in the environment. High humidity levels can cause
condensation and corrosion on the metal components of the servers and other equipment, leading to malfunction and damage. A filtration system can also prevent
dust, dirt, and other contaminants from entering the data center and clogging the machines or causing overheating.

NEW QUESTION 72
A system drive is nearly full, and a technician needs lo tree up some space. Which of the following tools should the technician use?

A. Disk Cleanup
B. Resource Monitor

C. 
Disk Defragment

D. Disk Management

Answer: A

Explanation: 
 Disk Cleanup is a tool that can free up some space on a system drive that is nearly full. It can delete temporary files, cached files, recycle bin files, old system files
and other unnecessary data. Resource Monitor is a tool that shows the network activity of each process on a Windows machine. Disk Defragment is a tool that
optimizes the performance of a hard drive by rearranging the data into contiguous blocks. Disk Management is a tool that allows creating, formatting, resizing and
deleting partitions on a hard drive. Verified References: https://www.comptia.org/blog/how-to-use-disk-cleanup https://www.comptia.org/certifications/a

NEW QUESTION 74
A user requires a drive to be mapped through a Windows command line. Which of the following command-line tools can be utilized to map the drive?

A. gpupdate
B. net use
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C. hostname
D. dir

Answer: B

Explanation: 
 Net use is a command-line tool that can be used to map a drive in Windows. Mapping a drive means assigning a drive letter to a network location or a local folder,
which allows the user to access it more easily and quickly. Net use can also be used to disconnect a mapped drive, display information about mapped drives, or
connect to shared resources on another computer. Gpupdate, hostname, and dir are not command-line tools that can be used to map a drive.

NEW QUESTION 79
Which of the following macOS features can help a user close an application that has stopped responding?

A. Finder
B. Mission Control
C. System Preferences
D. Force Quit

Answer: D

Explanation: 
 The correct answer is D. Force Quit. Force Quit is a macOS feature that allows users to close an application that has stopped responding. To use Force Quit,
users can press and hold Option (or Alt), Command, and Esc (Escape) keys together, or choose Force Quit from the Apple menu in the corner of the screen. A
Force Quit window will open, where users can select the application that they want to close and click Force Quit123.
References and Explanation
? The web search results provide information about how to force an app to quit on
Mac using different methods, such as keyboard shortcuts, mouse clicks, or menu options. The results also explain what to do if the app cannot be forced to quit or
if the Mac does not respond.
? The first result1 is from the official Apple Support website and provides detailed
instructions and screenshots on how to force an app to quit on Mac using the keyboard shortcut or the Apple menu. It also explains how to force quit the Finder
app and how to restart or turn off the Mac if needed.
? The second result2 is from the same website but for a different region (UK). It has
the same content as the first result but with some minor differences in spelling and wording.
? The third result4 is from a website called Lifehacker that provides tips and tricks for
various topics, including technology. It compares how to close a program that is not responding on different operating systems, such as Windows, Mac, and Linux.
It briefly mentions how to force quit an app on Mac using the keyboard shortcut or the mouse click.
? The fourth result3 is from a website called Parallels that provides software
solutions for running Windows on Mac. It focuses on how to force quit an app on Mac using the keyboard shortcut and provides a video tutorial and a screenshot
on how to do it. It also suggests some alternative ways to close an app that is not responding, such as using Activity Monitor or Terminal commands.

NEW QUESTION 81
Antivirus software indicates that a workstation is infected with ransomware that cannot be quarantined. Which of the following should be performed first to prevent
further damage to the host and other systems?

A. Turn off the machine.
B. Run a full antivirus scan.
C. Remove the LAN card.

D. 
Install a different endpoint solution.

Answer: A

Explanation: 
 Turning off the machine is the first and most urgent step to prevent further damage to the host and other systems. Ransomware can encrypt files, steal data, and
spread to other devices on the network if the infected machine remains online. Turning off the machine will stop the ransomware process and isolate the machine
from the network12. The other options are either ineffective or risky. Running a full antivirus scan may not detect or remove the ransomware, especially if it is a
new or unknown variant. Removing the LAN card may disconnect the machine from the network, but it will not stop the ransomware from encrypting or deleting
files on the local drive. Installing a different endpoint solution may not be possible or helpful if the ransomware has already compromised the system or blocked the
installation.
References: 1 3 steps to prevent and recover from ransomware(https://www.microsoft.com/en-us/security/blog/2021/09/07/3-steps-to-prevent- and-recover-from-
ransomware/)2 #StopRansomware Guide | CISA(https://www.cisa.gov/stopransomware/ransomware-guide).

NEW QUESTION 84
An Android user contacts the help desk because a company smartphone failed to complete a tethered OS update A technician determines there are no error
messages on the device Which of the following should the technician do NEXT?

A. Verify all third-party applications are disabled
B. Determine if the device has adequate storage available.
C. Check if the battery is sufficiently charged
D. Confirm a strong internet connection is available using Wi-Fi or cellular data

Answer: C

Explanation: 
 Since there are no error messages on the device, the technician should check if the battery is sufficiently charge1d
If the battery is low, the device may not have enough power to complete the update2
In this scenario, the technician has already determined that there are no error messages on the device. The next best step would be to check if the battery is
sufficiently charged. If the battery is low, it could be preventing the device from completing the update process. Verifying that third-party applications are disabled,
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determining if the device has adequate storage available, and confirming a strong internet connection are all important steps in troubleshooting issues with mobile
devices. However, since the problem in this scenario is related to a failed OS update, it is important to first check the battery level before proceeding with further
troubleshooting steps.

NEW QUESTION 87
A user attempts to open some files, but a message appears stating that the files are encrypted. The user was able to access these files before without receiving
this message and no changes have been made within the company. Which of the following has infected the computer?

A. Cryptominer
B. Phishing
C. Ransomware
D. Keylogger

Answer: C

Explanation: 
 Ransomware is malicious software that encrypts files on a computer, making them inaccessible until a ransom is paid. In this case, the user was able to access
the files before without issue, and no changes have been made within the company, so it is likely that the computer was infected with ransomware.

NEW QUESTION 89
The courts determined that a cybercrimes case could no longer be prosecuted due to the agency's handling of evidence. Which of the following was MOST likely
violated during the investigation?

A. Open-source software
B. EULA
C. Chain of custody

D. 
AUP

Answer: C

Explanation: 
 Chain of custody is a process that documents how evidence is collected, handled, stored and transferred during a cybercrime investigation. It ensures that the
evidence is authentic, reliable and admissible in court. If the chain of custody is violated during an investigation, it can compromise the integrity of the evidence and
lead to the case being dismissed. Open-source software, EULA (end-user license agreement) and AUP (acceptable use policy) are not related to cybercrime
investigations or evidence handling. Verified References: https://www.comptia.org/blog/what-is-chain-of-custody https://www.comptia.org/certifications/a

NEW QUESTION 91
A user reports that text on the screen is too small. The user would like to make the text larger and easier to see. Which of the following is the BEST way for the
user to increase the size of text, applications, and other items using the Windows 10 Settings tool?

A. Open Settings select Devices, select Display, and change the display resolution to a lower resolution option
B. Open Settings, select System, select Display, and change the display resolution to a lower resolution option.
C. Open Settings Select System, select Display, and change the Scale and layout setting to a higher percentage.
D. Open Settings select Personalization, select Display and change the Scale and layout setting to a higher percentage

Answer: C

Explanation: 
 Open Settings, select System, select Display, and change the Scale and layout setting to a higher percentage123
Reference: 4. How to Increase the Text Size on Your Computer. Retrieved from
https://www.laptopmag.com/articles/increase-text-size-computer 5. How to Change the Size of Text in Windows 10. Retrieved from
https://www.howtogeek.com/370055/how-to- change-the-size-of-text-in-windows-10/ 6. Change the size of text in Windows. Retrieved from
https://support.microsoft.com/en-us/windows/change-the-size-of-text-in-windows-1d5830c3-eee3-8eaa-836b-abcc37d99b9a

NEW QUESTION 92
A technician is modifying the default home page of all the workstations in a company. Which of the following will help to implement this change?

A. Group Policy
B. Browser extension
C. System Configuration
D. Task Scheduler

Answer: A

Explanation: 
 Group Policy is a feature of Windows that allows administrators to centrally manage and configure the settings of computers and users in a domain network.
Group Policy can be used to modify the default home page of all the workstations in a company by creating and applying a policy that specifies the desired URL for
the home page. This way, the change will be automatically applied to all the workstations that are joined to the domain and receive the policy.

NEW QUESTION 93
A company acquired a local office, and a technician is attempting to join the machines at the office to the local domain. The technician notes that the domain join
option appears to be missing. Which of the following editions of Windows is MOST likely installed on the machines?

A. Windows Professional
B. Windows Education
C. Windows Enterprise
D. Windows Home
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Answer: D

Explanation: 
 Windows Home is the most likely edition of Windows installed on the machines that do not have the domain join option. Windows Home is a consumer-oriented
edition that does not support joining a domain or using Group Policy. Only Windows Professional, Education, and Enterprise editions can join a domain

NEW QUESTION 96
A salesperson's computer is unable to print any orders on a local printer that is connected to the computer Which of the following tools should the salesperson use
to restart the print spooler?

A. Control Panel
B. Processes

C. 
Startup

D. Services

Answer: D

Explanation: 
The correct answer is D. Services. The print spooler is a service that manages the print queue and sends print jobs to the printer. To restart the print spooler, the
salesperson can use the Services app, which allows them to stop and start the service. Alternatively, they can also use the Task Manager or the Command Prompt
to restart the print spooler.
References and Explanation
? The Services app is a tool that displays all the services that are running on the
computer. It can be accessed by typing services.msc in the Run window or by searching for Services in the Start menu. The Services app allows users to start,
stop, restart, or configure any service, including the print spooler123.
? The Task Manager is a tool that shows information about the processes,
applications, and services that are running on the computer. It can be accessed by pressing Ctrl + Shift + Esc or by right-clicking on the taskbar and selecting Task
Manager. The Task Manager allows users to start, stop, or restart any service by going to the Services tab and right-clicking on the service name12.
? The Command Prompt is a tool that allows users to execute commands and
perform tasks using text input. It can be accessed by typing cmd in the Run window or by searching for Command Prompt in the Start menu. The Command
Prompt allows users to start, stop, or restart any service by using the net command with the service name. For example, to restart the print spooler, users can type
net stop spooler and then net start spooler1.
? The Control Panel is a tool that provides access to various settings and options for
the computer. It can be accessed by typing control panel in the Run window or by searching for Control Panel in the Start menu. The Control Panel does not allow
users to restart the print spooler directly, but it can be used to access other tools such as Devices and Printers, Troubleshooting, or Administrative Tools2.
? The Processes tab is a part of the Task Manager that shows information about the
processes that are running on the computer. It can be accessed by opening the Task Manager and selecting the Processes tab. The Processes tab does not allow
users to restart the print spooler directly, but it can be used to end any process that is related to printing or causing problems with the print spooler2.
? The Startup tab is a part of the Task Manager that shows information about the
programs that run automatically when the computer starts. It can be accessed by opening the Task Manager and selecting the Startup tab. The Startup tab does
not allow users to restart the print spooler directly, but it can be used to disable or enable any program that affects printing or interferes with the print spooler2.

NEW QUESTION 97
A company needs employees who work remotely to have secure access to the corporate intranet. Which of the following should the company implement?

A. Password-protected Wi-Fi
B. Port forwarding
C. Virtual private network
D. Perimeter network

Answer: C

Explanation: 
A virtual private network (VPN) is a technology that creates a secure and encrypted connection over a public network, such as the internet. A VPN allows remote
employees to access the corporate intranet as if they were physically connected to the local network3.
Password-protected Wi-Fi is a security measure for wireless networks that does not provide access to the corporate intranet. Port forwarding is a technique that
allows external devices to access services on a private network through a router, but does not provide access to the corporate intranet. A perimeter network is a
network segment that lies between an internal network and an external network, such as the internet, and provides an additional layer of security, but does not
provide access to the corporate intranet.

NEW QUESTION 100
A technician has verified a computer is infected with malware. The technician isolates the system and updates the anti-malware software. Which of the following
should the technician do next?

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
 Malware is malicious software that can cause damage or harm to a computer system or network4. A technician has verified a computer is infected with malware
by observing unusual behavior, such as slow performance, pop-ups, or unwanted ads. The technician isolates the system and updates the anti-malware software
to prevent further infection or spread of the malware. The next step is to run repeated remediation scans until the malware is removed. A remediation scan is a
scan that detects and removes malware from the system. Running one scan may not be enough to remove all traces of malware, as some malware may hide or
regenerate itself.
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NEW QUESTION 103
A desktop technician has received reports that a user's PC is slow to load programs and saved files. The technician investigates and discovers an older HDD with
adequate free space. Which of the following should the technician use to alleviate the issue first?

A. Disk Management
B. Disk Defragment
C. Disk Cleanup
D. Device Manager

Answer: B

Explanation: 
 Disk Defragment is a tool that can be used to improve the performance of a hard disk drive (HDD). HDDs store data in sectors and clusters on spinning platters.

Over time, as data is written, deleted, and moved, the data may become fragmented, meaning
that it is spread across different locations

on the disk. This causes the HDD to take longer to access and load data, resulting in slower performance. Disk Defragment consolidates the fragmented data and
rearranges it in a contiguous manner, which reduces the seek time and increases the speed of the HDD. Disk Management, Disk Cleanup, and Device Manager
are not tools that can alleviate the issue of slow HDD performance.

NEW QUESTION 107
A technician downloads a validated security tool and notes the vendor hash of a58e87a2. When the download is complete, the technician again validates the hash,
but the value returns as 2a876a7d3. Which of the following is the MOST likely cause of the issue?

A. Private-browsing mode
B. Invalid certificate
C. Modified file
D. Browser cache

Answer: C

Explanation: 
The most likely cause of the issue of having different hash values for a downloaded security tool is a modified file. A hash value is a unique and fixed-length string
that is

generated from an algorithm that processes data or files. A hash value can be used to verify the integrity and authenticity of data or files
by comparing it with a known or expected value. If the hash values do not match, it means that the data or file has been altered or corrupted in some way. A
modified file may result from intentional or unintentional changes, such as editing, encryption, compression or malware infection. Private-browsing mode is a
feature that allows users to browse the web without storing any browsing history, cookies or cache on their browser. Private-browsing mode does not affect the
hash value of a downloaded file but only how the browser handles user data. Invalid certificate is an error that occurs when a website or a server does not have a
valid or trusted digital certificate that proves its identity and secures its communication. Invalid certificate does not affect the hash value of a downloaded file but
only how the browser verifies the website or server’s credibility. Browser cache is a temporary storage that stores copies of web pages, images and other content
that users have visited on their browser.

NEW QUESTION 108
A user calls the help desk to report that none of the files on a PC will open. The user also indicates a program on the desktop is requesting payment in exchange
for file access A technician verifies the user's PC is infected with ransorrrware. Which of the following should the technician do FIRST?

A. Scan and remove the malware
B. Schedule automated malware scans
C. Quarantine the system
D. Disable System Restore

Answer: C

Explanation: 
 The technician should quarantine the system first1 Reference:
CompTIA A+ Certification Exam: Core 2 Objectives Version 4.0. Retrieved from https://partners.comptia.org/docs/default-source/resources/comptia-
a-220-1102-exam- objectives-(3-0)

NEW QUESTION 109
SIMULATION
As a corporate technician, you are asked to evaluate several suspect email messages on a client's computer. Corporate policy requires he following:
. All phishing attempts must be reported.
. Future spam emails to users must be prevented. INSTRUCTIONS
Review each email and perform the following within the email:
. Classify the emails
. Identify suspicious items, if applicable, in each email
. Select the appropriate resolution
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Answer:
See the Full solution in Explanation below.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
Classification: a) Phishing
This email is a phishing attempt, as it tries to trick the user into clicking on a malicious link that could compromise their account or personal information. Some
suspicious items in this email are:
? The email has a generic greeting and does not address the user by name.
? The email has spelling errors, such as “unusal” and “Locaked”.
? The email uses a sense of urgency and fear to pressure the user into clicking on the link.
? The email does not match the official format or domain of the IT Help Desk at CompTIA.
? The email has two black bat icons, which are not related to CompTIA or IT support.
The appropriate resolution for this email is A. Report email to Information Security. The user should not click on the link, reply to the email, or provide any personal
or account information. The user should forward the email to the Information Security team or use a professional email form to report the phishing attempt. The
user should also delete the email from their inbox and trash folder.
The suspicious items to select are:
? b) From address
? d) Hyperlinks
These items indicate that the email is not from a legitimate source and that the link is potentially malicious. The other items are not suspicious in this case, as the
to address is the user’s own email and there are no attachments.

Classification: b) Spam
This email is a spam email, as it is an unsolicited and unwanted message that tries to persuade the user to participate in a survey and claim a reward. Some
suspicious items in this email are:
? The email offers a free wireless headphone as an incentive, which is too good to
be true.
? The email does not provide any details about the survey company, such as its name, address, or contact information.
? The email contains an external survey link, which may lead to a malicious or fraudulent website.
? The email does not have an unsubscribe option, which is required by law for commercial emails.
The appropriate resolution for this email is C. Unsubscribe. The user should look for an unsubscribe link or button at the bottom of the email and follow the
instructions to opt out of receiving future emails from the sender. The user should also mark the email as spam or junk in their email client, which will help filter out
similar emails in the future. The user should not click on the survey link, reply to the email, or provide any personal or financial information.

Passing Certification Exams Made Easy visit - https://www.2PassEasy.com



Welcome to download the Newest 2passeasy 220-1102 dumps
https://www.2passeasy.com/dumps/220-1102/ (402 New Questions)

Classification: c) Legitimate
This email is a legitimate email, as it is from a trusted source and has a valid purpose. There are no suspicious items in this email, as the from address, the to
address, the attachment, and the email body are all consistent and relevant. The appropriate resolution for this email is B. Perform no additional actions. The user
can open the attachment and review the orientation material as instructed. The user does not need to report, unsubscribe, or delete this email.

A screenshot of a computer
Description automatically generated
Classification: a) Phishing
This email is a phishing attempt, as it tries to deceive the user into downloading and running a malicious attachment that could compromise their system or data.
Some suspicious items in this email are:
? The email has a generic greeting and does not address the user by name or
username.
? The email has an urgent tone and claims that a security patch needs to be installed immediately.
? The email has an attachment named “patch1.exe”, which is an executable file that could contain malware or ransomware.
? The email does not match the official format or domain of CompTIA Information Security.
The appropriate resolution for this email is A. Report email to Information Security. The user should not open the attachment, reply to the email, or provide any
personal or account information. The user should forward the email to the Information Security team or use a professional email form to report the phishing
attempt. The user should also delete the email from their inbox and trash folder.
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A screenshot of a computer
Description automatically generated

Classification: c) Legitimate
This email is a legitimate email, as it is from a trusted source and has a valid purpose. There are no suspicious items in this email, as the from address, the to
address, and the email body are all consistent and relevant. The appropriate resolution for this email is B.
Perform no additional actions. The user can reply to the email and thank the sender for the interview opportunity. The user does not need to report, unsubscribe, or
delete this email.

A screenshot of a computer
Description automatically generated

NEW QUESTION 110
An IT security team is implementing a new Group Policy that will return a computer to the login after three minutes. Which of the following BEST describes the
change in policy?

A. Login times
B. Screen lock
C. User permission
D. Login lockout attempts

Answer: B

Explanation: 
Screen lock is a feature that returns a computer to the login screen after a period of inactivity, requiring the user to enter their credentials to resume their session.
Screen lock can be configured using Group Policy settings, such as Screen saver timeout and Interactive logon: Machine inactivity limit. Screen lock can help
prevent unauthorized access to a computer when the user is away from their desk. Login times are not a feature that returns a computer to the login screen, but a
measure of how long it takes for a user to log in to a system. User permission is not a feature that returns a computer to the login screen, but a set of rights and
privileges that determine what a user can do on a system. Login lockout attempts are not a feature that returns a computer to the login screen, but a security policy
that locks out a user account after a number of failed login attempts. https://woshub.com/windows-lock-screen-after-idle-via-gpo/

NEW QUESTION 111
Which of the following is MOST likely used to run .vbs files on Windows devices?

A. winmgmt.exe
B. powershell.exe
C. cscript.exe
D. explorer.exe

Answer: C
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Explanation: 
A .vbs file is a Virtual Basic script written in the VBScript scripting language. It contains code that can be executed within Windows via the Windows-based script
host (Wscript.exe), to perform certain admin and processing functions1. Cscript.exe is a command-line version of the Windows Script Host that provides command-
line options for setting script properties. Therefore, cscript.exe is most likely used to run .vbs files on Windows devices. References: 1:
https://fileinfo.com/extension/vbs : https://docs.microsoft.com/en-us/windows-server/administration/windows- commands/cscript

NEW QUESTION 112
A user reported that a laptop's screen turns off very quickly after silting for a few moments and is also very dim when not plugged in to an outlet Everything else
seems to be functioning normally. Which of the following Windows settings should be configured?

A. Power Plans
B. Hibernate
C. Sleep/Suspend
D. Screensaver

Answer: A

Explanation: 
 Power Plans are Windows settings that allow a user to configure how a laptop’s screen behaves when plugged in or running on battery power. They can adjust
the screen brightness and the time before the screen turns off due to inactivity. Hibernate, Sleep/Suspend and Screensaver are other Windows settings that affect
how a laptop’s screen behaves, but they do not allow changing the screen brightness or turning off time. Verified References:
https://www.comptia.org/blog/windows-power-plans https://www.comptia.org/certifications/a

NEW QUESTION 117
A user recently purchased a second monitor and wants to extend the Windows desktop to the new screen. Which of the following Control Panel options should a
technician adjust to help the user?

A. Color Management

B. 
System

C. Troubleshooting
D. Device Manager
E. Administrative Tools

Answer: D

NEW QUESTION 122
A help desk technician determines a motherboard has failed. Which of the following is the most logical next step in the remediation process?

A. Escalating the issue to Tier 2
B. Verifying warranty status with the vendor
C. Replacing the motherboard
D. Purchasing another PC

Answer: B

Explanation: 
 Verifying warranty status with the vendor is the most logical next step in the remediation process after determining that a motherboard has failed. A warranty is a
guarantee from the vendor that covers the repair or replacement of defective or faulty products within a specified period of time. Verifying warranty status with the
vendor can help the technician determine if the motherboard is eligible for warranty service and what steps to take to obtain it. Escalating the issue to Tier 2,
replacing the motherboard, and purchasing another PC are not the most logical next steps in the remediation process.

NEW QUESTION 127
A user visits a game vendor's website to view the latest patch notes, but this information is not available on the page. Which of the following should the user
perform before reloading the page?

A. Synchronize the browser data.
B. Enable private browsing mode.
C. Mark the site as trusted.
D. Clear the cached file.

Answer: D

Explanation: 
 Clearing the cached file is an action that can help resolve the issue of not seeing the latest patch notes on a game vendor’s website. A cached file is a copy of a
web page or file that is stored locally on the user’s browser or device for faster loading and offline access. However, sometimes a cached file may become
outdated or corrupted and prevent the user from seeing the most recent or accurate version of a web page or file. Clearing the cached file can force the browser to
download and display the latest version from the server instead of using the old copy from the cache. Synchronizing the browser data, enabling private browsing
mode, and marking the site as trusted are not actions that can help resolve this issue.

NEW QUESTION 131
Which of the following options should MOST likely be considered when preserving data from a hard drive for forensic analysis? (Select TWO).

A. Licensing agreements
B. Chain of custody
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C. Incident management documentation
D. Data integrity
E. Material safety data sheet
F. Retention requirements

Answer: B

Explanation: 
 Chain of custody and data integrity are two options that should most likely be considered when preserving data from a hard drive for forensic analysis. Chain of
custody refers to the documentation and tracking of who has access to the data and how it is handled, stored, and transferred. Data integrity refers to the
assurance that the data has not been altered, corrupted, or tampered with during the preservation process

NEW QUESTION 134
A junior administrator is responsible for deploying software to a large group of computers in an organization. The administrator finds a

script on a popular coding website to automate this distribution but does not understand the scripting language. Which of the following BEST describes the risks in
running this script?

A. The instructions from the software company are not being followed.
B. Security controls will treat automated deployments as malware.
C. The deployment script is performing unknown actions.
D. Copying scripts off the internet is considered plagiarism.

Answer: C

Explanation: 
The risks in running this script are that the deployment script is performing unknown actions. Running the script blindly could cause unintended actions, such as
deploying malware or deleting important files, which could negatively impact the organization’s network and data1.

NEW QUESTION 137
A user's corporate phone was stolen, and the device contains company trade secrets. Which of the following technologies should be implemented to mitigate this
risk? (Select TWO).

A. Remote wipe
B. Firewall
C. Device encryption
D. Remote backup
E. Antivirus
F. Global Positioning System

Answer: AC

Explanation: 
Remote wipe is a feature that allows data to be deleted from a device or system remotely by an administrator or owner1. It is used to protect data from being
compromised if the device is lost, stolen, or changed hands1. Device encryption is a feature that helps protect the data on a device by making it unreadable to
unauthorized users2. It requires a key or a password to access the data2. Both features can help mitigate the risk of losing company trade secrets if a corporate
phone is stolen.
References: 1: How to remote wipe Windows laptop (https://www.thewindowsclub.com/remote-wipe-windows-10) 2: Device encryption in Windows
(https://support.microsoft.com/en-us/windows/device-encryption-in-windows-ad5dcf4b-dbe0-2331-228f-7925c2a3012d)

NEW QUESTION 138
A hard drive that previously contained PI I needs to be repurposed for a public access workstation. Which of the following data destruction methods should a
technician use to ensure data is completely removed from the hard drive?

A. Shredding
B. Degaussing
C. Low-level formatting
D. Recycling

Answer: A

Explanation: 
 Shredding is a data destruction method that physically destroys the hard drive by cutting it into small pieces using a machine. Shredding ensures that data is
completely removed from the hard drive and cannot be recovered by any means. Shredding is suitable for hard drives that contain PII (personally identifiable

information),
which is any information that can be used to identify, contact, or locate an individual. Degaussing, low-level formatting, and

recycling are not data destruction methods that can guarantee complete data removal from a hard drive.

NEW QUESTION 139
Upon downloading a new ISO, an administrator is presented with the following string: 59d15a16ce90cBcc97fa7c211b767aB
Which of the following BEST describes the purpose of this string?

A. XSS verification
B. AES-256 verification
C. Hash verification
D. Digital signature verification

Answer: C

Explanation: 
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 Hash verification is a process that verifies the integrity of a file by comparing the hash value of the downloaded file to the hash value provided by the source1

NEW QUESTION 144
A technician is troubleshooting a customer's PC and receives a phone call. The technician does not take the call and sets the phone to silent. Which of the
following BEST describes the technician's actions?

A. Avoid distractions
B. Deal appropriately with customer's confidential material
C. Adhere to user privacy policy
D. Set and meet timelines

Answer: A

Explanation: 
 The technician has taken the appropriate action by not taking the call and setting the phone to silent in order to avoid any distractions and remain focused on the
task at hand. This is a good example of how to maintain focus and productivity when working on a customer's PC, and will help to ensure that the job is completed
in a timely and efficient manner.

NEW QUESTION 145
A user reports an issue when connecting a mobile device to Bluetooth. The user states the mobile device's Bluetooth is turned on. Which of the following steps
should the technician take NEXT to resolve the issue?

A. Restart the mobile device.
B. Turn on airplane mode.
C. Check that the accessory is ready to pair.
D. Clear all devices from the phone's Bluetooth settings.

Answer: C

Explanation: 
 The first step in troubleshooting a Bluetooth connection issue is to check that the accessory is ready to pair with the mobile device. Some accessories may have a
button or a switch that needs to be pressed or turned on to initiate pairing mode. If the accessory is not ready to pair, the mobile device will not be able to detect it.
Reference: CompTIA A+ Core 2 Exam Objectives, Section 2.4

NEW QUESTION 150
A user in a corporate office reports the inability to connect to any network drives. No other users have reported this issue. Which of the following is the MOST likely
reason the user is having this issue?

A. Mastered
B. Not Mastered

Answer: A

NEW QUESTION 153
A user received the following error upon visiting a banking website:
The security presented by website was issued a different website' s address . A technician should instruct the user to:

A. clear the browser cache and contact the bank.
B. close out of the site and contact the bank.
C. continue to the site and contact the bank.
D. update the browser and contact the bank.

Answer: A

Explanation: 
 The technician should instruct the user to clear the browser cache and contact the bank (option A). This error indicates that the website the user is visiting is not
the correct website and is likely due to a cached version of the website being stored in the user's browser. Clearing the browser cache should remove any stored
versions of the website and allow the user to access the correct website. The user should also contact the bank to confirm that they are visiting the correct website
and to report the error.

NEW QUESTION 154
HOTSPOT
Welcome to your first day as a Fictional Company. LLC helpdesk employee. Please work the tickets in your helpdesk ticket queue.
Click on individual tickers to see the ticket details. View attachments to determine the problem.
Select the appropriate issue from the 'issue' drop-down menu. Then, select the MOST efficient resolution from the 'Resolution' drop-down menu. Finally, select the
proper command or verification to remediate or confirm your fix of the issue from the Verify Resolve drop-down menu.

Passing Certification Exams Made Easy visit - https://www.2PassEasy.com



Welcome to download the Newest 2passeasy 220-1102 dumps
https://www.2passeasy.com/dumps/220-1102/ (402 New Questions)

Passing Certification Exams Made Easy visit - https://www.2PassEasy.com



Welcome to download the Newest 2passeasy 220-1102 dumps
https://www.2passeasy.com/dumps/220-1102/ (402 New Questions)

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
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NEW QUESTION 159
Which of the following default system tools can be used in macOS to allow the technician to view the screen simultaneously with the user?

A. Remote Assistance

B. 
Remote Desktop Protocol

C. Screen Sharing
D. Virtual Network Computing

Answer: C

Explanation: 
Screen Sharing is the default system tool that can be used in macOS to allow the technician to view the screen simultaneously with the user. Screen Sharing is a
built-in app that lets users share their Mac screen with another Mac on the network. The user can enable screen sharing in the System Preferences > Sharing
pane, and then allow other users to request or enter a password to access their screen1. The technician can launch the Screen Sharing app from the Spotlight
search or the Finder sidebar, and then enter the user’s name, address, or Apple ID to connect to their screen2. Remote Assistance is a Windows feature that
allows users to invite someone to help them with a problem on their PC3. Remote Desktop Protocol (RDP) is a protocol that allows users to connect to a remote
computer over a network4. Virtual Network Computing (VNC) is a technology that allows users to share their screen with other devices using a VNC viewer app1.
These are not default system tools in macOS, although they can be used with third-party software or settings.
References: 1: https://support.apple.com/guide/mac-help/share-the-screen-of-another-mac-
mh14066/mac 2: https://www.howtogeek.com/449239/how-to-share-your-macs-screen-
with-another-mac/ 3: https://support.microsoft.com/en-us/windows/solve-pc-problems-over-
a-remote-connection-b077e31a-16f4-2529-1a47-21f6a9040bf3 4: https://docs.microsoft.com/en-us/windows-server/remote/remote-desktop-services/clients/remote-
desktop-protocol

NEW QUESTION 160
A technician, who is working at a local office, has found multiple copies of home edition software installed on computers. Which of the following does this MOST
likely violate?

A. EULA
B. Pll
C. DRM
D. Open-source agreement
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Answer: A

Explanation: 
The installation of home edition software on computers at a local office most likely violates the EULA. EULA stands for End User License Agreement and is a legal
contract that specifies the terms and conditions for using a software product or service. EULA typically covers topics such as license scope, duration and
limitations, rights and obligations of the parties, warranties and disclaimers, liability and indemnity clauses, and termination procedures. EULA may also restrict the
use of home edition software to personal or non- commercial purposes only, and prohibit the use of home edition software in business or professional settings.
Violating EULA may result in legal actions or penalties from the software vendor or developer. PII stands for Personally Identifiable Information and is any
information that can be used to identify or locate an individual, such as name, address, phone number, email address, social security number or credit card
number. PII is not related to software installation or licensing but to data protection and privacy. DRM stands for Digital Rights Management and is a technology
that controls or restricts the access and

use of digital content, such as music, movies, books or games. DRM is not related to software installation or licensing but to content
distribution and piracy prevention. Open- source agreement is a type of license that allows users to access, modify and distribute the source code of a software
product or service freely and openly. Open-source agreement does not restrict the use of software to home edition only but encourages collaboration and
innovation among developers and users. References: CompTIA A+ Core 2 (220-1002) Certification Exam Objectives Version 4.0, Domain 5.1

NEW QUESTION 164
A user reports a workstation has been performing strangely after a suspicious email was opened on it earlier in the week. Which of the following should the
technician perform FIRST?

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
 https://partners.comptia.org/docs/default-source/resources/comptia-a-220-1102-exam-objectives-(3-0)
When a user reports that their workstation is behaving strangely after opening a suspicious email, the first step a technician should take is to run a virus scan on
the computer. This is because opening a suspicious email is a common way for viruses and malware to infect a computer. Running a virus scan can help identify
and remove any infections that may be causing the computer to behave strangely.

NEW QUESTION 167
A user reports that the hard drive activity light on a Windows 10 desktop computer has been steadily lit for more than an hour, and performance is severely
degraded. Which of the following tabs in Task Manager would contain the information a technician would use to identify the cause of this issue?

A. Services
B. Processes
C. Performance
D. Startup

Answer: B

Explanation: 
 Processes tab in Task Manager would contain the information a technician would use to identify the cause of this issue. The Processes tab in Task Manager
displays all the processes running on the computer, including the CPU and memory usage of each process. The technician can use this tab to identify the process
that is causing the hard drive activity light to remain lit and the performance degradation1

NEW QUESTION 172
A user's application is unresponsive. Which of the following Task Manager tabs will allow the user to address the situation?

A. 
Startup

B. Performance
C. Application history
D. Processes

Answer: D

Explanation: 
 The Processes tab in the Task Manager shows all the running processes on the computer, including applications and background services. The user can use this
tab to identify the unresponsive application and end its process by right-clicking on it and selecting End task. This will free up the system resources and close the
application. The other tabs in the Task Manager do not allow the user to address the situation. The Startup tab shows the programs that run when the computer
starts, the Performance tab shows the system resource usage and statistics, and the Application history tab shows the resource usage of the applications over
time

NEW QUESTION 174
DRAG DROP
A customer recently experienced a power outage at a SOHO. The customer does not think the components are connected properly. A print job continued running
for several minutes after the power failed, but the customer was not able to interact with the computer. Once the UPS stopped beeping, all functioning devices also
turned off. In case of a future power failure, the customer wants to have the most time available to save cloud documents and shut down the computer without
losing any data.
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A. Mastered
B. Not Mastered

Answer: A

Explanation: 
UPS > Surge protector = Computer, wifi router, cable modem Surge protector = wallOutlet , printer and scanner

NEW QUESTION 178
A Windows workstation that was recently updated with approved system patches shut down instead of restarting. Upon reboot, the technician notices an alert
stating the workstation has malware in the root OS folder. The technician promptly performs a System Restore and reboots the workstation, but the malware is still
detected. Which of the following BEST describes why the system still has malware?

A. A system patch disabled the antivirus protection and host firewall.
B. The system updates did not include the latest anti-malware definitions.
C. The system restore process was compromised by the malware.
D. The malware was installed before the system restore point was created.

Answer: D

Explanation: 
The best explanation for why the system still has malware after performing a System Restore is that the malware was installed before the system restore point was
created. A system restore point is a snapshot of the system settings and configuration at a certain point in time. A System Restore is a feature that allows users to
restore their system to a previous state in case of problems or errors. However, a System Restore does not affect personal files or folders, and it may not remove
malware that was already present on the system before the restore point was created. A system patch disabling the antivirus protection and host firewall may

increase the risk of malware infection, but it does not
explain why the malware persists after a System Restore. The system updates not

including the latest anti-malware definitions may reduce the effectiveness of malware detection and removal, but it does not explain why the malware persists after
a System Restore. The system restore process being compromised by the malware may prevent a successful System Restore, but it does not explain why the
malware persists after a System Restore. References: CompTIA A+ Core 2 (220-1002) Certification Exam Objectives Version 4.0, Domain 1.3

NEW QUESTION 182
Which of the following operating systems is most commonly used in embedded systems?

A. Chrome OS
B. macOS
C. Windows
D. Linux

Answer: D

Explanation: 
 Linux is the most commonly used operating system in embedded systems because it is open source, free, customizable, and supports a wide range of
architectures and devices. Linux also offers many advantages for embedded development, such as real- time capabilities, modularity, security, scalability, and
reliability. Linux can run on embedded systems with limited resources, such as memory, storage, or power, and can be tailored to the specific needs of the
application. Linux also has a large and active community of developers and users who contribute to its improvement and
innovation. Some examples of embedded systems that use Linux are smart TVs, routers,

drones, robots, smart watches, and IoT devices

NEW QUESTION 185
A technician is trying to connect to a user's laptop in order to securely install updates. Given the following information about the laptop:
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Which of the following should the technician do to connect via RDP?

A. Confirm the user can ping the default gateway.
B. Change the IP address on the user's laptop.
C. Change the subnet mask on the user's laptop.
D. Open port 3389 on the Windows firewall.

Answer: D

Explanation: 
 In order to connect to a user’s laptop via RDP, the technician should open port 3389 on the Windows firewall. This is because RDP uses port 3389 for
communication12. The other options are not necessary or relevant for establishing an RDP connection.

? Confirming the user can ping the default gateway is not required for RDP, as it
only tests the network connectivity between the user’s laptop and the router. RDP works over the internet, so the technician should be able to ping the user’s
laptop directly using its IP address3.
? Changing the IP address on the user’s laptop is not needed for RDP, as long as
the IP address is valid and not conflicting with another device on the network. The user’s laptop has a valid IP address of 192.168.0.45, which belongs to the
same subnet as the gateway (192.168.0.1) and the subnet mask (255.255.255.0)4.
? Changing the subnet mask on the user’s laptop is not required for RDP, as long as
the subnet mask matches the network configuration. The user’s laptop has a correct subnet mask of 255.255.255.0, which defines a network with 254 possible
hosts4.
References:
1: [What is RDP and How Does It Work? - CompTIA] 2: CompTIA A+ Certification Exam Core 2 Objectives - CompTIA 3: [Ping (networking utility) - Wikipedia] 4:
[IP address - Wikipedia] : What is RDP and How Does It Work? - CompTIA : CompTIA A+ Certification Exam Core 2 Objectives - CompTIA : Ping (networking
utility) - Wikipedia) : IP address - Wikipedia

NEW QUESTION 186
A systems administrator is setting up a Windows computer for a new user Corporate policy requires a least privilege environment. The user will need to access
advanced features and configuration settings for several applications. Which of the following BEST describes the account access level the user will need?

A. Power user account
B. Standard account
C. Guest account
D. Administrator account

Answer: B

Explanation: 
 The account access level the user will need to access advanced features and configuration settings for several applications while adhering to corporate policy
requiring a least privilege environment is a standard account. This is because a standard account allows the user to access advanced features and configuration
settings for several applications while adhering to corporate policy requiring a least privilege environment1.

NEW QUESTION 189
Which of the following wireless security features can be enabled lo allow a user to use login credentials to attach lo available corporate SSIDs?

A. TACACS+
B. Kerberos
C. Preshared key
D. WPA2/AES

Answer: D

Explanation: 
 WPA2/AES (Wi-Fi Protected Access 2/Advanced Encryption Standard) is a wireless security standard that supports enterprise mode, which allows a user to use
login credentials (username and password) to authenticate to available corporate SSIDs (service set identifiers). TACACS+ (Terminal Access Controller Access-
Control System Plus) and Kerberos are network authentication protocols, but they are not wireless security features. Preshared key is another wireless security
feature, but it does not use login credentials. Verified References: https://www.comptia.org/blog/wireless-security-standards
https://www.comptia.org/certifications/a

NEW QUESTION 190
A user's smartphone data usage is well above average. The user suspects an installed application is transmitting data in the background. The user would like to be
alerted when an application attempts to communicate with the internet. Which of the following BEST addresses the user's concern?

A. Operating system updates
B. Remote wipe
C. Antivirus
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D. Firewall

Answer: D

Explanation: 
 A firewall is a security system that monitors and controls incoming and outgoing network traffic based on predetermined security rules. In this scenario, the user is
concerned about an installed application transmitting data in the background, so a firewall would be the best solution to address their concern. By installing and
configuring a firewall, the user can block unauthorized connections to and from the device, and receive alerts whenever an application tries to access the internet.

NEW QUESTION 191
A technician is installing RAM in a new workstation and needs to protect against electrostatic discharge. Which of the following will best

resolve this concern?

A. Battery backup
B. Thermal paste
C. ESD strap
D. Consistent power

Answer: C

Explanation: 
 An ESD strap, also known as an antistatic wrist strap, is a device that prevents electrostatic discharge (ESD) from damaging sensitive electronic components such
as RAM. ESD is the sudden flow of electricity between two objects with different electrical charges, which can cause permanent damage or malfunction to
electronic devices. An ESD strap connects the technician’s wrist to a grounded surface, such as a metal case or a mat, and equalizes the electrical potential
between the technician and the device. Battery backup, thermal paste, and consistent power are not devices that can protect against ESD.

NEW QUESTION 196
A manager called the help desk to ask for assistance with creating a more secure environment for the finance department- which resides in a non-domain
environment. Which of the following would be the BEST method to protect against unauthorized use?

A. Implementing password expiration
B. Restricting user permissions
C. Using screen locks
D. Disabling unnecessary services

Answer: B

Explanation: 
Restricting user permissions is a method of creating a more secure environment for the finance department in a non-domain environment. This means that users
will only have access to the files and resources that they need to perform their tasks and will not be able to modify or delete other files or settings that could
compromise security or functionality.

NEW QUESTION 198
A user wants to back up a Windows 10 device. Which of the following should the user select?

A. Devices and Printers
B. Email and Accounts
C. Update and Security
D. Apps and Features

Answer: C

Explanation: 
 Update and Security is the section in Windows 10 Settings that allows the

user to back up their device. Backing up a device means creating a copy of the data and settings on the device and storing it in another
location, such as an external drive or a cloud service. Backing up a device can help the user restore their data and settings in case of data loss, corruption, or theft.
Devices and Printers, Email and Accounts, and Apps and Features are not sections in Windows 10 Settings that allow the user to back up their device.

NEW QUESTION 203
An IT services company that supports a large government contract replaced the Ethernet cards on several hundred desktop machines to comply With regulatory
requirements. Which of the following disposal methods for the non-compliant cards is the MOST environmentally friendly?

A. incineration
B. Resale
C. Physical destruction
D. Dumpster for recycling plastics

Answer: D

Explanation: 
 When disposing of non-compliant Ethernet cards, the most environmentally friendly option is to use a dumpster for recycling plastics. This method is the most
effective way to reduce the amount of waste that is sent to landfills, and it also helps to reduce the amount of energy used in the production of new materials.
Additionally, recycling plastics helps to reduce the amount of toxic chemicals that can be released into the environment. According to CompTIA A+ Core 2
documents, "The most environmentally friendly disposal method for non-compliant Ethernet cards is to use a dumpster for recycling plastics. This method is the
most effective way to reduce the amount of waste that is sent to landfills, and it also helps to reduce the amount of energy used in the production of new materials."
https://sustainability.yale.edu/blog/how-sustainably-dispose-your-technological-waste
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NEW QUESTION 205
A technician is setting up a desktop computer in a small office. The user will need to

access files on a drive shared from another desktop on the network. Which of the following configurations should the technician employ
to achieve this goal?

A. Configure the network as private
B. Enable a proxy server
C. Grant the network administrator role to the user
D. Create a shortcut to public documents

Answer: A

Explanation: 
 The technician should configure the network as private to allow the user to access files on a drive shared from another desktop on the network1

NEW QUESTION 209
A user rotates a cell phone horizontally to read emails, but the display remains vertical, even though the settings indicate autorotate is on. VT1ich of the following
will MOST likely resolve the issue?

A. 
Recalibrating the magnetometer

B. Recalibrating the compass
C. Recalibrating the digitizer
D. Recalibrating the accelerometer

Answer: D

Explanation: 
 When a user rotates a cell phone horizontally to read emails and the display remains vertical, even though the settings indicate autorotate is on, this is typically
due to a problem with the phone's accelerometer. The accelerometer is the sensor that detects changes in the phone's orientation and adjusts the display
accordingly. If the accelerometer is not calibrated correctly, the display may not rotate as expected.
Recalibrating the accelerometer is the most likely solution to this issue. The process for recalibrating the accelerometer can vary depending on the specific device
and operating system, but it typically involves going to the device's settings and finding the option to calibrate or reset the sensor. Users may need to search their
device's documentation or online resources to find specific instructions for their device.

NEW QUESTION 211
A technician is setting up a newly built computer. Which of the following is the fastest way for the technician to install Windows 10?

A. Factory reset
B. System Restore
C. In-place upgrade
D. Unattended installation

Answer: D

Explanation: 
 Windows 10

The correct answer is D. Unattended installation. An unattended installation is a way of installing Windows 10 without requiring any user input or interaction. It uses
a configuration file called answer file that contains the settings and preferences for the installation, such as the product key, language, partition, and network
settings. An unattended installation can be performed by using a bootable USB flash drive or DVD that contains the Windows 10 installation files and the answer
file1. This is the fastest way for the technician to install Windows 10 on a newly built computer, as it automates the whole process and saves time. A factory reset
is a way of restoring a computer to its original state by deleting all the data and applications and reinstalling the operating system. A factory reset can be performed
by using the recovery partition or media that came with the computer, or by using the Reset this PC option in Windows 10 settings2. A factory reset is not a way of
installing Windows 10 on a newly built computer, as it requires an existing operating system to be present.
A system restore is a way of undoing changes to a computer’s system files and settings by using a restore point that was created earlier. A system restore can be
performed by using the System Restore option in Windows 10 settings or by using the Advanced Startup Options menu3. A system restore is not a way of
installing Windows 10 on a newly built computer, as it requires an existing operating system and restore points to be present.
An in-place upgrade is a way of upgrading an existing operating system to a newer version without losing any data or applications. An in-place upgrade can be
performed by using the Windows 10 Media Creation Tool or by running the Setup.exe file from the Windows 10 installation media. An in-place upgrade is not a
way of installing Windows 10 on a newly built computer, as it requires an existing operating system to be present.

NEW QUESTION 216
Which of the following Is a package management utility for PCs that are running the Linux operating system?

A. chmod
B. yum
C. man
D. grep
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Answer: B

Explanation: 
 yum (Yellowdog Updater Modified) is a package management utility for PCs that are running the Linux operating system. It can be used to install, update and
remove software packages from repositories. chmod (change mode) is a command that changes the permissions of files and directories in Linux. man (manual) is
a command that displays the documentation of other commands in Linux. grep (global regular expression print) is a command that searches for patterns in text
files in Linux. Verified References: https://www.comptia.org/blog/linux-package-management https://www.comptia.org/certifications/a

NEW QUESTION 218
A company-owned mobile device is displaying a high number of ads, receiving data-usage limit notifications, and experiencing slow response. After checking the
device, a technician notices the device has been jailbroken. Which of the following should the technician do next?

A. Run an antivirus and enable encryption.

B. 
Restore the defaults and reimage the corporate OS.

C. Back up the files and do a system restore.
D. Undo the jailbreak and enable an antivirus.

Answer: B

Explanation: 
Jailbreaking a device exposes it to various security risks, such as malware, data theft, network attacks, and service disruption1234. Running an antivirus and
enabling encryption may not be enough to remove the threats and restore the device’s functionality. Undoing the jailbreak may not be possible or effective,
depending on the method used. Backing up the files and doing a system restore may preserve the jailbreak and the associated problems. The best option is to
erase the device and reinstall the original operating system that is compatible with the corporate policies and standards. This will ensure that the device is clean,
secure, and compliant25.
References: 1 What is Jailbreaking & Is it safe? - Kaspersky(https://www.kaspersky.com/resource-center/definitions/what-is- jailbreaking). 2 Jailbreak Detection:
Why is jailbreaking a potential security risk? -
Cybersecurity ASEE(https://cybersecurity.asee.co/blog/what-is-jailbreaking/). 3 Jailbreaking Information for iOS Devices | University
IT(https://uit.stanford.edu/service/mydevices/jailbreak)4 What does it mean to jailbreak your phone—and is it legal? - Microsoft(https://www.microsoft.com/en-
us/microsoft-365-life- hacks/privacy-and-safety/what-is-jailbreaking-a-phone). 5 Resetting a corporate laptop back to a personal laptop… Enterprise vs Pro -
Windows 10(https://community.spiceworks.com/topic/2196812-resetting-a-corporate-laptop-back-to-
a-personal-laptop-enterprise-vs-pro).

NEW QUESTION 220
Remote employees need access to information that is hosted on local servers at the company. The IT department needs to find a solution that gives employees
secure access to the company's resources as if the employees were on premises. Which of the following

remote connection services should the IT team implement?

A. SSH
B. VNC
C. VPN
D. RDP

Answer: C

Explanation: 
 A VPN (Virtual Private Network) is a service that allows remote employees to access the company’s network resources securely over the internet as if they were
on premises. A VPN encrypts the data traffic between the employee’s device and the VPN server, and assigns the employee a virtual IP address that belongs to
the company’s network. This way, the employee can access the local servers, files, printers, and other resources without exposing them to the public internet. A
VPN also protects the employee’s privacy and identity by masking their real IP address and location.

NEW QUESTION 224
A user installed a new application that automatically starts each time the user logs in to a Windows 10 system. The user does not want this to happen and has
asked for this setting to be changed. Which of the following tools would the technician MOST likely use to safely make this change?

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
 The technician would most likely use the Task Manager tool to safely make this change12
The Task Manager tool can be used to disable applications from starting automatically on Windows 10
The tool that a technician would most likely use to stop an application from automatically starting when a user logs in to a Windows 10 system is the Task
Manager. The Task Manager can be used to view and manage processes, including those that are set to automatically start when a user logs in to the system.

NEW QUESTION 225
Which of the following protects a mobile device against unwanted access when it is left unattended?

A. PIN code
B. OS updates
C. Antivirus software
D. BYOD policy

Answer: A

Explanation: 
 A PIN code is a numeric password that protects a mobile device against unwanted access when it is left unattended. It requires the user to enter the correct code
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before unlocking the device. OS updates, antivirus software and BYOD policy are other security measures for mobile devices, but they do not prevent
unauthorized access when the device is left unattended. Verified References: https://www.comptia.org/blog/mobile- device-security
https://www.comptia.org/certifications/a

NEW QUESTION 230
The Chief Executive Officer at a bark recently saw a news report about a high-profile cybercrime where a remote-access tool that the bank uses for support was
also used in this crime. The report stated that attackers were able to brute force passwords to access systems. Which of the following would BEST limit the bark's
risk? (Select TWO)

A. Enable multifactor authentication for each support account
B. Limit remote access to destinations inside the corporate network
C. Block all support accounts from logging in from foreign countries
D. Configure a replacement remote-access tool for support cases.
E. Purchase a password manager for remote-access tool users
F. Enforce account lockouts after five bad password attempts

Answer: AF

Explanation: 
 The best ways to limit the bank’s risk are to enable multifactor authentication for each support account and enforce account lockouts after five bad password
attempts. Multifactor authentication adds an extra layer of security to the login process, making it more difficult for attackers to gain access to systems. Account
lockouts after five bad password attempts can help to prevent brute force attacks by locking out accounts after a certain number of failed login attempts.

NEW QUESTION 234
Which of the following Linux commands would be used to install an application?

A. yum
B. grep
C. Is
D. sudo

Answer: D

Explanation: 
 The Linux command used to install an application is sudo. The sudo command allows users to run programs with the security privileges of another user, such as
the root user. This is necessary to install applications because it requires administrative privileges1

NEW QUESTION 239
Which of the following file types allows a user to easily uninstall software from macOS by simply placing it in the trash bin?

A. .exe
B. .dmg
C. . app
D. . rpm
E. .pkg

Answer: C

Explanation: 
app files are application bundles that contain all the necessary files and resources for a Mac app. They can be easily deleted by dragging them to the Trash or
using Launchpad12. Other file types, such as .exe, .dmg, .rpm, and .pkg, are either not compatible with macOS or require additional steps to uninstall34.
References: 1 Uninstall apps on your Mac - Apple Support(https://support.apple.com/en- us/102610)2 How to Uninstall Apps on a Mac (and Make Sure Leftover
Files Are
…(https://www.pcmag.com/how-to/uninstall-delete-apps-from-mac)3 How to install and uninstall software on a Mac - Laptop
Mag(https://www.laptopmag.com/articles/install- unininstall-mac-software)4 How to completely uninstall an app on a Mac and delete all junk files(https://www.xda-
developers.com/how-to-uninstall-app-mac/).

NEW QUESTION 240
A customer calls a service support center and begins yelling at a technician about a feature for a product that is not working to the customer's satisfaction. This
feature is not supported by the service support center and requires a field technician to troubleshoot. The customer continues to demand service. Which of the
following is the BEST course of action for the support center representative to take?

A. Inform the customer that the issue is not within the scope of this department.
B. Apologize to the customer and escalate the issue to a manager.
C. Ask the customer to explain the issue and then try to fix it independently.
D. Respond that the issue is something the customer should be able to fix.

Answer: B

Explanation: 
Apologizing to the customer and escalating the issue to a manager is the best course of action for the support center representative to take. This shows empathy
and professionalism and allows the manager to handle the situation and provide the appropriate service or resolution for the customer.

NEW QUESTION 241
A technician needs to perform after-hours service starting at 10:00 p.m. The technician is currently 20 minutes late. The customer will also be late. Which of the
following should the technician do considering proper communication techniques and professionalism?
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A. Do not notify the customer if arriving before the customer.
B. Dismiss the customer and proceed with the after-hours work.
C. Contact the customer if the technician is arriving late.
D. Disclose the experience via social media.

Answer: C

Explanation: 
 The best option for the technician to demonstrate proper communication techniques and professionalism is to contact the customer if the technician is arriving
late. This shows respect for the customer’s time and expectations, and allows the customer to adjust their schedule accordingly. It also helps to maintain a positive
relationship and trust between the technician and the customer. The technician should apologize for the delay and provide a realistic estimate of their arrival time.
The technician should also thank the customer for their patience and understanding.
The other options are not appropriate or professional. Do not notify the customer if arriving before the customer is not a good practice, as it may cause confusion
or frustration for the customer. The customer may have made other plans or arrangements based on the technician’s original schedule, and may not be available
or prepared for the service. Dismiss the customer and proceed with the after-hours work is rude and disrespectful, as it ignores the customer’s needs and
preferences. The customer may have questions or concerns about the service, or may want to supervise or verify the work. The technician should always
communicate with the customer before, during, and after the service.

Disclose the experience via social media is unethical and unprofessional, as it may violate the customer’s privacy and the company’s
policies. The technician should not share any confidential or sensitive information about the customer or the service on social media, or make any negative or
inappropriate comments about the customer or the situation. References:
? CompTIA A+ Certification Exam Core 2 Objectives1
? CompTIA A+ Core 2 (220-1102) Certification Study Guide2
? 8 Ways You Can Improve Your Communication Skills3
? Professionalism in Communication | How To Do It And How It Pays4

NEW QUESTION 242
Which of the following macOS utilities uses AES-128 to encrypt the startup disk?

A. fdisk
B. Diskpart
C. Disk Utility
D. FileVault

Answer: D

Explanation: 
 FileVault is a macOS utility that uses AES-128 (Advanced Encryption Standard) to encrypt the startup disk of a Mac computer. It protects the data from
unauthorized access if the computer is lost or stolen. fdisk and Diskpart are disk partitioning utilities for Linux and Windows, respectively. Disk Utility is another
macOS utility that can perform disk management tasks, such as formatting, resizing, repairing, etc. Verified References: https://www.comptia.org/blog/what-is-
filevault https://www.comptia.org/certifications/a

NEW QUESTION 247
A user receives a notification indicating the data plan on the user's corporate phone has reached its limit. The user has also noted the performance of the phone is
abnormally slow. A technician discovers a third-party GPS application was installed on the phone. Which of the following is the MOST likely cause?

A. The GPS application is installing software updates.
B. The GPS application contains malware.

C. 
The GPS application is updating its geospatial map data.

D. The GPS application is conflicting with the built-in GPS.

Answer: B

Explanation: 
 The GPS application contains malware. The third-party GPS application is likely the cause of the slow performance of the phone. The application may contain
malware that is using up system resources and slowing down the phone. The user should uninstall the application and run a malware scan on the phone1

NEW QUESTION 251
A PC is taking a long time to boot. Which of the following operations would be best to do to
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resolve the issue at a minimal expense?
(Select two).

A. Installing additional RAM
B. Removing the applications from startup
C. Installing a faster SSD
D. Running the Disk Cleanup utility
E. Defragmenting the hard drive
F. Ending the processes in the Task Manager

Answer: BE

Explanation: 
The correct answers are B. Removing the applications from startup and E. Defragmenting the hard drive. These are the operations that would be best to do to
resolve the issue of a slow boot at a minimal expense.
? Removing the applications from startup means disabling the programs that run
automatically when the PC is turned on. This will reduce the load on the CPU and RAM and speed up the boot process1.
? Defragmenting the hard drive means rearranging the files on the disk so that they
are stored in contiguous blocks. This will improve the disk performance and reduce the time it takes to read and write data2.
1: CompTIA A+ Certification Exam: Core 2 Objectives, page 23, section 3.1. 2: CompTIA A+ Certification Exam: Core 2 Objectives, page 24, section 3.2.

NEW QUESTION 252
A technician needs administrator access on a Windows workstation to facilitate system changes without elevating permissions. Which of the following would best
accomplish this task?

A. Group Policy Editor
B. Local Users and Groups
C. Device Manager
D. System Configuration

Answer: B

Explanation: 

Local Users and Groups is the best option to accomplish this task. Local Users and Groups is a tool that allows managing the local user
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accounts and groups on a Windows workstation. The technician can use this tool to create a new user account with administrator privileges or add an existing user
account to the Administrators group. This way, the technician can log in with the administrator account and make system changes without elevating permissions.
Group Policy Editor, Device Manager, and System Configuration are not correct answers for this question. Group Policy Editor is a tool that allows configuring
policies and settings for users and computers in a domain environment. Device Manager is a tool that allows managing the hardware devices and drivers on a
Windows workstation. System Configuration is a tool that allows modifying the startup options and services on a Windows workstation. None of these tools can
directly grant administrator access to a user account. References:
? Official CompTIA learning resources CompTIA A+ Core 1 and Core 2, page 13
? CompTIA A+ Complete Study Guide: Core 1 Exam 220-1101 and Core 2 Exam …, page 103

NEW QUESTION 255
Which of the following best describes when to use the YUM command in Linux?

A. To add functionality
B. To change folder permissions
C. To show documentation
D. To list file contents

Answer: A

Explanation: 
 YUM stands for Yellowdog Updater Modified and it is a command-line tool that allows users to install, update, remove, and manage software packages in Linux.
YUM can be used to add functionality to a Linux system by installing new software packages or updating existing ones. To change folder permissions, show
documentation, or list file contents, other commands such as chmod, man, or ls can be used in Linux.

NEW QUESTION 259
A user notices a small USB drive is attached to the user's computer after a new vendor visited the office. The technician notices two files named grabber.exe and
output.txt. Which of the following attacks is MOST likely occurring?

A. Trojan
B. Rootkit
C. Cryptominer
D. Keylogger

Answer: D

Explanation: 

A keylogger is a type of malware that records the keystrokes of a user and sends them to a remote attacker1. The attacker can use the
captured information to steal passwords, credit card numbers, or other sensitive data. A keylogger can be installed on a computer by attaching a small USB drive
that contains a malicious executable file, such as grabber.exe2. The output.txt file may contain the recorded keystrokes. The user should remove the USB drive
and scan the computer for malware.
References: 2: What is grabber.exe? (https://www.freefixer.com/library/file/grabber.exe- 55857/) 1: What is a keylogger? (https://www.kaspersky.com/resource-
center/definitions/keylogger)

NEW QUESTION 260
A technician needs to transfer a file to a user's workstation. Which of the following would BEST accomplish this task utilizing the workstation's built-in protocols?

A. 
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VPN
B. SMB
C. RMM
D. MSRA

Answer: B

Explanation: 
SMB stands for Server Message Block, which is a network file sharing protocol that allows applications on a computer to read and write to files and to request
services from server programs in a computer network. SMB is a built-in protocol in Windows operating systems and can be used to transfer files between
computers over a network. The technician can use SMB to access a file share on the user’s workstation and copy the file to or from it. VPN stands for virtual
private network, which is a technology that creates a secure and encrypted connection over a public network. VPN is not a built-in protocol in Windows operating
systems and does not directly transfer files between computers. RMM stands for remote monitoring and management, which is a type of software solution that
allows remote management and monitoring of devices and networks. RMM is not a built-in protocol in Windows operating systems and does not directly transfer
files between computers. MSRA stands for Microsoft Remote Assistance, which is a feature that allows a user to invite another user to view or control their
computer remotely. MSRA is not a protocol, but an application that uses Remote Desktop Protocol (RDP) to establish a connection. MSRA does not directly
transfer files between computers. https://www.pcmag.com/picks/the-best-desktop-workstations

NEW QUESTION 264
A technician needs to remotely connect to a Linux desktop to assist a user with troubleshooting. The technician needs to make use of a tool natively designed for
Linux. Which of the following tools will the technician MOST likely use?

A. VNC
B. MFA
C. MSRA
D. RDP

Answer: A

Explanation: 
 The tool that the technician will most likely use to remotely connect to a Linux desktop is VNC. VNC stands for Virtual Network Computing and is a protocol that
allows remote access and control of a graphical desktop environment over a network. VNC is natively designed for Linux and can also support other operating
systems, such as Windows and Mac OS. VNC can be used to assist users with troubleshooting by viewing and interacting with their desktops remotely. MFA
stands for Multi-Factor Authentication and is a method of verifying identity using two or more factors, such as something you know, something you have or
something you are. MFA is not a tool that can be used to remotely connect to a Linux desktop but a technique that can be used to enhance security
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for systems or services. MSRA stands for Microsoft Remote Assistance and is a feature that allows remote access and control of a Windows desktop environment
over a network. MSRA is not natively designed for Linux and may not be compatible or supported by Linux systems. RDP stands for Remote Desktop Protocol and
is a protocol that allows remote access and control of a Windows desktop environment over a network. RDP is not natively designed for Linux and may not be
compatible or supported by Linux systems. References: CompTIA A+ Core 2 (220-1002) Certification Exam Objectives Version 4.0, Domain 1.6

NEW QUESTION 266
......
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