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NEW QUESTION 1
- (Exam Topic 1)

You need to meet the OOBE requirements for Windows AutoPilot.
Which two settings should you configure from the Azure Active Directory blade? To answer, select the appropriate settings in the answer area.

NOTE: Each correct selection is worth one point.

© Overview
Getting started

Manage

Users

Groups

Organizational relationships
Roles and administrators

Enterprise applications

Devices

App registrations

App registrations (Preview)

Application proxy

Licenses
Azure AD Connect

Custom domain names
Mobility (MDM and MAM)

Password reset

Company branding

User settings

Properties

Notifications settings

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

https://blogs.msdn.microsoft.com/sgern/2018/10/11/intune-intune-and-autopilot-part-3-preparing-your-environm
https://blogs.msdn.microsoft.com/sgern/2018/11/27/intune-intune-and-autopilot-part-4-enroll-your-first-device/

NEW QUESTION 2
- (Exam Topic 1)

You need to recommend a solution to meet the device management requirements.
What should you include in the recommendation? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

For the Research department employees:

For the Sales department employees:

Guaranteed success with Our exam guides

N
An app configuration policy
An app protection policy
Azure information Protection
i0S app provisioning profiles
N

An app configuration policy
An app protection policy
Azure information Protection
10S app provisioning profiles
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Reference:

https://github.com/MicrosoftDocs/IntuneDocs/blob/master/intune/app-protection-policy.md https://docs.microsoft.com/en-us/azure/information-protection/configure-
usage-rights#do-not-forward-option-fo

NEW QUESTION 3

- (Exam Topic 1)

You need to capture the required information for the sales department computers to meet the technical requirements.
Which Windows PowerShell command should you run first?

A. Install-Module WindowsAutoPilotIntune
B. Install-Script Get-WindowsAutoPilotinfo
C. Import-AutoPilotCSV

D. Get-WindowsAutoPilotinfo

Answer: B
Explanation:

References:

https://docs.microsoft.com/en-us/windows/deployment/windows-autopilot/existing-devices

"This topic describes how to convert Windows 7 or Windows 8.1 domain-joined computers to Windows 10 devices joined to either Azure Active Directory or Active
Directory (Hybrid Azure AD Join) by using Windows Autopilot"

NEW QUESTION 4
- (Exam Topic 2)
You need to meet the requirements for the MKG department users. What should you do?

A. Assign the MKG department users the Purchaser role in Microsoft Store for Business

B. Download the APPX file for Appl from Microsoft Store for Business

C. Add Appl to the private store

D. Assign the MKG department users the Basic Purchaser role in Microsoft Store for Business
E. Acquire Appl from Microsoft Store for Business

Answer: E
Explanation:

References:

https://docs.microsoft.com/en-us/microsoft-store/distribute-apps-from-your-private-store

Enable the users in the MKG department to use Appl.

The private store is a feature in Microsoft Store for Business and Education that organizations receive during the signup process. When admins add apps to the
private store, all employees in the organization can view and download the apps. Your private store is available as a tab in Microsoft Store app, and is usually
named for your company or organization. Only apps with online licenses can be added to the private store.

Reference:

https://docs.microsoft.com/en-us/microsoft-store/distribute-apps-from-your-private-store

NEW QUESTION 5

- (Exam Topic 2)

You need to meet the technical requirements for the LEG department computers.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.
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Actions

department computers.

Configure the commercial ID on the LEG

workspace.

Create an Azure Machine Learning service

Create an Azure Log Analytics workspace.

the LEG department computers.

Install the Microsoft Menitoring Agent on

O ©

Add a solution to a workspace.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/windows/deployment/update/windows-analytics-azure-portal

NEW QUESTION 6
- (Exam Topic 2)

Answer Area

e O

What is the maximum number of devices that Userl and User2 can enroll in Intune? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

User1 can enroll a maximum of:

UserZ can enroll a maximum of:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

User1 can enroll a maximum of:

User2 can enroll a maximum of:

> devices

10 devices

15 devices

1,000 devices

An unlimited number of devices

N/

5 devices

10 devices

15 devices
1,000 devices
An unlimited number of devices

>devices
10 devices |
15 devices
1,000 devices
An unlimited number of devices

5 devices
10 devices_
115 devices |
1,000 devices

' An unlimited number of devices
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NEW QUESTION 7
- (Exam Topic 2)
You need to prepare for the deployment of the Phoenix office computers. What should you do first?

A. Extract the hardware ID information of each computer to a CSV file and upload the file from the Devices settings in Microsoft Store for Business.
B. Generalize the computers and configure the Mobility (MDM and MAM) settings from the Azure Active Directory blade in the Azure portal.

C. Generalize the computers and configure the Device settings from the Azure Active Directory blade inthe Azure portal.

D. Extract the hardware ID information of each computer to an XLSX file and upload the file from the Devices settings in Microsoft Store for Business.

Answer: A
Explanation:
References:

https://docs.microsoft.com/en-us/microsoft-store/add-profile-to-devices#manage-autopilot-deployment-profiles

NEW QUESTION 8
- (Exam Topic 2)
To which devices do Policyl and Policy2 apply? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

N/

Policy1:

Devicel only

Device2 only

Device3 only

Deviced only

Device2 and Device3 only
Devicel and Device3 only
Devicel, Device2, and Device 3

Policy2: | [/
Devicel only

Device2 only

Device3 only

Deviced only

Device2 and Device3 only

Device1 and Device3 anly

Devicel, Device2, and Device 3

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/intune/device-profile-assign

NEW QUESTION 9

- (Exam Topic 3)

You need to ensure that computer objects can be created as part of the Windows Autopilot deployment. The solution must meet the technical requirements.
To what should you grant the right to create the computer objects?

A. Server?2
B. Serverl
C. GroupA
D. DC1

Answer: B
Explanation:
Reference:

https://blog.matrixpost.net/set-up-windows-autopilot-production-environment-part-2/

NEW QUESTION 10

- (Exam Topic 3)

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes No
User1 can create a file named D:\Folder1\file1.txt on Device4 by using Notepad.

User?2 can remove D:\Folder1 from the list of protected folders on Device?2.

Q2 | L
S I & R

User3 can create a file named C\Users\User3\Desktop\file1.txt on Device2 by
running a custom Windows PowerShell script.

A. Mastered

B. Not Mastered
Answer: A
Explanation:

A screenshot of a computer Description automatically generated with medium confidence

NEW QUESTION 10
- (Exam Topic 4)
You have computers that run Windows 10 as shown in the following table.

Name Configuration
Computerl Active Directory domain-joined
_Computer2 - _Microsoft Azure Active Directory (Azure AD) —joined
Computer3 Hybrid Microsoft Azure Active Directory (Azure AD)-
joined

Computer2 and Computer3 are enrolled in Microsoft Intune.

In a Group Policy object (GPO) linked to the domain, you enable the Computer Configuration/Administrative Templates/Windows Components/Search/Allow
Cortana setting.

In an Intune device configuration profile, you configure the following:

> Device/Vendor/MSFT/Policy/Config/ControlPolicyConflictY MDMWinsOverGP to a value of 1

> Experience/AllowCortana to a value of 0.
Each of the following statement, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No
Computer1 can use Cortana for each. @) O
Computer2 can use Cortana for search. O
Computer3 can use Cortana for search. O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://blogs.technet.microsoft.com/cbernier/2018/04/02/windows-10-group-policy-vs-intune-mdm-policy-who

NEW QUESTION 14
- (Exam Topic 4)
You have 10 computers that run Windows 7 and have the following configurations:

> A single MBR disk

> A disabled TPM chip

> Disabled hardware virtualization

> UEFI firmware running in BIOS mode

> Enabled Data Execution Prevention (DEP) You plan to upgrade the computers to Windows 10.
You need to ensure that the computers can use Secure Boot.

Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.
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A. Convert the MBR disk to a GPT disk

B. Enable the TPM chip.

C. Disable DEP

D. Enable hardware virtualization

E. Convert the firmware from BIOS to UEFI.

Answer: AE
Explanation:

Reference:
https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/boot-to-uefi-mode-or-legacy-biosmod

NEW QUESTION 17

- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.
Name | Memberof |
User1 | GroupT
UserZ ' Groupd

Contoso.com contains the devices shown in the following table.
' Microsoft Intune

Name Platform Member of
. | | | managed
 Devicel | Windows 10 | GroupA | Yes
Device2 |Windows 10 | GroupB | No

In Intune, you create the app protection policies shown in the following table.
Name | Platform Enroliment state | Assigned to

. PCIiI':Z:.-'] I"L""."IF‘.I.'ID'-.‘.-'E- 10 I"u"'-."l[h enrollment ‘Grr;u!_ﬂ
| Policy2 | Windows 10 | Without enroliment | Group2
Policy3 | Windows 10 | With enrollment | GroupA

Policyd | Windows 10 | Without enroliment | GroupB

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

When User1 signs in to Device1, Policy1 applies. o O
When User2 signs in to Device1, Policy2 applies. G ©

When User2 signs in to Device2, Policy2 applies. o O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/apps/app-protection-policy

NEW QUESTION 19

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your company uses Windows Update for Business.

The research department has several computers that have specialized hardware and software installed.

You need to prevent the video drivers from being updated automatically by using Windows Update. Solution: From the Settings app, you clear the Give me
updates for other Microsoft products when | update Windows check box.

Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:

References:
https://www.stigviewer.com/stig/microsoft_windows_server_ 2012 _member_server/2013-07-25/finding/WN12

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure MD-101 dumps!
rJ CEr‘tSharEd https://www.certshared.com/exam/MD-101/ (352 Q&AS)

NEW QUESTION 22
- (Exam Topic 4)
Your network contains an Active Directory domain. The domain contains computers that run Windows 8.1 and the users shown in the following table.

~_Name | Domain group membership | Local group membership
' User1 | Domain Users, Domain Admins | Administrators
| User2 | Domain Users, Remote Management Users | Users _
| User3 | Domain Users | Administrators
Userd | Domain Users | Remote Management Users

You plan to use the Microsoft Assessment and Planning (MAP) Toolkit to collect inventory data. The MAP Toolkit has the following configurations:
> Inventory scenario: Windows computers

> Discovery method: Use Active Directory Domain Services (AD DS)
You need to identify which user to use for the MAP Toolkit inventory discovery. The solution must use principle of least privilege.
What should you identify?

A. User3
B. Userl
C. User4d
D. User2

Answer: A

Explanation:
Reference:
https://social.technet.microsoft.com/wiki/contents/articles/17808.map-toolkit-choose-a-discovery-method.aspx

NEW QUESTION 23

- (Exam Topic 4)

Your company uses Microsoft Intune.

More than 500 Android and iOS devices are enrolled in the Intune tenant.

You plan to deploy new Intune policies. Different policies will apply depending on the version of Android or iOS installed on the device.
You need to ensure that the policies can target the devices based on their version of Android or iOS. What should you configure first?

A. Corporate device identifiers in Intune

B. Device settings in Microsoft Azure Active Directory (Azure AD)

C. Device categories in Intune

D. Groups that have dynamic membership rules in Microsoft Azure Active Directory (Azure AD)

Answer: D

Explanation:
https://blogs.technet.microsoft.com/pauljones/2017/08/29/dynamic-group-membership-in-azure-active-directory

NEW QUESTION 27

- (Exam Topic 4)

You have 500 computers that run Windows 10. The computers are joined to Microsoft Azure Active Directory (Azure AD) and enrolled in Microsoft Intune.
You plan to distribute certificates to the computers by using Simple Certificate Enrollment Protocol (SCEP).

You have the servers shown in the following table.

Name Configuration
Serverl Domain controller
Servers Root certification authority (CA)
Servers Subordinate certification authority (CA)
Serverd Network Device Enrollment Service (NDES)

NDES issues certificates from the subordinate CA.
You are configuring a device profile as shown in the exhibit. (Click the Exhibit tab.)
You need to complete the SCEP profile.
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A. Serverl
B. Server2
C. Server3
D. Server4d
Answer: D

NEW QUESTION 29

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Directory group named Groupl that contains Windows 10 Enterprise devices and Windows 10 Pro devices.

From Microsoft Intune, you create a device configuration profile named Profilel.

You need to ensure that Profilel applies to only the Windows 10 Enterprise devices in Groupl. Solution: You configure an applicability rule for Profilel. You assign
Profilel to Groupl. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/configuration/device-profile-create

NEW QUESTION 34

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your company has an Azure Active Directory (Azure AD) tenant named contoso.com that contains several Windows 10 devices.

When you join new Windows 10 devices to contoso.com, users are prompted to set up a four-digit pin. You need to ensure that the users are prompted to set up a
six-digit pin when they join the Windows 10

devices to contoso.com.

Solution: From the Azure Active Directory admin center, you modify the User settings and the Device settings.

Does this meet the goal?

A. Yes
B. No
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Answer: B

Explanation:

Instead, from the Azure Active Directory admin center, you configure automatic mobile device management (MDM) enrollment. From the Device Management
admin center, you configure the Windows Hello for Business enroliment options.

Reference:

https://docs.microsoft.com/en-us/intune/protect/windows-hello

NEW QUESTION 38

- (Exam Topic 4)

Your company has a Microsoft Azure Active Directory (Azure AD) tenant.

The company has a Volume Licensing Agreement and uses a product key to activate Windows 10.

You plan to deploy Windows 10 Pro to 200 new computers by using the Microsoft Deployment Toolkit (MDT) and Windows Deployment Services (WDS).
You need to ensure that the new computers will be configured to have the correct product key during the installation.

What should you configure?

A. a WDS boot image

B. an MDT task sequence

C. the Device settings in Azure AD

D. a Windows AutoPilot deployment profile

Answer: A
Explanation:

References:
https://docs.microsoft.com/en-us/windows/deployment/deploy-windows-mdt/deploy-a-windows-10-imageusing

NEW QUESTION 40

- (Exam Topic 4)

Your network contains an Active Directory domain. The domain contains computers that run Windows 10 and are enrolled in Microsoft Intune. Updates are
deployed by using Windows Update for Business.

Users in a group named Groupl must meet the following requirements:

> Update installations must occur any day only between 00:00 and 05:00.

> Updates must be downloaded from Microsoft and from other company computers that already downloaded the updates.
You need to configure the Windows 10 Update Rings in Intune to meet the requirements.
Which two settings should you modify? To answer, select the appropriate settings in the answer area. NOTE: Each correct selection is worth one point.

Update settings

Servicing channel Semi-Annual Channel (Targeted)
[ *Microsoft product updates Allow Block
*Windows drivers Allow Block
T‘Qualit}f update deferral period (days) 0
*Feature update deferral period (days) 0
*Set feature update uninstall period (2-60 10
days)
User experience settings
Automatic update behavior Notify download
Restart checks Allow Skip
Delivery optimization download mode Not configured
A. Mastered

B. Not Mastered
Answer: A
Explanation:
Reference:

https://github.com/MicrosoftDocs/IntuneDocs/blob/master/intune/windows-update-settings.md https://docs.microsoft.com/en-us/intune/delivery-optimization-
windows#move-from-existing-update-rings-to-de
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NEW QUESTION 41

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant that connects to Microsoft Defender for Endpoint. You have devices enrolled in Microsoft Intune as shown in the following
table.

Name Platform
Device1 Windows 10
Device? Windows 8.1
Device3 10S
Deviced Android

You plan to use risk levels in Microsoft Defender for Endpoint to identify whether a device is compliant.

Noncompliant devices must be blocked from accessing corporate resources.

You need to identify which devices can be onboarded to Microsoft Defender for Endpoint, and which Endpoint security policies must be configured.
What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Devices that can onboarded to v
Microsoft Defender for Endpoint: [Device 1 only

Dewvice 1 and Device 2 only

Dewice 1 and Device 3 only

Dewice 1 and Device 4 only

Dewvice 1, Device 2, and Dewvice 4 only
Device 1, Dewice 2, Dewvice 3, and Device 4

Endpoint secunty policies v
that must be configured A conditional access policy only

A device comphance policy only

A device configuration profile only

A device configuration profile and a conditional access policy only

Dewice configuration profile, dewice comphance policy, and conditional access policy

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Device 1, Device2, Device 3, and Device 4

Supported Windows versions include Windows 8.1 and Windows 10 Other supported operating systems

Android iOS Linux macOS

Box 2: Device configuration profile, device compliance policy, and conditional access policy We need all three policies.

Establish a service-to-service connection between Intune and Microsoft Defender for Endpoint. This connection lets Microsoft Defender for Endpoint collect data
about machine risk from supported devices you manage with Intune.

Use a device configuration profile to onboard devices with Microsoft Defender for Endpoint. You onboard devices to configure them to communicate with Microsoft
Defender for Endpoint and to provide data that helps assess their risk level.

Use a device compliance policy to set the level of risk you want to allow. Risk levels are reported by Microsoft Defender for Endpoint. Devices that exceed the
allowed risk level are identified as noncompliant.

Use a conditional access policy to block users from accessing corporate resources from devices that are noncompliant.

Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/minimum-requirements https://docs.microsoft.com/en-us/mem/intune/protect/advanced-
threat-protection#onboard-devices-by-using-a-c

NEW QUESTION 44

- (Exam Topic 4)

You use Microsoft Intune to manage Windows updates.

You have computers that run Windows 10. The computers are in a workgroup and are enrolled in Intune. The computers are configured as shown in the following
table.

Name Tag Member of
Computerl None Groupl
Computer? Tag? Group2
Computer3 Tag3 Group3
On each computer, the Select when Quality Updates are received Group Policy setting is configured as shown in the following table.
Name State Configuration
Computerl Not configured Neot applicable
Computer? Enabled Deferral period of 5 days
Computer3 Disabled Not applicable

You have Windows 10 update rings in Intune as shown in the following table.
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Name | Quality update deferral | Scope (Tags) Assignment
period (days)

Ringl |2 Tagl Groupl

Ring2 |7 Tag2 Group2

Ring3 14 Tag? Group3

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No

On Computerl, quality updates will be deferred for two days. 0 0O

O
O

On Computer2, quality updates will be deferred for seven days.

On Computer3, qulity updates will be deferred for 14 days.

o
@)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements Yes No
On Computerl, quality updates will be deferred for two days. O !_{j—-
On Computer2, quality updates will be deferred for seven days. 101 @)
On Computer3, qulity updates will be deferred for 14 days. O 'O

NEW QUESTION 46

- (Exam Topic 4)

You have 200 computers that run Windows 10. The computers are joined to Microsoft Azure Active Directory (AD) and enrolled in Microsoft Intune.
You need to enable self-service password reset on the sign-in screen.

Which settings should you configure from the Microsoft Intune blade?

A. Device configuration
B. Device compliance
C. Device enroliment
D. Conditional access

Answer: A
Explanation:

References:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/tutorial-sspr-windows

NEW QUESTION 49

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these

guestions will not appear in the review screen.

Your company uses Windows Autopilot to configure the computer settings of computers issued to users. A user named Userl has a computer named Computerl
that runs Windows 10.

Userl leaves the company.

You plan to transfer the computer to a user named User2.

You need to ensure that when User?2 first starts the computer, User2 is prompted to select the language setting and to agree to the license agreement.
Solution: You perform a local Windows Autopilot Reset. Does this meet the goal?

A. Yes
B. No

Answer: B
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Explanation:
Reference:
https://docs.microsoft.com/en-us/windows/deployment/windows-autopilot/windows-autopilot-reset

NEW QUESTION 54

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain. The domain contains a computer named Computerl that runs Windows 8.1.

Computerl has apps that are compatible with Windows 10.

You need to perform a Windows 10 in-place upgrade on Computerl.

Solution: You copy the Windows 10 installation media to a Microsoft Deployment Toolkit (MDT) deployment share. You create a task sequence, and then you run
the MDT deployment wizard on Computerl.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 57

- (Exam Topic 4)

Your company has a Microsoft 365 subscription.

All the users in the finance department own personal devices that run iOS or Android. All the devices are enrolled in Microsoft Intune.

The finance department adds new users each month.

The company develops a mobile application named Appl for the finance department users. You need to ensure that only the finance department users can
download Appl.

What should you do first?

A. Add Appl to Intune.

B. Add Appl to a Microsoft Deployment Toolkit (MDT) deployment share.
C. Add Appl to Microsoft Store for Business.

D. Add Appl to the vendor stores for iOS and Android applications.

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/intune/apps-add

NEW QUESTION 61

- (Exam Topic 4)

You have 200 computers that run Windows 10.

You need to create a provisioning package to configure the following tasks:

> Remove the Microsoft News and the Xbox Microsoft Store apps.

> Add a VPN connection to the corporate network.
Which two customizations should you configure? To answer, select the appropriate customizations in the answer area.
NOTE: Each correct selection is worth one point.
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Available customizations
View: | All settings l

Seorch

Cellular
Certificates

CleanPC

Connections

ConnectivityProfiles

CountryAndRegion

|

|

I

I

|

[

[ DataMarketplace
[ DesktopBackgroundAndColors
|

I

|

|

I

|

I

I

|

DeviceFormFactor

DeviceManagement

|
DMClient |
EditionUpgrade |
|
|

Folders

HotSpot

Licensing

Maps

OOBE

|
|
|
Personalization |
|
|

Policies

| ProvisioningCommands
SharedPC
SMISettings

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Connectivityprofiles Policies

References:

https://docs.microsoft.com/en-us/windows/configuration/wcd/wcd-connectivityprofiles https://docs.microsoft.com/en-us/windows/client-management/mdm/policy-
configuration-service-provider#appl https://docs.microsoft.com/en-us/windows/configuration/wcd/wcd-policies

NEW QUESTION 62

- (Exam Topic 4)

Your network contains an Active Directory forest. The forest contains a single domain and three sites named Sitel, Site2, and Site3. Each site is associated to two
subnets. Sitel contains two subnets named SubnetA and SubnetB.

All the client computers in the forest run Windows 10. Delivery Optimization is enabled. You have a computer named Computerl that is in SubnetA.

From which hosts will Computerl download updates?

A. the computers in Sitel only

B. any computer in the domain

C. the computers in SubnetA only
D. any computer on the network

Answer: C

Explanation:

Delivery Optimization allows updates from other clients that connect to the Internet using the same public IP as the target client (NAT).
References:

https://docs.microsoft.com/en-us/windows/deployment/update/waas-delivery-optimization

NEW QUESTION 66

- (Exam Topic 4)

You have a Windows 10 device named Computerl enrolled in Microsoft Intune.

You need to configure Computerl as a public workstation that will run a single customer-facing, full-screen application.

Which template should you use to create a configuration profile for Computerl in the Microsoft Endpoint Manager admin center?

A. Kiosk

B. Device restrictions
C. Shared multi-user device
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D. Endpoint protection

Answer: A

Explanation:

On Windows 10/11 devices, you can configure these devices to run in single-app kiosk mode. On Windows 10 devices, you can configure these devices to run in
multi-app kiosk mode.

Single app, full-screen kiosk

Runs only one app on the device, such as a web browser or Store app.

* Select a kiosk mode: Choose Single app, full-screen kiosk.

* Etc.

Reference: https://docs.microsoft.com/en-us/mem/intune/configuration/kiosk-settings-windows

NEW QUESTION 67

- (Exam Topic 4)

HOTSPOT

Your company uses Microsoft System Center Configuration Manager (Current Branch) and purchases 365 subscription.
You need to set up Desktop Analytics for Configuration Manager.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Set up the Desktop Analvtics cloud service by using: v

The Configuration Manager console
The Microsoft 365 admin center
The Microsoft Endpoint Manager admin center

From the Configuration Manager console, select: v

Add Microsoft Intune Subscription
Configure Azure Services
Configure co-management

Create Cloud Management Gateway

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/mem/configmgr/desktop-analytics/connect-configmgr

NEW QUESTION 69
- (Exam Topic 4)
You have the device configuration profile shown in the following exhibit.
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Kiosk

v’ Basict o Configuration settings

= o -

ohcat:cn 1 . A B e 2 -

Use the drop-down menus to select the answer choke that completes each statement based on the information presented in the graphic NOTE: Each correct
selection is worth one point.

Answer Area

d Singhe of Edge matance that has & Sngle 1l

a unghe Microsoft Edge indtance that has multipke tabs
Vicrosoft Edge instances that have multiple 1abs

multiple Mscrosoft Edge inctances that each has a angle tak

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: can access any URL.

Public Browsing (InPrivate): Runs a limited multi-tab version of Microsoft Edge. Users can browse publicly, or end their browsing session.
Box 2: a single Microsoft Edge instance that has multiple tabs

Single app, full-screen kiosk runs only one app on the device, such as a web browser or Store app. Reference: https://docs.microsoft.com/en-
us/mem/intune/configuration/kiosk-settings-windows

NEW QUESTION 74

- (Exam Topic 4)

Your company has a System Center Configuration Manager deployment that uses hybrid mobile device management (MDM). All Windows 10 devices are Active
Directory domain-joined.

You plan to migrate from hybrid MDM to Microsoft Intune standalone. You successfully run the Intune Data Importer tool.

You need to complete the migration.

Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. In Intune, add a device enrollment manager (DEM).

B. Change the tenant MDM authority to Intune.
C. Assign all users Intune licenses.
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D. Create a new Intune tenant.
Answer: BC
Explanation:

References:

https://docs.microsoft.com/en-us/sccm/mdm/deploy-use/migrate-hybridmdm-to-intunesa https://docs.microsoft.com/en-us/sccm/mdm/deploy-use/migrate-prepare-

intune https://docs.microsoft.com/en-us/sccm/mdm/deploy-use/change-mdm-authority

NEW QUESTION 78
- (Exam Topic 4)

You have computers that run Windows 10 and are managed by using Microsoft Intune. Users store their files in a folder named D:\Folder1.
You need to ensure that only a trusted list of applications is granted write access to D:\Folderl. What should you configure in the device configuration profile?

A. Microsoft Defender SmartScreen

B. Microsoft Defender Exploit Guard

C. Microsoft Defender Application Guard
D. Microsoft Defender Application Control
Answer: B

Explanation:

Reference:

https://www.microsoft.com/security/blog/2017/10/23/windows-defender-exploit-guard-reduce-the-attacksurface against-next-generation-malware/

NEW QUESTION 79
- (Exam Topic 4)

Your network contains an Active Directory domain nhamed contoso.com that syncs to Azure Active Directory (Azure AD). The domain contains the users shown in

the following table.

| Name [  Source [ Userprofilepath
| User1 | Windows Active Directory | WServer1.contoso.com\usersiUser1
| User2 | Azure Active Directory | Not applicable |

Enterprise State Roaming is enabled for User2.
You have the computers shown in the following table.

Name ' Operating system | Joined to
Computer! | Windows 10 | Azure AD tenant _ .
Computer2 | Windows 8.1 I On-premises Active Directory domain
Computer3 Windows 10 | Azure AD tenant

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes

If User1 modifies his desktop icons on Computer1, the changes willbe O
available when the user signs into Computer2

If User1 modifies his desktop icons on Computer1, the changes wilbe O
available when the user signs in to Computer3.

If User2 modifies his desktop icons on Computer1, the changes willbe O
available when the user signs in to Computer3

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Statements Yes No

If User1 modifies his desktop icons on Computer1, the changes willbe (O O
available when the user signs in to Computer2

If User1 modifies his desktop icons on Computer1, the changeswilbe O .ﬁ O
available when the user signs in to Computer3 .

If User2 modifies his desktop icons on Computer1, the changes willbe O O
available when the user signs in to Computer3 -

NEW QUESTION 84

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

You have 20 computers that run Windows 10 and are joined to Microsoft Azure Active Directory (Azure AD). You plan to replace the computers with new
computers that run Windows 10. The new computers will be joined to Azure AD.

You need to ensure that the desktop background, the favorites, and the browsing history are available on the new computers.

Solution: You configure roaming user profiles. Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:

References:
https://docs.microsoft.com/en-us/windows-server/storage/folder-redirection/deploy-roaming-user-profiles

NEW QUESTION 87

- (Exam Topic 4)

You have a Microsoft 365 tenant that uses Microsoft Intune for mobile device management (MDM). You associate a Microsoft Store for Business account with
Intune.

You purchase an app named Appl from the Microsoft Store for Business. You need to ensure that Appl can be deployed by using Intune.

What should you do?

A. Sync purchased apps from the Microsoft Store for Business.

B. Integrate the Windows Autopilot Deployment Program into the Microsoft Store for Business.
C. Create an app category in Intune.

D. Create an app protection policy in Intune.

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/mem/intune/apps/windows-store-for-business

NEW QUESTION 88

- (Exam Topic 4)

You have a Microsoft 365 tenant that uses Microsoft Intune.

You use the Company Portal app to access and install published apps to enrolled devices. From the Microsoft Endpoint Manager admin center, you add a
Microsoft Store app. Which two App information types are visible in the Company Portal?

Note: Each correct selection is worth one point.

A. information URL
B. Developer

C. Privacy URL

D. Owner

Answer: BC

NEW QUESTION 93
- (Exam Topic 4)
You have a Microsoft 365 tenant that contains the objects shown in the following table.
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Name Type
Admin1 User
Group1 Microsoft 365 group
Group2 Distribution group
Group3 Mail-enabled secunty group
Groupé Secunty group

In the Microsoft Endpoint Manager admin center, you are creating a Microsoft 365 Apps app named Appl. To which objects can you assign Appl?

A. Adminl, Group3. and Group4 only

B. Groupl, Group2. Group3. and Group4 only

C. Admin1, Groupl, Group2. Group3, and Group4
D. Groupl, Group3, and Group4 only

E. Group3 and Group4 only

Answer: D

Explanation:

Reference:

https://docs.microsoft.com/en-us/mem/intune/apps/apps-deploy
https://docs.microsoft.com/en-us/microsoft-365/admin/create-groups/compare-groups?view=0365-worldwide

NEW QUESTION 97

- (Exam Topic 4)

Your company has a Microsoft 365 subscription.

The company uses Microsoft Intune to manage all devices.

The company uses conditional access to restrict access to Microsoft 365 services for devices that do not comply with the company’s security policies.

You need to identify which devices will be prevented from accessing Microsoft 365 services. What should you use?

A. The Device Health solution in Windows Analytics.

B. Windows Defender Security Center.

C. The Device compliance blade in the Intune admin center.

D. The Conditional access blade in the Azure Active Directory admin center.

Answer: C

NEW QUESTION 100
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

_ Name | Member of |
User1 Group1
User2 GroupZ

You have devices enrolled in Microsoft Intune as shown in the following table.

Name | Platform | Member of
Devicel | Windows 10 | Group]1
Device2 | Android | Group1
Device3 | 10S Group? |

From Intune, you create and send a custom notification named Notificationl to Groupl.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes

User1 receives Notification1 on Device1.

O

User?2 receives Notification1 on Device?2.

O

User1 receives Notification1 on Device3. O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
A screenshot of a computer Description automatically generated with medium confidence
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Reference:
https://docs.microsoft.com/en-us/mem/intune/remote-actions/custom-notifications

NEW QUESTION 103

- (Exam Topic 4)

You have a Microsoft Azure Active Directory (Azure AD) tenant named contoso.com. All Windows 10 devices are enrolled in Microsoft Intune.
You configure the following settings in Windows Information Protection (WIP):

> Protected apps: Appl
> Exempt apps: App2

> Windows Information Protection mode: Silent Appl, App2, and App3 use the same file format. You create a file named Filel in App1l.
You need to identify which apps can open Filel.
What apps should you identify? To answer, select the appropriate options in the answer area, NOTE: Each correct selection is worth one point.

You can open File1 from: WV

App1 only

App1, and App2 only
Appl and App3 only
Appl, App2, and App3

An action will be logged when you N/
attempt to open File1 from: AppT only

App3 only

App1, and App2 only

App2 and App3 only
Appl, App2, and App3

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/windows/security/information-protection/windows-information-protection/crea https://docs.microsoft.com/en-
us/windows/security/information-protection/windows-information-protection/crea

NEW QUESTION 105
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

Name | Member of | Multi-factor authentication (MFA) status
User1 | Group Disabled
User2 | Group? Enforced

MFA has a trusted IP address range of 123.30.20.0/24.
You have the Azure AD named locations shown in the following table.

Name IP address range Trusted
Location1 | 64.10.10.0/24 Yes
Location2 | 210.77.11.0/24 No

You create a Conditional Access policy that has the following settings:
> Name: CAPolicyl

> Assignments
- Users or workload identities
- Include: Groupl
- Cloud apps or actions: Appl Conditions
* Locations
- Include: All trusted locations

> Access controls

- Grant access

- Require multi-factor authentication

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes No

If User1 connects to App1 from a device that has an IP address of 210.77.11.10, the user wll
be prompted for MFA.

If User1 connects to App1 from a device that has an IP address of 64.10.10.15, the user will be
prompted for MFA.

If User2 connects to App1 from a device that has an IP address of 123.30.20.10, the user will
be prompted for MFA,

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

Location2 is not trusted.

Box 2: No

Location1 is trusted.

Box 3: No

MFA IP range is also trusted.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-access-policy-all

NEW QUESTION 110

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You need to ensure that feature and quality updates install automatically during a maintenance window.

Solution: In Group policy, from the Maintenance Scheduler settings, you configure Automatic Maintenance Activation Boundary.

Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
https://learn.microsoft.com/en-us/windows-server/administration/windows-server-update-services/deploy/4-conf

NEW QUESTION 115

- (Exam Topic 4)

Your company uses Microsoft Intune. You have a Microsoft Store for Business account. You need to ensure that you can deploy Microsoft Store for Business apps
by using Intune.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.
Answer Area
Actions

From Intune, enable Microsoft Store for
Business.

Froem Microsoft Store for Business, assign

apps to people. e .
~ {0
|, Y
Frn::r_r: Intune, sync Microsoft Store for — P
Business. Y ;H /)
'\-.\_'."" .._v-'

From Intune, create an app configuration
policy.

From Microsoft Store for Business,
add a management teol,

A. Mastered
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B. Not Mastered
Answer: A

Explanation:

From Intune, enable Microsoft Store for
Business.

| From Microsoft Store for Business, assign
| apps to people.

From Intune, sync Microsoft Store for
Business.

From Intune, create an app configuration |.
policy.

From Microsoft Store for Business,
| add a management tool,

NEW QUESTION 120
- (Exam Topic 4)

Answer Area

[

; | From Microsoft Store for Business,
| | addamanagementtool.
|

-

| | From Microsoft Store for Business, assign

E apps to people.

g From Intune, sync Microsoft Store for
1 Business.

Your network contains an Active Directory domain that is synced to Microsoft Azure Active Directory (Azure AD).
You have a Microsoft Office 365 subscription. All computers are joined to the domain and have the latest Microsoft OneDrive sync client (OneDrive.exe) installed.
On all the computers, you configure the OneDrive settings as shown in the following exhibit.

Setting

. Allow syncing OneDrive accounts for only specific organizations

:: Configure team site libraries to sync autom

atically

i Set the maximum percentage of upload bandwidth that OneDrive.exe uses
i Prevent users from moving their Windows known folders to OneDrive

! Block synscing OneDrive accounts for specific organizations

: Migrate Pre-existing Team Sites with OneDrive Files On-Demand

i The maximum size of a user's OneDrive for Business before they will be prompted to ch...

:* Enable OneDrive Files On-Demand

i Prevent users from redirecting their Windows known folders to their PC

I Silently move Windows known folders to OneDrive

: Prompt users to move Windows known folders to OneDrive

i Prevent OneDrive from generating network traffic until the user signs in to OneDrive
I Prevent users from using the remote file fetch feature to access files on the computer
 SharePoint on-premises server URL and tenant folder name

i SharePoint prioritization setting for hybrid
i Silently configure OneDrive using the prim

customers that use SharePoint Online (SPQ)...

ary Windows account

State

Enabled
Mot configured
Mot configured
Mot configured
Not configured
Mot configured
Mot configured
Not configured
Mot configured

Disabled

Enabled

Not configured
Mot configured
Enabled
Mot configured

Mot configured
Enabled

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Answer Area

[answer cholce] will sync automatically by using
OneDrmve

To reduce the disk space used by a user profile,

Mo folders
The Documents folder
The Favortes folder

v

you must [answer choice].

iconfigure team ste kibranes to sync automatically
ienable OneDrve Fdes On-Demand

[sel the maxamum percentage of upload bandwidth used by OneDrve exe

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1:

Silently move known folders to OneDrive is enabled. Known folder include: Desktop, Documents, Pictures, Screenshots, and Camera Roll
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Box 2:

OneDrive Files On-Demand enables users to view, search for, and interact with files stored in OneDrive from within File Explorer without downloading them and
taking up space on the local hard drive.

References:

https://docs.microsoft.com/en-us/onedrive/redirect-known-folders https://docs.microsoft.com/en-us/onedrive/plan-onedrive-enterprise

NEW QUESTION 125

- (Exam Topic 4)

Your company has 200 computers that run Windows 10. The computers are managed by using Microsoft Intune.

Currently, Windows updates are downloaded without using Delivery Optimization. You need to configure the computers to use Delivery Optimization.
What should you create in Intune?

A. a device configuration profile
B. a device compliance policy
C. an app protection policy

D. a Windows 10 update ring

Answer: A
Explanation:

References:
https://docs.microsoft.com/en-us/intune/delivery-optimization-windows

NEW QUESTION 128

- (Exam Topic 4)

You are creating a device configuration profile in Microsoft Intune. You need to configure specific OMA-URI settings in the profile. Which profile type should you
use?

A. Identity protection

B. Custom

C. Device restrictions (Windows 10 Team)
D. Device restrictions

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/mem/intune/configuration/custom-settings-windows-10

NEW QUESTION 132

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a computer named Computerl that runs Windows 10.

You save a provisioning package named Packagel to a folder named C:\Folderl. You need to apply Packagel to Computerl.

Solution: From the Settings app, you select Access work or school, and then you select Add or remove a provisioning package.

Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

To install a provisioning package, navigate to Settings > Accounts > Access work or school > Add or remove a provisioning package > Add a package, and select
the package to install.

Reference:

https://docs.microsoft.com/en-us/windows/configuration/provisioning-packages/provisioning-apply-package

NEW QUESTION 135

- (Exam Topic 4)

You have 200 computers that run Windows 10. The computers are joined to Microsoft Azure Active Directory (Azure AD) and enrolled in Microsoft Intune.
You need to configure an Intune device configuration profile to meet the following requirements:

> Prevent Microsoft Office applications from launching child processes.

> Block users from transferring files over FTP.
Which two settings should you configure in Endpoint protection? To answer, select the appropriate settings in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area
Create Profile

Endpoint protection

Windows 10 and later
Select a category to configure settings

MD101

Windows Defender Application Gu...
11 settings available

Description

Windows Defender Firewall
40 settings available

Erter a descriplion

Windows Defender SmartScreen
2 settings available

Windows Encryption
37 settings avaliable

*Platform

‘Windows Defender Exploit Guard
20 settings available

Windows 10 and later

Windows Defender Application Co...
2 settings available

“Profile type

Windows Defender Application Gua...
1 setting available

Endpoint protection

Windows Defender Security Center
14 settings available

Settings

Configure

Local device security options
46 settings available

Xbox services
5 sottings available

VIIVIV VIV LY LV IV LY LV

Scope (Tags)
0 scope(s) selected

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:

https://docs.microsoft.com/en-us/intune/endpoint-protection-windows-10

NEW QUESTION 140
- (Exam Topic 4)

You have a Microsoft Deployment Toolkit (MDT) server named MDT1.
When computers start from the LiteTouchPE_x64.lso image and connect to MDTL1. the welcome screen appears as shown In the following exhibit.

¥ Welcome

6 Run the Deployment Wizard
to install a new Operating System

¢ Exit to Command Prompt

Keyboard Layout | United States

Configure Stasc IP | Configure with Static IP Addness.

You need to prevent the welcome screen from appearing when the computers connect to MDT1.
Which three actions should you perform in sequence? To answer move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.
Actions

Modify the CustomSettings.ini filie.
Update the deployment share,
Modify the Bootstrap.ini fiks,
Replace the 50 image.

Modify the titk sequence.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Modify the Bootstrap.ini file.

Add this to your bootstrap.ini file and then update the deployment share and use the new boot media created in that process:

SkipBDDWelcome=YES

Box 2: Modify the CustomSettings.ini file. SkipBDDWelcome

Indicates whether the Welcome to Windows Deployment wizard page is skipped.

For this property to function properly it must be configured in both CustomSettings.ini and BootStrap.ini. BootStrap.ini is processed before a deployment share
(which contains CustomSettings.ini) has been selected.

Box 3: Update the deployment share. Reference:

https://docs.microsoft.com/en-us/mem/configmgr/mdt/toolkit-reference#table-6-deployment-wizard-pages

NEW QUESTION 141

- (Exam Topic 4)

You manage a Microsoft Deployment Toolkit (MDT) deployment share named DS1. OS! contains an

Out-of-Box Drivers folder named Windows 10 x64 that has subfolders in the format of (make name}\ (model name).

You need to modify a deployment task sequence to ensure that all the drivers In the folder that match the make and model of the computers are installed without
using PnP detection or selection profiles.

What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Phase that you must modify in the

dgeployment task sequence: | Premnstall b
-
¥ :'l: 1'-\".1
Vahdation
Task that you must use 10 specty which folder
contains the drvers: | ingect Driver -u.|

ather
w2t Task Seguence Vanable

Vahidate

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Preinstall PREINSTALL

Completes any tasks that need to be done (such as creating new partitions) before the target operating system is deployed.
Box 2: Inject Drivers Inject Drivers

This task sequence step injects drivers that have been configured for deployment to the target computer.

The unique properties and settings for the Inject Drivers task sequence step type are:

* Property: TypeSet this read-only type to Inject Drivers.

* Settings

Install only matching drivers: Injects only the drivers that the target computer requires and that match what is available in Out-of-Box Drivers
Install all drivers: Installs all drivers

Selection profile: Installs all drivers in the selected profile

Reference: https://docs.microsoft.com/en-us/mem/configmgr/mdt/toolkit-reference

NEW QUESTION 142

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You plan to enable Enterprise State Roaming.

Which three types of data will sync across devices? Each con-eel answer presents a complete solution. NOTE: Each correct selection is worth one point.

A. desktop theme settings

B. internet passwords

C. Microsoft Edge Chromium settings
D. Microsoft Teams settings

E. mouse settings

Answer: ABC

NEW QUESTION 143
- (Exam Topic 4)
Your company has devices enrolled in Microsoft Intune as shown in the following table.
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Name Platform
Devicel | Windows 10
Device2 | Android device administrator
Device3 | 10S

In Microsoft Endpoint Manager, you define the company's network as a location named Location1. Which devices can use network location-based compliance
policies?

A. Device2 and Device3 only

B. Device2 only

C. Devicel and Device2 only

D. Devicel only

E. Devicel, Device2, and Device3

Answer: E

Explanation:

Intune supported operating systems

Intune supports devices running the following operating systems (OS): iOS

Android Windows macOS

Note: View the device compliance settings for the different device platforms: Android device administrator
Android Enterprise iOS

macOS

Windows Holographic for Business

Windows 8.1 and later Windows 10/11

Reference: https://docs.microsoft.com/en-us/mem/intune/fundamentals/supported-devices-browsers https://docs.microsoft.com/en-us/mem/intune/protect/device-
compliance-get-started

NEW QUESTION 148

- (Exam Topic 4)

Your company has several Windows 10 devices that are enrolled in Microsoft Inline.

You deploy a new computer named Computerl that runs Windows 10 and is in a workgroup. You need to enroll Computerl in Intune.
Solution: From Computerl, you sign in to https://portal.manage.microsoft.com and use the Devices tab. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

Use MDM enrolment.

MDM only enrollment lets users enroll an existing Workgroup, Active Directory, or Azure Active directory joined PC into Intune. Users enroll from Settings on the
existing Windows PC.

Reference:

https://docs.microsoft.com/en-us/mem/intune/enroliment/windows-enroliment-methods

NEW QUESTION 152

- (Exam Topic 4)

You have a computer named Computerl that runs Windows 10. Computer is used by a user named Userl. You need to ensure that when Userl opens websites
from untrusted locations by using Microsoft Edge,

Microsoft Edge runs in isolated container.

What should you do first?

A. From Windows Features, turn on Windows Defender Application Guard.
B. From Windows Security, configure the Device security settings.

C. From Windows Security, configure the Virus & threat protection settings.
D. From Windows Features, turn on Hyper-V Platform.

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-guard/wd-a https://docs.microsoft.com/en-
us/windows/security/threat-protection/windows-defender-application-guard/instal

NEW QUESTION 157

- (Exam Topic 4)

Your network contains an Active Directory domain nhamed contoso.com. The domain contains computers that run Windows 10 and are joined to the domain.
The domain is synced to Microsoft Azure Active Directory (Azure AD).

You create an Azure Log Analytics workspace and deploy the Device Health solution. You need to enroll the computers in Windows Analytics.

Which Group Policy setting should you configure?

A. Specify intranet Microsoft update service location
B. Allow Telemetry

C. Configure the Commercial ID

D. Connected User Experiences and Telemetry
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Answer: C

Explanation:

Microsoft uses a uniqgue commercial ID to map information from user computers to your Azure workspace. Copy your commercial ID key from any of the Windows
Analytics solutions you have added to your Windows Portal, and then deploy it to user computers.

References:

https://docs.microsoft.com/en-us/windows/deployment/update/windows-analytics-get-started

NEW QUESTION 160
- (Exam Topic 4)
You have a Microsoft 365 subscription that contains two users named User! and User2. You need to ensure that the users can perform the following tasks:
» Userl must be able to create groups and manage users.
» User2 must be able to reset passwords for nonadministrative users.
The solution must use the principle of least privilege.
Which role should you assign to each user? To answer, drag the appropriate roles to the correct users. Each role may be used once, more than once, or not at all.
You may need to drag the split bar between panes or scroll to view content.
Roles Answer Area

siobal Administrator
Helpoesk Admimistrator
& A - 2 s
SECunty Agdmurastrator

USEr Administralon

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: User Administrator User admin

Assign the user admin role to users who you want to access and manage user password resets and manage users and groups. They can also open and manage
support requests to Microsoft support.

Box 2: Helpdesk Administrator

Assign the Helpdesk admin role to users who want to reset passwords, force users to sign out for any security issues. They can also open and manage support
requests to Microsoft support. The Helpdesk admin can only help non-admin users and users assigned these roles: Directory reader, Guest inviter, Helpdesk
admin, Message center reader, and Reports reader.

Reference: https://docs.microsoft.com/en-us/microsoft-365/admin/add-users/admin-roles-page

NEW QUESTION 162

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You need to configure access to Microsoft Office 365 for unmanaged devices. The solution must meet the following requirements:

> Allow only the Microsoft Intune Managed Browser to access Office 365 web interfaces.

> Ensure that when users use the Intune Managed Browser to access Office 365 web interfaces, they can only copy data to applications that are managed by the
company.

Which two settings should you configure from the Microsoft Intune blade? To answer, select the appropriate settings in the answer area.

NOTE: Each correct selection is worth one point.
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Microsoft Intune

| _.':- |,5-r";1r. it (CFFN+ ) |

i oOverview

&l Quick start

MAMNAIGE

E Device anrallment
Drevice compliance
Device configuration
Drevices

Client apps
eBooks

Conditional access

= a [ H 4 F

Cin-premises access

Ligers

| €]

;,;. Groups
= Roles
B software updates

HELP AND SUFPORT

RO I FSHOIE

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/intune/app-configuration-managed-browser#application-protection-policies-for

NEW QUESTION 164

- (Exam Topic 4)

Your network contains an Active Directory domain named contoso.com. The domain contains 200 computers that run Windows 10.
Folder Redirection for the Desktop folder is configured as shown in the following exhibit.

Desktop Properties T A

Target Settings
Select the redirection settings for Desktop.
'v | Grant the user exclusive rights to Desktop.
'V | Move the contents of Desktop to the new location.
| Also apply redirection policy to Windows 2000, Windows

2000 Server, Windows XP, and Windows Server 2003
operating systems.

—— Policy Removal
») Leave the folder in the new location when policy 1s
removed.

Redirect the folder back to the local userprofile location
when policy is removed.

OK Cancel | | Apply

The target is set to Serverl.
You plan to use known folder redirection in Microsoft OneDrive for Business.
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You need to ensure that the desktop content of users remains on their desktop when you implement known folder redirection.
Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Clear the Grant the user exclusive rights to Desktop check box.

B. Change the Policy Removal setting.

C. Disable Folder Redirection.

D. Clear the Move the contents of Desktop to the new location check box.

Answer: BC

Explanation:

The OneDrive Known Folder Move Group Policy objects won't work if you previously used Windows Folder Redirection Group Policy objects to redirect the
Documents, Pictures, or Desktop folders to a location other than OneDrive. Remove the Windows Group Policy objects for these folders before you enable the
OneDrive Group Policy objects. The OneDrive Group Policy objects won't affect the Music and Videos folders, so you can keep them redirected with the Windows
Group Policy objects. For info about Windows Folder Redirection, see Deploy Folder Redirection with Offline Files."

NEW QUESTION 169

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You have 20 computers that run Windows 10 and are joined to Microsoft Azure Active Directory (Azure AD)

You plan to replace the computers with new computers that run Windows 10. The new computers will be joined to Azure AD.
You need 10 ensure that the desktop background, the favorites, and the browsing history are available on the new computer.
What should you use?

A. Roaming user profiles

B. Folder Redirection

C. The Microsoft SharePoint Migration Tool
D. Enterprise State Roaming

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/devices/enterprise-state-roaming-fags

NEW QUESTION 173

- (Exam Topic 4)

You manage 1,000 computers that run Windows 10. All the computers are enrolled in Microsoft Intune. You manage the servicing channel settings of the
computers by using Intune.

You need to review the servicing status of a computer. What should you do?

A. From Device configuration- Profiles, view the device status.

B. From Device compliance, view the device compliance.

C. From Software updates, view the audit logs.

D. From Software updates, view the Per update ring deployment state.

Answer: D

Explanation:
References:
https://docs.microsoft.com/en-us/intune/windows-update-compliance-reports

NEW QUESTION 176

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You have 25 Microsoft Surface Hub devices that you plan to manage by using Microsoft Endpoint Manager. You need to configure the devices to meet the
following requirements:

> Enable Windows Hello for Business.
> Configure Microsoft Defender SmartScreen to block users from running unverified files.

Which profile types should you configure? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Windows Hello for Business v

DE"u"IEE restnchions

Dewice restnctions (Windows 10 Team)
Endpoint protection

Identity protection

Microsoft Defender ATP (Windows 10 Desktop)

Windows Defender SmartScreen v

Dewice restnctions

Device restrictions (Windows 10 Team)
Endpoint protection

Identity protection

Microsoft Defender ATP (Windows 10 Desktop)
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/mem/intune/protect/identity-protection-windows-settings?toc=/intune/configur https://docs.microsoft.com/en-
us/mem/intune/protect/endpoint-protection-windows-10?toc=/intune/configuratio

NEW QUESTION 178

- (Exam Topic 4)

You have 100 computers that run Windows 8.1.

You plan to deploy Windows 10 to the computers by performing a wipe and load installation.
You need to recommend a method to retain the user settings and the user data.

Which three actions should you recommend be performed in sequence? To answer, move the appropriate actions from the list of actions to the answer area and
arrange them in the correct order.

Actions Answer Area

Configure known folder redirection in
Microsoft OneDrive

Create a system image backup

Enable Enterprise State Roaming.

Deploy Windows 10

©

Run locadstate.exe.

Run scanstate.ex

]

Restore a system image backup

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:

https://docs.microsoft.com/en-us/windows/deployment/windows-10-deployment-scenarios http://itproguru.com/expert/2016/01/step-by-step-how-to-migrate-users-
and-user-data-from-xp-vista-windows-7

NEW QUESTION 181

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.

You create an app protection policy for Android devices named Policyl as shown in the following exhibit.

- L] -
= P e "
ome App

Create policy X

Q Basics ﬂ Apps

Choose how you want 10 apply this pohcy to apps on different devices. Then add at least one app

Target to apps on all device types ves L No

Dewvice types * (2 Urmanaged v I

Target policy to all Apps ~ |

0 We'll continue to add managed apps to your poiicy a¢ they become avadable in Intune. View a kst of
apps that wll De targeted

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure MD-101 dumps!
D CEr‘tSharEd https://www.certshared.com/exam/MD-101/ (352 Q&AS)
NOTE: Each correct selection is worth one point.
Answer Area

To apply Policy1 to an Android device. you must [answer choice]. [T
install the Company Portal app on the device

install the Microsoft Authenticator app on the device
onboard the device to Microsoft Defender for Endpoint
onboard the dewice to the Microsoft 365 compliance center

When Policy1 is assigned, the policy will apply to [answer choice]. [N

users only
devices only
users and devices

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Install the Intune Company Portal app on the device

On Android, Android devices will prompt to install the Intune Company Portal app regardless of which Device type is chosen.

Bix 2: Devices only

For Android devices, unmanaged devices are devices where Intune MDM management has not been detected. This includes devices managed by third-party
MDM vendors.

Reference:

https://docs.microsoft.com/en-us/mem/intune/apps/app-protection-policies#app-protection-policies-for-iosipado

NEW QUESTION 182
- (Exam Topic 4)
You have devices enrolled in Microsoft Intune as shown in the following table.

Name Platform Group
Devicel Windows 10 Group1, Group2
Device2 Android Group2
Device3 10S Group2, Group3
You create device configuration profiles in Intune as shown in the following table.
Name Platform Minimum password length
Profilet Windows 10 andlater | 4
Profile2 Android 5
Profile3 10S B
Profile4 Android T
Profile5 10S 8
You assign the device configuration profiles to groups as shown in the following table.
Group Profile
Group1 Profile3
Group?2 Profile1, Profile2, Profile4
Group3 Profile3, Profileb

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Device1 must have a minimum password length of seven characters. O O
Device2 must have a minimum password length of seven characters. O O
Device3 must have a minimum password length of six characters. O O

A. Mastered
B. Not Mastered

Answer: A
Explanation:
If a compliance policy evaluates against the same setting in another compliance policy, then the most restrictive compliance policy setting applies.

Reference:
https://docs.microsoft.com/en-us/mem/intune/configuration/device-profile-troubleshoot
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NEW QUESTION 186

- (Exam Topic 4)

Your company has a Microsoft Azure Active Directory (Azure AD) tenant named contoso.com. All users have computers that run Windows 10. The computers are
joined to Azure AD and managed by using Microsoft Intune.

You need to ensure that you can centrally monitor the computers by using Windows Analytics. What should you create in Intune?

A. a device configuration profile
B. a conditional access policy
C. a device compliance policy
D. an update policy

Answer: A

Explanation:
References:
https://www.scconfigmgr.com/2019/03/27/windows-analytics-onboarding-with-intune/

NEW QUESTION 190

- (Exam Topic 4)

Your company has computers that run Windows 8.1, Windows 10, or macOS. The company uses Microsoft Intune to manage the computers.
You need to create an Intune profile to configure Windows Hello for Business on the computers that support it.

Which platform type and profile type should you use? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Platform type: [ N

| mac05

| Windows 10 and later
|

L

Windows 8.1 and later |

Device restrictions
Device restrictions (Windows 10 Team)

Profile type: [ 2 : > : ; x > K/
|
Eﬁdp{}int protection ‘

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/intune/endpoint-protection-configure

NEW QUESTION 194

- (Exam Topic 4)

You have a Microsoft Intune subscription associated to an Azure Active Directory (Azure AD) tenant named contoso.com.

Users use one of the following three suffixes when they sign in to the tenant: us.contoso.com, eu.contoso.com, or contoso.com.

You need to ensure that the users are NOT required to specify the mobile device management (MDM) enroliment URL as part of the enroliment process. The
solution must minimize the number of changes. Which DNS records do you need?

A. three TXT records

B. one CNAME record only
C. one TXT record only

D. three CNAME records

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/enroliment/windows-enroll#simplify-windows-enrollment-withou

NEW QUESTION 195

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You have 20 computers that run Windows 10 and are joined to Microsoft Azure Active Directory (Azure AD). You plan to replace the computers with new
computers that run Windows 10. The new computers will be joined to Azure AD.

You need to ensure that the desktop background, the favorites, and the browsing history are available on the new computers.

What should you use?

A. Folder Redirection

B. The Microsoft SharePoint Migration Tool
C. Enterprise State Roaming

D. Roaming user profiles
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Answer: C

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/devices/enterprise-state-roaming-windows-settingsrefere https://docs.microsoft.com/en-us/azure/active-
directory/devices/enterprise-state-roaming-faqs

NEW QUESTION 198

- (Exam Topic 4)

Your company has several Windows 10 devices that are enrolled in Microsoft Inline.

You deploy a new computer named Computerl that runs Windows 10 and is in a workgroup. You need to enroll Computerl in Intune.
Solution: You install the Company Portal app on Computerl and use the Devices tab from the app. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

Use MDM enrolment.

MDM only enrollment lets users enroll an existing Workgroup, Active Directory, or Azure Active directory joined PC into Intune. Users enroll from Settings on the
existing Windows PC.

Reference:

https://docs.microsoft.com/en-us/mem/intune/enroliment/windows-enroliment-methods

NEW QUESTION 201
- (Exam Topic 4)
You have the 64-bit computers shown in the following table.

Name Operating system Memory BitLocker Drive
Encryption
(BitLocker)
Computer] 32-bit version of 1 GB Enabled
Windows 7 Service
Pack 1 (SP1)
| Computer2 64-bit version of 4 GB Enabled
Windows 7 Service
Pack 1 (SP1)
Computer3 32- bit version of 2GB Enabled
Windows 8.1
| Computerd 64-bit version of 4GB Disabled
Windows 8.1

You plan to perform an in-place upgrade to the 64-bit version of Windows 10.
Which computers can you upgrade to the 64-bit version of Windows 10 in their current state?

A. Computer2 and Computer4 only

B. Computer4 only

C. Computer3 and Computer4 only

D. Computerl, Computer2, Computer3 and Computer4
E. Computer2, Computer3, and Computer4 only

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/windows/deployment/windows-10-deployment-scenarios

NEW QUESTION 202

- (Exam Topic 4)

You have a Microsoft 365 tenant

You have devices enrolled in Microsoft intune.

You assign a conditional access policy nan-ted Policyl to a group named Groupl. Policyl restricts devices marked as noncompliant from accessing Microsoft
OneDirive for Business.

You need to identify which noncompliant devices attempt to access OneDrive for Business. What should you do?

A. From the Microsoft Endpoint Manager admin center, review the Setting compliance report.

B. From the Microsoft Endpoint Manager admin center, review the Noncompliant devices reporter.

C. From the Microsoft Endpoint Manager admin center, review Device compliance report.

D. From the Azure Active Directory admin center, review the Conditional Access Insights and Reporting workbook.

Answer: B

Explanation:
The Noncompliant devices report provides data typically used by Helpdesk or admin roles to identify problems and help remediate issues. The data found in this
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report is timely, calls out unexpected behavior, and is meant to be actionable.

Note: Compliance reports help you understand when devices fail to meet your compliance configurations and can help you identify compliance-related issues in
your organization.

Open the compliance dashboard

Open the Intune Device compliance dashboard:

> Sign in to the Microsoft Endpoint Manager admin center.

> Select Devices > Overview > Compliance status tab.

When the dashboard opens, you get an overview with all the compliance reports. In these reports, you can see and check for:
Overall device compliance Per-policy device compliance Per-setting device compliance Threat agent status

Device protection status View compliance reports

In addition to using the charts on Compliance status, you can go to Reports > Device compliance.

> Sign in to the Microsoft Endpoint Manager admin center.

> Select Devices > Monitor, and then from below Compliance select the report you want to view. Some of the available compliance reports include:
Device compliance Noncompliant devices

Devices without compliance policy Setting compliance

Policy compliance Noncompliant policies (preview)

Windows health attestation report Threat agent status

Reference: https://docs.microsoft.com/en-us/mem/intune/protect/compliance-policy-monitor

NEW QUESTION 207

- (Exam Topic 4)

Your network contains an Active Directory domain. The domain contains computers that run Windows 10. All users use Roaming User Profiles.
You have a user named Publicl that is used to sign-in to a public computer.

You need to prevent changes to the user settings of Publicl from being saved to the user profile. What should you do?

A. Rename the Roaming User Profile folder to Publicl.man
B. Rename Ntuser.dat to Ntuser.v6

C. Rename Ntuser.dat to Ntuser.man

D. Rename the Roaming User Profile folder to Public1.v1

Answer: C

Explanation:

Reference:

https://docs.microsoft.com/en-us/answers/questions/168551/set-roaming-profile-download-from-server-to-pcbut https://docs.microsoft.com/en-us/windows/client-
management/mandatory-user-profile

NEW QUESTION 212

- (Exam Topic 4)

Your network contains an Active Directory domain named contoso.com that syncs to Azure Active Directory (Azure AD).

The Active Directory domain contains 200 computers that run Windows 10. The computers are managed by using Microsoft System Center Configuration Manager
(Current Branch).

You need to pilot co-management for only five of the computers.

What should you create first?

A. a domain local distribution group in Active Directory
B. an Intune Connector for Active Directory

C. a device collection in Configuration Manager

D. a dynamic device group in Azure AD

Answer: C

Explanation:

The Pilot Intune setting switches the associated workload only for the devices in the pilot collection.

Note: When you enable co-management, you'll assign a collection as a Pilot group. This is a group that contains a small number of clients to test your co-
management configurations. We recommend you create a suitable collection before you start the procedure. Then you can select that collection without exiting the
procedure to do so.

References:

https://docs.microsoft.com/en-us/configmgr/comanage/tutorial-co-manage-new-devices

NEW QUESTION 216

- (Exam Topic 4)

Your company has a Microsoft Azure Active Directory (Azure AD) tenant. All users in the company are licensed for Microsoft Intune.
You need to ensure that the users enroll their iOS device in Intune. What should you configure first?

A. A Device Enrollment Program (DEP) token.

B. An Intune device configuration profile.

C. A Device enrollment manager (DEM) account.
D. An Apple MDM Push certificate.

Answer: D

Explanation:

Reference:

https://www.manageengine.com/mobile-device-management/help/enrollment/mdm_creating_apns_certificate.ht

Prerequisites for iOS enroliment Before you can enable iOS devices, complete the following steps: Make sure your device is eligible for Apple device enroliment.
Set up Intune - These steps set up your Intune infrastructure. In particular, device enrollment requires that you set your MDM authority. Get an Apple MDM Push
certificate - Apple requires a certificate to enable management of iOS and macOS devices.
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https://docs.microsoft.com/en-gb/intune/enrollment/apple-mdm-push-certificate-get

NEW QUESTION 218

-(E

xam Topic 4)

You have 500 Windows 10 devices enrolled in Microsoft Intune.

You plan to use Exploit protection in Microsoft Endpoint Manager to enable the following system settings on the devices:
 Data Execution Prevention (DEP)
* Force randomization for images (Mandatory ASLR)

You need to configure a Windows 10 device that will be used to create a template file.
Which protection areas on the device should you configure in the Windows Security app before you create the template file? To answer, drag the appropriate
protection areas to the correct settings. Each protection area may be used once, more than once, or not at all. You may need to drag the split bar between panes
or scroll to view content.

NOTE: Each correct selection is worth one point.

Protection arcas

AL Coun protachion

App & browser control

LEVICE SECUNTY

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: App & browser control

Graphical user interface, text, application Description automatically generated
Windows Secunty

,{_

it Home

U Virus & threat protection

8 Account protection

"% Firewall B network protection
% App & browser mnt:ﬂ
-_E_ Device secunty

& Device performance & health
gt Family options

Answer Area

Exploit protection

See the Exploit protection settings for your system and programs. You can

customise the settings you wani

System settings Program settings

Control flow guard (CFG)

Emsures control flow integnty for indirect calls

Use default (On)

Data Execution Prevention (DEP)

Prevents code from beng run Trom data-onky' memaory pages

Use default (On)

Force randomisation for images (Mandatory ASLR)

rofce relocabon ol images not compred with /DYNAMICBASE

Use default (OH)

Note: Data Execution Prevention (DEP): This mitigation prevents code from being run from data-only memory pages.

Box

Force randomization for images (Mandatory ASLR). This mitigation forcibly relocates images not compiled with /DYNAMICBASE.

2: App & browser control

Reference:
https://support.microsoft.com/en-us/windows/app-browser-control-in-windows-security-8f68fb65-ebb4-3cfb-4b

NEW QUESTION 221
- (Exam Topic 4)

You use Microsoft Endpoint Manager to manage Windows 10 devices.

You are designing a reporting solution that will provide reports on the following:

> Compliance policy trends

5\"' Trends in device and user enrolment
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> App and operating system version breakdowns of mobile devices
You need to recommend a data source and a data visualization tool for the design.
What should you recommend? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Data source v
Audit logs in Azure Active Directory (Azure AD)
Audit logs in Microsoft Intune

Azure Synapse Analytics

The Microsoft Intune Data Warehouse

Data visualization tool v
Azure Data Studio

Microsoft Power Bl

The Azure portal

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/mem/intune/developer/reports-nav-create-intune-reports https://docs.microsoft.com/en-us/mem/intune/developer/reports-proc-get-
a-link-powerbi

NEW QUESTION 226
- (Exam Topic 4)
You have a workgroup computer named Computerl that runs Windows 10 and has the users shown in the following table.

Name Member of
User1 Group1
User2 Group?2
User3 Group3

Groupl is a member of Group3.
You are creating a file named Kiosk.xml that specifies a lockdown profile for a multi-app kiosk. Kiosk.xml contains the following section.
<Configs>
<Config>
<UserGroup Type="LocalGroup” Name="Group3"” />
<DefaultProfile Id="{S%RZ24%0F-10F6-4764=-974R-43B19ET22C23}1"/>
</Config>
</Configs>

You apply Kiosk.xml to Computerl.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

The lockdown profile applies to User1. O @,
The lockdown profile applies to User2. O O

The lockdown profile applies to User3. O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows/configuration/lock-down-windows-10-to-specific-apps#config-for-gr

NEW QUESTION 229

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your company has an Azure Active Directory (Azure AD) tenant named contoso.com and a Microsoft Intune subscription.
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Contoso.com contains a user named userl@contoso.com.

You have a computer named Computerl that runs Windows 8.1.

You need to perform an in-place upgrade of Computerl to Windows 10.

Solution: You assign a Windows 10 license to Userl. You instruct Userl to sign in to Computerl. Does this meet the goal?

A. Yes
B. No

Answer: B
NEW QUESTION 230

- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the named locations shown in the following table.

Name Location type Configuration
Location1 | IP ranges 40.77.182.32/27
LocationZ | Countries (IP) Canada
Location3 | IP ranges 2a01:111::/32
Locationd | Countnies (IP) Austraha
Include unknown countries/regions
Location5 | Countries (GPS) United States

You need to create a Conditional Access policy that will have a condition to include only trusted locations. Which two named locations can be marked as trusted?
Each correct answer presents a complete solution. NOTE: Each correct selection is worth one point.

A. Locationl
B. Location2
C. Location3
D. Location4
E. Location5

Answer: AC

Explanation:
Location 1 and Location 3, both the ones | had as well as they include the IP Ranges Subnet as Trusted locations

NEW QUESTION 231

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You plan to use Conditional Access policies.

You need to identify which scenarios the policies will support.

Which two scenarios should you identify? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Enforce multi-factor authentication (MFA) when users access a Microsoft Office 365 service.

B. Force users to renew an expired SSL certificate.

C. Force users to update Windows Defender definition files before they sign in to Microsoft Office 365.

D. Block users from using legacy authentication when signing in to Microsoft Exchange Online.

E. Force users to install the latest Windows and Microsoft Office updates before they sign in to Office 365.

Answer: AD

Explanation:

A: Conditional Access allows administrators to control what Office 365 apps users can gain access to based on if they pass/fail certain conditions. These
conditions are enforced by building a policy (or multiple policies) to control how users access your Office 365 resources.

Cloud Apps- What apps do you want to control? Conditional Access does not need to apply to all of Office 365, you can be more granular and just control access
to specific apps — E.g. Exchange Online.

Access can be allowed to Office 365 with the following conditions:

* Require multi-factor authentication — User is allowed in but will need to complete additional security to log in.

* Etc.

D: The easiest way to block legacy authentication across your entire organization is by configuring a Conditional Access policy that applies specifically to legacy
authentication clients and blocks access.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/block-legacy-authenticationhttps://do

NEW QUESTION 234

- (Exam Topic 4)

You have an Azure Active Directory group named Groupl. Groupl contains two Windows 10 Enterprise devices named Devicel and Device2.

You create a device configuration profile named Profilel. You assign Profilel to Groupl. You need to ensure that Profilel applies to Devicel only. What should
you modify in Policyl?

A. Assignments

B. Applicability Rules
C. Settings

D. Scope (Tags)
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Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/configuration/device-profile-assign

NEW QUESTION 237

- (Exam Topic 4)

Your network contains an Active Directory forest named contoso.com that is synced to Microsoft Azure Active Directory (Azure AD).

You use Microsoft Endpoint Configuration Manager for device management. You have the Windows 10 devices shown in the following table.

Name Collection
Devicel Collectionl
Device2 Collection2

You configure Endpoint Configuration Manager co-management as follows:

b’ Automatic enrollment in Intune: Pilot

b’ Pilot collection for all workloads: Collection2
You configure co-management workloads as shown in the following exhibit.

| Properties X

Tenant onboarding Enablement  Worddoads  Staging

For \Whindows 10 devices that are in a co-management state. you can have Microsoft
Intune start managing different workloads. Choose Pilot Intune to have Intune manage
the workloads for only clients in the Pilot group (specified later in this wizard). If you are
not ready o move workloads 1o Intune, select Configuration Manager,

Learn more
Configuration Manager Piot Intune Intune
Compliance policies: .
Device Configuration: .
Endpoint Protection: .

Resource access policies: .

Office Click-to-Run apps: .
Windows Update policies: .

Cancel Apply

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

Microsoft Intune manages the compliance policies for Devicel. O O
Configuration Manager manages the Windows Update policies for Devicel. () Q
Microsoft Intune manages Endpoint Protection for Device2. O Q
A. Mastered

B. Not Mastered

Answer: A

Explanation:

Box 1: No
The Pilot Group does not include Devicel. Box 2: Yes

Box 3: Yes

The Pilot Group includes Device3. Reference:
https://docs.microsoft.com/en-us/mem/configmgr/comanage/how-to-enable

NEW QUESTION 242
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- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named adatum.com that contains two computers named Computerl and Computer2. The computers run
Windows 10 and are members of a group named GroupA.

The tenant contains a user named Userl that is a member of a group named Groupl.

You need to ensure that if Userl changes the desktop background on Computerl, the new desktop background will appear when User1 signs in to Computer?2.
What should you do?

A. Create a device configuration profile for Windows 10 and configure the Shared multi-user device setting
B. Assign the profile to GroupA.

C. From the Azure Active Directory admin center, enable Enterprise State Roaming for Groupl.

D. From the Azure Active Directory admin center, enable Enterprise State Roaming for GroupA.

E. Create a device configuration profile for Windows 10 and configure the Shared multi-user device setting
F. Assign the profile to Groupl.

Answer: D

Explanation:

Reference:

https://docs.microsoft.com/en-us/mem/intune/configuration/shared-user-device-settings-windows https://docs.microsoft.com/en-
us/mem/intune/configuration/shared-user-device-settings-windows https://docs.microsoft.com/en-us/mem/intune/configuration/device-profile-assign

NEW QUESTION 244

- (Exam Topic 4)

You have a computer named Computerl that runs Windows 10.

The Wi-Fi network profile for Computerl is configured as shown in the following exhibit.

Connect automatically when in range

@ on

Network profile

@ Public

Your PC is hidden from other devices on the network and ¢can't be
used for printer and file sharing.

O Private

For a network you trust, such as at home or work. Your PC is
discoverable and can be used for printer and file sharing if you set
it up.

Configure firewall and security settings
The Delivery Optimization options for Computer1 are configured as shown in the following exhibit

Allow downloads from other PCs

@@ on

(O PC's on my local network

(®) PCs on my local network, and PCs on the Internet

From which computers will Computerl will receive updates and to which computers will Computerl provide updates? To answer, select the appropriate options in
the answer area.

NOTE: Each correct selection is worth one point.

Receive updates from: v

Local computers only
Computers on the internet only
Local computers and computers on the internet

Provide updates to: v

Local computers only
Computers on the internet only
Local computers and computers on the internet

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application Description automatically generated
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NEW QUESTION 246
- (Exam Topic 4)
You have unrooted devices enrolled in Microsoft Intune as shown in the following table.

Name Platform IP address
Devicel Windows 192.168.10.35
Device2 Android 10.10.10.40
Device3 Android 192.168.10.10

The devices are members of a group nhamed Groupl.
In Intune, you create a device compliance location that has the following configurations:

D’ Name: Networkl

2 |Pv4 range: 192.168.0.0/16
In Intune, you create a device compliance policy for the Android platform. The policy has following configurations:

> Name: Policyl

> Device health: Rooted devices: Block
> Locations: Location: Networkl

> Mark device noncompliant: Immediately

> Assigned: Groupl
In Intune device compliance policy has the following configurations:

> Mark devices with no compliance policy assigned as: Compliant
> Enhanced jailbreak detection: Enabled

> Compliance status validity period (days): 20
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

Devicel is marked as compliant. O

QO

Devicel is marked as compliant. O

O
O

Device3 is marked as compliant.

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/intune/device-compliance-get-started

NEW QUESTION 249

- (Exam Topic 4)

You use Windows Admin Center to remotely administer computers that run Windows 10.

When connecting to Windows Admin Center, you receive the message shown in the following exhibit.

This site is not secure

This might mean that someone’s trying to fool
you or steal any info you send to the server.
You should close this site immediately.

[ﬂ 10 10 Y Start pai

Your PC doesn't trust this website’'s security
certificate.

(0 on to the webpage
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You need to prevent the message from appearing when you connect to Windows Admin Center. To which certificate store should you import the certificate?

A. Personal
B. Trusted Root Certification Authorities
C. Client Authentication Issuers

Answer: A

Explanation:
Reference:
https://social.technet.microsoft.com/Forums/en-US/6b3abb8e-007e-4047-bd30-2946b9c3aaba/windows-admin-c

NEW QUESTION 250

- (Exam Topic 4)

You have computers that run Windows 8.1 or Windows 10. All the computers are enrolled in Microsoft Intune, Endpoint Configuration Manager, and Desktop
Analytics. Co-management is enabled for your environment.

You plan to upgrade the Windows 8.1 computers to Windows 10.

You need to identify which Windows 8.1 computers do NOT have supported Windows 10 drivers.

What should you use?

A. the General Hardware Inventory report in Configuration Manager

B. the List of devices in a specific device category report in Configuration Manager
C. Deployment plans in Desktop Analytics

D. the Device compliance report in Intune

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/configmgr/desktop-analytics/about-deployment-plans

NEW QUESTION 252

- (Exam Topic 4)

You have a Microsoft 365 subscription. All devices run Windows 10.

You need to prevent users from enrolling the devices in the Windows Insider Program.

What should you configure from Microsoft 365 Device Management? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. a Windows 10 security baseline

B. an app configuration policy

C. a custom device configuration profile

D. a Windows 10 update ring

E. a device restrictions device configuration profile

Answer: D

NEW QUESTION 256

- (Exam Topic 4)

You have a Microsoft 365 Business Standard subscription and 100 Windows 10 Pro devices. You purchase a Microsoft 365 E5 subscription.
You need to upgrade the Windows 10 Pro devices to Windows 10 Enterprise. The solution must minimize administrative effort.

Which upgrade method should you use?

A. Subscription Activation

B. an in-place upgrade by using Windows installation media

C. a Microsoft Deployment Toolkit (MDT) lite-touch deployment
D. Windows Autopilot

Answer: A

Explanation:

Windows 10/11 Subscription Activation

Windows 10 Pro supports the Subscription Activation feature, enabling users to “step-up” from Windows 10 Pro or Windows 11 Pro to Windows 10 Enterprise or
Windows 11 Enterprise, respectively, if they are subscribed to Windows 10/11 Enterprise E3 or E5.

Reference: https://docs.microsoft.com/en-us/windows/deployment/windows-10-subscription-activation

NEW QUESTION 258

- (Exam Topic 4)

You have 100 Windows 10 devices enrolled in Microsoft Intune.

You need to configure the devices to retrieve Windows updates from the internet and from other computers on a local network.

Which Delivery Optimization setting should you configure, and which type of Intune object should you create? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.
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Delivery Optimization setting: v

Bandwidth optimization type
Download mode
VPN peer caching

Intune object: v
A configuration profile

App configuration policies
Windows 10 quality updates
Windows 10 update nngs

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, chat or text message Description automatically generated

Box 1: Download mode

Download mode specifies the download method that Delivery Optimization uses to download content.

Box 2: A configuration profile

Delivery Optimization settings are configured as part of the device configuration profile. Reference:
https://docs.microsoft.com/en-us/mem/intune/configuration/delivery-optimization-settings https://docs.microsoft.com/en-us/mem/intune/configuration/delivery-
optimization-windows

NEW QUESTION 262

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You are assigned the User administrator role.

An Azure AD security group named Groupl was deleted five days ago. You need to restore Groupl.
What should you do?

A. Modify the group expiration policy.

B. From Deleted groups, restore Groupl.

C. Manually recreate Group1.

D. Ask a global administrator to restore Groupl.

Answer: B

NEW QUESTION 267

- (Exam Topic 4)

Your company has a computer named Computerl that runs Windows 10 Pro.

The company develops a proprietary Universal Windows Platform (UWP) app named Appl. Appl is signed with a certificate from a trusted certification authority
(CA).

You need to sideload Appl to Computerl.

What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

To enable sideloading: | B B B B B - - N/
Configure the Apps & features settings in the Settings app
Configure the For developers settinas in the Settings app
Run the Enable-WindeowsOptionalFeature emdlet
i Run the Set-WindowsEdition cmdlet

To sideload App1: DA
Double-click App1.appx in File Explorer |

Uze the Add a package option in the Settings app |
Run the Install-Package emdlet
Run the Add-AppxPackage cmadlet

b = e

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Reference:

https://www.windowscentral.com/how-enable-windows-10-sideload-apps-outside-store https://docs.microsoft.com/en-us/windows/application-
management/sideload-apps-in-windows-10

NEW QUESTION 269
- (Exam Topic 4)
You have a Microsoft 365 tenant and an internal certification authority (CA).
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You need to use Microsoft Intune to deploy the root CA certificate to managed devices.
Which type of Intune policy and profile should you use? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Policy type: v
App configuration policy
App protection policy
Compliance policy
Configuration profile

Profile: v

Imported public key pair (PKCS) certificate

Public key pair (PKCS) certificate

Simple Certificate Enroliment Protocol (SCEP) certificate
Trusted certificate

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Configuration profile Create a trusted certificate profile. Box 2: Trusted certificate

When using Intune to provision devices with certificates to access your corporate resources and network, use a trusted certificate profile to deploy the trusted root
certificate to those devices. Trusted root certificates establish a trust from the device to your root or intermediate (issuing) CA from which the other certificates are
issued.

Reference: https://docs.microsoft.com/en-us/mem/intune/protect/certificates-trusted-root

NEW QUESTION 273

- (Exam Topic 4)

You have a Microsoft 365 subscription. The subscription contains 500 computers that run Windows 11 and are enrolled in Microsoft Endpoint Manager. You need
to manage the deployment of monthly security updates. The solution must meet the following requirements:

» Updates must be deployed to a group of test computers for quality assurance.

» Updates must be deployed automatically 15 days after the quality assurance testing. What should you create in the Microsoft Endpoint Manager admin center?

A. an update ring

B. a security baseline

C. a feature update policy

D. a device configuration profile

Answer: A

NEW QUESTION 278

- (Exam Topic 4)

You have a Microsoft Azure Log Analytics workplace that collects all the event logs from the computers at your company.
You have a computer named Computerl than runs Windows 10. You need to view the events collected from Computerl.
Which query should you run in Log Analytics?

A. Event| where Computer = = "Computerl"

B. ETWEvent| where SourceSystem = = "Computerl"”
C. ETWEvent| where Computer = = "Computerl"

D. Event| where SourceSystem = = "Computerl"

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/data-sources-windows-events

NEW QUESTION 279

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com. You have a workgroup computer named Computerl that runs Windows 10. You need
to add Computerl to contoso.com.

What should you use?

A. the Settings app
B. Computer Management
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C. netdom.exe
D. dsregcmd.exe

Answer: D

Explanation:

If you want to manually join the computer to Azure AD, you can execute the dsregcmd /join command. This command should be run in SYSTEM context (using
psexec for example) and will force an attempt to Azure AD.

Reference: https://365bythijs.be/2019/11/02/troubleshooting-hybrid-azure-ad-join/

NEW QUESTION 284

- (Exam Topic 4)

You have following types of devices enrolled in Microsoft Intune:

* Windows 10

* Android

*i0S

For which types of devices can you create VPN profiles in Microsoft Endpoint Manager?

A. Windows 10 and Android only
B. Windows 10, Android, and iOS
C. Windows 10 only

D. Windows 10 and iOS only

E. Android and iOS only

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/configuration/vpn-settings-android

NEW QUESTION 285

- (Exam Topic 4)

Your network contains an Active Directory domain. The domain contains 10 computers that run Windows 8.1 and use local user profiles.
You deploy 10 new computers that run Windows 10 and join the computers to the domain.

You need to migrate the user profiles from the Windows 8.1 computers to the Windows 10 computers. What should you do?

A. From the Windows 8.1 computer of each user, run imagex.exe/capture, and then from the Windows 10 computer of each user, run imagex.exe/apply.
B. Configure roaming user profiles for the user

C. Instruct the users to first sign in to and out of their Windows 8.1 computer and then to sign in to their Windows 10 computer.

D. From the Windows 8.1 computer of each user, run scanstate.exe, and then from the Windows 10 computer of each user, run loadstate.exe.

E. Configure Folder Redirection for the user

F. Instruct the users to first sign in to and out of their Windows 8.1 computer, and then to sign in to their Windows 10 computer.

Answer: C

Explanation:

The ScanState command is used with the User State Migration Tool (USMT) 10.0 to scan the source computer, collect the files and settings, and create a store.
Reference:

https://docs.microsoft.com/en-us/windows/deployment/usmt/usmt-scanstate-syntax https://docs.microsoft.com/en-us/windows/deployment/usmt/usmt-loadstate-
syntax

NEW QUESTION 288

- (Exam Topic 4)

You have a Microsoft Intune subscription.

You have devices enrolled in Intune as shown in the following table.

Name | Operating system
' Device1 | Android 8.1.0
Device2 | Android 9
Devices ~ |1OS1141 |
' Deviced | I0S 12.3.1
Deviced | I0S 12.3.2

An app named Appl is installed on each device.
What is the minimum number of app configuration policies required to manage Appl?

moow»
O MNWNDNEPE

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/mem/intune/apps/app-configuration-policies-overview
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NEW QUESTION 292
- (Exam Topic 4)
You need to enable Windows Defender Credential Guard on computers that run Windows 10. What should you install on the computers?

A. Hyper-V

B. Windows Defender Application Guard
C. a guarded host

D. containers

Answer: A

NEW QUESTION 294

- (Exam Topic 4)

You have the Microsoft Deployment Toolkit (MDT) installed. You install and customize Windows 10 on a reference computer.
You need to capture an image of the reference computer and ensure that the image can be deployed to multiple computers.
Which command should you run before you capture the image?

A. dism

B. wpeinit

C. bcdedit
D. sysprep

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/sysprep--system-preparation-- overview

NEW QUESTION 295

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You have a Windows 10 update ring named Policyl as shown in the following exhibit.

Basics

Name Policy1

Update ring settings
Update settings

Semi-Annual Channel

ft product updats Allow
/indows drivers Block
ipdate deferral pi | {dav: 0
late ul tall penod i 14

A Windows 10 Feature update deployment named Policy?2 is configured as shown in the following exhibit.

Deployment settings

Name Policy2

me. Windows 10 2004

You have devices enrolled in Microsoft Intune as shown in the following table.

Name Windows 10 edition Policy applied
Device1 Windows 10 Enterprise, version Policy1
20H2
Device2 Windows 10 Pro, version 2004 Policy2
Device3 Windows 10 Enterprise, version Policy2
20H2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes No

Device1 will install feature updates twice a year. O ®)
Device?2 will install feature update 20H2. O O
Device3 will be downgraded to feature update 2004. O O

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Text Description automatically generated

Reference:

https://docs.microsoft.com/en-us/mem/intune/protect/windows-10-update-rings

NEW QUESTION 296
- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that contains a user named Userl and the devices shown in the following table.

Azure AD status |

Name Operating system
Device1 | Windows 17 loinedo

K el Windows 1 [ I FhEs |

Userl can access her Microsoft Exchange Online mailbox from both Device 1 and Device2.

You plan to create a Conditional Access policy named CAPolicyl that will have the following settings:

* Assignments

* Users or workload identities: Userl

* Cloud apps or actions: Office 365 Exchange Online

* Access controls

* Grant: Block access

You need to configure CAPolicyl to allow mailbox access from Device 1 but block mailbox access from Device2.

Solution: You add a condition that specifies device platforms. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

Instead use solution: You add a condition to filter for devices. Note: Conditional Access: Filter for devices

When creating Conditional Access policies, administrators have asked for the ability to target or exclude specific devices in their environment. The condition filter
for devices gives administrators this capability. Now you can target specific devices using supported operators and properties for device filters and the other
available assignment conditions in your Conditional Access policies.

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/concept-condition-filters-for-devices

NEW QUESTION 301

- (Exam Topic 4)

Your company has a computer named Computerl that runs Windows 10. Computerl was used by a user who left the company.

You plan to repurpose Computerl and assign the computer to a new user. You need to redeploy Computerl by using Windows AutoPilot.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

P Answer Area

Upload the file by using Microsoft Store for
Business,

Upload the file by running azcopy.exe.

Goenerate a JSON file that contains the @
computer information.

@
S O

Reset the computar.

Gonerate a C5V file that contains the
computer information.

A. Mastered
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B. Not Mastered

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/intune/enroliment-autopilot
https://docs.microsoft.com/en-us/windows/deployment/windows-autopilot/windows-autopilot-reset

NEW QUESTION 304

- (Exam Topic 4)

You use the Microsoft Deployment Toolkit (MDT) to manage Windows 10 deployments. From Deployment Workbench, you modify the WinPE settings and add
PowerShell support. You need to generate a new set of WinPE boot image files that contain the updated settings. What should you do?

A. From the Operating Systems node, import a new operating system.
B. From the Deployment Shares node, update the deployment share.
C. From the Packages node, import a new operating system package.
D. From the Advanced Configuration node, create new media.

Answer: B

Explanation:

Distribute content to the CMO1 (for example) distribution portal.

In Configuration Manager, you can distribute all packages needed by a task sequence in a single task. In this section, you distribute packages that have not yet
been distributed to the CMOL1 distribution point.

On CMO1:

* 1. Open the Deployment Workbench, right-click Deployment Shares and click New Deployment Share. Use the following settings for the New Deployment Share
Wizard:

Deployment share path: D:\MDTProduction Share name: MDTProduction$

Deployment share description: MDT Production Options: <default settings>

* 2. Etc.

Reference:

https://docs.microsoft.com/en-us/windows/deployment/deploy-windows-cm/finalize-the-os-configuration-for-wi

NEW QUESTION 308
- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that contains a user named User! and the devices shown In the following table.

[ Time | Operaiing systesm | Amswe AD stetus |

[
LTI W PP " T -
+ §
VW ir W ] 1M

Userl can access her Microsoft Exchange Online mailbox from both Devicel and Device2.

You plan to create a Conditional Access policy named CAPolicyl that will have the following settings:
 Assignments

* Users or workload identities: Userl

* Cloud apps or actions: Office 365 Exchange Online

* Access controls

 Grant Block access

You need to configure CAPolicyl to allow mailbox access from Devicel but block mailbox access from Device2.
Solution: You add a condition to filter for devices. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

Conditional Access: Filter for devices

When creating Conditional Access policies, administrators have asked for the ability to target or exclude specific devices in their environment. The condition filter
for devices gives administrators this capability. Now you can target specific devices using supported operators and properties for device filters and the other
available assignment conditions in your Conditional Access policies.

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/concept-condition-filters-for-devices

NEW QUESTION 310
- (Exam Topic 4)
You have the devices shown in the following table.

. Name Operating system | Domain member
Devicel | Windows 8.1 Enterprise | Yes |

| DeviceZ2 | Windows 10 Pro_ No

| Device3 | Windows 10 Enterprise | Yes

| Device4 | Mac OS X No

You plan to implement Microsoft Defender for Endpoint.
You need to identify which devices can be onboarded to Microsoft Defender for Endpoint. What should you identify?

A. Device3 only
B. Device 1, Device2, and Device3 only
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C. Device 1, Device2, Device3, and Device4
D. Device2 and Device3 only
E. Device2, Device3, and Device4 only

Answer: B

Explanation:
References:
https://docs.microsoft.com/en-us/mem/configmgr/protect/deploy-use/defender-advanced-threat-protection#bkmk

NEW QUESTION 315

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.

You need to create a Conditional Access policy to ensure that when a user accesses the Microsoft 365 portal, the user will be prompted to sign in again after
seven days.

What should you configure to specify the sign-in frequency?

A. Session access controls

B. an assignment that uses the Cloud apps or actions settings
C. Grant access controls

D. an assignment condition

Answer: A

Explanation:

Conditional Access: Session

Within a Conditional Access policy, an administrator can make use of session controls to enable limited experiences within specific cloud applications.

Sign-in frequency

Sign-in frequency defines the time period before a user is asked to sign in again when attempting to access a resource. Administrators can select a period of time
(hours or days) or choose to require reauthentication every time.

Sign-in frequency setting works with apps that have implemented OAUTH2 or OIDC protocols according to the standards. Most Microsoft native apps for Windows,
Mac, and Mobile including the following web applications follow the setting.

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-session

NEW QUESTION 316

- (Exam Topic 4)

Your network contains an Active Directory domain.

You install the Microsoft Deployment Toolkit (MDT) on a server You have a custom image of Windows 10.

You need to deploy the image to 100 devices by using MDT.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the List of actions to the answer area and arrange them in the
correct order.

Actiong Anguwtt Area

AT B Tatk Anuene

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:
https://docs.microsoft.com/en-us/windows/deployment/deploy-windows-mdt/deploy-a-windows-10-image-using

NEW QUESTION 321
- (Exam Topic 4)
You have a Microsoft 365 tenant that uses Microsoft Intune and contains the devices shown in the following table.

MName _ Platform

In Endpoint security, you need to configure a disk encryption policy for each device.

Which encryption type should you use for each device, and which role-based access control (RBAQ role in Intune should you use to manage the encryption keys?
To answer, select the appropriate options m the answer area.

NOTE: Each correct selection is worth one point.
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Answer Arca
TR
F ol s
ypuetup
Encrypung File System (EF
Bitlocker Dirve Encryption (BitLocker)
Device. [
Foe' vl
‘Tl'-\.I‘L
Encrypling File Syatem [EF
Silocker Urive ENCryplon (BtLodker)
agaC role: [
""-";L :r_l :-.'l:'l.'r-i""'
plcation Manager
rilure Bodke A0mdresTraTos
Fokcy and Profile Manaoes
A. Mastered

B. Not Mastered
Answer: A
Explanation:

Graphical user interface, text, application Description automatically generated

NEW QUESTION 322
- (Exam Topic 4)
You have the devices shown in the following table.

Name Operating system
Devicel Windows 10 Enterprise
Device2 Windows 8.1 Pro
Device3 Android 9.03
Deviced 105

You plan to implement Desktop Analytics.
You need to identify which devices support the following:

2> Compatibility insights

> App usage insights
Which devices should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Compatibility insights: v

Devicel only

Devicel and Device2 only

Device3 and Deviced only

Devicel, Device2, Devicel, and Deviced

App usage insights: v

Devicel only

Devicel and DeviceZ only

Device3 and Deviced only

Devicel, Device?2, Device3, and Deviced

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:

https://docs.microsoft.com/en-us/mem/configmgr/desktop-analytics/compat-assessmenthttps://docs.microsoft.co https://azure.microsoft.com/en-
us/updates/application-insights-adds-support-for-ios-and-android-apps-improved

NEW QUESTION 326

- (Exam Topic 4)

Your network contains an Active Directory domain named constoso.com that is synced to Microsoft Azure Active Directory (Azure AD). All computers are enrolled
in Microsoft Intune.

The domain contains the computers shown in the following table.
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Name | Operating system

Computer] _ _ | Windows 8.1 Enterprise _

Computer2 Windows 10 Enterprise without the latest feature
| update

Computer3 Windows 10 Enterprise without the latest feature
| update

You are evaluating which Intune actions you can use to reset the computers to run Windows 10 Enterprise with the latest update.
Which computers can you reset by using each action? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Fresh Startaction: | i i ) i ) ] N
| Computer1 only
Computer2 only
Computar3 only
Computerz and Computer3 only
Ltﬂmputen, Computer2, and Computer3

Wipe action: N1
Computer1 only i
I
|

Computer2 only

Computer3 only

Computer2 and Computer3 only
Computerl, Computer2, and Computer3

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/intune/device-fresh-start https://docs.microsoft.com/en-us/intune/devices-wipe

NEW QUESTION 331

- (Exam Topic 4)

You use Microsoft Defender for Endpoint to protect computers that run Windows 10.

You need to assess the differences between the configuration of Microsoft Defender for Endpoint and the Microsoft-recommended configuration baseline.
Which tool should you use?

A. Microsoft Defender Security Center

B. Desktop Analytics

C. Microsoft Defender for Endpoint Power Bl app
D. Microsoft Secure Score

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender/microsoft-secure-score?view=0365-worldwid

NEW QUESTION 333

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your company uses Windows AutoPilot to configure the computer settings of computers issued to users. A user named Userl has a computer named Computerl
that runs Windows 10. Userl leaves the company. You plan to transfer the computer to a user named User2.

You need to ensure that when User?2 first starts the computer, User2 is prompted to select the language setting and to agree to the license agreement.

Solution: You create a new Windows AutoPilot user-driven deployment profile. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/windows/deployment/windows-autopilot/user-driven

Windows Autopilot user-driven mode lets you configure new Windows devices to automatically transform them from their factory state to a ready-to-use state. This
process doesn't require that IT personnel touch the device.

The process is very simple. Devices can be shipped or distributed to the end user directly with the following instructions:

Unbox the device, plug it in, and turn it on.

Choose a language (only required when multiple languages are installed), locale, and keyboard.

Connect it to a wireless or wired network with internet access. If using wireless, the user must establish the Wi-Fi link.

Specify your e-mail address and password for your organization account. The rest of the process is automated. The device will:
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Join the organization.
Enroll in Intune (or another MDM service) Get configured as defined by the organization. Reference:
https://docs.microsoft.com/en-us/windows/deployment/windows-autopilot/user-driven

NEW QUESTION 336

- (Exam Topic 4)

Your on-premises network contains a database server and is accessible by using a VPN server. You have a Microsoft 365 tenant.

You manage devices by using Microsoft Endpoint Manager.

You have an application named App1 that is deployed to every computer enrolled in Microsoft Intune. Each computer has a VPN profile assigned.

You need to ensure that Appl can access only the database server. Appl must be prevented from accessing other resources on the on-premises network.
What should you modify in the VPN profile?

A. Proxy

B. Network traffic rules
C. DNS Settings

D. Conditional Access

Answer: B

Explanation:

You can use an Azure network security group to filter network traffic to and from Azure resources in an Azure virtual network. A network security group contains
security rules that allow or deny inbound network traffic to, or outbound network traffic from, several types of Azure resources. For each rule, you can specify
source and destination, port, and protocol.

A network security group contains zero, or as many rules as desired, within Azure subscription limits. Reference: https://docs.microsoft.com/en-us/azure/virtual-
network/network-security-groups-overview

NEW QUESTION 341

- (Exam Topic 4)

Your network contains an Active Directory domain. The functional level of the forest and the domain is Windows Server 2012 R2.

The domain contains 500 computers that run Windows 10. All the computers are managed by using Microsoft System Center 2012 R2 Configuration Manager.
You need to enable co-management. What should you do first?

A. Deploy the Microsoft Intune client.

B. Raise the forest functional level.

C. Upgrade Configuration Manager to Current Branch.
D. Raise the domain functional level.

Answer: C

NEW QUESTION 344
- (Exam Topic 4)
You have the MDM Security Baseline profile shown in the MDM exhibit. (Click the MDM tab.)

Create profile

Block Office applications from injecting Disable e
code into other processes

Block Office applications from creating Audit mode '
executable content

Block all Ofhice applications fTom creating Audit mods o
child processes

Block Win32 APl calls from Office macro (i Disable S
Block execution of potentially obfuscated Disable e

sCnipts (j5/vos/ps)

You have the ASR Endpoint Security profile shown in the ASR exhibit. (Click the ASR tab.)
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Home Endpoint security ASR Endpoint security

Edit profile

~ Attack Surface Reduction Rules

Block credential stealing from the Windows| Audit mode
local security authority subsystem

[Isass.exe)

Block Adobe Reader from creating child Audit mode
Processes

Block Office applications from injecting Audit mode
code into other processes

Block Office applications from creating Audit mode
executable content

Block all Office applications from creating Audit mode
child processes

Block Win32 APl calls from Office macre ] Audit mode

You plan to deploy both profiles to devices enrolled in Microsoft Intune.

You need to identify how the following settings will be configured on the devices:

> Block Office applications from creating executable content

> Block Win32 API calls from Office macro Currently, the settings are disabled locally on each device.
What are the effective settings on the devices? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Block Office applications from creating executable content:

Block Win32 API calls from Office macro:

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: Audit mode

Audit mode
Block

Disable
Wam

Audit mode
Block

Disable
Wam

According to the ASR Endpoint Security profile and to the MDM Security Baseline profile

, Block Office applications from creating executable content is set to Audit mode. Box 2: Disable

Block Win32 API calls from Office macro: According to MDM Security Baseline profile it is set to disable. According to the ASR Endpoint Security profile it is set to

Audit mode.

The profiles are merged. The Baseline profile overrides the Endpoint Security profile. Note:
When two or more policies have conflicting settings, the conflicting settings are not added to the combined policy, while settings that don’t conflict are added to the

superset policy that applies to a device.

Attack surface reduction rule merge behavior is as follows:
Endpoint security > Security baselines > Microsoft Defender for Endpoint Baseline > Attack Surface Reduction Rules.

MDM Security Baseline profile ASR Endpoint Security profile.
Reference: https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-security-asr-policy

NEW QUESTION 347
- (Exam Topic 4)

You enable controlled folder access in audit mode for several computers that run Windows 10. You need to review the events audited by controlled folder access.

Which Event Viewer log should you view?

A. Applications and Services\Microsoft\Windows\Known Folders\Operational

B. Applications and Services\Microsoft\Windows\Windows Defender\Operational

C. Windows\Security
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Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/evaluate-controlled-folder-access?vi

NEW QUESTION 350

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your company uses Windows Update for Business.

The research department has several computers that have specialized hardware and software installed. You need to prevent the video drivers from being updated
automatically by using Windows Update. Solution: From the Device Installation settings in a Group Policy object (GPO), you enable Specify search

order for device driver source locations, and then you select Do not search Windows Update.

Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
References:
https://www.stigviewer.com/stig/microsoft_windows_server_2012_member_server/2013-07-25/finding/WN12- CC-000024

NEW QUESTION 355

- (Exam Topic 4)

You have computers that run Windows 10 Pro. The computers are joined to Microsoft Azure Active Directory (Azure AD) and enrolled in Microsoft Intune.
You need to upgrade the computers to Windows 10 Enterprise. What should you configure in Intune?

A. A device enrollment policy

B. A device cleanup rule

C. A device compliance policy
D. A device configuration profile

Answer: D
Explanation:

Reference:
https://blogs.technet.microsoft.com/skypehybridguy/2018/09/21/intune-upgrade-windows-from-pro-toenterprise

NEW QUESTION 359
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