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NEW QUESTION 1

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 tenant

You create a data toss prevention (DLP) policy to prevent users from using Microsoft Teams to share internal documents with external users.
To which two locations should you apply the policy? To answer, select the appropriate locations in the answer area.

NOTE: Each correct selection is worth one point.

Choose locations to apply the policy
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Choose locations to apply the policy
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NEW QUESTION 2
HOTSPOT - (Topic 6)
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HOTSPOT

You have a Microsoft 365 E5 subscription.

You need to implement identity protection. The solution must meet the following requirements:
? Identify when a user's credentials are compromised and shared on the dark web.

? Provide users that have compromised credentials with the ability to self-remediate.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area
To identify when users have compromised credentials, configure; L= i T |
v registration policy &
2
[ A sign-in nsk policy |
| A user nisk policy |
| A multifactor authentication registration policy
To enable self-remediation, select: -
I 1
| Generate a termporary password
iRecIUIrE’ multi-factor authentication |
E_REQUIFE' password change |
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: A user risk policy

Identify when a user's credentials are compromised and shared on the dark web.

User risk-based Conditional Access policy

Identity Protection analyzes signals about user accounts and calculates a risk score based on the probability that the user has been compromised. If a user has
risky sign-in behavior, or their credentials have been leaked, Identity Protection will use these signals to calculate the user risk level. Administrators can configure
user risk-based Conditional Access policies to enforce access controls based on user risk, including requirements such as:

Block access

Allow access but require a secure password change.

A secure password change will remediate the user risk and close the risky user event to prevent unnecessary noise for administrators.

Box 2: Require password change

Provide users that have compromised credentials with the ability to self-remediate.

A secure password change will remediate the user risk and close the risky user event to prevent unnecessary noise for administrators

NEW QUESTION 3

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription that contains a user named Userl. You need to enable Userl to create Compliance Manager assessments.
Solution: From the Microsoft 365 compliance center, you add Userl to the Compliance Manager Assessors role group.

Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
Reference:
https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/permissions-in-the-security-and-compliance-center.md

NEW QUESTION 4

- (Topic 6)

You have a Microsoft 365 tenant.

You plan to implement device configuration profiles in Microsoft Intune. Which platform can you manage by using the profiles?

A. Ubuntu Linux

B. macOS

C. Android Enterprise
D. Windows 8.1

Answer: D

NEW QUESTION 5

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint, and OneDrive.
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Solution: From the Microsoft 365 admin center, you assign SecAdminl the Exchange admin role.
Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp?view=0365-worldwide

NEW QUESTION 6

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You plan to implement Microsoft 365 compliance policies to meet the following requirements:

? ldentify documents that are stored in Microsoft Teams and SharePoint Online that contain Personally Identifiable Information (PII).
? Report on shared documents that contain PII.

What should you create?

A. an alert policy

B. a data loss prevention (DLP) policy
C. aretention policy

D. a Microsoft Cloud App Security policy
Answer: B

Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about- dip?view=0365-worldwide

NEW QUESTION 7
- (Topic 6)
You have a Microsoft 365 E5 tenant that contains the resources shown in the following table.

Name Type
Mailbox1 Microsoft Exchange Online mailbox
Account Microsoft OneDrive account
Site1 Microsoft SharePoint Online site
Channel Microsoft Teams channel

To which resources can you apply a sensitivity label by using an auto-labeling policy?

A. Mailbox1 and Sitel only

B. Mailbox1, Accountl, and Sitel only

C. Accountl and Sitel only

D. Mailbox1, Accountl, Sitel, and Channell
E. Accountl, Sitel, and Channell only

Answer: E
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365- worldwide

NEW QUESTION 8

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a computer that runs Windows 10.

You need to verify which version of Windows 10 is installed.

Solution: At a command prompt, you run the winver.exe command. Does this meet the goal?

A. Yes
B. No

Answer: A
Explanation:

Reference:
https://support.microsoft.com/en-us/windows/which-version-of-windows-operating-system-am-i-running-628bec99-476a-2c13-5296-9dd081cdd808
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NEW QUESTION 9

- (Topic 6)

You have a Microsoft 365 tenant.

You plan to enable BitLocker Disk Encryption (BitLocker) automatically for all Windows 10 devices that enroll in Microsoft Intune.
What should you use?

A. an attack surface reduction (ASR) policy
B. an app configuration policy

C. a device compliance policy

D. a device configuration profile

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/encrypt-devices

NEW QUESTION 10

- (Topic 6)

Your company has a Microsoft 365 E5 tenant that contains a user named Userl. You review the company’s compliance score.
You need to assign the following improvement action to Userl:Enable self-service password reset.

What should you do first?

A. From Compliance Manager, turn off automated testing.

B. From the Azure Active Directory admin center, enable self-service password reset (SSPR).

C. From the Microsoft 365 admin center, modify the self-service password reset (SSPR) settings.
D. From the Azure Active Directory admin center, add Userl to the Compliance administrator role.
Answer: D

Explanation:

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-improvement-actions?view=0365-worldwide
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-users-assign-role-azure-portal

NEW QUESTION 10
- (Topic 6)
Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the objects shown in the following table.

Name Configuration
Group1 Global security group
User Enabled user account
UserZ Disabled user account

You configure Azure AD Connect to sync contoso.com to Azure AD.
Which objects will sync to Azure AD?

A. Groupl only

B. Userl and User2 only

C. Groupl and Userl only

D. Groupl, Userl, and User2

Answer: D

Explanation:

Disabled accounts

Disabled accounts are synchronized as well to Azure AD. Disabled accounts are common to represent resources in Exchange, for example conference rooms. The
exception is users with a linked mailbox; as previously mentioned, these will never provision an account to Azure AD.

The assumption is that if a disabled user account is found, then we won't find another active account later and the object is provisioned to Azure AD with the
userPrincipalName and sourceAnchor found. In case another active account will join to the same metaverse object, then its userPrincipalName and sourceAnchor
will be used.

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/hybrid/connect/concept-azure-ad-connect-sync-user-and-contacts

NEW QUESTION 11

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.
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Name Role
User1 Global Administrator
User2 Service Support

Administrator
User3 Cloud Application

Administrator
Userd None

You plan to provide User4 with early access to Microsoft 365 feature and service updates. You need to identify which Microsoft 365 setting must be configured,
and which user can
modify the setting. The solution must use the principle of least privilege.
What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Microsoft 365 setting:

Office installation options

Privileged access

Release preferences

User:
Userl only
User2 only
User3 only
Userl and User2 only
Userl and User3 only
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Microsoft 365 setting: | |V
Office installation options
Privileged access |
Release preferences }
User: [_"r |

NEW QUESTION 14

- (Topic 6)

From the Security & Compliance admin center, you create a content export as shown in the exhibit. (Click the Exhibit tab.)

Userl only

User2 only

User3 only

Userl and User2 only

Userl and User3 only
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SharePoint Content Export

L Restart report + Download report i Delete
Status:
The export has completed. You can start downloading the
results.

Items included from the search:
All items, excluding ones that have unrecognized format, are
encrypted, or weren't indexed for other reasons.

Exchange content format:
One PST file for each mailbox.

De-duplication for Exchange content:
Not enabled.

SharePoint document versions:
Included

Export files in a compressed (zipped) folder:
Yes

The export data was prepared within region:
Default region

Feedback

What will be excluded from the export?

A. a 10-MB XLSX file
B. a 5-MB MP3 file

C. a5-KB RTF file

D. an 80-MB PPTX file

Answer: B

Explanation:

Unrecognized file formats are excluded from the search.

Certain types of files, such as Bitmap or MP3 files, don't contain content that can be indexed. As a result, the search indexing servers in Exchange and SharePoint
don't perform full-text indexing on these types of files. These types of files are considered to be

unsupported file types.

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/partially-indexed-items-in-content-search?view=0365-worldwide
https://docs.microsoft.com/en-us/office365/securitycompliance/export-a-content-search- report

NEW QUESTION 16

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goats. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdmin1.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint. and OneDrive.
Solution: From the Microsoft 365 admin center, you assign SecAdminl the SharePoint Administrator role.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 21
- (Topic 6)
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Your network contains an on-premises Active Directory domain. The domain contains 2,000 computers that run Windows 10.

You purchase a Microsoft 365 subscription.
You implement password hash synchronization and Azure AD Seamless Single Sign-On (Seamless SSO).

You need to ensure that users can use Seamless SSO from the Windows 10 computers. What should you do?

A. Join the computers to Azure AD.

B. Create a conditional access policy in Azure AD.

C. Modify the Intranet zone settings by using Group Policy.
D. Deploy an Azure AD Connect staging server.

Answer: A

NEW QUESTION 25

- (Topic 6)

You have a Microsoft 365 F5 subscription.

You plan to deploy 100 new Windows 10 devices.

You need to order the appropriate version of Windows 10 for the new devices. The version must
Meet the following requirements.

Be serviced for a minimum of 24 moths.

Support Microsoft Application Virtualization (App-V) Which version should you identify?

A. Window 10 Pro, version 1909
B. Window 10 Pro, version 2004
C. Window 10 Pro, version 1909
D. Window 10 Enterprise, version 2004

Answer: D

Explanation:

Reference:

https://docs.microsoft.com/en-us/windows/release-health/release-information
https://docs.microsoft.com/en-us/windows/application-management/app-v/appv-supported- configurations

NEW QUESTION 29
- (Topic 6)
You have a Microsoft 365 subscription that contains the alerts shown in the following table.

Name | Severity Status Comment Category

Alett! | Medium | Active Comment1 | Threat management

Alert2 Low Resolved Comment2 | Other

Which properties of the alerts can you modify?

A. Status only

B. Status and Comment only

C. Status and Severity only

D. Status, Severity, and Comment only

E. Status, Severity, Comment and Category

Answer: B

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/update-alert?view=0365-worldwide#limitations

NEW QUESTION 31

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 tenant that contains the users shown in the following table.

Name

Microsoft 365 role

User1

Cloud application administrator

User2

Application administrator

User3

Application developer

User4 None
Users are assigned Microsoft Store for Business roles as shown in the following table.
User Role
User1 None
User2 Basic Purchaser
User3 Purchaser
User4 Device Guard signer
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Which users can add apps to the private store in Microsoft Store for Business, and which users can install apps from the private store? To answer, select the

appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Add apps to the private store:

Install apps from the private store:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Add apps to the private store:

Install apps from the private store:

NEW QUESTION 36
- (Topic 6)
You have a Microsoft 365 subscription.

You need to create a data loss prevention (DLP) policy that is configured to use the Set headers action.

To which location can the policy be applied?

A. OneDrive accounts

B. Exchange email

C. Teams chat and channel messages
D. SharePoint sites

Answer: B

NEW QUESTION 40
- (Topic 6)

User3 only

User2 and User3 only

User1 and User3 only

User1, User2 and User3 only
User1, User2, User3, and User4

v

User3 only

User2 and User3 only

User1 and User3 only
User2, User3 and User4 only

User1, User2 User3. and Userd4

v

User1 and User3 only
User1, User2 and User3 only
User1, User2, User3, and User4

v
User3 only
User2 and User3 only
User1 and User3 only
User2, User3 and User4 only _ _
User1, User2, User3, and User4 |

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint. From Microsoft Defender for Endpoint you turn on the Allow or block file
advanced feature. You need to block users from downloading a file named Filel.exe.

What should you use?

A. an indicator
B. a suppression rule
C. a device configuration profile

Answer: A
NEW QUESTION 45

- (Topic 6)
You have a Microsoft 365 E5 subscription.

From the Microsoft 365 Defender portal, you plan to export a detailed report of compromised users.
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What is the longest time range that can be included in the report?

A. 1 day
B. 7 days
C. 30 days
D. 90 days

Answer: C

Explanation:

View email security reports in the Microsoft 365 Defender portal
The aggregate view shows data for the last 90 days and the detail view shows data for the last 30 days

Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/reports-email- security

NEW QUESTION 50
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that uses Microsoft intune. The subscription contains the resources shown in the following table.

Name

Type | Member of

User

User Group1

Devicel

Device | Group2

Userl is the owner of Devicel.
You add Microsoft 365 Apps Windows 10 and later app types to Intune as shown in the following table.
On Thursday, you review the results of the app deployments.

Name Shows in Assignment | Microsoft Office Day of
Company Portal app to install creation
App1 Yes Group1 - Word Monday
Required
App2 Yes Group2 - Excel Tuesday
Required
App3 Yes Group1 - PowerPoint Wednesday
Available
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
Answer Area
Statements Yes No
Word is installed on Device! ¢ i .
App3 is displayed in the Company Portal,
Excel is installed on Devicel
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes No
Word s installed on Dewicel. :_i_; d .
App3 is displayed in the Company Portal (e

NEW QUESTION 53

- (Topic 6)

Excel i installed on Devicel !
4

You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.
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Name

Platform

Devicel | Windows 10 Enterprise

Device2 | 10S

Device3 | Android

Device4 | Windows 10 Pro

The devices are managed by using Microsoft Intune.

You plan to use a configuration profile to assign the Delivery Optimization settings. Which devices will support the settings?

A. Devicel only
B. Devicel and Device4

C. Devicel, Device3, and Device4
D. Devicel, Device2, Device3, and Device4

Answer: A

NEW QUESTION 57
DRAG DROP - (Topic 6)

You have a Microsoft 365 subscription.
You have the devices shown in the following table.

Name | TPM version | Operating system | BIOS/UEFI | BitLocker Drive Encryption (BitLocker) |
Devicel | TPM 1.2 wWindows 10 Pro BIOS Enabied

Device? | TPM 2 Windows 10 Home | BIOS Not applicable

Device3 | TPM 2 Windows £.1 Pro UER Frabled

You plan to join the devices to Azure Active Directory (Azure AD)
What should you do on each device to support Azure AU join? To answer, drag the appropriate actions to the collect devices, Each action may be used once,
more than once, of not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Aetion

| Comabie Bt ke
Limnatri FPhL {J
Samrty 1 LIEF|

Liporacde b Wirsdows W Enferproe.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 58
HOTSPOT - (Topic 6)
HOTSPOT

Arvwes Ares

Devcu i el Ty

[erm} ot By
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You have a new Microsoft 365 E5 tenant. Enable Security defaults is set to Yes.
A user signs in to the tenant for the first time.

Which multi-factor authentication (MFA) method can the user use, and how many days does the user have to register for MFA? To answer, select the appropriate

options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

MFA method: " v
;Call to phone E

Email message ]

Secunty questions

Text message to phone

Notification to Microsoft Authenticator app

MNumber of days: -

14
30
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Notification to Microsoft Authenticator app

Do users have 14 days to register for Azure AD Multi-Factor Authentication?

Users have 14 days to register for MFA with the Microsoft Authenticator app from their smart phones, which begins from the first time they sign in after security
defaults has been enabled. After 14 days have passed, the user won't be able to sign in until MFA registration is completed.

Box 2: 14

Azure AD ldentity Protection will prompt your users to register the next time they sign in interactively and they'll have 14 days to complete registration. During this
14-day period, they can bypass registration if MFA isn't required as a condition, but at the end of the period they'll be required to register before they can complete
the sign-in process.

NEW QUESTION 63

- (Topic 6)

You need to notify the manager of the human resources department when a user in the department shares a file or folder from the departments Microsoft
SharePoint Online site. What should you do?

A. From the SharePoint Online site, create an alert.

B. From the SharePoint Online admin center, modify the sharing settings.

C. From the Microsoft 365 Defender portal, create an alert policy.

D. From the Microsoft Purview compliance portal, create a data loss prevention (DLP) policy.

Answer: D

NEW QUESTION 64

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain. The domain contains domain controllers that run Windows Server 2019. The functional level of the
forest and the domain is Windows Server 2012 R2.

The domain contains 100 computers that run Windows 10 and a member server named Serverl that runs Windows Server 2012 R2.

You plan to use Serverl to manage the domain and to configure Windows 10 Group Policy settings.

You install the Group Policy Management Console (GPMC) on Serverl.

You need to configure the Windows Update for Business Group Policy settings on Serverl. Solution: You raise the forest functional level to Windows Server 2016.
You copy the Group

Policy Administrative Templates from a Windows 10 computer to the Netlogon share on all the domain controllers.

Does this meet the goal?

A. yes
B. No

Answer: B

NEW QUESTION 69

- (Topic 6)

You have a Microsoft 365 E5 subscription that has Microsoft Defender for Endpoint integrated with Microsoft Endpoint Manager.
Devices are onboarded by using Microsoft Defender for Endpoint.

You plan to block devices based on the results of the machine risk score calculated by Microsoft Defender for Endpoint.

What should you create first?

A. a device configuration policy

B. a device compliance policy

C. a conditional access policy

D. an endpoint detection and response policy

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/advanced-threat-protection-configure

NEW QUESTION 70

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result these questions will not appear in the review screen.
Your network contains an Active Directory forest. You deploy Microsoft 365.

You plan to implement directory synchronization.

You need to recommend a security solution for the synchronized identities. The solution must meet the following requirements:

* Users must be able to authenticate successfully to Microsoft 365 services if Active Directory becomes unavailable.

» User passwords must be 10 characters or more.

Solution: implement password hash synchronization and modify the password settings from

the Default Domain Policy in Active Directory. Does this meet the goal?

A. Yes
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B. No

Answer: A

NEW QUESTION 74
- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have a Microsoft 365 E5 subscription.
You create an account for a new security administrator named SecAdminl.
You need to ensure that SecAdminl can manage Office 365 Advanced Threat Protection (ATP) settings and policies for Microsoft Teams, SharePoint, and

OneDirive.

Solution: From the Microsoft 365 admin center, you assign SecAdminl the SharePoint admin role.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp?view=0365-worldwide

NEW QUESTION 77
- (Topic 6)

You have a Microsoft 365 E5 subscription that contains the devices shown in the following table.

Platform

Count

Windows 10

50

Android

50

Linux

50

You need to configure an incident email notification rule that will be triggered when an alert
occurs only on a Windows 10 device. The solution must minimize administrative effort. What should you do first?

A. From the Microsoft 365 admin center, create a mail-enabled security group.

B. From the Microsoft 365 Defender portal, create a device group.

C. From the Microsoft Endpoint Manager admin center, create a device category.
D. From the Azure Active Directory admin center, create a dynamic device group.

Answer: B

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/machine-groups?view=0365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/configure-email-notifications?view=0365-worldwide

NEW QUESTION 81
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 tenant that contains two users named Userl and User2 and the groups shown in the following table.

Name Members
Group1 User1
Group?2 User2, Group1

You have a Microsoft Intune enrollment policy that has the following settings:
? MDM user scope: Some

? uk.co.certification.simulator.questionpool.PList@184e72e0

? MAM user scope: Some

? uk.co.certification.simulator.questionpool.PList@184e7360 You purchase the devices shown in the following table.

Name

Platform

Device1

Windows 10

Device2

Android

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes No
User1 can enroll Device1 in Intune by using automatic enrcliment (@) O
User1 can enroll Device2 in Intune by using automatic enroliment O O
User2 can enroll Device2 in Intune by using automatic enroliment & O
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Statements Yes No
User1 can enroll Device1 in Intune by using automatic enroliment l'—(j: O
User1 can enroll Device2 in Intune by using automatic enroliment 'LQ I @)
User2 can enroll Device2 in Intune by using automatic enroliment &, r_ 1'

NEW QUESTION 84

DRAG DROP - (Topic 6)

You have a Microsoft 365 subscription.

You need to meet the following requirements:

* Report a Microsoft 365 service issue.

* Request help on how to add a new user to an Azure AD tenant.

What should you use in the Microsoft 365 admin center? To answer, drag the appropriate features to the correct requirements. Each feature may be used once,
more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
Features Answer Area

Message center To report Bues regarding a Microsoft 365 service
Mew senice request =
o request halp on how 1o add a new user 1o the tenant

Product feedback

Serate health

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Features Answer Area

s

| Message center To report Bues regarding a Microsoft 365 service: ;| New service reques! i
To request help on how 1o add 3 new user 1o the tenan L Meszage center i

NEW QUESTION 86

- (Topic 6)

You have a Microsoft 365 E3 subscription that uses Microsoft Defender for Endpoint Plan 1.
Which two Defender for Endpoint features are available to the subscription? Each correct
answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. advanced hunting

B. security reports
C. digital certificate assessment
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D. device discovery
E. attack surface reduction (ASR)

Answer: BE

Explanation:

B: Overview of Microsoft Defender for Endpoint Plan 1, Reporting

The Microsoft 365 Defender portal (https://security.microsoft.com) provides easy access to information about detected threats and actions to address those
threats.

The Home page includes cards to show at a glance which users or devices are at risk, how many threats were detected, and what alerts/incidents were created.
The Incidents & alerts section lists any incidents that were created as a result of triggered alerts. Alerts and incidents are generated as threats are detected across
devices.

The Action center lists remediation actions that were taken. For example, if a file is sent to quarantine, or a URL is blocked, each action is listed in the Action
center on the History tab.

The Reports section includes reports that show threats detected and their status. E: What can you expect from Microsoft Defender for Endpoint P1?

Microsoft Defender for Endpoint P1 is focused on prevention/EPP including:

Next-generation antimalware that is cloud-based with built-in Al that helps to stop ransomware, known and unknown malware, and other threats in their tracks.
(E) Attack surface reduction capabilities that harden the device, prevent zero days, and offer granular control over access and behaviors on the endpoint.
Device based conditional access that offers an additional layer of data protection and breach prevention and enables a Zero Trust approach.

The below table offers a comparison of capabilities are offered in Plan 1 versus Plan 2.

Capabilities

o
-
o

Unified security tools and centralized management
Next-generation antimalware

Attack surface reduction rules

Device control (e.g.: USB)

Endpoint firewall

Network protection

Web control / category-based URL backing
Device-based conditional access

Controlled folder access

APls, SIEM connector, custom TI

Application control

|aaaaaaaaxaa

Endpoint detection and response
Automated investigation and remediation
Threat and vulnerability management
Threat intelligence (Threat Analytics)
Sandbox (deep analysis)

N IN|IN|IN NSNS | NSNS N | NSNS S NS

Microsoft Threat Experts**

**Includes Targeted Attack Notifications (TAN) and Experts On Demand (EOD)
Customers must apply for TAN. EOD is available for purchase as an add-on

Incorrect:

Not A: P2 is by far the best fit for enterprises that need an EDR solution including automated investigation and remediation tools, advanced threat prevention and
threat and vulnerability management (TVM), and hunting capabilities.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/defender- endpoint-plan-1
https://techcommunity.microsoft.com/t5/microsoft-defender-for-endpoint/microsoft-defender-for-endpoint-plan-1-now-included-in-m365-e3/ba-p/3060639

NEW QUESTION 89

- (Topic 6)

You have a Microsoft 365 tenant.

You plan to manage incidents in the tenant by using the Microsoft 365 security center. Which Microsoft service source will appear on the Incidents page of the
Microsoft 365

security center?

A. Microsoft Cloud App Security
B. Azure Sentinel

C. Azure Web Application Firewall
D. Azure Defender

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender/investigate- alerts?view=0365-worldwide
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NEW QUESTION 91
HOTSPOT - (Topic 6)

HOTSPOT
o g — actions ———
3 ol 450 887 of 887 Microsoft | NIST 800-
15l . 1

>N incompicte | 7e% completed | completed | “°*P1 | 365 53
Data 4 Data
Protection | 14370 | Incomplete | 70% iﬂﬁ;“"ﬁi » f:fn‘“tij Group2 ;'*E';'m“ Protection
Bageling P P Baceling

The SP800 assessment has the improvement actions shown in the following table.

Answer Area
Statements Yes Mo
Establish a threal intelligence program will appear as implemented in the SPE00
As5E55ment.
The SPE00 assessment soore wall increase by 54 points.
The Data Frotection Baseline score will increase by 9 points.
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Answer Area
Statements Yes Mo
Establish a threat inteligence program will appear as implemented in the SPE00 5 | ,'.1
assessment.
The SPE00 assessment score wall increase by 54 points. f _1
|
The Data Protection Baseling score will increase by S points, e, =
NEW QUESTION 94
HOTSPOT - (Topic 6)
You have a Microsoft 365 tenant that contains the groups shown in the following table.
Name Type
Group1 Microsoft 365
Group?2 Distnbution
Group3 Mail-enabled security
Group4 Secunty
You plan to create a compliance policy named Compliancel.
You need to identify the groups that meet the following requirements:
? Can be added to Compliancel as recipients of noncompliance notifications
? Can be assigned to Compliancel
To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
Can be added to Compliance1 as recipients ‘ v
of noncompliance notifications: Group1 and Group4 only
Group3 and Group4 only

Group1, Group2 and Group3 only
Group1, Group3, and Group4 only
Group1, Group2, Group3, and Group4

Can be assigned to Compliance1: | v
Group1 and Group4 only

Group3 and Group4 only

Group1, Group?2 and Group3 only
Group1, Group3, and Group4 only
Group1, Group2, Group3, and Group4

A. Mastered
B. Not Mastered
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Answer: A

Explanation:

Can be added to Compliance1 as recipients

of noncompliance notifications:

Can be assigned to Compliance1:

NEW QUESTION 98
DRAG DROP - (Topic 6)

v

GroupT and Group4 only

— i — — — 1 — —

Group1, Group2 and Group3 only
Group1, Group3, and Group4 only

Group1, Group2, Group3, and Group4

v

Group1 and Group4 only
Group3 and Group4 only

Group1, Group2, Group3, and Group4

You have an Azure subscription that is linked to a hybrid Microsoft Entra tenant.
All users sync from Active Directory Domain Services (AD DS) to the tenant by using Express Settings in Microsoft Entra Connect.

You plan to implement self-service password reset (SSPR).

You need to ensure that when a user resets or changes a password, the password syncs with AD DS.

Which actions should you perform in sequence? To answer, drag the appropriate actions to the correct order. Each action may be used once, more than once, or
not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Actions Anawer Area

Froen {he hligraial Enira sdmin Center
configune on-premises infegration pasyword
wiileback

Froen the bbkroaoH Entra admin cenfer
configune the authentication melhods o
SSPR

Froen the Microsolt Entra admin cenfer,

configune the registration settings for S5PR.

Salerl Group wirleback in Muarosoli Entra
Connsc

Selert Paspword winteback i Microsoli Entra
Connpct

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Actions Answer Area

:-Frl.::ln.;h:l:l‘m;gél:‘f‘_n‘l‘aa,.gﬂ;.; .\:;l‘:-l_:r =% :

configure on-preamises integrathon password
| writebati i
_________________

From the Microsedt Entra admin canier i
| configure the regisiration seitings for SSPR. |
[

e .

i Seloct Group writeback n Micrasols Entra
Il_'n:-n'm-ct I

1 Select Password writeback in Microsoft Entra !
1 Canmsct

NEW QUESTION 100
- (Topic 6)

Step 10 Validate pevenessionn foe the Mucrosolt Entra
Connect acoount

Hep &

Sep 1: Validate permisgsons Tor the Microtott Entra
Lonnach s ooy

Sigp 2: 0 From the Microgof Entra admin centes
configuee on-premises integration passwaord

i i bEback

S1en 3 | Select Paspaoed writebach in bicrosoft Entra
Connect

You have a Microsoft 365 subscription that contains the users shown in the following table.
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Name Department

Userl Human resources
UserZ2 Research
User3 Human resources

User4 Marketing

You need to configure group-based licensing to meet the following requirements:

? To all users, deploy an Office 365 E3 license without the Power Automate license option.
? To all users, deploy an Enterprise Mobility + Security E5 license.

? To the users in the research department only, deploy a Power Bl Pro license.

? To the users in the marketing department only, deploy a Visio Plan 2 license.

What is the minimum number of deployment groups required?

moow®»
G WDNBRF

Answer: C

Explanation:
One for all users, one for the research department, and one for the marketing department.
Note: What are Deployment Groups?

With Deployment Groups, you can orchestrate deployments across multiple servers and perform rolling updates, while ensuring high availability of your application
throughout. You can also deploy to servers on-premises or virtual machines on Azure or any cloud, plus have end-to-end traceability of deployed artifact versions

down to the server level.
Reference:
https://devblogs.microsoft.com/devops/deployment-groups-is-now-generally-available-sharing-of-targets-and-more

NEW QUESTION 105

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 subscription.

You are planning a threat management solution for your organization.

You need to minimize the likelihood that users will be affected by the following threats:
? Opening files in Microsoft SharePoint that contain malicious content

? Impersonation and spoofing attacks in email messages

Which policies should you create in Microsoft 365 Defender? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Opening files in SharePoint that contain malicious content: | LV
Anti-spam
Anti-Phishing
Safe Attachments
Safe Links

Impersonation and spoofing attacks in email messages:

Anti-spam
Anti-Phishing
Safe Attachments
Safe Links

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Passing Certification Exams Made Easy

visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full MS-102 dumps in VCE and PDF From SurePassExam
Ll SurePass https://www.surepassexam.com/MS-102-exam-dumps.html (312 New Questions)

Answer Area

Opening files in SharePoint that contain malicious content: | v
Anti-spam
Anti-Phishing

Safe Attachments _|

e = e = pek ~

Safe Links

Impersonation and spoofing attacks in email messages: | __‘r 5
_Anti-spam _

- e

Anti-Phishing

Safe Attachments
Safe Links

—

NEW QUESTION 108

- (Topic 6)

You have a Microsoft 365 E5 subscription that contains a user named Userl You create a retention label named Retentionl that is published to all locations.
You need to ensure that Userl can label email messages by using Retentionl as soon as possible.

Which cmdlet should you run in Microsoft Exchange Online PowerShell?

A. Start-MpScan

B. Start-Process

C. Start-ManagedFolderAssistant
D. Start-AppBackgroundTask

Answer: C
NEW QUESTION 109

DRAG DROP - (Topic 6)
You have a Microsoft 365 subscription that contains the devices shown in the following table.

Name Operating system Microsoft Intune
Devicel | Windows 11 Enterprise | Enrolled

DeviceZ | 105 Enrolled

Device3 | Android Not enrolled

You install Microsoft Word on all the devices.

You plan to configure policies to meet the following requirements:

» Word files created by using Windows devices must be encrypted automatically.

« If an Android device becomes jailbroken, access to corporate data must be blocked from Word.

* For iOS devices, users must be prevented from using native or third-party mail clients to connect to Microsoft 365.

Which type of polio/ should you configure for each device? To answer, drag the appropriate policy types to the correct devices. Each policy type may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Policy Types Answer Arca
App confguration policy Devicel
App protection policy
Deviceld
[ Compliance policy
. Devicel

[ Conditicnal Access policy

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Policy Types Answer Area

Device!: i App protection policy !

R R T LR L R } Dievice? : Conditional Access policy

AP ¥ Device I;{WIJ-‘I-!"{E peolicy I
| Conditional Access policy |
I -

NEW QUESTION 114
HOTSPOT - (Topic 6)
You have a Microsoft 365 ES subscription that has three auto retention policies as show in the following exhibit.
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'_' bl Acdmirefliatosr W

Operations

UserIds

RetentionDuration

Jperations
A T Id'_'.

RetentionDuration

Operations

Userlds

RetentionDuration

ThreeMonths

Retention

150

{MicrosoftTeams}
{teamcreated)

[Userl@sk2088628cutlook .onmicrosoft . com)
s1xMonths

Retention3

pr 2k kK 2006 28out Look .

TwelveMonths

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic NOTE Each correct
selection is worth one point.

]

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Afviorrt fica

NEW QUESTION 118
HOTSPOT - (Topic 6)
HOTSPOT

T b2 2oy 3 R

f a2 ackds & ch

e 0 MECrean

e i icroan

T,

Tty

= wend s [anawer cholce]

the et o [enswer chodoe]

the vend o [Bnawer chakte]

i the event o [mnswer choice]

You have a Microsoft 365 subscription that contains a Microsoft SharePoint Online site named Sitel. Sitel has he files in the following table.

-
o ko

N fiumber of 1P
addremai Ir the Yk

-.Hl":'l }

Fam L silen ¥
[

"’tt'lll‘ 1

#9000 )

The Sitel users are assigned the roles shown in the following table.

Ihhe‘ﬁ:h

3 -
-y vl 1
*

=t Wi L

1
|
|
i

You create a data less prevention (DLP) policy names Policyl as shown in the following exhibit.
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Review vour settings

emDal? namne v

Chooee the informaltion to protect

(TS e I'.A.Pl' ']

Mame your policy

Podoy noms T
Polary
{howeaae o atwosrs
Dupscrpltor EaH
Poicr settings
Apmaiers WLy CUmbENl i s AU b b |

@ Resiew your setings

‘e hn Al alds

Poboy sellings -}
#Ea cackdll FaaERe i Pl yPa i ol WA ik T Adae
=i il Ll L T llr‘lll-i-|,.l.Il_u '1.!1'4'1‘--. LT

B revd avp ol 'sam S indaroe Ol e e 1‘-‘;1| Ol e v T

bk pocrss [0 Bhe Conieni

umn pobcy oa 31e if's crested{ LeMl

How many files will be visible to userl and User2 after Policy' is applied to answer, selected select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

ATl Arcasd

ERH P
3
&
3
Lac Iy
E]
-
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Arnwel Ared
Le=1: 11
-I‘
l: J
&
3
Lac |
r;_‘
3
-

NEW QUESTION 119

DRAG DROP - (Topic 6)

Your company purchases a cloud app named Appl.

You need to ensure that you can use Microsoft Cloud App Security to block downloads in Appl. Appl supports session controls.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
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correct order.

Actions Answer Area

Deploy Azure Active Directory
(Azure AD) Application Proxy.

From the Cloud App Security admin
center, add an app connector.

Signinto App1. @ @
Create a conditional access policy. @ @

From the Azure Active Directory admin
 center, configure the Diagnostic settings. |

From the Azure Active Directory admin
center, add an app registration for App1. |

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Actions Answer Area
| " " Deploy Azure Active Directory |  f ———’
[Azure ﬁ.D} Appllcatmn me I From the Cloud App Security admin i
I = ‘ center, add an app connector. I
----------------- I
1+ From the Cloud App Security admin b NS B, !
! center, add an app connector. P

O

- S -
| From the Azure Active DII"EE[DF}" admin :
lcenter configure the Diagnaostic settmga |

e e e i

" Frc-m the Azure Active Directory admi
enter add an app registration for App1.

_L=

NEW QUESTION 122

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result these questions will not appear in the review screen.
Your network contains an Active Directory forest. You deploy Microsoft 365.

You plan to implement directory synchronization.

You need to recommend a security solution for the synchronized identities. The solution must meet the following requirements:

» Users must be able to authenticate successfully to Microsoft 365 services if Active Directory becomes unavailable.

 User passwords must be 10 characters or more.

Solution: Implement pass-through authentication and configure password protection in the Azure AD tenant. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 127

- (Topic 6)

You have a Microsoft 365 E5 tenant.

You need to be notified when emails with attachments that contain sensitive personal data are sent to external recipients.
Which two policies can you use? Each correct answer presents a complete solution.

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



D\7 SureP3&s

Recommend!! Get the Full MS-102 dumps in VCE and PDF From SurePassExam
https://lwww.surepassexam.com/MS-102-exam-dumps.html (312 New Questions)

NOTE: Each correct selection is worth one point.

A. a data loss prevention (DLP) policy

B. a sensitivity label policy

C. a Microsoft Cloud App Security file policy
D. a communication compliance policy

E. a retention label policy

Answer: AD

NEW QUESTION 131

- (Topic 6)

You have a Microsoft 365 E5 subscription.

Users have the devices shown in the following table.

N s | PR Enrolled in Microsoft Endpoint
Manager
Devicel |Android User1 Yes
Device2 | Android User1 No
Device3 [i10S User1 No
Deviced | Windows 10 | User2 Yes
Device5 | Windows 10 |User2 No
Device6 |10S User2 Yes

On which devices can you manage apps by using app configuration policies in Microsoft Endpoint Manager?

A. Devicel, Device4, and Device6
B. Device2, Device3, and Deviceb5
C. Devicel, Device2, Device3, and Device6
D. Devicel, Device2, Device4, and Deviceb

Answer: C

Explanation:

You can create and use app configuration policies to provide configuration settings for both iOS/iPadOS or Android apps on devices that are and are not enrolled
in Microsoft Endpoint Manager.

Reference:

https://docs.microsoft.com/en-us/mem/intune/apps/app-configuration-policies-overview

NEW QUESTION 136

- (Topic 6)

You have a Microsoft 365 E5 subscription. The subscription contains users that have the following types of devices:
* Windows 10

* Android

*OS

On which devices can you configure the Endpoint DLP policies?

A. Windows 10 only

B. Windows 10 and Android only

C. Windows 10 and macO Sonly

D. Windows 10, Android, and iOS

Answer: D

Explanation:

Endpoint data loss prevention (Endpoint DLP) extends the activity monitoring and protection capabilities of DLP to sensitive items that are physically stored on
Windows 10, Windows 11, and macOS (Catalina 10.15 and higher) devices. Once devices are onboarded into the Microsoft Purview solutions, the information
about what users are doing with sensitive items is made visible in activity explorer and you can enforce protective actions on those items via DLP policies.
https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dip-learn-about?view=0365-worldwide

NEW QUESTION 141

- (Topic 6)

You have a Microsoft 365 E5 tenant that contains 100 Windows 10 devices.

You plan to deploy a Windows 10 Security Baseline profile that will protect secrets stored in memory.
What should you configure in the profile?

A. Microsoft Defender Credential Guard
B. BitLocker Drive Encryption (BitLocker)
C. Microsoft Defender

D. Microsoft Defender Exploit Guard

Answer: A
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NEW QUESTION 146
HOTSPOT - (Topic 6)
Your company has a Microsoft 365 subscription That contains the domains shown in the following exhibit.

Domains

-+ Add domain 5 Buydomain () Refresh

Domain name | Status T Choose columns
[0  contoso221018.onmicrosoft.com (Default) @ Healthy
D contoso.com , . Incomplete setup
O east.contoso221018.onmicrosoft.com : @ Noservices selected

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE; Each correct selection is worth one point.
Answer Area

A a0 rANSTFATCT CaN CTeate USEmames that smmbzi'iu:hnmwmaMmdﬂnumnw b
contain the [answer choboel. Lol rma Wl Lon e L -

cmt{-&-ﬂﬂﬂﬁmmu{mmﬂ com domakn and 2 i subdomains only
conteseld 107 cnmitresoftoom and eastconiesed2 1018 .onmacrosafucom domains only
| contosold 2 10 A onmicrosoft.oom. eastoontosal2101E.onmicrodaft com. and contoso.com domams

Exchange Onling can receive inbound email & : ‘i
messages sent 1o the [answer cholee]. micrasalt.oom domain onty
ic-:ln'lus::léélﬂlw onmicrosoft.oom domain and all its subdomaing ondy

i:mmammm.m:.:um and eastoontosald 101 £ onmicrosoft.com domaimns onby
| comiosol2 1 B.onmicrosolt.com. ntlconiosad 1015.onmiciosof.com. and CONtoL0.Com domains

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
An administrater Can create usemames mw s
centain the (answer chobee] |- i ._;......,..,.. ___...J._L orily =

~:¢nt-:',a;~’21l:l1!¢¢wm~:-:m and mm-namz;- 018.onmacrosafucom domains only
| eontosoldd 101 8.onmicrosoft.oom. eastoontosod 10 18.onmicrosoftoom. and contesocom domans

Ecchange Online £an receha inbound email
mestages sent 10 the [anewer chalee]. | [

TeAnToSn2 TOTR SnMITrasofLiom Somainand Ji its subdomains ondy

!ﬁwmﬂml!m'mt.:nm and eastoontosod 101 8onmicrosoft.com domammnsg only

| contosol 1M B.onmicrosoft.com. amiooniosed2 1015.onmicrosofl.com. and Contoso.com domains

NEW QUESTION 147
- (Topic 6)
You have a Microsoft 365 E5 subscription that has published sensitivity labels shown in the following exhibit.

Home > senciivily

Labels Label policies  Auto-labeling (preview)

—

Sengitraty [abels are uted 10 classify email meitages. decuments, tiet and more. Whan 2 label it apphed (automatscally of by the ute), the content oF Lite 1 protected

based on the settings you choode, For seample. you can create labels that encrypt fles add content marking. and control user scoess 1o specific sites. Leam mors sbout
sandilnaty labeti

== Creste 8 label ) Publsh abels () Refrasn

Mame T Ovchist Croated by Laat mmuisclifeed
Lalsel b € - hagiest Pra Bl 242000
Lakel 1 P 242020
Latweh 2 © - gt Pre 400
Ladwridt 0 - hagharit Prei 20N
Lakl 3 Pret AL
L atwrit 0 - hagheit Pray SL24 M0N0

Which labels can users apply to content?

A. Labell, Label2, and Label5 only
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B. Label3. Label4, and Label6 only
C. Labell, Label3, Labe2, and Label6 only
D. Labell, Label2, Label3, Label4, Label5. and Label6

Answer: C

NEW QUESTION 148

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a computer that runs Windows 10.

You need to verify which version of Windows 10 is installed. Solution: From Device Manager, you view the computer properties. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://support.microsoft.com/en-us/windows/which-version-of-windows-operating-system-am-i-running-628bec99-476a-2c¢13-5296-9dd081cdd808

NEW QUESTION 152
- (Topic 6)
You have a Microsoft 365 subscription that contains an Azure AD tenant named contoso.com. The tenant contains the users shown in the following table.

Name Username Type
User1 | User1@contoso.com Member
User2 | User2@sub.contoso.com | Member
User3 | User3@adatum.com Member
Userd | Userd@outlook.com Guest
User> | User>@gmail.com Guest

You create and assign a data loss prevention (DLP) policy named Policyl. Policyl is configured to prevent documents that contain Personally Identifiable
Information (PIl) from being emailed to users outside your organization.
To which users can User! send documents that contain PII?

A. User2only

B. User2and User3only

C. User2, User3, and User4 only
D. User2, User3, User4, and User5

Answer: B

NEW QUESTION 154

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription.

All company-owned Windows 11 devices are onboarded to Microsoft Defender for Endpoint.
You need to configure Defender for Endpoint to meet the following requirements:

? Block a vulnerable app until the app is updated.

? Block an application executable based on a file hash.

The solution must minimize administrative effort.

What should you configure for each requirement? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Block a vulnerable app until the app is updated: | __ LY
An alow or block file E
A file indicator

A remediation request
An update ring

Block an application executable based on a file hash: | !- v
An alow or block file
A file indicator

A remediation request
An update ring

A. Mastered
B. Not Mastered
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Answer: A

Explanation:

Box 1: A remediation request

Block a vulnerable app until the app is updated.

Block vulnerable applications

How to block vulnerable applications

? Go to Vulnerability management > Recommendations in the Microsoft 365 Defender portal.

? Select a security recommendation to see a flyout with more information.

? Select Request remediation.

? Select whether you want to apply the remediation and mitigation to all device groups or only a few.

? Select the remediation options on the Remediation request page. The remediation options are software update, software uninstall, and attention required.

? Pick a Remediation due date and select Next.

? Under Mitigation action, select Block or Warn. Once you submit a mitigation action, it is immediately applied.

? Review the selections you made and Submit request. On the final page you can

choose to go directly to the remediation page to view the progress of remediation activities and see the list of blocked applications.

Box 2: A file indicator

Block an application executable based on a file hash.

While taking the remediation steps suggested by a security recommendation, security admins with the proper permissions can perform a mitigation action and
block vulnerable versions of an application. File indicators of compromise (I0OC)s are created for each of the executable files that belong to vulnerable versions of
that application. Microsoft Defender Antivirus then enforces blocks on the devices that are in the specified scope.

The option to View details of blocked versions in the Indicator page brings you to the Settings > Endpoints > Indicators page where you can view the file hashes
and response actions.

NEW QUESTION 159

- (Topic 6)

You have a Microsoft 365 E5 tenant.

You need to create a policy that will trigger an alert when unusual Microsoft Office 365 usage patterns are detected.
What should you use to create the policy?

A. the Microsoft 365 admin center

B. the Microsoft Purview compliance portal

C. the Microsoft Defender for Cloud Apps portal
D. the Microsoft Apps admin center

Answer: C

NEW QUESTION 162

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint, and OneDrive.
Solution: From the Microsoft 365 admin center, you assign SecAdminl the Exchange Administrator role.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp

NEW QUESTION 167

FILL IN THE BLANK - (Topic 6)

You have a Microsoft 365 tenant.

You need to retain Azure Active Directory (Azure AD) audit logs for two years. Administrators must be able to query the audit log information by using the Azure
Active Directory admin center.

What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
Answer Area

Save the audit logs 10! v

Azure Active 3.“;‘{1'31':.' admin center Dlade [0 use to view the o
saved audit logs:

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Save the audit logs 1o Azure Log Analytics ek

Azure Active Directory admin center blade 1o use to view the  Audit logs -
saved audit logs:

NEW QUESTION 169
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription.
You need to configure Microsoft Defender for Office 365 to meet the following requirements:
A user's email sending patterns must be used to minimize false positives for spoof protection.
» Documents uploaded to Microsoft Teams, SharePoint Online, and OneDrive must be protected by using Defender for Office 365.
What should you configure for each requirement? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
Angwer Area
A user's email sending pattemns must be used o minimine false positives for spoof protection: ChmusEns 10 protect 2l
Madlbos intelligence

Users to protect

Documents uploaded 1o Tears, SharePoint Online, and OneDnve must be protedted by wing | Global settings for sate attachments
Defender for Office 365:

The Safle Attachments policy semings

The Safe Links podicy settings

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Angwer Area

W o protect -

A user's email sending pattems must be used to minimize false positives for spoof protection:  Daenaans 1o pr
| Domains 1o protect |

Malbos intelhgence
Lzers Bo protect

Documents uploaded to Teams, SharePoint Online, and OneDnve must be protected by wiing
Defender for Cffice 365:

Th Sale Anachments policy Seings

The Safe Links podicy 4sttings

NEW QUESTION 174

- (Topic 6)

You have a Microsoft 365 E5 tenant.

You need to ensure that when a document containing a credit card number is added to the tenant, the document is encrypted.
Which policy should you use?

A. a retention policy

B. a retention label policy
C. an auto-labeling policy
D. an insider risk policy

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-automatically?view=0365-worldwide

NEW QUESTION 176

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

From the Microsoft 365 Defender, you create a role group named US eDiscovery Managers by copying the eDiscovery Manager role group.

You need to ensure that the users in the new role group can only perform content searches of mailbox content for users in the United States.

Solution: From the Microsoft 365 Defender, you modify the roles of the US eDiscovery Managers role group.

Does this meet the goal?

A. Yes
B. No

Answer: B
NEW QUESTION 179
- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
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After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the users shown in the following table.

Name UPN suffix
User1 Contoso.com
User2 | Fabrikam.com

The domain syncs to an Azure AD tenant named contoso.com as shown in the exhibit. (Click the Exhibit tab.)

PROVISION FROM ACTIVE DIRECTORY
Azure AD Connect cloud provisioning

This feature allows you to manage provisioning from the cloud.

.'M.] nage provisioning (Preview)

Azure AD Connect sync

Sync Status Enabled

Last Sync Less than 1 hour ago
Password Hash Sync Enabled

USER SIGN-IN

Federation Disabled 0 domains
Seamless single sign-on Enabled 1 domain
Pass-through authentication  Enabled 2 agents

User?2 fails to authenticate to Azure AD when signing in as user2@fabrikam.com. You need to ensure that User2 can access the resources in Azure AD.
Solution: From the Microsoft Entra admin center, you assign User2 the Security Reader role. You instruct User2 to sign in as user2@contoso.com.
Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
This is not a permissions issue so you do not need to assign the Security Reader role. The on-premises Active Directory domain is named contoso.com. User2
could sign on as user2@contoso.com but you would first need to change the UPN of User2 to user2@contoso.com.

NEW QUESTION 184

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription.

From Azure AD Identity Protection on August 1, you configure a Multifactor authentication registration policy that has the following settings:
? Assignments: All users

? Controls: Require Azure AD multifactor authentication registration

? Enforce Policy: On

? On August 3, you create two users named Userl and User2.

Users authenticate by using Azure Multi-Factor Authentication (MFA) for the first time on the dates shown in the following table.
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By which dates will Userl and User2 be forced to complete their Azure MFA registration? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Userl: | | ¥
5 August 6
‘August 17
August 19
September 3
September 5

User2: v

August 8
August 17
August 19
'August 21
September 7

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: August 19

Note: Security defaults will trigger a 14 day grace period for registration after a user's first login and security defaults being enabled. After 14 days users will be
required to register for MFA and will not be able to skip.

Conditional Access by itself without Azure Identity Protection does not allow for the 14 day grace period. Identity Protection includes the registration policy that
allows registration on its own with no apps assigned to the policy. If a Conditional Access policy requires Multi- Factor Authentication, then the user must be able to
pass that MFA request.

Box 2: August 21

NEW QUESTION 188

- (Topic 6)

You have a Microsoft 365 subscription.

You have a data loss prevention (DLP) policy that blocks sensitive data from being shared in email messages.

You need to modify the policy so that when an email message containing sensitive data is sent to both external and internal recipients, the message is only
prevented from being delivered to the external recipients.

What should you modify?

A. the policy rule exceptions
B. the DLP policy locations
C. the policy rule conditions
D. the policy rule actions

Answer: C

NEW QUESTION 191

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You plan to create a data loss prevention (DLP) policy that will be applied to all available locations.
Which conditions can you use in the DLP rules of the policy?

A. sensitive info types

B. content search queries
C. keywords

D. sensitivity labels

Answer: C

Explanation:

Apply retention labels to content automatically if it matches specific conditions, that includes cloud attachments that are shared in email or Teams, or when the
content contains:

Specific types of sensitive information.

Specific keywords that match a query you create.

Pattern matches for a trainable classifier.

Note: Retention policies can be applied to the following locations: Exchange mailboxes
SharePoint classic and communication sites OneDrive accounts

Microsoft 365 Group mailboxes & sites Skype for Business

Exchange public folders

Teams channel messages (standard channels and shared channels) Teams chats
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Teams private channel messages Yammer community messages Yammer user messages
Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/retention https://learn.microsoft.com/en-us/microsoft-365/compliance/dlp-exchange-conditions-and-

actions

NEW QUESTION 193

- (Topic 6)

You have a Microsoft 365 tenant.

Company policy requires that all Windows 10 devices meet the following minimum requirements:

? Require complex passwords.

? Require the encryption of data storage devices.

? Have Microsoft Defender Antivirus real-time protection enabled.

You need to prevent devices that do not meet the requirements from accessing resources in the tenant.
Which two components should you create? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. a configuration policy

B. a compliance policy

C. a security baseline profile
D. a conditional access policy
E. a configuration profile

Answer: BD
Explanation:

Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started

NEW QUESTION 195
HOTSPOT - (Topic 6)

You have a Microsoft 365 subscription that contains a Microsoft 365 group named Groupl. Groupl is configured as shown in the following exhibit.

Group1

Private group e 1owner e 1 member

o
4
=l

General Members  Settings Microsoft Teams

General settings Privacy
Allow external senders to @) Private
email this grou

i C) Public

Send copies of group
conversations and events
10 group members

Hide from my
organization’s global
address list

An external user named Userl has an email address of userl@outlook.com. You need to add Userl to Groupl.
What should you do first, and which portal should you use? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Answer Area

Action: | ) | ¥
Endd Userl to the subscription as aﬁ active user.

[ For Groupl, change the Privacy setting to Public.

For Groupl, select Allow external senders to email this group.

Invite Userl to collaborate with your organization as a guest.

Portal: | v J
The Microsoft Entra admin center
The Exchange admin center

The Microsoft 365 admin center
The Microsoft Purview compliance portal

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Invite Userl to collaborate with your organization as a guest.

To manage guest users of a Microsoft 365 tenant via the Admin Center portal, go through the following steps.

Navigate with your Web browser to https://admin.microsoft.com. On the left pane, click on “Users”, then click “Guest Users”.

On the “Guest Users” page, to create a new guest user, click on either the “Add a guest user” link on the top of the page or click on “Go to Azure Active Directory
to add guest users” link at the bottom of the page. Both of these links will take you to the Azure Active Directory portal, which is located at
https://aad.portal.azure.com.

On the “New user” page in the Microsoft Azure portal, you must choose to either “Create user” or “Invite user”. If you choose the “Create user” option, this will
create a new user in your organization, which will have a login address with format username@tenantdomain,dot,com. If you choose the “Invite user” option, this
will invite a new guest user to collaborate with your organization. The user will be emailed an email invitation which they can accept in order to begin collaborating.
For the purpose of creating a guest user, you must choose the “Invite user” option.

Box 2: The Microsoft Entra admin center

Microsoft Entra admin center unites Azure AD with family of identity and access products

Microsoft Entra admin center gives customers an entire toolset to secure access for everyone and everything in multicloud and multiplatform environments. The
entire Microsoft Entra product family is available at this new admin center, including Azure Active Directory (Azure AD) and Microsoft Entra Permissions
Management, formerly known as CloudKnox.

Starting this month, waves of customers will begin to be automatically directed to entra.microsoft.com from Microsoft 365 in place of the Azure AD admin center
(aad.portal.azure.com).

NEW QUESTION 197
HOTSPOT - (Topic 6)
Your company has a Microsoft 365 subscription that uses an Azure AD tenant named contoso.com. The tenant contains the users shown in the following table.

Name Role Office 365 role group
Useri None Comphliance Data
Administrator
User2 Global Administrator | None

You create a retention label named Label 1 that has the following configurations:

* Retains content for five years

» Automatically deletes all content that is older than five years

You turn on Auto labeling for Labell by using a policy named Policyl. Policyl has the following configurations:
« Applies to content that contains the word Merger

* Specifies the OneDrive accounts and SharePoint sites locations You run the following command.
Set-RetentionConpliancePolicy Policyl -RestrictiveRetention Strue -Force

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Answer Arca
Statements Yes No
User1 can add Exchange email as a location to Policy1
LiserZ can remove SharePoint sites from Policy1
User2 can add the word Acquisition to Policy1
A. Mastered

B. Not Mastered
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Answer: A

Explanation:

Answer Area

Statements Yes

User1 can add Exchange email as a location to Policy1

User2 can remove SharePoint sites from Policy1

User2 can add the word Acquisition to Policy1.

NEW QUESTION 201

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.
The subscription has the following two anti-spam policies:

* Name: AntiSpam1

* Priority: O

« Induce these users, groups and domains o Users: User3

0 Groups: Group!

» Exclude these users, groups and domains o Groups: Group2

» Message limits

0 Set a daily message limit 100

* Name: AntiSpam?2

e Priority: 1

* Include these users, groups and domains o Users: User! o Groups: Group2

 Exclude these users, groups and domains o Users: User3

» Message limits

0 Set a daily message limit 50

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes

User1 can send a maximum of 150 email messages per day

UserZ can send a maximum of 50 email messages per day.

User3 can send & maximum of 100 email mes539€s per day

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements Yes

User1 can send a maximum of 150 email messages per day

User2 can send a maximum of 50 email messages per day. e

User3 can send 2 maximum of 100 email mes>39€5 PeY day ,

NEW QUESTION 202
HOTSPOT - (Topic 6)

I

No

You have a Microsoft 365 E5 subscription that contains a user named Userl and the administrators shown in the following table.
Userl reports that after sending 1,000 email messages in the morning, the user is blocked from sending additional emails. You need to identify the following:

» Which administrators can unblock Userl
* What to configure to allow Userl to send at least 2,000 emails per day without being blocked

What should you identify? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

NEW QUESTION 204
HOTSPOT - (Topic 6)

Administrators: L&dm_mz only_ _'.]
Admin1 only

Admin1 and Admin2 only
Admin2 and Admin3 only
' Admin1, Admin, and Admin3

Settings: ‘ Annaﬁm v F

Anti-phishing
Anti-malware
Advanced delivery
| Enhanced filtering

Administrators: L&dm_mz only_ _'.]
Admin1 onl

Admin1 and Admin2 only
Admin2 and Admin3 only
' Admin1, Admin, and Admin3

Settings: | Anti-spam v
]
" Anti-phishing
Anti-malware
Advanced delivery
|Enhanced filtering

Your network contains an Active Directory domain and an Azure AD tenant.

You implement directory synchronization for all 10.000 users in the organization. You automate the creation of 100 new user accounts.
You need to ensure that the new user accounts synchronize to Azure AD as quickly as possible.

Which command should you run? To answer, select the appropriate options in the answer area.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 205
- (Topic 6)

You have a Microsoft 365 subscription.
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Your company has a customer ID associated to each customer. The customer IDs contain 10 numbers
followed by 10 characters. The following is a sample customer ID: 12-456-7890-abc-de- fghij.

You plan to create a data loss prevention (DLP) policy that will detect messages containing customer IDs.
D18912E1457D5D1DDCBD40AB3BF70D5D

What should you create to ensure that the DLP policy can detect the customer IDs?

A. a sensitive information type
B. a sensitivity label

C. a supervision policy

D. a retention label

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/custom-sensitive-info-types?view=0365-worldwide

NEW QUESTION 208

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You plan to implement Microsoft Purview policies to meet the following requirements: Identify documents that are stored in Microsoft Teams and SharePoint that
contain

Personally Identifiable Information (PIl). Report on shared documents that contain PIl. What should you create?

A. a data loss prevention (DLP) policy

B. a retention policy

C. an alert policy

D. a Microsoft Defender for Cloud Apps policy

Answer: A

Explanation:

Demonstrate data protection

Protection of personal information in Microsoft 365 includes using data loss prevention (DLP) capabilities. With DLP policies, you can automatically protect
sensitive information across Microsoft 365.

There are multiple ways you can apply the protection. Educating and raising awareness to where EU resident data is stored in your environment and how your
employees are permitted to handle it represents one level of information protection using Office 365 DLP.

In this phase, you create a new DLP policy and demonstrate how it gets applied to the IBANs.docx file you stored in SharePoint Online in Phase 2 and when you
attempt to send an email containing IBANS.

? From the Security & Compliance tab of your browser, click Home.

? Click Data loss prevention > Policy.

? Click + Create a policy.

? In Start with a template or create a custom policy, click Custom > Custom policy > Next.

? In Name your policy, provide the following details and then click Next: a. Name: EU Citizen Pl Policy b. Description: Protect the personally identifiable
information of European citizens

? Etc.

Reference:

https://learn.microsoft.com/en-us/compliance/regulatory/gdpr-discovery-protection-reporting-in-office365-dev-test-environment

NEW QUESTION 210

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You need to recommend a solution for monitoring and reporting application access. The solution must meet the following requirements:
* Support KQL for querying data.

* Retain report data for at least one year.

What should you include in the recommendation?

A. a security report in Microsoft 365 Defender
B. End point analytics

C. Microsoft 365 usage analytics

D. Azure Monitor workbooks

Answer: D

NEW QUESTION 213

- (Topic 6)

You have a Microsoft 365 E5 subscription.

Users have Android or iOS devices and access Microsoft 365 resources from computers that run Windows 11 or MacOS.
You need to implement passwordless authentication. The solution must support all the devices.

Which authentication method should you use?

A. Windows Hello

B. FIDO2 compliant security keys
C. Microsoft Authenticator app
Answer: C

NEW QUESTION 214
- (Topic 6)
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You have a Microsoft 365 subscription. You have a user named Userl. You need to ensure that Used can place a hold on all mailbox content. What permission
should you assign to Userl?

A. the Information Protection administrator ide from the Azure Active Directory admin center.
B. the eDiscovery Manager tote from the Microsoft 365 compliance center.

C. the Compliance Management role from the Exchange admin center.

D. the User management administrator role from the Microsoft 365 admin center.

Answer: B

NEW QUESTION 218

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Cloud Apps.

You need to create a policy that will generate an email alert when a banned app is detected requesting permission to access user information or data in the
subscription.

What should you configure? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
Answer Area

App state *

g ¥

PErMISSIOn eve !

s

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Armwer Area

App state *

- ==
|

| [Permission bevel

NEW QUESTION 220

- (Topic 6)

You have a Microsoft 365 subscription.

You configure a new Azure AD enterprise application named Appl. Appl requires that a user be assigned the Reports Reader role.
Which type of group should you use to assign the Reports Reader role and to access Appl?

A. a Microsoft 365 group that has assigned membership

B. a Microsoft 365 group that has dynamic user membership
C. a security group that has assigned membership

D. a security group that has dynamic user membership

Answer: C

Explanation:

To grant permissions to assignees to manage users and group access for a specific enterprise app, go to that app in Azure AD and open in the Roles and
Administrators list for

that app. Select the new custom role and complete the user or group assignment. The assignees can manage users and group access only for the specific app.
Note: You can add the following types of groups:

Assigned groups - Manually add users or devices into a static group.

Dynamic groups (Requires Azure AD Premium) - Automatically add users or devices to user groups or device groups based on an expression you create.

Note:

Security groups

Security groups are used for granting access to Microsoft 365 resources, such as SharePoint. They can make administration easier because you need only
administer the group rather than adding users to each resource individually.

Security groups can contain users or devices. Creating a security group for devices can be used with mobile device management services, such as Intune.
Security groups can be configured for dynamic membership in Azure Active Directory, allowing group members or devices to be added or removed automatically
based on user attributes such as department, location, or title; or device attributes such as operating system version.
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D\7 SureP3&s

Security groups can be added to a team.
Microsoft 365 Groups can't be members of security groups. Microsoft 365 Groups

Microsoft 365 Groups are used for collaboration between users, both inside and outside your company. With each Microsoft 365 Group, members get a group

email and shared workspace for conversations, files, and calendar events, Stream, and a Planner.
Reference:

https://learn.microsoft.com/en-us/azure/active-directory/roles/custom-enterprise-apps https://learn.microsoft.com/en-us/microsoft-365/admin/create-

groups/compare-groups? https://learn.microsoft.com/en-us/mem/intune/apps/apps-deploy

NEW QUESTION 223

- (Topic 6)

You purchase a new computer that has Windows 10, version 21H1 preinstalled.

You need to ensure that the computer is up-to-date. The solution must minimize the number of updates installed.
What should you do on the computer?

A. Install all the feature updates released since version 21H1 and the latest quality update only.
B. Install the latest feature update and all the quality updates released since version 21H1.
C. Install the latest feature update and the latest quality update only.

D. Install all the feature updates released since version 21H1 and all the quality updates released since version 21H1 only.

Answer: C

NEW QUESTION 225

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 tenant.

You plan to create a retention policy as shown in the following exhibit.

Craate retention policy

8 roame = -
| Review and finish
a LoCatasng n "'-;"‘. Rak# wp 10 one day 10 apply thes pohcy 10 the DEAhons you leledtied
| Policy nasme
(42 =]
0 Retention ietings Eclit
@ Finish S —

Lstatsans 10 apply the policy
Exchange emadl (A1 Recipienin)
SharePomt sites (AN Sited)
il v sccowenty, (AN Accounts)
Microsal 365 Groaps (AN Grosps)

B

RETFnicm WeTlimgs

Delafe Serm o4 end of rebention persad

Delate itorm. thst are older than 7 years Dased on when thisy wers CIeated

Esdet

Sy Pever Tud e ot ety sl Thies T et sl B detlnd st yioes B ooy e puodery. Thet i enpehcally smpotas Do ol Bos kel st oo B3 A2

ares (Ror anaevpie AN Tedeve Chabi ) beecause ol wghsfune G o (Pas rabeoesl BOVOaN. o o aruERT-0 el R patven merdiy dleke el

= =

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.

Answer Area
Microsofl SharePoint files that are affected by the policy wall g = v i
be [answer chaice]. § recoverable for up to seven years F
- - - o e - ]
deleted seven years after they were created
retained for anby seven years from when they were created

Once the policy is created, [answer cholee]. | some data may be deleted immediately

data will be retamed for a minmmum of seven years |
+ = i
users will e preventad from permanently deleting email messages for seven years

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Deleted seven years after they were created. From the exhibit:

The retention policy applies to SharePoint sites.

Delete items that are older than 7 years based on when they were created.
Box 2: data will retained for a minimum of seven years

The longest retention period wins. If content is subject to multiple retention settings that retain content for different periods of time, the content will be retained until

the end of the longest retention period for the item.

Note: Use a retention policy to assign the same retention settings for content at a site or mailbox level, and use a retention label to assign retention settings at an

item level (folder, document, email).
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For example, if all documents in a SharePoint site should be retained for 5 years, it's more efficient to do this with a retention policy than apply the same retention

label to all documents in that site. However, if some documents in that site should be retained for 5

years and others retained for 10 years, a retention policy wouldn't be able to do this. When you need to specify retention settings at the item level, use retention

labels.

NEW QUESTION 230
- (Topic 6)

You have a Microsoft Azure Active Directory (Azure AD) tenant named Contoso.com. You create a Microsoft Defender for identity instance Contoso.

The tenant contains the users shown in the following table.

Name Member of group Azure AD role

7 al Nefencer {or ideantity Comtosn None
I ¥
Admumstralors

User2 | Defender for identity Contoso Users None

User2 | None Security admanustrator
Userd | Defender for identity Contoso Users Global administrator

You need to modify the configuration of the Defender for identify sensors.

Solutions: You instruct User3 to modify the Defender for identity sensor configuration. Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 233

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E3 subscription.

You plan to launch Attack simulation training for all users.

Which social engineering technique and training experience will be available? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Social engineering technique:

E Credential harvest
Link to malware

Malware attachment

Training experience:

Identity Theft

Mass Market Phishing

Web Phishing

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: Credential Harvest

Attack simulation training offers a subset of capabilities to E3 customers as a trial. The trial offering contains the ability to use a Credential Harvest payload and the
ability to select 'ISA Phishing' or 'Mass Market Phishing' training experiences. No other capabilities are part of the E3 trial offering.

Note: In Attack simulation training, multiple types of social engineering techniques are available:

Credential Harvest Malware Attachment Link to Malware
Etc.
Box 2: Mass Market Phishing

NEW QUESTION 238

- (Topic 6)

You have a Microsoft 365 E5 tenant.

The Microsoft Secure Score for the tenant is shown in the following exhibit.
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Microsoft Secure Score

Overview Improvement actions History Metncs & trends

Actions you can take to improve your Microsoft Secure Score. Score updates may take up to 24 hours.

+ Export 12 items £ Search 7 Filter  (E Group by
Applied filters:
Rank & Improvement action Score impact Points achieved
1 Require MFA for administrative roles +16.95% 0/10
2 Ensure all users can complete multi-factor authentication for... +15.25% 0/9
3 Enable policy to block legacy authentication +13.56% 0/8
&) Turn on user risk policy +11.86% o7
5 Turn on sign-in risk policy +11.86% osr
6 Do not allow users to grant consent to unmanaged applicatio.. +6.78% 0/4
7 Enable self-service password reset +1.69% 01
8 Turn on customer lockbox feature +1.69% 01
9 Use limited administrative roles +1.69% 01
10 Designate more than one global admin +1.69% on

You plan to enable Security defaults for Azure Active Directory (Azure AD). Which three improvement actions will this affect?

A. Require MFA for administrative roles.

B. Ensure all users can complete multi-factor authentication for secure access
C. Enable policy to block legacy authentication

D. Enable self-service password reset

E. Use limited administrative roles

Answer: ABC

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults

NEW QUESTION 242

- (Topic 6)

Your on-premises network contains an Active Directory domain named Contoso.com and 500 devices that run either macOS, Windows 8.1. Windows 10, or
Windows 11. All the devices are managed by using Microsoft Endpoint Configuration Manager. The domain syncs with Azure Active Directory (Azure AD).
You plan to implement a Microsoft 365 E5 subscription and enable co-management. Which devices can be co-managed after the implementation?

A. Windows 11 and Windows 10 only

B. Windows 11, Windows 10-Windows8.1.andmacOS
C. Windows 11 and macOS only

D. Windows 11 only

E. Windows 11. Windows 10, and Windows8.1 only

Answer: C
NEW QUESTION 247
HOTSPOT - (Topic 6)

You have a Microsoft 365 ES tenant.
You have the alerts shown in the following exhibit.

View alerts

Ieventy Alert name Statuy Tags Category Aty Couwnt Ladt coourmence

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.
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A. Mastered

B. Not Mastered
Answer: A

Explanation:
Ancwer Area

FrerLigaling or mesnbeed crily
o igating on Deursed onby
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Tebrupe SLitus 1o Dwirmwntet ofdy
e Siatw 1o Deifremses OF B Tl oirily

change Shatus o [Eeressed of irnvetigaling ordy

L |ll'-Jl' S LT 10 [ '|.'1-..'|l;,|l'|1j, ol ATr

NEW QUESTION 248

- (Topic 6)

You have a Microsoft 365 subscription.

You have the retention policies shown in the following table.

Name Location Retain items Start the At the end of the
for a specific | retention period retention period
period based on

Policy1 | SharePoint | 1 years When items were | Delete items automatically
sites Created

Policy2 | SharePoint | 2 years When items were | Do nothing
sites last modified

Both policies are applied to a Microsoft SharePoint site named Sitel that contains a file named Filel.docx.
Filel.docx was created on January 1, 2022 and last modified on January 31,2022. The file was NOT modified again.
When will Filel.docx be deleted automatically?

A. January 1,2023
B. January 1,2024
C. January 31, 2023
D. January 31, 2024
E. never

Answer: D

Explanation:

Retention wins over deletion. Note:

Explanation for the four different principles:

* 1. Retention wins over deletion. Content won't be permanently deleted when it also has retention settings to retain it. While this principle ensures that content is
preserved for compliance reasons, the delete process can still be initiated (user-initiated or system- initiated) and consequently, might remove the content from
users' main view. However, permanent deletion is suspended.

* 2. Etc. Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/retention

NEW QUESTION 249

DRAG DROP - (Topic 6)

You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365. You need to configure policies to meet the following requirements:

? Customize the common attachments filter.

? Enable impersonation protection for sender domains.

Which type of policy should you configure for each requirement? To answer, drag the appropriate policy types to the correct requirements. Each policy type may
be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
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Policy Types Answer Area

|: -
Anti-malware Customize the common attachments filter: [ ]

" Anti-phishing

Enable impersonation protection for sender domains; | ]

" Anti-spam

Safe Attachments

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Anti-malware

Customize the common attachments filter. See step 5 below.

* 1. Use the Microsoft 365 Defender portal to create anti-malware policies

In the Microsoft 365 Defender portal at https://security.microsoft.com, go to Email & Collaboration > Policies & Rules > Threat policies > Anti-Malware in the
Policies section. To go directly to the Anti-malware page, use https://security.microsoft.com/antimalwarev2

* 2. On the Anti-malware page, select Create to open the new anti-malware policy wizard. On the Name your policy page, configure these settings:
Name: Enter a unique, descriptive name for the policy. Description: Enter an optional description for the policy.

* 3. When you're finished on the Name your policy page, select Next.

* 4. On the Users and domains page, identify the internal recipients that the policy applies to (recipient conditions)

* 5. On the Protection settings page, configure the following settings: Protection settings section:

Enable the common attachments filter: If you select this option, messages with the specified attachments are treated as malware and are automatically
guarantined. You can modify the list by clicking Customize file types and selecting or deselecting values in the list.

* 6. Etc.

Box 2: Anti-phishing

Enable impersonation protection for sender domains. Anti-phishing policies in Microsoft 365

The high-level differences between anti-phishing policies in EOP and anti-phishing policies in Defender for Office 365 are described in the following table:

Feature Anti-phishing policies Anti-phishing policies
in EOP in Defender for Office 365
Automatically created default policy W v
Create custom policies v v
Commaon policy settings o v
Spoof settings o o
First contact safety tip o o«
mpermnation settings 7:]
Advanced phishing thresholds o

NEW QUESTION 254

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You need to identify which users accessed Microsoft Office 365 from anonymous IP addresses during the last seven days.
What should you do?

A. From the Cloud App Security admin center, select Users and accounts.

B. From the Microsoft 365 security center, view the Threat tracker.

C. From the Microsoft 365 admin center, view the Security & compliance report.
D. From the Azure Active Directory admin center, view the Risky sign-ins report.

Answer: A

NEW QUESTION 257

- (Topic 6)

You have an Azure AD tenant.

You have 1,000 computers that run Windows 10 Pro and are joined to Azure AD. You purchase a Microsoft 365 E3 subscription.
You need to deploy Windows 10 Enterprise to the computers. The solution must minimize administrative effort.

What should you do?

A. From the Microsoft Endpoinf Manager admin center, create a Windows Autopilot deployment profil

B. Assign the profile to all the computer

C. Instruct users to restart their computer and perform a network restart.

D. Enroll the computers in Microsoft Intun

E. Create a configuration profile by using the Edition upgrade and mode switch templat

F. From the Microsoft Endpoint Manager admincenter, assign the profile to all the computers and instruct users to restart their computer.
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G. From Windows Configuration Designer, create a provisioning package that has an EditionUpgrade configuration and upload the package to a Microsoft
SharePoint Online sit

H. Instruct users to run the provisioning package from SharePoint Online.

I. From the Azure Active Directory admin center, create a security group that has dynamic device membershi

J. Assign licenses to the group and instruct users to sign in to their computer.

Answer: B

NEW QUESTION 259

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 tenant.

You have a sensitivity label configured as shown in the Sensitivity label exhibit. (Click the
Sensitivity label tab.)

Review your settings and finish

Name
-SE'{'!Eiti"«-"it".-'1

Display name
Sensitivity 1

Description for users
Sensitivity 1

Scope

File Email
Encryption

Content marking
Watermark: Watermark

Header: Header
Auto-labeling

Group settings
Site settings

Auto-labeling for database columns
Mone

You have an auto-labeling policy as shown in the Auto-labeling policy exhibit. (Click the Auto-labeling policy tab.)

Auto-labeling policy

Edit Policy ] Delete Policy

Policy name

At labahne sl e
Auto-labeling policy

Description

Label in simulation
o 4

et
I=sIUWVILY |

! o | |

Info to label

IP Address

Apply to content in these locations

Exchange emall All

Rules for auto-applying this label

£Xchange emaill 1 rule
Mode
Comment
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A user sends an email that contains the components shown in the following table.

Type File Includes IP address
Mail body Not No
applicable

Attachment Filel docx | Yes
Attachment FileZ xml Yes

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

Sensitivity1 is applied to the email

A watermark is added to File1.docx.

A header Is added to File2.xml. O O

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Statements Yes No
Sensitivity1 is applied to the email. | O o
A watermark is added to Filel.docx. O ."6 '

A header Is added to File2.xml. O

I_—I

Bl

NEW QUESTION 262
HOTSPOT - (Topic 6)
You have a Microsoft 365 subscription that contains the administrative units shown in the following table.

Name Members
AU Group1, User2
AUZ GroupZ, User3, User4

The groups contain the members shown in the following table.

Name Members
Group1 | User1
Group? | User2, User4

The users are assigned the roles shown in the following table.

Name Role Scope
User None Not applicable
User2 Password Administrator AU
User3 License Administrator Organization
Userd None Not applicable

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE; Each correct selection is worth one point.
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Answer Arca
Statements Yes No
User2 can reset the password of User1.
User2 can reset the password of Userd.
User3 can assign licenses to User1.
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

Statements No
User2 can reset the password of User1,

User2 can reset the password of User4. | ! i

User3 can assign licenses to User1. |

NEW QUESTION 266

HOTSPOT - (Topic 5)

You need to ensure that Admin4 can use SSPR.

Which tool should you use. and which action should you perform? To answer, select the appropriate options m the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

ACtion:  Enable password writehack. —

Enable app registrations.
Enable password writeback

Enable password hash synchronization.
Disable password hash synchronization.

Azure AD Connect

Synchronization Rules Editor
| Microsoft Entra admin center

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

ACliON:  Enable passwnid wntehack By
~ tpable app_registralions. _ _ _

e vzt Bkt o

Enable password hash synchronization
Disable password hash synchronization.

Tool: _ Azyre AD Connect . _ v

'

| -
Synchrenization Rules-Editbr
Microsoft Entra admin center

NEW QUESTION 269
- (Topic 5)
You need to configure just in time access to meet the technical requirements. What should you use?

A. entittlement management

B. Azure AD Privileged Identity Management (PIM)
C. access reviews

D. Azure AD ldentity Protection

Answer: B

NEW QUESTION 272

- (Topic 4)

You need to ensure that all the sales department users can authenticate successfully during Projectl and Project2.
Which authentication strategy should you implement for the pilot projects?

A. pass-through authentication

B. pass-through authentication and seamless SSO

C. password hash synchronization and seamless SSO
D. password hash synchronization

Answer: C

Explanation:

Projectl: During Projectl, the mailboxes of 100 users in the sales department will be moved to Microsoft 365.

Project2: After the successful completion of Projectl, Microsoft Teams & Skype for Business will be enabled in Microsoft 365 for the sales department users.
After the planned migration to Microsoft 365, all users must be signed in to on-premises and cloud-based applications automatically.

Fabrikam does NOT plan to implement identity federation.

After the planned migration to Microsoft 365, all users must continue to authenticate to their mailbox and to SharePoint sites by using their UPN.

You need to enable password hash synchronization to enable the users to continue to authenticate to their mailbox and to SharePoint sites by using their UPN.
You need to enable SSO to enable all users to be signed in to on-premises and cloud- based applications automatically.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

NEW QUESTION 277
- (Topic 3)
You need to configure Office on the web to meet the technical requirements. What should you do?

A. Assign the Global reader role to Userl.

B. Enable sensitivity labels for Office files in SharePoint Online and OneDrive.
C. Configure an auto-labeling policy to apply the sensitivity labels.

D. Assign the Office apps admin role to Userl.

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels-sharepoint-onedrive-files ?view=0365-worldwide

NEW QUESTION 280

- (Topic 3)

You need to create the DLP policy to meet the technical requirements. What should you configure first?
A. sensitive info types

B. the Insider risk management settings

C. the event types

D. the sensitivity labels

Answer: A
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Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-test-tune-dip-policy ?view=0365-worldwide

NEW QUESTION 285
- (Topic 3)
You need to configure the compliance settings to meet the technical requirements. What should you do in the Microsoft Endpoint Manager admin center?

A. From Compliance policies, modify the Notifications settings.

B. From Locations, create a new location for noncompliant devices.

C. From Retire Noncompliant Devices, select Clear All Devices Retire State.
D. Modify the Compliance policy settings.

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started

NEW QUESTION 288
- (Topic 2)
You need to meet the technical requirement for large-volume document retrieval. What should you create?

A. a data loss prevention (DLP) policy from the Security & Compliance admin center
B. an alert policy from the Security & Compliance admin center

C. afile policy from Microsoft Cloud App Security

D. an activity policy from Microsoft Cloud App Security

Answer: D

Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/activity-policies-and-alerts

NEW QUESTION 289

- (Topic 2)

You need to recommend a solution for the security administrator. The solution must meet the technical requirements.
What should you include in the recommendation?

A. Microsoft Azure Active Directory (Azure AD) Privileged Identity Management
B. Microsoft Azure Active Directory (Azure AD) Identity Protection

C. Microsoft Azure Active Directory (Azure AD) conditional access policies

D. Microsoft Azure Active Directory (Azure AD) authentication methods

Answer: B

Explanation:
References:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-conditions#sign-in-risk states clearly that Sign-in risk

NEW QUESTION 294

DRAG DROP - (Topic 2)

You need to meet the requirement for the legal department.

Which three actions should you perform in sequence from the Security & Compliance admin center? To answer, move the appropriate actions from the list of
actions to the answer area and arrange them in the correct order.

Actions Answer Area

|Create a data loss prevention (DLP) policy.| | |

|Create an eDiscovery case.
1 =t

|Create a label. | |

i Run a content search.

l'Create a label policy.
i Create a hold.

!Assign eDiscovery permissions.
Publish a label.

A. Mastered
B. Not Mastered

Answer: A
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Explanation:
References: https://www.sherweb.com/blog/ediscovery-office-365/

NEW QUESTION 296
- (Topic 1)
You need to create the Microsoft Store for Business. Which user can create the store?

A. User2
B. User3
C. User4
D. User5

Answer: C

Explanation:
References:
https://docs.microsoft.com/en-us/microsoft-store/roles-and-permissions-microsoft-store-for- business

NEW QUESTION 300
- (Topic 1)
On which server should you use the Defender for identity sensor?

A. Serverl
B. Server2
C. Server3
D. Server4d
E. Serversb5

Answer: A

Explanation:
However, if the case study had required that the DCs can't have any s/w installed, then the answer would have been a standalone sensor on Server2. In this
scenario, the given answer is correct. BTW, ATP now known as Defender for Identity.

NEW QUESTION 302
- (Topic 2)
Which report should the New York office auditors view?

A. DLP policy matches

B. DLP false positives and overrides
C. DLP incidents

D. Top Senders and Recipients

Answer: C

Explanation:

References:

https://docs.microsoft.com/en-us/office365/securitycompliance/data-loss-prevention- policies

This report also shows policy matches over time, like the policy matches report. However, the policy matches report shows matches at a rule level; for example, if
an email matched three different rules, the policy matches report shows three different line items. By contrast, the incidents report shows matches at an item level,
for example, if an email matched three different rules, the incidents report shows a single line item for that piece of content. Because the report counts are
aggregated differently, the policy matches report is better for identifying matches with specific rules and fine tuning DLP policies. The incidents report is better for
identifying specific pieces of content that are problematic for your DLP policies.

NEW QUESTION 305

- (Topic 1)

You need to ensure that the support technicians can meet the technical requirement for the Montreal office mobile devices.
What is the minimum of dedicated support technicians required?

00w
w~ P

Answer: B

Explanation:
References:
https://docs.microsoft.com/en-us/sccm/mdm/deploy-use/enroll-devices-with-device- enroliment-manager

NEW QUESTION 309
- (Topic 1)
You need to meet the compliance requirements for the Windows 10 devices. What should you create from the Intune admin center?

A. a device compliance policy

B. a device configuration profile
C. an application policy
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D. an app configuration policy

Answer: C

NEW QUESTION 311

- (Topic 6)

You are testing a data loss prevention (DLP) policy to protect the sharing of credit card information with external users.

During testing, you discover that a user can share credit card information with external users by using email. However, the user is prevented from sharing files that
contain credit card information by using Microsoft SharePoint.

You need to prevent the user from sharing the credit card information by using email and SharePoint.

What should you configure?

A. the status of the DLP policy

B. the user overrides of the DLP policy rule
C. the locations of the DLP policy

D. the conditions of the DLP policy rule

Answer: D

NEW QUESTION 315

- (Topic 6)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint site named sitel. You need to ensure that sitel meets the following requirements:
* Retains all data for 10 years

* Prevents the sharing of data outside the organization

Which two items should you create and apply to sitel? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

. a retention policy

. a sensitive info type

. a data loss prevention (DLP) policy
. a sensitivity label

. aretention label

. a retention label policy

mTmoOO o>

Answer: CE

NEW QUESTION 317

- (Topic 6)

You have a Microsoft Azure Active Directory (Azure AD) tenant named Contoso.com. You create a Microsoft Defender for identity instance Contoso.
The tenant contains the users shown in the following table.

Name Member of group Azure AD role
User1 | Defender for identity Contoso None

Admunestralors
Userd | Defender lor identity Contoso Users | None
User3 | None >eCunity admanustrator
Userd | Defender for identity Contoso Users i Global admirestrator

You need to modify the configuration of the Defender for identify sensors.
Solutions: You instruct User4 to modify the Defender for identity sensor configuration. Does this meet the goal?

A. Yes
B. No

Answer: A
NEW QUESTION 322
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 tenant.
You configure a device compliance policy as shown in the following exhibit.
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Compliance settings =i

Microsoft Defender ATP

Require the device to be at or under the

machine risk score

Device Health

Rooted devices

Require the device to be at or under the

Device Threat Level
System Security

Require a password to unlock mobile
devices

Required password type

Encryption of data storage on device
Block apps from unknown sources

Actions for noncompliance il
Action

Mark device noncompliant

Retire the noncompliant device

Low

Block

Require
Device default
Require

Block
Schedule

Immediately

Immediately

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.

When a device reports a medium threat level, the device will

Rooted devices will be

A. Mastered
B. Not Mastered

Answer: A

Explanation:

When a device reports a medium threat level, the device will

Rooted dewices will be
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be locked remotely
display a notification
marked as comphant
marked as noncompliant

removed from the database

v

marked as compliant

allowed to access company resources

prevented from accessing company resources

reported with a low device threat

v

be locked remotely
display a notification
marked as comphant

—

prevented from accessing company resources |

reporied with a low device fhréal™
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NEW QUESTION 324
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription.

You configure a new alert policy as shown in the following exhibit.

How do you want the alert to be triggered?

O Every time an activity matches the rule

O When the volume of matched activities reaches a threshold

More than orequalto 15

During the last 60

On All

activities

minutes

Users N

(@ When the volume of matched activities becomes unusual

On LAl

users e

You need to identify the following:

? How many days it will take to establish a baseline for unusual activity.
? Whether alerts will be triggered during the establishment of the baseline.
What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

How many days it will take to establish the baseline:

Whether the alerts will be triggered during the
establishment of the baseline:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

How many days it will take to establish the baseline:

Whether the alerts will be triggered during the
establishment of the baseline:
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Alerts will be triggered.
Alerts will not be triggered.

Alerts will be triggered only after the process to
establish the baseline has been running for one day.

Alerts will be triggered only after the process to
establish the baseline has been running for one day.
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NEW QUESTION 327

HOTSPOT - (Topic 6)

You have a Microsoft 365 subscription that links to an Azure Active Directory (Azure AD) tenant named contoso.onmicrosoft.com.

A user named Userl stores documents in Microsoft OneDrive.

You need to place the contents of Userl’s OneDrive account on an eDiscovery hold. Which URL should you use for the eDiscovery hold? To answer, select the
appropriate

options in the answer area.

NOTE: Each correct selection is worth one point.

https:// v v
onedrive.live.com/ User1
contoso.onmicrosoft.com/ Sites/User1
contoso.sharepoint.com/ contoso_onmicrosoft_com/Userl
contoso-my.sharepoint.com/ personal/User1_contoso_onmicrosoft_com
A. Mastered

B. Not Mastered

Answer: A
Explanation:
https:// v v
onedrive.live.com/ User1
contoso.onmicrosoft.com/ Sites/User1
 contoso.sharepoint.com/ contoso_onmicrosoft_com/User1
contoso-my.sharepoint.com/ | ‘personal/User1_contoso_onmicrosoft_com !

NEW QUESTION 328

- (Topic 6)

You have a Microsoft 365 E5 subscription that contains a user named User1.

The subscription has a single anti-malware policy as shown in the following exhibit.
2} Anti-malware policy - Intemet Explore

i Malware Detection Response
» SE'“:lﬂgs I malware s detected in an emad attachment, the message will be quaranimed and can
be released only by an admin
Bro you want b notify recipients if their messages are quarantined’?
& No
() ¥es and use the default potfication tea

l.:i Yo and uze custom noftication text

*Custom notification text

Common Attachment Types Filter

Turn on this feature to block sttachment types that may harm your computer

O

'x_-_l-l'_"ln - Emails with attachments of filterad file types vall tngger the Malwere
Datection Ragponce recommandad),

FILE TYPES

(e N

At
agg
docm

Motthcations
Sender Nobfications
Sends o message to the sender of the undélrvered message.

s
1 | Moufy mternal senders
—

Motify externsl senders

Admanistrator Notificatsons
Sends 8 massage to the sdminestrator of the undelrered message.

! MNotify adranistratos sbout undelvened messages from intermal sendsrs

An email message that contains text and two attachments is sent to Userl. One attachment is infected with malware.
How will the email message and the attachments be processed?
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A. Both attachments will be remove

B. The email message will be quarantined, and Used will receive an email message without any attachments and an email message that includes the following
text: 'Malware was removed.'

C. The email message will be quarantined, and the message will remain undelivered.

D. Both attachments will be remove

E. The email message will be quarantined, and Userl will receive a copy of the message containing the original text and a new attachment that includes the
following text: 'Malware was removed."

F. The malware-infected attachment will be remove

G. The email message will be quarantined, and Userl will receive a copy of the message containing only the uninfected attachment.

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/anti-malware-protection ?view=0365-worldwide#anti-malware-policies

NEW QUESTION 333

- (Topic 6)

You have a Microsoft 365 tenant.

You plan to manage incidents in the tenant by using the Microsoft 365 security center. Which Microsoft service source will appear on the Incidents page of the
Microsoft 365

security center?

A. Microsoft Defender for CloudUse the
B. Microsoft Purview

C. Azure Arc

D. Microsoft Defender for Identity

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender/investigate- alerts?view=0365-worldwide

NEW QUESTION 335
- (Topic 6)
You have a Microsoft 365 E5 subscription that contains the groups shown in the following exhibit.

2 Grﬂups | All groups

P i IOuUp type Security enabled Rokle avsignmentt allowed

To which groups can you assign Microsoft 365 E5 licenses?

A. Group! and Group2 only
B. Group2 and Group3 only
C. Group3 and Group4 only
D. Group 1, Group2. and Group3 only
E. Group2, Group3, and Group4 only

Answer: C

NEW QUESTION 338
- (Topic 6)
You have an Azure AD tenant that contains the users shown in the following table
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Name Role
Admin1 User Administrator
Admin2 | Password Administrator
Admin3 | Exchange Administrator

You need to compare the permissions of each role. The solution must minimize administrative effort.
Which portal should you use?

A. the Microsoft Purview compliance portal
B. the Microsoft 365 admin center

C. the Microsoft 365 Defender porttl

D. the Microsoft Entra admin center

Answer: A
NEW QUESTION 342

HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the groups shown in the following table.

Name Type Security enabled | Role assignments
allowed
Group1 | Microsoft 365 | No No
Group2 | Microsoft 365 | No No
Group3 | Security Yes Yes
Group4 | Security Yes No
Group5 | Security Yes No
Groupb | Distribution No No

Which groups can be members of Groupl and Group4? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Arca

Group®:  Mone of the groups *

| Groypd only
|Gmup.>. and Groupd only
Group2, Groupd, Groups, and Groupt only
| Group: Group3., Groupd, GroupS, and Groupé

Groupd: | GroupSonly >
| Mone of the growps

IouUpS anby

Group3 and Groupd only

Group1, Group2, Group3, and Groups ondy

Group 1, Group2, Group3, Group5. and Groupd

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Arca

Group®:  Mone of the Er-}uEs -'

|lep2 onily

|Gmup.>. and Groupd only

Group2, Groupd, Groups, and Groupt only

| Group: Group3., Groupd, GroupS, and Groupé

Groupd: | GroupSonly >
| Mone of the groups

Group3 and Groupd only
Group1, Group2, Group3, and Group5 ondy
| Group 1, Groupd, Group3, Groups, and Groupé

NEW QUESTION 345

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You need to be alerted when Microsoft 365 Defender detects high-severity incidents. What should you use?

A. a custom detection rule
B. a threat policy
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C. an alert policy
D. a naotification rule

Answer: C
NEW QUESTION 347

HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Each user has an Android device with the Microsoft Authenticator app installed and has set up phone sign-in.

The subscription has the following Conditional Access policy:

* Name: Policyl

* Assignments

0 Users and groups: Groupl, Group2 o Cloud apps or actions: All cloud apps
* Access controls

0 Grant Require multi-factor authentication

 Enable policy: On

From Microsoft Authenticator settings for the subscription, the Enable and Target settings are configured as shown in the exhibit. (Click the Exhibit tab.)

Microsoft Authenticator settings

0 Number Matching will begin to be enabled for all users of the Microsoft Authenticator app starting 27th of

February 2023. Learn more

The Microsoft Authenticator app is a flagship authentication method. usable in passwordiess or simple push

notification approval modes. The app is free to download and use on Android/iI0S mobile devices

Enable and Target Configure

Enabie m

Include Exclude

Target () Allusers (®) Select groups

MName Type Registration Authentication mode
Group Group Passwordless
Groupd Group Passwordless

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
nswer Area

Statements Yes

Userl can sign n by using number matching in the Microsoft Authenticator app
User2 can ign in by using a usemame and password

User3 can sign in by using number matching in the Microsoft Authenticator app.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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nswer Area

Statements Yes Mo

User1 can sign in by using number matching in the Microsoft Authenticator app " |
Liser2 can sign in by using a username and password I

Liser3 can sign in by using number matching in the Microsoft Authenticator app

NEW QUESTION 351

- (Topic 6)

You have a Microsoft 365 E5 subscription.

Your company s Microsoft Secure Score recommends the actions shown in the following exhibit.

Microsoft Secure Score

Recommended actions  Hislc Metrics & trend

Fark Recommended action Scoce impac!  Poavts adheeved Fhatus

F:m_;._. rg Mt acior duthenbication for admirmistratne roles

ensure all users can complete multitactor authentication

Craate Safe Links policies for email messages 17 T2 BodrEs
& Enableé policy 1o block kegacy suthenthieation

Turn an Safe Attachments in block mode

Ensure that inteligence for impersanation proteciion 4 enabled

Maoree el STaT 0 thatl are detected &3 imperionatied uiers by mallbos intellgence

Enabke 'I'I"'|'\'|"|‘."""'.'|':"‘"1 domain protedtion

You select Create Safe Links policies for email messages and change Status to Risk accepted in the Status & action plan settings.
How does the change affect the Secure Score?

A. remains the same

B. increases by 1 point
C. increases by 9 points
D. decreases by 1 point
E. decreases by 9 points

Answer: A

NEW QUESTION 353

- (Topic 6)

Your company has a Microsoft 365 subscription. you implement sensitivity Doris for your company.

You need to automatically protect email messages that contain the word Confidential m the subject line.
What should you create?

A. a sharing policy from the Exchange admin center

B. a mail flow rule from the Exchange admin center

C. a message Dace from the Microsoft 365 security center

D. a data loss prevention (DLP) policy from the Microsoft 365 compliance center

Answer: B

NEW QUESTION 358

- (Topic 6)

Your network contains an Active Directory domain named adatum.com that is synced to Azure AD.
The domain contains 100 user accounts.

The city attribute for all the users is set to the city where the user resides.

You need to modify the value of the city attribute to the three-letter airport code of each city.

What should you do?

A. From Windows PowerShell on a domain controller, run the Gec-ADUser and Sec- ADUser cmdlets.

B. From Azure Cloud Shell, run the Gec-ADUser and Sec-ADUser cmdlets.

C. From Windows PowerShell on a domain controller, run the Gec-MgUser and Updace- MgUser cmdlets.
D. From Azure Cloud Shell, run the Gec-MgUser and Update-MgUser cmdlets.

Answer: A
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Explanation:

The user accounts are synced from the on-premise Active Directory to the Microsoft Azure Active Directory (Azure AD). Therefore, the city attribute must be
changed in the on- premise Active Directory.
You can use Windows PowerShell on a domain controller and run the Get-ADUser cmdlet to get the required users and pipe the results into Set-ADUser cmdlet to
modify the city attribute.

Note:

There are several versions of this question in the exam. The question has two possible correct answers:
* 1. From Windows PowerShell on a domain controller, run the Get-ADUser and Set-ADUser cmdlets.
* 2. From Active Directory Administrative Center, select the Active Directory users, and then modify the Properties settings.

Other incorrect answer options you may see on the exam include the following:
* 1. From the Azure portal, select all the Azure AD users, and then use the User settings blade.

* 2. From Windows PowerShell on a domain controller, run the Get-AzureADUser and Set- AzureADUser cmdlets.
* 3. From the Microsoft 365 admin center, select the users, and then use the Bulk actions option.

* 4, From Azure Cloud Shell, run the Get-ADUser and Set-ADUser cmdlets.

Reference:

https://docs.microsoft.com/en-us/powershell/module/addsadministration/set-aduser

NEW QUESTION 359

HOTSPOT - (Topic 6)

You have a Microsoft 365 subscription that contains the users shown in the following table.

Name Member of Azure Active Directory (Azure AD) role
Userl Groupl Global administrator
User2 Group2 Cloud device administrator

You configure an Enrollment Status Page profile as shown in the following exhibit.

Settings

The enroliment status page appears during initial device setup. If enabled,
users can see the installation progress of assigned apps and profiles.

Show app and profile installation progress. Yes No
Show time limit error when installation takes 60
longer than specified number of minutes.
Show custom message when time limit error Yes @EEID
occCurs.
Allow users to collect logs about instalattion Yes @D
errors.
Only show page to devices provisioned by - -
out-of-box experience (OOBE) = &
Block device use until all apps and profiles are Yes @D
installed
You assign the policy to Group1.
You purchase the devices shown in the following table.
Name Platform
Devicel Windows 10
Device2 Android

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements

If User1 performs the initial device enroliment for Device1, the Enroliment
Status Page will show.

If User1 performs the initial device enroliment for Device2, the Enroliment
Status Page will show.

If User2 performs the initial device enroliment for Device2, the Enroliment
Status Page will show.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements

If User1 performs the initial device enroliment for Device1, the Enroliment

Status Page will show.

If User1 performs the initial device enroliment for Device2, the Enroliment

Status Page will show.

If User2 performs the initial device enroliment for Device2, the Enroliment

Status Page will show.

NEW QUESTION 363

- (Topic 6)

Yes No
{e] 0]

O O
o) o}

You have a Microsoft 365 E5 subscription that is linked to a Microsoft Entra tenant named contoso.com.
You purchase 100 Microsoft 365 Business Voice add-on licenses.
You need to ensure that the members of a group named Voice are assigned a Microsoft 365 Business Voice add-on license automatically.

What should you do?

A. From the Microsoft 365 admin center, modify the settings of the Voice group.
B. From the Licenses page of the Microsoft 365 admin center, assign the licenses.
C. From the Microsoft Entra admin center, modify the settings of the Voice group.

Answer: C

NEW QUESTION 367
- (Topic 6)

You have a Microsoft 365 subscription that contains a user named User1.

You need to ensure that Userl can search the Microsoft 365 audit logs from the Security & Compliance admin center.

Which role should you assign to User1?

A. View-Only Audit Logs in the Security & Compliance admin center

B. View-Only Audit Logs in the Exchange admin center
C. Security reader in the Azure Active Directory admin center

D. Security Reader in the Security & Compliance admin center

Answer: B

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/search-the-audit-log-in-security-and-compliance ?view=0365-worldwide

NEW QUESTION 369
- (Topic 6)

You have a Microsoft 365 subscription that contains an Azure AD tenant named contoso.com.
Corporate policy states that user passwords must not include the word Contoso. What should you do to implement the corporate policy?

A. From Azure AD ldentity Protection, configure a sign-in risk policy.
B. From the Microsoft Entra admin center, create a conditional access policy.
C. From the Microsoft 365 admin center, configure the Password policy settings.

D. From the Microsoft Entra admin center, configure the Password protection settings.

Answer: D

NEW QUESTION 374
- (Topic 6)

You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.

Name Windows 10 edition Azure Active Mobile device
Directory (Azure management
AD) (MDM) enrollment
Devicel Windows 10 Pro Registered Microsoft Intune
Device2 Windows 10 Enterprise Joined Microsoft Intune
Device3 Windows 10 Pro Joined Not enrolled
Device4 Windows 10 Enterprise Registered Microsoft Intune
| Device5 Windows 10 Enterprise Joined Not enrolled
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You add custom apps to the private store in Microsoft Store Business.
You plan to create a policy to show only the private store in Microsoft Store for Business. To which devices can the policy be applied?

A. Device2 only

B. Devicel and Device3 only

C. Device2 and Device4 only

D. Device2, Device3, and Device5 only

E. Devicel, Device2, Device3, Device4, and Device5

Answer: C

NEW QUESTION 375

- (Topic 6)

You have a Microsoft 365 subscription.

You create a retention label named Retentionl as shown in the following exhibit.

You apply Retention! to all the Microsoft OneDrive content.

On January 1, 2020, a user stores a file named Filel in OneDrive.

On January 10, 2020, the user modifies Filel. On February 1, 2020, the user deletes Filel.
When will Filel be removed permanently and unrecoverable from OneDrive?

A. February 1, 2020
B. July 1.2020

C. July 10, 2020

D. August 1, 2020

Answer: B

NEW QUESTION 377
- (Topic 6)
You have a Microsoft 365 E5 subscription that contains the groups shown in the following table.

Name Type
Group1 | Microsoft 365
| Group?2 | Distribution
Group3 | Mail-enabled security |
Groupd | Secunty

You plan to publish a sensitivity label named Labell. To which groups can you publish Labell?

A. Groupl only

B. Groupl and Group?2 only

C. Groupl and Group4 only

D. Groupl, Group2, and Group3 only

E. Groupl Group2, Group3, and Group4

Answer: A

Explanation:

In addition to using sensitivity labels to protect documents and emails, you can also use sensitivity labels to protect content in the following containers: Microsoft
Teams sites, Microsoft 365 groups (formerly Office 365 groups), and SharePoint sites.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels-teams- groups-sites
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NEW QUESTION 378

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You plan to implement records management and enable users to designate documents as regulatory records.

You need to ensure that the option to mark content as a regulatory record is visible when you create retention labels.
What should you do first?

A. Configure custom detection rules.

B. Create an Exact Data Match (EDM) schema.
C. Run the Sec-RegulacoryComplianceUl cmdlet.
D. Run the Sec-LabelPolicy cmdlet.

Answer: C
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/declare-records?view=0365- worldwide

NEW QUESTION 380
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