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NEW QUESTION 1

A developer is creating an AWS Lambda function that needs credentials to connect to an Amazon RDS for MySQL database. An Amazon S3 bucket currently
stores the credentials. The developer needs to improve the existing solution by implementing credential rotation and secure storage. The developer also needs to
provide integration with the Lambda function.

Which solution should the developer use to store and retrieve the credentials with the LEAST management overhead?

. Store the credentials in AWS Systems Manager Parameter Stor

. Select the database that the parameter will acces

. Use the default AWS Key Management Service (AWS KMS) key to encrypt the paramete

. Enable automatic rotation for the paramete

Use the parameter from Parameter Store on the Lambda function to connect to the database.

. Encrypt the credentials with the default AWS Key Management Service (AWS KMS) ke

. Store the credentials as environment variables for the Lambda functio

. Create a second Lambda function to generate new credentials and to rotate the credentials by updating the environment variables of the first Lambda functio
I. Invoke the second Lambda function by using an Amazon EventBridge rule that runs on a schedul
J. Update the database to use the new credential

K. On the first Lambda function, retrieve the credentials from the environment variable

L. Decrypt the credentials by using AWS KMS, Connect to the database.

M. Store the credentials in AWS Secrets Manage

N. Set the secret type to Credentials for Amazon RDS databas

O. Select the database that the secret will acces

P. Use the default AWS Key Management Service(AWS KMS) key to encrypt the secre

Q. Enable automatic rotation for the secre

R. Use the secret from Secrets Manager on the Lambda function to connect to the database.

S. Encrypt the credentials by using AWS Key Management Service (AWS KMS). Store the credentials in an Amazon DynamoDB tabl
T. Create a second Lambda function to rotate the credential

. Invoke the second Lambda function by using an Amazon EventBridge rule that runs on a schedul
. Update the DynamoDB tabl

. Update the database to use the generated credential

. Retrieve the credentials from DynamoDB with the first Lambda functio

. Connect to the database.
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Answer: C

NEW QUESTION 2

A company has deployed an application on AWS Elastic Beanstalk. The company has configured the Auto Scaling group that is associated with the Elastic
Beanstalk environment to have five Amazon EC2 instances. If the capacity is fewer than four EC2 instances during the deployment, application performance
degrades. The company is using the all-at-once deployment policy.

What is the MOST cost-effective way to solve the deployment issue?

A. Change the Auto Scaling group to six desired instances.

B. Change the deployment policy to traffic splittin

C. Specify an evaluation time of 1 hour.

D. Change the deployment policy to rolling with additional batc
E. Specify a batch size of 1.

F. Change the deployment policy to rollin

G. Specify a batch size of 2.

Answer: C

NEW QUESTION 3

A developer is designing an AWS Lambda function that creates temporary files that are less than 10 MB during invocation. The temporary files will be accessed
and modified multiple times during invocation. The developer has no need to save or retrieve these files in the future.

Where should the temporary files be stored?

A. the /tmp directory

B. Amazon Elastic File System (Amazon EFS)
C. Amazon Elastic Block Store (Amazon EBS)
D. Amazon S3

Answer: A

NEW QUESTION 4
A developer is writing an AWS Lambda function. The developer wants to log key events that occur while the Lambda function runs. The developer wants to include
a unique identifier to associate the events with a specific function invocation. The developer adds the following code to the Lambda function:

function handler(event, context) |
Which solution will meet this requirement?

A. Obtain the request identifier from the AWS request ID field in the context objec
B. Configure the application to write logs to standard output.

C. Obtain the request identifier from the AWS request ID field in the event objec
D. Configure the application to write logs to a file.

E. Obtain the request identifier from the AWS request ID field in the event objec
F. Configure the application to write logs to standard output.

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



y Exam Recommend!! Get the Full DVA-C02 dumps in VCE and PDF From SurePassExam
l |Sure https://www.surepassexam.com/DVA-C02-exam-dumps.html (127 New Questions)

G. Obtain the request identifier from the AWS request ID field in the context objec
H. Configure the application to write logs to a file.

Answer: D

NEW QUESTION 5

A developer wants to expand an application to run in multiple AWS Regions. The developer wants to copy Amazon Machine Images (AMIs) with the latest changes
and create a new application stack in the destination Region. According to company requirements, all AMIs must be encrypted in all Regions. However, not all the
AMis that the company uses are encrypted.

How can the developer expand the application to run in the destination Region while meeting the encryption requirement?

A. Create new AMIs, and specify encryption parameter

B. Copy the encrypted AMIs to the destination Regio

C. Delete the unencrypted AMis.

D. Use AWS Key Management Service (AWS KMS) to enable encryption on the unencrypted AMI
E. Copy the encrypted AMIs to the destination Region.

F. Use AWS Certificate Manager (ACM) to enable encryption on the unencrypted AMI

G. Copy the encrypted AMiIs to the destination Region.

H. Copy the unencrypted AMIs to the destination Regio

I. Enable encryption by default in the destination Region.

Answer: B

NEW QUESTION 6

An Amazon Kinesis Data Firehose delivery stream is receiving customer data that contains personally identifiable information. A developer needs to remove
pattern-based customer identifiers from the data and store the modified data in an Amazon S3 bucket.

What should the developer do to meet these requirements?

. Implement Kinesis Data Firehose data transformation as an AWS Lambda functio
. Configure the function to remove the customer identifier

. Set an Amazon S3 bucket as the destination of the delivery stream.

. Launch an Amazon EC2 instanc

. Set the EC2 instance as the destination of the delivery strea

. Run an application on the EC2 instance to remove the customer identifier

. Store the transformed data in anAmazon S3 bucket.

. Create an Amazon OpenSearch Service instanc

I. Set the OpenSearch Service instance as the destination of the delivery strea

J. Use search and replace to remove the customer identifier

K. Export the data to an Amazon S3 bucket.

L. Create an AWS Step Functions workflow to remove the customer identifier

M. As the last step in the workflow, store the transformed data in an Amazon S3 bucke
N. Set the workflow as the destination of the delivery stream.
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Answer: A

NEW QUESTION 7

A company wants to deploy and maintain static websites on AWS. Each website's source code is hosted in one of several version control systems, including AWS
CodeCommit, Bitbucket, and GitHub.

The company wants to implement phased releases by using development, staging, user acceptance testing, and production environments in the AWS Cloud.
Deployments to each environment must be started by code merges on the relevant Git branch. The company wants to use HTTPS for all data exchange. The
company needs a solution that does not require servers to run continuously.

Which solution will meet these requirements with the LEAST operational overhead?

A. Host each website by using AWS Amplify with a serverless backen

B. Conned the repository branches that correspond to each of the desired environment

C. Start deployments by merging code changes to a desired branch.

D. Host each website in AWS Elastic Beanstalk with multiple environment

E. Use the EB CLI to link each repository branc

F. Integrate AWS CodePipeline to automate deployments from version control code merges.
G. Host each website in different Amazon S3 buckets for each environmen

H. Configure AWS CodePipeline to pull source code from version contro

I. Add an AWS CodeBuild stage to copy source code to Amazon S3.

J. Host each website on its own Amazon EC2 instanc

K. Write a custom deployment script to bundle each website's static asset

L. Copy the assets to Amazon EC2. Set up a workflow to run the script when code is merged.

Answer: A

NEW QUESTION 8

A company hosts a client-side web application for one of its subsidiaries on Amazon S3. The web application can be accessed through Amazon CloudFront from
https://www.example.com. After a successful rollout, the company wants to host three more client-side web applications for its remaining subsidiaries on three
separate S3 buckets.

To achieve this goal, a developer moves all the common JavaScript files and web fonts to a central S3 bucket that serves the web applications. However, during
testing, the developer notices that the browser blocks the JavaScript files and web fonts.

What should the developer do to prevent the browser from blocking the JavaScript files and web fonts?

A. Create four access points that allow access to the central S3 bucke

B. Assign an access point to each web application bucket.
C. Create a bucket policy that allows access to the central S3 bucke
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D. Attach the bucket policy to the central S3 bucket.

E. Create a cross-origin resource sharing (CORS) configuration that allows access to the central S3 bucket.Add the CORS configuration to the central S3 bucket.
F. Create a Content-MD5 header that provides a message integrity check for the central S3 bucke

G. Insert the Content-MD5 header for each web application request.

Answer: C

NEW QUESTION 9
For a deployment using AWS Code Deploy, what is the run order of the hooks for in-place deployments?

A. Beforelnstall -> ApplicationStop -> ApplicationStart -> AfterInstall
B. ApplicationStop -> Beforelnstall -> Afterinstall -> ApplicationStart
C. Beforelnstall -> ApplicationStop -> ValidateService -> ApplicationStart
D. ApplicationStop -> Beforelnstall -> ValidateService -> ApplicationStart

Answer: A

NEW QUESTION 10

A developer is creating a mobile app that calls a backend service by using an Amazon API Gateway REST API. For integration testing during the development
phase, the developer wants to simulate different backend responses without invoking the backend service.

Which solution will meet these requirements with the LEAST operational overhead?

A. Create an AWS Lambda functio

B. Use API Gateway proxy integration to return constant HTTP responses.

C. Create an Amazon EC2 instance that serves the backend REST API by using an AWS CloudFormation template.
D. Customize the API Gateway stage to select a response type based on the request.

E. Use a request mapping template to select the mock integration response.

Answer: B

NEW QUESTION 10

A company has an Amazon S3 bucket that contains sensitive data. The data must be encrypted in transit and at rest. The company encrypts the data in the S3
bucket by using an AWS Key Management Service (AWS KMS) key. A developer needs to grant several other AWS accounts the permission to use the S3
GetObject operation to retrieve the data from the S3 bucket.

How can the developer enforce that all requests to retrieve the data provide encryption in transit?

A. Define a resource-based policy on the S3 bucket to deny access when a request meets the condition “aws:SecureTransport”: “false”.

B. Define a resource-based policy on the S3 bucket to allow access when a request meets the condition “aws:SecureTransport”; “false”.

C. Define a role-based policy on the other accounts' roles to deny access when a request meets the condition of “aws:SecureTransport”: “false”.
D. Define a resource-based policy on the KMS key to deny access when a request meets the condition of “aws:SecureTransport”: “false”.

Answer: A

NEW QUESTION 13

A developer needs to perform geographic load testing of an API. The developer must deploy resources to multiple AWS Regions to support the load testing of the
API.

How can the developer meet these requirements without additional application code?

. Create and deploy an AWS Lambda function in each desired Regio
. Configure the Lambda function to create a stack from an AWS CloudFormation template in that Region when the function is invoked.
. Create an AWS CloudFormation template that defines the load test resource
. Use the AWS CLI create-stack-set command to create a stack set in the desired Regions.
. Create an AWS Systems Manager document that defines the resource
Use the document to create the resources in the desired Regions.
. Create an AWS CloudFormation template that defines the load test resource
. Use the AWS CLI deploy command to create a stack from the template in each Region.
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Answer: B

NEW QUESTION 17

A developer needs to migrate an online retail application to AWS to handle an anticipated increase in traffic. The application currently runs on two servers: one
server for the web application and another server for the database. The web server renders webpages and manages session state in memory. The database
server hosts a MySQL database that contains order details. When traffic to the application is heavy, the memory usage for the web server approaches 100% and
the application slows down considerably.

The developer has found that most of the memory increase and performance decrease is related to the load of managing additional user sessions. For the web
server migration, the developer will use Amazon EC2 instances with an Auto Scaling group behind an Application Load Balancer.

Which additional set of changes should the developer make to the application to improve the application's performance?

A. Use an EC2 instance to host the MySQL databas

B. Store the session data and the application data in the MySQL database.

C. Use Amazon ElastiCache for Memcached to store and manage the session dat

D. Use an Amazon RDS for MySQL DB instance to store the application data.

E. Use Amazon ElastiCache for Memcached to store and manage the session data and the application data.
F. Use the EC2 instance store to manage the session dat

G. Use an Amazon RDS for MySQL DB instance to store the application data.

Answer: A
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NEW QUESTION 21
A developer is creating an AWS CloudFormation template to deploy Amazon EC2 instances across multiple AWS accounts. The developer must choose the EC2

instances from a list of approved instance types.
How can the developer incorporate the list of approved instance types in the CloudFormation template?

A. Create a separate CloudFormation template for each EC2 instance type in the list.

B. In the Resources section of the CloudFormation template, create resources for each EC2 instance type in the list.
C. In the CloudFormation template, create a separate parameter for each EC2 instance type in the list.

D. In the CloudFormation template, create a parameter with the list of EC2 instance types as AllowedValues.

Answer: D

NEW QUESTION 24
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