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NEW QUESTION 1

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a hybrid configuration of Azure Active Directory (Azure AD). You have an Azure HDInsight cluster on a virtual network.

You plan to allow users to authenticate to the cluster by using their on-premises Active Directory credentials. You need to configure the environment to support the
planned authentication.

Solution: You deploy an Azure AD Application Proxy.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Instead, you connect HDInsight to your on-premises network by using Azure Virtual Networks and a VPN gateway.
Note: To allow HDInsight and resources in the joined network to communicate by name, you must perform the following actions:

> Create Azure Virtual Network.
> Create a custom DNS server in the Azure Virtual Network.
> Configure the virtual network to use the custom DNS server instead of the default Azure Recursive Resolver.

> Configure forwarding between the custom DNS server and your on-premises DNS server. Reference:
https://docs.microsoft.com/en-us/azure/hdinsight/connect-on-premises-network

NEW QUESTION 2
- (Exam Topic 4)
You have an Azure subscription named Subscriptionl that contains the resources shown in the following table.

Name _ Type _ Description
EventHub1 | Azure Event Hubs ' Not applicable
Adf1 | Azure Data Factory ' Not applicable
NVAT Network virtual appliance (NVA The NVA sends security event messages in the
Common Event Format (CEF

You have an Azure subscription named Subscription2 that contains the following resources:
> An Azure Sentinel workspace

> An Azure Event Grid instance

You need to ingest the CEF messages from the NVAs to Azure Sentinel.

What should you configure for each subscription? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Subscription1:

An Azure Log Analytics agent on a Linux virtual machine
A Data Factory pipeline

An Event Hubs namespace

An Azure Service Bus queue

Subscription2:

A new Azure Log Analytics workspace
A new Azure Sentinel data connector
A new Azure Sentinel playbook

A new Event Grid resource provider

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application, email Description automatically generated

NEW QUESTION 3

- (Exam Topic 4)

You have an Azure web app named WebAppl. You upload a certificate to WebAppl.

You need to make the certificate accessible to the app code of WebAppl. What should you do?

A. Add a user-assigned managed identity to WebApp1.

B. Add an app setting to the WebApp1l configuration.

C. Enable system-assigned managed identity for the WebApp1.
D. Configure the TLS/SSL binding for WebAppl.
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Answer: B

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/app-service/configure-ssl-certificate-in-code

NEW QUESTION 4
- (Exam Topic 4)
You have an Azure subscription that contains the virtual machines shown in the following table.

Subnetl and Subnet2 have a network security group {NSG). The NSG has an outbound rule that has the following configurations:

* Port; Any

» Source: Any

* Priority: 100

* Action: Deny

* Protocol: Any

« Destination: Storage

The subscription contains a storage account named storagel.
You create a private endpoint named Privatel that has the following settings:
» Resource type: Microsoft.Storage/storageAccounts

* Resource: storagel
« Target sub-resource: blob

« Virtual network: VNetl

* Subnet: Subnetl
For each of the following statements, select Yes if the statement is true.
Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 5
- (Exam Topic 4)

Statements

From ViviZ, you can create a container in storage
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From VM2, you can create a container in storaget.
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Erom VM2, viou can upload data to the blob storage of storage

You have an Azure subscription that contains the resources shown in the following table.

Name

rl

Userl is a member of Groupl. Groupl and User2 are assigned the Key Vault Contributor role for Vaultl.
On January 1, 2019, you create a secret in Vaultl. The secret is configured as shown in the exhibit. (Click the Exhibit tab.)
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Create a secret

Upload oplions

*Value

190301 ? 12:00:00 AM

User2 is assigned an access policy to Vaultl. The policy has the following configurations:
> Key Management Operations: Get, List, and Restore
> Cryptographic Operations: Decrypt and Unwrap Key

;)' Secret Management Operations: Get, List, and Restore
Groupl is assigned an access to Vaultl. The policy has the following configurations:

> Key Management Operations: Get and Recover

> Secret Management Operations: List, Backup, and Recover
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements Yes

On January 1, 2019, User1 can view the value of Passwordl. ()

OnlJune 1, 2019, User2 can view the value of Password]1. O

On June 1, 2019, User can view the value of Passwordl. ()

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Statements Yes No

On January 1, 2019, Userl can view the value of Password1. i’:) (. ¥

OnJune 1, 2019, User2 can view the value of Password1. ! O &

On June 1, 2019, Userl can view the value of Passwordl. () )

NEW QUESTION 6

- (Exam Topic 4)

You have an Azure subscription that contains four Azure SQL managed instances.

You need to evaluate the vulnerability of the managed instances to SQL injection attacks. What should you do first?

A. Create an Azure Sentinel workspace.

B. Enable Advanced Data Security.

C. Add the SQL Health Check solution to Azure Monitor.

D. Create an Azure Advanced Threat Protection (ATP) instance.

Answer: B

NEW QUESTION 7

- (Exam Topic 4)

You have an Azure environment.

You need to identify any Azure configurations and workloads that are non-compliant with ISO 27001 standards. What should you use?

A. Azure Sentinel

B. Azure Active Directory (Azure AD) Identity Protection
C. Azure Security Center

D. Azure Advanced Threat Protection (ATP)

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-compliance-dashboard

NEW QUESTION 8

- (Exam Topic 4)

You have an Azure Active Din-dory (Azure AD) tenant named contoso.com that contains a user named Userl. You plan to publish several apps in the tenant.
You need to ensure that Userl can grant admin consent for the published apps.

Which two possible user roles can you assign to User! to achieve this goal? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. Application developer

B. Security administrator

C. Application administrator

D. User administrator

E. Cloud application administrator

Answer: CE

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/grant-admin-consent

NEW QUESTION 9

- (Exam Topic 4)

You have an Azure subscription.

You plan to create two custom roles named Rolel and Role2.

The custom roles will be used to perform the following tasks:

» Members of Rolel will manage application security groups.

» Members of Role2 will manage Azure Bastion. You need to add permissions to the custom roles.

Which resource provider should you use for each role? To answer, drag the appropriate resource providers to the correct roles. Each resource provider may be
used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Resource Providers Answer Area
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NEW QUESTION 10

- (Exam Topic 4)

You have an Azure subscription that contains three storage accounts, an Azure SQL managed instance named SQL and three Azure SQL databases. The storage
accounts are configured as shown in the following table.

SQ11 has the following settings:

* Auditing: On

« Audit tog destination: storagel

The Azure SQL databases are configured as shown in the following table.

Answer Area
Statements Yes No
Audit events for DB1 are written 1o storage 1
Audit events for DBZ2 are written 0 storage1 and storage.
Storagei can be used as an audit log destinabon for DB 3
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/azure-sgl/managed-instance/auditing-configure https://docs.microsoft.com/en-us/azure/azure-sql/database/auditing-
overview

NEW QUESTION 10
- (Exam Topic 4)
You have an Azure subscription that contains the virtual networks shown in the following table.

Name ~ Region | Description
HubViNet is a virtual network connected to the on-premises
network by using a site-to-site VPN that has BGP route
propagation enabled HubVNet contains a subnet named
HubVNetSubnetl
SpokeVNetis a virtual network connected to HubVNet by
et EastUS | using VNet peering Spoke'VNet contains a subnet named

'—:HH i:ﬁ'

[} g "
1 'H’_LI'\-!"E1 '-E':J#EH L

HubVMNet East US

The Azure virtual machines on SpokeVNetSubnetO can communicate with the computers on the on-premises network.
You plan to deploy an Azure firewall to HubVNet. You create the following two routing tables:
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> RT1: Includes a user-defined route that points to the private IP address of the Azure firewall as a next hop address

> RT2: Disables BGP route propagation and defines the private IP address of the Azure firewall as the default gateway
You need to ensure that traffic between SpokeVNetSubnetO and the on-premises network flows through the Azure firewall.

To which subnet should you associate each route table? To answer, drag the appropriate subnets to the correct route tables. Each subnet may be used once,
more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Subnets Answer Area

Azure FirewallSubnet
RT1:

GatewaySubnet
RT2:

HubVNetSubnet0

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Subnets Answer Area

' Azure FirewallSubnet |
— 1 RT1: |GatewaySubnet

'GatewaySubnet i |
I RTZ I HUbvNEtSUDHEtO I

HubVNetSubnet0) |

¢ —

NEW QUESTION 15

- (Exam Topic 4)

You have an Azure Sentinel workspace that has the following data connectors:
> Azure Active Directory Identity Protection

> Common Event Format (CEF)

> Azure Firewall
You need to ensure that data is being ingested from each connector.

From the Logs query window, which table should you query for each connector? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Azure Active Directory Identity Protection: v

|
AzureDiagnostics -

CommonSecuritylLog |
SecurityAlert I
SecurityEvent
Syslog |

Azure Firewall: v

AzureDiagnostics |
CommonSecuritylLog
SecurityAlert ,
SecurityEvent |
Syslog |
CEF: v

AzureDiagnostics |
CommonSecuritylLog
SecurntyAlert

Secuntykvent

Syslog

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, application, table Description automatically generated

NEW QUESTION 19

- (Exam Topic 4)

You plan to deploy Azure container instances.

You have a containerized application that validates credit cards. The application is comprised of two containers: an application container and a validation
container.

The application container is monitored by the validation container. The validation container performs security checks by making requests to the application
container and waiting for responses after every transaction.

You need to ensure that the application container and the validation container are scheduled to be deployedtogether. The containers must communicate to each
other only on ports that are not externally exposed.

What should you include in the deployment?

A. application security groups

B. network security groups (NSGSs)
C. management groups

D. container groups

Answer: D

Explanation:

Azure Container Instances supports the deployment of multiple containers onto a single host using a container group. A container group is useful when building an
application sidecar for logging, monitoring, or any other configuration where a service needs a second attached process.

Reference:

https://docs.microsoft.com/en-us/azure/container-instances/container-instances-container-groups

NEW QUESTION 22

- (Exam Topic 4)

You have an Azure subscription.

You plan to create a custom role-based access control (RBAC) role that will provide permission to read the Azure Storage account.
Which property of the RBAC role definition should you configure?

A. NotActions []

B. DataActions []

C. AssignableScopes []
D. Actions []

Answer: D

Explanation:
To ‘Read a storage account’, ie. list the blobs in the storage account, you need an ‘Action’ permission. To read the data in a storage account, ie. open a blob,
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you need a ‘DataAction’ permission.
Reference:
https://docs.microsoft.com/en-us/azure/role-based-access-control/role-definitions

NEW QUESTION 26

- (Exam Topic 4)

From the Azure portal, you are configuring an Azure policy.

You plan to assign policies that use the DeploylfNotExist, AuditifNotExist, Append, and Deny effects.
Which effect requires a managed identity for the assignment?

A. AuditlfNotExist
B. Append

C. DeploylfNotExist
D. Deny

Answer: C

Explanation:

When Azure Policy runs the template in the deploylfNotExists policy definition, it does so using a managed identity.
References:

https://docs.microsoft.com/bs-latn-ba/azure/governance/policy/how-to/remediate-resources

NEW QUESTION 28

- (Exam Topic 4)

Your company has an Azure subscription named Subl that is associated to an Azure Active Directory Azure (Azure AD) tenant named contoso.com.
The company develops a mobile application named Appl. Appl uses the OAuth 2 implicit grant type to acquire Azure AD access tokens.

You need to register Appl in Azure AD.

What information should you obtain from the developer to register the application?

A. aredirect URI

B. areply URL

C. akey

D. an application ID

Answer: A

Explanation:

For Native Applications you need to provide a Redirect URI, which Azure AD will use to return token
responses. References:
https://docs.microsoft.com/en-us/azure/active-directory/develop/v1-protocols-oauth-code

NEW QUESTION 32

- (Exam Topic 4)

You have 15 Azure virtual machines in a resource group named RGL1. All virtual machines run identical applications.
You need to prevent unauthorized applications and malware from running on the virtual machines. What should you do?

A. Configure Azure Active Directory (Azure AD) Identity Protection.

B. From Microsoft Defender for Cloud, configure adaptive application controls.
C. Apply an Azure policy to RGI.

D. Apply a resource lock to RGI.

Answer: B

Explanation:

Microsoft Defender for Cloud helps you prevent, detect, and respond to threats. Defender for Cloud gives you increased visibility into, and control over, the security
of your Azure resources. It provides integrated security monitoring and policy management across your Azure subscriptions. It helps detect threats that might
otherwise go unnoticed, and works with a broad ecosystem of security solutions.

Defender for Cloud helps you optimize and monitor the security of your virtual machines by:

> Providing security recommendations for the virtual machines. Example recommendations include: app system updates, configure ACLs endpoints, enable
antimalware, enable network security groups, and apply disk encryption.

> Monitoring the state of your virtual machines.
https://learn.microsoft.com/en-us/azure/security/fundamentals/virtual-machines-overview

NEW QUESTION 35
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

Name Member of
| Userl Sroup
| User: aroupZ
}"' ) = I =T F “".: —— o
| Users Lbroup i, GroupZ

From Azure AD Privileged Identity Management (PIM), you configure the settings for the Security Administrator role as shown in the following exhibit.

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full az-500 dumps in VCE and PDF From SurePassExam
Ll SurePass https://www.surepassexam.com/az-500-exam-dumps.html (377 New Questions)

Settings 0O X
Assignment
W | Alloaw permanent eligible assignment
L

v | Allow permanent active assignment

Require Azure Multi-Factor Authentication on active assignmeent

| Require justthcahion on active assignment

Activation
Acthation maxmum duration (hours)
---O o = Sy b ) B 0 DS S S B 1T o) T 5

Require Azure Multi-Factor Authentication on activation

Requwre justthcation on actrvation

Reqguwre bicket information on activation

Require approval to activate

From PIM, you assign the Security Administrator role to the following groups:
> Groupl: Active assignment type, permanently assigned
> Group2: Eligible assignment type, permanently eligible

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No

User1 can only activate the Security Administrator role in O

O

five hours.

If User2 activates the Security Administrator role, the user ® \
will be assigned the role immediately. s et
User3 can activate the Security Administrator role. O 0O

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

Eligible Type: A role assignment that requires a user to perform one or more actions to use the role. If a user has been made eligible for a role, that means they
can activate the role when they need to perform privileged tasks. There's no difference in the access given to someone with a permanent versus an eligible role
assignment. The only difference is that some people don't need that access all the time.

You can choose from two assignment duration options for each assignment type (eligible and active) when you configure settings for a role. These options become
the default maximum duration when a user is assigned to the role in Privileged Identity Management.

Use the Activation maximum duration slider to set the maximum time, in hours, that a role stays active before it expires. This value can be from one to 24 hours.
Box 2: Yes

Active Type: A role assignment that doesn't require a user to perform any action to use the role. Users assigned as active have the privileges assigned to the role
Box 3: Yes

User3 is member of Group2. Reference:

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure https://docs.microsoft.com/bs-cyrl-ba/azure/active-
directory/privileged-identity-management/pim-resource-roles

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



I-‘_V|Sure Pa&s

Recommend!! Get the Full az-500 dumps in VCE and PDF From SurePassExam
https://www.surepassexam.com/az-500-exam-dumps.html (377 New Questions)

NEW QUESTION 38
- (Exam Topic 4)

You are troubleshooting a security issue for an Azure Storage account.

You enable the diagnostic logs for the storage account. What should you use to retrieve the diagnostics logs?

A. the Security & Compliance admin center
B. SQL query editor in Azure
C. File Explorer in Windows

D. AzCopy
Answer: D

Explanation:
References:

https://docs.microsoft.com/en-us/azure/storage/common/storage-analytics-logging?toc=%2fazure%?2fstorage%?2

NEW QUESTION 41

- (Exam Topic 4)
You have an Azure subscription that contains the resources shown in the following table.
Name Type
RG1 Resource group
VM1 Virtual machine

You perform the following tasks:

Create a managed identity named Managedl. Create a Microsoft 365 group named Groupl.

You need to identify which service principals were created and which identities can be assigned the Reader role for RG1. What should you identify? To answer,

select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Service Principles:

Identities:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Sermvice Principles:

App1 only
Managed1 and VM1 only
Managed1, VM1, and App1 only

Managed1, VM1, App1, and Group1

v

App1 only
Managed1 and VM1 only
Managed1, VM1, and App1 only

Managed1, VM1, App1, and Group1

v

App1 only

Managed1, VM1, and App1 only |

Identities:

NEW QUESTION 45

ManagedT, VMT, AppT, and Group1

v

App1 only

[[Managed1 and VM1 only ]
anagedi, ,an p1 only

Managed1, VM1, App1, and Group1
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- (Exam Topic 4)
You have an Azure subscription that contains the virtual machines shown in the following table.

Name Operating system
VM1 Windows Server 2016
VM2 Ubuntu Server 18.04 LTS

From Azure Security Center, you turn on Auto Provisioning. You deploy the virtual machines shown in the following table.

Name Operating system
VM3 Windows Server 2016
VM4 Ubuntu Server 18.04 LTS

On which virtual machines is the Log Analytics agent installed?

A. VM3 only

B. VM1 and VM3 only

C. VM3 and VM4 only

D. VM1, VM2, VM3, and VM4

Answer: D

Explanation:

When automatic provisioning is On, Security Center provisions the Log Analytics Agent on all supported Azure VMs and any new ones that are created.
Supported Operating systems include: Ubuntu 14.04 LTS (x86/x64), 16.04 LTS (x86/x64), and 18.04 LTS (x64) and Windows Server 2008 R2, 2012, 2012 R2,
2016, version 1709 and 1803

Reference:

https://docs.microsoft.com/en-us/azure/security-center/security-center-enable-data-collection

NEW QUESTION 50

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant and a root management group. You create 10 Azure subscriptions and add the subscriptions to the rout
management group.

You need to create an Azure Blueprints definition that will be stored in the root management group. What should you do first?

A. Add an Azure Policy definition to the root management group.

B. Modify the role-based access control (RBAC) role assignments for the root management group.
C. Create a user-assigned identity.

D. Create a service principal.

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/role-based-access-control/elevate-access-global-admin

NEW QUESTION 52

- (Exam Topic 4)

Your network contains an Active Directory forest named contoso.com. The forest contains a single domain. You have an Azure subscription named Subl that is
associated to an Azure Active Directory (Azure AD)

tenant named contoso.com.

You plan to deploy Azure AD Connect and to integrate Active Directory and the Azure AD tenant. You need to recommend an integration solution that meets the
following requirements:

Ensures that password policies and user logon restrictions apply to user accounts that are synced to the Tenant Minimizes the number of servers required for the
solution.

Which authentication method should you include in the recommendation?

A. federated identity with Active Directory Federation Services (AD FS)
B. password hash synchronization with seamless single sign-on (SSO)
C. pass-through authentication with seamless single sign-on (SSO)

Answer: C

Explanation:

* 1. Ensures that password policies and user logon restrictions apply to user accounts that are synced to the tenant
>> Pass-Through Authentication enforce on-premises user account states, password policies, and sign-in hours.

* 2. Minimizes the number of servers required for the solution.

>> Pass-through needs a lightweight agent to be installed one (or more) on-premises servers.

>> PW Hash also require installing Azure AD Connect on your existing DC.

NEW QUESTION 53
- (Exam Topic 4)
Your on-premises network contains the servers shown in the following table.
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Name 'Opcutnng system Description

¥ i § g

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Fae fa e w

l

|

NEW QUESTION 58

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Subscription. The subscription contains 50 virtual machines that run Windows Server 2012 R2 or Windows Server 2016.

You need to deploy Microsoft Antimalware to the virtual machines. Solution: You add an extension to each virtual machine.

Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

You can use Visual Studio to enable and configure the Microsoft Antimalware service. This entails selecting Microsoft Antimalware extension from the dropdown
list under Installed Extensions and click Add to configure with default antimalware configuration.

References:

https://docs.microsoft.com/en-us/azure/security/fundamentals/antimalware

NEW QUESTION 63
- (Exam Topic 4)
You have an Azure Storage account that contains a blob container named containerl and a client application named Appl.
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You need to enable Appl access to containerl by using Azure Active Directory (Azure AD) authentication.
What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

From Azure AD: v

Register App1

Create an access package
Implement an application proxy
Modify the authentication methods

From the storage account v

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

Add a private endpoint

Regenerate the access key

Configure Access control (IAM).

Generate a shared access signature (SAS)

https://azure.microsoft.com/en-in/blog/announcing-the-preview-of-aad-authentication-for-storage/ https://github.com/MicrosoftDocs/azure-
docs/blob/master/articles/storage/common/storage-auth-aad-rbac-portal

NEW QUESTION 64
- (Exam Topic 4)

You have an Azure subscription that uses Azure Active Directory (Azure AD) Privileged Identity Management (PIM).
A PIM user that is assigned the User Access Administrator role reports receiving an authorization error when performing a role assignment or viewing the list of

assignments.

You need to resolve the issue by ensuring that the PIM service principal has the correct permissions for the subscription. The solution must use the principle of

least privilege.

Which role should you assign to the PIM service principle?

A. Contributor

B. User Access Administrator

C. Managed Application Operator
D. Resource Policy Contributor

Answer: B

NEW QUESTION 69
- (Exam Topic 4)

You plan to implement an Azure function named Functionl that will create new storage accounts for containerized application instances.

You need to grant Functionl the minimum required privileges to create the storage accounts. The solution must minimize administrative effort.
What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Assign role to:

v

A group account
A system-assigned managed identity
A user account

A user-assigned managed identity

Role assignment to create:

Built-in role assignment
Classic administrator role assignment

Custom role-based access control (RBAC) role assignment

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview https://docs.microsoft.com/en-us/azure/active-
directory/managed-identities-azure-resources/howto-assign-access

NEW QUESTION 74

- (Exam Topic 4)

Your company has an Active Directory forest with a single domain, named weylandindustries.com. They also have an Azure Active Directory (Azure AD) tenant
with the same name.

After syncing all on-premises identities to Azure AD, you are informed that users with a givenName attribute starting with LAB should not be allowed to sync to
Azure AD.

Which of the following actions should you take?

A. You should make use of the Synchronization Rules Editor to create an attribute-based filtering rule.

B. You should configure a DNAT rule on the Firewall.

C. You should configure a network traffic filtering rule on the Firewall.

D. You should make use of Active Directory Users and Computers to create an attribute-based filtering rule.

Answer: A

Explanation:
Use the Synchronization Rules Editor and write attribute-based filtering rule. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-change-the-configuration

NEW QUESTION 76

- (Exam Topic 4)

You have an Azure subscription that contains a resource group named RG1 and a security group named ServerAdmins. RG1 contains 10 virtual machines, a
virtual network named VNET1, and a network security group JNSG) named NSG1. ServerAdmins can access the virtual machines by using RDP.

You need to ensure that NSG1 only allows RDP connections to the virtual machines for a maximum of 60 minutes when a member of ServerAdmins requests
access.

What should you configure?

A. an Azure policy assigned to RGI

B. ajust in time (JIT) VM access policy in Microsoft Defender for Cloud
C. an Azure AD Privileged Identity Management (PiM) role assignment
D. an Azure Bastion host on VNET1

Answer: B

NEW QUESTION 81

- (Exam Topic 4)

You have an Azure subscription that contains the following Azure firewall:

* Name: Fwl

* Azure region: UK West

* Private IP address: 10.1.3.4

* Public IP address: 23.236.62.147

The subscription contains. The virtual networks shown in the following table.

Name Location IP address space Peered with
I'l'ﬂle: 1 |\_ I_: ‘.'.'e-:';'_ 1 ? 1 _1: : I: ':' Ihlr-l':f..:
Vnet2 | East US 10.2.0.0/16 vnetl, Vnets
Vnet3 West US 10.3.0.0/1¢ vnets

The subscription contains the subnets shown in the following table.

Name Virtual network IP address range
Subnet!-1 Vnet1 10.1.1.0/24
Subnet!-2 Vnetl 10.1.2.0/24
AzurefirewallSubnet | Vnetl 10.1.3.0/24
Subnetl-1 Vnetl 10.2.1.0/24
Subnet3-1 Vnet3 10.3.1.0/24

The subscription contains the routes shown in the following table.

Name Subnet IP address Next hop type Next hop IP address
prefix

Rt1 Subnet1-1 | 0.0.0.0/C Virtual apphiance 10.1.3.4

Rt Subnet1-2 10.1.1.0/24 Virtual apphiance 10.1.3.4

Rt3 Subnet2-1 10.1.1.0/24 Virtual appliance 10.1.34

Rtd Su T-1-1::—' 10.2.1.0/24 ‘ Virtua -ED;:__‘*.-"ZE- 10.1 :"TI [

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 82

Statements Yes
Traffic from Subnet1-1 to Subnet 1-215 routed through
Traf om Subnat? Subnet 1-1 15 routed through F
- al,. ' AT ¥ + |.'-I11-'| "r:-' route A i |||-
Statements Yes
-‘II fremm Sybnat “‘E-..i.":'.':'ll'\_ routed through F
Traffic from Subnat2-1 10 Subnet routed through Fw

- (Exam Topic 4)
You have an Azure subscription named Sub1 that contains the resources shown in the following table.
. Resource
Name Type Region
group
Sal Azure Storage account East US RG1
VM1 Azure virtual machine East US RG2
KV1 Azure key vault East US 2 RG1
SQlL1 Azure SQL database East US 2 RG2

You need to ensure that you can provide VM1 with secure access to a database on SQL1 by using a contained database user.

What should you do?

A. Enable a managed service identity on VM1.

B. Create a secret in KV1.

C. Configure a service endpoint on SQL1.

D. Create a key in KV1.

Answer: B

Explanation:

https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/tutorial-windows-vm

NEW QUESTION 83
- (Exam Topic 4)

You are configuring just in time (JIT) VM access to a set of Azure virtual machines.
You need to grant users PowerShell access to the virtual machine by using JIT VM access. What should you configure? To answer, select the appropriate options
in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Permission that must be granted to users on VM: |Read
Update
Rty
Wnite
CP port that must be allowed: |22
25
1389
5086
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A. Mastered
B. Not Mastered

Answer: A
Explanation:

* 1. Read permission
* 2. 5986

https://docs.microsoft.com/en-us/azure/security-center/just-in-time-explained#what-permissions-are-needed-to-c

NEW QUESTION 87
- (Exam Topic 4)

You have an Azure subscription that contains an Azure key vault named ContosoKeyl. You create users and aSS|gn them roles as shown in the following table.

Name | Subscription role assignment | ContosoKey1 role assignment
| Userl | Owner None

User? Secunty Admin I None
' User3 H ne | User Access Administrator
| Userd | None | Key Vault Contributor

i

You need to identify which users can perform the following actions:
> Delegate permissions for ContsosKeyl.
> Configure network access to ContosoKeyl.

Which users should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Delegate permissions for ContosoKey1

v

User1 only

User1 and User2 only

User1 and User3 only

User1 and User4 only

User1, User2, and User3 only
User1, User2, User3, and User4

Configure network access to ContosoKey1

v

User1 only

User1 and User2 only

User1 and User3 only

User1 and User4 only

User1, User2, and User3 only
User1, User2, User3, and User4

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-gb/azure/key-vault/general/rbac-guide

NEW QUESTION 91
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant. The tenant contains users that are assigned Azure AD Premium Plan 2 licenses.
You have an partner company that has a domain named The fabrikam.com domain contains a user named user'. User' has an email address of

userl@tabrikam.com.

You to provide Userl with to the resources in the tenant The solution must meet the following requirements: =» userl must be able to sign in by using the

userl@fabrikam.com credentials
> You must be able to grant Userl access to the resources in the tenant

> Administrative effort must be minimized.
What should you do?

A. Create a user account for userl.
B. Create an invite for Userl.
C. To the tenant add fabrikamcom as a custom domain

D. Set Enable guest self-service sign up via user flows to Yes for the tenant.

Answer: B

NEW QUESTION 95

- (Exam Topic 4)

Lab Task

use the following login credentials as needed:
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To enter your username, place your cursor in the Sign in box and click on the username below.
To enter your password. place your cursor in the Enter password box and click on the password below. Azure Username: Userl -28681041@ExamUsers.com

Azure Password: GpOAe4@IDg

If the Azure portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.

The following information is for technical support purposes only: Lab Instance: 28681041

Task 7

You need to collect all the audit failure data from the security log of a virtual machine named VM1 to an Azure Storage account. To complete this task, sign in to

the Azure portal.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
To collect all the audit failure data from the security log of a virtual machine named VM1 to an Azure Storage account, you can follow these steps:

> In the Azure portal, search for and select the virtual machine named VM1.
> In the left pane, select Diagnostic settings.

> Select Add diagnostic setting.

> In the Add diagnostic setting pane, enter the following information:
> Name: Enter a name for the diagnostic setting.

> Destination: Select Storage account.

> Storage account: Select the storage account you want to use.

> Logs: Select Windows Event Logs.

> Categories: Select Security.

> Event types: Select Audit Failure.

> Select Save.

NEW QUESTION 97

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You use Azure Security Center for the centralized policy management of three Azure subscriptions. You use several policy definitions to manage the security of
the subscriptions.

You need to deploy the policy definitions as a group to all three subscriptions.

Solution: You create a resource graph and an assignment that is scoped to a management group. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
References:
https://docs.microsoft.com/en-us/azure/governance/management-groups/create

NEW QUESTION 100

- (Exam Topic 4)

You onboard Azure Sentinel. You connect Azure Sentinel to Azure Security Center.

You need to automate the mitigation of incidents in Azure Sentinel. The solution must minimize administrative effort.
What should you create?

A. an alert rule
B. a playbook

C. a function app
D. a runbook

Answer: B
NEW QUESTION 103

- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the resources shown in the following table.

Name Type
| User] | User
User? User
User3 [ User
Groupl Security group
Group? | Security group
Appl | Enterprise application

User2 is the owner of Group2.
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The user and group settings for Appl are configured as shown in the following exhibit.
& fdd user P =2 Columns Got feedback?

0 The application will appear on the access panel for assigned users. Set visible to users? to no in properties to prevent this. =

-

DISPLAY MAME OBJECT TYPE ROLE ASSIGNED
@ ni Group Default Access
You enable self-service application access for Appl as shown in the following exhibit.
Allow users to request access to this Y Nt
apphication?

To which group should assigned users be

added? Select group y
Require approval before granting access m Ne

to this apphcation?

Who 15 allowed to approve access to this

application? Select approveds )

1 users selected

To which role should users be assigned in
this application?

User3 is configured to approve access to Appl.

You need to identify the owners of Group2 and the users of Appl.

What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Group2 owners: w

User2 only

User3 only

Userl and User2 only
User2 and User3 only
Userl, User2, and User3

Appl users: v

Groupl members only

Group2 members only

Groupl and Group2 members only

Groupl and Group2 members and Userl only
Groupl and Group2 members, Userl, and User3 only

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/manage-self-service-access

NEW QUESTION 108

- (Exam Topic 4)

You have an Azure subscription that contains the virtual machines shown in the following table.
__Name | Resourcegroup |  Status
VM1 | RGT Stopped (Deallocated) ]

VM2 | RG2 | Stopped (Deallccated)

You create the Azure policies shown in the following table.
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| Policy definition | Resourcetype | Scope
Not allowed virtualMachines RG1
| resource types _ _
Allowed resource virtualMachines RG2
 lypes
You create the resource locks shown in the following table.
__Name | Type __Created on_
Lock1 Read-only | VM1
Lock2 Read-only | RG2

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
You can start VM1. O O
You can start VM2 O @
You can create a virtual machine in RG2 L) O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking

NEW QUESTION 113

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You use Azure Security Center for the centralized policy management of three Azure subscriptions. You use several policy definitions to manage the security of
the subscriptions.

You need to deploy the policy definitions as a group to all three subscriptions.

Solution: You create a policy definition and assignments that are scoped to resource groups. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
References:
https://4sysops.com/archives/apply-governance-policy-to-multiple-azure-subscriptions-with-management-group

NEW QUESTION 116

- (Exam Topic 4)

You have an Azure subscription that contains the resources shown in the following table.
Name Type

A ate

SQL1 has the following configurations:

* Auditing: Enabled

« Audit log destination: storagel, Workspacel DB1 has the following configurations:

* Auditing: Enabled

« Audit log destination: storage2 DB2 has auditing disabled.

Where are the audit logs for DB1 and DB2 stored? To answer, select the appropriate options in the answer area
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NOTE: Each correct selection is worth one point.

Answer Area

081 Is?;uqél storagel and Workspace | ?_-)]
storagel only

082 storagel and Workspacel onb
storage and Workspacel only

oB2 I_'.'-'L‘hrhhp.]-'.'t'l only F]

NO audit jogs Created
slorage 1 only

storage ) ang Workspace
A. Mastered
B. Not Mastered
Answer: A

Explanation:

Answer Area

o {Sfur.i.ifl storagel. and Workspace! }‘-J
storagel ony

ngy. |Sloragel ang Workspacel only

sl and \Werkcnaze L onky

DB2 [ Workipace ! only 'ﬂua"l
NO audit logs created
(A TaTE Tar NLTL )

storage | and Workspace!

NEW QUESTION 121
- (Exam Topic 4)
You have Azure virtual machines that have Update Management enabled. The virtual machines are configured as shown in the following table.

Name Operating system Region ._Resource group |

(VM1 | WindowsServer2012 =~ |EastUS =~~~ |RGT |
VM2 Windows Server 2012 R2 West US RG1
VM3 Windows Server 2016 West US RG2

VM4 | Ubuntu Server 1804LTS | WestUS ___|RG2 —
VMS Red Hat Enterprise Linux 7.4 EastUS | RG1
VME CentOS 7.5 EastUS | RG1

You schedule two update deployments named Updatel and Update2. Updatel updates VM3. Update2 updates VM6.

Which additional virtual machines can be updated by using Updatel and Update2? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Update1 v

VM2 only

VM4 only

VM1 and VM2 only

VM1, VM2, VM4 VM5, and VM6

Update2 v

VM5 only

VM1 and VM5 only

VM4 and VM5 only

VM1, VM2 and VM5 only

VM1, VM2 VM3, VM4, and VM5
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Updatel: VM1 and VM2 only

VM3: Windows Server 2016 West US RG2 Update2: VM4 and VM5 only
VM6: CentOS 7.5 East US RG1

For Linux, the machine must have access to an update repository. The update repository can be private or public.
References:

https://docs.microsoft.com/en-us/azure/automation/automation-update-management

NEW QUESTION 124

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains two administrative units named AU1 and AU2.
Users are assigned to the administrative units as shown in the following table.

| _User name | Member of |
- 1
!
o [
Answer Area
Statements Yes
Admini can reset the password of Userl
D
-
AdminZ can reset the password of User3
Admani can reset the password of Adming
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes
Admin] can reset the password of Userl |
» y
Admin2 can reset the password of User? '
Admin3 can reset the password of Admund

NEW QUESTION 129
- (Exam Topic 4)
Your on-premises network contains the servers shown in the following table.

Name | Operating system | Description

MNo

No

You have an Azure subscription that contains multiple virtual machines that run either Windows Server 2019 or SLES. You plan to implement adaptive application
controls in Microsoft Defender for Cloud. Which operating systems and platforms can you monitor? To answer, select the appropriate options in the answer

area.
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Operating systems: | -

SLES only ¥ =
Wingdows Server only

SLES and Windows Server

Platforms: | b hd
Azure wirtual machines only | hese e the selections for Plathon
Azure wirtual machines and Hyper-\ wrtual machines only
Azure Arc-enabled servers and Azure wvirtual machines only

Agure wrtual machines, Hyper-Y wirtual machunes, and Azure Arc-enabled senvers

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Operating systems: | T i -
SLES only F, -
| Windows Server only _ '
SLES and Windows Server
Platforms: | - |

¢ Azure wirtual machines only

Azure virtual machines and Hyper-V wvirtual machines only
Azure Arc-enabled servers and Azure virtual machines anly

Azure virtual machines, Hyper-VY virtual machines, and Azure Arc-enabled servers

NEW QUESTION 132

- (Exam Topic 4)

Your on-premises network contains a Hyper-V virtual machine named VM1. You need to use Azure Arc to onboard VM1 to Microsoft Defender for Cloud. What
should you install first?

A. the Azure Monitor agent

B. the Azure Connected Machine agent
C. the Log Analytics agent

D. the guest configuration agent

Answer: B

NEW QUESTION 135

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Subscription named Subl.

You have an Azure Storage account named Sal in a resource group named RG1.

Users and applications access the blob service and the file service in Sal by using several shared access signatures (SASs) and stored access policies.

You discover that unauthorized users accessed both the file service and the blob service. You need to revoke all access to Sal.

Solution: You generate new SASs. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

Instead you should create a new stored access policy.

To revoke a stored access policy, you can either delete it, or rename it by changing the signed identifier. Changing the signed identifier breaks the associations
between any existing signatures and the stored access policy. Deleting or renaming the stored access policy immediately affects all of the shared access
signatures associated with it.

References:
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https://docs.microsoft.com/en-us/rest/api/storageservices/Establishing-a-Stored-Access-Policy

NEW QUESTION 140

- (Exam Topic 4)

You have an Azure subscription named Subl.

You have an Azure Active Directory (Azure AD) group hamed Groupl that contains all the members of your IT team.

You need to ensure that the members of Groupl can stop, start, and restart the Azure virtual machines in Subl. The solution must use the principle of least
privilege.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

| Answer Area
Actions

| Create a JSON file.

Run the Update-AzureRmManagementGroup cmdlet.

Create an XML file.

Run the New-AzureRmRoleDefinition cmdlet,

e — S —=m — e — —

Run the New-AzureRmRoleaAssignment cmdlet.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:
https://www.petri.com/cloud-security-create-custom-rbac-role-microsoft-azure

NEW QUESTION 144

- (Exam Topic 4)

You have an Azure Container Registry named ContReg1 that contains a container image named imagel. You enable content trust for ContRegl.
After content trust is enabled, you push two images to ContReg1l as shown in the following table.

Name | : Details

n 5 w = H _— w - ¥ i
ished with chient ntes rust enabled

|
eaFTal-F Ty e T=RT T 1 & aT=To T hiamt mftanT ct . | e
45 AT WY - + X i WY n 1 R £ rus il 1L

Which images are trusted images?

A. imagel and image2 only
B. image2 only
C. imagel, image2, and image3

Answer: B

Explanation:

Azure Container Registry implements Docker's content trust model, enabling pushing and pulling of signed images.

To push a trusted image tag to your container registry, enable content trust and push the image with docker push.

To work with trusted images, both image publishers and consumers need to enable content trust for their Docker clients. As a publisher, you can sign the images
you push to a content trust-enabled registry.

Reference:

https://docs.microsoft.com/en-us/azure/container-registry/container-registry-content-trust

NEW QUESTION 147

- (Exam Topic 4)

Your network contains an on-premises Active Directory domain hamed contoso.com. The domain contains a user named Userl.

You have an Azure subscription that is linked to an Azure Active Directory (Azure AD) tenant named contoso.com. The tenant contains an Azure Storage account
named storagel. Storagel contains an Azure file share named sharel.

Currently, the domain and the tenant are not integrated.

You need to ensure that Userl can access sharel by using his domain credentials.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.
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Actions Answer Area

Create a private link to storagel.

Enable Active Directory Domain Services
(AD DS) authentication on storagel.

Implement Azure AD Connect.

Create a service endpoint to storagel.

Assign share-level permissions for sharel.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-compliance-dashboard

NEW QUESTION 150

- (Exam Topic 4)

You have an Azure Sentinel deployment.

You need to create a scheduled query rule named Rulel. What should you use to define the query rule logic for Rulel1?

A. a Transact-SQL statement
B. a JSON definition

C. GraphQL

D. a Kusto query

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom

NEW QUESTION 153

- (Exam Topic 4)
You have an Azure subscription and the computers shown in the following table.
Name Operating system Description
VM1 Windows Server 2012 R2 Azure virtual machine
VM2 Red Hat Enterprise Linux Azure virtual machine
(RHEL) 8.2
Server] NMindows Server 2019 On-premises physical computer connected
to Microsoft Defender for Cloud
VMSS51_0 | Windows Server 2022 Azure virtual machine in a virtual machine
scale set

You need to perform a vulnerability scan of the computers by using Microsoft Defender for Cloud. Which computers can you scan?

A. VM1 only

B. VM1 and VM2 only

C. Serverl and VMSS1.0 only

D. VM1, VM2, and Serverl only

E. VM1, VM2, Serverl, and VMSS1.0

Answer: A

NEW QUESTION 154
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant. You have the deleted objects shown in the following table.
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Name Type Deleted on
Group1 Security group Apnl 5, 2020
Group?2 Office 365 group April 5, 2020
User1 User March 25, 2020
User2 User April 30, 2020

On May 4, 2020, you attempt to restore the deleted objects by using the Azure Active Directory admin center. Which two objects can you restore? Each correct
answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Groupl
B. Group2
C. User2
D. Userl

Answer: BC

Explanation:

Deleted users and deleted Office 365 groups are available for restore for 30 days. You cannot restore a deleted security group.
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-restore-deleted

NEW QUESTION 159
- (Exam Topic 4)
You have the Azure Information Protection conditions shown in the following table.

Name Pattern Case sensitivity
Condition1 White On
Condition2 Black Off

ou have the Azure Information Protection labels shown in the following table.

' Name | Appliesto | Uselabel | Setthe default label |

| Global | Not applicable | None __|None N |
Policy 1 User1 | Label1 None |
|Policy2  [Useri | Label2 | None

You need to identify how Azure Information Protection will label files.
What should you identify? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

If User1 creates a Microsoft Word file that includes the text
‘Black and White’, the file will be assigned: No label

Label1 only
Label2 only
Label1 and Label2

If User1 creates a Microsoft Notepad file that includes the
text “Black or white”, the file will be assigned:

No label

Label1 only
Label2 only

Label1 and Label2

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: Label 2 only
How multiple conditions are evaluated when they apply to more than one label

> The labels are ordered for evaluation, according to their position that you specify in the policy: The label positioned first has the lowest position (least sensitive)
and the label positioned last has the highest position (most sensitive).

> The most sensitive label is applied.
> The last sublabel is applied.
Box 2: No Label

Automatic classification applies to Word, Excel, and PowerPoint when documents are saved, and apply to Outlook when emails are sent. Automatic classification
does not apply to Microsoft Notepad.
References:

https://docs.microsoft.com/en-us/azure/information-protection/configure-policy-classification
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NEW QUESTION 163

- (Exam Topic 4)

You have 20 Azure subscriptions and a security group named Groupl. The subscriptions are children of the root management group.
Each subscription contains a resource group named RG1.

You need to ensure that for each subscription RG1 meets the following requirements:

> The members of Groupl are assigned the Owner role.

> The modification of permissions to RG1 is prevented.
What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Configure role-based access control (RBAC) v

role assignments by using Azure Bluepnnts
Azure Policy
Azure Secunty Center
Prevent the modification of permissions to v
RG1 by using A resource lock
A role-based access control (RBAC) role assignment
at the resource group level
Azure Bluepnint assignments in locking mode
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Configure role-based access control (RBAC) v
role assignments by using Azure Blueprints |
Azure Policy
Azure Security Center
Prevent the modification of permissions to v
RG1 by using A resource lock

[ A role-based access control (RBAC) role assignment
atthe resource group level
Azure Bluepnnt assignments in locking mode

NEW QUESTION 164

- (Exam Topic 4)

You have an Azure subscription that contains a user named UseR1. You need to ensure that UseR1 can perform the following tasks:
* Create groups.

* Create access reviews for role-assignable groups.

* Assign Azure AD roles to groups.

The solution must use the principle of least privilege. Which role should you assign to Userl1?

A. Groups administrator

B. Authentication administrator

C. Identity Governance Administrator
D. Privileged role administrator

Answer: C

NEW QUESTION 165

- (Exam Topic 4)

You have an Azure subscription that contains an Azure SQL server named SQL1. SQL1 contains. You need to use Microsoft Defender for Cloud to complete a
vulnerability assessment for DB1. What should you do first?

A. From Advanced Threat Protection types, select SQL injection vulnerability.
B. Configure the Send scan report to setting.

C. Set Periodic recurring scans to ON.

D. Enable the Microsoft Defender for SQL plan.

Answer: A

NEW QUESTION 170
- (Exam Topic 4)
You have an Azure subscription that contains the subnets shown in the following table.
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Name | Virtual network |  Location

el ] Vil | WWEET U5
Subrat12 | WNetd West US
po—_— = ——— - —— - ———
Subretl? | WiNetl | West JS

The subscription contains Azure web app named WebAppl that has the following configurations.

* Region West Us

* Virtual network VNetl

* VNet integration on: Enabled

* Outbound subnet: Subnet11

* Windows plan (West US): ASP1

You plan to deploy an Azure web app named WebApp2 that will have the following settings:

* Region: West US

* VNet integration on-Enabled

* Windows plan (West UAS): WebApp2?

To which subnets can you integrate WebApp2?

A. Subnetll only

B. Subnet2 only

C. Subnetl1 or subnet12 only

D. Subnet2 or Subnet21 only

E. Subnetl1, subnet2, or Subnet21

Answer: C

NEW QUESTION 174
- (Exam Topic 4)

You have an Azure subscription named Sub 1 that is associated to an Azure Active Directory (Azure AD) tenant named contoso.com. The tenant contains the

users shown in the following table.

Name Role
Jser slobal admimistrator
L *n:-_: -‘_;-.--.I..l ‘.'.q admin :‘.:F‘.l [

CEr +ECUMTY reacer
cerd License admirstraton

Each user is assigned an Azure AD Premium P2 license.
You plan lo onboard and configure Azure AD identity Protection.

Which users can onboard Azure AD ldentity Protection, remediate users, and configure policies? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point
Answer Area

Lsers who can onboard Azure AD Identity Protection:

Users who can remediate wsers and configure policies,

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Users who can onboard Azure AD Identity Protection:”

Users who can remediate users and configure policies:

Tusert and Dser? only —
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NEW QUESTION 179

- (Exam Topic 4)

You have an Azure subscription.

You need to deploy an Azure virtual WAN to meet the following requirements:

* Create three secured virtual hubs located in the East US, West US, and North Europe Azure regions.
* Ensure that security rules sync between the regions. What should you use?

A. Azure Firewall Manager

B. Azure Virtual Network Manager
C. Azure Network Function Manager
D. Azure Front Door

Answer: A
NEW QUESTION 180

- (Exam Topic 4)
You have an Azure subscription that contains the virtual networks shown in the following table.

Name Region Subnet
VNET1 West US Subnet11 and Subnet12
VNET2 West US 2 Subnet21
VNET3 East US Subnet31

The subscription contains the virtual machines shown in the following table.

Name Network interface Connected to
VM1 NIC1 Subnetll
VM2 NIC2 Subnetll
VM3 NIC3 Subnetl2
VM4 NIC4 Subnet21
VM5 NIC5 Subnet31

On NIC1, you configure an application security group named ASG1. On which other network interfaces can you configure ASG1?

A. NIC2 only

B. NIC2, NIC3, NIC4, and NIC5
C. NIC2 and NIC3 only

D. NIC2, NIC3, and NIC4 only

Answer: C

Explanation:

Only network interfaces in NVET1, which consists of Subnetll and Subnetl12, can be configured in ASG1, as all network interfaces assigned to an application
security group have to exist in the same virtual network that the first network interface assigned to the application security group is in.

Reference:
https://azure.microsoft.com/es-es/blog/applicationsecuritygroups/

NEW QUESTION 181

- (Exam Topic 4)

You have an Azure subscription that contains the resources shown in the following table.
Name Type

e '-‘. e star arc 33 =alar

You plan to deploy an Azure Private Link service named APL1. Which resource must you reference during the creation of APL1?

A. VMSS1
B. VM1
C.SQL
D.LB1

Answer: D

NEW QUESTION 186
- (Exam Topic 4)
You have an Azure subscription that contains the virtual machines shown in the following table.
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Name | Connected to

Private IP address

Public IP address |

VM1 VNET 1/Subnet

10.1.15

VML VNET1/Subnetl | 10.1.2.5.

. \ J
VM3 VINE

12/Subnet

10.11.15

40.122.155212

You have an Azure Cosmos DB account named cosmosl configured as shown in the following exhibit.

P
W ACOPSs Trom

| A M= TS

Statements

VM1 can access cosmos1 over the internet.

VM2 can access cosmos] over the internet.

VM3 can access cosmosT over the internet.

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Yes, Yes, No

NEW QUESTION 188
- (Exam Topic 4)

Yes No

You work at a company named Contoso, Ltd. that has the offices shown in the following table.

Name IP address space
Boston 180.15.10.0/24
Seattle 132.32.15.0/24

Contoso has an Azure Active Directory (Azure AD) tenant named contoso.com. All contoso.com users have Azure Multi-Factor Authentication (MFA) enabled. The
tenant contains the users shown in the following table.

Name User device Last sign-in During last sign-in, user selected
Don’t ask again for 14 days
Userl Devicel June 1 Yes
User2 Device2 June 3 No

The multi-factor settings for contoso.com are configured as shown in the following exhibit.
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multi-factor authentication

users  service settings

dpPp passow rdS (learn more)

@ Allow users to create app paswords to sign in to non-browser apps

Do not allow users to create app passwords to sign in to non-browser apps

trusted ips (earn more)
Skip multi-factor authentication for requests from federated users on my intranet
Skip multi-factor authentication for requests from following range of IP address subnets

180.15.10.0/24

verification options (earn more)

Methods available to users:
-all to phon
Text message to phone
Motification through mobile app
Verification code from mobile app or hardware token

remember multi-factor authentication earn more)

Allow users to remember multi-factor authentication on devices they trust
Days before a device must re-authenticate (1-60): ' 14

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No

When Userl signs in to Devicel from the Seattle office
on June 10, the user will be prompted for MFA. O O

When User2 signs in to Device2 from the Boston office
on June 5, the user will be prompted for MFA. O O

When Userl signs in to to a new device from the Seattle
office on June 7, the user will be prompted for MFA, O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Statements Yes No
When User1 signs in to Devicel from the Seattle office . - =
on June 10, the user will be prompted for MFA, f k:“ .
When User2 signs in to Device2 from the Boston office s =
on June 5, the user will be prompted for MFA., 'O 9,
When Userl signs in to to a new device from the Seattle ~ - =
office on June 7, the user will be prompted for MFA. A O

NEW QUESTION 191

- (Exam Topic 4)

Lab Task

Task 7

You need to ensure that connections through an Azure Application Gateway named Homepage-AGW are inspected for malicious requests.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Enable Web Application Firewall (WAF) for the application gateway. You can use the Azure portal, Azure PowerShell, or the Azure CLI to do this. You need to
select a WAF policy and a WAF mode for the application gateway. You can choose a predefined policy or create a custom policy with your own rules and
exclusions.

Configure WAF policy settings. You can use the Azure portal, Azure PowerShell, or the Azure CLI to do this. You need to select the managed rulesets and rule
groups that you want to enable or disable for the WAF policy. You can also configure custom rules to match specific patterns or conditions and take actions such
as blocking or logging requests.

Monitor WAF logs. You can use different types of logs in Azure to manage and troubleshoot the application gateway and the WAF policy. You can access some of
these logs through the portal, such as metrics and health probes. You can also export the logs to Azure Storage, Event Hubs, or Log Analytics and view them in
different tools, such as Azure Monitor, Excel, or Power BI.

NEW QUESTION 195

- (Exam Topic 4)

You have a web app hosted on an on-premises server that is accessed by using a URL of https://www.contoso.com. You plan to migrate the web app to Azure.
You will continue to use https://www.contoso.com. You need to enable HTTPS for the Azure web app. What should you do first?

A. Export the public key from the on-premises server and save the key as a P7b file.

B. Export the private key from the on-premises server and save the key as a PFX file that is encrypted by using TripleDES.
C. Export the public key from the on-premises server and save the key as a CER file.

D. Export the private key from the on-premises server and save the key as a PFX file that is encrypted by using AES256.

Answer: B

Explanation:
https://docs.microsoft.com/en-us/azure/app-service/configure-ssl-certificate#private-certificate-requirements

NEW QUESTION 196

- (Exam Topic 4)

Lab Task

use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password. place your cursor in the Enter password box and click on the password below. Azure Username: Userl -28681041@ExamUsers.com
Azure Password: GpOAe4@IDg

If the Azure portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.

The following information is for technical support purposes only: Lab Instance: 28681041

Task 9

You need to ensure that the rg1lod28681041n1 Azure Storage account is encrypted by using a key stored in the KeyVault28681041 Azure key vault.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
To ensure that the rg1lod28681041n1 Azure Storage account is encrypted by using a key stored in the KeyVault28681041 Azure key vault, you can follow these
steps:

> In the Azure portal, search for and select the storage account named rg110d28681041n1.
> In the left pane, select Encryption.

> In the Encryption pane, select Customer-managed key.

> In the Customer-managed key pane, select Select from Key Vault.
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> In the Select from Key Vault pane, enter the following information:
> Key vault: Select the KeyVault28681041 Azure key vault.

> Key: Select the key you want to use.

> Select Save.

NEW QUESTION 197

- (Exam Topic 4)

You plan to use Azure Resource Manager templates to perform multiple deployments of identically configured Azure virtual machines. The password for the
administrator account of each deployment is stored as a secret in different Azure key vaults.

You need to identify a method to dynamically construct a resource ID that will designate the key vault containing the appropriate secret during each deployment.
The name of the key vault and the name of the secret will be provided as inline parameters.

What should you use to construct the resource 1D?

A. a key vault access policy
B. a linked template

C. a parameters file

D. an automation account

Answer: C
Explanation:

https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/key-vault-parameter?tabs=azure-cli#r

NEW QUESTION 199
- (Exam Topic 4)
You have two Azure virtual machines in the East US2 region as shown in the following table.

' Name |  Operatingsystem | Type | Tier
VM1 Windows Server 2008 R2 A3 Basic
VM2 | Ubuntu 16.04-DAILY-LTS  Lds | Standard

You deploy and configure an Azure Key vault.

You need to ensure that you can enable Azure Disk Encryption on VM1 and VM2.

What should you modify on each virtual machine? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

The operating system version
The tier
The type

VM2 v
The operating system version

The tier

The type

A. Mastered
B. Not Mastered

Answer: A

Explanation:

VM1: The Tier

The Tier needs to be upgraded to standard.

Disk Encryption for Windows and Linux laaS VMs is in General Availability in all Azure public regions and Azure Government regions for Standard VMs and VMs
with Azure Premium Storage.

VMZ2: the operating system

References:

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/generation-2#generation-1-vs-generation-2-ca

NEW QUESTION 201

- (Exam Topic 4)

You have an Azure resource group that contains 100 virtual machines.

You have an initiative named Initiativel that contains multiple policy definitions. Initiativel is assigned to the resource group.
You need to identify which resources do NOT match the policy definitions.

What should you do?

A. From Azure Security Center, view the Regulatory compliance assessment.

B. From the Policy blade of the Azure Active Directory admin center, select Compliance.
C. From Azure Security Center, view the Secure Score.

D. From the Policy blade of the Azure Active Directory admin center, select Assignments.
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Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/governance/policy/how-to/get-compliance-data#portal

NEW QUESTION 202

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Subscription named Subl.

You have an Azure Storage account named Sal in a resource group named RG1.

Users and applications access the blob service and the file service in Sal by using several shared access signatures (SASs) and stored access policies.

You discover that unauthorized users accessed both the file service and the blob service. You need to revoke all access to Sal.

Solution: You create a new stored access policy. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

Shared access signatures provides access to a particular resource such as blog. Stored access policies are a group of Shared Access Signatures (SAS). In order
to revoke access to a SAS you can either:

* 1. Rotate the Keyl or Key 2, that is the access keys used to sign the SAS. Rotating the access keys used to sign the SAS, invalidates any previously signed SAS
hence revoking the SAS issused before

* 2. Remove the stored access policy which an SAS is linked to. If a Stored Access Policy is removed, it also invalidates the SASs liked to the Stored Access
Policy.

NEW QUESTION 206

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result these questions will not appear in the review screen.

You use Azure Security Center for the centralized policy management of three Azure subscriptions. You use several policy definitions to manage the security of
the subscriptions.

You need to deploy the policy definitions as a group to all three subscriptions.

Solution: You create a policy initiative and assignments that are scoped to resource groups. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 211

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com

You need to configure diagnostic settings for contoso.com. The solution must meet the following requirements:
* Retain logs for two years.

* Query logs by using the Kusto query language

» Minimize administrative effort. Where should you store the logs?

A. an Azure Log Analytics workspace
B. an Azure event hub
C. an Azure Storage account

Answer: A

Explanation:
https://docs.microsoft.com/en-us/azure/azure-monitor/log-query/get-started-queries

NEW QUESTION 215

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You use Azure Security Center for the centralized policy management of three Azure subscriptions. You use several policy definitions to manage the security of
the subscriptions.

You need to deploy the policy definitions as a group to all three subscriptions.

Solution: You create an initiative and an assignment that is scoped to the Tenant Root Group management group.

Does this meet the goal?

A.Yes
B. No

Answer: A

Explanation:
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Reference:

https://docs.microsoft.com/en-us/azure/governance/policy/overview

https://4sysops.com/archives/apply-governance-policy-to-multiple-azure-subscriptions-with-management-group

NEW QUESTION 216
- (Exam Topic 4)

You are securing access to the resources in an Azure subscription.
A new company policy states that all the Azure virtual machines in the subscription must use managed disks. You need to prevent users from creating virtual

machines that use unmanaged disks.
What should you use?

A. Azure Monitor

B. Azure Policy

C. Azure Security Center
D. Azure Service Health

Answer: B

NEW QUESTION 221

- (Exam Topic 4) You have an Azure subscription. You plan to create a storage account.
You need to use customer-managed keys to encrypt the tables in the storage account.

From Azure Cloud Shell, which three cmdlets should you run in sequence? To answer, move the appropriate cmdlets from the list of cmdlets to the answer area

and arrange them in the correct order.

Cmdlets

\ccountKey

=
(D
-
|
&
r_.-;)
i+
o,
=
Qb
Wy
(T

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Text, table Description automatically generated with medium confidence

Reference:

https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-configure-key-vault?tabs=pow

NEW QUESTION 223
- (Exam Topic 4)

You have an Azure subscription that contains an Azure Files share named sharel and a user named Userl. Identity-based authentication is configured for sharel.
Userl attempts to access sharel from a Windows 10 device by using SMB. Which type of token will Azure Files use to authorize the request?

A. OAuth 20

B. JSON Web Token (JWT)
C. Kerberos

D. SAML

Answer: C

Explanation:

https://learn.microsoft.com/en-us/azure/storage/files/storage-files-identity-auth-active-directory-domain-service

NEW QUESTION 228
- (Exam Topic 4)

You have a management group named Groupl that contains an Azure subscription named subl. Subl has a subscription ID of

11111111-1234-1234-1234-1111111111.

You need to create a custom Azure role-based access control (RBAC) role that will delegate permissions to manage the tags on all the objects in Groupl.

What should you include in the role definition of Role1? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Resource provider:

Microsoft. Authorization
Microsoft.Resources
Microsoft.Support

Assignable scope:

/
/Group1
/subscriptions/11111111-1234-1234-1234-1111111111

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Text, application Description automatically generated

Note: Assigning a custom RBAC role as the Management Group level is currently in preview only. So, for now the answer to the assignable scope is the
subscription level.

Reference:

https://docs.microsoft.com/en-us/azure/role-based-access-control/resource-provider-operations https://docs.microsoft.com/en-us/azure/role-based-access-
control/custom-roles

https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal#step-5-assignable-scopes

NEW QUESTION 232

- (Exam Topic 4)

You have an Azure subscription that contains an Azure web app named Appl.

You plan to configure a Conditional Access policy for Appl. The solution must meet the following requirements:

* Only allow access to Appl from Windows devices.

 Only allow devices that are marked as compliant to access Appl.

Which Conditional Access policy settings should you configure? To answer, drag the appropriate settings to the correct requirements. Each setting may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Policy settings Answer Area
.x"','j r_‘-;:‘,',:.l'_l ahons Ainl .-lﬁl arrace b A from Windeie deairsc
'n.-'r'-_r SULHY QLU W :"1.;.-' TOm WinGOoWS GEVICES
Conditions
g wllm o - ok ow L - = -
45‘|'..-' Aliow devices that are marked as compliant tC
rant 3CCRLS ADS
I':r::rll
S855I0N
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Policy settings Answer Area
| 1 g r ¥
W P OF Lo Only allow access to App! from Windows devices: | Conditior
Lonorbons
___________ nly aliow devices that are marked as compliant 10 -
.« 1CORdiIton
o e e access Appt: | U '
[ant
SessIon

NEW QUESTION 233

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\l;/ Exam Recommend!! Get the Full az-500 dumps in VCE and PDF From SurePassExam
L' Sure PHSS https://www.surepassexam.com/az-500-exam-dumps.html (377 New Questions)

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Subscription named Subl. Subl contains an Azure virtual machine named VM1 that runs Windows Server 2016.

You need to encrypt VM1 disks by using Azure Disk Encryption.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Anmswer Area

s lor the Arure key vaull

Creale an Arure ey v At

A FiarF Ty
T ASUe '.l"' wal L8 |r

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/encrypt-disks

NEW QUESTION 237

- (Exam Topic 4)

Lab Task

use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password. place your cursor in the Enter password box and click on the password below. Azure Username: Userl -28681041@ExamUsers.com
Azure Password: GpOAe4@IDg

If the Azure portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.

The following information is for technical support purposes only: Lab Instance: 28681041

Task 10

You need to create a new Azure AD directory named 28681041.onmicrosoft.com. The new directory must contain a new user named
userl@28681041.onmicrosoft.com.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
To create a new Azure AD directory named 28681041.onmicrosoft.com that contains a new user named userl@28681041.onmicrosoft.com, you can follow these
steps:

> In the Azure portal, search for and select Azure Active Directory.

> In the left pane, select Domains.

Select Add domain.

In the Add a custom domain pane, enter the following information:

Domain name: Enter the domain name you want to use. For example, 28681041.onmicrosoft.com.
Add domain: Select Add domain.

In the left pane, select Users.

Select New user.

In the New user pane, enter the following information:

User name: Enter the user name you want to use. For example, userl@28681041.onmicrosoft.com.
Name: Enter the name of the user.

Password: Enter a password for the user.

VNV VN VVVVVVVY

Groups: Select the groups you want the user to be a member of.

> Select Create.
You can find more information on these topics in the following Microsoft documentation:

> Add a custom domain name to Azure Active Directory
> Create a new user in your organization - Azure Active Directory

NEW QUESTION 241
- (Exam Topic 4)
You have an Azure subscription named Subl that contains the resource groups shown in the following table.
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Name Location

|

Then

TepddgoT T, =S e ™

- - - L
DargmETers

You assign the policy to Subl.
You plan to create the resources shown in the following table.

MName Type Location Resource group
Fobject1 | Public 1P address East LS RG2
=lel}) Hesource group wWest US ot applicabl

83 Jirtual network West US RG1

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes Mo
an creale (Pobeect )
3 reate oyl
¥ an create OEF
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes MNo
YOu CAn Crasle :.|.u 11 | |
s
N create oby! |
You can create OB | |

NEW QUESTION 246

- (Exam Topic 4)

You have an Azure subscription named Subcriptionl that contains an Azure Active Directory (Azure AD) tenant named contosos.com and a resource group named
RG1.

You create a custom role named Rolel for contoso.com.

You need to identify where you can use Rolel for permission delegation. What should you identify?

A. contoso.com only

B. contoso.com and RGT only

C. contoso.com and Subscription1 only
D. contoso.com, RG1, and Subcriptionl
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Answer: A

Explanation:

https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles

NEW QUESTION 247
- (Exam Topic 4)

You have an Azure subscription that contains a user named Userl. Userl is assigned the Reader role for the subscription.

You plan to create a custom role named Rolel and assign Rolel to Userl.
You need to ensure that Userl can create and manage application security groups by using the Azure portal. Which two permissions should you add to Rolel? To
answer, select the appropriate permission in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Add permissions

Microsoft Monitoring Insights
Mecrosoft SecurityGraph

Microsoft Monitoring Insights
Enable your workforce to be productive
on all thesr deaces, while keeping your
organization’s information protected

Microsoft Monitoring Insights
Microsoft Dynamics Telemetry

Microsoft Network

Connect choud and on-premises
infrastructure and senices fo provide
your Customsrs and wsers he Dest

Microsoft Operations Management
A simpiified management solution for
any enteqprse

Microsoft Policy Insights
Summanze policy states for the
subscription kevel pokicy defintion

Microsoft Portal
Build, manage, and manidor af Azure
praducts in a single, unified conscle

Microsoft Power Bl Dedicated
Manage Power Bl Premium dedicated
tapacities for exciusae use by an
orgamzation

Microsoft Power Platform Microsoft Project Babylon Microsoft Purview Microsoft Resource Graph
Microsoft PowerPlatform Macrosoft ProjectBatdon Microsof Punview Powerful ool bo query, explore, and
analyze your choud resowrces at scalke
A. Mastered

B. Not Mastered
Answer: A

Explanation:

* 1. Microsoft Portal 2. Microsoft Network
https://learn.microsoft.com/en-us/azure/azure-resource-manager/management/azure-services-resource-providers

NEW QUESTION 249
- (Exam Topic 4)

You have an Azure subscription named Subl. Subl contains a virtual network named VNet1 that contains one subnet named Subnetl.
You create a service endpoint for Subnetl.

Subnetl contains an Azure virtual machine named VM1 that runs Ubuntu Server 18.04.

You need to deploy Docker containers to VM1. The containers must be able to access Azure Storage resources and Azure SQL databases by using the service

endpoint.

A. Create an application security group and a network security group (NSG).
B. Edit the docker-compose.yml file.
C. Install the container network interface (CNI) plug-in.

Answer: C

Explanation:

The Azure Virtual Network container network interface (CNI) plug-in installs in an Azure Virtual Machine. The plug-in supports both Linux and Windows platform.
The plug-in assigns IP addresses from a virtual network to containers brought up in the virtual machine, attaching them to the virtual network, and connecting them
directly to other containers and virtual network resources. The plug-in doesn’t rely on overlay networks, or routes, for connectivity, and provides the same
performance as virtual machines.
The following picture shows how the plug-in provides Azure Virtual Network capabilities to Pods:
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Existing vitual network

Gn>

Azure
Firewall —
===
e i e |
SN W —
T -
Containers e
gy "
|

On-premises

References:

Internet

Service Endpoints

Azure Services

https://docs.microsoft.com/en-us/azure/virtual-network/container-networking-overview

NEW QUESTION 251

- (Exam Topic 4)

You have an Azure subscription that contains an Azure Active Directory (Azure AD) tenant named contoso.com. The tenant contains the users shown in the

following table.

Name Subscription role Azure AD user role
User1 Owner None
| User2 Contributor None
User3 Security Admin None
User4 None Service administrator

You create a resource group named RGL1.
Which users can modify the permissions for RG1 and which users can create virtual networks in RG1? To answer, select the appropriate options in the answer

area.

NOTE: Each correct selection is worth one point.

Users who can modify the permissions for RG1:

User1 only

User1 and User2 only

User1 and User3 only

User1, User2 and User3 only
User1, User2, User3, and Userd

-

Users who can create virtual networks in RG1: |

A. Mastered
B. Not Mastered

Answer: A

Explanation:

| User1 only

, User1 and User2 only
! User1 and User3 only

| Userl, User2 and User3 only

L User1, User2, User3, and User4

Box 1: Only an owner can change permissions on resources.

Box 2: A Contributor can create/modify/delete anything in the subscription but cannot change permissions.

NEW QUESTION 254

- (Exam Topic 4)
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You have an Azure Sentinel workspace that contains an Azure Active Directory (Azure AD) connector, an Azure Log Analytics query named Queryl and a
playbook named Playbookl.

Queryl returns a subset of security events generated by Azure AD.

You plan to create an Azure Sentinel analytic rule based on Query1 that will trigger Playbookl. You need to ensure that you can add Playbookl to the new rule.
What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Create the rule and set the type to: -
Fusion
Microsoft Security incident creation
Scheduled

Configure the playbook to include: v

A managed connector

A system-assigned managed identity
A trigger

Diagnostic settings

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

NEW QUESTION 255
- (Exam Topic 4)
You have an Azure subscription named Subcriptionl that contains the resources shown in the following table.

[ rame | - Type | Description
rveritHub | _ ATute Evert Hubs | Not appécobie
A Agzure Diata Factory Noc aopdiroble
The MVA sends seCunty event messages in the Cormmon Ewen
A M ML ApDhanee | RaUVA
| Format (CEF)

i

You have an Azure subscription named Subcription2 that contains the following resources:
> An Azure Sentinel workspace

5\"' An Azure Event Grid instance

You need to ingest the CEF messages from the NVAs to Azure Sentinel. NOTE: Each correct selection is worth one point.
Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

T § L oLl T

NEW QUESTION 256

- (Exam Topic 4)

You have an Azure subscription that uses Microsoft Defender for Cloud.

You have an Amazon Web Service (AWS) account named AWSL1 that is connected to defender for Cloud.
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You need to ensure that AWS foundational Security Best Practices. The solution must minimize administrate effort.

What should do you in Defender for Cloud?

A. Create a new customer assessment.
B. Assign a built-in assessment.

C. Assign a built-in compliance standard.
D. Create a new custom standard.

Answer: C

NEW QUESTION 258
- (Exam Topic 4)

You have 10 virtual machines on a single subnet that has a single network security group (NSG). You need to log the network traffic to an Azure Storage account.
Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Install the Network Performance Monitor solution.
B. Enable Azure Network Watcher.

C. Enable diagnostic logging for the NSG.

D. Enable NSG flow logs.

E. Create an Azure Log Analytics workspace.

Answer: D

Explanation:

A network security group (NSG) enables you to filter inbound traffic to, and outbound traffic from, a virtual machine (VM). You can log network traffic that flows

through an NSG with Network Watcher's NSG flow log
capability. Steps include:

> Create a VM with a network security group

> Enable Network Watcher and register the Microsoft.Insights provider

> Enable a traffic flow log for an NSG, using Network Watcher's NSG flow log capability
> Download logged data

> View logged data Reference:
https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-nsg-flow-logging-portal

NEW QUESTION 259
- (Exam Topic 4)
You have an Azure key vault named KeyVaultl that contains the items shown in the following table.

Name _ Type
Item1 Key
tem?2 | Secret
Policy1 Access policy

In KeyVault, the following events occur in sequence:
> Iltem1l is deleted
> Administrator enables soft delete

> Iltem2 and Policyl are deleted.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
You can recover Policy1 O O
You can add a new key named ltem1 O O
You can add a new secret named Item?2 O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
NO. Policies cannot be recovered YES, Iteml is permanently deleted

NO, You cannot use the same name cause Item2 is in Seoft-deleted status https://docs.microsoft.com/en-us/azure/key-vault/general/soft-delete-overview
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NEW QUESTION 262
- (Exam Topic 4)
You have an Azure subscription that contains the following resources:

;’ A virtual network named VNET1 that contains two subnets named Subnetl and Subnet2.

> A virtual machine named VM1 that has only a private IP address and connects to Subnetl.

You need to ensure that Remote Desktop connections can be established to VM1 from the internet.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange then in the
correct order.

Answer Area
Actions

Configure a network security group (NSG).

Create a network rule collection.

Create a NAT rule collection.

Create a new subnet,

Deploy Azure Application Gateway.

Deploy Azure Firewall.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area
Actions

| Configure a network security group (NSG). Create a new subnet.
_________________ |
. NSRS R ___ St
Create a network rule collection.

__________________ Deploy Azure Firewall.
________________ (A S ———

Create a NAT rule collection.
N — Create a NAT rule collection.

Create a new subnet.

B A S S S S m—— prm—

Deploy Azure Application Gateway.

Deploy Azure Firewall.

NEW QUESTION 264

- (Exam Topic 4)

You need to configure an access review. The review will be assigned to a new collection of reviews and reviewed by resource owners.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.
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Actions Answer Area
-_ Create an access review program.

Set Reviewers to Selected users.

Create an access review audit.
| Create an access review control

Set Reviewers to Group owners

Set Reviewers to Members

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Step 1: Create an access review program Step 2: Create an access review control Step 3: Set Reviewers to Group owners

In the Reviewers section, select either one or more people to review all the users in scope. Or you can select to have the members review their own access. If the
resource is a group, you can ask the group owners to review.

References:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review https://docs.microsoft.com/en-us/azure/active-
directory/governance/manage-programs-controls

NEW QUESTION 265
- (Exam Topic 4)
You have an Azure subscription that contains the alerts shown in the following exhibit.

All Alerts
LONT e 3 Subscnp
i ] n 0 n 0
sure Fa ponsg - o v 3 g
LE] n 0 i} [§]
T g pripm i fFlertés YW L T LY y L@ ErrEs
Al Alerty
MLARER SEVERITY RADMITONR ALFRET STATH AFPECT. RBNITOR SERY_ SMGEMAL TYPE FIRED Tikae .
Alert . Sedd Fired Hiw Activitylog Ad Log 6672019, 11:23:53 .. Arure
Alertt l Sovd Fired Acknowledged ActivityLog Ad Log 6/6/2019, 11:23:52 .. Azure
erid | sews Fired Acknowledged Activitylog Ad-  Log 6/6/2019, 11:23:25 .. Arure
Alprt I Sl Fired Closed Activitylog Ad Lisg 67672019, 1:23:24 ... Arure

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.
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The state of Alert1 that was fired at 11:23:52 v

cannot be changed

can be changed to Closed only
can be changed to New only

can be changed to New or Closed

The state of Alert2 that was fired at 11:23.24 v

cannot be changed

can be changed to Acknowledged only
can be changed to New only

can be changed to New or Acknowledged

A. Mastered
B. Not Mastered

Answer: A
Explanation:

References:
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-overview

NEW QUESTION 266

- (Exam Topic 4)
You have an Azure subscription that contains the custom roles shown in the following table.
Name Type

Role1 | Azure Active Directory (Azure AD)
Role2 | Azure subscription

In the Azure portal, you plan to create new custom roles by cloning existing roles. The new roles will be configured as shown in the following table.
Name Type
Role3 | Azure AD

Role4 | Azure subscription

Which roles can you clone to create each new role? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Role3: v
Role1 only
Built-in Azure AD roles only
Role1 and built-in Azure AD roles only
Role1, built-in Azure AD roles, and built-in Azure subscription roles

Role4:
Role2 only
Built-in Azure AD roles only
Role2 and built-in Azure subscription roles only
Role2, built-in Azure subscription roles, and built-in Azure AD roles
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/roles/custom-create https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal

NEW QUESTION 268

- (Exam Topic 4)

You have an Azure subscription that contains a Microsoft Sentinel workspace.

Microsoft Sentinel is configured to ingest logs from several Azure workloads. A third-party service management platform is used to manage incidents.
You need to identify which Microsoft Sentinel components to configure to meet the following requirements:
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* When Microsoft Sentinel identifies a threat an incident must be created.

« A ticket must be logged in the service management platform when an incident is created in Microsoft Sentinel.

Which component should you identify for each requirement? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

When Azure Sentinel identifies a threat. an incident o
must be created Anaiviics
Data connectors
Playbooks
Workbooks
A ticket must be logged in the service management platform -
when an incident is created in Azure Sentinel Analics
Data connectors
Playbooks
Workbooks
A. Mastered
B. Not Mastered
Answer: A
Explanation:
When Azure Sentinel identifies a threat. an incident w
must be created [Analylics |
Data connectors
Playbooks
Workbooks
A ticket must be logged in the service management platform v
when an incident i1s created in Azure Sentinel
Analytics
lDﬂlﬂ_:‘CQﬂﬂECfDFS
FP*EE'QUQHE '
Workbooks

NEW QUESTION 272

- (Exam Topic 4)

You have an Azure subscription that contains an Azure web app named 1 and a virtual machine named VM1. VM1 runs Microsoft SQL Server and is connected to
a virtual network named VNetl. Appl, VM1, and Vent are in the US Central Azure region.

You need to ensure that Appl can connect to VM1. The solution must minimize costs.

A. NAT gateway integration

B. Azure Front Door

C. regional virtual network integration

D. gateway-required virtual network integration
E. Azure Application Gateway integration

Answer: C

NEW QUESTION 274

- (Exam Topic 4)
You have an Azure AD tenant that contains the users shown in the following table.
Name Description |
User Uses app password authentication for the Mail |
N and ; Altn 31 3pp in I'r'qlrlr1L__:I"'."1|'-'\. 1C J
Userd | Uses Outiook on the web |

You need to ensure that the users cannot create app passwords. The solution must ensure that Userl can continue to use the Mail and Calendar app.
What should you do?

A. Assign User! the Authentication Policy Administrator role.

B. Enable Azure AD Password Protection.

C. Configure a multi-factor authentication (MFA) registration policy.
D. Create a new app registration.

Answer: C
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NEW QUESTION 277

- (Exam Topic 4)

You have a management group nhamed MGL1 that contains an Azure subscription and a resource group named RG1. RG1 contains a virtual machine named VML1.
You have the custom Azure roles shown in the following table.

. Name Scoped to |

= . " T =
gt [ L w1l 3

]
e =

iy

The permissions for Rolel are shown in the following role definition file.

“permissions

“"Microsoft.Compute/virtualMachines s

*notActions”™

& e

“Microsoft.Compute/virtualMachines/delete™

-
|

"datadctions”

TI‘IE ETE e i L] TR Al sl IS i 1 m 1 U o L e I R W TR T
o

"permissions™

1

r

"actiong”

"Microzoft.Compute/virtualMachines /"""

]

"notictions

TdatafRctions :

"notDatafctions :

You assign the roles to the users shown in the following table.

Role |

.
| Name |
: "'\-'-r 1 I '"'.
3 +
L= | ...: 1 11
e 1

cor | Role

Role.

For each of the following statements, select Yes if the statement is true. Otherwise, select No NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Arca

NEW QUESTION 278

- (Exam Topic 4)

You have an Azure subscription named Sub1 that contains the Azure key vaults shown in the following table:

Statements

Liser1 can delete VM

User2 can delate VT

User3 can delete VM1

Statements

User can delete Wi

User2 can delete VM1

User3 can delate Wi

Name Region Resource group
Vaultl West Europe RG1
Vault2 East US RG1
Vault3 West Europe RG2
Vaultd East US RG2
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In Subl, you create a virtual machine that has the following configurations:
> Name: VM1

> Size: DS2v2

> Resource group: RG1

> Region: West Europe

> Operating system: Windows Server 2016
You plan to enable Azure Disk Encryption on VM1.
In which key vaults can you store the encryption key for VM1?

A. Vaultl or Vault3 only

B. Vaultl, Vault2, Vault3, or Vault4
C. Vaultl only

D. Vaultl or Vault2 only

Answer: A

Explanation:

In order to make sure the encryption secrets don'’t cross regional boundaries, Azure Disk Encryption needs the Key Vault and the VMs to be co-located in the
same region. Create and use a Key Vault that is in the same region as the VM to be encrypted.

Reference:

https://docs.microsoft.com/en-us/azure/security/azure-security-disk-encryption-prerequisites

NEW QUESTION 283

- (Exam Topic 4)

You have an Azure subscription that contains an Azure key vault named Vaultl. In Vaultl, you create a secret named Secretl.

An application developer registers an application in Azure Active Directory (Azure AD). You need to ensure that the application can use Secretl.
What should you do?

A. In Azure AD, create a role.

B. In Azure Key Vault, create a key.

C. In Azure Key Vault, create an access policy.

D. In Azure AD, enable Azure AD Application Proxy.

Answer: C

Explanation:

"You may need to configure the target resource to allow access from your application. For example, if you request a token to Key Vault, you need to make sure
you have added an access policy that includes your application's identity. Otherwise, your calls to Key Vault will be rejected, even if they include the token"
https://docs.microsoft.com/en-us/azure/app-service/overview-managed-identity ?tabs=dotnet

NEW QUESTION 285

- (Exam Topic 4)

You have an Azure subscription that contains an Azure SQL database named DB1 in the East US Azure region. You create the storage accounts shown in the
following table.

Name | Location | Performance | Premium account type
storagel | East US Standard Not applicable
storagel | East US Premium Block blobs
storage3 | East US Premium File shares
storaged | East US 2 | Standard Not applicable

You plan to enable auditing for DB1.
Which storage accounts can you use as the auditing destination for DB1?

A. storagel only

B. storagel and storage4 only

C. Storage2 and storage3 only

D. storagel, storage2 and storage3 only

Answer: C

NEW QUESTION 286

- (Exam Topic 4)

You have an Azure subscription that contains a web app named Appl. Appl provides users with product images and videos. Users access Appl by using a URL of
HTTPS://appl.contoso.com. You deploy two server pools named Pool! and Pool2. Pooll hosts product images. Pool2 hosts product videos. You need to optimize
The performance of Appl. The solution must meet the following requirements:

» Minimize the performance impact of TLS connections on Pooll and Pool2.

» Route user requests to the server pools based on the requested URL path. What should you include in the solution?

A. Azure Traffic Manager

B. Azure Bastion

C. Azure Application Gateway
D. Azure Front Door

Answer: C
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NEW QUESTION 288
- (Exam Topic 4)
You have an Azure subscription named Subscriptionl that contains the resources shown in the following table.

Name Type Category
Initiative 1 Initiative definition Security Center
Initiative?2 Initiative definition My Custom Category
Policy1 Policy definition Secunty Center
Policy2 Policy definition My Custom Category

You need to identify which initiatives and policies you can add to Subscriptionl by using Azure Security Center.
What should you identify?

A. Policyl and Policy2 only

B. Initiativel only

C. Initiativel and Initiative2 only

D. Initiativel, Initiative2, Policyl, and Policy2

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/custom-security-policies

NEW QUESTION 290

- (Exam Topic 4)

You are troubleshooting a security issue for an Azure Storage account. You enable the diagnostic logs for the storage account.
What should you use to retrieve the diagnostics logs?

A. Azure Storage Explorer
B. SQL query editor in Azure
C. File Explorer in Windows
D. Azure Security Center

Answer: A

Explanation:

If you want to download the metrics for long-term storage or to analyze them locally, you must use a tool or write some code to read the tables. You must
download the minute metrics for analysis. The tables do not appear if you list all the tables in your storage account, but you can access them directly by name.
Many storage-browsing tools are aware of these tables and enable you to view them directly (see Azure Storage Client Tools for a list of available tools).
Microsoft provides several graphical user interface (GUI) tools for working with the data in your Azure Storage account. All of the tools outlined in the following
table are free.

Azure Storage client tool Supported | Block Blob | Page Blob | Append Blob | Tables | Queues | Files

platforms
Azure portal Web Yes Yes Yes Yes Yes Yes
Azure Storage Explorer Windows, OS5X |Yes Yes Yes Yes Yes Yes
Microsoft Visual Studio  [Windows Yes Yes Yes Yes Yes No

Cloud Explorer

References:
https://docs.microsoft.com/en-us/azure/storage/common/storage-analytics-metrics?toc=%2fazure%2fstorage%?2f https://docs.microsoft.com/en-
us/azure/storage/common/storage-explorers

NEW QUESTION 292

- (Exam Topic 4)

Your company recently created an Azure subscription.

You have been tasked with making sure that a specified user is able to implement Azure AD Privileged Identity Management (PIM).
Which of the following is the role you should assign to the user?

A. The Global administrator role.

B. The Security administrator role.

C. The Password administrator role.
D. The Compliance administrator role.

Answer: A

Explanation:

To start using PIM in your directory, you must first enable PIM.

* 1. Sign in to the Azure portal as a Global Administrator of your directory.

You must be a Global Administrator with an organizational account (for example, @yourdomain.com), not a Microsoft account (for example, @outlook.com), to
enable PIM for a directory.

Scenario: Technical requirements include: Enable Azure AD Privileged Identity Management (PIM) for contoso.com

Reference:
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https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-getting-started

NEW QUESTION 294
- (Exam Topic 4)

You have the Azure key vaults shown in the following table.

Name Location Azure subscription name
KV1 West US Subscription1
| KV2 West US Subscription1
KV3 East US Subscription1
KV4 West US Subscription2
| KV5 East US Subscription2

KV1 stores a secret named Secretl and a key for a managed storage account named Keyl. You back up Secretl and Key1.
To which key vaults can you restore each backup? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

You can restore the Secret1 backup to: v
KV1 only

KV1 and KV2 only

KV1, KV2 and KV3 only

kKV1, KV2 and KV4 only

KV1, KV2, KV3, KV4, and KV5

You can restore the Key1 backup to: v
KV1 only

KV1 and KV2 only

KV1, KV2 and KV3 only

KV1, KV2 and KV4 only

KV1, KV2, KV3, KV4, and KV5

A. Mastered
B. Not Mastered

Answer: A

Explanation:

The backups can only be restored to key vaults in the same subscription and same geography. You can restore to a different region in the same geography.
https://docs.microsoft.com/en-us/azure/key-vault/general/backup?tabs=azure-cli

NEW QUESTION 295
- (Exam Topic 4)
You have the Azure virtual networks shown in the following table.

Name | Location ~ Subnet Peered netwgrk_:'
VNET1 | East US Subnetl VNET?2 ]
VNET2 | West US Subnet2, Subnet3 | VNET1 i
VNET4 | East US Subnet4 None g'
You have the Azure virtual machines shown in the following table. - o - o S )
| Name App_!ication Network security R o PublicIP |
security group group (NSG) address
| VM1 ASG1 NSG1 Subnet] No
| VM2 ASG2 NSG1 Subnet?2 No
VM3 ASG2 NSG1 Subnet3 Yes |
VM4 | ASG4 ~_|NSG1 ] Subnet4 Yes |

The firewalls on all the virtual machines allow ping traffic. NSG1 is configured as shown in the following exhibit. Inbound security rules
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Priority Name Port Protocol Source Destination  Action
110 & Allow_RDP 3389 Any Any Any s Allow
130 Rulel Any Any 7 ASG1 Any s Allow
140 Rule2 Any Any 7 ASG2 Any o Allow
150 Rule3 Any Any » ASG4 Any o Allow
160 & Rule4 Any Any Any Any @ Deny
65000  AllowVnetinBound Any Any VirtualNetwork VirtualNetwork @ Allow
65001  AllowAzureLoadBalan.. Any Any AzureLoadBalancer Any s Allow
65500  DenyAllinBound Any  Any Any Any o Deny
Outbound security rules
Priority Name Port Protocol Source Destination Action
65000 AllowVnetOutBound Any Any VirtualNetwork VirtualNetwork o Allow
65001  AllowinternetOutBou... Any Any Any Internet @ Allow
65500 DenyAllOutBound Any Any Any Any @ Deny

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
VM1 can ping VM3 successfully.

VM2 can ping VM4 successfully.

VM3 can be accessed by using Remote Desktop from the internet.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

VM1 and VM3 are on peered VNets. The firewall rules with a source of ASG1 and ASG2 allow ‘any’ traffic on ‘any’ protocol so pings are allowed between VM1
and VM3.

Box 2: No

VM2 and VM4 are on separate VNets and the VNets are not peered. Therefore, the pings would have to go over the Internet. VM4 does have a public IP and the
firewall allows pings. However, for VM2 to be able to ping VM4, VM2 would also need a public IP address. In Azure, pings don’t go out through the default
gateway as they would in a physical network. For an Azure VM to ping external IPs, the VM must have a public IP address assigned to it.

Box 3: Yes

VM3 has a public IP address and the firewall allows traffic on port 3389.

NEW QUESTION 298
- (Exam Topic 4)
You have an Azure subscription that contains a blob container named contl. Contl has the access policies shown in the following exhibit.

Stored access policies

Identifier Start time Expiry time Permissions
Policy f
Add policy

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
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The maximum number of additional stored access policies that you can add
to cont1 is [answer choice].

The maximum number of additional immutable blob storage policies that
you can add to cont1 is [answer choice].

A. Mastered
B. Not Mastered

Answer: A

Explanation:

The maximum number of additional stored access policies that you can add
to contl is [answer choice].

The maximum number of additional immutable blob storage policies that
you €an add to contl 1s [answer choice].

NEW QUESTION 301
- (Exam Topic 4)
You have an Azure subscription that uses Microsoft Defender for Cloud.

You need to use Defender for Cloud to review regulatory compliance with the Azure CIS 1.4,0 standard. The solution must minimize administrative effort.

What should you do first?

A. Assign an Azure policy.
B. Manually add the Azure CIS 1.4.0 standard.
C. Disable one of the Out of the box standards.
D. Add a custom initiative.

Answer: A
NEW QUESTION 305

- (Exam Topic 4)
You have an Azure subscription that contains the virtual machines shown in the following table.

| Name } Arxure region ' Connected to Associated network security
N . — - | group (NSG)

VM l West US VNET 1/Subnetl | None

VhAL2 I West US VNET1/Subnet2 | NSG2

VM3 | Central US VNETZ2/Subnetl | NSG3

VG | West LIS VINET 3/Subnetl | NSG4

VNET1, VNET2, and VNETS3 are peered with each other. You perform the following actions:
* Create two application security groups named ASG1 and ASG2 in the West US region.
* Add the network interface of VM1 to ASG1.
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Anower Aresa

ASGT:
ASG2:
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Arswer Area
ASGT VRAZ, WS,
ASG2 V1. VRLZ
NEW QUESTION 308
- (Exam Topic 4)
You have an on-premises network and an Azure subscription.
You have the Microsoft SQL Server instances shown in the following table.
| T
Name | Type
' | A I é ) Tianrna & neta .
|. - & - - - — - - S—— —
2 1 SQL Server 2019 on an Azure virtual machine that runs Wind Server 2018
| >QL Server J019 Azure virtual machine that runs Red Hat Enterg
| E
| B
" ] n-premises physical server that runs Wr S SeNver o and has SQL

You plan to implement Microsoft Defender for SQL.
Which SQL Server instances will be protected by Microsoft Defender for SQL?

A. sqll and sql2 only

B. sql1, sql2, andsql3 only
C. sqll sql2 and s0.14 only
D. sql1, sql2, sqlI3, and sql4

Answer: D

NEW QUESTION 313

and Vhid cnly

and Vhiid4 anly

- (Exam Topic 4)
You have an Azure Subscription that is linked to an Azure Active Directory (Azure AD). The tenant contains the users shown in the following table.
[ Name Role ] Member of
ol LECUMTY AOMmInsirat doun
ST ) Mt aOrk Atrutor AL

14 Key Vault Contrbutos Moup 1, Groups

You have an Azure key vault named Vaultl that has Purge protection set to Disabled. Vaultl contains the access policies shown in the following table.

Name  Key permission

TPl

Secret permission | Certificate permission
I ige Puige 'I|!'_|',

Sebect all Select all Select all

it Oupd

You create role assignments for Vaultl as shown in the following table.

Name | Role

Jserl | None

Jserg | Key Vaull Header

Liser3 | User Access Adminstralos

For each of the following statements, Yes if the statement is true, Otherwise, select No.
NOTE: Each correct selection is worth one point.

Ardwer Area
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Arngwer Area

Statements Yes MNo

NEW QUESTION 316

- (Exam Topic 4)

Lab Task

Task 2

You need to ensure that the events in the NetworkSecurityGroupRuleCounter log of the

VNETOI-Subnet0-NSG network security group (NSG) are stored in the 10gs31330471 Azure Storage account for 30 days.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Enable diagnostic resource logging for the NSG. You can use the Azure portal, Azure PowerShell, or the Azure CLI to do this. You need to select the Rule counter
category under Logs and choose

the 1ogs31330471 storage account as the destination.

Configure the retention policy for the storage account to keep the logs for 30 days. You can use the Azure portal, Azure PowerShell, or the Azure CLI to do this.
You need to specify the days parameter as 30 for the Set-AzStorageServiceProperty cmdlet or the az storage logging update command.

View and analyze the logs in the storage account. You can use any tool that can read JSON files, such as Azure Storage Explorer or Visual Studio Code. You can
also export the logs to any visualization tool, SIEM solution, or IDS of your choice

NEW QUESTION 318

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains two users hamed Userl and User2 and a registered app named App1l.

You create an app-specific role named Rolel.

You need to assign Rolel to Userl and enable User2 to request access to Appl.

Which two settings should you modify? To answer select the appropriate settings in the answer area NOTE: Each correct selection is worth one pant.

%

!‘:':J

B

A. Mastered
B. Not Mastered

Answer: A
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Explanation:

Graphical user interface, application Description automatically generated

NEW QUESTION 321
- (Exam Topic 4)
You create a new Azu

re subscription.

You need to ensure that you can create custom alert rules in Azure Security Center. Which two actions should you perform? Each correct answer presents part of
the solution. NOTE: Each correct selection is worth one point.

A. Onboard Azure Active Directory (Azure AD) Identity Protection.
B. Create an Azure Storage account.

C. Implement Azure Advisor recommendations.

D. Create an Azure Log Analytics workspace.
E. Upgrade the pricing tier of Security Center to Standard.

Answer: DE

Explanation:

D: You need write permission in the workspace that you select to store your custom alert. References:
https://docs.microsoft.com/en-us/azure/security-center/security-center-custom-alert

NEW QUESTION 322
- (Exam Topic 4)

You have an Azure subscription named Sub1 that uses Microsoft Defender for Cloud. You have the management group hierarchy shown in the following exhibit.

Tenant Root Group

Subl

MG1

You create the definitions shown in the following table.

Name

Location

Type

You need to use Defender for Cloud to add a security policy. Which definitions can you use as a security policy?

A. Policyl only
B. Policyl and Initiativel only
C. Initiativel and Initiative2 only

D. Initiativel, Initiative2, and Initiatives only
E. Policyl, Initiativel, Initiative2, and Initiative3

Answer: B

NEW QUESTION 326
- (Exam Topic 3)

You need to perform the planned changes for OU2 and User1.

Which tools should you use? To answer, drag the appropriate tools to the correct resources. Each tool may be used once, more than once, or not at all. You may
need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
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Tools Answer Area
The Azure portal ou2. Tool
Azure AD Connect Userl: Tool

The Active Directory admin center
Active Directory Sites and Services

Active Directory Users and Computers

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Table Description automatically generated

NEW QUESTION 328

- (Exam Topic 3)

You need to configure support for Azure Sentinel notebooks to meet the technical requirements. What is the minimum number of Azure container registries and
Azure Machine Learning workspaces

required?
Container registries: v
0
1
2
3
Workspaces: v
0
1
2
3
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Table Description automatically generated with medium confidence
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/notebooks

NEW QUESTION 332

- (Exam Topic 2)

You are evaluating the security of VM1, VM2, and VM3 in Sub2.

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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Answer Area
Statements Yes No
From the Intemet, you can connect to the web server on VM1 by using HTTP
From the Intemet, you can connect 1o the web server on VM2 by using HTTP
From the [ntemes, wou can connect 1o the web server on VW3 by using HITP.
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Answer Area
Statements Yes No
™1

From the Intemet, you can connect to the web server on VM1 by using HTTP,

From the Intemet, you can connect to the web server on VM2 by using HTTP,

From the Intemet, you can connect to the web server on VM3 Dy using HTTP,

NEW QUESTION 337

- (Exam Topic 2)

You are evaluating the effect of the application security groups on the network communication between the virtual machines in Sub2.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Statements Yes No
From VM1, you can successfully ping the private IP address of vM4. () O
From VM2, you can successfully ping the private IP address of VM4, O O
From VM1, you can connect to the web server on VM4, O O

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Box 1: No. VM4 is in Subnetl13 which has NSG3 attached to it.

VM1 is in ASG1. NSG3 would only allow ICMP pings from ASG2 but not ASG1. Only TCP traffic is allowed from ASG1.
NSG3 has the inbound security rules shown in the following table.
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| Priority | Port | Protocol | Source | Destination | Action

| 100 | Any | TCP | ASG1 | ASG1 | Allow

| 150 | Any | Any | ASG2 | VirualNetwork | Allow

| 200 | Any | Any | Any | Any | Deny

| 65000 | Any | Any | VirtualNetwork | VirtualNetwork | Allow

| 65001 | Any | Any | AzureLoadBalancer | Any | Allow
65500 | Any | Any | Any | Any | Deny

Box 2: Yes.

VM2 is in ASG2. Any protocol is allowed from ASG2 so ICMP ping would be allowed.
Box3. VM1 is in ASGL1. TCP traffic is allowed from ASG1 so VM1 could connect to the web server as connections to the web server would be on ports TCP 80 or
TCP 443.

NEW QUESTION 341
- (Exam Topic 1)
You need to ensure that you can meet the security operations requirements. What should you do first?

A. Turn on Auto Provisioning in Security Center.

B. Integrate Security Center and Microsoft Cloud App Security.
C. Upgrade the pricing tier of Security Center to Standard.

D. Modify the Security Center workspace configuration.

Answer: C

Explanation:

The Standard tier extends the capabilities of the Free tier to workloads running in private and other public clouds, providing unified security management and threat
protection across your hybrid cloud workloads. The Standard tier also adds advanced threat detection capabilities, which uses built-in behavioral analytics and
machine learning to identify attacks and zero-day exploits, access and application controls to reduce exposure to network attacks and malware, and more.
Scenario: Security Operations Requirements

Litware must be able to customize the operating system security configurations in Azure Security Center. References:
https://docs.microsoft.com/en-us/azure/security-center/security-center-pricing

NEW QUESTION 344

- (Exam Topic 1)

You need to ensure that the Azure AD application registration and consent configurations meet the identity and access requirements.

What should you use in the Azure portal? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

To configure the registration settings: v
Azure AD — User settings

Azure AD - App registrations settings
Enterprise Applications — User settings

T

To configure the consent settings: v
Azure AD — User settings

Azure AD — App registrations settings
Enterprise Applications — User settings

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/configure-user-consent

NEW QUESTION 346

- (Exam Topic 1)

You need to deploy AKS1 to meet the platform protection requirements.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

NOTE: More than one order of answer choices is correct. You will receive credit for any of the correct orders you select.
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Actions Answer Area

Deploy an AKS cluster.

Create a client application.

Create a server application.

Create an RBAC binding.

Create a custom RBAC role.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Scenario: Azure AD users must be to authenticate to AKS1 by using their Azure AD credentials. Litewire plans to deploy AKS1, which is a managed AKS (Azure
Kubernetes Services) cluster. Step 1: Create a server application

To provide Azure AD authentication for an AKS cluster, two Azure AD applications are created. The first application is a server component that provides user
authentication.

Step 2: Create a client application

The second application is a client component that's used when you're prompted by the CLI for authentication. This client application uses the server application for
the actual authentication of the credentials provided by the client.

Step 3: Deploy an AKS cluster.

Use the az group create command to create a resource group for the AKS cluster. Use the az aks create command to deploy the AKS cluster.

Step 4: Create an RBAC binding.

Before you use an Azure Active Directory account with an AKS cluster, you must create role-binding or cluster role-binding. Roles define the permissions to grant,
and bindings apply them to desired users. These assignments can be applied to a given namespace, or across the entire cluster.

Reference:

https://docs.microsoft.com/en-us/azure/aks/azure-ad-integration

NEW QUESTION 348
- (Exam Topic 1)
You need to meet the identity and access requirements for Groupl. What should you do?

A. Add a membership rule to Groupl.

B. Delete Groupl. Create a new group named Groupl that has a membership type of Office 365. Add users and devices to the group.
C. Modify the membership rule of Groupl.

D. Change the membership type of Groupl to Assigne

E. Create two groups that have dynamic membership

F. Add the new groups to Groupl.

Answer: D

Explanation:

https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-membership Scenario:

Litware identifies the following identity and access requirements: All San Francisco users and their devices must be members of Groupl.
The tenant currently contain this group:

Name | Type | Description
: | A group that has the Dynamic User membership type,
contains all the San Francisco users, and provides

access to many Azure AD applications and Azure
| resources.

Group1 | Security group

References:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-membership https://docs.microsoft.com/en-us/azure/active-
directory/fundamentals/active-directory-groups-create-azure-porta

NEW QUESTION 353

- (Exam Topic 1)

You need to ensure that users can access VMO. The solution must meet the platform protection requirements. What should you do?
A. Move VMO to Subnetl.

B. On Firewall, configure a network traffic filtering rule.

C. Assign RT1 to AzureFirewallSubnet.

D. On Firewall, configure a DNAT rule.

Answer: D
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Explanation:
https://docs.microsoft.com/en-us/azure/firewall/tutorial-firewall-dnat

NEW QUESTION 358
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