Welcome to download the Newest 2passeasy NSE7_EFW-7.0 dumps
Q 2 P asseaQ SU https://lwww.2passeasy.com/dumps/NSE7_EFW-7.0/ (122 New Questions)

Exam Questions NSE7 _EFW-7.0

Fortinet NSE 7 - Enterprise Firewall 7.0

https://www.2passeasy.com/dumps/NSE7_ EFW-7.0/

Passing Certification Exams Made Easy visit - https://www.2PassEasy.com



Welcome to download the Newest 2passeasy NSE7_EFW-7.0 dumps
@ 2 PQSS@QS LJ https://www.2passeasy.com/dumps/NSE7_EFW-7.0/ (122 New Questions)

NEW QUESTION 1
Refer to the exhibit, which shows a session entry. Which statement about this session is true?

= n info: proteo= yto atate=00 duration=]l expire=59% timesout

A. Itis an ICMP session from 10.1.10.10 to 10.200.5. 1.

B. It is a TCP session in close_wait state, from 10.

C.10.10to 10.200.1.1.

D. Itis an ICMP session from 10.1.10.10 to 10.200.1.1.

E. It is a TCP session in the established state, from 10.1.10.10 to 10.200.5.1.

Answer: A

NEW QUESTION 2
When using the SSL certificate inspection method to inspect HTTPS traffic, how does FortiGate filter web requests when the client browser does not provide the
server name indication (SNI) extension?

A. FortiGate uses the requested URL from the user’s web browser.

B. FortiGate uses the CN information from the Subject field in the server certificate.
C. FortiGate blocks the request without any further inspection.

D. FortiGate switches to the full SSL inspection method to decrypt the data.

Answer: B

NEW QUESTION 3
Refer to the exhibit, which contains partial outputs from two routing debug commands.

] .
___________

- @

Why is the port2 default route not in the second command's output?
A. It has a higher priority value than the default route using port1.

B. It is disabled in the FortiGate configuration.

C. It has a lower priority value than the default route using port1.

D. It has a higher distance than the default route using port1.
Answer: D

NEW QUESTION 4
Examine the partial output from the IKE real time debug shown in the exhibit; then answer the question below.
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#diagnose debug application ike -1

Zdiagnose debug enable
ke 0: ....: 75: responder: aggressive mode get 1% message. ..
ike 0: ....:76: incoming proposal:

ike 0: ....:76: proposal id = 0:

ike 0: ....:76: protocol id= ISAKMP:

ke 0:....:76: trans Wd=KEY IKE.

ke 0:....:76:  encapsulation = IKE none

ike 0: ....76:  type= OAKLEY ENCRYPT ALG, val=AES CBC.
ke 0:....:76:; type= OQAKLEY HASH ALG. val=SHA2 256.

ke 0: ....:76: type=AUTH_METHOD, val=PRESHARED KEY.
ike 0: ....:76; type=OAKLEY GROUP, val=MODP2048.

ke 0: ....:76: ISAKMP SA lifetime=86400

ike 0: ....:76: my proposal. gw Remote:

ike 0: ....:76: proposal id=1:

ke 0:....:76: protocol id= ISAKMP:

ke 0:...:76: trans id=KEY IKE.

tke 0: ....:76:  encapsulation = IKE none

ike 0:....76:  type=OAKLEY ECNRYPT_ALG, val=DES_CBC.
ike 0: ....:76: type=0AKLEY HASH ALG, val=SHA2 236.

ike 0:...:76:  tvpe=AUTH_METHOD, val= PRESHARED KEY.
ike 0: .....76: type=0AKLEY GROUP, val =MODP2048.

ike 0: ....:76: I[SAKMP 5A lifetime=86400

ike 0: ....:76: proposal id=1:

ke 0:....:76: protocol id=ISAKMP:

ke 0:...:76: trans id=KEY IKE.

ke 0:....:76:  encapsulation = IKE none

ike 0: .....76:  type=OAKLEY ENCRYPT ALG, val=DES_CBC.
ike 0: ....:76: type= OAKLEY HASH ALG, val=SHA2 256.

ike 0: ....:76: type=AUTH_METHOD, val=PRESHARED KEY.
ke 0: ....:76: type=OAKLEY GROUP, val=MODP1536.

ike 0 ....:76: ISAKMP SA lifetime=86400

ike 0: ....:76: negotiation failure

ike Negotiate ISAKMP SA Error: ike 0: ....:76: no SA proposal chosen

Why didn’t the tunnel come up?

A. IKE mode configuration is not enabled in the remote IPsec gateway.

B. The remote gateway’s Phase-2 configuration does not match the local gateway’s phase-2 configuration.
C. The remote gateway’s Phase-1 configuration does not match the local gateway’s phase-1 configuration.
D. One IPsec gateway is using main mode, while the other IPsec gateway is using aggressive mode.

Answer: C

NEW QUESTION 5
A FortiGate device has the following LDAP configuration:

config user ldap
edit “WindowsLDADR"

sec server “10,.0.1.10%

set cnid “cn”

set dn “cn=user, deostrainingAD, destraining, de=slab”

set type regular

sel username “cn=administrator, ch=users, dc=trainingldD,
ining, dc=lab”

set password XxXxxx

The LDAP user student cannot authenticate. The exhibit shows the output of the authentication real time debug while testing the student account:
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Zdiagnose debug application fnbamd -1

Zcdhagnose debug enable

Zdiagnose test authserver ldap WindowsLDAP student password
fnbamd_fsm.c[1819] handle_reg-Revd auth req 4 for student in WindowsLDAP
opt=27 prot=0

fnbamd_fsm.c[336] _compose _group_list_from_req_Group *“WindowsLDAP’
fnbamd _pop3.c[573] fnband pop3 start-student

fnbamd_ctg.c[932] fnbamd_cfg-get_ldap_:ist_by_server-Loading LDAP server
“WindowsLDAP"

fnbamd_ldap.c[992] resolve_ldap_FQDN-Resolved address 10.0.1.10, result 10.0.1.10
fnbamd_fsm.c[428] create auth_session-Total 1 server (s) to try

fnbamd _ldap.c[1700] fnbamd_ldap_get_result-Error in ldap result: 49

(Invalid credentials)

fnbamd_ldap.c[2028] fnbamd_|dap_get_result-Auth denied

fnbamd_auth.c[2188] fnbamd_auth_poll_ldap-Result for Idap svr 10.0.1.10 1s demed
fnbamd_comm.c[169] fnbamd_comm_send_result-Sending result 1 for req 4
fnbamd_fsm.c[568] destroy_auth_session-delete session 4

authenticate ‘student’ against ‘WindowsLDAP' failed!

Based on the above output, what FortiGate LDAP settings must the administer check? (Choose two.)

A. cnid.

B. username.
C. password.
D. dn.

Answer: BC

Explanation:
https://kb.fortinet.com/kb/viewContent.do?externalld=13141

NEW QUESTION 6
View the central management configuration shown in the exhibit, and then answer the question below.

config system central-management
set type fortimanager
set fmg “10.0.1.242"
config server-list
edit 1
set server-type rating
set server-address 10.0.1.240
next
edit 2
set server-type update
set server-address 10.0.1.243
next
edit 3
set server-type rating
set server-address 10.0.1.244
next
end
set include-default-servers snable
end

Which server will FortiGate choose for antivirus and IPS updates if 10.0.1.243 is experiencing an outage?
A.10.0.1.240

B. One of the public FortiGuard distribution servers

C.10.0.1.244

D. 10.0.1.242

Answer: B

NEW QUESTION 7

Which statements about bulk configuration changes using FortiManager CLI scripts are correct? (Choose two.)

A. When executed on the Policy Package, ADOM database, changes are applied directly to the managed FortiGate.

B. When executed on the Device Database, you must use the installation wizard to apply the changes to the managed FortiGate.
C. When executed on the All FortiGate in ADOM, changes are automatically installed without creating a new revision history.

D. When executed on the Remote FortiGate directly, administrators do not have the option to review the changes prior to installation.

Answer: BD
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Explanation:

CLlI scripts can be run in three different ways:Device Database: By default, a script is executed on the device database. It is recommend you run the changes on
the device database (default setting), as this allows you to check what configuration changes you will send to the managed device. Once scripts are run on the

device database, you can install these changes to a managed device using the installation wizard.

Policy Package, ADOM database: If a script contains changes related to ADOM level objects and policies, you can change the default selection to run on Policy

Package, ADOM database and can then be installed using the installation wizard.

Remote FortiGate directly (through CLI): A script can be executed directly on the device and you don't need to install these changes using the installation wizard.
As the changes are directly installed on the managed device, no option is provided to verify and check the configuration changes through FortiManager prior to

executing it.

NEW QUESTION 8

An administrator wants to capture ESP traffic between two FortiGates using the built-in sniffer. If the administrator knows that there is no NAT device located

between both FortiGates, what command should the administrator execute?

A. diagnose sniffer packet any ‘udp port 500’

B. diagnose sniffer packet any ‘udp port 4500’

C. diagnose sniffer packet any ‘esp’

D. diagnose sniffer packet any ‘udp port 500 or udp port 4500°

Answer: C

Explanation:
Capture IKE Traffic without NAT:diagnose sniffer packet *host and udp port 500’

Capture ESP
Traffic without NAT:diagnose sniffer packet any ‘host and esp’

Capture IKE
and ESP with NAT-T:diagnose sniffer packet any ‘host and (udp port 500 or udp port 4500)’

NEW QUESTION 9

Which the following events can trigger the election of a new primary unit in a HA cluster? (Choose two.)
A. Primary unit stops sending HA heartbeat keepalives.

B. The FortiGuard license for the primary unit is updated.

C. One of the monitored interfaces in the primary unit is disconnected.

D. A secondary unit is removed from the HA cluster.

Answer: AC

NEW QUESTION 10

View the exhibit, which contains the output of a BGP debug command, and then answer the question below.

# get router info bgp summary

BGP router identifier 0.0.0.117. local AS number 65117
BGP table version is 104

3 BGP AS5-PATH entnies

0 BGP community entries

Neighbor V AS MsgRevd MsgSent TblVer InQ OutQ Up/Down StatePfxRed

10.125.0.60 4 65060 1698 1756 103 0 0 03:02:49 1
10.127.0.75% 4 65075 2206 22350 102 0 0 02:45:55 1
10.200.3.1 4 65501 101 I3 0 0 0 never Active

Total number of neighbors 3

Which of the following statements about the exhibit are true? (Choose two.)

A. For the peer 10.125.0.60, the BGP state of is Established.

B. The local BGP peer has received a total of three BGP prefixes.

C. Since the BGP counters were last reset, the BGP peer 10.200.3.1 has never been down.
D. The local BGP peer has not established a TCP session to the BGP peer 10.200.3.1.

Answer: AD

NEW QUESTION 10

Which two tasks are automated using the Install Wizard on FortiManager? (Choose two.)
A. Installing configuration changes to managed devices

B. Importing interface mappings from managed devices

C. Adding devices to FortiManager

D. Previewing pending configuration changes for managed devices

Answer: AD
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NEW QUESTION 14
A FortiGate has two default routes:

config router static

dit 1
set gateway 10.200.1.
set priority 5
set device “portl”

next

edit2
set gateway 10.200.
set priority 10
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set device “porti
next

and

All Internet traffic is currently using portl. The exhibit shows partial information for one sample session of Internet traffic from an internal user:

f diegnose sy= session list

Sessicn info: prote=6 proto_state=0l1 duraticn =17 expire=7 timecut=3&00
flags= 00000000 =2ockflag=00000000 scckport=0 av idx=0 use=3

ha_ad=0 peolicy_dir=0 tunnel=/

state~may_dirty none app_ntif

statistic (bytesa/packetsfallow err): oxg=3575/7/1 reply=2336¢7/15/1 tuple

origin->sink: g pre—->post, reply pre->post dev=4-=2Z/2->4
/ 0

gwy=10.200.1.2 10.0.1.10

hook=post dir=org act=snat 10.0.1.10:64907-

»54.235.1568.170:80(10.200.1 £4307)
39.158.170:80-

|
LT

{0

pos/ (before, after) O (0.0), OF(0,0)
mise=0 policy id=l auth_infc=0 chk client_info=0 wd=0
aerzal=000002%94 to=s=f£E£/ff ips_?iew:ﬂ app_iist:ﬂ app=0

dd_type=ﬂ dd_m:de=3

What would happen with the traffic matching the above session if the priority on the first default route (IDd1) were changed from 5 to 20?

A. The session would be deleted, and the client would need to start a new session.
B. The session would remain in the session table, and its traffic would start to egress from port2.

C. The session would remain in the session table, but its traffic would now egress from both portl and port2.

D. The session would remain in the session table, and its traffic would still egress from portl.

Answer: D

NEW QUESTION 15
Examine the IPsec configuration shown in the exhibit; then answer the question below.

Nama Ramote
Comments
Comments
IP Version & IDvd O IPvVE
FRemote Gateway =
Static ID Address N
IF Address 10.0.10.1 ]

Interface portl \Ud

Mode Config

MAT Trawversal @

™
1]
b
]
|
[
o
1
I'|-|
3]
6]
I.n
&
1]
ta ]
¥
g
'_1
=

An administrator wants to monitor the VPN by enabling the IKE real time debug using these commands: diagnose vpn ike log-filter src-addr4 10.0.10.1

diagnose debug application ike -1 diagnose debug enable

The VPN is currently up, there is no traffic crossing the tunnel and DPD packets are being interchanged between both IPsec gateways. However, the IKE real time

debug does NOT show any output. Why isn’t there any output?
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. The IKE real time shows the phases 1 and 2 negotiations onl

. It does not show any more output once the tunnel is up.

. The log-filter setting is set incorrectl

. The VPN's traffic does not match this filter.

. The IKE real time debug shows the phase 1 negotiation onl

. For information after that, the administrator must use the IPsec real time debug instead: diagnose debug application ipsec -1.
. The IKE real time debug shows error messages onl

. If it does not provide any output, it indicates that the tunnel is operating normally.

IOMNMMmMmOO >

Answer: B

NEW QUESTION 19
What conditions are required for two FortiGate devices to form an OSPF adjacency? (Choose three.)

A. IP addresses are in the same subnet.
B. Hello and dead intervals match.

C. OSPF IP MTUs match.

D. OSPF peer IDs match.

E. OSPF costs match.

Answer: ABC

Explanation:
https://help.fortinet.com/fos50hlp/54/Content/FortiOS/fortigate-advanced-routing-54/Routing_ OSPF/OSPF_Bac

NEW QUESTION 21
Which two tasks are automated using the Install Wizard on FortiManager? (Choose two.)

A. Preview pending configuration changes for managed devices.
B. Add devices to FortiManager.

C. Import policy packages from managed devices.

D. Install configuration changes to managed devices.

E. Import interface mappings from managed devices.

Answer: AD

Explanation:

https://help.fortinet.com/fmgr/50hlp/56/5-6-2/FortiManager_Admin_Guide/1000_Device%20Manager/1200_ins

There are 4 main wizards:Add Device: is used to add devices to central management and import their configurations.

Install: is used to install configuration changes from Device Manager or Policies & Objects to the managed devices. It allows you to preview the changes and, if the
administrator doesn’t agree with the changes, cancel and modify them.

Import policy: is used to import interface mapping, policy database, and objects associated with the managed devices into a policy package under the Policy &
Object tab. It runs with the Add Device wizard by default and may be run at any time from the managed device list.

Re-install policy: is used to perform a quick install of the policy package. It doesn't give the ability to preview the changes that will be installed to the managed
device.

NEW QUESTION 26
Examine the output from the BGP real time debug shown in the exhibit, then the answer the question below:

all snable

[« W =]

.3.1-Cutgoing
3.1-Cutgoing
(37"
.3.1-0utgeoing [DECCDE] Update: NLRI Len(13)"
1-0utgoing [FSM] State: Established Event: 2

—

=

.1-outgoing [RIB] Update: Received Prefix (
.3.1-0Outgoing [RIB] Update: Received Frefix 1

.1-Outgoing [RIB] Update: Received Prefix 10.

. 1-Outgoing [RIB] Update: Received Prefix 10.0.2.0

.1-outgoing [FSM] State: Established Event: 34"
.1-Outgoing [ENCODE] Msg-Hdr: T!n;.e 2~ |
.1-Outgoing [ENCODE] Attr IF-LFr'.l-:ast.:_Tc-r:-ut'tr--lr.-::: .
.1-0Outgoing [ENCODE] Update: Mag #5 Size 35 )

[FSM] State: Established Event: 34

Which statements are true regarding the output in the exhibit? (Choose two.)

A. BGP peers have successfully interchanged Open and Keepalive messages.

B. Local BGP peer received a prefix for a default route.

C. The state of the remote BGP peer is OpenConfirm.

D. The state of the remote BGP peer will go to Connect after it confirms the received prefixes.

Answer: AB

NEW QUESTION 27
Examine the following traffic log; then answer the question below.
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date-20xx-02-01 time=19:52:01 devname=master device_id="xxxxxxx" log_id=0100020007 type=event subtype=system pri critical vd=root service=kemel
status=failure msg="NAT port is exhausted."
What does the log mean?

A. There is not enough available memory in the system to create a new entry in the NAT port table.

B. The limit for the maximum number of simultaneous sessions sharing the same NAT port has been reached.
C. FortiGate does not have any available NAT port for a new connection.

D. The limit for the maximum number of entries in the NAT port table has been reached.

Answer: B

NEW QUESTION 29
View the exhibit, which contains the output of a diagnose command, and then answer the question below.

# diagnose debug rating

Locale : english

License : Contract

Expiration  : Thu Sep 28 17:00:00 20xx

==- Server List (Thu Apr 19 10:41:32 20xx) —

P Weight RTT Flags TZ Packets CurrLost Total Lost
64.26.151.37 10 45 =3 262432 0O sd6
64.26.151.35 10 A6 -5 329072 6806
66.117.56.37 10 73 -5 71638 | 275
65.210.95.240 20 71 -8 36875 ) 92
209.222.147.36 20 : -8 34784 1070
208.91.112.194 20 107 -8 35170 1533
06.45.33.65 &l 33728 120
80.55.69.41 T 33797 | 194
62.209.40.74 150 ) 33754 145
121.111.236.179 {5 : 26410 26225 26227

Which statements are true regarding the output in the exhibit? (Choose two.)

A. FortiGate will probe 121.111.236.179 every fifteen minutes for a response.
B. Servers with the D flag are considered to be down.

C. Servers with a negative TZ value are experiencing a service outage.

D. FortiGate used 209.222.147.3 as the initial server to validate its contract.

Answer: AD

Explanation:
A — because flag is Failed so fortigate will check if server is available every 15 minD-state is | , contact to validate contract info

NEW QUESTION 33
When using the SSL certificate inspection method for HTTPS traffic, how does FortiGate filter web requests when the browser client does not provide the server
name indication (SNI) extension?

A. FortiGate uses CN information from the Subject field in the server’s certificate.
B. FortiGate switches to the full SSL inspection method to decrypt the data.

C. FortiGate blocks the request without any further inspection.

D. FortiGate uses the requested URL from the user’s web browser.

Answer: A

NEW QUESTION 34
The logs in a FSSO collector agent (CA) are showing the following error: failed to connect to registry: PIKA1026 (192.168.12.232)
What can be the reason for this error?

A. The CA cannot resolve the name of the workstation.

B. The FortiGate cannot resolve the name of the workstation.

C. The remote registry service is not running in the workstation 192.168.12.232.
D. The CA cannot reach the FortiGate with the IP address 192.168.12.232.

Answer: C

Explanation:

https://kb.fortinet.com/kb/documentLink.do?externallD=FD30548

NEW QUESTION 39

Which statement is true regarding File description (FD) conserve mode?

A. IPS inspection is affected when FortiGate enters FD conserve mode.

B. A FortiGate enters FD conserve mode when the amount of available description is less than 5%.
C. FD conserve mode affects all daemons running on the device.

D. Restarting the WAD process is required to leave FD conserve mode.

Answer: B
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NEW QUESTION 42
Refer to the exhibit, which contains a TCL script configuration on FortiManager.

Ivpe TCL Script
Run script on Hemote ForthGate ...

Script details i !
proc do_cmd {fcrmd} |
puts [exec "Socmdin™ "# * 10]
$
run_cmd "config system interface ™
run_cmd "edit port1”
rurn_cmd "setip 10.0.1.10 255.255.255.0
run_cmd "next”
run_cmd "end”

An administrator has configured the TCL script on FortiManager, but failed to apply any changes to the
managed device after being executed.
Why did the TCL script fail to make any changes to the managed device?

A. Changes in an interface configuration can only be done by CLI script.
B. The TCL script must start with #include <>.

C. Incomplete commands are ignored in TCL scripts.

D. The TCL command run_cmd has not been created.

Answer: D

NEW QUESTION 45
The CLI command set intelligent-mode <enable | disable> controls the IPS engine’s adaptive scanning behavior. Which of the following statements describes IPS
adaptive scanning?

A. Determines the optimal number of IPS engines required based on system load.

B. Downloads signatures on demand from FDS based on scanning requirements.

C. Determines when it is secure enough to stop scanning session traffic.

D. Choose a matching algorithm based on available memory and the type of inspection being performed.

Answer: C

Explanation:

Configuring IPS intelligenceStarting with FortiOS 5.2, intelligent-mode is a hew adaptive detection method. This command is enabled the default and it means that
the IPS engine will perform adaptive scanning so that, for some traffic, the FortiGate can quickly finish scanning and offload the traffic to NPU or kernel. It is a
balanced method which could cover all known exploits. When disabled, the IPS engine scans every single byte.

config ips globalset intelligent-mode {enable|disable}end

NEW QUESTION 47

Examine the following partial outputs from two routing debug commands; then answer the question below.

# get router info kernel

tab=254 vf=0 scope=0type=1 proto=11 prio=0 0.0.0.0/0.0.0.0/0->0.0.0.0/0 pref=0.0.0.0 gwy=10.200.1.254 dev=2(portl)

tab=254 vf=0 scope=0type=1 proto=11 prio=10 0.0.0.0/0.0.0.0/0->0.0.0.0/0 pref=0.0.0.0 gwy=10.200.2.254 dev=3(port2)

tab=254 vf=0 scope=253type=1 proto=2 prio=0 0.0.0.0/0.0.0.0/.->10.0.1.0/24 pref=10.0.1.254 gwy=0.0.0.0 dev=4(port3)

# get router info routing-table all s*0.0.0.0/0 [10/0] via 10.200.1.254, portl [10/0] via 10.200.2.254, port2, [10/0] dO.0.1.0/24 is directly connected, port3
d0.200.1.0/24 is directly connected, portl d0.200.2.0/24 is directly connected, port2

Which outbound interface or interfaces will be used by this FortiGate to route web traffic from internal users to the Internet?

A. port!

B. port2.

C. Both portl and port2.
D. port3.

Answer: B

NEW QUESTION 48
View the exhibit, which contains the output of a diagnose command, and the answer the question below.
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§ diagnose debug rating

Locale : English

License : Contract

Expiration : Thu Sep 28 17:00:00 20xX

-=- Server List (Thu APR 19 10:41:32 20XX) -=-

1P Weight RTT Flags T2 kets Curr Lost Total Lost

64.26 10 3 < 262432 0 B46

64.26. 10 329072 O 6806

66.1

66.2 .240 20 : 875 92

209.222.147.36 20 : : (] 1070

208.91.112.194 10 ) 19l 1333

96.45.33.65 (0 ( 28 [ 120

80.85.69.41 [ 33719 192

62.209.40.74 | 97 3754 145

121.111.236.179 -5 2641 ) 26227
Which statements are true regarding the Weight value?

Bad Bad Lad
T =

|

10 1163 1 275

3

I

A. Its initial value is calculated based on the round trip delay (RTT).

B. Its initial value is statically set to 10.

C. Its value is incremented with each packet lost.

D. It determines which FortiGuard server is used for license validation.

Answer: C

NEW QUESTION 51
View the global IPS configuration, and then answer the question below.

config ips global
set fail-open disable
set intelligent-mode disable
set englne-count 0
set algorithm engine-pick
end

Which of the following statements is true regarding this configuration?

A. IPS will scan every byte in every session.

B. FortiGate will spawn IPS engine instances based on the system load.

C. New packets will be passed through without inspection if the IPS socket buffer runs out of memory.

D. IPS will use the faster matching algorithm which is only available for units with more than 4 GB memory.

Answer: A

NEW QUESTION 54
An administrator has configured the following CLI script on FortiManager, which failed to apply any changes to the managed device after being executed.

# conf rout stat

edit 0O
set gateway 10.20.121.Z
set pricority 20
set device “wanl”

Why didn’t the script make any changes to the managed device?

A. Commands that start with the # sign are not executed.

B. CLI scripts will add objects only if they are referenced by policies.
C. Incomplete commands are ignored in CLI scripts.

D. Static routes can only be added using TCL scripts.

Answer: A
Explanation:
https://help.fortinet.com/fmgr/50hlp/56/5-6-2/FortiManager_Admin_Guide/1000_Device%20Manager/2400_Sc

A sequence of FortiGate CLI commands, as you would type them at the command line. A comment line starts with the number sign (#). A comment line will not be
executed.

NEW QUESTION 58
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Refer to the exhibit, which contains partial output from an IKE real-time debug.

1Ke U ks LB

Based on the debug output, which phase 1 setting is enabled in the configuration of this VPN?

A. auto-discovery-shortcut
B. auto-discovery-forwarder
C. auto-discovery-sender
D. auto-discovery-receiver

Answer: D

NEW QUESTION 62
View the exhibit, which contains the partial output of an IKE real-time debug, and then answer the question below.

1ka 0: comas 10.0.0.2:500-> 10.0.0.1:-500

ika 0: INEV] assiive ld-hafd7 e FIITE/2E405e 352 F6fda 1an 430
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Which statements about this debug output are correct? (Choose two.)
A. The remote gateway IP address is 10.0.0.1.

B. It shows a phase 1 negotiation.

C. The negotiation is using AES128 encryption with CBC hash.

D. The initiator has provided remote as its IPsec peer ID.

Answer: BD

NEW QUESTION 66
Examine the following routing table and BGP configuration; then answer the question below.
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#get router info routing-table all

*0.0.0.0/0 [10/0) wa 10.200.1.254, port1
C10.200.1.0/24 i1s directly connected, port1
S5192.168.0.016 [10/0) wia 10.200.1.254, port1
# show router bgp

config router bgp

set as 65500

set router-id 10.200.1.1

set network-import-check enable

set ebgp-miltipath disable

config neighbor

edit"10.200.3.1"

set remote-as 65501

nexl

end

config network

edit?

TheBGP connection is up, but the local peer is NOT advertising the prefix 192.168.1.0/24. Which configuration change will make the local peer advertise this
prefix?

A. Enable the redistribution of connected routers into BGP.
B. Enable the redistribution of static routers into BGP.

C. Disable the setting network-import-check.

D. Enable the setting ebgp-multipath.

Answer: C
NEW QUESTION 69

Examine the output of the ‘get router info ospf interface’ command shown in the exhibit; then answer the
guestion below.

# get router inf spf interface portd
ports 1s up, line protocol 18 up
Internet Address 17T2.20.121.2386/ /24, Area 0.0.0.90, MTO 1500
Frocess ID 0, Rourter ID 0.0.0. 4, Network Type BRORDCAST, Ceost
Transmit Dalay 1s sac, State DROther, Priopity 1
Designated Routear (ID) T2 i - 2 i nterface Address 172.32 121.2
Backup Designa Router (ID) 1, Intarfa Address
12.20.121.23%9
Tim intarvals configured, Hell » Dead 40, Wait 40, Retransmit

Which statements are true regarding the above output? (Choose two.)

A. The port4 interface is connected to the OSPF backbone area.

B. The local FortiGate has been elected as the OSPF backup designated router.
C. There are at least 5 OSPF routers connected to the port4 network.

D. Two OSPF routers are down in the port4 network.

Answer: AC

Explanation:
on BROADCAST network there are 4 neighbors, among which 1*DR +1*BDR. So our FG has 4 neighbors, but create adjacency only with 2 (with DR and BDR). 2
neighbors DRother (not down).

NEW QUESTION 74
Which two statements about OCVPN are true? (Choose two.)

A. Only root vdom supports OCVPN.

B. OCVPN supports static and dynamic IPs in WAN interface.

C. OCVPN offers only Hub-Spoke VPNSs.

D. FortiGate devices under different FortiCare accounts can be used to form OCVPN.

Answer: AB

NEW QUESTION 77

An administrator added the following Ipsec VPN to a FortiGate configuration:
configvpn ipsec phasel -interface edit "RemoteSite"

set type dynamic

set interface "portl" set mode main

set psksecret ENC LCVKCIK2E2PhVUzZe next

end

config vpn ipsec phaseZ2-interface edit "RemoteSite"
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set phasel name "RemoteSite" set proposal 3des-sha256

next end

However, the phase 1 negotiation is failing. The administrator executed the IKF real time debug while attempting the Ipsec connection. The output is shown in the
exhibit.

JixXxx/
i Rxx/
(XX xxx:16:

Dixxx/xxx:16: SA r DialUot

0.3.1:500->10.200.1.1

responder:main mode get 2nd message...
NAT nch detected
sent IKE msg (ident_rlZsend): 1

)ialUpUsers:16: ISARMP SA xxx/xxx key 16:3D33E2EF00BE327701
comes 10.200.3.1:500->10.200.1.1:500, 1f1ndex=¢....
) IKEvl exchange=Identity Protection id=xxx/xxx len=108
):DialUpUsers:16: responder: main mode get Erdlmaj_ssa-:;a..,
0:DialUpUsers:16: probable pre-shared secret mismatch
-:"_'r:[;‘-:i,alLTE;ﬂJsars:lﬁ: unable to parse msg

What is causing the IPsec problem in the phase 1 ?

A. The incoming IPsec connection is matching the wrong VPN configuration
B. The phrase-1 mode must be changed to aggressive

C. The pre-shared key is wrong

D. NAT-T settings do not match

Answer: C

NEW QUESTION 79
View the exhibit, which contains a screenshot of some phase-1 settings, and then answer the question below.

Remote Gateway

Narme Remote
Comments Comments
Hetwork
:P '.-'EI".‘;EC-I'I | !F“".;-r : |P'.|'E

Static IP address

IP Addrass 10.0.10.1 |
Interface i port v
Mode Config Ml
NAT Traversa ¥

Keepalive Frequency 10 = |

Dead Peer Detection  [V]

The VPN is up, and DPD packets are being exchanged between both IPsec gateways; however, traffic cannot pass through the tunnel. To diagnose, the
administrator enters these CLI commands:

diagnose vpn ike log-filter src-add4 10.0.10.1
diagnose debug application ike-1
dlagnose debug enable

However, the IKE real time debug does not show any output. Why?

A. The debug output shows phases 1 and 2 negotiations onl
B. Once the tunnel is up, it does not show any more output.
C. The log-filter setting was set incorrectl

D. The VPN's traffic does not match this filter.

E. The debug shows only error message

F. If there is no output, then the tunnel is operating normally.
G. The debug output shows phase 1 negotiation onl
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H. After that, the administrator must enable the following real time debug: diagnose debug application ipsec -1.

Answer: B

NEW QUESTION 80

Which two statements about bulk configuration changes made using FortiManager CLI scripts are correct? (Choose two.)

A. When run on the Device Database, you must use the installation wizard to apply the changes to the managed FortiGate device.
B. When run on the Remote FortiGate directly, administrators do not have the option to review the changes prior to installation.

C. When run on the All FortiGate in ADOM, changes are automatically installed without the creation of a new revision history.

D. When run on the Policy Package, ADOM database, changes are applied directly to the managed FortiGate device.

Answer: AB

NEW QUESTION 81
View the exhibit, which contains the partial output of a diagnose command, and then answer the question below.

Spoka-2 §F dia vpn tunnal list
list all ipsec tunnel in vd O
nama=yEFH ver=1 serial=1 10.200.5.1:0=->10.200.4.1:0
bound if=3 lgwy=static/l tun=intf/0 mode=auts/l encap=none,d
proxyid pu==1 child m==0 refcnt=15 ilast=10 olast=T92 auto-discovery=0
stat: rxp=0 txp=0 rxb=0 txb=0
dpd: modeson-demand on=l idle=20000 ms retry=3 count=0 seguno=0
natt: mode=nons draft=0 interval=0 remote port=0
proxyid=VPN proto=0 sa=]l ref=2 serial=l
src: 0:10,1.2.0/255.255.0:0
dst: 0:10.1.1.0/255.255.255.0:0
8A: ref=3 optiocns=2e type=00 soft=0 mtu=1438 expire=42403/0B replaywin=2048 seqno=1 asn=0
replaywin lastasge0d0000000
life: type=01 bytes=0,/0 timecut=43177,/43200
dec: spi=ccclfééd es es key=18 280eScdiéffbaccESacTTl856c464 5 fhd
ah=shal key=20 o dE8753578785de 6aTabb2 TEb506cE2Tals
anc: spi=dfl4z00b asp=aes key=l6 bOZaTedf554ib6Parftaaid®lTibaalsd
ah=shal key20 BESLTS25887c215c25550balbaliletinlasitTha

dec:pkts/bytas=0,/0, enc:pkts/bytes=0,/0

Based on the output, which of the following statements is correct?

A. Anti-reply is enabled.

B. DPD is disabled.

C. Quick mode selectors are disabled.
D. Remote gateway IP is 10.200.5.1.

Answer: A

NEW QUESTION 82
View the following FortiGate configuration.

config system global
set snat-route-change disable
end
config router static
edit 1
set gateway 10.200.1.254
set priority 5
set device “portl”
nextc
edit 2
set gateway 10.200.2.254
set priority 10
set device “port2”
next
end

All traffic to the Internet currently egresses from portl. The exhibit shows partial session information for Internet traffic from a user on the internal network:
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# diagnose sys session list

session info: proto=6 proto_state+01 duration=17 expire=7 timeout=3600
flags=00000000 sockflag=00000000 sockport=0 av_idx=0 use=3
ha_id=0 policy dir=0 tunnel=/

state=may _dirty none app_ntf

statistic(bytes/packets/allow err): org=57555/7/1 reply=23367/19/1 tuples=2
orgin->sink: org pre->post, reply pre->post dev=4->2/2->4
gwy=10.200.1.254/10.0.1.10

hook=post dir=org act=snat 10.0.1.10:64907-
>54.239.158.170:80(10.200.1.1:64907)

hook=pre dir=reply act=dnar 54.239.158.170:80-
>10.200.1.1:64907(10.0.1.10:64907)

pos/(before, after) 0/(0,0), 0/(0,0)

misc=0 policy_id=1 auth_info=0 chk_client_info=0 vd=0
serial=00000294 1wos=fI/fT ips_view=0 app_list=0 app=0

dd type=0 dd mode=0

If the priority on route ID 1 were changed from 5 to 20, what would happen to traffic matching that user’s session?

A. The session would remain in the session table, and its traffic would still egress from port1.

B. The session would remain in the session table, but its traffic would now egress from both portl and port2.
C. The session would remain in the session table, and its traffic would start to egress from port2.

D. The session would be deleted, so the client would need to start a new session.

Answer: A
Explanation:

http://kb.fortinet.com/kb/documentLink.do?externallD=FD40943

NEW QUESTION 83
Four FortiGate devices configured for OSPF connected to the same broadcast domain. The first unit is elected as the designated router The second unit is elected
as the backup designated router Under normal operation, how many OSPF full adjacencies are formed to each of the other two units?

00w
A WDN P

Answer: B

NEW QUESTION 86
View the exhibit, which contains the output of diagnose sys session list, and then answer the question below.

# diagnose sys session list

session info: proto=6 proto state=01 duration=73 expire=3597 timeout=3600
£1ags=00000000 sockflag=00000000 sockport=0 av idx=0 use=3

origin-shaper=

reply-shaper=

per ip shaper=

ha id=0 policy dir=0 tunnel=/

state-may dirty synced none app ntf

statistic (bytes/packets/allow err): org=822/11/1 reply=9037/15/1 tuples=2
orgin->sink: org pre-»post, reply pre-»post dev=4->2/2-»4 gwy=10.200.1.254/10.0.1.10
hook=post dir=org act=smst 10.0.1.10:65464->54.192.15.182:80(10.200.1.1:65464
hook-pre dir=reply act=dnat 54,192.15,182:80->10.200.1.1:65464(10.0,1.10:65464)
pos/ (before, after) 0/(0/0), 0/(0,0)

misc=0 policy id=1 auth info=0 chk client info=0 vd=0

serial=00000098 tos=ff/ff ips view=0 app list=0 app=0

dd type=0 dd mode=0

If the HA ID for the primary unit is zero (0), which statement is correct regarding the output?
A. This session is for HA heartbeat traffic.

B. This session is synced with the slave unit.

C. The inspection of this session has been offloaded to the slave unit.

D. This session cannot be synced with the slave unit.

Answer: B

NEW QUESTION 89
Which two configuration settings change the behavior for content-inspected traffic while FortiGate is in conserve mode? (Choose two.)

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy NSE7_EFW-7.0 dumps
@ 2 PQSS@QSLJ https://www.2passeasy.com/dumps/NSE7_EFW-7.0/ (122 New Questions)

A. IPS failopen
B. mem failopen
C. AV failopen
D. UTM failopen

Answer: AC

NEW QUESTION 94
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