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NEW QUESTION 1

- (Exam Topic 1)

You need to identify which roles to use for managing role assignments. The solution must meet the delegation requirements.

What should you do? To answer, select the appropriate options in the answer area. NOTE:Each correct selection is worth one point.

To manage Azure AD built-in role assignments, use: v
Global administrator
Prwlleged role q:_:ig‘unls_t_ratnr

Secunty admlnlstratnr
User access administrator

To manage Azure built-in role assignments, use: -
Global administrator
Priw{il_e_ged role adn_"ii_nistr_a:[dr |
Security administrator
User access administrator

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal https://docs.microsoft.com/en-us/azure/active-
directory/roles/permissions-reference

NEW QUESTION 2

- (Exam Topic 1)

You need to configure the MFA settings for users who connect from the Boston office. The solution must
meet the authentication requirements and the access requirements. What should you configure?

A. named locations that have a private IP address range
B. named locations that have a public IP address range
C. trusted IPs that have a public IP address range

D. trusted IPs that have a private IP address range

Answer: B

NEW QUESTION 3

- (Exam Topic 1)

You need to implement password restrictions to meet the authentication requirements. You install the Azure AD password Protection DC agent on DC1.
What should you do next’> To answer, select the appropnate optlons in the answer area. NOTE: Each correct selection is worth one point.

' i !’5.mlmlmmlumm_

A. Mastered
B. Not Mastered

Answer: A

Explanation:

“i; [ *:Ilf II|
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NEW QUESTION 4
- (Exam Topic 1)

Jll

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure SC-300 dumps!
rJ CEI"tShEI,I"Ed https://www.certshared.com/exam/SC-300/ (106 Q&AS)

You need to configure the detection of multi staged attacks to meet the monitoring requirements. What should you do?

A. Customize the Azure Sentinel rule logic.
B. Create a workbook.

C. Add an Azure Sentinel playbook.

D. Add Azure Sentinel data connectors.

Answer: D

NEW QUESTION 5
- (Exam Topic 2)
You need to meet the planned changes and technical requirements for Appl. What should you implement?

A. a policy set in Microsoft Endpoint Manager

B. an app configuration policy in Microsoft Endpoint Manager
C. an app registration in Azure AD

D. Azure AD Application Proxy

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-register-app

NEW QUESTION 6
- (Exam Topic 2)
You need to sync the ADatum users. The solution must meet the technical requirements. What should you do?

A. From the Microsoft Azure Active Directory Connect wizard, selectCustomize synchronization options.
B. From PowerShell, runSet-ADSyncScheduler.

C. From PowerShell, runStart-ADSyncSyncCycle.

D. From the Microsoft Azure Active Directory Connect wizard, selectChange user sign-in.

Answer: A

Explanation:
You need to selectCustomize synchronization optionsto configure Azure AD Connect to sync the Adatum organizational unit (OU).

NEW QUESTION 7

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest.

You discover that when a user account is disabled in Active Directory, the disabled user can still authenticate to Azure AD for up to 30 minutes.

You need to ensure that when a user account is disabled in Active Directory, the user account is immediately prevented from authenticating to Azure AD.
Solution: You configure conditional access policies. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

NEW QUESTION 8

- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant.

You create an enterprise application collection named HR Apps that has the following settings:
* Applications: Appl. App?, App3

e Owners: Admin 1

* Users and groups: HRUsers

AH three apps have the following Properties settings:

» Enabled for users to sign in: Yes

» User assignment required: Yes

* Visible to users: Yes

Users report that when they go to the My Apps portal, they only sue Appl and App2-You need to ensure that the users can also see App3. What should you do
from App3?

What should you do from App3?

A. From Users and groups, add HRUsers.

B. Prom Properties, change User assignment required to No.
C. From Permissions, review the User consent permissions.
D. From Single sign on, configure a sign-on method.

Answer: A
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Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-access-portal https://docs.microsoft.com/en-us/azure/active-
directory/user-help/my-applications-portal-workspaces

NEW QUESTION 9
- (Exam Topic 3)
You have an Azure Active Directory (Azure AD) tenant that contains the following objects:

;"’ A device named Devicel
;’ Users named Userl, User2, User3, User4, and User5

;:' Groups named Groupl, Group2, Group3, Group4, and Group5
The groups are configured as shown in the following table.

Name Type Membership type Members
Group1 Security Assigned User1, User3, Group2. Group3
Group? Security Dynamic User User?
Group3 Security Dynamic Device Device1
Group4 | Microsoft 365 Assigned Userd
Groups Microsoft 365 Dynamic User Users

To which groups can you assign a Microsoft Office 365 Enterprise E5 license directly?

A. Groupl and Group4 only

B. Groupl, Group2, Group3, Group4, and Group5
C. Groupl and Group2 only

D. Groupl only

E. Groupl, Group2, Group4, and Group5 only

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/licensing-group-advanced

NEW QUESTION 10

- (Exam Topic 3)

You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.

Yon receive more than 100 email alerts each day for tailed Azure Al) user sign-in attempts. You need to ensure that a new security administrator receives the
alerts instead of you. Solution: From Azure monitor, you modify the action group.

Does this meet the goal?

A. Yes
B. No

Answer: B
NEW QUESTION 10

- (Exam Topic 3)
You create the Azure Active Directory (Azure AD) users shown in the following table.

=l . Hmﬂmi“ﬂﬂmn%-mmm“mﬂwmmmmmm BT OF Ko
JMIIM MFA 0 & trusted Sewcr tettngt M sung femember WES 2m b Srusted deyce B sire 16 mvtend e dlssso to. 00 o

On February 26, 2021, what will the multi-factor auth status be for each user?
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 12

- (Exam Topic 3)

You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.

Yon receive more than 100 email alerts each day for tailed Azure Al) user sign-in attempts. You need to ensure that a new security administrator receives the
alerts instead of you. Solution: From Azure monitor, you create a data collection rule.

Does this meet the goal?

A. Yes
B. No

Answer: A
NEW QUESTION 17

- (Exam Topic 3)
You have an Azure subscription that contains the resource shown in the following table.

Mame ) Type
Group1 Group that has the Assigned membership type
'_AEF‘I S F.Ht(‘.‘_l[__'lflhl-' application n _f-'f.funr Active Directory Is‘i.fun.: AldY)
Contmbutor | Azure subscnphon role
Role1 | Azure Active Drectory (Azure AD) role

For which resources can you create an access review?

A. Groupl, Appl, Contributor, and Rolel
B. Hotel and Contributor only

C. Groupl, Rolel, and Contributor only
D. Groupl only

Answer: D

NEW QUESTION 18

- (Exam Topic 3)

You have a Microsoft Exchange organization that uses an SMTP' address space of contoso.com.

Several users use their contoso.com email address for self-service sign up to Azure Active Directory (Azure AD).

You gain global administrator privileges to the Azure AD tenant that contains the self-signed users.

You need to prevent the users from creating user accounts in the contoso.com Azure AD tenant for self-service sign-up to Microsoft 365 services.
Which PowerShell cmdlet should you run?

A. Set-MsolCompanySettings

B. Set-MsolDomainFederationSettings
C. Update-MsolfederatedDomain
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D. Set-MsolDomain

Answer: A

Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/directory-self-service-signup

NEW QUESTION 22

- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant that uses conditional access policies.

You plan to use third-party security information and event management (SIEM) to analyze conditional access usage.

You need to download the Azure AD log that contains conditional access policy data. What should you export from Azure AD?

A. sign-ins in JSON format
B. sign-ins in CSV format

C. audit logs in JSON format
D. audit logs in CSV format

Answer: C

NEW QUESTION 27

- (Exam Topic 3)

Your network contains an Active Directory forest named contoso.com that is linked to an Azure Active

Directory (Azure AD) tenant named contoso.com by using Azure AD Connect. Attire AD Connect is installed on a server named Server 1.

You deploy a new server named Server? that runs Windows Server 2019.

You need to implement a failover server for Azure AD Connect. The solution must minimize how long it takes to fail over if Serverl fails.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Arca

(X
O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Actions Answer

NEW QUESTION 31

- (Exam Topic 3)

You have a Microsoft 365 tenant.

The Azure Active Directory (Azure AD) tenant syncs to an on-premises Active Directory domain. The domain contains the servers shown in the following table.

Name Operating system Configuration
Servert Windows Server 2019 Domain controller
Server? Windows Server 2019 Domain controller
Serverd Windows Server 2019 Azure AD Connect

The domain controllers are prevented from communicating to the internet. You implement Azure AD Password Protection on Serverl and Server2. You deploy a
new server named Server4 that runs Windows Server 2019.
You need to ensure that Azure AD Password Protection will continue to work if a single server fails. What should you implement on Server4?
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A. Azure AD Connect

B. Azure AD Application Proxy
C. Password Change Notification Service (PCNS)
D. the Azure AD Password Protection proxy service

Answer: D

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-on-premisesdep

NEW QUESTION 34

- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant that contains the groups shown in the following table.

Name Type Membership type
Group1 Security Assigned
Group? Security Dynamic User
Groupa Security Dynamic Device
Group4d Microsoft 365 Assigned
Groups Microsoft 365 Dynamic User

For which groups can you create an access review?

A. Groupl only

B. Groupl and Group4 only
C. Groupl and Group2 only
D. Groupl, Group2, Group4, and Group5 only

E. Groupl, Group2, Group3, Group4 and Group5

Answer: D

Explanation:

You cannot create access reviews for device groups. Reference:

https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

NEW QUESTION 39

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have a Microsoft 365 tenant.
You have 100 IT administrators who are organized into 10 departments. You create the access review shown in the exhibit. (Click theExhibittab.)
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Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name * Admin review 3

Description ()

Start date * 12/18/2020 @
Frequency Il Monthly b ]
Duratiﬂﬂ |:"'4 d-ﬂ'yﬂ I:'I_:, _————_—————{} 14

End () @D codby  Occurrences |

Mumber oF times

Users
Scope @) Everyone

Review role membership (permanent and eligible) *
Application Administrator and 72 others

Reviewers

Reviewers [ ( Preview) Manager 4

| 2]

(Preview) Fallback reviewers (O
hegan Bowen

“ ' Upon completion settings

You discover that all access review requests are received by Megan Bowen.

You need to ensure that the manager of each department receives the access reviews of their respective department.

Solution: You create a separate access review for each role.
Does this meet the goal?

A. Yes
B. NoD18912E1457D5D1DDCBD40AB3BF70D5D

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

NEW QUESTION 43
- (Exam Topic 3)

Your company has an Azure Active Directory (Azure AD) tenant named Contoso.com. The company has a business partner named Fabrikam, Inc.
Fabrikam uses Azure AD and has two verified domain names of fabrikam.com and litwarein.com Both domain names are sued for Fabrikam email addresses.

You create a connected organization for Fabrikam.

You need to ensure that the packagel will be accessible only to users who have fabrikam.com email addresses. What should you do? To answer, select the

appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Tu allow gooess for users wih hanee fabnkam com Sl
addresses, conlguie L an a0 o packags 355GNMEert 10 llentily Goyenrar g
A Access P Kacge pobily b Ceality sovernance
Sy i ol ey policy o Asure Al
e bxternsl collaporation setbmgy m AzZura ALY
To block gtoess IO Wsers who have imgansine om email
scddresses, conbqure. Lan aczess package assigiment i ldontity Governance
St ACC e ik o Doy i SantiTy Joue TG e
Hoidanadetisnal s 2ess BONCY o A2ule AR
Flaes §stesnial ooV atsor atoan weitnigs wy Azute AL
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Arca

To alhow access for users wha have fabrikam.com email
addiesaes conhigure. | An access package asiignment in [dentity Governance
A acceis package policy in identity Gowernance
=y Al uEtgnalacces s policy o AZUre AL o
I 1he External collaborahion setngs in Azure AD

Te block decess for ysers who have imwarsine com amail

acidresses, conhiguee: Lan arcess mackagesssugnaeat midentitsausraance
AN Acceis packacge policy in Identity Gowemance |

ATwimmtonal Gofess Dality v ATGre AD
1he Extenal coilaboration semtmgs m Azure Al

NEW QUESTION 45

- (Exam Topic 3)

Your company has two divisions named Contoso East and Contoso West. The Microsoft 365 identity architecture tor both divisions is shown in the following
exhibit.

You need to assign users from the Contoso East division access to Microsoft SharePoint Online sites in the Contoso West tenant. The solution must not require
additional Microsoft 3G5 licenses.
What should you do?

A. Configure The exiting Azure AD Connect server in Contoso Cast to sync the Contoso East Active Directory forest to the Contoso West tenant.

B. Configure Azure AD Application Proxy in the Contoso West tenant.

C. Deploy a second Azure AD Connect server to Contoso East and configure the server to sync theContoso East Active Directory forest to the Contoso West
tenant.

D. Create guest accounts for all the Contoso East users in the West tenant.

Answer: D

NEW QUESTION 47

- (Exam Topic 3)

You have a Microsoft 365 tenant.

All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when accessing Microsoft 365 services.

Some users report that they received an MFA prompt on their Microsoft Authenticator app without initiating a sign-in request.

You need to block the users automatically when they report an MFA request that they did not Initiate. Solution: From the Azure portal, you configure the Fraud alert
settings for multi-factor authentication (MFA). Does this meet the goal?
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A. Yes
B. No

Answer: B

NEW QUESTION 48

- (Exam Topic 3)

You have a Microsoft 365 tenant.

You currently allow email clients that use Basic authentication to conned to Microsoft Exchange Online.

You need to ensure that users can connect t to Exchange only run email clients that use Modern authentication protocols.
What should you implement?

You need to ensure that use Modern authentication

A. a compliance policy in Microsoft Endpoint Manager

B. a conditional access policy in Azure Active Directory (Azure AD)
C. an application control profile in Microsoft Endpoint Manager

D. an OAuth policy in Microsoft Cloud App Security

Answer: C

NEW QUESTION 49
- (Exam Topic 3)
You configure Azure Active Directory (Azure AD) Password Protection as shown in the exhibit. (Click theExhibittab.)

Custom smart lockout

Lockout threshold () | & S

Lockout duration in seconds () - 3600

Custom banned passwords

Enforce custom list © No )

Contoso
Litware
Tailwind
Custom banned password list (0 | project
Zettabyte
MainStreet

Password protection for Windows Server Active Directory
Enable password protection on Windows Server Active Directory © (R D No )

Mode © (nioced  JEOT

You are evaluating the following passwords:
> PrOjectlitw@re
> T@iwind

> COnt0s0
Which passwords will be blocked?

"

A. PrQjectlitw@re and T@ilwlnd only

B. COnt0s0 only

C. COnt0s0, PrOjectlitw@re, and T@ilwlnd
D. COnt0s0 and T@ilwlnd only

E. COnt0s0 and PrOjectlitw@re only

Answer: C

Explanation:
Reference:
https://blog.enablingtechcorp.com/azure-ad-password-protection-password-evaluation

NEW QUESTION 54

- (Exam Topic 3)

You have an on-premises Microsoft Exchange organization that uses an SMTP address space of contoso.com. You discover that users use their email address for
self-service sign-up to Microsoft 365 services.

You need to gain global administrator privileges to the Azure Active Directory (Azure AD) tenant that contains the self-signed users.
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Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

Signin to the Microsoft 365 admin center

Create a self-signed user account in the Azure AD
tenant.

From the Microsoft 365 admin center, add the domain @
name @

©O

Respond to the Become the admin message

From the Microsoft 365 admin center, remove the
domain name

Create a TXT record in the contoso.com DNS zone

A.
Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/domains-admin-takeover

NEW QUESTION 59

- (Exam Topic 3)

You configure a new Microsoft 36S tenant to use a default domain name of contosso.com.

You need to ensure that you can control access to Microsoft 365 resource-, by using conditional access policy. What should you do first?

A. Disable the User consent settings.

B. Disable Security defaults.

C. Configure a multi-factor authentication (Ml A) registration policyl.

D. Configure password protection for Windows Server Active Directory.

Answer: B

NEW QUESTION 63

- (Exam Topic 3)

You have a Microsoft 365 tenant.

In Azure Active Directory (Azure AD), you configure the terms of use.

You need to ensure that only users who accept the terms of use can access the resources in the tenant. Other users must be denied access.
What should you configure?

A. an access policy in Microsoft Cloud App Security.

B. Terms and conditions in Microsoft Endpoint Manager.
C. a conditional access policy in Azure AD

D. a compliance policy in Microsoft Endpoint Manager

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/terms-of-use

NEW QUESTION 67

- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant that has Security defaults disabled. You are creating a conditional access policy as shown in the following
exhibit.
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New

Conditional access policy

Control user access based on conditional Control user access based on users and groups
access policy to bring signals together, to assignment for all users, specific groups of users,
make decisions, and enforce organizational directory roles, or external guest users.
policies. Learn more Learn more
Name * Include Exclude

Policyl il ‘ () None

O All users

Assignments @ Select users and groups

Users and groups () S || All guest users (preview) @

Specific users included
D Directory roles (preview) @

Cloud apps or actions (O > Users and groups
All cloud apps
Select ()
Conditions () >
> 1 user

0 conditions selected

Userl .
userl@sk200922cutiook.onm...
Access controls

Grant () S
0 controls selected
Session ()

b

0 controls selected

Enable policy

(Report-only oft )

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE:Each correct selection is worth one point.

To ensure that User1 is prompted for multi-factor authentication (MFA) v
when accessing Cloud apps, you must configure the [answer choice]. [ Conditions settings
Enable policy setting
Grant settings
Sessions settings
Users and groups setting

To ensure that User1 is prompted for authentication every eight v
hours, you must configure the [answer choice]. | Conditions settings

Enable policy setting

Grant settings

Sessions settings

Users and groups setting

A. Mastered
B. Not Mastered

Answer: A
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Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-access-policy-all

NEW QUESTION 70

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest.

You discover that when a user account is disabled in Active Directory, the disabled user can still authenticate to Azure AD for up to 30 minutes.

You need to ensure that when a user account is disabled in Active Directory, the user account is immediately prevented from authenticating to Azure AD.
Solution: You configure pass-through authentication. Does this meet the goal?

A. Yes
B. No

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

NEW QUESTION 73
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