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NEW QUESTION 1

Refer to

the exhibits.

Exhibit A

config duplication
edit 1
set srcaddr "10.0.1.0/24"
set dataddr "10.1.0.0/24"
set sarcintf "ports”
set dstintf "overlay”
set service "ALL"
set packet-duplication force
next
end

bran

chl _fgt # diagnose sys sdwan zone

1+E?

Zone SASE index=2

members (0) :
Zone overlay index=4

members(3): 19(T_INET 0 _0) 20(T_INET 1 0) 21(T_MPLS 0)
Zone underlay index=3

members(2): 3(portl) 4(port2)
Zone virtual-wan-link index=l

members (0) :
1.274665 portd in 10.0.1.101 -> 10.1.0.7: icmp: echo request
1.275788 T _INET 0 0 out 10.0.1.101 -> 10.1.0.7: icmp: echo request
1.275790 T_INET 1 0 ocut 10.0.1.101 -> 10.1.0.7: icmp: echo request

5801 T:HPLS_D out 10.0.1.101 -> 10.1.0.7: icmp: echo request

1.278365 T_INET 1 0 in 10.1.0.7 -> 10.0.1.101: icmp: echo reply
1.278553 port5 out 10.1.0.7 =-> 10.0.1.101: icmp: echo reply
Exhibit B

3.874431 T_INET 1 0 in 10.0.1.101 -> 10.1.0.7: icmp: echo request

3.87
.87
3.87
3.87
3.87

4630 port5 out 10.0.1.101 -> 10.1.0.7: icmp: echo request
4895 T_INET 0 0 inmn 10.0.1.101 -> 10,.1.0.7: icmp: echo request
5125 T_MPLS 0 in 10.0.1.101 -> 10.1.0.7: icmp: echo request
5054 port5 in 10.1.0.7 -> 10.0.1.101: icmp: echo reply

5308 T_INET 1 0 cut 10.1.0.7 -> 10.0.1.101: icmp: echo reply

Exhibit A shows the packet duplication rule configuration, the SD-WAN zone status output, and the sniffer output on FortiGate acting as the sender. Exhibit B
shows the sniffer output on a FortiGate acting as the receiver.
The administrator configured packet duplication on both FortiGate devices. The sniffer output on the sender FortiGate shows that FortiGate forwards an ICMP

echo request packet over three overlays, but it only receives one reply packet through T_INET_1_0.
Based on the output shown in the exhibits, which two reasons can cause the observed behavior? (Choose two.)

A. On the receiver FortiGate, packet-de-duplication is enabled.

B. The ICMP echo request packets sentover T_INET_0_0 and T_MPLS_0 were dropped along the way.
C. The ICMP echo request packets received over T_INET_0_0 and T_MPLS_0 were offloaded to NPU.

D. On the sender FortiGate, duplication-max-num is set to 3.

Answer: AD

NEW QUESTION 2

In a hub-and-spoke topology, what are two advantages of enabling ADVPN on the IPsec overlays? (Choose two.)

A. It pro
B. It pro

vides the benefits of a full-mesh topology in a hub-and-spoke network.
vides direct connectivity between spokes by creating shortcuts.

C. It enables spokes to bypass the hub during shortcut negotiation.
D. It enables spokes to establish shortcuts to third-party gateways.

Answer: AB

NEW QUESTION 3

What is

the route-tag setting in an SD-WAN rule used for?

A. To indicate the routes for health check probes.
B. To indicate the destination of a rule based on learned BGP prefixes.

C.Toin
D.Toin

dicate the routes that can be used for routing SD-WAN traffic.
dicate the members that can be used to route SD-WAN traffic.

Answer: B

NEW QUESTION 4
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Refer to the exhibit.

config system virtual-wan-link

set status enable

set load-balance-mode source-ip-based

config members

edit 1

interface “portl”
gateway 100.64.1.254
source 100.64.1.1
cost 15

interface “port2”
gateway 100.64.2.254

priority 10

Based on the output shown in the exhibit, which two criteria on the SD-WAN member configuration can be used to select an outgoing interface in an SD-WAN

rule? (Choose two.)

A. Set priority 10.

B. Set cost 15.

C. Set load-balance-mode source-ip-ip-based.
D. Set source 100.64.1.1.

Answer: AB

NEW QUESTION 5
Refer to the exhibit.

1ke :T INET O 0:214: received informatiocnal request

ike T INET 0 0:214: processing notify type SHORTCUT QUERY

1 ke T INET O re wortcut-query 9065761962601467474

07409008 7£fdl7e/00000000000000 00 192.2.0.1 10.0.1. 101->1 2.1 pak ¢4 ppk ttl 32
nat ver 2 mode

ike 0:T INET O0: 1i1f 20 10.0.1.101 10.0.2.101 route lookup oif 2 INET gwy

1.' - 4 &

- E e e o

ike OU:T INET 0 1: forward shortcut-query S06376l9c26014617474

07409008L£7fd1l7e/0000 00000000000 192.2.0.1 10.0.1.101->1 2.1 psk €4 ppk ttl 31
ver mode 0, ext-mapping 192.2.C -1t

Which statement about the role of the ADVPN device in handling traffic is true?

A. This is a spoke that has received a query from a remote hub and has forwarded the response to its hub.

B. Two hubs, 10.0.1.101 and 10.0.2.101, are receiving and forwarding queries between each other.
C. This is a hub that has received a query from a spoke and has forwarded it to another spoke.

D. Two spokes, 192.2.0.1 and 10.0.2.101, forward their queries to their hubs.

Answer: C

NEW QUESTION 6
Exhibit A —
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Exhibit A shows the system interface with the static routes and exhibit B shows the firewall policies on the managed FortiGate.
Based on the FortiGate configuration shown in the exhibits, what issue might you encounter when creating an SD-WAN zone for portl and port2?

A. portl is assigned a manual IP address.

B. portl is referenced in a firewall policy.

C. port2 is referenced in a static route.

D. portl and port2 are not administratively down.

Answer: B
NEW QUESTION 7

Refer to the exhibit.

FortiGate §

- r'lagas=000000010
CKpOLT

Origln—-Snaper

reply-shaper

per ip shaper=

id=0 ha i1d=0 policy di /S vlian coas=0/255

4/1/1 reply=84/1/1 tuplaes-=-2

peed(Bps/kbps) = 0 rx = £ s/ k : 050

n->sink: org pre ast, reply pre-> - "2=3 >S5 gwy=192.168.73.2/10.0.1.10

post dir=org act at 10.0.1.10:22 =8 .8.¢ B(192.168.73.132:62662)

=pre dir=reply act=dnat B8.8.8.8:62662 32 13.132:0(10.0.1.10:2246)

0 policy id=1 auth info«0 chk client info=0 vd-=0

ial=00000a2c tos=ff/ff app list=0 app=0 url cat=0

rpdb link id= 80000000 rpdb sve id=0 ngfwid=n/a
npu state-0x040000 -

total sossion 1

Based on the exhibit, which statement about FortiGate re-evaluating traffic is true?
A. The type of traffic defined and allowed on firewall policy ID 1 is UDP.

B. FortiGate has terminated the session after a change on policy ID 1.

C. Changes have been made on firewall policy ID 1 on FortiGate.

D. Firewall policy ID 1 has source NAT disabled.

Answer: C
NEW QUESTION 8
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Refer to the exhibits.

Exhibit A
onfig system global
set snat-route-change enable
end
Exhibit B
branchl_fgt # get router info routing-table all
Codes: K - kernel, C - connected, S - static, R RIP, B - BGP
C - OSPF, IA - OSPF inter area
Nl - OSPF NSSA external type 1, NZ - OSPF N3SSA external type 2
El - OSPF external type 1, EZ2 - OSFF external type 2
i1 - Is-15, L1 - IS-IS5 level-l, L2 - IS-1S level-2, ia - IS-15 inter area
* = candidate default
Routing table for VREF=0
g 3.0.0.0/0 [1/0) via 1%2.2.0.2, porc2, [1/0Q]
[1/0] via 192.2.0.10, portl [10/0])

Exhibit A shows the source NAT (SNAT) global setting and exhibit B shows the routing table on FortiGate.

Based on the exhibits, which two actions does FortiGate perform on existing sessions established over port2, if the administrator increases the static route priority

on port2 to 20? (Choose two.)

A. FortiGate flags the sessions as dirty.

B. FortiGate continues routing the sessions with no SNAT, over port2.

C. FortiGate performs a route lookup for the original traffic only.

D. FortiGate updates the gateway information of the sessions with SNAT so that they use portl instead of port2.

Answer: AD

NEW QUESTION 9
Which diagnostic command can you use to show the configured SD-WAN zones and their assigned members?

A. diagnose sys sdwan zone

B. diagnose sys sdwan service
C. diagnose sys sdwan member
D. diagnose sys sdwan interface
Answer: A

NEW QUESTION 10

Refer to the exhibits.

Exhibit A

branchl fgt # diagnose ays sdwan service

Service(l): Addreas Mode (IFV4) flaga=0x200 use-shortcut-sla
Gen(B), TOS(0x0/0x0), Protocel(D: 1-»65535), Mode(manual)
Membera (2) :
1: Seq_num(l portl), alive, selected
2: Seq num{2 portl), alive, selected
Internet Service(l): GoToMeeting(429483&96€,0,0,0 16354)
Microsoft.Office.365.Portal (4254837474,0,0,0 41468) Salesforce{429483797¢,0,0,0 16520)
Src addreas(l):
10.0,.1.0-10,0.1.255

Service(2): Address Mode (IPV4) flaga=0x200 use-shortcut-sla
Gen(7), TOS(0x0/0x0), Protocol(0: 1->65535), Mode(manual)
Membera(l):
l: Seq num(2 portl), alive, selected
Internet Service(2): Facebook (4294836806,0,0,0 15832) Twitter(4254838276,0,0,0 16001)
Srec address(l):
10.0.1.0-10.0.1.255

branchl fgt # diagnose sys sdwan internet-service-app-ctrl-list

Facebook (15832 4294B36806): 157.240.229.35 €& 443 Tue Mar
GoToMeeting (16354 4294B836966): 23.205.106.86 & 443 Tue Mar
GoToMeeting (16354 42948369%966): 23.212.249.144 6 443 Tue Mar
Salesforce (16920 4294837976): 23.212.249.11 & 443 Tue Mar

8 12:24:04 2022
B 12:24:04 2022
B 12:24:39 2022
8 12:24:04 2022

branchl_fgt # get router info routing-table all
- 0.0.0.0/0 [1/0] via 192.2.0.2, portl
[1/0) wia 192.2.0.10, port2
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An administrator is testing application steering in SD-WAN. Before generating test traffic, the administrator collected the information shown in exhibit A.

After generating GoToMeeting test traffic, the administrator examined the respective traffic log on FortiAnalyzer, which is shown in exhibit B. The administrator
noticed that the traffic matched the implicit SD-WAN rule, but they expected the traffic to match rule ID 1.

Which two reasons explain why the traffic matched the implicit SD-WAN rule? (Choose two.)

A. FortiGate did not refresh the routing information on the session after the application was detected.
B. Portl and port2 do not have a valid route to the destination.

C. Full SSL inspection is not enabled on the matching firewall policy.

D. The session 3-tuple did not match any of the existing entries in the ISDB application cache.

Answer: AC

NEW QUESTION 10
Refer to the exhibit.

t # diagnose

branchl fqg
te policy infc

list rou

id=1l dscp tageOxff Oxf
dport=53 path(l) oif=3
source wildcard(l): 0.

destination wildcard(l

ags=0x0 tos=0x00 to=s
flags=0x s i 5
oif=3(portl) olif=4(por
sourcef(ly: 10.0.1.0-10

hit count=( last useds=2

1d=2131165183 (0xTL0T7000]

destination wildcard(l) y.0.0., 0.0.0

internet service(3): GoToMeeting(4294836%66,0,0,0, 16354)

Microsoft.0Office.3E5.Portal (4294837474,0,0,0, 41468) Salesforce(4294837976,0,0,0, 1&%20)
hit_count=0 last_ used=2022-03-24 12:18:1¢€

id=2131165186(0x7L£070002) vwl services=2 (Non-Critical-DIA) vwl mbr seg=2 dscp tag=0xff
Oxff flags=0x0 tos=0x00 tos mask=0x00 protocol=0 sport=0-65535 11if=( ip;:LTLL£5535
pachil) oif=4{portid) -

source (1) 10.0.1.0=10. 1.255

destinavion wildecard(l): 0.0.0.0/0.0.0.0

internet service (2): Facebook (4294836806,0,0,0, 15832) Twitter(42%46838276,0,0,0, (& 1)
hit_count=0 last used=2022-03-24 12:18:16

id=2131165167 (0x7£070003) wvwl service=3(all rules) vwl mbr seg=l dscp tag=0xff Oxff
flags=0x0 tos=0x00 tos mask=0x00 L'EZTCC1=J_EQC:1={-EEEJﬁ iifs= Jp::t;i-ftﬁéa pathil)
oif=3{portl)

source(l) 0-255.255.255.255

destination(l) 0.0.0.0=255.255.255.25¢

hit count=0 last used=2022-03-25 10:58:12

firewall proute list

(vi=root):

f flagse(xd tos=0x00 tos mask=0x00 protoccol=l]l sport={-€5535 ii1f=T7
(portl)
{ 2S0.0,.0,0
yr 4.2.2.1/255.255.255.255
2022=-03-25 10:53:2¢€
01) vwl_ service=l(Critical-DIA) wvwl_mbr seg=l 2 dscp_tag=0xff OxLf
- mask=0x00 protocol=0 sport=0-65535 1if=0 dport=1-€5535 path(2)
L)

1.3255

Based on the output, which two conclusions are true? (Choose two.)

A. There is more than one SD-WAN rule configured.

B. The SD-WAN rules take precedence over regular policy routes.
C. The all_rules rule represents the implicit SD-WAN rule.

D. Entry 1(id=1) is a regular policy route.

Answer: AD
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NEW QUESTION 13
Refer to the exhibit.

zonflig vpn i1paec phasel-interface
edit "T INET 5
- + Lkl a1 = kT, R
set type dynamic
set interface "portl”
set keylife 288(
set peertype any
set net-device disabl
set proposal aeslZE-shazZsd
et add-route enable
set psksecret ENC
ZvondUrikOW4 1 1 8vWI+KywxBG4ZDT 7 JWHEAB YaLE8 1 4+pRpYOX/NTmSgcTVLOBW2 ZHQUXWIEzvFxXNEk®
161y TgDxZ1E fEexTOOJEZgCGRY ZIMBeFTONK TE6AUXOBFDCpBBhEIA]S JICYBMLwkFZmdUEHR s
HKSEXakpmzSR11tELgZSGg==
next
end

iPYNtABaPl
r+gvybblVX+Ioy

Which configuration change is required if the responder FortiGate uses a dynamic routing protocol to exchange routes over IPsec?
A. type must be set to static.

B. mode-cfg must be enabled.

C. exchange-interface-ip must be enabled.

D. add-route must be disabled.

Answer: D

Explanation:

for using "non ike" routes (for example BGP/static and so on) you must do disable the add-route that inject automatically kernel route based on p2 selectors from

the remote site from the SD-WAN_7.2_Study_Guide page 236

NEW QUESTION 18
Refer to the exhibit.

sonilg system =3 dwan
st statu= enable
saet load-balance source-dest-ip-based
" *_'1_! » Y
C L L1 ne
- __1__, wi = & ™ - _' _r_'_ll
Eldd G L I-.--\:i- ﬂ-r;_'.ﬁ.]. l---ll_
sy T
e
edit "SASE"
Neldl
4 ", o - =y p ™
edit mderlay
next
ena
—-—r‘--i mamrs r e
r J.-.-.A._] e REL e
edit 1
' - - A~ L1} = 7
set lnterrace porcli
= " - AR T o . 1 _— L
set yne inderlay
. - o | "
=et gateway 1lYL£.£4.0.4
e
‘_.I.I
edit 2
sat interface "port2"™
. - . _ [p— . L 1]
sat zone "underla
o g % ci=a¢ 1 0" " 17
T jateway 1> ra LU
neaxt
end
end

Which algorithm does SD-WAN use to distribute traffic that does not match any of the SD-WAN rules?
A. All traffic from a source IP to a destination IP is sent to the same interface.

B. All traffic from a source IP is sent to the same interface.

C. All traffic from a source IP is sent to the most used interface.

D. All traffic from a source IP to a destination IP is sent to the least used interface.

Answer: A

NEW QUESTION 22
Refer to the exhibits. Exhibit A
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config system sdwan
config health-check
edlit "Passive"
set detect-mode passive
set members 3 4
next
end
end

config system sdwan
config service
edit 1

v

n s o Ly 0 L8 W
oo OO

name "Facebook-YouTube"

src "all"™

internet-service enable
internet-service-app-ctrl 15832 31077
health-check "Passive"
priority-member 3 4
passive-measurement enable

'p B B S o A N

branchl_fgt # get application name status | grep "id: 15832" -Bl
app-name:. "“Facebook"
id: 15832

branchl_fgt # get application name status | grep "id: 31077" -Bl
app-name: "YouTube"
id: 31077

Exhibit B

config firewall policy
edit 1
set name "DIA"™
set uuid b%73edec-5f90-51lec-cadb-017¢c830d49418
set srcintf "portsS"
set dstintf "underlay"
set action accept
set srcaddr "LAN-net"
set dstaddr "all"
set schedule "always"
set service "ALL"
set passive-wan-health-measurement enable
set utm-status enable
set ssl-ssh-profile "certificate-inspection”
set application-list "default®
set logtraffic all
set auto-asic-offload disable
set nat enable
next
end

branchl fgt # diagnose sys sdwan zone | grep underlay -Al
Zone underlay index=3
members (2) : 3(portl) 4 (portld)

Exhibit A shows the SD-WAN performance SLA configuration, the SD-WAN rule configuration, and the application IDs of Facebook and YouTube. Exhibit B shows

the firewall policy configuration and the underlay zone status.
Based on the exhibits, which two statements are correct about the health and performance of portl and port2? (Choose two.)

A. The performance is an average of the metrics measured for Facebook and YouTube traffic passing through the member.
B. FortiGate is unable to measure jitter and packet loss on Facebook and YouTube traffic.

C. FortiGate identifies the member as dead when there is no Facebook and YouTube traffic passing through the member.
D. Non-TCP Facebook and YouTube traffic are not used for performance measurement.
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Answer: AD

Explanation:
Study Guide 7.0, pages 88 - 89.
Study Guide 7.2, pages 103 - 104.

Another comment said "because without using application Control on the firewall policy, SDWAN can't work" but there is a app control "default" defined on config.

NEW QUESTION 24
Refer to the exhibit.

Create New SD-WAN Interface Member

Sequence Number 1 -
Interface Member

SD-WAN Zone % virtual-wan-link *
Gateway IP 0.0.00

Cost 0 ~
Status «

Priority 0 v
Advanced Options >

Which two SD-WAN template member settings support the use of FortiManager meta fields? (Choose two.)

A. Cost

B. Interface member
C. Priority

D. Gateway IP

Answer: BD

NEW QUESTION 28
Refer to the exhibit.

config system interface
edit “porta2"®™
set vdom "“root"
set ip 192.2.0.9 255.255.255.248
set allowaccess ping
set type physical
set role wan
set snmp-index 2
set preserve-session-route enable
nexc

end

Based on the exhibit, which two actions does FortiGate perform on traffic passing through port2? (Choose two.)

A. FortiGate does not change the routing information on existing sessions that use a valid gateway, after a route change.

B. FortiGate performs routing lookups for new sessions only, after a route change.
C. FortiGate always blocks all traffic, after a route change.
D. FortiGate flushes all routing information from the session table, after a route change.

Answer: AB

NEW QUESTION 33
Refer to the exhibits. Exhibit A
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branchl_fgt (3) # show
config service
edit 3

set name "Corp"
set mode sla
set dst “"Corp-net"™
set src "LAN-net"™
config sla

edit "VPN_PING"

set i1d 1
next
edit "VPN_HTTP"
set id 1
next
end
set pricrity-members 3 4 5
set gateway enable
next
end
Exhibit B

branchl fgt # diagnose sys sdwan service 3

Service(3): Address Mode (IPV4)
Gen(l), TOoS{0x0/0x0), Protocol(l:
Members (2) :

Seq num(3 T MPLS 0),

flags=0x200 use-shortcut-sl
1->65535), Mode(sla),
alive,

sla(0x3), gid(0),

-
®
-

Dst address(l

)
10.0.0.0-10.255.255.235

branchl fgt # get router info routing-table all | grep T_
5 10.0.0.0/8 [1/0] wia T_INET 0 0 tunnel 100.64.1.1

[1/0] wvia T_INET_1 0 tunnel 100.64.1.9
5 10.201.1.254/32 [15/0) via T INET 0 0 tunnel 100.64.1.1
5 10.202.1.254/32 [15/0) via T_INET 1 0 tunnel 100.64.1.9
= 10.203.1.254/32 [15/0)] via T MPLS 0 tunnel 172.16.1.5

branchl fgt # diagnose sys sdwan member | grep T

Member (3) : interface: T_INET 0 _0, flags=0x4 , gateway: 100.64.1.1,
prieority: 0 1024, weight: 0O

Member(4): interface: T INET 1 0, flags=0x4 , gateway: 100.64.1.9,
priority: 0 1024, weight: 0

Member (5) : interface: T MPLS 0, f 172.16.1.5,

priority: 0 1024, weight: 0O

lags=0x%4 , gateway:

sla-compare-order

cfg_order(2), cost(Q),

2: Seq_num(4 T INET 1 0), alive, sla(0x1l), gid(0), cfg order(l), cost(0),
3: Seq num(3 T_INET O 0), alive, sla(0x0), gid(0), cfg order(0), cost(0), selected
Src address(l):
10.0.1.0-10.0.1.255

peer:

pecI:

peer:

10

sglected
selected

10.201.1.254,
10.202.1.254,

.203.1.254,

Exhibit A shows the configuration for an SD-WAN rule and exhibit B shows the respective rule status, the routing table, and the member status.
The administrator wants to understand the expected behavior for traffic matching the SD-WAN rule. Based on the exhibits, what can the administrator expect for

traffic matching the SD-WAN rule?

A. The traffic will be load balanced across all three overlays.
B. The traffic will be routed over T_INET_0_O.

C. The traffic will be routed over T_MPLS_0.

D. The traffic will be routed over T_INET_1 0.

Answer: D

NEW QUESTION 34
Refer to the exhibit.
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>2n({e), TOS([(O0x0/0x0) Protocol (0 1=>&

An administrator is troubleshooting SD-WAN on FortiGate. A device behind branchl_fgt generates traffic to the 10.0.0.0/8 network. The administrator expects the

traffic to match SD-WAN rule ID 1 and be routed over T_INET_0_0. However, the traffic is routed over T_INET_1 O.

Based on the output shown in the exhibit, which two reasons can cause the observed behavior? (Choose two.)

A. The traffic matches a regular policy route configured with T_INET_1 0 as the outgoing device.
B. T_INET_1 0 has a lower route priority value (higher priority) than T_INET_0_O.

C. T_INET_0O_0 does not have a valid route to the destination.

D. T_INET_1_0 has a higher member configuration priority than T_INET_0_O.

T
T

Answer: AC

Explanation:
https://community.fortinet.com/t5/FortiGate/Technical-Tip-Assigning-Priority-to-SD-WAN-Members-for-Defau
NEW QUESTION 36

Which statement about using BGP for ADVPN is true?

A. IBGP is preferred over EBGP, because IBGP preserves next hop information.

B. You must use BGP to route traffic for both overlay and underlay links.

C. You must configure BGP communities.

D. You must configure AS path prepending.

Answer: A

NEW QUESTION 39
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