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NEW QUESTION 1
A systems administrator wants to back up the directory /data and all its contents to /backup/data on a remote server named remote. Which of the following
commands will achieve the desired effect?

A. scp -p /data remote:/backup/data
B. ssh -i /fremote:/backup/ /data

C. rsync -a /data remote:/backup/
D. cp -r /data /remote/backup/

Answer: C

Explanation:

The command that will back up the directory /data and all its contents to /backup/data on a remote server named remote is rsync -a /data remote:/backup/. This
command uses the rsync tool, which is a remote and local file synchronization tool. It uses an algorithm to minimize the amount of data copied by only moving the
portions of files that have changed. The -a option stands for archive mode, which preserves the permissions, ownership, timestamps, and symbolic links of the
files. The /data argument specifies the source directory to be backed up, and the remote:/backup/ argument specifies the destination directory on the remote
server. The rsync tool will create a subdirectory named data under /backup/ on the remote server, and copy all the files and subdirectories from /data on the local
server.

The other options are not correct commands for backing up a directory to a remote server. The scp -p /data remote:/backup/data command will copy the /data
directory as a file named data under /backup/ on the remote server, not as a subdirectory with its contents. The -p option preserves the permissions and
timestamps of the file, but not the ownership or symbolic links. The ssh -i /remote:/backup/ /data command will try to use /remote:/backup/ as an identity file for
SSH authentication, which is not valid. The cp -r

/data /remote/backup/ command will try to copy the /data directory to a local directory named /remote/backup/, not to a remote server. References: CompTIA
Linux+ (XK0-005) Certification Study Guide, Chapter 18: Automating Tasks; rsync(1) - Linux manual page

NEW QUESTION 2

A Linux user is trying to execute commands with sudo but is receiving the following error:

$ sudo visudo

>>> [etc/sudoers: syntax error near line 28 <<< sudo: parse error in /etc/sudoers near line 28 sudo: no valid sudoers sources found, quitting The following output is
provided:

# grep root /etc/shadow root :* LOCK *: 14600 :::::

Which of the following actions will resolve this issue?

A. Log in directly using the root account and comment out line 28 from /etc/sudoers.

B. Boot the system in single user mode and comment out line 28 from /etc/sudoers.

C. Comment out line 28 from /etc/sudoers and try to use sudo again.

D. Log in to the system using the other regular user, switch to root, and comment out line 28 from /etc/sudoers.

Answer: B

NEW QUESTION 3
A Linux administrator needs to obtain a list of all volumes that are part of a volume group. Which of the following commands should the administrator use to
accomplish this task?

A. vgs
B. Ivs
C. fdisk -1
D. pvs

Answer: B

Explanation:

The Ivs command can be used to obtain a list of all volumes that are part of a volume group. This command will display information such as the name, size,
attributes, and volume group of each logical volume in the system. The vgs command can be used to obtain a list of all volume groups in the system, not the
volumes. The fdisk -1 command is invalid, as -1 is not a valid option for fdisk. The pvs command can be used to obtain a list of all physical volumes in the system,
not the volumes. References: CompTIA Linux+ (XK0- 005) Certification Study Guide, Chapter 14: Managing Disk Storage, page 461.

NEW QUESTION 4
A user reported issues when trying to log in to a Linux server. The following outputs were received:
Given the outputs above. which of the following is the reason the user is una-ble to log in to the server?

A. Userl needs to set a long password.
B. Userl is in the incorrect group.

C. The userl shell assignment incorrect.
D. The userl password is expired.

Answer: D

Explanation:

The userl password is expired. This can be inferred from the output of the chage -l userl command, which shows the password expiration information for userl.
The output shows that the password expired on 2020-10-01, and the account expired on 2020-10-08. This means that userl cannot log in to the server unless the
password and account are reactivated by the system administrator.

The other options are not correct based on the outputs above. Userl does not need to set a long password, because the output of the passwd -S userl command
shows that the password has a minimum length of 5 characters, which is met by userl’s password. Userl is not in the incorrect group, because the output of the
groups userl command shows that userl belongs to the app group, which is presumably the correct group for accessing the server. The userl shell assignment is
not incorrect, because the output of the grep userl

/etc/passwd command shows that userl has /bin/bash as the default shell, which is a valid and common shell for Linux users.
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NEW QUESTION 5
A junior developer is unable to access an application server and receives the following output:

[root@serverl ~]# ssh dev2@172.16.25.126
dev2@172.16.25.126"'s password:
Permission denied, please try again.
dev2@172.16.25.126's password:
Permission denied, please try again.
dev2@172.16.25.126"'s password:

Account locked due to 4 failed logins
Account locked due to 5 failed logins
Last login: Mon Apr 22 21:21:06 2021 from 172.16.16.52

}

The systems administrator investigates the issue and receives the following output:

[root@serverl ~]# pam tally2 --user=dev2
Login Failures Latest failure From
dev2 5 04/22/21 21:22:37 172.16.16.52
Which of the following commands will help unlock the account?

A. Pam_tally2 --user=dev2 —-quiet
B. pam__ tally2 --user=dev2

C. pam_tally2 -—user+dev2 —-quiet
D. pam_tally2 --user=dev2 —-reset

Answer: D

Explanation:

To unlock an account that has been locked due to login failures, the administrator can use the command pam_tally2 --user=dev2 --reset (D). This will reset the
failure counter for the user “dev2” and allow the user to log in again. The other commands will not unlock the account, but either display or increase the failure
count. References:

? [CompTIA Linux+ Study Guide], Chapter 4: Managing Users and Groups, Section: Locking Accounts with pam_tally2

? [How to Lock and Unlock User Account in Linux]

NEW QUESTION 6

A Linux administrator is tasked with creating resources using containerization. When deciding how to create this type of deployment, the administrator identifies
some key features, including portability, high availability, and scalability in production. Which of the following should the Linux administrator choose for the new
design?

A. Docker

B. On-premises systems
C. Cloud-based systems
D. Kubernetes

Answer: D

Explanation:

The Linux administrator should choose Kubernetes for the new design that requires portability, high availability, and scalability in production using
containerization. Kubernetes is an open-source platform that automates the deployment, scaling, and management of containerized applications across clusters of
nodes. Kubernetes provides features such as service discovery, load balancing, storage orchestration, self-healing, secret and configuration management, and
batch execution. Kubernetes also supports multiple container runtimes, such as Docker, containerd, and CRI-O, making it portable across different platforms and
clouds. References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 18: Automating Tasks; What is Kubernetes? | Kubernetes

NEW QUESTION 7
A non-privileged user is attempting to use commands that require elevated account permissions, but the commands are not successful. Which of the following
most likely needs to be updated?

A. /etc/passwd
B. /etc/shadow
C. /etc/sudoers
D. /etc/bashrc

Answer: C

Explanation:

The /etc/sudoers file is used to configure the sudo command, which allows non-privileged users to execute commands that require elevated account permissionsl.
The file contains a list of users and groups that are allowed to use sudo, and the commands they can run with it. The file also defines the security policy for sudo,
such as whether a password is required, how long the sudo session lasts, and what environment variables are preserved or reset.

The /etc/passwd file is used to store information about the user accounts on the system, such as their username, user ID, home directory, and login shell. The
/etc/shadow file is used to store the encrypted passwords for the user accounts, along with other information such as password expiration and aging. These files
are not directly related to the sudo command, and updating them will not grant a user elevated account permissions.

The /etc/bashrc file is used to set up the environment for the bash shell, such as aliases, functions, variables, and options. This file is executed whenever a new
bash shell is started, and it affects all users on the system. However, this file does not control the sudo command or its configuration, and updating it will not allow
a user to use commands that require elevated account permissions.
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NEW QUESTION 8

A Linux administrator is configuring a new internal web server fleet. The web servers are up and running but can only be reached by users directly via IP address.
The administrator is attempting to fix this inconvenience by requesting appropriate records from the DNS team. The details are:

Hostname: devel.comptia.org

IP address: 5.5.5.1,5.5.5.2,5.5.5.3,5.5.5.4

Name server: 5.5.5.254

Additional names: dev.comptia.org, development.comptia.org

Which of the following types of DNS records should the Linux administrator request from the DNS team? (Select three).

. MX

. NS

. PTR
A

. CNAME
. RRSIG
. SOA

. TXT
SRV

TmooOm>

Answer: BDE

Explanation:

The Linux administrator should request the following types of DNS records from the DNS team:

? A: This record type is used to map a hostname to an IPv4 address. The administrator needs four A records for devel.comptia.org, one for each IP address
(5.5.5.1,5.5.5.2, 5.5.5.3, 5.5.5.4). This will allow users to access the web servers by using the hostname devel.comptia.org instead of the IP addresses1.

? CNAME: This record type is used to create an alias for another hostname. The administrator needs two CNAME records, one for dev.comptia.org and one for
development.comptia.org, both pointing to devel.comptia.org. This will allow users to access the web servers by using any of these three hostnames
interchangeablyl.

? NS: This record type is used to delegate a domain or a subdomain to another name server. The administrator needs one NS record for comptia.org, pointing to
5.5.5.254, which is the name server that hosts the records for the subdomain devel.comptia.org2. This will allow users to resolve the hosthnames under comptia.org
by querying the name server 5.5.5.2542.

The other record types are not relevant for the administrator’s task:

? MX: This record type is used to specify the mail exchange server for a domain or a subdomainl. The administrator does not need this record type because the
web servers are not intended to handle email traffic.

? PTR: This record type is used to map an IP address to a hostname, which is the reverse of an A recordl. The administrator does not need this record type
because the web servers are not expected to be accessed by their IP addresses.

? RRSIG: This record type is used to provide digital signatures for DNSSEC, which is a security extension for DNS that verifies the authenticity and integrity of
DNS responses3. The administrator does not need this record type because it is not mentioned in the task requirements.

? SOA: This record type is used to provide information about the authoritative name server and other parameters for a domain or a subdomainl. The administrator
does not need this record type because it is usually created automatically by the name server software when a new zone file is created4.

? TXT: This record type is used to store arbitrary text data that can be used for various purposes, such as SPF, DKIM, DMARC, etcl. The administrator does not
need this record type because it is not related to the web server functionality.

? SRV: This record type is used to specify the location and port number of a service that runs on a domain or a subdomainl. The administrator does not need this
record type because the web servers use the standard HTTP port 80, which does not require an SRV record.

References: 1: DNS Record Types — CompTIA Network+ N10-007 — 1.8 2: NS Record - DNSimple Help 3: DNSSEC - Wikipedia 4: SOA Record - DNSimple Help

NEW QUESTION 9
Application code is stored in Git. Due to security concerns, the DevOps engineer does not want to keep a sensitive configuration file, app . conf, in the repository.
Which of the following should the engineer do to prevent the file from being uploaded to the repository?

A. Run git exclude ap

B. conf.

C. Run git stash ap

D. conf.

E. Add app . conf to . exclude.
F. Add app . conf to . gitignore.

Answer: D

Explanation:

This will prevent the file app.conf from being tracked by Git and uploaded to the repository. The .gitignore file is a special file that contains patterns of files and
directories that Git should ignore. Any file that matches a pattern in the .gitignore file will not be staged, committed, or pushed to the remote repository. The
.gitignore file should be placed in the root directory of the repository and committed along with the other files.

The other options are incorrect because:

* A. Run git exclude app.conf

This is not a valid Git command. There is no such thing as git exclude. The closest thing is git update-index --assume-unchanged, which tells Git to temporarily
ignore changes to a file, but it does not prevent the file from being uploaded to the repository.

* B. Run git stash app.conf

This will temporarily save the changes to the file app.conf in a stash, which is a hidden storage area for uncommitted changes. However, this does not prevent the
file from being tracked by Git or uploaded to the repository. The file will still be part of the working tree and the index, and it will be restored when the stash is
popped or applied.

* C. Add app.conf to .exclude

This will have no effect, because Git does not recognize a file named .exclude. The only files that Git uses to ignore files are .gitignore, $GIT_DIR/info/exclude, and
core.excludesFile.

References:

? Git - gitignore Documentation

? .gitignore file - ignoring files in Git | Atlassian Git Tutorial

? Ignoring files - GitHub Docs

? [CompTIA Linux+ Certification Exam Objectives]
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NEW QUESTION 10
A cloud engineer needs to block the IP address 192.168.10.50 from accessing a Linux server. Which of the following commands will achieve this goal?

A. iptables -F INPUT -j 192.168.10.50 -m DROP

B. iptables -A INPUT -s 192.168.10.30 -j DROP

C. iptables -i INPUT --ipv4 192.168.10.50 -z DROP
D. iptables -j INPUT 192.168.10.50 -p DROP

Answer: B

Explanation:

The correct command to block the IP address 192.168.10.50 from accessing a Linux server is iptables -A INPUT -s 192.168.10.50 -j DROP. This command
appends a rule to the INPUT chain that matches the source address 192.168.10.50 and jumps to the DROP target, which discards the packet. The other
commands are incorrect because they either have invalid syntax, wrong parameters, or wrong order of arguments. References:

CompTIA Linux+ Study Guide, Fourth Edition, page 457-458.

NEW QUESTION 10
A systems administrator wants to permit access temporarily to an application running on port 1234/TCP on a Linux server. Which of the following commands will
permit this traffic?

A. firewall-cmd —new-service=1234/tcp

B. firewall-cmd —service=1234 —protocol=tcp
C. firewall-cmd —add—port=1234/tcp

D. firewall-cmd —add-whitelist-uid=1234

Answer: C

Explanation:

The firewall-cmd command is used to manage firewalld, which is a firewall service for Linux systems that provides dynamic and persistent configuration of firewall
rules. Firewalld uses zones and services to define different levels of trust and access for network connections.

To permit access temporarily to an application running on port 1234/TCP on a Linux server, the systems administrator can use the firewall-cmd --add-
port=1234/tcp command. This command will add a rule to the default zone (usually public) that allows incoming traffic on port 1234/TCP. The rule will only be
effective until the next reload or restart of firewalld. To make the rule permanent, the administrator can add the --permanent option to the command. The statement
C is correct.

The statements A, B, and D are incorrect because they do not permit access to port 1234/TCP. The firewall-cmd --new-service=1234/tcp command does not exist.
The firewall- cmd --service=1234 --protocol=tcp command does not work because 1234 is not a predefined service name in firewalld. The firewall-cmd --add-
whitelist-uid=1234 command does not exist. References: [How to Use FirewallD to Manage Firewall in Linux]

NEW QUESTION 15
A Linux administrator was asked to run a container with the httpd server inside. This container should be exposed at port 443 of a Linux host machine while it
internally listens on port 8443. Which of the following commands will accomplish this task?

A. podman run -d -p 443:8443 httpd
B. podman run -d -p 8443:443 httpd
C. podman run —d -e 443:8443 httpd
D. podman exec -p 8443:443 httpd

Answer: A

Explanation:

The command that will accomplish the task of running a container with the httpd server inside and exposing it at port 443 of the Linux host machine while it
internally listens on port 8443 is podman run -d -p 443:8443 httpd. This command uses the podman tool, which is a daemonless container engine that can run and
manage containers on Linux systems. The -d option runs the container in detached mode, meaning that it runs in the background without blocking the terminal.
The -p option maps a port on the host machine to a port inside the container, using the format host_port:container_port. In this case, port 443 on the host machine
is mapped to port 8443 inside the container, allowing external access to the httpd server. The httpd argument specifies the name of the image to run as a
container, which in this case is an image that contains the Apache HTTP Server software. The other options are not correct commands for accomplishing the task.
Podman run -d -p 8443:443 httpd maps port 8443 on the host machine to port 443 inside the container, which does not match the requirement. Podman run —d -e
443:8443 httpd uses the -e option instead of the -p option, which sets an environment variable inside the container instead of mapping a port. Podman exec -p
8443:443 httpd uses the podman exec command instead of the podman run command, which executes a command inside an existing container instead of creating
a new one. References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 18: Automating Tasks

NEW QUESTION 20
A Linux administrator is troubleshooting a memory-related issue. Based on the output of the commands:
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§ vmstat -s --unit M
968 M total memory
321 M used memory

482 M active memory

272 M inactive memory
39 M free memory

5 free =-h

total used free shared puff/cache awvailable
Mem: YoEM 331M SoM 13M >4 0M 4 58M
Swap!: Q 1] 0

=3

5 pa -aux | grep acript.s
USER PID ¥CPU sMEM VSZ RSS TTY STAT START TIME COMMAND
user B321 2.8 40.5 3224846 371687 7 SN 16:49 2:09 /home/user/script.sh

Which of the following commands would address the issue?

A. top -p 8321

B. kill -9 8321

C. renice -10 8321
D. free 8321

Answer: B

Explanation:

The command that would address the memory-related issue is kill -9 8321. This command will send a SIGKILL signal to the process with the PID 8321, which is
the mysqld process that is using 99.7% of the available memory according to the top output. The SIGKILL signal will terminate the process immediately and free
up the memory it was using. However, this command should be used with caution as it may cause data loss or corruption if the process was performing some
critical operations.

The other options are not correct commands for addressing the memory-related issue. The top -p 8321 command will only display information about the process
with the PID 8321, but will not Kill it or reduce its memory usage. The renice -10 8321 command will change the priority (niceness) of the process with the PID 8321
to -10, which means it will have a higher scheduling priority, but this will not affect its memory consumption. The free 8321 command is invalid because free does
not take a PID as an argument; free only displays information about the total, used, and free memory in the system. References: How to troubleshoot Linux server
memory issues; kill(1) - Linux manual page

NEW QUESTION 22
A systems technician is working on deploying several microservices to various RPM-based systems, some of which could run up to two hours. Which of the
following commands will allow the technician to execute those services and continue deploying other microservices within the same terminal section?

A. gedit & disown
B. kill 9 %1

C. fg %1

D. bg %1 job name

Answer: D

Explanation:

The command that will allow the technician to execute the services and continue deploying other microservices within the same terminal session is bg %1 job
name. This command will send the job with ID 1 and name job name to the background, where it will run without occupying the terminal. The other options are
incorrect because:

? gedit & disown will launch a graphical text editor in the background and detach it from the terminal, but it will not execute any service.

? kill 9 %1 will terminate the job with ID 1 using a SIGKILL signal, which cannot be ignored or handled by the process.

? fg %1 will bring the job with ID 1 to the foreground, where it will occupy the terminal until it finishes or is stopped. References: CompTIA Linux+ Study Guide,
Fourth Edition, page 181-182.

NEW QUESTION 27
Some servers in an organization have been compromised. Users are unable to access to the organization’s web page and other services. While reviewing the
system log, a systems administrator notices messages from the kernel regarding firewall rules:

oct 20 03:45:50 hostnane kernel: iptables denied: IN=ethl OUT=
MAC=XKIXMIXX IXXIMXIXX XK IXX XM IXMIXX XX IXX XX SRC=X.X.X.x DST=x.x.X.x LEN=1059% TOS=0x00
PREC=0x00 TTL=115 ID=31368 DF PROTO=TCP

SPT=17992 DPT=80 WINDOW=16477 RES=0x00 ACK FSH URGPF=0

Cct 20 03:46:02 hostname kernel: iptables denied: IN=eth0 OUT=

MACEXX (XX IXXIXXIXX XX IR IXX XX IXH XN XN IXX:IXX SRC=x.X.x.xX DST=x.x.x.x LEN=3Z TOS5=0x00
PREC=0x00 TTL=52 ID=763 DF PROTO=TCP SPT=20229% DPT=22Z WINDOW=15598 RES=0x00 ACK URGPE=0
Oct 20 03:46:14 hostname kernel: iptables denied: IN=eth0 OUT=

MAC=XK IXXIXXIXXIXXIXXIXX I XXIXXIXX XX XX XX:XX SRC=x.X.X.X DST=x.x.X.x LEN=324 TOS=0x00
PREC=0x00 TTL=49% ID=£64245 PROTO=TCP SPT=47237 DPFT=80 WINDOW=470 RES=0x00 ACK PSH URGF=0
Oct 20 03:46:26 hostname kernel: iptables denied: IN=eth( OUT=

MACSXX XX IXXIXMINX MM INM I XK MK IR XM XX XX XX SRC=X.X.X.X DST=x.X.X.% LEN=5Z TOS=0x00
PREC=0x00 TTL=45 ID=2010 PROTO=TCP SPT=4832: DPT=B0 WINDOW=380 RES=0x00 RCE URGP=0

Which of the following commands will remediate and help resolve the issue?

A.
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IPtables -A FORWARD -1 ethO -p tcp --dport 80 -j ACCEPT
IPtables -A FORWARD -i ethO -p tcp --dport 22 -j ACCEPT

B.
IPtables -A INPUT -i ethO0 -p tcp --dport 80 -j ACCEPT
IPtables -A INPUT -i ethO -p tcp --dport 22 -j ACCEPT
C.
IPtables -A INPUT -i ethO -p tcp --sport 80 -j ACCEPT
IPtables -A INPUT -i ethO -p tcp --sport 22 -j ACCEPT
D.
IPtables -A INPUT -1 eth0 -p tcp --dport :80 -j ACCEPT
IPtables -A INPUT -1 eth0 -p tcp --dport :22 -j ACCEPT
Answer: A
Explanation:

The command iptables -F will remediate and help resolve the issue. The issue is caused by the firewall rules that block the access to the organization’s web page
and other services. The output of dmesg | grep firewall shows that the kernel has dropped packets from the source IP address 192.168.1.100 to the destination
port 80, which is the default port for HTTP. The command iptables -F will flush all the firewall rules and allow the traffic to pass through. This command will resolve
the issue and restore the access to the web page and other services. The other options are incorrect because they either do not affect the firewall rules (ip route
flush or ip addr flush) or do not exist (iptables - R). References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 18: Securing Linux Systems, page
543.

NEW QUESTION 29
A systems administrator is tasked with setting up key-based SSH authentication. In which of the following locations should the administrator place the public keys
for the server?

A. ~/.sshd/authkeys

B. ~/.ssh/keys

C. ~/.ssh/authorized_keys
D. ~/.ssh/keyauth
Answer: C

Explanation:

The administrator should place the public keys for the server in the ~/.ssh/authorized_keys file. The SSH (Secure Shell) protocol is a method for establishing
secure and encrypted connections between remote systems. The SSH protocol supports two types of authentication: password-based and key-based. Password-
based authentication requires the user to enter the password of the remote system every time they connect. Key-based authentication requires the user to
generate a pair of cryptographic keys: a public key and a private key. The public key is stored on the remote system, while the private key is kept on the local
system. The public key and the private key are mathematically related, but not identical. The SSH protocol uses the keys to verify the identity of the user and
establish a secure connection without requiring a password. The ~/.ssh/authorized_keys file is a file that contains the public keys of the users who are allowed to
connect to the remote system using key-based authentication. The administrator should place the public keys for the server in this file, one per line, and set the
appropriate permissions for the file. The administrator should also configure the SSH server to enable key-based authentication by editing the /etc/ssh/sshd_config
file and setting the option PasswordAuthentication to no. The administrator should place the public keys for the server in the ~/.ssh/authorized_keys file. This is the
correct answer to the question. The other options are incorrect because they are not the standard locations for the public keys

for the server (~/.sshd/authkeys, ~/.ssh/keys, or ~/.ssh/keyauth). References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 17: Implementing
Basic Security, page 513.

NEW QUESTION 33
A cloud engineer is installing packages during VM provisioning. Which of the following should the engineer use to accomplish this task?

A. Cloud-init
B. Bash

C. Docker
D. Sidecar

Answer: A

Explanation:

The cloud engineer should use cloud-init to install packages during VM provisioning. Cloud-init is a tool that allows the customization of cloud instances at boot
time. Cloud-init can perform various tasks, such as setting the hostname, creating users, installing packages, configuring network, and running scripts. Cloud-init
can work with different cloud platforms and Linux distributions. This is the correct tool to accomplish the task. The other options are incorrect because they are
either not suitable for cloud provisioning (Bash or Docker) or not a tool but a design pattern (Sidecar). References: CompTIA Linux+ (XK0-005) Certification Study
Guide, Chapter 19: Managing Cloud and Virtualization Technologies, page 563.

NEW QUESTION 35
To harden one of the servers, an administrator needs to remove the possibility of remote administrative login via the SSH service. Which of the following should
the administrator do?
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A. Add the line DenyUsers root to the /etc/hosts.deny file.

B. Set PermitRootLogin to no in the /etc/ssh/sshd_config file.

C. Add the line account required pam_nologi

D. so to the /etc/pam.d/sshd file.

E. Set PubKeyAuthentication to no in the /etc/ssh/ssh_config file.

Answer: B

Explanation:

The administrator should set PermitRootLogin to no in the /etc/ssh/sshd_config file to remove the possibility of remote administrative login via the SSH service.
The PermitRootLogin directive controls whether the root user can log in using SSH. Setting it to no will deny any remote login attempts by the root user. This will
harden the server and prevent unauthorized access. The administrator should also restart the sshd service after making the change. The other options are
incorrect because they either do not affect the SSH service (/etc/hosts.deny or /etc/pam.d/sshd) or do not prevent remote administrative login
(PubKeyAuthentication). References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 13: Managing Network Services, page 413.

NEW QUESTION 39

A systems administrator frequently connects to a remote host via SSH and a non-standard port. The systems administrator would like to avoid passing the port
parameter on the command line every time. Which of the following files can be used to set a different port

value for that host?

A. /etc/ssh/sshd_config

B. /etc/ssh/moduli

C. ~/.ssh/config

D. ~/.ssh/authorized_keys

Answer: C

Explanation:

The ~/.ssh/config file can be used to set various options for SSH connections, including the port number, for specific hosts or groups of hosts. This file is located in
the user's home directory and affects only the current user. The /etc/ssh/sshd_config file is used to configure the SSH server daemon, not the client. The
/etc/ssh/moduli file contains parameters for Diffie-Hellman key exchange, not port settings.

The ~/.ssh/authorized_keys file contains public keys for authentication, not port settings. References: CompTIA Linux+ (XK0-005) Certification Study Guide,
Chapter 12: Secure Shell (SSH), page 414.

NEW QUESTION 41
A systems administrator needs to clone the partition /dev/sdcl to /dev/sdd1. Which of the following commands will accomplish this task?

A. tar -cvzf /dev/sdd1 /dev/sdcl
B. rsync /dev/sdcl /dev/sddl

C. dd if=/dev/sdcl of=/dev/sdd1
D. scp /dev/sdcl /dev/sddl

Answer: C

Explanation:

The command dd if=/dev/sdcl of=/dev/sdd1 copies the data from the input file (if) /dev/sdc1l to the output file (of) /dev/sdd1l, byte by byte. This is the correct way
to clone a partition. The other options are incorrect because they either compress the data (tar -cvzf), synchronize the files (rsync), or copy the files over a network
(scp), which are not the same as cloning a partition. References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 10: Managing Storage, page 321.

NEW QUESTION 42
A systems engineer has deployed a new application server, but the server cannot communicate with the backend database hostname. The engineer confirms that
the application server can ping the database server's IP address. Which of the following is the most likely cause of the issue?

A. Incorrect DNS servers

B. Unreachable default gateway
C. Missing route configuration
D. Misconfigured subnet mask

Answer: A

Explanation:

This is because the application server can ping the database server’s IP address, but not its hostname, which suggests that the DNS resolution is not working
properly. DNS servers are responsible for translating hostnames into IP addresses, and vice versa. If the application server has incorrect or unreachable DNS
servers configured, it will not be able to resolve the hostname of the database server and communicate with it.

To troubleshoot this issue, the systems engineer should check the DNS configuration on the application server, which is usually stored in the /etc/resolv.conf file.
This file should contain valid nameserver entries that point to the DNS servers that can resolve the database server’'s hostname. For example, a typical
/etc/resolv.conf file may look like this: nameserver 8.8.8.8 nameserver 8.8.4.4

These are the IP addresses of Google’s public DNS servers, which can be used as a fallback option if the default DNS servers are not working.

Alternatively, the systems engineer can use the nslookup or dig commands to test the DNS resolution of the database server’s hostname from the application
server. These commands will query a specified DNS server and return the IP address of the hostname, or an error message if the resolution fails. For example, to
guery Google’s public DNS server for the IP address of comptia.org, the command would be:

nslookup comptia.org 8.8.8.8 or dig comptia.org @8.8.8.8

NEW QUESTION 44
A systems administrator requires that all files that are created by the user named web have read-only permissions by the owner. Which of the following commands
will satisfy this requirement?

A. chown web:web /home/web
B. chmod -R 400 /home/web
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C. echo "umask 377" >> /home/web/.bashrc
D. setfacl read /home/web

Answer: C

Explanation:

The command that will satisfy the requirement of having all files that are created by the user named web have read-only permissions by the owner is echo “umask
377" >> /lhome/web/.bashrc. This command will append the umask 377 command to the end of the .bashrc file in the web user’'s home directory. The .bashrc file

is a shell script that is executed whenever a new interactive shell session is started by the user. The umask command sets the file mode creation mask, which
determines the default permissions for newly created files or directories by subtracting from the maximum permissions (666 for files and 777 for directories). The
umask 377 command means that the user does not want to give any permissions to the group or others (3 = 000 in binary), and only wants to give read permission
to the owner (7 - 3 =4 = 100 in binary). Therefore, any new file created by the web user will have read-only permission by the owner (400) and no permission for
anyone else. References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 8: Managing Users and Groups; Umask Command in Linux | Linuxize

NEW QUESTION 47
A user is unable to remotely log on to a server using the server name serverl and port 22.
The Linux engineer troubleshoots the issue and gathers the following information: Which of the following is most likely causing the issue?

A. server 1 is not in the DNS.

B. sshd is running on a non-standard port.
C. sshd is not an active service.

D. serverl is using an incorrect IP address.

Answer: B

Explanation:

The sshd is the Secure Shell Daemon, which is a service that allows remote login to a Linux system using the SSH protocol. The output shows that the sshd is
running on port 2222, which is a non-standard port for SSH. The default port for SSH is 22, which is what the user is trying to use. Therefore, the statement B is
most likely causing the issue. The statements A, C, and D are incorrect because they do not explain why the user cannot log on using port 22. References: [How to
Change SSH Port in Linux]

NEW QUESTION 48
Which of the following directories is the mount point in a UEFI system?

A. /sys/efi
B. /boot/efi
C. /efi

D. /etc/efi

Answer: B

Explanation:

The /boot/efi directory is the mount point in a UEFI system. This directory contains the EFI System Partition (ESP), which stores boot loaders and other files
required by UEFI firmware. The /sys/efi directory does not exist by default in Linux systems. The /efi directory does not exist by default in Linux systems. The
/etc/efi directory does not exist by default in Linux systems. References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 11: Managing the Linux
Boot Process, page 398.

NEW QUESTION 53

A Linux systems administrator is troubleshooting an 1/O latency on a single CPU server. The administrator runs a top command and receives the following output:
%Cpu(s): 0.2 us, 33.1 sy, 0.0 ni, 0.0 id, 52.4 wa, 0.0 hi, 0.2 si, 0.0 st

Which of the following is correct based on the output received from the exe-cuted command?

A. The server's CPU is taking too long to process users' requests.

B. The server's CPU shows a high idle-time value.

C. The server's CPU is spending too much time waiting for data inputs.

D. The server's CPU value for the time spent on system processes is low.

Answer: C

Explanation:

The server’'s CPU is spending too much time waiting for data inputs. This can be inferred from the output of the top command, which shows the percentage of
CPU time spent in different states. The wa state stands for wait, and it indicates that the CPU is idle while waiting for an 1/0O operation to complete. In this case, the
wa state is 52.4%, which means that more than half of the CPU time is wasted on waiting for data inputs. This can cause a high 1/O latency and affect the
performance of the server.

The other options are not correct based on the output received from the executed command. The server's CPU is not taking too long to process users’ requests,
because the us state, which stands for user, is only 0.2%, which means that the CPU is barely used by user processes. The server's CPU does not show a high
idle-time value, because the id state, which stands for idle, is 0.0%, which means that the CPU is not idle at all. The server’'s CPU value for the time spent on
system processes is not low, because the sy state, which stands for system, is 33.1%, which means that the CPU is heavily used by system processes.
References: How to Use the Linux top Command (and Understand Its Output); [Understanding Linux CPU Load - when should you be worried?]

NEW QUESTION 58
The group owner of the / home/ test directory would like to preserve all group permissions on files created in the directory. Which of the following commands
should the group owner execute?

A. chmod g+s /home/test

B. chgrp test /homef/test

C. chmod 777 /homel/test

D. chown —hR test /home/test
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Answer: A

Explanation:

The correct answer is A. chmod g+s /homel/test

This command will set the setgid bit on the /home/test directory, which means that any file or subdirectory created in the directory will inherit the group ownership
of the directory. This way, the group permissions on files created in the directory will be preserved. The chmod command is used to change the permissions of files
and directories. The g+s option is used to set the setgid bit for the group.

The other options are incorrect because:

* B. chgrp test /homef/test

This command will change the group ownership of the /home/test directory to test, but it will not affect the group ownership of files created in the directory. The
chgrp command is used to change the group of files and directories. The test /home/test arguments are used to specify the new group and the target directory.

* C. chmod 777 /home/test

This command will give read, write, and execute permissions to everyone (owner, group, and others) on the /home/test directory, but it will not affect the group
ownership or permissions of files created in the directory. The chmod command is used to change the permissions of files and directories. The 777 argument is an
octal number that represents the permissions in binary form.

* D. chown -hR test /home/test

This command will change the owner and group of the /home/test directory and all its contents recursively to test, but it will not preserve the original group
permissions on files created in the directory. The chown command is used to change the owner and group of files and directories. The -hR option is used to affect
symbolic links and operate on all files and directories recursively. The test /home/test arguments are used to specify the new owner and group and the target
directory.

References:

? How to Set File Permissions Using chmod

? How to Use Chmod Command in Linux with Examples

? How to Use Chown Command in Linux with Examples

? [How to Use Chgrp Command in Linux with Examples]

NEW QUESTION 59

EE PE E BE HE =i E E M <

Which of the following commands should the administrator use to terminate all of the identified processes?

A. pkill -9 -f "upload*.sh"
B. kill -9 "upload*.sh"

C. killall -9 -upload*.sh"
D. skill -9 "upload*.sh"

Answer: A

Explanation:

The pkill -9 -f “upload*.sh” command will terminate all of the identified processes. This command will send a SIGKILL signal (-9) to all processes whose full
command line matches the pattern “upload*.sh” (-f). This signal will force the processes to terminate immediately without giving them a chance to clean up or save
their state. The kill -9 “upload*.sh” command is invalid, as kill requires a process ID (PID), not a pattern. The killall -9 “upload*.sh” command is incorrect, as killall
requires an exact process hame, not a pattern. The skill -9 “upload*.sh” command is incorrect, as skill requires a username or a

session ID (SID), not a pattern. References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 15: Managing Memory and Process Execution, page
470.

NEW QUESTION 63

A junior administrator is trying to set up a passwordless SSH connection to one of the servers. The administrator follows the instructions and puts the key in the
authorized_key file at the server, but the administrator is still asked to provide a password during the connection.

Given the following output:

junior@server:-$ 1ls -lh .ssh/auth*
-LW——————— 1 junior junior 566 sep 13 20:56 .ssh/authorized key

Which of the following commands would resolve the issue and allow an SSH connection to
be established without a password?

A. restorecon -rv .ssh/authorized_key

B. mv .ssh/authorized_key .ssh/authorized_keys
C. systemctl restart sshd.service

D. chmod 600 mv .ssh/authorized_key

Answer: B

Explanation:

The command mv .ssh/authorized_key .ssh/authorized_keys will resolve the issue and allow an SSH connection to be established without a password. The issue
is caused by the incorrect file name of the authorized key file on the server. The file should be named authorized_keys, not authorized_key. The mv command will
rename the file and fix the issue. The other options are incorrect because they either do not affect the file name (restorecon or chmod) or do not restart the SSH
service (systemctl). References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 13: Managing Network Services, page 410.

NEW QUESTION 67

A Linux systems administrator receives reports from various users that an application hosted on a server has stopped responding at similar times for several days
in a row. The administrator logs in to the system and obtains the following output:

Output 1:
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[fue Aug 30 ZE:3€:42 2022] OOM: Kill process 4380% (java] score 2498 or spccifice child
[Tue Aug 32 Ze:3€:42 Z02L] killed procesa 43845 (java)l zozal-wm: 444£352kEB, anon-zss: 4053140kB, file-rss: €8kB
Output 2:
Linux 3.106.8-328.13.1.x8¢€ 64 #1 (hostname 1/0B/2021 xBE &4 (8 CPU)
e:00:01 PM CBEY fuser Fnice bsysTam Eigwai ksrteal Fidle
“erid:0rl PM all =7.58 1 1 8.3 0 . L 13.00
165:20:01 BM all £2.324 i : ] i .0 85.91
Zoi3biol PM all 2.5 o O ik J q &2, &
Output 3:
> Iree -m
o % F£& ) = 37 1
Total used fre shared buff/cache avallable
92 615 193

=
Mem: 16704 1502¢ 174
Swap: ( 0

Which of the following should the administrator do to provide the BEST solution for the reported issue?

A. Configure memory allocation policies during business hours and prevent the Java process from going into a zombie state while the server is idle.

B. Configure a different nice value for the Java process to allow for more users and prevent the Java process from restarting during business hours.

C. Configure more CPU cores to allow for the server to allocate more processing and prevent the Java process from consuming all of the available resources.
D. Configure the swap space to allow for spikes in usage during peak hours and prevent the Java process from stopping due to a lack of memory.

Answer: D

Explanation:

Based on the output of the image sent by the user, the system requires more swap space to allow for spikes in usage during peak hours and prevent the Java
process from stopping due to a lack of memory. The output shows that there is only 0 MB of swap space available on the system, which means that there is no
room for swapping out memory pages when physical memory is full or low. The output also shows that there is only 793 MB of available memory on the system,
which may not be enough to handle high- demand applications such as Java. This may cause Java to stop working due to insufficient memory or trigger an
OutOfMemoryError exception. Configuring more swap space on the system would help to alleviate this issue by providing more virtual memory for applications and
improving performance. Configuring memory allocation policies during business hours will not help to solve this issue, as it will not increase the amount of available
memory or swap space on the system. Configuring a different nice value for Java process will not help to solve this issue, as it will only affect its scheduling
priority, not its memory consumption or allocation. Configuring more CPU cores will not help to solve this issue, as it will only increase processing power, not
memory capacity or availability. References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 15: Managing Memory and Process Execution, page
468.

NEW QUESTION 72
A Linux system fails to start and delivers the following error message:

Checking all file systems.

/dev/sdal contains a file system with errors, check forced.

/dev/sdal: Inodes that were part of a corrupted orphan linked list found.
/dev/sdal: UNEXPECTED INCONSISTENCY:

Which of the following commands can be used to address this issue?

A. fsck.ext4 /dev/sdal
B. partprobe /dev/sdal
C. fdisk /dev/sdal

D. mkfs.ext4 /dev/sdal

Answer: A

Explanation:

The command fsck.ext4 /dev/sdal can be used to address the issue. The issue is caused by a corrupted filesystem on the /dev/sdal partition. The error message
shows that the filesystem type is ext4 and the superblock is invalid. The command fsck.ext4 is a tool for checking and repairing ext4 filesystems. The command will
scan the partition for errors and attempt to fix them. This command can resolve the issue

and allow the system to start. The other options are incorrect because they either do not fix the filesystem (partprobe or fdisk) or destroy the data on the partition
(mkfs.ext4). References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 10: Managing Storage, page 325.

NEW QUESTION 77
A Linux engineer set up two local DNS servers (10.10.10.10 and 10.10.10.20) and was testing email connectivity to the local mail server using the mail command
on a local machine when the following error appeared:

Send-mail: Cannot open mail:25

The local machine DNS settings are:

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy XK0-005 dumps

@ 2 P QsseaQs LJ https://lwww.2passeasy.com/dumps/XK0-005/ (176 New Questions)

S cat /etc/resolv.conf
nameserver 10.10.10.10 #web records
nameserver 10.10.10.20 #emaill records

Mail server: mall.example.com

Which of the following commands could the engineer use to query the DNS server to get mail server information?

A. dig @example.com 10.10.10.20 a

B. dig @10.10.10.20 example.com mx
C. dig @example.com 10.10.10.20 ptr
D. dig @10.10.10.20 example.com ns

Answer: B

Explanation:

The command dig @10.10.10.20 example.com mx will query the DNS server to get mail server information. The dig command is a tool for querying DNS servers
and displaying the results. The @ option specifies the DNS server to query, in this case 10.10.10.20. The mx option specifies the type of record to query, in this
case mail exchange (MX) records, which identify the mail servers for a domain. The domain hame to query is example.com. This command will show the MX
records for example.com from the DNS server 10.10.10.20. This is the correct command to use to accomplish the task. The other options are incorrect because
they either use the wrong syntax (@example.com 10.10.10.20 instead of @10.10.10.20 example.com), the wrong type of record (a or ptr instead of mx), or the
wrong domain name (example.com ns instead of example.com mx). References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 13: Managing
Network Services, page 415.

NEW QUESTION 81

Users have been unable to save documents to /home/tmp/temp and have been receiving the following error:

Path not found

A junior technician checks the locations and sees that /home/tmp/tempa was accidentally created instead of /home/tmp/temp. Which of the following commands
should the technician use to fix this issue?

A. cp /home/tmp/tempa /home/tmp/temp
B. mv /home/tmp/tempa /home/tmp/temp
C. cd /temp/tmp/tempa
D. Is /home/tmp/tempa

Answer: B

Explanation:

The mv /home/tmp/tempa /home/tmp/temp command will fix the issue of the misnamed directory. This command will rename the directory /home/tmp/tempa to
/home/tmp/temp, which is the expected path for users to save their documents. The cp /home/tmp/tempa /home/tmp/temp command will not fix the issue, as it will
copy the contents of /Thome/tmp/tempa to a new file named /home/tmp/temp, not a directory. The cd /temp/tmp/tempa command will not fix the issue, as it will
change the current working directory to /temp/tmp/tempa, which does not exist. The Is /home/tmp/tempa command will not fix the issue, as it will list the contents of
/home/tmp/tempa, not rename it. References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 12: Managing Files and Directories, page 413.

NEW QUESTION 83
A Linux administrator needs to create an image named sda.img from the sda disk and store it in the /tmp directory. Which of the following commands should be
used to accomplish this task?

A. dd of=/dev/sda if=tmp/sda.img
B. dd if=/dev/sda of=/tmp/sda.img
C. dd --if=/dev/sda --of=/tmp/sda.img
D. dd --of=/dev/sda --if=/tmp/sda.img

Answer: B

Explanation:

The command dd if=/dev/sda of=/tmp/sda.img should be used to create an image named sda.img from the sda disk and store it in the /tmp directory. The dd
command is a tool for copying and converting data on Linux systems. The if option specifies the input file or device, in this case /dev/sda, which is the disk device.
The of option specifies the output file or device, in this case /tmp/sda.img, which is the image file. The command dd if=/dev/sda of=/tmp/sda.img will copy the entire
disk data from /dev/sda to /tmp/sda.img and create an image file. This is the correct command to use to accomplish the task. The other options are incorrect
because they either use the wrong options (--if or --of instead of if or of) or swap the input and output (dd of=/dev/sda if=/tmp/sda.img or dd --of=/dev/sda
--if=tmp/sda.img). References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 10: Managing Storage, page 323.

NEW QUESTION 88

Which of the following is the best tool for dynamic tuning of kernel parameters?
A. tuned

B. tune2fs

C. tuned-adm

D. turbostat

Answer: A

Explanation:
The tuned application is the best tool for dynamic tuning of kernel parameters, as it monitors the system and optimizes the performance under different workloads.
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It provides a number of predefined profiles for typical use cases, such as power saving, low latency, high throughput, virtual machine performance, and so on. It
also allows users to create, modify, and delete profiles, and to switch between them on the fly. The tuned application uses the sysctl command and the
configuration files in the /etc/sysctl.d/ directory to adjust the kernel parameters at runtime.

References

? Chapter 2. Getting started with TuneD - Red Hat Customer Portal, paragraph 1

? Kernel tuning with sysctl - Linux.com, paragraph 1

NEW QUESTION 93
A Linux administrator is trying to remove the ACL from the file /nome/user/data. txt but receives the following error message:

setfacl: data.txt: operation not permitted

Given the following analysis:
Jdev/mapper/linux-home on /home type xfs (rWw,relatime, seclabel,attr2, inodetd,usrquota)
-rw-rw-r--+ 1 user staff 2354 Sep 15 16:33 data.txt
—-IW-Lw-I-—+ user staff unconfined u:object r:user home t:s0 data.txt

§ file: data.txt

§ OwWner: user

# group: staff
User:irw-
user:;accounting:rw-
group::r-

mask: :Iw-

other::r-—

Attributes:

_____ e i
Which of the following is causing the error message?

A. The administrator is not using a highly privileged account.
B. The filesystem is mounted with the wrong options.

C. SELinux file context is denying the ACL changes.

D. File attributes are preventing file modification.

Answer: D

Explanation:

File attributes are preventing file modification, which is causing the error message. The output of Isattr /home/user/data.txt shows that the file has the immutable
attribute (i) set, which means that the file cannot be changed, deleted, or renamed. The command setfacl -b /home/user/data.txt tries to remove the ACL from the
file, but fails because of the immutable attribute. The administrator needs to remove the immutable attribute first by using the command chattr -i
/home/user/data.txt and then try to remove the ACL again. The other options are incorrect because they are not supported by the outputs. The administrator is
using a highly privileged account, as shown by the # prompt. The filesystem is mounted with the correct options, as shown by the output of mount | grep /home.
SELinux file context is not denying the ACL changes, as shown by the output of Is - Z /home/user/data.txt. References: CompTIA Linux+ (XK0-005) Certification
Study Guide, Chapter 11: Managing Files and Directories, pages 357-358.

NEW QUESTION 96
Users in the human resources department are trying to access files in a newly created directory. Which of the following commands will allow the users access to
the files?

A. chattr
B. chgrp
C. chage
D. chcon

Answer: B

Explanation:

The chgrp command is used to change the group ownership of files and directories. By using this command, the administrator can assign the files in the newly
created directory to the human resources group, which will allow the users in that group to access them. The other commands are not relevant for this task. For
example:

? chattr is used to change the file attributes, such as making them immutable or append-onlyl.

? chage is used to change the password expiration information for a user account?2.

? chcon is used to change the security context of files and directories, which is related to SELinux3.

References:

? The CompTIA Linux+ Certification Exam Objectives mention that the candidate should be able to “manage file and directory ownership and permissions” as part
of the Hardware and System Configuration domain4.

? The web search result 2 explains how to use the chgrp command with examples.

? The web search result 3 compares the chmod and chgrp commands and their effects on file permissions.

NEW QUESTION 100
A Linux administrator copied a Git repository locally, created a feature branch, and committed some changes to the feature branch. Which of the following Git
actions should the Linux administrator use to publish the changes to the main branch of the remote repository?

A. rebase

B. tag
C. commit
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D. push
Answer: D

Explanation:

The push action is used to publish the changes made in a local branch to a remote branch of a Git repository. This action will update the remote branch with the
commits made in the local branch and synchronize the two branches. The rebase action is used to reapply commits from one branch onto another branch, creating
a linear history of commits. This action does not publish any changes to a remote repository. The tag action is used to create an annotated reference to a specific
commit in a Git repository. This action does not publish any changes to a remote repository. The commit action is used to record changes made in the local
repository and create a new snapshot of the project state. This action does not publish any changes to a remote repository. References: CompTIA Linux+
(XK0-005) Certification Study Guide, Chapter 20: Writing and Executing Bash Shell Scripts, page 579.

NEW QUESTION 103
A Linux administrator wants to set the SUID of a file named dev_team.text with 744 access rights. Which of the following commands will achieve this goal?

A. chmod 4744 dev_team.txt

B. chmod 744 --setuid dev_team.txt
C. chmod -c 744 dev_team.txt

D. chmod -v 4744 --suid dev_team.txt

Answer: A

Explanation:

The command that will set the SUID of a file named dev_team.txt with 744 access rights is chmod 4744 dev_team.txt. This command will use the chmod utility to
change the file mode bits of dev_team.txt. The first digit (4) represents the SUID bit, which means that when someone executes dev_team.txt, it will run with the
permissions of the file owner. The next three digits (744) represent the read, write, and execute permissions for the owner (7), group (4), and others (4). This
means that the owner can read, write, and execute dev_team.txt, while the group and others can only read it.

The other options are not correct commands for setting the SUID of a file with 744 access rights. The chmod 744 --setuid dev_team.txt command is invalid
because there is no -- setuid option in chmod. The chmod -c 744 dev_team.txt command will change the file mode bits to 744, but it will not set the SUID bit. The
-c option only means that chmod will report when a change is made. The chmod -v 4744 --suid dev_team.txt command is also invalid because there is no --suid
option in chmod. The -v option only means that chmod will output a diagnostic for every file processed. References: CompTIA Linux+ (XK0-005) Certification Study
Guide, Chapter 8: Managing Users and Groups; chmod(1) - Linux manual page

NEW QUESTION 108
A systems administrator is tasked with preventing logins from accounts other than root, while the file /etc/nologin exists. Which of the following PAM modules will
accomplish this task?

A. pam_login.so

B. pam_access.so
C. pam_logindef.so
D. pam_nologin.so

Answer: D

Explanation:

The PAM module pam_nologin.so will prevent logins from accounts other than root, while the file /etc/nologin exists. This module checks for the existence of the
file /etc/nologin and displays its contents to the user before denying access. The root user is exempt from this check and can still log in. This is the correct module
to accomplish the task. The other options are incorrect because they are either non-existent modules (pam_login.so or pam_logindef.so) or do not perform the
required function (pam_access.so controls access based on host, user, or time). References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 15:
Managing Users and Groups, page 471.

NEW QUESTION 113
An administrator needs to make some changes in the laC declaration templates. Which of the following commands would maintain version control?

A. git clone https://github.com/comptia/linux+-.git git push origin

B. git clone https://github.com/comptia/linux+-.git git fetch New-Branch

C. git clone https://github.com/comptia/linux+-.git git status

D. git clone https://github.com/comptia/linuxt+-.git git checkout -b <new-branch>

Answer: D

Explanation:

The command that will maintain version control while making some changes in the IaC declaration templates is git checkout -b <new-branch>. This command
uses the git tool, which is a distributed version control system that tracks changes in source code and enables collaboration among developers. The checkout
option switches to a different branch in the git repository, where a branch is a pointer to a specific commit in the history. The -b option creates a new branch with
the given name, and switches to it. This way, the administrator can make changes in the new branch without affecting the main branch, and later merge them if
needed.

The other options are not correct commands for maintaining version control while making some changes in the l1aC declaration templates. The git clone
https://github.com/comptia/linux+.git command will clone an existing repository from a remote URL to a local directory, but it will not create a new branch for
making changes. The git push origin command will push the local changes to a remote repository named origin, but it will not create a new branch for making
changes. The git fetch New-Branch command will fetch updates from a remote branch named New-Branch, but it will not create a new branch for making changes.
References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 19: Managing Source Code; Git - Basic Branching and Merging

NEW QUESTION 116

Following the migration from a disaster recovery site, a systems administrator wants a server to require a user to change credentials at initial login. Which of the
following commands should

be used to ensure the aging attribute?

A. chage -d 2 user
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B. chage -d 0 user
C. chage -E 0 user
D. chage -d 1 user

Answer: B

Explanation:
The chage command can be used to change the user password expiry information. The -d or --lastday option sets the last password change date. If the value is 0,
the user will be forced to change the password at the next login. See chage command in Linux with examples and 10 chage command examples in Linux.

NEW QUESTION 119
A development team asks an engineer to guarantee the persistency of journal log files across system reboots. Which of the following commands would accomplish
this task?

A. grep -i auto /etc/systemd/journald.conf && systemctl restart systemd-journald.service

B. cat /etc/systemd/journald.conf | awk ‘(print $1,$3)'

C. sed -i 's/auto/persistent/g' /etc/systemd/journald.conf && sed -i 'persistent/s/"#//q'/etc/systemd/journald.conf
D. journalctl --list-boots && systemctl restart systemd-journald.service

Answer: C

Explanation:

The command sed -i 's/auto/persistent/g' /etc/systemd/journald.conf && sed - i 'persistent/s/"#//q' letc/systemd/journald.conf will accomplish the task of
guaranteeing the persistency of journal log files across system reboots. The sed command is a tool for editing text files on Linux systems. The -i option modifies
the file in place. The s command substitutes one string for another. The g flag replaces all occurrences of the string.

The && operator executes the second command only if the first command succeeds. The g command quits after the first match. The /etc/systemd/journald.conf file
is a configuration file for the systemd-journald service, which is responsible for collecting and storing log messages. The command sed -i 's/auto/persistent/g’
/etc/systemd/journald.conf will replace the word auto with the word persistent in the file. This will change the value of the Storage option, which controls where the
journal log files are stored. The value auto means that the journal log files are stored in the volatile memory and are lost after reboot, while the value persistent
means that the journal log files are stored in the persistent storage and are preserved across reboots. The command sed -i 'persistent/s/"#//q'
letc/systemd/journald.conf will remove the # character at the beginning of the line that contains the word persistent. This will uncomment the Storage option and
enable it. The command sed -i 's/auto/persistent/g' /etc/systemd/journald.conf && sed -i 'persistent/s/*#//q' letc/systemd/journald.conf will guarantee the
persistency of journal log files across system reboots by changing and enabling the Storage option to persistent. This is the correct command to use to accomplish
the task. The other options are incorrect because they either do not change the value of the Storage option (grep -i auto /etc/systemd/journald.conf && systemctl
restart systemd-journald.service or cat /etc/systemd/journald.conf | awk '(print $1,$3)") or do not enable the Storage option (journalctl --list-boots && systemctl
restart systemd- journald.service). References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 16: Managing Logging and Monitoring, page 489.

NEW QUESTION 120
An administrator is trying to diagnose a performance issue and is reviewing the following output:

avg-cpu: %user %nice %system %iowait %steal %idle

2.00 0.00 3.00 32.00 0.00 ©3.00
Device tps kB read/s kB wrtn/s kB read kB wrtn
sdb 345.00 0.02 0.04 4739073123 23845523
sdbl 345.00 32102.03 2203.01 4739073123 23848523

System Properties: CPU: 4 vCPU

Memory: 40GB

Disk maximum IOPS: 690

Disk maximum throughput: 44Mbps | 44000Kbps

Based on the above output, which of the following BEST describes the root cause?

A. The system has reached its maximum IOPS, causing the system to be slow.

B. The system has reached its maximum permitted throughput, therefore iowait is increasing.
C. The system is mostly idle, therefore the iowait is high.

D. The system has a partitioned disk, which causes the IOPS to be doubled.

Answer: B

Explanation:

The system has reached its maximum permitted throughput, therefore iowait

is increasing. The output of iostat -x shows that the device sda has an average throughput of 44.01 MB/s, which is equal to the disk maximum throughput of 44
Mbps. The output also shows that the device sda has an average iowait of 99.99%, which means that the CPU is waiting for the disk to complete the 1/O requests.
This indicates that the disk is the bottleneck and the system is slow due to the high iowait. The other options are incorrect because they are not supported by the
outputs. The system has not reached its maximum IOPS, as the device sda has an average IOPS of 563.50, which is lower than the disk maximum IOPS of 690.
The system is not mostly idle, as the output of top shows that the CPU is 100% busy. The system does not have a partitioned disk, as the output of Isblk shows
that the device sda has only one partition sdal. References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 17: Optimizing Linux Systems, pages
513-514.

NEW QUESTION 123
An administrator would like to securely connect to a server and forward port 8080 on a local machine to port 80 on the server. Which of the following commands
should the administrator use to satisfy both requirements?

A. ssh —L 8080: localhost:80 admin@server

B. ssh —R 8080: localhost:80 admin@server
C. ssh —L 80 : localhost:8080 admin@server
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D. ssh —R 80 : localhost:8080 admin@server

Answer: A

Explanation:

This command will create a local port forwarding, which means that connections from the SSH client are forwarded via the SSH server, then to a destination
server. In this case, the destination server is the same as the SSH server (localhost), and the destination port is 80. The SSH client will listen on port 8080 on the
local machine, and any connection to that port will be forwarded to port 80 on the server. This way, the administrator can securely access the web service running
on port 80 on the server by using http://localhost:8080 on the local machine.

The other options are incorrect because:

* B. ssh -R 8080:localhost:80 admin@server

This command will create a remote port forwarding, which means that connections from the SSH server are forwarded via the SSH client, then to a destination
server. In this case, the destination server is the same as the SSH client (localhost), and the destination port is 80. The SSH server will listen on port 8080 on the
remote machine, and any connection to that port will be forwarded to port 80 on the client. This is not what the administrator wants to do.

* C. ssh -L 80:localhost:8080 admin@server

This command will also create a local port forwarding, but it will use port 80 on the local machine and port 8080 on the server. This is not what the administrator
wants to do, and it may also fail if port 80 is already in use by another service on the local machine.

* D. ssh -R admin@server

This command is incomplete and invalid. It does not specify any port numbers or destination addresses for the remote port forwarding. It will also fail if the SSH
server does not allow remote port forwarding.

References:

? CompTIA Linux+ Certification Exam Objectives

? How to Set up SSH Tunneling (Port Forwarding)

NEW QUESTION 125
A Linux administrator is adding a new configuration file to a Git repository. Which of the following describes the correct order of Git commands to accomplish the
task successfully?

A. pull -> push -> add -> checkout
B. pull -> add -> commit -> push
C. checkout -> push -> add -> pull
D. pull -> add -> push -> commit

Answer: B

Explanation:

The correct order of Git commands to add a new configuration file to a Git repository is pull -> add -> commit -> push. The pull command will fetch and merge the
changes from the remote repository to the local repository, ensuring that the local repository is up to date. The add command will stage the new configuration file
for the next commit, marking it as a new file to be tracked by Git. The commit command will create a new snapshot of the project state with the new configuration
file and a descriptive message. The push command will publish the commit to the remote repository, updating the remote branch with the new configuration file.
The pull -> push -> add -> checkout order is incorrect, as it will not create a commit for the new configuration file, and it will switch to a different branch without
pushing the changes. The checkout -> push -> add -> pull order is incorrect, as it will switch to a different branch before adding the new configuration file, and it will
overwrite the local changes with the remote changes without creating a commit. The pull -> add -> push -> commit order is incorrect, as it will not create a commit
before pushing the changes, and it will create a commit that is not synchronized with the remote branch. References: CompTIA Linux+ (XK0-005) Certification
Study Guide, Chapter 20: Writing and Executing Bash Shell Scripts, page 579.

NEW QUESTION 130
Due to performance issues on a server, a Linux administrator needs to termi-nate an unresponsive process. Which of the following commands should the
administrator use to terminate the process immediately without waiting for a graceful shutdown?

A. kill -SIGKILL 5545
B. kill -SIGTERM 5545
C. kill -SIGHUP 5545
D. kill -SIGINT 5545

Answer: A

Explanation:

To terminate an unresponsive process immediately without waiting for a graceful shutdown, the administrator can use the command kill -SIGKILL 5545 (A). This
will send a signal to the process with the PID 5545 that cannot be ignored or handled by the process, and force it to stop. The other commands will send different
signals that may allow the process to perform some cleanup or termination actions, or may be ignored by the process. References:

? [CompTIA Linux+ Study Guide], Chapter 6: Managing Processes, Section: Killing Processes

? [How to Kill Processes in Linux]

NEW QUESTION 133
A systems administrator is adding a Linux-based server and removing a Windows-based server from a cloud-based environment. The changes need to be
validated before they are applied to the cloud-based environment. Which of the following tools should be used to meet this requirement?

A. Ansible

B. git clone

C. git pull

D. terraform plan

Answer: D

Explanation:

Terraform is a tool for building, changing, and managing infrastructure as code in a cloud- based environment. Terraform uses configuration files to describe the
desired state of the infrastructure and applies changes accordingly. Terraform supports various cloud providers, such as AWS, Azure, Google Cloud Platform, and
more.

To validate changes before they are applied to the cloud-based environment, the administrator can use the terraform plan command. This command will compare
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the current state of the infrastructure with the desired state defined in the configuration files and show what actions will be performed to achieve the desired state.
This command will not make any changes to the infrastructure but only show a plan of changes. The statement D is correct.

The statements A, B, and C are incorrect because they do not validate changes before they are applied to the cloud-based environment. Ansible is another tool for
automating infrastructure management, but it does not have a plan command. Git clone and git pull are commands for working with git repositories, which are used
for version control of code. References: [How to Use Terraform to Manage Cloud Infrastructure]

NEW QUESTION 134
A Linux administrator needs to determine whether a hostname is in the DNS. Which of the following would supply the information that is needed?

A. nslookup
B. rsyn

C. netstat
D. host

Answer: A

Explanation:

The commands nslookup or host can be used to determine whether a hostname is in the DNS. The DNS is the domain name system, which is a service that
translates domain names into IP addresses and vice versa. The nslookup command is a tool for querying the DNS and obtaining information about a domain name
or an IP address. The host command is a similar tool that performs DNS lookups. Both commands can be used to check if a hostname is in the DNS by providing
the hostname as an argument and seeing if the command returns a valid IP address or an error message. For example, the command nslookup www.google.com
or host www.google.com will return the IP address of the Google website, while the command nslookup www.nosuchdomain.com or host www.nosuchdomain.com
will return an error message indicating that the hostname does not exist. These commands will supply the information that is needed to determine whether a
hostname is in the DNS. These are the correct commands to use for this task. The other options are incorrect because they do not query the DNS or obtain
information about a hostname (rsync or netstat). References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 12: Managing Network Connections,
page 378.

NEW QUESTION 139

An administrator deployed a Linux server that is running a web application on port 6379/tcp.

SELinux is in enforcing mode based on organization policies. The port is open on the firewall.

Users who are trying to connect to a local instance of the web application receive Error 13, Permission denied.
The administrator ran some commands that resulted in the following output:

¥ semanage port -1 | egrep '(“http port t|
http_port_t tcp 80, 81, 443, 488, 8008, 800

# curl http://localhost/App.php
Cannot connect to App Server.

Which of the following commands should be used to resolve the issue?

A. semanage port -d -t http_port_t -p tcp 6379
B. semanage port -a -t http_port_t -p tcp 6379
C. semanage port -a http_port_t -p top 6379
D. semanage port - -t http_port_tcp 6379

Answer: B

Explanation:

The command semanage port -a -t http_port_t -p tcp 6379 adds a new port definition to the SELinux policy and assigns the type http_port_t to the port 6379/tcp.
This allows the web application to run on this port and accept connections from users. This is the correct way to resolve the issue. The other options are incorrect
because they either delete a port definition (-d), use the wrong protocol (top instead of tcp), or list the existing port definitions (-I). References: CompTIA Linux+
(XK0-005) Certification Study Guide, Chapter 18: Securing Linux Systems, page 535.

NEW QUESTION 144
The development team created a hew branch with code changes that a Linux administrator needs to pull from the remote repository. When the administrator looks
for the branch in Git, the branch in question is not visible. Which of the following commands should the Linux administrator run to refresh the branch information?

A. git fetch

B. git checkout
C. git clone

D. git branch

Answer: A

Explanation:

The git fetch command downloads commits, files, and refs from a remote repository into the local one. It also updates the remote-tracking branches, which are
references to the state of the remote branches. By running git fetch, the administrator can see the new branch created by the development team and then use git
checkout to switch to it12. References: 1: Git - git-fetch Documentation 2: Git Fetch | Atlassian Git Tutorial

NEW QUESTION 146
A systems administrator is encountering performance issues. The administrator runs 3 commands with the following output

g | = L g Al = - 378110 1 g L - 4 1la i L = -

The Linux server has the following system properties CPU: 4 vCPU
Memory: 50GB
Which of the following accurately describes this situation?
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A. The system is under CPU pressure and will require additional vCPUs
B. The system has been running for over a year and requires a reboot.
C. Too many users are currently logged in to the system

D. The system requires more memory

Answer: A

Explanation:

Based on the output of the image sent by the user, the system is under CPU pressure and will require additional vCPUs. The output shows that there are four
processes running upload.sh scripts that are consuming a high percentage of CPU time (99.7%, 99.6%, 99.5%, and 99.4%). The output also shows that the
system has only 4 vCPUs, which means that each process is using almost one entire vVCPU. This indicates that the system is struggling to handle the CPU load
and may experience performance issues or slowdowns. Adding more vCPUs to the system would help to alleviate the CPU pressure and improve the system
performance. The system has not been running for over a year, as the uptime command shows that it has been up for only 1 day, 2 hours, and 13 minutes. The
number of users logged in to the system is not relevant to the performance issue, as they are not consuming significant CPU resources. The system does not
require more memory, as the free command shows that it has plenty of available memory (49 GB total, 48 GB free). References: CompTIA Linux+ (XK0-005)
Certification Study Guide, Chapter 15: Managing Memory and Process Execution, pages 468-469.

NEW QUESTION 151
A Linux administrator needs to redirect all HTTP traffic temporarily to the new proxy server 192.0.2.25 on port 3128. Which of the following commands will
accomplish this task?

A. iptables -t nat -D PREROUTING -p tcp --sport 80 -j DNAT - -to-destination 192.0.2.25:3128
B. iptables -t nat -A PREROUTING -p top --dport 81 -j DNAT —-to-destination 192.0.2.25:3129
C. iptables -t nat -| PREROUTING -p top --sport 80 -j DNAT —-to-destination 192.0.2.25:3129
D. iptables -t nat -A PREROUTING -p tcp --dport 80 -j DNAT —-to-destination 192.0.2.25:3128

Answer: D

Explanation:

The command iptables -t nat -A PREROUTING -p tcp --dport 80 -j DNAT -- to-destination 192.0.2.25:3128 adds a rule to the nat table that redirects all incoming
TCP packets with destination port 80 (HTTP) to the proxy server 192.0.2.25 on port 3128. This is the correct way to achieve the task. The other options are
incorrect because they either delete a rule (-D), use the wrong protocol (top instead of tcp), or use the wrong port (81 instead of 80). References: CompTIA Linux+
(XK0-005) Certification Study Guide, Chapter 12: Managing Network Connections, page 381.

NEW QUESTION 153
A cloud engineer is asked to copy the file deployment.yaml from a container to the host where the container is running. Which of the following commands can
accomplish this task?

A. docker cp container_id/deployment.yaml| deployment.yaml

B. docker cp container_id:/deployment.yaml deployment.yami

C. docker cp deployment.yaml local://deployment.yami

D. docker cp container_id/deployment.yaml local://deployment.yaml|

Answer: B

Explanation:

The command docker cp container_id:/deployment.yaml deployment.yaml| can accomplish the task of copying the file deployment.yaml from a container to the
host.

The docker command is a tool for managing Docker containers and images. The cp option copies files or directories between a container and the local filesystem.
The container_id is the identifier of the container, which can be obtained by using the docker ps command.

The /deployment.yaml is the path of the file in the container, which must be preceded by a slash. The deployment.yaml is the path of the file on the host, which can
be relative or absolute. The command docker cp container_id:/deployment.yaml deployment.yaml will copy the file deployment.yaml from the container to the
current working directory on the host. This is the correct command to use to accomplish the task. The other options are incorrect because they either use the
wrong syntax (docker cp container_id/deployment.yaml deployment.yaml or docker cp container_id/deployment.yaml local://deployment.yaml) or do not exist
(docker cp deployment.yaml local://deployment.yaml). References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 19: Managing Cloud and
Virtualization Technologies, page 567.

NEW QUESTION 157
A Linux administrator is troubleshooting an issue in which an application service failed to start on a Linux server. The administrator runs a few commands and gets
the following outputs:

Dutput 1:

Dec 23 23:14:15 root systemd[l] logsearch.service: Failed to start Logsearch.

Qutput 2;

logsearch.service - Log Search
Loaded: loaded (/fetc/systemd/system/logsearch.service: enabled:; vendor preset:enabled)
Active: failed (Result: timeout)
Process: 3267 Execstart=/usr/share/lodgsearch/bin/logger

Main PID: 3267 (code=killed, signal=KILL)
Based on the above outputs, which of the following is the MOST likely action the administrator should take to resolve this issue?
A. Enable the logsearch.service and restart the service.
B. Increase the TimeoutStartUSec configuration for the logsearch.sevice.
C. Update the OnCalendar configuration to schedule the start of the logsearch.service.

D. Update the KillSignal configuration for the logsearch.service to use TERM.

Answer: B
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Explanation:

The administrator should increase the TimeoutStartUSec configuration for the logsearch.service to resolve the issue. The output of systemctl status
logsearch.service shows that the service failed to start due to a timeout. The output of cat /etc/systemd/system/logsearch.service shows that the service has a
TimeoutStartUSec configuration of 10 seconds, which might be too short for the service to start. The administrator should increase this value to a higher number,
such as 30 seconds or 1 minute, and then restart the service. The other options are incorrect because they are not related to the issue. The service is already
enabled, as shown by the output of systemctl is-enabled logsearch.service. The service does not use an OnCalendar configuration, as it is not a timer unit. The
service does not use a KillSignal configuration, as it is not being killed by a signal. References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 14:
Managing Processes and Scheduling Tasks, pages 434-435.

NEW QUESTION 160
A Linux administrator found many containers in an exited state. Which of the following commands will allow the administrator to clean up the containers in an
exited state?

A. docker rm --all

B. docker rm $(docker ps -aq)
C. docker images prune *

D. docker rm --state exited

Answer: B

Explanation:

The command docker rm $(docker ps -aq) will allow the administrator to clean up the containers in an exited state. The docker command is a tool for managing
Docker containers on Linux systems. Docker containers are isolated and lightweight environments that can run applications and services without affecting the host
system. Docker uses images to create containers, which are files that contain the code, libraries, dependencies, and configuration of the applications and services.
The rm option removes one or more containers. The $(docker ps -aq) is a command substitution that executes the command inside the parentheses and replaces
it with the output. The docker ps - ag command lists all the containers, including the ones in an exited state, and shows only their IDs. The docker rm $(docker ps
-aq) command will remove all the containers, including the ones in an exited state, by passing their IDs to the rm option. This will allow the administrator to clean
up the containers in an exited state. This is the correct command to use to accomplish the task. The other options are incorrect because they either do not exist
(docker rm --all or docker rm --state exited) or do not remove the containers (docker images prune *). References: CompTIA Linux+ (XK0-005) Certification Study
Guide, Chapter 19: Managing Cloud and Virtualization Technologies, page 571.

NEW QUESTION 165
One leg of an LVM-mirrored volume failed due to the underlying physical volume, and a systems administrator is troubleshooting the issue. The following output
has been provided:

Bartial mode. Incomplete wvolums groups wWill be activated read-only

LV V5 |ATTr LSize rigin |Snap® |Move |Log |Copy: |Devices

linear |wg |[-wi-a- |40.00G unknown device(d)

scripe vy |-wi-a- |40.005 unknown dewvice(5120),/dev/sdal (0)

Given this scenario, which of the following should the administrator do to recover this volume?

A. Reboot the serve

B. The volume will automatically go back to linear mode.
C. Replace the failed drive and reconfigure the mirror.
D. Reboot the serve

E. The volume will revert to stripe mode.

F. Recreate the logical volume.

Answer: B

Explanation:

The administrator should replace the failed drive and reconfigure the mirror to recover the volume. The LVM (Logical Volume Manager) is a tool for managing disk
space on Linux systems. The LVM allows the administrator to create logical volumes that span across multiple physical volumes, such as hard disks or partitions.
The LVM also supports different types of logical volumes, such as linear, striped, or mirrored. A mirrored logical volume is a type of logical volume that creates a
copy of the data on another physical volume, providing redundancy and fault tolerance. The output shows that the logical volume is mirrored and that one leg of
the mirror has failed due to the underlying physical volume. This means that one of the physical volumes that contains the data of the logical volume is damaged or
missing. This can cause data loss and performance degradation. The administrator should replace the failed drive and reconfigure the mirror to recover the
volume. The administrator should identify the failed physical volume by using commands such as pvdisplay, vgdisplay, or Ivdisplay. The administrator should then
remove the failed physical volume from the volume group by using the vgreduce command.

The administrator should then install a new drive and create a new physical volume by using the pvcreate command. The administrator should then add the new
physical volume to the volume group by using the vgextend command. The administrator should then reconfigure the mirror by using the Ivconvert command. The
administrator should replace the failed drive and reconfigure the mirror to recover the volume. This is the correct answer to the question. The other options are
incorrect because they either do not recover the volume (reboot the server. The volume will automatically go back to linear mode or reboot the server. The volume
will revert to stripe mode) or do not preserve the data of the volume (recreate the logical volume). References: CompTIA Linux+ (XK0-005) Certification Study
Guide, Chapter 10: Managing Storage, pages 333-334.

NEW QUESTION 170
A Linux engineer needs to download a ZIP file and wants to set the nice of value to -10 for this new process. Which of the following commands will help to
accomplish the task?

A. $ nice -v -10 wget https://foo.com/installation.zip
B. $ renice -v -10 wget https://foo.com/installation.2ip
C. $ renice -10 wget https://foo.com/installation.zip
D. $ nice -10 wget https://foo.com/installation.zip

Answer: D
Explanation:

The nice -10 wget https://foo.com/installation.zip command will help to accomplish the task of downloading a ZIP file and setting the nice value to -10 for this new
process. The nice command can be used to run a program with a modified scheduling priority, which affects how much CPU time the process receives. The nice
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value ranges from -20 (highest priority) to 19 (lowest priority), and the default value is 0. The -10 option specifies the nice value to be used for the wget command,
which will download the ZIP file from the given URL. The nice -v -10 wget https://foo.com/installation.zip command is incorrect, as -v is not a valid option for nice.
The renice -v -10 wget https://foo.com/installation.zip command is incorrect, as renice is used to change the priority of an existing process, not a new one. The
renice -10 wget https://foo.com/installation.zip command is incorrect for the same reason as above. References: CompTIA Linux+ (XK0-005) Certification Study
Guide, Chapter 15: Managing Memory and Process Execution, page 469.

NEW QUESTION 175
An administrator would like to list all current containers, regardless of their running state. Which of the following commands would allow the administrator to
accomplish this task?

A. docker ps -a

B. docker list

C. docker image Is

D. docker inspect image

Answer: A

Explanation:

The best command to use to list all current containers, regardless of their running state, is A. docker ps -a. This command will show all containers, both running
and stopped, with details such as container ID, image name, status, and ports. The other commands are either invalid or not relevant for this task. For example:
? B. docker list is not a valid command. There is no subcommand named list in docker.

? C. docker image Is will list all the images available on the local system, not the containers.

? D. docker inspect image will show detailed information about a specific image, not all the containers.

NEW QUESTION 178
A Linux administrator recently downloaded a software package that is currently in a compressed file. Which of the following commands will extract the files?

A. unzip -v
B. bzip2 -z
C. gzip

D. funzip

Answer: C

Explanation:

The command gzip can extract files that are compressed with the gzip format, which has the extension .gz. This is the correct command to use for the software
package. The other options are incorrect because they either compress files (bzip2 -z), unzip files that are compressed with the zip format (unzip -v or funzip), or
have the wrong options (-v or -z instead of -d). References: CompTIA Linux+ (XKO0-005) Certification Study Guide, Chapter 11: Managing Files and Directories,
page 353.

NEW QUESTION 179

A Linux system is having issues. Given the following outputs:

# dig @192.168.2.2 mycomptiahost

; << >> DIG 9.9.4-RedHat-9.9.4-74.el7_6.1 << >> @192.168.2.2 mycomptiahost
; (1 server found)

;; global options: +cmd

;; connection timed out; no servers could be reached

#nc -v 192.168.2.2 53

Ncat: Version 7.70 ( https://nmap.org/ncat ) Ncat: Connection timed out.

# ping 192.168.2.2

PING 192.168.2.2 (192.168.2.2) 56(84) bytes of data.

64 bytes from 192.168.2.2: icmp_seq=1 ttl=117 time=4.94 ms 64 bytes from 192.168.2.2: icmp_seq=2 ttI=117 time=10.5 ms Which of the following best describes
this issue?

A. The DNS host is down.

B. The name mycomptiahost does not exist in the DNS.

C. The Linux engineer is using the wrong DNS port.

D. The DNS service is currently not available or the corresponding port is blocked.

Answer: D

Explanation:

The ping command shows that the Linux system can reach the DNS server at 192.168.2.2, so the DNS host is not down. The dig and nc commands show that the
Linux system cannot connect to the DNS server on port 53, which is the standard port for DNS queries. This means that either the DNS service is not running on
the DNS server, or there is a firewall or network device blocking the port 53 traffic. Therefore, the DNS service is currently not available or the corresponding port is
blocked.Referencesl: How To Troubleshoot DNS Client Issues in Linux - RootUsers2: 6 Best Tools to Troubleshoot DNS

Issues in Linux - Tecmint3: How To Troubleshoot DNS in Linux - OrcaCore4: Fixing DNS Issues in Ubuntu 20.04 | DeviceTests

NEW QUESTION 182
A Linux administrator is tasked with adding users to the system. However, the administrator wants to ensure the users’ access will be disabled once the project is
over. The expiration date should be 2021-09-30. Which of the following commands will accomplish this task?

A. sudo useradd -e 2021-09-30 Project_user
B. sudo useradd -¢ 2021-09-30 Project_user
C. sudo modinfo -F 2021-09-30 Project_uses
D. sudo useradd -m -d 2021-09-30 Project_user

Answer: A

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy XK0-005 dumps

@ 2 P QsseaQs LJ https://lwww.2passeasy.com/dumps/XK0-005/ (176 New Questions)

Explanation:

The command that will accomplish this task is sudo useradd -e 2021-09-30 Project_user. This command will create a new user account named Project_user with
an expiration date of 2021-09-30. The -e option of useradd specifies the date on which the user account will be disabled in YYYY-MM-DD format.

The other options are not correct commands for creating a user account with an expiration date. The sudo useradd -c¢ 2021-09-30 Project_user command will
create a new user account named Project_user with a comment of 2021-09-30. The -c option of useradd specifies a comment or description for the user account,
not an expiration date. The sudo modinfo -F 2021-09-30 Project_user command is invalid because modinfo is not a command for managing user accounts, but a
command for displaying information about kernel modules. The -F option of modinfo specifies a field name to show, not an expiration date. The sudo useradd -m
-d 2021-09-30 Project_user command will create a new user account named Project_user with a home directory of 2021-09-30. The -m option of useradd specifies
that the home directory should be created if it does not exist, and the -d option specifies the home directory name, not an expiration date. References: useradd(8) -
Linux manual page; modinfo(8) - Linux manual page

NEW QUESTION 187
A systems administrator is trying to track down a rogue process that has a TCP listener on a network interface for remote command-and-control instructions.
Which of the following commands should the systems administrator use to generate a list of rogue process names? (Select two).

A. netstat -antp | grep LISTEN
B. Isof -iTCP | grep LISTEN

C. Isof -i:22 | grep TCP

D. netstat -a | grep TCP

E. nmap -p1-65535 | grep -i tcp
F. nmap -sS 0.0.0.0/0

Answer: AB

Explanation:

The best commands to use to generate a list of rogue process names that have a TCP listener on a network interface are A. netstat -antp | grep LISTEN and B.
Isof -iTCP | grep LISTEN. These commands will show the process ID (PID) and name of the processes that are listening on TCP ports, which can be used to
identify any suspicious or unauthorized processes. The other commands are either not specific enough, not valid, or not relevant for this task. For example:

? C. Isof -i:22 | grep TCP will only show the processes that are listening on port 22, which is typically used for SSH, and not any other ports.

? D. netstat -a | grep TCP will show all the TCP connections, both active and listening, but not the process names or IDs.

? E. nmap -pl1-65535 | grep -i tcp will scan all the TCP ports on the local host, but not show the process names or IDs.

? F. nmap -sS 0.0.0.0/0 will perform a stealth scan on the entire internet, which is not only impractical, but also illegal in some countries.

NEW QUESTION 188
An administrator transferred a key for SSH authentication to a home directory on a remote server. The key file was moved to .ssh/authorized_keys location in order
to establish SSH connection without a password. However, the SSH command still asked for the password. Given the following output:

[admin@linux ~ ]§% -15 -1h2 .ssh/auth?*
-rw-r--r--. admin unconfined u:object r:user home t:s0 .ssh/authorized keys

Which of the following commands would resolve the issue?

A. restorecon .ssh/authorized_keys

B. ssh_keygen -t rsa -0 .ssh/authorized_keys
C. chown root:root .ssh/authorized_keys

D. chmod 600 .ssh/authorized_keys

Answer: D

Explanation:

The command that would resolve the issue is chmod 600 .ssh/authorized_keys. This command will change the permissions of the .ssh/authorized_keys file to
600, which means that only the owner of the file can read and write it. This is necessary for SSH key authentication to work properly, as SSH will refuse to use a
key file that is accessible by other users or groups for security reasons. The output of Is -| shows that currently the .ssh/authorized_keys file has permissions of
664, which means that both the owner and group can read and write it, and others can read it.

The other options are not correct commands for resolving the issue. The restorecon .ssh/authorized_keys command will restore the default SELinux security
context for the .ssh/authorized_keys file, but this will not change its permissions or ownership. The ssh_keygen -t rsa -0 .ssh/authorized_keys command is invalid
because ssh_keygen is not a valid command (the correct command is ssh-keygen), and the -0 option is used to specify a new output format for the key file, not the
output file name. The chown root:root

.ssh/authorized_keys command will change the owner and group of the .ssh/authorized_keys file to root, but this will not change its permissions or make it
accessible by the user who wants to log in with SSH key authentication. References: How to Use Public Key Authentication with SSH; chmod(1) - Linux manual

page

NEW QUESTION 189
A developer wants to ensure that all files and folders created inside a shared folder named
/GroupOODEYV inherit the group name of the parent folder. Which of the following commands will help achieve this goal?

A. chmod g+X / GroupOODEV/
B. chmod g+W / GroupOODEV/
C. chmod g+r / GroupOODEV/
D. chmod g+s / GroupOODEV/

Answer: D

Explanation:

The chmod command is used to change the permissions of files and directories on Linux systems. The g+s option sets the setgid bit on a directory, which means
that all files and folders created inside that directory will inherit the group name of the parent directory. This command can help the developer ensure that all files
and folders created inside the /GroupOODEYV directory have the same group name as /GroupOODEV. References: [How to Use chmod Command in Linux with
Examples]
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NEW QUESTION 191
A systems administrator is tasked with changing the default shell of a system account in order to disable iterative logins. Which of the following is the
best option for the administrator to use as the new shell?

A. /sbin/nologin

B. /bin/ sh

C. /shin/ setenforce
D. /bin/bash

Answer: A

Explanation:

The /shin/nologin shell is a special shell that prevents the user from logging into an interactive session. It is commonly used for system accounts that are not meant
to be accessed by users, such as daemon or service accounts. When a user tries to log in with this shell, they will see a message like “This account is currently
not available” and the login will fail.

References:

? The /sbin/nologin shell is listed as one of the valid shells in the /etc/shells filel.

? The CompTIA Linux+ Certification Exam Objectives mention that the candidate should be able to “configure and manage system accounts and groups, including
password aging and restricted shells” as part of the Hardware and System Configuration domain2.

? The usermod command can be used to change the user’s login shell with the -s or --shell option3. For example, to change the shell of a user named daemon to
/sbin/nologin, the command would be: sudo usermod -s /shin/nologin daemon

NEW QUESTION 195
A Linux administrator needs to create a new cloud.cpio archive containing all the files from the current directory. Which of the following commands can help to
accomplish this task?

A. Is | cpio -iv > cloud.epio
B. Is | cpio -iv < cloud.epio
C. Is | cpio -ov > cloud.cpio
D. Is cpio -ov < cloud.cpio

Answer: C

Explanation:

The command Is | cpio -ov > cloud.cpio can help to create a new cloud.cpio archive containing all the files from the current directory. The Is command lists the files
in the current directory and outputs them to the standard output. The | operator pipes the output to the next command. The cpio command is a tool for creating and
extracting compressed archives. The -0 option creates a new archive and the -v option shows the verbose output. The > operator redirects the output to the
cloud.cpio file. This command will create a new cloud.cpio archive with all the files from the current directory. The other options are incorrect because they either
use the wrong options (-i instead of -0), the wrong arguments (cloud.epio instead of cloud.cpio), or the wrong syntax (< instead of > or missing |). References:
CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 11: Managing Files and Directories, page 351.

NEW QUESTION 198
Employees in the finance department are having trouble accessing the file /opt/work/file. All IT employees can read and write the file. Systems administrator
reviews the following output:

admin@server: /opt/work$ 1ls -al file
-fW=rw—--—=+ 1 Yoot 1t 4 Sep & 17:29 file

Which of the following commands would permanently fix the access issue while limiting access to IT and finance department employees?

A. chattr +i file

B. chown it:finance file

C. chmod 666 file

D. setfacl -m g:finance:rw file

Answer: D

Explanation:

The command setfacl -m g:finance:rw file will permanently fix the access issue while limiting access to IT and finance department employees. The setfacl
command is a tool for modifying the access control lists (ACLS) of files and directories on Linux systems. The ACLs are a mechanism that allows more fine-grained
control over the permissions of files and directories than the traditional owner-group-others model. The - m option specifies the modification to the ACL. The
g:finance:rw means that the group named finance will have read and write permissions on the file. The file is the name of the file to modify, in this case
{opt/work/file. The command setfacl -m g:finance:rw file will add an entry to the ACL of the file that will grant read and write access to the finance group.

This will fix the access issue and allow the finance employees to access the file. The command will also preserve the existing permissions of the file, which means
that the IT employees will still have read and write access to the file. This will limit the access to IT and finance department employees and prevent unauthorized
access from other users.

This is the correct command to use to accomplish the task. The other options are incorrect because they either do not fix the access issue (chattr +i file or chown
it:finance file) or do not limit the access to IT and finance department employees (chmod 666 file). References: CompTIA Linux+ (XK0-005) Certification Study
Guide, Chapter 11: Managing File Permissions and Ownership, page 352.

NEW QUESTION 203
Which of the following technologies provides load balancing, encryption, and observability in containerized environments?

A. Virtual private network
B. Sidecar pod

C. Overlay network

D. Service mesh
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Answer: D

Explanation:

"A service mesh controls the delivery of service requests in an application. Common features provided by a service mesh include service discovery, load
balancing, encryption and failure recovery."

The technology that provides load balancing, encryption, and observability in containerized environments is service mesh. A service mesh is a dedicated
infrastructure layer that manages the communication and security between microservices in a distributed system. A service mesh consists of two components: a
data plane and a control plane. The data plane is composed of proxies that are deployed alongside the microservices as sidecar pods. The proxies handle the
network traffic between the microservices and provide features such as load balancing, encryption, authentication, authorization, routing, and observability. The
control plane is responsible for configuring and managing the data plane and providing a unified interface for the administrators and developers. A service mesh
can help improve the performance, reliability, and security of containerized applications and simplify the development and deployment process. A service mesh is
the technology that provides load balancing, encryption, and observability in containerized environments. This is the correct answer to the question. The other
options are incorrect because they either do not provide all the features of a service mesh (virtual private network or overlay network) or are not a technology but a
component of a service mesh (sidecar pod). References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 19: Managing Cloud and Virtualization
Technologies, page 574. https://lwww.techtarget.com/searchitoperations/definition/service-mesh

NEW QUESTION 207
Developers have requested implementation of a persistent, static route on the application server. Packets sent over the interface ethO to 10.0.213.5/32 should be
routed via 10.0.5.1. Which of the following commands should the administrator run to achieve this goal?

A. route -i etho -p add 10.0.213.5 10.0.5.1

B. route modify ethO +ipv4.routes "10.0.213.5/32 10.0.5.1"
C. echo "10.0.213.5 10.0.5.1 eth0" > /proc/net/route

D. ip route add 10.0.213.5/32 via 10.0.5.1 dev ethO

Answer: D

Explanation:

The command ip route add 10.0.213.5/32 via 10.0.5.1 dev ethO adds a static route to the routing table that sends packets destined for 10.0.213.5/32 (a single
host) through the gateway 10.0.5.1 on the interface eth0. This is the correct way to achieve the goal. The other options are incorrect because they either use the
wrong syntax (route -i etho -p add), the wrong command (route modify), or the wrong file

(/proc/net/route). References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 12: Managing Network Connections, page 379.

NEW QUESTION 210
A systems administrator is implementing a new service task with systems at startup and needs to execute a script entitled test.sh with the following content:

TIMESTAMP=5 (date "+%Y-%m-%d %H:%M:%5')

echo "helpme.service: timestamp §(Timestamp)" | systemd-cat -p info
sleep &0
done

The administrator tries to run the script after making it executable with chmod +x; however, the script will not run. Which of the following should the administrator
do to address this issue? (Choose two.)

A. Add #!/bin/bash to the bottom of the script.

B. Create a unit file for the new service in /etc/systemd/system/ with the name helpme.service in the location.
C. Add #!//bin/bash to the top of the script.

D. Restart the computer to enable the new service.

E. Create a unit file for the new service in /etc/init.d with the name helpme.service in the location.

F. Shut down the computer to enable the new service.

Answer: BC

Explanation:

The administrator should do the following two things to address the issue:

? Add #!/bin/bash to the top of the script. This is called a shebang line and it tells the system which interpreter to use to execute the script. Without this line, the
script will not run properly. The shebang line should be the first line of the script and should start with #! followed by the path to the interpreter. In this case, the
interpreter is bash and the path is /bin/bash. The other option (A) is incorrect because the shebang line should be at the top, not the bottom of the script.

? Create a unit file for the new service in /etc/systemd/system/ with the name helpme.service in the location. This is necessary to register the script as a systemd
service and enable it to run at startup. A unit file is a configuration file that defines the properties and behavior of a service, such as the description, dependencies,
start and stop commands, and environment variables. The unit file should have the extension .service and should be placed in the /etc/systemd/system/ directory.
The other option (E) is incorrect because /etc/init.d is the directory for init scripts, not systemd services.

References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 14: Managing Processes and Scheduling Tasks, pages 429-430.

NEW QUESTION 215
An administrator started a long-running process in the foreground that needs to continue without interruption. Which of the following keystrokes should the
administrator use to continue running the process in the background?

A. <Ctrl+z> bg

B. <Ctrl+d> bg

C. <Ctrl+b> jobs -1
D. <Ctrl+h> bg &

Answer: A
Explanation:
A long-running process is a program that takes a long time to complete or runs indefinitely on a Linux system. A foreground process is a process that runs in the

current terminal and receives input from the keyboard and output to the screen. A background process is a process that runs in the background and does not
interact with the terminal. A background process can continue running even if the terminal is closed or disconnected.
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To start a long-running process in the background, the user can append an ampersand (&)

to the command, such as someapp &. This will run someapp in the background and return control to the terminal immediately.

To move a long-running process from the foreground to the background, the user can use two keystrokes: Ctrl+Z and bg. The Ctrl+Z keystroke will suspend
(pause) the foreground process and return control to the terminal. The bg keystroke will resume (continue) the suspended process in the background and detach it
from the terminal. The statement B is correct.

The statements A, C, and D are incorrect because they do not perform the desired task. The bg keystroke alone will not work unless there is a suspended process
to resume. The Ctrl+B keystroke will not suspend the foreground process, but rather move one character backward in some applications. The jobs keystroke will
list all processes associated with the current terminal. The bg & keystroke will cause an error because bg does not take any arguments. References: [How to Run
Linux Processes in Background]

NEW QUESTION 217

A senior Linux administrator has created several scripts that will be used to install common system applications. These scripts are published to a reposito-ry to
share with the systems team. A junior Linux administrator needs to re-trieve the scripts and make them available on a local workstation. Which of the following Git
commands should the junior Linux administrator use to accom-plish this task?

A. fetch

B. checkout
C. clone

D. branch

Answer: C

Explanation:

To retrieve the scripts from a repository and make them available on a local workstation, the junior Linux administrator can use the command git clone ©. This will
create a copy of the repository on the local machine, including all the scripts and history. The other commands will not clone the repository, but either fetch,
checkout, or branch from an existing repository. References:

? [CompTIA Linux+ Study Guide], Chapter 10: Working with Git, Section: Cloning Repositories with Git

? [How to Clone a Git Repository]

NEW QUESTION 219
An administrator created an initial Git repository and uploaded the first files. The administrator sees the following when listing the repository:

__init  .py Initial Commit Just now
main.py Initial Commit Just now
.DS STORE Initial Commit Just now
setup.sh Initial Commit Just now
README .md Initial Commit Just now

The administrator notices the file . DS STORE should not be included and deletes it from the online repository. Which of the following should the administrator run
from the root of the local repository before the next commit to ensure the file is not uploaded again in future commits?

A. rm -f .DS STORE && git push

B. git fetch && git checkout .DS STORE

C.rm -f .DS STORE && git rebase origin main
D. echo .DS STORE >> .gitignore

Answer: D

Explanation:

The correct answer is D. The administrator should run “echo .DS STORE >> .gitignore” from the root of the local repository before the next commit to ensure the
file is not uploaded again in future commits.

This command will append the file name .DS STORE to the end of the .gitignore file, which is a special file that tells Git to ignore certain files or directories that
should not be tracked or uploaded to the repository. By adding .DS STORE to the .gitignore file, the administrator will prevent Git from staging, committing, or
pushing this file in the future.

The other options are incorrect because:

*A. rm -f .DS STORE && git push

This command will delete the file .DS STORE from the local repository and then push the changes to the remote repository. However, this does not prevent the file
from being uploaded again in future commits, if it is recreated or copied to the local repository.

* B. git fetch && git checkout .DS STORE

This command will fetch the latest changes from the remote repository and then restore the file .DS STORE from the remote repository to the local repository. This
is not what the administrator wants to do, as this will undo the deletion of the file from the online repository.

*C. rm -f .DS STORE && git rebase origin main

This command will delete the file .DS STORE from the local repository and then rebase the local branch onto the main branch of the remote repository. This will
rewrite the commit history of the local branch and may cause conflicts or errors. This is not what the administrator wants to do, as this is a risky and unnecessary
operation.

NEW QUESTION 221
An administrator added the port 2222 for the SSH server on myhost and restarted the SSH server. The administrator noticed issues during the startup of the
service. Given the following outputs:
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Which of the following commands will fix the issue?

A. semanage port -a -t ssh_port_t -p tcp 2222

B. chcon system_u:object_r:ssh_home_t /etc/ssh/*
C. iptables -A INPUT -p tcp -- dport 2222 -j ACCEPT
D. firewall-cmd -- zone=public -- add-port=2222/tcp

Answer: A

Explanation:

The correct answer is A. semanage port -a -t ssh_port_t -p tcp 2222

This command will allow the SSH server to bind to port 2222 by adding it to the SELinux policy. The semanage command is a utility for managing SELinux policies.
The port subcommand is used to manage network port definitions. The -a option is used to add a new record, the -t option is used to specify the SELinux type, the
-p option is used to specify the protocol, and the tcp 2222 argument is used to specify the port number. The ssh_port_t type is the default type for SSH ports in
SELinux.

The other options are incorrect because:

* B. chcon system_u:object_r:ssh_home_t /etc/ssh/*

This command will change the SELinux context of all files under /etc/ssh/ to system_u:object_r:ssh_home_t, which is not correct. The ssh_home_t type is used for
user home directories that are accessed by SSH, not for SSH configuration files. The correct type for SSH configuration files is sshd_config_t.

* C. iptables -A INPUT -p tcp --dport 2222 -j ACCEPT

This command will add a rule to the iptables firewall to accept incoming TCP connections on port 2222. However, this is not enough to fix the issue, as SELinux
will still block the SSH server from binding to that port. Moreover, iptables may not be the default firewall service on some Linux distributions, such as Fedora or
CentOS, which use firewalld instead.

* D. firewall-cmd --zone=public --add-port=2222/tcp

This command will add a rule to the firewalld firewall to allow incoming TCP connections on port 2222 in the public zone. However, this is not enough to fix the
issue, as SELinux will still block the SSH server from binding to that port. Moreover, firewalld may not be installed or enabled on some Linux distributions, such as
Ubuntu or Debian, which use iptables instead.

References:

? How to configure SSH to use a non-standard port with SELinux set to enforcing

? Change SSH Port on CentOS/RHEL/Fedora With SELinux Enforcing

? How to change SSH port when SELinux policy is enabled

NEW QUESTION 223
A Linux system is failing to start due to issues with several critical system processes. Which of the following options can be used to boot the system into the single
user mode? (Choose two.)

A. Execute the following command from the GRUB rescue shell: mount -o remount, ro/sysroot.

. Interrupt the boot process in the GRUB menu and add systemd.unit=single in the kernel line.

C. Interrupt the boot process in the GRUB menu and add systemd.unit=rescue.target in the kernel line.
. Interrupt the boot process in the GRUB menu and add single=user in the kernel line.

. Interrupt the boot process in the GRUB menu and add init=/bin/bash in the kernel line.

. Interrupt the boot process in the GRUB menu and add systemd.unit=single.target in the kernel line.

vs)

mmo

Answer: CF

Explanation:

The administrator can use the following two options to boot the system into the single user mode:

? Interrupt the boot process in the GRUB menu and add systemd.unit=rescue.target in the kernel line. This option will boot the system into the rescue mode, which
is a minimal environment that allows the administrator to perform basic tasks such as repairing the system. The GRUB menu is a screen that appears when the
system is powered on and allows the administrator to choose which kernel or operating system to boot. The kernel line is a line that specifies the parameters for
the kernel, such as the root device, the init system, and the boot options. The administrator can interrupt the boot process by pressing the e key in the GRUB menu
and edit the kernel line by adding systemd.unit=rescue.target at the end. This option will tell the system to use the rescue target, which is a unit that defines the
state of the system in the rescue mode. The administrator can then press Ctrl+X to boot the system with the modified kernel line. This option will boot the system
into the single user mode and allow the administrator to troubleshoot the issues.

? Interrupt the boot process in the GRUB menu and add systemd.unit=single.target in the kernel line. This option will boot the system into the single user mode,
which is a mode that allows the administrator to log in

as the root user and perform maintenance tasks. The GRUB menu and the kernel line are the same as the previous option. The administrator can interrupt the
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boot process by pressing the e key in the GRUB menu and edit the kernel line by adding systemd.unit=single.target at the end. This option will tell the system to
use the single target, which is a unit that defines the state of the system in the single user mode. The administrator can then press Ctrl+X to boot the system with
the modified kernel line. This option will boot the system into the single user mode and allow the administrator to troubleshoot the issues.

The other options are incorrect because they either do not boot the system into the single user mode (execute the following command from the GRUB rescue

shell: mount -o remount, ro/sysroot or interrupt the boot process in the GRUB menu and add systemd.unit=single in the kernel line) or do not use the correct syntax
(interrupt the boot process in the GRUB menu and add single=user in the kernel line or interrupt the boot process in the GRUB menu and add init=/bin/bash in the
kernel

line). References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 8: Managing the Linux Boot Process, pages 267-268.

NEW QUESTION 224
A Linux system is failing to boot. The following error is displayed in the serial console: [[1;33mDEPEND[Om] Dependency failed for /data.
[[1;33mDEPEND[Om] Dependency failed for Local File Systems

Welcome to emergency mode! After logging in, type "journalctl -xb" to viewsystem logs,
"systemctl reboot" to reboot, "systemctl default" to try again to boot into default mode.
Give root password for maintenance (or type Control-D to continue}

Which of the following files will need to be modified for this server to be able to boot again?

A. letc/mtab
B. /dev/sda
C. letc/fstab
D. /ete/grub.conf

Answer: C

Explanation:

The file that will need to be modified for the server to be able to boot again is /etc/fstab. The /etc/fstab file is a file that contains the information about the file
systems that are mounted at boot time on Linux systems. The file specifies the device name, mount point, file system type, mount options, dump frequency, and
pass number for each file system. The error message indicates that the dependency failed for /data, which is a mount point for a file system. This means that the
system could not mount the /data file system at boot time, which caused the system to enter the emergency mode. The emergency mode is a mode that allows the
administrator to log in as the root user and perform basic tasks such as repairing the system. The administrator should modify the /etc/fstab file and check the entry
for the /data file system. The administrator should look for any errors or inconsistencies in the device name, file system type, or mount options, and correct them.
The administrator should also verify that the device and the file system are intact and functional by using commands such as blkid, fdisk, fsck, or mount. The
administrator should then reboot the system and see if the issue is resolved. The file that will need to be modified for the server to be able to boot again is
letc/fstab. This is the correct answer to the question. The other options are incorrect because they are not related to the file systems that are mounted at boot time
(/fetc/mtab, /dev/sda,

or /etc/grub.conf). References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 10: Managing Storage, page 321.

NEW QUESTION 229
Which of the following enables administrators to configure and enforce MFA on a Linux system?

A. Kerberos
B. SELinux
C. PAM

D. PKI

Answer: C

Explanation:

The mechanism that enables administrators to configure and enforce MFA on a Linux system is PAM. PAM stands for Pluggable Authentication Modules, which is
a framework for managing authentication and authorization on Linux systems. PAM allows the administrator to define the rules and policies for accessing various
system resources and services, such as login, sudo, ssh, or cron. PAM also supports different types of authentication methods, such as passwords, tokens,
biometrics, or smart cards. PAM can be used to implement MFA, which stands for Multi-Factor Authentication, which is a security technique that requires the user
to provide more than one piece of evidence to prove their identity. MFA can enhance the security of the system and prevent unauthorized access. PAM enables
administrators to configure and enforce MFA on a Linux system. This is the correct answer to the question. The other options are incorrect because they either do
not manage authentication and authorization on Linux systems (Kerberos or PKI) or do not support MFA (SELinux). References: CompTIA Linux+ (XK0-005)
Certification Study Guide, Chapter 17: Implementing Basic Security, page 517.

NEW QUESTION 233
A Linux administrator is troubleshooting SSH connection issues from one of the workstations.
When users attempt to log in from the workstation to a server with the IP address 104.21.75.76, they receive the following message:

ssh: connect to host 104.21.75.76 port 22: Connection refused

The administrator reviews the information below:
Workstation output 1:

eth0: <BROADCAST,MULTICAST, UP, LCWER UP> mtu 1500 gdisc mg state UP group default

link/ether 00:15:5d:e%:e9:fb brd 5.189.153.255 scope global ethl

inet 5.189.153.89/24 brd 5.18%9.153.255 scope global ethl
Workstation output 2:

default via 5.189.153. dev eth

C 1
5.189.153.0/24 dev ethl) proto kertnel scope link src 5.18%.153.89
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Server output 1

destination

0.

0.

0,

0.0.0/0

0.

B I

L0f0

L0/0

Q0

000

L0/0

tep dpt:ll ctatate NEW, UNTRACKED
reject-with iemp-port-unreachable
tcp apt::-_. ctatate NEW, UNTRACKED
reject-with icmp-pert-unreachable
tcp apt:Z. ctstate HNEW, UNTRACKED
reject-with iemp-port-unreachable
tcp dpt:ZI ctstate NEW, UNTRACKED
reject-with icmp-port-unreachable
tep dpt:22 ctstate NEW, UNTRACKED
reject-with ilcmp-port-unreachable
tcp dpt:22 ctatate NEW, UNTRACKED
reject-with icmp-port-unreachable

(fuszr/lib/systemd/system/sshd.service: disabled: wendor preset: enabled)

target prot optT S3oUrce
REJECT top 101.68.78.15%4
REJECT tep 222.186.180.130
REJECT tcp 104.131.1.3%9
REJECT Lcp i ©8.183.1%c.11
REJECT tcp - 5.189.153.89
REJECT Lep 4]1.93.32.148
Server gutput 2
sshd. service - OpenSSH server dasmon
Loaded: loaded
Active: actiwve (running)

Server output

ethl: <BROADCAST, MULTICAST
52:52:00:2a:bb:%
inat 104.21.75.76/24 brd 10

link/ether

3

Server output 4;

¢ UP
i br
4,.21.7E 5

default via 104.21.75.254 dev sathi

104.21.75.0/24 dev ethl proto kertnel scope link scc 104.Z21,

Which of the following is causing the connectivity issue?

A. The workstation has the wrong IP settings.

B. The sshd service is disabled.
C. The server's firewall is preventing connections from being made.
D. The server has an incorrect default gateway configuration.

Answer: C

Explanation:

b=
CD

since Thu Z021-0B8-26 18:50:15 CEST: 2 weeks 5 days ago

LOWER_UP> mtu 1500 gdisc mg state UP group default
104,21.75.255 scope global athi
5.255 pa global ethi

75.7

oy

The server’s firewall is preventing connections from being made, which is causing the connectivity issue. The output of iptables -L -n shows that the firewall is
blocking all incoming traffic on port 22, which is the default port for SSH. The output of ssh -v user@104.21.75.76 shows that the connection is refused by the
server. To resolve the issue, the administrator needs to allow port 22 on the firewall. The other options are incorrect because they are not supported by the
outputs. The workstation has the correct IP settings, as shown by the output of ip addr show. The sshd service is enabled and running, as shown by the output of
systemctl status sshd. The server has the correct default gateway configuration, as shown by the output of ip route show. References: CompTIA Linux+ (XK0-005)
Certification Study Guide, Chapter 13: Managing Network Services, pages 406-407.

NEW QUESTION 235
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