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NEW QUESTION 1

- (Exam Topic 1)

You need to configure the MFA settings for users who connect from the Boston office. The solution must meet the authentication requirements and the access
requirements.

What should you configure?

A. named locations that have a private IP address range
B. named locations that have a public IP address range
C. trusted IPs that have a public IP address range

D. trusted IPs that have a private IP address range

Answer: B

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition

Location offer your country set, IP ranges MFA trusted IP and corporate network VPN gateway IP address: This is the public IP address of the VPN device for your
on-premises network. The VPN device requires an IPv4 public IP address. Specify a valid public IP address for the VPN device to which you want to connect. It
must be reachable by Azure Client Address space: List the IP address ranges that you want routed to the local on-premises network through this gateway. You
can add multiple address space ranges. Make sure that the ranges you specify here do not overlap with ranges of other networks your virtual network connects to,
or with the address ranges of the virtual network itself.

NEW QUESTION 2

- (Exam Topic 1)

You need to track application access assignments by using ldentity Governance. The solution must meet the delegation requirements.
What should you do first?

A. Modify the User consent settings for the enterprise applications.

B. Create a catalog.

C. Create a program.

D. Modify the Admin consent requests settings for the enterprise applications.

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/entittement-management-overview

NEW QUESTION 3

- (Exam Topic 1)

You need to identify which roles to use for managing role assignments. The solution must meet the delegation requirements.

What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

To manage Azure AD built-in role assignments, use: v
Global administrator
Privileged role administrator
Security administrator

User access administrator

To manage Azure built-in role assignments, use: v
Global administrator
Privileged role administrator
Security administrator

User access administrator

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal https://docs.microsoft.com/en-us/azure/active-
directory/roles/permissions-reference

NEW QUESTION 4

- (Exam Topic 1)

You need to configure the assignment of Azure AD licenses to the Litware users. The solution must meet the licensing requirements.
What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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Azure AD Connect settings to modify: -

Directory Extensions
Domain Filtering
Optional Features

Assign Azure AD licenses to: v
An Azure Active Directory group that has only nested groups

An Azure Active Directory group that has the Assigned membership type

An Azure Active Directory group that has the Dynamic User membership type

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Litware recently added a custom user attribute named LWLicenses to the litware.com Active Directory forest. Litware wants to manage the assignment of Azure
AD licenses by modifying the value of the LWLicenses attribute. Users who have the appropriate value for LWLicenses must be added automatically to a Microsoft
365 group that has the appropriate licenses assigned.

NEW QUESTION 5

- (Exam Topic 2)

You need to allocate licenses to the new users from A. Datum. The solution must meet the technical requirements.
Which type of object should you create?

A. a distribution group

B. a Dynamic User security group
C. an administrative unit

D.an OU

Answer: C

NEW QUESTION 6

- (Exam Topic 2)

You create a Log Analytics workspace.

You need to implement the technical requirements for auditing. What should you configure in Azure AD?

A. Company branding
B. Diagnostics settings
C. External Identities
D. App registrations

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/overview-monitoring

NEW QUESTION 7

- (Exam Topic 2)

You need to meet the technical requirements for the probability that user identifies were compromised. What should the users do first, and what should you
configure? To answer, select the appropriate options in

the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

The users must first: |Provide comment for any 3pp 1o access The data of Contoso.
Reagiiter tor mulb-factor authemtication (MFA),
Regnitor tor well-sennde password et (SEPR)

¥You must conhogune: A sign-n ntk pobcy
A uher ek pohcy
An Azure AD Password Protection pohcy

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Amswer Area
The'users miust first: C frsr an to acer=s the data of Contown.
[ Eagiiter for mulbh-factor authemiscation (MFAJL
You muest conticune: ﬁ
[ & user nek pobdy
N ATUTe A assword Frotection pohcy

NEW QUESTION 8

- (Exam Topic 3)

You implement the planned changes for SSPR.

What occurs when User3 attempts to use SSPR? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
Answer Area

Mumber of authentication methods required: w
Authentication methods that can be used: b 2
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Mumber of authentication methods required: | 2 b
Authentication methods that can be used: | Email and phone only ]

NEW QUESTION 9
- (Exam Topic 3)
You need to resolve the issue of the guest user invitations. What should you do for the Azure AD tenant?

A. Configure the Continuous access evaluation settings.
B. Modify the External collaboration settings.

C. Configure the Access reviews settings.

D. Configure a Conditional Access policy.

Answer: B

NEW QUESTION 10
- (Exam Topic 3)
You need to resolve the issue of I-.Groupl. What should you do first?

A. Recreate the IT-Group 1 group.

B. Change Membership type of IT-Groupl to Dynamic Device
C. Add an owner to IT_Groupl.

D. Change Membership type of IT-Groupl to Dynamic User

Answer: A

NEW QUESTION 10

- (Exam Topic 4)

You have an Azure AD tenant named Contoso that contains a terms of use (ToU) named Terms1 and an access package. Contoso users collaborate with an
external organization named Fabrikam. Fabrikam users must accept Terms1 before being allowed to use the access package. You need to identify which users
accepted or declined Terms1. What should you use?

A. provisioning logs

B. the Usage and Insights report
C. sign-in logs

D. audit logs

Answer: D
NEW QUESTION 15
- (Exam Topic 4)

You have a Microsoft 365 tenant.
All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when accessing Microsoft 365 services.
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Some users report that they received an MFA prompt on their Microsoft Authenticator app without initiating a sign-in request.

You need to block the users automatically when they report an MFA request that they did not Initiate. Solution: From the Azure portal, you configure the
Block/unblock users settings for multi-factor

authentication (MFA).

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to configure the fraud alert settings. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings

NEW QUESTION 19

- (Exam Topic 4)

You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.

Yon receive more than 100 email alerts each day for tailed Azure Al) user sign-in attempts. You need to ensure that a new security administrator receives the
alerts instead of you. Solution: From Azure AD, you create an assignment for the Insights at administrator role. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 20
- (Exam Topic 4)
You have an Azure AD tenant that contains the users shown in the following table.

Name Role
User None

User2 | None
Admin1 | Application adminsstrator
Adming | Authentication administratos

The User settings for enterprise applications have the following configuration.

» Users can consent to apps accessing company data on their behalf:

» Users can consent to apps accessing company data for the groups they

« Users can request admin consent to apps they are unable to consent to: Yes

* Who can review admin consent requests: Admin2, User2

Userl attempts to add an app that requires consent to access company data. Which user can provide consent?

A. Userl
B. User2
C. Adminl
D. Admin2

Answer: C

NEW QUESTION 25

- (Exam Topic 4)

You have an Azure AD tenant that contains a user named Userl Userl needs to manage license assignments and reset user passwords. Which role should you
assign to Userl?

A. License administrator
B. Helpdesk administrator
C. Billing administrator

D. User administrator

Answer: D

NEW QUESTION 29

- (Exam Topic 4)

Your company requires that users request access before they can access corporate applications.

You register a new enterprise application named MyAppl in Azure Active Dilatory (Azure AD) and configure single sign-on (SSO) for MyApp1l.
Which settings should you configure next for MyApp1?

A. Self-service

B. Provisioning

C. Roles and administrators
D. Application proxy

Answer: A

Explanation:
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/manage-self-service-access

NEW QUESTION 33

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory domain.

The on-premises network contains a VPN server that authenticates to the on-premises Active Directory

domain. The VPN server does NOT support Azure Multi-Factor Authentication (MFA). You need to recommend a solution to provide Azure MFA for VPN
connections.

What should you include in the recommendation?

A. Azure AD Application Proxy

B. an Azure AD Password Protection proxy
C. Network Policy Server (NPS)

D. a pass-through authentication proxy

Answer: C

NEW QUESTION 34

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.

You have 100 IT administrators who are organized into 10 departments. You create the access review shown in the exhibit. (Click the Exhibit tab.)

Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role,

Review name * Admin review
Description (O
Start date * 12/18/2020 A
Frequency Monthly “w
Durat;nn :’in d-a}IrS} ;:“ -———_—:_—-—I--O 14
End (@ WLEES Endby  Occurrences |

M

|
Users
Scope \®) Everyone
Review role membership (permanent and eligible) *
Application Administrator and 72 others

Reviewers
Reviewers | (Preview) Manager ha

(Preview) Fallback reviewers (1)

Megan Bowen

s Upon completion settings

You discover that all access review requests are received by Megan Bowen.

You need to ensure that the manager of each department receives the access reviews of their respective department.
Solution: You set Reviewers to Member (self).

Does this meet the goal?

A. Yes
B. No
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Answer: B

NEW QUESTION 35

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant.

You create an enterprise application collection named HR Apps that has the following settings:
* Applications: Appl. App?, App3

* Owners: Admin 1

* Users and groups: HRUsers

AH three apps have the following Properties settings:

» Enabled for users to sign in: Yes

» User assignment required: Yes

* Visible to users: Yes

Users report that when they go to the My Apps portal, they only sue Appl and App2-You need to ensure that the users can also see App3. What should you do
from App3?

What should you do from App3?

A. From Users and groups, add HRUsers.

B. Prom Properties, change User assignment required to No.
C. From Permissions, review the User consent permissions.
D. From Single sign on, configure a sign-on method.

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-access-portal https://docs.microsoft.com/en-us/azure/active-
directory/user-help/my-applications-portal-workspaces

NEW QUESTION 37

- (Exam Topic 4)

You have a Microsoft 365 ES subscription that user Microsoft Defender for Cloud Apps and Yammer. You need prevent users from signing in to Yammer from high-
risk locations.

What should you do in the Microsoft Defender for Cloud Apps portal?

A. Create an access Policy.

B. Create an activity policy.

C. Unsanction Yammer.

D. Create an anomaly detection policy.

Answer: A

NEW QUESTION 42

- (Exam Topic 4)

You have an Azure subscription that contains the resources shown in the following table. You need to configure access to Vaultl. The solution must meet the
following requirements:

 Ensure that Userl can manage and create keys in Vaultl.

 Ensure that User2 can access a certificate stored in Vaultl.

* Use the principle of least privilege.

Which role should you assign to each user? To answer select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area
User?: k 24 -
vkt ! Vault es Office
i‘e-.., l'l,.1|. t E-I-IJIET.-:_" | Iln—;i
Key Vault Secrets Office |
l-l-l‘—l--Il E _'." ||j - r‘:- == & |I ,11 .
Key Vault Crypto Officer |
| Key Vault Secrets Office ‘
A. Mastered

B. Not Mastered
Answer: A

Explanation:
A screenshot of a computer Description automatically generated

NEW QUESTION 44
- (Exam Topic 4)
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Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result these questions will not appear in the review screen.

You have a Microsoft 365 ES subscription. You create a user namedUser1.

You need to ensure that Userl can update the status of identity Secure Score improvement actions. Solution: You assign the Security Operator role Userl.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 48
- (Exam Topic 4)

You have an Azure AD tenant that contains the users shown in The following table.

Name | Role

Userl | User Administrator
User2 | Password Administrator
Jser3 Security Reader

Userd user

You enable self-service password reset (SSPR) for all the users and configure SSPR to require security questions as the only authentication method.

Which users must use security questions when resetting their password?

A. User4 only

B. User3and User4only

C. Userl and User4only

D. Userl, User3, and User4 only
E. Userl, User2, User3. and User4

Answer: B

NEW QUESTION 51
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that uses conditional access policies.
You plan to use third-party security information and event management (SIEM) to analyze conditional access usage.
You need to download the Azure AD log that contains conditional access policy data. What should you export from Azure AD?

A. sign-ins in JSON format
B. sign-ins in CSV format

C. audit logs in JSON format
D. audit logs in CSV format

Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/concept-audit-logs

NEW QUESTION 54
- (Exam Topic 4)

You have an Azure AD tenant that contains the users shown in the following table.

|_Name __Role
Fdmimistrator

oud apolicaton
0L PP aTRON ¢

HOMIns I AP PRCAToN A0miIMmSirator

You add an enterprise application named Appl to Azure AD and set Userl as the owner of Appl requires admin consent to access Azure AD before the app can

be used.

You configure the Admin consent requests strong as shown in the following exhibit. Admin consent requests.
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Adminl, &drand. Acmen3, and User] are added as revissers
Which users can réview and approve the admin consent reguests?

A. Admm1 only

B. Admm1 and Admin2 only

C. Admm1 Admm2 and Admin3 only
D. Adminl, Admin2. and Userl only

E. Admm1l Admm2. Admm3, and Userl

Answer: B

NEW QUESTION 57
- (Exam Topic 4)

You have an Azure AD tenant that contains the users shown in the following table.

Name Member of

Multi-factor authentication (MFA)

User1 Grou'p-“l

Enabled but never used

User2 | Group?2

Disabled =

User3 | Groupl, Group?2

Enforced and used

In Azure AD ldentity Protection, you configure a user risk policy that has the following settings:

* Assignments: o Users: Groupl
o User risk: Low and above

« Controls:

0 Access: Block access

* Enforce policy: On

In Azure AD ldentity Protection, you configure a sign-in risk policy that has the following settings:

* Assignments: o Users: Group2
o Sign-in risk: Low and above
* Controls:

0 Access: Require multi-factor authentication
 Enforce policy. On the following settings: ng settings:
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Statements Yes No

User1 can sign in from an anonymous [P address.

JaC10 Call 51gn N Trom an anonyn

NEW QUESTION 61

- (Exam Topic 4)

You have a Microsoft Exchange organization that uses an SMTP' address space of contoso.com.

Several users use their contoso.com email address for self-service sign up to Azure Active Directory (Azure AD).

You gain global administrator privileges to the Azure AD tenant that contains the self-signed users.

You need to prevent the users from creating user accounts in the contoso.com Azure AD tenant for self-service sign-up to Microsoft 365 services.
Which PowerShell cmdlet should you run?

A. Set-MsolCompanySettings

B. Set-MsolDomainFederationSettings
C. Update-MsolfederatedDomain

D. Set-MsolDomain

Answer: A

Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/directory-self-service-signup

NEW QUESTION 66

- (Exam Topic 4)

You have an Azure AD tenant

You configure User consent settings to allow users to provide consent to apps from verified publishers. You need to ensure that the users can only provide consent
to apps that require low impact permissions. What should you do?

A. Create an access package.

B. Configure permission classifications.

C. Create an enterprise application collection.
D. Create an access review.

Answer: B

NEW QUESTION 67

- (Exam Topic 4)

You have an Azure AD tenant.

You deploy a new enterprise application named App1.

When users attempt to provide Appl with access to the tenant, the attempt fails.

You need to ensure that the users can request admin consent for Appl. The solution must follow the principle of least privilege.
What should you do first?

A. Enable admin consent requests for the tenant.

B. Designate a reviewer of admin consent requests for the tenant.

C. From the Permissions settings of Appl, grant App1 admin consent for the tenant
D. Create a Conditional Access policy for Appl.

Answer: A

NEW QUESTION 72

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.

Users authorize third-party cloud apps to access their data.

You need to configure an alert that will be triggered when an app requires high permissions and is authorized by more than 20 users.
Which type of policy should you create in the Microsoft Defender for Cloud Apps portal?

A. anomaly detection policy
B. OAuth app policy

C. access policy

D. activity policy
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Answer: C

NEW QUESTION 77

- (Exam Topic 4)

You have a Microsoft 365 tenant.

All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when accessing Microsoft 365 services.

Some users report that they received an MFA prompt on their Microsoft Authenticator app without initiating a sign-in request.

You need to block the users automatically when they report an MFA request that they did not Initiate. Solution: From the Azure portal, you configure the Fraud alert
settings for multi-factor authentication (MFA). Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

The fraud alert feature lets users report fraudulent attempts to access their resources. When an unknown and suspicious MFA prompt is received, users can report
the fraud attempt using the Microsoft Authenticator app or through their phone.

The following fraud alert configuration options are available:

> Automatically block users who report fraud.

> Code to report fraud during initial greeting. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings

NEW QUESTION 81

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant.

You configure self-service password reset (SSPR) by using the following settings:
» Require users to register when signing in: Yes

» Number of methods required to reset: 1

What is a valid authentication method available to users?

A. home prions

B. mobile app notification

C. a mobile app code

D. an email to an address in your organization

Answer: C

NEW QUESTION 86

- (Exam Topic 4)

You have a Microsoft 365 tenant.

In Azure Active Directory (Azure AD), you configure the terms of use.

You need to ensure that only users who accept the terms of use can access the resources in the tenant. Other users must be denied access.
What should you configure?

A. an access policy in Microsoft Cloud App Security.

B. Terms and conditions in Microsoft Endpoint Manager.
C. a conditional access policy in Azure AD

D. a compliance policy in Microsoft Endpoint Manager

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/terms-of-use

NEW QUESTION 90
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that has multi-factor authentication (MFA) enabled. The account lockout settings are configured as shown in

the following exhibit.
Account lockout

Temporarily lock accounts in the multi-factor authentication semvics il there are
oo many denied authentication attempts in a row. This feature only applies to
users who enter a PIN 1o authenticate

Mumbrer of MFPA denials to trigger atcount lockout ®
| 3

Minutes until accaount lockout counter is reset =
| &5

Minurss until aceount iz sursmatically unblocksd =

| 30

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.
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Answer Arca

A vser sgeoowun swill be lacked oot it the e enters the wiong [answer choldoe] thees times o silolies
£y fAuthetilkator AnE o

i A Liser accrnand i kockesd The UssEEE C i s e agianis sUsCessiully afes |lanswer chalee}

iRt

A. Mastered
B. Not Mastered

Answer: A

Explanation:
App code 60
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings#account-lockout

NEW QUESTION 95

- (Exam Topic 4)

You have an Azure AD tenant and a .NET web app named Appl. You need to register Appl for Azure AD authentication.
What should you configure for Appl1?

A. the executable name
B. the bundle ID

C. the package name
D. the redirect URI

Answer: D

NEW QUESTION 97

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant.

You need to review the Azure AD sign-ins log to investigate sign ins that occurred in the past. For how long does Azure AD store events in the sign-in log?

A. 14 days
B. 30 days
C. 90 days
D. 365 days

Answer: B

NEW QUESTION 102

- (Exam Topic 4)

Your company has an Azure Active Directory (Azure AD) tenant named contoso.com. The company is developing a web service named Appl.

You need to ensure that Appl can use Microsoft Graph to read directory data in contoso.com.
Which three actions should yon perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them In the
correct order.

.Hl.u- Arrvwer fres

l!_'.:_’“_“.‘f'_"_' i S ittt

(204 2 groum

| AU Al pHErTIH TR

i Al deledatbot] [ ool

> @
© ©)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application Description automatically generated

> Create an app registration:
Your app must be registered with the Microsoft identity platform and be authorized by either a user or an administrator for access to the Microsoft Graph resources
it needs.

> Grant admin consent:
Higher-privileged permissions require administrator consent.

> Add app permissions:

After the consents to permissions for your app, your app can acquire access tokens that represent the app's permission to access a resource in some capacity.
Encoded inside the access token is every permission that your app has been granted for that resource.

Reference:

https://docs.microsoft.com/en-us/graph/auth/auth-concepts
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NEW QUESTION 106

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result these questions will not appear in the review screen.

You have a Microsoft 365 ES subscription. You create a user named Userl.

You need to ensure that Userl can update the status of identity Secure Score improvement actions. Solution: You assign the Exchange Administrator role to
Userl.

A. Yes
B. No

Answer: B

NEW QUESTION 109

- (Exam Topic 4)

You configure a new Microsoft 365 tenant to use a default domain name of contoso.com.

You need to ensure that you can control access to Microsoft 365 resources by using conditional access policies.
What should you do first?

A. Disable the User consent settings.

B. Disable Security defaults.

C. Configure a multi-factor authentication (MFA) registration policy.

D. Configure password protection for Windows Server Active Directory.

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults

NEW QUESTION 112

- (Exam Topic 4)

Your network contains an Active Directory forest named contoso.com that is linked to an Azure Active Directory (Azure AD) tenant named contoso.com by using
Azure AD Connect.

You need to prevent the synchronization of users who have the extensionAttribute15 attribute set to NoSync.

What should you do in Azure AD Connect?

A. Create an inbound synchronization rule for the Windows Azure Active Directory connector.
B. Configure a Full Import run profile.

C. Create an inbound synchronization rule for the Active Directory Domain Services connector.
D. Configure an Export run profile.

Answer: C

Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-change-the-configuration

NEW QUESTION 114
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the objects shown in the following table.

[ Name Type
User1 User it
e R
Idenmtity1 Managed dentity

Which objects can you add as eligible in Azure Privileged identity Management (PIM) for an Azure AD role?

A. Userl only

B. Userl and Identityl only

C. Userl. Guestl, and Identity
D. Userl and Guest1 only

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-deployment-plan

NEW QUESTION 118

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.

You receive more than 100 email alerts each day for failed Azure AD user sign-in attempts. You need to ensure that a new security administrator receives the
alerts instead of you. Solution: From Azure AD, you modify the Diagnostics settings.

Does this meet the goal?

A. Yes
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B. No

Answer: A

NEW QUESTION 120
- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.

You have 100 IT administrators who are organized into 10 departments. You create the access review shown in the exhibit. (Click the Exhibit tab.)

Create an access review

5% ' r : M A fO atte<t T nether ysers <f
AL CESS NEYVIEWs a N Meviewwers [0 attest 1O Wihelh |58 L

Start date

Fregquency

Duration (in d..'l-'_".-. _—-————————{j

SErS

Scope & Evgryone

Fleviewers gl i W

You discover that all access review requests are received by Megan Bowen.

You need to ensure that the manager of each department receives the access reviews of their respective department.

Solution: You add each manager as a fallback reviewer. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

NEW QUESTION 125

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant. You open the risk detections report.
Which risk detection type is classified as a user risk?

A. impossible travel

B. anonymous IP address
C. atypical travel

D. leaked credentials
Answer: D

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks

NEW QUESTION 129
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- (Exam Topic 4)

You have a Microsoft 36S subscription. The subscription contains users that use Microsoft Outlook 2016 and Outlook 2013 clients. You need to implement tenant

restrictions. The solution must minimize administrative effort. What should you do first?

A. Upgrade the Outlook 2013 clients to Outlook 2016.

B. Configure the Outlook 2013 clients to use modem authentication.
C. Upgrade all the Outlook clients to Outlook 2019.

D. From the Exchange admin center, configure Organization Sharing.

Answer: A

NEW QUESTION 134
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

Member L ]

For which users can you configure the Job title property and the Usage location property in Azure AD? To answer, select the appropriate options in the answer

UserZ Member No
User3 Guest No
area.
NOTE: Each correct selection is worth one point.
Answer Arca
Job title propertys | [iisers cnly
Liser 1 and User2 only
Liser2 and wserd only
Liser] User? and Userd
Lisage Iocation propertys | idee 2 only
Liserl and User2 only
L mnel Lisiee 3 only
User 1) User? and Userd
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

Job title propertys | [lsers anty

&

Liser T and Usar2 only

e i

Jserl Userd and Lser3

Uisage locaban progpertys By ase? o by

r. Ly = Ulll:f
Lser? and UserE only
LUserl) Userd: and' Userd

NEW QUESTION 138
- (Exam Topic 4)

You have an Azure AD tenant that contains a user named Userl and the conditional access policies shown in the following table.

Status

Conditional access requirement

CAPolicyl | On

Users connect from a trusted IP address.

CAPolicy2 | On

Users’ devices are marked as compliant.

CAPolicy3

Report-only | The sign-in risk of users is low.

You need to evaluate which policies will be applied Userl when Userl attempts to sign-in from various IP addresses.

Which feature should you use?

A. Access reviews

B. Identity Secure Score

C. The What If tool

D. the Microsoft 365 network connectivity test tool

Answer: C

NEW QUESTION 143
- (Exam Topic 4)

A user named Userl receives an error message when attempting to access the Microsoft Defender for Cloud Apps portal.
You need to identify the cause of the error. The solution must minimize administrative effort. What should you use?

A. Log Analytics
B. sign-in logs
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C. audit logs
D. provisioning logs

Answer: B

NEW QUESTION 148

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription. You need to perform the following tasks:

« Identify the locations and IP addresses used by Azure AD users to sign in

» Review the Azure AD security settings and identify improvement recommendations.

« Identify changes to Azure AD users or service principle.

What should you use for each task? To answer, drag the appropriate resources to the correct requirements. Each resource may be used once, more than once, or
not at all. You may need to drag the split bar between panes or scroll to view content.

Resources Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Resources Answer Area

NEW QUESTION 152

- (Exam Topic 4)

You have 2,500 users who are assigned Microsoft Office 365 Enterprise E3 licenses. The licenses are assigned to individual users.
From the Groups blade in the Azure Active Directory admin center, you assign Microsoft 365 Enterprise E5

licenses to the users.

You need to remove the Office 365 Enterprise E3 licenses from the users by using the least amount of administrative effort.

What should you use?

A. the Identity Governance blade in the Azure Active Directory admin center
B. the Set-AzureAdUser cmdlet

C. the Licenses blade in the Azure Active Directory admin center

D. the Set-WindowsProductKey cmdlet

Answer: C
NEW QUESTION 153

- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

Name Role
:t::er 1 "Conditional Access administrator '
i Userd Authentication administrator
l User3 Security administrator
| Userd | Security operator _ -

You plan to implement Azure AD Identity Protection.
Which users can configure the user risk policy, and which users can view the risky users report? To answer, select the appropriate options in the answer area.
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NOTE: Each correct selection is worth one point.

Configure the user risk policy:

View the risky users report:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

User3 only

User3 and User4 only

User1, User2, and User3 only
User1, User3, and User4 only
User1, User2, User3, and User4

w

User3 only

User3 and User4 only

User1, User2, and User3 only
User1, User3, and User4 only
User1, User2, User3, and User4

Graphical user interface, text Description automatically generated

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-protection

NEW QUESTION 154
- (Exam Topic 4)

You have an Azure subscription that contains an Azure SQL database named db1.
You deploy an Azure App Service web app named Appl that provide product information to users that connect to Appl anonymously.

You need to provide Appl with Access to dbl. The solution must meet the following requirements:

* Credentials must only be available to App1l.

* Administrative effort must be minimized. Which type of credentials should you use?

A. a user-assigned managed identity

B. an Azure AD user account

C. A SQL Server account

D. a system-assigned managed identity

Answer: D

NEW QUESTION 155
- (Exam Topic 4)

You have an Azure AD tenant contains the users shown in the following table.

! Name Role

; B
r -

slobal Admunistrator

In Azure AD Privileged Identity Management (PIM), you configure the Global Administrator role as shown in the following exhibit.
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Edit
Setting State
Activation pomum duration (hou 1 hour(s
quire justification on activat Vi
Require ticket information on activation N
In activation, require Azure MFA g
REJUINE yproval livat byt
Approvers Mone
Assignment
Setting State
Allow permanent ehgible assignment Yes

Expire eligible assignments after

Allow permanent active assignment Yes
Expire active assignments after

Regquire Azure Multi-Factor Authentication on active assignment M
Require justification on active assignment res

User 1 is eligible for the Global Administrator role.
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes Mo

User] requires Azure Multi-Factor Authentication (MFA) to activate the Global
Admirsstrator role

UserZ can approve all activation requests for the Clobal Adminstrator role

Userd and User3 can eant the Global Admirstrator role assignment

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Statements Yes No

User] requires Azure Multi-Factor Authentication [MFA) to activate the Global | J
Admimstrator role
Userd can approve all activation reguests for the Global Administrator role |
UserZ and User3 can edit the Global Admiristrator role assignment |

NEW QUESTION 158

- (Exam Topic 4)

You have a Microsoft 365 tenant.

The Azure Active Directory (Azure AD) tenant syncs to an on-premises Active Directory domain. The domain contains the servers shown in the following table.
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Name Operating system Configuration
Servert Windows Server 2019 Domain controller
Server? Windows Server 2019 Domain controller
Serverd Windows Server 2019 Azure AD Connect

The domain controllers are prevented from communicating to the internet. You implement Azure AD Password Protection on Serverl and Server2. You deploy a
new server named Server4 that runs Windows Server 2019.
You need to ensure that Azure AD Password Protection will continue to work if a single server fails. What should you implement on Server4?

A. Azure AD Connect

B. Azure AD Application Proxy

C. Password Change Notification Service (PCNS)
D. the Azure AD Password Protection proxy service

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-on-premisesdep

NEW QUESTION 163

- (Exam Topic 4)

You have a Microsoft 365 tenant.

The Azure Active Directory (Azure AD) tenant syncs to an on-premises Active Directory domain.

You plan to create an emergency-access administrative account named Emergencyl. Emergencyl will be assigned the Global administrator role in Azure AD.
Emergencyl will be used in the event of Azure AD functionality failures and on-premises infrastructure failures.

You need to reduce the likelihood that Emergencyl will be prevented from signing in during an emergency. What should you do?

A. Configure Azure Monitor to generate an alert if Emergencyl is modified or signs in.

B. Require Azure AD Privileged Identity Management (PIM) activation of the Global administrator role for Emergencyl.
C. Configure a conditional access policy to restrict sign-in locations for Emergencyl to only the corporate network.

D. Configure a conditional access policy to require multi-factor authentication (MFA) for Emergencyl.

Answer: A

NEW QUESTION 164

- (Exam Topic 4)

You have an Azure AD tenant that contains a user named Userl and a registered app named Appl. Userl deletes the app registration of Appl.
You need to restore the app registration.

What is the maximum number of days you have to restore the app registration from when it was deleted?

Answer: B

NEW QUESTION 165
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the objects shown in the following table.

Name Type Directly assigned license
User1 User None
User2 User Microsoft Office 365 Enterprise ES
Group1 Security group Microsoft Office 365 Enterprise E5
Group?2 Microsoft 365 group None
Group3 Mail-enabled securty group None

Which objects can you add as members to Group3?

A. User2 and Group2 only

B. User2, Groupl, and Group2 only
C. Userl, User2, Groupl and Group2
D. Userl and User2 only

E. User2 only

Answer: E

Explanation:
Reference:
https://bitsizedbytes.wordpress.com/2018/12/10/distribution-security-and-office-365-groups-nesting/

NEW QUESTION 167

- (Exam Topic 4)

You have an Azure AD tenant that contains an access package named Packagel and a user named Userl. Packagel is configured as shown in the following
exhibit.
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Expiration

Access package assignments expire

Assignments expire afler (number of days)

show advanced expiration settings

Access Reviews

Require access reviews *
Starting on (&)
Rewview frequency

Duration (in days) C

AEVIEWers

( On date Number of hours (Preview)

Lid
T
Ln

| annually QEEELRLIELS Cuarterdy
g0

Maamum 175
(@) Self-review

O Specific reviewer(s)

O Manager

You need to ensure that Userl can modify the review frequency of Packagel. The solution must use the principle of least privilege.

Which role should you assign to Userl1?

A. Privileged role administrator
B. User administrator

C. External Identity Provider administrator

D. Security administrator

Answer: A

NEW QUESTION 171
- (Exam Topic 4)

You have a Microsoft 365 tenant named contoso.com.

Guest user access is enabled.

Users are invited to collaborate with contoso.com as shown in the following table.

User email User type | Invitation accepted Shared resource
User1@outlook.com | Guest Ente-:rpr:_se
application
User2@fabrikam.com | Guest Ente_rpn_se
application

From the External collaboration settings in the Azure Active Directory admin center, you configure the Collaboration restrictions settings as shown in the following

exhibit.

Collaboration restrictions

() Allow invitations to be sent to any domain (most inclusive)

(_ ) Deny invitations to the specified domains

(®) Allow invitations only to the specified domains (most restrictive)

TARGET DOMAINS

Outlook.com

From a Microsoft SharePoint Online site, a user invites user3@adatum.com to the site.
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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Statements Yes No
User1 can accept the invitation and gain access to the enterprise application O O
User2 can access the enterprise application. O O
User3 can accept the invitation and gain access to the SharePoint site. O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

Invitations can only be sent to outlook.com. Therefore, Userl can accept the invitation and access the application.
Box 2. Yes

Invitations can only be sent to outlook.com. However, User2 has already received and accepted an invitation so User2 can access the application.

Box 3. No
Invitations can only be sent to outlook.com. Therefore, User3 will not receive an invitation.

NEW QUESTION 174
- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.

You have 100 IT administrators who are organized into 10 departments. You create the access review shown in the exhibit. (Click the Exhibit tab.)

Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role

Review name * Admin review

Description

Start date * 1241872020 =
Frequency Monthh "
Duration [in dayﬂ (i ———-——_-——-{} 14

End m Endby Occurrences

—1
=

Users

Scope ® ) Everyone

Review role membership (permanent and eligible) *

Application Adrministrator and 72 others
Reviewers
Reviewers Preview) Manager )

(Preview) Fallback reviewers

Megan Bowen

You discover that all access review requests are received by Megan Bowen.
You need to ensure that the manager of each department receives the access reviews of their respective department.
Solution: You create a separate access review for each role. Does this meet the goal?
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A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

NEW QUESTION 175

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains the following group:
> Name: Groupl

> Members: Userl, User2

> Owner: User3
On January 15, 2021, you create an access review as shown in the exhibit. (Click the Exhibit tab.)

Create an access review

Review name * Review _]

Description ()

Start date * ’ 01/15/2021 = ‘
Frequency I Monthly N l
Duration {in dayﬂl j;-\I: ———————————ﬂ 14
End O . Never TP Cccurrences
lumber of times: {
End date * 02/15/2021 -1 J
Users
Users to review Members of a group ~
Scope () Guest users only
C Everyone

Group *

Group
Reviewers
Reviewers Members (self) v
Programs

Link o program
Default Business Flow

“ Upon completion settings

v Advanced settings

Users answer the Reviewl question as shown in the following table.

User Date Do you still need access to Group1?
User1 | January 17, 2021 | Yes
User2 | January 20, 2021 No

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes No

On February 5, 2021, User1 can answer the Review1 question again. O ®)
On January 25, 2021, User2 can answer the Review1 question again. O (@)
On January 22, 2021, User3 can answer the Review1 question @) 0O

A. Mastered

B. Not Mastered

Answer: A

Explanation:

A screenshot of a computer Description automatically generated with low confidence

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/governance/review-your-access

NEW QUESTION 178

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription. You create a user named Userl.

You need to ensure that Userl can update the status of identity Secure Score improvement actions. Solution: You assign the User Administrator role to Userl.
Does this meet the goal?

A. Yes
B. No

Answer: B
NEW QUESTION 182
- (Exam Topic 4)

You have a Microsoft 365 tenant that uses the domain named fabrikam.com. The Guest invite settings for Azure Active Directory (Azure AD) are configured as
shown in the exhibit. (Click the Exhibit tab.)
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Guest user access

Guest user access restrictions (Preview) &

Learn more

O Guest users have the same access as members (most inclusive)

(®) Guest users have limited access to properties and memberships of directory objects

O Guest user access is restricted to properties and memberships of their own directory objects (most restrictive)

Guest invite settings

Admins and users in the guest inviter role can invite (0

Yes Mo

Members can invite &)

-~

Yes Mo

Guests can invite ()

ves @D

Email One-Time Passcode for guests (O

Laarm more

Yes Mo '

o

Enable guest self-service sign up via user flows (Preview) (0

Learn more

Collaboration restrictions

{i} Allow invitations to be sent to any domain {most inclusive)

O Deny invitations to the specified domains

() Aliow invitations only to the specified domains (mast restrictive)

A user named bsmith@fabrikam.com shares a Microsoft SharePoint Online document library to the users shown in the following table.

Name Email Description
User1 Userl@contoso.com A guest user in fabrikam.com
A user who has never accessed

User2 User=@outiook.com resources in fabrikam.com
User3 Userd@fabrkam.com A user in fabrikam.com

Which users will be emailed a passcode?

A. User2 only

B. Userl only

C. Userl and User2 only
D. Userl, User2, and User3

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/external-identities/one-time-passcode

NEW QUESTION 187
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains three users named Userl, Userl, and User3,

You create a group named Groupl. You add User2 and User3 to Groupl.
You configure a role in Azure AD Privileged identity Management (PIM) as shown in the application administrator exhibit. (Click the application Administrator tab.)
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Groupl is configured as the approver for the application administrator role. You configure User2to be eligible for the application administrator role.
For Userl, you add an assignment to the Application administrator role as shown in the Assignment exhibit. (Click Assignment tab)

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 189
- (Exam Topic 4)
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You have a Microsoft 365 E5 subscription.
You need to create a Microsoft Defender for Cloud Apps session policy. What should you do first?

A. From the Microsoft Defender for Cloud Apps portal, select User monitoring.

B. From the Microsoft Defender for Cloud Apps portal, select App onboarding/maintenance
C. From the Azure Active Directory admin center, create a Conditional Access policy.

D. From the Microsoft Defender for Cloud Apps portal, create a continuous report.

Answer: A

NEW QUESTION 194

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains the following:

» An Azure Active Directory (Azure AD) tenant that has an Azure Active Directory Premium P2 license

* A Microsoft SharePoint Online site named Sitel

* A Microsoft Teams team named Team1

You need to create an entitlement management workflow to manage Sitel and Teaml. What should you do first?

A. Create an access package.
B. Create a catalog.

C. Create an administrative unit.
D. Configure an app registration.

Answer: A

NEW QUESTION 195

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.

You need to create a dynamic user group that will include all the users that do NOT have a department defined in their user profile.

How should you complete the membership rule? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
Answer Area

[ car déa FTmENT .
e R ~-2(] '1 l| Ti
" 1
-match null |
-ne Ssnull
-notin "null” |
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
(user.department o >} |nul vl
¥
-ne Sniull

NEW QUESTION 200

- (Exam Topic 4)

You have an Azure subscription.

Azure AD logs are sent to a Log Analytics workspace.

You need to query the logs and graphically display the number of sign-ins per user.

How should you complete the query? To answer, select the appropriate options in the answer area.

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy SC-300 dumps

@ 2 P QsseaQs LJ https://lwww.2passeasy.com/dumps/SC-300/ (192 New Questions)

signinLogs
| where ResultType == @

| ¥ | login_count = count{) by Identity

extend
print
project
render
summarize

| ¥ | columnchart

extend
print
project
render
summarize

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1 = SigninLogs

| where ResultType ==

| summarize login_count = count() by identity

| render piechart

This query retrieves the sign-in logs, filters the successful sign-ins, summarizes the count of sign-ins per user, and renders the result as a pie chart.
Box 2 = Render

NEW QUESTION 203

- (Exam Topic 4)

Your network contains an Active Directory forest named contoso.com that is linked to an Azure Active Directory (Azure AD) tenant named contoso.com by using
Azure AD Connect.

Attire AD Connect is installed on a server named Server 1.

You deploy a new server named Server? that runs Windows Server 2019.

You need to implement a failover server for Azure AD Connect. The solution must minimize how long it takes to fail over if Serverl fails.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Bnswed Area

I On Serverl. Tun - expeart for all ConfeeCios.

|_Bn§¢:u¢t2.-m¢qnt fior all conmnecios.

|

" i . |

Em__ﬂ.ﬂ il import for all rl"'.'lmrf‘ll'ii':."mm“ T . .. { I
|

|

lﬂlhﬁl s delts synchsonizatmn bor sl comneciogs.

On Server!, configure the staging mode

f_ﬂﬁ'm?- v Eall Acruire ﬁE.L'.u-rwn_L_ UL L RIRREEYTRERRIN I @ .I.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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- gl e ARSI P L e e i ot e
Server). Mo f n FeCT | —

[_ﬂ_ﬂ: -___1 E“ t_ ‘ e nant . e gt s L LY | lDﬂSl‘:l\lﬂlﬂmeq:mr'. for all conreoors.

Oy Sestame 2 oty sxgecet T foor sl conmescioes | e et e ;___:-.: _ e = e S

On Senanr, ron - full import ior all conmncion. | |

[ O Server?. run detta synchronoeathion o abl connecion | | L=t k
Oy Sereer . install Acrune S0 Correect @ ———————————————————

liﬂ" Servie], corRIre The Shivgieg ot @ On Server ], run sxport for Sl conneoos

NEW QUESTION 206
- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result, these questions will not appear in the review screen.

You have an Amazon Web Services (AWS) account, a Google Workspace subscription, and a GitHub account.
You deploy an Azure subscription and enable Microsoft 365 Defender.
You need to ensure that you can monitor OAuth authentication requests by using Microsoft Defender for Cloud Apps.

Solution: From the Microsoft 365 Defender portal, you add the Google Workspace app connector. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 208
- (Exam Topic 4)

Your company has an Azure Active Directory (Azure AD) tenant named contosri.com. The company has the business partners shown in the following table.

Mame Descrniption

users can request access by using package 1.
Users at Fabrikam and Litware use ail then respective domain names for email addresses.

You plan to create an access package named packagel that will be accessible only to the Fabrikam and Litware users.

You need to configure connected organizations for Fabrikam and litware so that any of their users can request access by using packagel.

What is the minimum of connected organization that you should create.

00 w»
A WNPE

Answer: C

NEW QUESTION 210
- (Exam Topic 4)
You have a Microsoft 365 tenant.

You configure a conditional access policy as shown in the Conditional Access policy exhibit. (Click the Conditional Access policy tab.)
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You view the User administrator role assignments as shown in the Role assignments exhibit. (Click the Role assignments lab.)
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Yes Yes Yes

NEW QUESTION 214

- (Exam Topic 4)

You have a Microsoft 365 tenant.

All users have mobile phones and laptops.

The users frequently work from remote locations that do not have Wi-Fi access or mobile phone connectivity. While working from the remote locations, the users
connect their laptop to a wired network that has internet access.

You plan to implement multi-factor authentication (MFA).

Which MFA authentication method can the users use from the remote location?

A. a notification through the Microsoft Authenticator app
B. an app password

C. Windows Hello for Business

D. SMS

Answer: C

Explanation:

In Windows 10, Windows Hello for Business replaces passwords with strong two-factor authentication on PCs and mobile devices. This authentication consists of
a new type of user credential that is tied to a device and uses a biometric or PIN.

After an initial two-step verification of the user during enroliment, Windows Hello is set up on the user's device and Windows asks the user to set a gesture, which
can be a biometric, such as a fingerprint, or a PIN. The user provides the gesture to verify their identity. Windows then uses Windows Hello to authenticate users.
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-methods https://docs.microsoft.com/en-us/windows/security/identity-
protection/hello-for-business/hello-overview

NEW QUESTION 219
- (Exam Topic 4)
You have the Azure resources show in the following table.
Name Description
Userl User account
Group1 | Security group that uses the Dynamic user membership type
VM1 Virtual machine wath a system-assigned managed igentity
App1 Enterpnse application
RG1Y Resource group

To Which identities can you assign the Contributor role for RG1?

A. Userl only
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B. Userl and Groupl only

C. Userl and VW1 only

D. Userl, VM1, and App1 only

E. Userl, Groupl, Vm1, and Appl

Answer: E

NEW QUESTION 224

- (Exam Topic 4)

Your network contains an on-prernises Active Directory Domain Services (AD DS) domain that syncs with Azure AD and contains the users shown in the following
table.

Name | Organizational unit (OU) |

In Azure AD Connect. Domain/OU Filtering is configured as shown in the following exhibit.
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For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements

User ¢

f User! accesses Mic

domain controller

Userd can be added |

A. Mastered

oS0

) l‘l‘ .'Ilu-.".'--."l '.\‘f'l.‘l-"":k_ nl I-:r e site as

an use self-service password reset [SSPR) to reset his password

a membes
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B. Not Mastered

Answer: A

Explanation:

Answer Area

Statements Yes No

NEW QUESTION 227

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains cloud-based enterprise apps. You need to group related apps into categories in the My Apps
portal.

What should you create?

A. tags

B. collections

C. naming policies
D. dynamic groups

Answer: B

Explanation:
Reference:
https://support.microsoft.com/en-us/account-billing/customize-app-collections-in-the-my-apps-portal-2dae6b8a

NEW QUESTION 230

- (Exam Topic 4)

You plan to deploy a new Azure AD tenant.

Which multifactor authentication (MFA) method will be enabled by default for the tenant?

A. Microsoft Authenticator
B. SMS

C. voice call

D. email OTP

Answer: B

NEW QUESTION 234

- (Exam Topic 4)

You have an Azure AD tenant

You open the risk detections report.

Which risk detection type is classified as a user risk?

A. password spray

B. anonymous IP address

C. unfamiliar sign-in properties
D. Azure AD threat intelligence

Answer: A

NEW QUESTION 238

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a web app named Appl. Guest users are regularly granted access to Appl.

You need to ensure that the guest users that have NOT accessed Appl during the past 30 days have their access removed the solution must minimize
administrative effort.

What should you configure?

A. a compliance policy

B. an access review for application access
C. a guest access review

D. a Conditional Access policy

Answer: C
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NEW QUESTION 243

- (Exam Topic 4)

HOTSPOT

You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains a user named User1.
Userl has the devices shown in the following table.

Name Platform Registered in contoso.com
Device1 Windows 10 Yes
Device?2 Windows 10 No
Device3 10S Yes

On November 5, 2020, you create and enforce terms of use in contoso.com that has the following settings: £» Name: Terms1

> Display name: Contoso terms of use

> Require users to expand the terms of use: On
> Require users to consent on every device: On
> Expire consents: On

> Expire starting on: December 10, 2020

> Frequency: Monthly
On November 15, 2020, Userl accepts Termsl1 on Device3.
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No
On November 20, 2020, User1 can accept Terms1 on Device1l. O O
On December 11, 2020, User1 can accept Terms1 on Device2. O O
On December 7, 2020, User1 can accept Terms1 on Device3. O O
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Statements Yes No
On November 20, 2020, User1 can accept Terms1 on Device1. '__C}T Q
On December 11, 2020, User1 can accept Terms1 on Device2. 10, O
On December 7, 2020, User1 can accept Terms1 on Device3. O 10,

NEW QUESTION 245

- (Exam Topic 4)

You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.

Yon receive more than 100 email alerts each day for tailed Azure Al) user sign-in attempts. You need to ensure that a new security administrator receives the
alerts instead of you. Solution: From Azure monitor, you modify the action group.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 246

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com that has Azure AD Identity Protection policies enforced.
You create an Azure Sentinel instance and configure the Azure Active Directory connector.

You need to ensure that Azure Sentinel can generate incidents based on the risk alerts raised by Azure AD Identity Protection.
What should you do first?

A. Add an Azure Sentinel data connector.
B. Configure the Notify settings in Azure AD ldentity Protection.
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C. Create an Azure Sentinel playbook.

D. Modify the Diagnostics settings in Azure AD.

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/sentinel/connect-azure-ad-identity-protection

NEW QUESTION 247
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that has an Azure Active Directory Premium Plan 2 license. The tenant contains the users shown in the

following table.

Name Role
Admin1 Cloud device administrator
Admin2 Device administrator
User1 None

You have the Device Settings shown in the following exhibit.
33 Devices | Device settings

Default Derectory - Azure Active Directory

Ll Al devices

18 Device settings

(23 Enterprise State Roaming

J:’ BitLocker keys (Preview)

2 Dragnose and solve problems
Activity

E Aucdiilogs

e Bulk operation results (Previw)
Troubleshooting + Support

i  New support request

E] Save

> Discard L Got feedback?

Lisars may joun devices to Azure AD

G :cected Mone

Sefected

Users may register their devices with Azure AD &)

T one

Devices to be Azure AD joined or Azure AD registered reguire Multi-Factor Authentication

Yeg

iy Wi recommend that you require Mult-Factor Authentication to register or join devices using Condil onal Access. Set this

device setting to No if you require Multi-Factor Authentication wsing Conditional Access

Maximum nomber of devices per user L&

| 5

Additional local administrators on all Azure AD joined devices

F

Userl has the devices shown in the following table.

Name | Operating system Device identity
Devicel | Windows 10 Azure AD joined
Device2 | iOS Azure AD registered
Device3 | Windows 10 Azure AD registered
Device4 | Android Azure AD registered

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

User1 can join four additional Windows 10 devices to Azure AD.

Admin1 can set Devices to be Azure AD joined or Azure AD registered require

Statements

Multi-Factor Authentication to Yes.

Admin2 is a local administrator on Device3.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: Yes

Users may join 5 devices to Azure AD. Box 2: Yes

Box 3: No

An additional local device administrator has not been applied Reference:
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https://docs.microsoft.com/en-us/azure/active-directory/devices/device-management-azure-portal

NEW QUESTION 251

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.
Name Member of administrative unit

__Lj_s_er'! AT

Userd | AU1
User3 AU1
User4 A2
UserS | Not 2 member of an administrative unit

The users are assigned the roles shown in the following table.

User Role Role scope
User1 Password Administrator Organization
User2 | Global Reader Organization
User3 None Not applicable
Userd Fassword Admunistrator AU1
Users None Not applicable

For which users can Userl and User4 reset passwords? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
User?; ‘Uifﬁ GnI! “li
UserZ and User3 only '
User3 and User5 only
Userd, User3, and UserS only
User3, Userd and User5 only
User2. User3, Userd, and User5
Userd: | User3 onk -
User2 and User3 only
User3 and User5 only
|User1, User2, and User3 only :
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

Liserts

I U3 n_

OTETZ aTr Users only
User3 and User5 only
Userd, User3, and UserS enly
User3, Userd and User5 only
User2. User3, Userd, and User5

Userd: | User3 ont

13 only
User3 and User5 only
(Userl, Userd, and User3 only

NEW QUESTION 254
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

Name Type Member of
User1 Member Group1
User2 Member Group1
User3 Guest Group1

Userl is the owner of Groupl.
You create an access review that has the following settings:

> Users to review: Members of a group
> Scope: Everyone
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> Group: Groupl

> Reviewers: Members (self)
Which users can perform access reviews for User3?

A. Userl, User2, and User3
B. User3 only

C. Userl only

D. Userl and User2 only

Answer: B

NEW QUESTION 256

- (Exam Topic 4)

Your network contains an on-premises Active Directory domain that sync to an Azure Active Directory (Azure AD) tenant. The tenant contains the shown in the
following table.

Name Type Directory synced
User1 User No
User? User Yes
User3 Guest No

All the users work remotely.
Azure AD Connect is configured in Azure as shown in the following exhibit.

PROVISION FROM ACTIVE DIRECTORY

Q Azure AD Connect cloud provisionin
- p g

This feature allows you to manage provisioning from the cloud.

Azure AD Connect sync

Sync Status Enabled
Last Sync Less than 1 hour ago
Password Hash Sync Enabled

USER SIGN IN

a Federation Disabled 0 domains
Seamless single sign-on Disabled 0 domains
Pass-through authentication Enabled 2 agents

Connectivity from the on-premises domain to the internet is lost. Which user can sign in to Azure AD?

A. Userl only

B. Userl and User 3 only
C. Userl, and User2 only
D. Userl, User2, and User3

Answer: B

NEW QUESTION 260

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel. You need to ensure that users can request access to Site.
the solution must meet the following requirements.

« Automatically approve requests from users based on their group membership.

» Automatically remove the access after 30 days What should you do?

A. Create a Conditional Access policy.

B. Create an access package.

C. Configure Role settings in Azure AD Privileged Identity Management.
D. Create a Microsoft Defender for Cloud Apps access policy.

Answer: B

NEW QUESTION 263

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Cloud Apps and Conditional Access policies. You need to block access to cloud apps
when a user is assessed as high risk.

Which type of policy should you create in the Microsoft Defender for Cloud Apps?
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A. OAuth app policy

B. anomaly detection polio
C. access policy

D. activity policy

Answer: C

NEW QUESTION 267

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You need to Identity users who have leaked credentials. The solution must meet the following requirements:
« Identity sign-ms by users who are suspected of having leaked credentials.

* Flag the sign-ins as a high-risk event.

» Immediately enforce a control to mitigate the risk, while still allowing the user to access applications. What should you use? To answer, select the appropriate

options m the answer area.

To classify leaked credentials as high-risk, use: -
Azure Active Directory (Azure AD) Identity Protection

Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
Identty Governance

Seff-senace password reset (S5PR)

To trigger remediation, use: -
Client apps not using Modern authentication
Dewice state

Sign-in risk

Uzer location

User risk

To mitigate the nisk, select: -
Apply app enforced resinctions

Block access

Gram access but require app protection palicy
(Grant access but require password change

A. Mastered
B. Not Mastered

Answer: A

Explanation:

To classify leaked credentials as high-risk, use -
Aazure Aciive Directory (Azure AD) enty Protection |

Azure Actve Directory (Azure AD) Privileged Identity Management (PI)

Identity Governance

Self-sernce password reset (S5PR)

To Ingger remediation, use: b
Client apps not using Modemn authentication
Device s1ate

Sign-in risk

User location

[Usernsk !

To mitigate the risk, select -
Apply app enforced restrictions

Block access

Grant access but require app protection policy

s -

[Grat access but require password change |

NEW QUESTION 271
- (Exam Topic 4)

P

In the tenant, you create the groups shown in the following table.

D S IS T

Which members can you add to GroupA and GroupB? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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GroupA:

GroupB:

User1 only

User1 and Group1 only

User1, Group1, and Group2 only

User1, Group1, and Group4 only

User1, Group1, Group2, and Group3 only
User1, Group1, Group2, Group3, and Group4

-

User1 only

User1 and Group4 only

User1, Group1, and Group4 only

User1, Group1, Group2, and Group4 only
User1, Group1, Group2, Group3, and Group4

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

https://bitsizedbytes.wordpress.com/2018/12/10/distribution-security-and-office-365-groups-nesting/

NEW QUESTION 273

- (Exam Topic 4)
You have an Azure AD tenant that contains the users shown in the following table.
Name Member of
= "L-' | : il :.-' ]
2 = - - L ]
SET ¢ [ L

} -

The tenant has the authentication methods shown in the following table.

~ — — — p—

Method
FIDOZ
Microsoft Authenticator ap|

I - y -
| r'J
st B

—_— e —_— e

|

Target
(31§ L:F'-:
{3 L4[‘-'I

- . -
Ll L;F.'__]

Which users will sign in to cloud apps by matching a number shown in the app with a number shown on their phone?

A. Userl only
B. User2 only
C. User3 only
D. Userl and User2 only
E. User2 and User3 only

Answer: D

NEW QUESTION 276
- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains two users named Userl and User2.

You need to ensure that Userl can create access reviews for groups, and that User2 can review the history report for all the completed access reviews. The

solution must use the principle of least privilege.

Which role should you assign to each user? To answer, drag the appropriate roles to the correct users. Each role may be used once, more than once, or not at all.
You may need to drag the split bar between panes or scroll to view content

NOTE: Each correct selection is worth one point.
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Roles Answer Area

Global administrator Userl: Role

| Global reader
User2: Role

Reports reader

Security operator

Security reader

User administrator

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Roles Answer Area

-—.- n— - '-'. T e | P ?
 Global administrator User!: | Olobal administrator |

R A S R e User?: | Global reader |

I Secunty operator :

1| Security reader

L T e

NEW QUESTION 278

- (Exam Topic 4)

You have an Azure AD tenant and an Azure web app named Appl.

You need to provide guest users with self-service sign-up for Appl. The solution must meet the following requirements:

» Guest users must be able to sign up by using a one-time password.

» The users must provide their first name, last name, city, and email address during the sign-up process. What should you configure in the Azure Active Directory
admin center for each requirement? To answer,

select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

One-time password: v
A linked subscription

An identity provider

Azure AD Privileged Identity Management (PIM)
The External collaboration settings

User details: v
A user flow

Access reviews

An access package

The tenant properties

A. Mastered
B. Not Mastered

Answer: A
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Explanation:

Answer Area

One-time password: v
A linked subscription
An identity provider _
Azure AD Privileged Identity Management (PIM)
The External collaboration settings

User details: v

A user flow

Access reviews

An access package
The tenant properties

NEW QUESTION 282

- (Exam Topic 4)

You have a Microsoft 365 tenant.

The Azure Active Directory (Azure AD) tenant contains the groups shown in the following table.

eyl i ""'-"'-p s B - i
AT " B L - - il

In Azure AD. you add a new enterprise application named Appl. Which groups can you assign to Appl1?

A. Groupl and Group2 only
B. Group2 only

C. Group3 only

D. Groupl only

E. Groupl and Group4

Answer: C

NEW QUESTION 283
- (Exam Topic 4)
You have an Azure subscription.
From Entitlement management, you plan to create a catalog named Catalogl that will contain a custom extension.
What should you create first and what should you use to distribute Catalogl? To answer, select the appropriate
options in the answer area.
NOTE: Each correct selection is worth one point.
Answer Area

First create:  An Azure Automation account o R
A managed account

| An Azure logic app

Distribute Catalog1 by using:

A workflow

|An access package

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Arca

NEW QUESTION 288
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com.
You implement entitlement management to provide resource access to users at a company named Fabrikam, Inc. Fabrikam uses a domain named fabrikam.com.
Fabrikam users must be removed automatically from the tenant when access is no longer required. You need to configure the following settings:

> Block external user from signing in to this directory: No
> Remove external user: Yes

First create

An AZure Automation account

A managed account

LENTIALION &

-

Distribute Catalog1 by using:

> Number of days before removing external user from this directory: 90
What should you configure on the Identity Governance blade?

A. Access packages
B. Entitlement management settings
C. Terms of use

D. Access reviews setting

Answer: B

Explanation:
Reference:

An AZure

0gIC app

https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-external-users

NEW QUESTION 292
- (Exam Topic 4)

You create a new Microsoft 365 E5 tenant.
You need to ensure that when users connect to the Microsoft 365 portal from an anonymous IP address, they are prompted to use multi-factor authentication

(MFA).

What should you configure?

A. a sign-in risk policy

B. a user risk

policy

C. an MFA registration policy

Answer: A

NEW QUESTION 294
- (Exam Topic 4)
Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the objects shown in the following table.

Name Type In organizational Description
unit (OU)

User1 User ou1 User1 is a member of Group1.

User2 User ou User2 is not a member of any
groups.

Group1 | Security group | OU2 User1 and Group2 are members
of Group1.

Group2 | Security group | OU1 Group2 is a member of Group1.

You install Azure AD Connect. You configure the Domain and OU filtering settings as shown in the Domain and OU Filtering exhibit. (Click the Domain and OU

Filtering tab.)
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i Microsoft Azure Active Directory Connect

Tasks
Connected to Azune AD
Syng

Connect Directories

Domain/OU Filtering

Filtering
Optional Features

Configure

Domain and OU filtering

If wou change the OU-filtening configuration for a given directory, the next syne oyche will automatically
perform full import on the directony.

fary” | contosa.com L Refrish Ou/Damain [7]

7 Syne all domains and Ol
2 Syne selected domains and OUs

4 [ | gontoso.com
I Builtin
Camputiers
Domain Controllers
ForegnbecuntyPrincipals
L Infrastructure

LestAndFound
Managed Service Accounts
r b out
ouz
Program Data
System
Users

| 1%

Mext

You configure the Filter users and devices settings as shown in the Filter Users and Devices exhibit. (Click the Filter Users and Devices tab.)

Filter users and devices

Tasks
Connected o Azure AD For a pilot deployment. specify a group containing your users and devices that will be synchronzied. Nested
groups aré not supported and will be ignared,
Sync
Connect Directones

Domain/OU Filtering ) Synchronize all users and devices

Filtering

Optional Features

® Synchronize selected @

FOREST GROUP

Configure contoso.com ICN=I.":r0up'I.E)U=GU2,D{= contoso,DC=com Resolve V)

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements Yes No

User1 syncs to Azure AD. O O
User2 syncs to Azure AD. O O

Group?2 syncs to Azure AD O @,

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, application Description automatically generated

Only direct members of Groupl are synced. Group2 will sync as it is a direct member of Groupl but the members of Group2 will not sync.
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-install-custom

NEW QUESTION 298
- (Exam Topic 4)
You have an Azure Active Directory Premium P2 tenant. You create a Log Analytics workspace.
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You need to ensure that you can view Azure Active Directory (Azure AD) audit log information by using Azure Monitor.
What should you do first?

A. Run the Set-AzureADTenantDetail cmdlet.

B. Create an Azure AD workbook.

C. Modify the Diagnostics settings for Azure AD.

D. Run the Get-AzureADAuditDirectoryLogs cmdlet.

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/howto-integrate-activity-logs-with-lo

NEW QUESTION 299
- (Exam Topic 4)
You create the Azure Active Directory (Azure AD) users shown in the following table.

ML) |
T T

factor authentication (MFA) settings as shown in the following exhibit.

e W

On February 1, 2021, you conflgure the multi

I fllllll
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The users authentication to Azure AD on thelr dewces as shown in the following table.

A)

= — e e

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 302

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. as a result, these questions will not appear in the review screen.

You have an Amazon Web Services (AWS) account a Google Workspace subscription, and a GitHub account You deploy an Azure subscription and enable

Passing Certification Exams Made Easy visit - https://www.2PassEasy.com



Welcome to download the Newest 2passeasy SC-300 dumps

@ 2 P QsseaQs LJ https://www.2passeasy.com/dumps/SC-300/ (192 New Questions)

Microsoft 365 Defender.
You need to ensure that you can monitor OAuth authentication requests by using Microsoft Defender for Cloud Apps.
Solution: From the Microsoft 365 Defender portal, you add the GitHub app connector Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 304

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.

All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when accessing Microsoft 365 services.

Some users report that they received an MFA prompt on their Microsoft Authenticator app without initiating a sign-in request.

You need to block the users automatically when they report an MFA request that they did not initiate. Solution: From the Azure portal, you configure the
Notifications settings for multi-factor authentication

(MFA).

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to configure the fraud alert settings. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings

NEW QUESTION 305

- (Exam Topic 4)

You have an on-premises Microsoft Exchange organization that uses an SMTP address space of contoso.com. You discover that users use their email address for
self-service sign-up to Microsoft 365 services.

You need to gain global administrator privileges to the Azure Active Directory (Azure AD) tenant that contains the self-signed users.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

Sign in to the Microsoft 365 admin center

Create a self-signed user account in the Azure AD
tenant

From the Microsoft 365 admin center, add the domain @
name @

QLS

Respond to the Become the admin message.

From the Microsoft 365 admin center, remaowve the
domain name

Create a TXT record in the contoso.com DNS zone

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/domains-admin-takeover

NEW QUESTION 308

- (Exam Topic 4)

You configure a new Microsoft 36S tenant to use a default domain name of contosso.com.

You need to ensure that you can control access to Microsoft 365 resource-, by using conditional access policy. What should you do first?

A. Disable the User consent settings.

B. Disable Security defaults.

C. Configure a multi-factor authentication (Ml A) registration policyl.

D. Configure password protection for Windows Server Active Directory.
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Answer: B

NEW QUESTION 311
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