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NEW QUESTION 1

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point

Statements Yes No

Microsoft Sentinel data connectors support only Microsoft services.

You can use Azure Monitor workbooks to monitor data collected by Microsoft Sentinel.

Hunting prowvides you with the ability to identify security threats before an alert is
tnggered.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements Yes Mo

Microsoft Sentinel data connectors support only Microsoft services.

You can use Azure Monitor workbooks to monitor data collected by Microsoft Sentinel.

o~ 1
ol

Hunting provides you with the ability to identify security threats before an alert is
triggered.

NEW QUESTION 2
What can you use to ensure that all the users in a specific group must use multi-factor authentication (MFA) to sign in to Azure AD?

A. Azure Policy

B. a communication compliance policy
C. a Conditional Access policy

D. a user risk policy

Answer: C

NEW QUESTION 3

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

Digitally signing a document requires a private key. O (]

Verifying the authenticity of a digitally signed document requires the public O O
key of the signer.

Verifying the authenticity of a digitally signed document requires the private O O
key of the singer.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

A certificate is required that provides a private and a public key.

Box 2: Yes

The public key is used to validate the private key that is associated with a digital signature. Box 3: Yes

NEW QUESTION 4
What can you specify in Microsoft 365 sensitivity labels?
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A. how long files must be preserved
B. when to archive an email message
C. which watermark to add to files

D. where to store files

Answer: C

Explanation:

Reference:https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365- worldwide

NEW QUESTION 5
Which compliance feature should you use to identify documents that are employee resumes?

A. pre-trained classifiers
B. Content explorer

C. Activity explorer

D. eDiscovery

Answer: A

NEW QUESTION 6

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements
All Azure Active Directory (Azure AD) license editions include the same features.
You can manage an Azure Active Directory (Azure AD) tenant by using the Azure portal.
You must deploy Azure virtual machines to host an Azure Active Directory (Azure AD) tenant.
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

Statements

All Axure Active Directory (Azure AD) license editions include the same features,

You can manage an Azure Active Directory (Azure AD) tenant by using the Azure portal.

You must deploy Azure virtual machines to host an Azure Active Directory (Azure AD) tenant.

NEW QUESTION 7
HOTSPOT
Select the answer that correctly completes the sentence.

In Azure Sentinel, you can automate common tasks by using

deep investigation tools.
hunting search-and-query tools.

playbooks.
workbooks.

A. Mastered
B. Not Mastered
Answer: A

Explanation:
In Azure Sentinel, you can automate common tasks by using

deep investigation tools.
hunting search-and-query tools.

iplaybooks. "
workbooks.

NEW QUESTION 8
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What is an example of encryption at rest?

A. encrypting communications by using a site-to-site VPN

B. encrypting a virtual machine disk

C. accessing a website by using an encrypted HTTPS connection
D. sending an encrypted email

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security/fundamentals/encryption-atrest

NEW QUESTION 9

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes

Conditional access policies can use the device state as a signal. @)

Conditional access policies apply before first-factor authentication i1s O
complete.

Conditional access policies can trigger multi-factor authentication 9
(MFA) if a user attempts to access a specific application.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

Box 2: No

Conditional Access policies are enforced after first-factor authentication is completed. Box 3: Yes

NEW QUESTION 10

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes

You can use the insider risk management solution to detect
phishing scams.

You can access the insider risk management solution from
the Microsoft 365 compliance center.

You can use the insider risk management solution to detect
data leaks by unhappy employees.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Phishing scams are external threats.

Box 2: Yes

Insider risk management is a compliance solution in Microsoft 365.
Box 3: Yes

Insider risk management helps minimize internal risks from users. These include:
? Leaks of sensitive data and data spillage

? Confidentiality violations

? Intellectual property (IP) theft

? Fraud

? Insider trading
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? Regulatory compliance violations

NEW QUESTION 10
You have an Azure subscription.
You need to implement approval-based, time-bound role activation. What should you use?

A. Windows Hello for Business

B. Azure Active Directory (Azure AD) Identity Protection

C. access reviews in Azure Active Directory (Azure AD)

D. Azure Active Directory (Azure AD) Privileged Identity Management (PIM)

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity- management/pim-configure

NEW QUESTION 13

Which Microsoft portal provides information about how Microsoft manages privacy, compliance, and security?

A. Microsoft Service Trust Portal

B. Compliance Manager

C. Microsoft 365 compliance center
D. Microsoft Support

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/get-started-with-service-trust-portal ?view=0365-worldwide

NEW QUESTION 15

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes
You can use Advanced Audit in Microsoft 365 to view billing details. O
You can use Advanced Audit in Microsoft 365 to view the contents of an email message. ®)

You can use Advanced Audit in Microsoft 365 to identify when a user uses the search bar
in Outlook on the web to search for items in a mailbox.

O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: No

Advanced Audit helps organizations to conduct forensic and compliance investigations by increasing audit log retention.

Box 2: No
Box 3: Yes

NEW QUESTION 20

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements
You can create a hybrid identity in an on-premises Active Directory that syncs to Azure AD
User accounts created in Azure AD sync automatically to an on-premises Active Directory
When using a hybrid model, authentication can either be done by Azure AD or by another
identity provider
A. Mastered

B. Not Mastered
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Answer: A

Explanation:

Answer Area

Statements Yes No

You can create a hybrid identity in an on-premises Active Directory that syncs to Azure AD. |
User accounts created in Azure AD sync automatically to an on-premises Active Directory I |

When using a hybrid model authentication can either be done by Azure AD or by another |
identity provider b -

NEW QUESTION 21
Which Microsoft 365 feature can you use to restrict users from sending email messages that contain lists of customers and their associated credit card numbers?

A. retention policies

B. data loss prevention (DLP) policies
C. conditional access policies

D. information barriers

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about- dip?view=0365-worldwide

NEW QUESTION 24

DRAG DROP

Match the Azure networking service to the appropriate description.

To answer, drag the appropriate service from the column on the left to its description on the right. Each service may be used once, more than once, or not at all.
NOTE: Each correct match is worth one point.

Services Answer Area
Azure Bastion Provides Network Address Translation (NAT) services
AZure Firewall
Provides secure and seamiess Remote Deskiop
Network security group (NSG) connectivity to Azure virtual machines
Provides traffic illering that can be applied 10 specific
network interfaces on a virtual network
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: Azure Firewall

Azure Firewall provide Source Network Address Translation and Destination Network Address Translation.

Box 2: Azure Bastion

Azure Bastion provides secure and seamless RDP/SSH connectivity to your virtual machines directly from the Azure portal over TLS.
Box 3: Network security group (NSG)

You can use an Azure network security group to filter network traffic to and from Azure resources in an Azure virtual network.

NEW QUESTION 26

HOTSPOT

Select the answer that correctly completes the sentence.
Answer Area

« a file makes the data in the file readable and usable to viewers that have the appropriate key.
Archiving
Compressing
Deduplicating
Encrypting

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

« a file makes the data in the file readable and usable to viewers that have the appropriate key.
Archiving
Compressing

o e -

NEW QUESTION 28

DRAG DROP

Match the Microsoft Defender for Office 365 feature to the correct description.

To answer, drag the appropriate feature from the column on the left to its description on the right. Each feature may be used once, more than once, or not at all.
NOTE: Each correct match is worth one point.

Features Answer Arca
Theeat Explorer Feature Prowvides intelligence on prévailing cybersecunty issues
.:fhrea: Trackers
L Feature Prosndes real-time reports 1o mentify and analyze recent threats
[ Anti-phishing protection
Feature { Detects impersonation attempts
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Features Answer Arca
M reass pwdniar ) N = T
i -T“-‘_'a-_EIF'i‘:‘fET — t Anti-phishing protection  jProvides intelligence on prevailing cybersecurity issues
[ Threat Trackers | .
! S R R | ] | Threat Explorer [Provides real-time reports 1o identify and analyze recent threats
RPN L
| Anti-phishing protection | .
e e i - | Theeat Trackers Detects impersonation attempts

NEW QUESTION 31
What can you use to deploy Azure resources across multiple subscriptions in a consistent manner?

A. Microsoft Sentinel

B. Microsoft Defender for Cloud
C. Azure Policy

D. Azure Blueprints

Answer: D
NEW QUESTION 32

HOTSPOT
Select the answer that correctly completes the sentence.

When users sign in to the Azure portal, they are first v
assigned permissions.
authenticated.
authorized.
resolved.

A. Mastered

B. Not Mastered

Answer: A

Explanation:

When users sign in to the Azure portal, they are first v
assigned permissions.
‘authenticated. |
authorized.
resolved.

NEW QUESTION 35
HOTSPOT
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Select the answer that correctly completes the sentence.

Answer Area

w requires additional verification, such as a

Multi-factor authentication (MFA)| verification code sent to a mobile phone.
Pass-through authentication
Password writeback

Single sign-on (SS0)

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Multi-factor authentication is a process where a user is prompted during the sign-in process
for an additional form of identification, such as to enter a code on their cellphone or to provide a fingerprint scan.

NEW QUESTION 37
DRAG DROP

Match the types of compliance score actions to the appropriate tasks.
To answer. drag the appropriate action type from the column on the left to its task on the right. Each type may be used once. more than once, or not at all.
NOTE: Each correct match is worth one point.

Compliance score action

Comectne
Dietective

Preveniatne

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 39
HOTSPOT

Andgawer Area
ALTIoN Lise encrypbion 10 probect data at nest
AR -'--:!l-.-c{..- Mooy fystems 0O identily mmeguibntsés 1Nat meg it fepnesent Frikd
Andawer Area
Prevertalnee
T 482 encnyphion (o protect data at nest
Letedine

Actnesly monitor sysbems 1o identify meguilantes that might represent risks

Select the answer that correctly completes the sentence.

Authentication
Authorization
Federation

Single sign-on (550)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Text

« is the process of identifying whether a signed-in user can access a specific resource.

Description automatically generated

NEW QUESTION 44

What feature in Microsoft Defender for Endpoint provides the first line of defense against cyberthreats by reducing the attack surface?

A. automated remediation

B. automated investigation

C. advanced hunting
D. network protection

Answer: D
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Explanation:

Network protection helps protect devices from Internet-based events. Network protection is an attack surface reduction capability.

Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/network-protection?view=0365-worldwide

NEW QUESTION 48
HOTSPOT
Select the answer that correctly completes the sentence.

Answer Area

Federation is used to establish

multi-factor authentication (MFA)
a trust relationship

user account synchronization

a VPN connection

A. Mastered
B. Not Mastered

Answer: A

Explanation:

+ Dbetween organizations.

Federation is a collection of domains that have established trust. Reference: https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-fed

NEW QUESTION 52

HOTSPOT

Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements
Conditional access policies always enforce the use of multi-factor authentication (MFA).

Conditional access policies can be used to block access to an application based on the
location of the user.

Conditional access policies only affect users who have Azure Active Directory (Azure AD)-
joined devices.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Statements

Conditional access policies always enforce the use of multi-factor authentication (MFA).

Conditional access policies can be used to block access to an application based on the
location of the user.

Conditional access policies only affect users who have Azure Active Directory (Azure AD)-
joined devices,

NEW QUESTION 53

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements
Azure Defender can detect vulnerabilities and threats for Azure Storage.
Cloud Security Posture Management (CSPM) is available for all Azure subscriptions.
Azure Security Center can evaluate the security of workloads deployed to Azure or on-
premises,
A. Mastered

B. Not Mastered

Answer: A
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Explanation:

Box 1: Yes

Azure Defender provides security alerts and advanced threat protection for virtual machines, SQL databases, containers, web applications, your network, your
storage, and more

Box 2: Yes

Cloud security posture management (CSPM) is available for free to all Azure users.

Box 3: Yes

Azure Security Center is a unified infrastructure security management system that strengthens the security posture of your data centers, and provides advanced
threat protection across your hybrid workloads in the cloud - whether they're in Azure or not - as well as on premises.

NEW QUESTION 54
Which two cards are available in the Microsoft 365 Defender portal? Each correct answer presents a complete solution. NOTE: Each correct selection is worth one
point.

A. Users at risk

B. Compliance Score
C. Devices at risk

D. Service Health

E. User Management

Answer: BC

NEW QUESTION 59
Which three authentication methods does Windows Hello for Business support? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. fingerprint

B. facial recognition
C.PIN

D. email verification
E. security question

Answer: ABC

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-how-it-works-authentication

NEW QUESTION 62

In the Microsoft Cloud Adoption Framework for Azure, which two phases are addressed before the Ready phase? Each correct answer presents a complete
solution.

NOTE: Each correct selection is worth one point.

A. Plan

B. Manage

C. Adopt

D. Govern

E. Define Strategy

Answer: AE

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/overview
NEW QUESTION 64

Which Microsoft 365 feature can you use to restrict communication and the sharing of information between members of two departments at your organization?
A. sensitivity label policies

B. Customer Lockbox

C. information Barriers

D. Privileged Access Management (PAM)

Answer: C

Explanation:

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/information-barriers

NEW QUESTION 66
HOTSPOT
Select the answer that correctly completes the sentence.
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Answer Area

w isused to identify, hold, and export electronic

Data loss prevention (DLP)
eDiscovery
A resource lock

A. Mastered
B. Not Mastered

Answer: A

Explanation:
eDiscovery
https://docs.microsoft.com/en-us/microsoft-365/compliance/ediscovery?view=0365- worldwide

NEW QUESTION 69

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point

Statements Yes No
Security defaults require an Azure Active Directory (Azure AD) Premium license,

Security defaults can be enabled for a single Azure Active Directory (Azure AD) user.

When Security defaults are enabled, all administrators must use multi-factor authentication O
(MFA).

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements Yes No
Security defaults require an Azure Active Directory (Azure AD) Premium license, 1 C

Security defaults can be enabled for a single Azure Active Directory (Azure AD) user. J 10 I

When Security defaults are enabled, all administrators must use multi-factor authentication | &} O
(MFA). -

NEW QUESTION 72

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes Mo

Windows Hello for Business can use the Microsoft Authenticator app as an authentication
method
Windows Hello for Business can use a PIN code as an authentication method
Windows Hello for Business authentication information syncs across all the devices
registered by a user

A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Answer Area
Statements Yes Neo_
Windows Hello for Business can use the Microsoft Authenticator app as an authentication | L |
method
Windows Hello for Business can use a PIN code as an authentication method ...__-I

Windows Hello for Business authentication information syncs across all the devices
registered by a user

NEW QUESTION 74
HOTSPOT
Select the answer that correctly completes the sentence.

Answer Area
Microsoft Pundew Compliance Manager assesses compliance data  continually ¥ for an organization.
continually
mthily
on-demand
cpuat terly
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Microsoft Pundew Compliance Manager assesses compliance data  continually ¥ for an organization.
|
mieithiy
on-demand
cpuat terly

NEW QUESTION 78
HOTSPOT
Select the answer that correctly completes the sentence.

in the Microsoft 365 Defender portal, an incident is a collection of correlated

A. Mastered
B. Not Mastered

Answer: A

Explanation:

in the Microsoft 365 Defender portal, an incident is a collection of correlated !

Microsoft Secure S¢ore improvement actions

NEW QUESTION 83
HOTSPOT
Select the answer that correctly completes the sentence.
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Answer Area

[ Templates P e | track compliance with groupings of controls from a specific regulation or requirement.
Assessments
Improvement actions
solutions

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
| Templates s ¥ | track compliance with groupings of controls from a specific regulation or requirement
Assessments
er'IF:ITl]";"E'ITIPI'I.I AClions
Solutions

NEW QUESTION 85

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Network secunty groups (NSGs) can deny inbound traffic from the internet. O O
Network security groups (NSGs) can deny outbound traffic to the internet. O O
Network secunty groups (NSGs) can filter traffic based on IP address, O O

protocol, and port

A. Mastered
B. Not Mastered

Answer: A

Explanation:

A screenshot of a computer

Description automatically generated with low confidence

You can use an Azure network security group to filter network traffic to and from Azure resources in an Azure virtual network. A network security group contains
security rules that allow or deny inbound network traffic to, or outbound network traffic from, several types of Azure resources. For each rule, you can specify
source and destination, port, and protocol.

NEW QUESTION 89

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point

Statements Yes No

Microsoft Defender for Cloud can detect vulnerabilities and threats for Azure Storage. O
Cloud Security Posture Management (CSPM) is available for all Azure subscriptions. ®

Microsoft Defender for Cloud can evaluate the security of workloads deployed to Azure
Or on-premises.

A. Mastered
B. Not Mastered
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Answer: A
Explanation:
Statements Yes No
== LAY
Microsoft Defender for Cloud can detect vulnerabilities and threats for Azure Storage. 10 O
Cloud Security Posture Management (CSPM) is available for all Azure subscriptions. 10 O
Microsoft Defender for Cloud can evaluate the security of workloads deployed to Azure 10 | O
or On-premises. -
NEW QUESTION 94
HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
When you enable security defaults in Azure AD,
Azure AD Prvleged Icentity Management (PIM) *  will be enabled for all Azure AD users.
Arure AD identity Protection
Azure AD Privileged identity Management [PIM]
mwlli-factor authentication (MFA)
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

‘When you enable security defaults in Azure AD

Azure AD Prvleged Identity Management (Pl * will be enabled for all Azure AD users
Azure AD kdentity Protection
Arure AD Prvleged Idenlity Managernent [PIM)
Tmaat-factor authentication (M)

Angwer Area
When you enable security cefsults in Azure AD,
Agure AD Pragleged ldentrty Management (PIM) * il b enabled for all Anure AD users.
NEW QUESTION 98
HOTSPOT
Select the answer that correctly completes the sentence.
Angswer Area
In the Microsoft Puniew compiiance portal you can use | Customize nanigation 1‘3 1o remove features from the nevigabion pane
Comphance Miab‘
Policees
Settngs
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Anvwer Area
in e Microsof Pureew complance POMAL you can use | Cumtomne raviganion ﬁ‘.‘n remdwe features from e nPagaton pane
Comphance '-HE
Bolicees
St

NEW QUESTION 101
HOTSPOT
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
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NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
With Advanced Audit in Microsoft 365, you can identify when O O
email items were accessed.
Advanced Audit in Microsoft 365 supports the same retention O @)
period of audit logs as core auditing.
Advanced Audit in Microsoft 365 allocates customer-dedicated O O

bandwidth for accessing audit data.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

The MailltemsAccessed event is a mailbox auditing action and is triggered when mail data is accessed by mail protocols and mail clients.

Box 2: No

Basic Audit retains audit records for 90 days.

Advanced Audit retains all Exchange, SharePoint, and Azure Active Directory audit records for one year. This is accomplished by a default audit log retention
policy that retains any audit record that contains the value of Exchange, SharePoint, or AzureActiveDirectory for the Workload property (which indicates the service
in which the activity occurred) for one year.

Box 3: yes

Advanced Audit in Microsoft 365 provides high-bandwidth access to the Office 365 Management Activity API.

NEW QUESTION 105
Which two types of resources can be protected by using Azure Firewall? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Azure virtual machines

B. Azure Active Directory (Azure AD) users
C. Microsoft Exchange Online inboxes

D. Azure virtual networks

E. Microsoft SharePoint Online sites

Answer: AD
Explanation:

Firewall is really not directly protecting the Virtual Networks though DDOS would have been ideal for VNETS

NEW QUESTION 107
When you enable Azure AD Multi-Factor Authentication (MFA), how many factors are required for authentication?

00w
A WDN PP

Answer: B

NEW QUESTION 111
Which feature provides the extended detection and response (XDR) capability of Azure Sentinel?

A. integration with the Microsoft 365 compliance center
B. support for threat hunting

C. integration with Microsoft 365 Defender

D. support for Azure Monitor Workbooks

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender/eval- overview?view=0365-worldwide

NEW QUESTION 114

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Answer Area

Statements Yes No
Compliance Manager tracks only customer-managed controls. O O
Compliance Manager provides predefined templates for O O
creating assessments.
Compliance Manager can help you asses whether data O O

adheres to specific data protection standards.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Compliance Manager tracks Microsoft managed controls, customer-managed controls, and shared controls. Box 2: Yes
Box 3: Yes

NEW QUESTION 119
What can you use to provide a user with a two-hour window to complete an administrative task in Azure?

A. Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
B. Azure Multi-Factor Authentication (MFA)

C. Azure Active Directory (Azure AD) Identity Protection

D. conditional access policies

Answer: D

Explanation:

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure

Privileged Identity Management provides time-based and approval-based role activation to mitigate the risks of excessive, unnecessary, or misused access
permissions on resources that you care about. Here are some of the key features of Privileged Identity Management: Provide just-in-time privileged access to
Azure AD and Azure resources Assign time-bound access to resources using start and end dates Require approval to activate privileged roles Enforce multi-factor
authentication to activate any role Use justification to understand why users activate Get notifications when privileged roles are activated Conduct access reviews
to ensure users still need roles Download audit history for internal or external audit Prevents removal of the last active Global Administrator role assignment

NEW QUESTION 124
Which pillar of identity relates to tracking the resources accessed by a user?

A. auditing

B. authorization
C. authentication
D. administration

Answer: A

NEW QUESTION 126
Which three authentication methods can be used by Azure Multi-Factor Authentication (MFA)? Each correct answer presents a complete solution. NOTE: Each
correct selection is worth one point.

A. phone call

B. text message (SMS)

C. email verification

D. Microsoft Authenticator app
E. security question

Answer: ABD

NEW QUESTION 131
HOTSPOT
Select the answer that correctly completes the sentence.

to access AZure services,

An AZure resource can use 3 system-assigned

Azure Active Directory (Azure AD) joined device
managed identity

service principal

user identity
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

An Azure resource can use a system-assigned to access Azure services,

service principal
user identity

NEW QUESTION 134

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes Ne
Applying system updates increases an organization's secure score in Azure Security Center, 8 2
The secure score in Azure Security Center can evaluate resources across multiple Azure O 3
subscriptions.
Enabling multi-factor authentication (MFA) increases an organization’s secure score in Azure 0 0
Security Center.

A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: Yes

System updates reduces security vulnerabilities, and provide a more stable environment for end users. Not applying updates leaves unpatched vulnerabilities and
results in environments that are susceptible to attacks.

Box 2: Yes

Box 3: Yes

If you only use a password to authenticate a user, it leaves an attack vector open. With MFA enabled, your accounts are more secure.

NEW QUESTION 135

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

Conditional access policies can be applied to global administrators. @ O
Conditional access policies are evaluated before a user is authenticated. O O
Conditional access policies can use a device platform, such as Android or O (9]
I0S, as a signal.

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated

Box 1: Yes

Conditional access policies can be applied to all users

Box 2: No

Conditional access policies are applied after first-factor authentication is completed.

Box 3: Yes

Users with devices of specific platforms or marked with a specific state can be used when enforcing Conditional Access policies.

NEW QUESTION 139

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Answer Area
Statements Yes No
Verify explicitly is one of the guiding principles of Zero Trust. o o
Assume breach is one of the guiding principles of Zero Trust. o O
The Zero Trust security model assumes that a firewall secures the internal network from ) O
external threats.
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: Yes

Box 2: Yes

Box 3: No

The Zero Trust model does not assume that everything behind the corporate firewall is safe, the Zero Trust model assumes breach and verifies each request as
though it originated from an uncontrolled network.

NEW QUESTION 144

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes Ne
Solftware tokans ane an example of passwordiess authantication
Windaws Hello is an example of passwordless suthantication.
FIDO2 secunty keys are an example of passwordiess authentication.
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Arca

Statements Yes Ne

Software tokens ane an example of passwordiess authentication
Windaws Hello is an example of passwordless authantication.

FIDO2 secunty keys are an example of passwordiess authentication. I

NEW QUESTION 149
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