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NEW QUESTION 1
Refer to the exhibits.

Exhibit A

config duplication
edit 1
set arcaddr "10.0.1.0/24"
set dstaddr "10.1.0.0/24"
set sarcintf "ports”
set dstintf "overlay”
set service "ALL"
set packet-duplication force
next
end

branchl_fgt # diagnose sys sdwan zone
Zone SASE index=2
members (0) :
Zone overlay index=4
members(3): 19(T_INET 0 _0) 20(T_INET 1 0) 21(T_MPLS 0)
Zone underlay index=3
members(2): 3(portl) 4(port2)
Zone virtual-wan-link index=]l
members (0) :

1.274665 portd in 10.0.1.101 -> 10.1.0.7: icmp: echo request
1.275788 T _INET 0 0 out 10.0.1.101 -> 10.1.0.7: icmp: echo request
1.275790 T_INET 1 0 ocut 10.0.1.101 -> 10.1.0.7: icmp: echo request
1.275801 T_MPLS 0 out 10.0.1.101 -> 10.1.0.7: icmp: echo request
1.278365 T_INET 1 0 in 10.1.0.7 -> 10.0.1.101: icmp: echo reply
1.278553 port5 out 10.1.0.7 =-> 10.0.1.101: icmp: echo reply

Exhibit B

3.874431 T_INET 1 0 in 10.0.1.101 -> 10.1.0.7: icmp: echo request
3.874630 port5 out 10.0.1.101 -> 10.1.0.7: icmp: echo request
3.874895 T_INET 0 0 in 10.0.1.101 -> 10.1.0.7: icmp: echo request
3.875125 T_MPLS 0 in 10.0.1.101 -> 10,1.0.7: icmp: echo request
3.875054 port5 in 10.1.0.7 -> 10.0.1.101: icmp: echo reply
3.875308 T_INET 1 0 out 10.1.0.7 => 10.0.1.101: icmp: echo reply

Exhibit A shows the packet duplication rule configuration, the SD-WAN zone status output, and the sniffer output on FortiGate acting as the sender. Exhibit B
shows the sniffer output on a FortiGate acting as the receiver.

The administrator configured packet duplication on both FortiGate devices. The sniffer output on the sender FortiGate shows that FortiGate forwards an ICMP
echo request packet over three overlays, but it only receives one reply packet through T_INET_1_0.

Based on the output shown in the exhibits, which two reasons can cause the observed behavior? (Choose two.)

A. On the receiver FortiGate, packet-de-duplication is enabled.

B. The ICMP echo request packets sentover T_INET_0_0 and T_MPLS_0 were dropped along the way.
C. The ICMP echo request packets received over T_INET_0_0 and T_MPLS_0 were offloaded to NPU.
D. On the sender FortiGate, duplication-max-num is set to 3.

Answer: AD

NEW QUESTION 2
Which diagnostic command can you use to show the member utilization statistics measured by performance SLAs for the last 10 minutes?

A. diagnose sys sdwan intf-sla-log
B. diagnose sys sdwan health-check
C. diagnose sys sdwan log

D. diagnose sys sdwan sla-log

Answer: D
Explanation:
SD-WAN 7.2 Study Guide page 321 You can view the stored member metrics by running the diagnose sys sdwan sla-log command. Note that you must include

the name of the performance SLA followed by the member configuration index number. To display the SLA logs per interface, you run the diagnose sys sdwan intf-
sla-log command.

NEW QUESTION 3
Refer to the exhibit.
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§ diagnose firewall shaper per-ip-shaper list

name FTP OM

maximum-bandwidth 625 KB/sec

maximum-concurrent—-session 5

tos ff/ff

packets dropped 65

bytes dropped 81040
addr=10.1.0.1 status: bps=0 ses=1
addr=10.1.0.100 status: bps=0 ses=1l
addr=10.1.10.1 status: bps=1656 ses=3

Which are two expected behaviors of the traffic that matches the traffic shaper? (Choose two.)

A. The number of simultaneous connections among all source IP addresses cannot exceed five connections.

B. The traffic shaper limits the combined bandwidth of all connections to a maximum of 5 MB/sec.

C. The number of simultaneous connections allowed for each source IP address cannot exceed five connections.
D. The traffic shaper limits the bandwidth of each source IP address to a maximum of 625 KB/sec.

Answer: CD

NEW QUESTION 4
Which are two benefits of using CLI templates in FortiManager? (Choose two.)

A. You can reference meta fields.

B. You can configure interfaces as SD-WAN members without having to remove references first.

C. You can configure FortiManager to sync local configuration changes made on the managed device, to the CLI template.
D. You can configure advanced CLI settings.

Answer: AD

NEW QUESTION 5
What is the route-tag setting in an SD-WAN rule used for?

A. To indicate the routes for health check probes.

B. To indicate the destination of a rule based on learned BGP prefixes.
C. To indicate the routes that can be used for routing SD-WAN traffic.
D. To indicate the members that can be used to route SD-WAN traffic.

Answer: B

NEW QUESTION 6
What does enabling the exchange-interface-ip setting enable FortiGate devices to exchange?

A. The gateway address of their IPsec interfaces
B. The tunnel ID of their IPsec interfaces

C. The IP address of their IPsec interfaces

D. The name of their IPsec interfaces

Answer: C

NEW QUESTION 7
Which two performance SLA protocols enable you to verify that the server response contains a specific value? (Choose two.)

A. http
B. icmp
C. twamp
D. dns

Answer: AD
Explanation:

Pages 85,86 in Study guide 7.0 Pages 100,101 in Study guide 7

NEW QUESTION 8
Which are three key routing principles in SD-WAN? (Choose three.)

A. FortiGate performs route lookups for new sessions only.

B. Regular policy routes have precedence over SD-WAN rules.

C. SD-WAN rules have precedence over ISDB routes.

D. By default, SD-WAN members are skipped if they do not have a valid route to the destination.

E. By default, SD-WAN rules are skipped if the best route to the destination is not an SD-WAN member.

Answer: BDE
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NEW QUESTION 9
Refer to the exhibit.

"-’il.—:ll-t .I_l':ir':lhlt;!:JE'

Dat address ||1I

10.0.0.0-10.255.255.255
branchl_fgt (3) # show
config service
edit 3
set name "Corp"
set mode priority
set dst "Corp-net”®
set arc "LAN-net"™
set health-check "VPN_PING"
set link-cost-factor packet-loss
set link-cost-threshold 0
set priority-members 5 3 {
next

end

branchl fgt # diagnose sys adwan service 3
Service(3): Address Mode (IPV{) flags=0x200 use-shortcut-sla
Gen(2), TOS{0x0/0x0), Protocecl(0: 1->65535), Mode(priority), link-cost-
loss), link-cost-threshold(0), heath-check(VFN_PING)
Mambers(3):
1: Seq num(3 T _INET 0 0), alive, packet loss: 2.000%, selected
2: Seq num(4 T HE‘TE IT. alive, packet loas: 4.000%, selected
3: Seq num(5 T_IHE"_l_If'}, alive, packet loss: 12.000%, selected
Src addreas(l):

factor (pac

The exhibit shows the SD-WAN rule status and configuration.
Based on the exhibit, which change in the measured packet loss will make T_INET_1 0 the new preferred member?

A. When all three members have the same packet loss.
B. When T_INET_0_0O has 4% packet loss.

C. When T_INET_0_0O has 12% packet loss.

D. When T_INET_1 0 has 4% packet loss.

Answer: A

NEW QUESTION 10
Which two settings can you configure to speed up routing convergence in BGP? (Choose two.)

A. update-source

B. set-route-tag

C. holdtime-timer

D. link-down-failover

Answer: CD

NEW QUESTION 10
What are two common use cases for remote internet access (RIA)? (Choose two.)

A. Provide direct internet access on spokes
B. Provide internet access through the hub
C. Centralize security inspection on the hub
D. Provide thorough inspection on spokes

Answer: BC

NEW QUESTION 15
Which components make up the secure SD-WAN solution?

A. Application, antivirus, and URL, and SSL inspection

B. Datacenter, branch offices, and public cloud

C. FortiGate, FortiManager, FortiAnalyzer, and FortiDeploy
D. Telephone, ISDN, and telecom network.

Answer: C

NEW QUESTION 17
Refer to the exhibits.
Exhibit A
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-1-Network Properties
Service Critical-DIA
- ldentity
Device 1D FGVMO1TM22000077
Device Name branch1_fgt
- -Type
5[’!1"“! sdwan
Type event
- Alerts
Level natice
-1 General
Log Description SDWAN status
Log ID 0113022923
Message Service prioritized by performance metric will be redirected in sequence order.
Sequence Number 2.1
Virtual Domain oot
= -Others
Date/Time 23:57:29
Destination End User ID 9
Destination Endpoint 1D 3
Device Time 2022-03-04 14:57:27
Event Time 16464345647595788893
Event Type Service
Service 1D 1
Time Stamp 2022-03-04 23:57:29
Time Zone 0800
UEBA Endpoint 1D 3
UEBA User ID 3
logver 700030237
Exhibit B
branchl_fgt # diagnose sys sdwan member
Member(l): interface: portl, flags=0x0 , gateway: 192.2.0.2, priority: 0 1024, weight: 0
Member (2) : interface: port2, flags=0x0 , gateway: 192.2.0.10, priority: 0 1024, weight: 0
config service
edit 1
set name "Critical-DIA"
set mode priority
set src "LAN-net"
set internet-service enable
set internet-service-app-ctrl 16354 41468 169520
set health-check "Level3 DNS™
set priority-members 1 2
next
end

Exhibit A shows an SD-WAN event log and exhibit B shows the member status and the SD-WAN rule configuration.
Based on the exhibits, which two statements are correct? (Choose two.)

A. FortiGate updated the outgoing interface list on the rule so it prefers port2.

B. Port2 has the highest member priority.
C. Port2 has a lower latency than port1.
D. SD-WAN rule ID 1 is set to lowest cost (SLA) mode.

Answer: AC
NEW QUESTION 18

Refer to the exhibits.
Exhibit A

config system global
set snat-route-change enable

end

Exhibit B
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branchl_fgt # get router info routing-table all
Codes: K kernel, C connected, 3 static, R RIF, B - BGP
C - OSPF, IA - OSPF inter area
N1l - OSPF NSSA external type 1, NZ - OSPF NSSA esxternal type 2
El = OSPF external type 1, EZ = OSPF external type 2
1 - IS-15, L1 - I5-15 level-1, L2 - IS5-15 level-2, ia - I5-15 inter
* = candidate default
Routing table for VRF=0
- 0.0.0.0/0 [1/0) wvia 192.2.0.2, port2, [1/0]
[1/0]) wvia 192.2.0.10, portl ([10/0])

Exhibit A shows the source NAT (SNAT) global setting and exhibit B shows the routing table on FortiGate.

Based on the exhibits, which two actions does FortiGate perform on existing sessions established over port2, if the administrator increases the static route priority

on port2 to 20? (Choose two.)

A. FortiGate flags the sessions as dirty.

B. FortiGate continues routing the sessions with no SNAT, over port2.

C. FortiGate performs a route lookup for the original traffic only.

D. FortiGate updates the gateway information of the sessions with SNAT so that they use portl instead of port2.

Answer: AD

NEW QUESTION 19
Which diagnostic command can you use to show the configured SD-WAN zones and their assigned members?

A. diagnose sys sdwan zone

B. diagnose sys sdwan service
C. diagnose sys sdwan member
D. diagnose sys sdwan interface

Answer: A
NEW QUESTION 21

Refer to the exhibits.
Exhibit A

Edit Performance SLA
Name Level3 DNS
IP Version m IPvé
Probe Mode m Passive Prefer Passive
Protocol TCPECHO UDPECHO HTTP TW
Server 4221
4222
Participants All SD-WAN Members
% port2
2 Entries]
Enable Probe Packets a
SLA Targets ©
+ Add Target
Link Status
Interval 500 . Milliseconds
Failure Before Inactive 3 i (max 3400)
Restore Link After 2 {max 3600)
Action When Inactive
Update Static Route L |
Cascade Interfaces &
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Exhibit B

branchl fgt # diagnose sys sdwan member | grep port

Member(l): interface: portl, flags=0x0 , gateway: 192.2.0.2, priority: 0 1024, weight: 0
Member(2): interface: port2, flags=0x0 , gateway: 192.2.0.10, priority: 0 1024, weight: 0

branchl fgt # get router info routing-table all | grep port
gt 0.0.0.0/0 [1/0] via 192.2.0.2, portl
[1/0} via 192,2.0.10, port2

S 6.8.8.68/32 [10/0) via 192.2.0.11, port2

c 10.0.1.0/24 is directly connected, ports

5 172.16.0.0/16 [10/0) via 172.16.0.2, portd
C 172.16.0.0/29 1is directly connected, portd

C 162.2.0.0/29 is directly connected, portl

C 192.2.0.6/25 is directly connected, portl

C 192,168,0.0/24 13 directly connected, portll

branchl fgt # diagnose sys sdwan health-check status Level3 DNS

Health Check(Levell DNS):

Seg(l portl): statelalive), packet-loss(0.000%) latency(l.91%), j1tter({0.137), bandwidth-
up(10238), bandwidth-dw(10238), bandwidth-bi(20476) sla map=0x0

Seg(2 port2): state(alive), packet-loss(0.000%) latency(1.509), jitter(0.101), bandwidth-
up (10236) , bandwidth-dw(10238), bandwidth-bi(20476) sla map=0x0

Exhibit A shows the SD-WAN performance SLA and exhibit B shows the SD-WAN member status, the routing table, and the performance SLA status.
If port2 is detected dead by FortiGate, what is the expected behavior?

A. Port2 becomes alive after three successful probes are detected.

B. FortiGate removes all static routes for port2.

C. The administrator manually restores the static routes for port2, if port2 becomes alive.
D. Host 8.8.8.8 is reachable through portl and port2.

Answer: B

Explanation:
This is due to Update static route is enable which removes the static route entry referencing the interface if the interface is dead
NEW QUESTION 25

Refer to the exhibits.

Exhibit A

branchl_fgt # diagnose sys sdwan service

Service(l): Addresas Mode (IFPV4) flaga=0x200 use-shortcut-sla
Gen(B), TOS(0x0/0x0), Protocol(0: 1->65535), Mode (manual)
Membera (2) :
1: Seq_num(l portl), alive, selected
2: Seq num(2 portl), alive, selected
Internet Service(l): GoToMeeting (429483&966,0,0,0 16354)
Microsofr.Office.365.Portal (42%4837474,0,0,0 41468) Saleaforce(4294837976,0,0,0 186920)
Src addreas(l):
10.0.1.0-10.0.1.255

Service(2): Address Mode(IPV4) flags=0x200 use-shortcut-sla
Gan{7), TOS{(0x0/0x0), Protocel(0: 1->65535), Mode(manual)
Members(l):
l: Seq num(2 port2), alive, selected
Internet Service(2): Facebook (4294836806,0,0,0 15832) Twitter(4294838278,0,0,0 16001)
Src address(l):
10.0.1.0-10.0.1.255

branchl_fgt # diagnose sys sdwan internet-service-app-ctrl-list

Facebook (15832 4294B36806): 157.240.229.35 €& 443 Tue Mar B8 12:24:04 2022
GoToMeeting (16354 42948369686): 23.205.108.86 & 443 Tue Mar B 12:24:04 2022
GoToMeeting (16354 4294836966): 23.212.249.144 6 443 Tue Mar B 12:24:39% 2022
Salesforce (16920 4294837976): 23.212.249.11 & 443 Tue Mar 8 12:24:04 2022

branchl_fgt # get router info routing-table all

5‘ 0.0.0.0/0 [1/0] via 192.2.0.2, portl
[1/0) wvia 152.2.0.10, port2
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Exhibit B
IDesstination IF* Service Application Security Event List SD-WAN Rule Name Destination interface Security
S22 248 206 e oTohestingl | we - AP oot e
PRIN5I06BE  HTTPS gGoToMecting  we 2 Critical-DiA portl Lewel i
LRAN510684 HTTPS gEGoloMecting a2 Critical-DIA portl = General
ER2320510684  HTTPS @GiloMeeting  ww 2 Critical-DIA portl s " 0900000013
W21 2249044  HTTPS ipGoToMeeting e 2 Critical-DuA portl Tran Dinplay ::
MI23.212249.144 HTTPS GaToMecting v 2 portl Virtual Doxnisks e
W21.212249.184 HTTPS wpGaToMesting a2 port2 - SourE
ER3I205.10684 HTTPS @GaToMesting w2 port2 S—_—y Reserved
Device D) FGVMON THEZ2000077
Darvier M il g
P 1001109
Interface porth
Intorfscr Hoke madefunad
HAT P 192204
MAT Port 510432
Pt 51042
Sonwree pLiliR i
LATRA, Epifipaciret B0 103%
UERA User ID 3
= Destination
Cimantry it Semes
[Erad Ukt 1D 3
Eraposing i) 1
Hioal M Wi ot CNTRRETINg Com
L W 2212048 205
Interface portd

An administrator is testing application steering in SD-WAN. Before generating test traffic, the administrator collected the information shown in exhibit A.
After generating GoToMeeting test traffic, the administrator examined the respective traffic log on FortiAnalyzer, which is shown in exhibit B. The administrator

noticed that the traffic matched the implicit SD-WAN rule, but they expected the traffic to match rule ID 1.
Which two reasons explain why the traffic matched the implicit SD-WAN rule? (Choose two.)

A. FortiGate did not refresh the routing information on the session after the application was detected.
B. Portl and port2 do not have a valid route to the destination.

C. Full SSL inspection is not enabled on the matching firewall policy.

D. The session 3-tuple did not match any of the existing entries in the ISDB application cache.

Answer: AC

NEW QUESTION 26
Refer to the exhibit.

config vpn 1psec phasel-interface
edit "T INET QO Q"
set type dynamic
set interface "porcl™
sat ",-:-';1}*1::',.: ER
st peertype any
et net-device disabld
set proposal aeslZE-shaZ5d
set add-route enable
&t psk3sacret ENC
ZVvend4uUrtkOWd 1 18vWI+EywXBGAZDT T IWHEAS YaL814+pRpYOX/ NTmSgCcTVLOBW2 ZHQUXWIGZvE
161y TgDx2 1P/ OfEexTOOJzgCGRY 2IMBe FTONK TKEAUX OBbFDCPBBhEIAd L +03CYRML Wk FZmAUERST
HESEXakpmzSR11tELgISGg==
next
end

2vFxNEKTLiPYNTtABaP

gvybblVi+Iocy

Which configuration change is required if the responder FortiGate uses a dynamic routing protocol to exchange routes over IPsec?

A. type must be set to static.

B. mode-cfg must be enabled.

C. exchange-interface-ip must be enabled.
D. add-route must be disabled.

Answer: D

Explanation:

for using "non ike" routes (for example BGP/static and so on) you must do disable the add-route that inject automatically kernel route based on p2 selectors from

the remote site from the SD-WAN_7.2_Study_Guide page 236

NEW QUESTION 29
Refer to the exhibits. Exhibit A
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config system sdwan
config health-check
edlit "Passive"
set detect-mode passive
set members 3 4
next
end
end

config system sdwan
config service
edit 1

v

n s o Ly 0 L8 W
oo OO

name "Facebook-YouTube"

src "all"™

internet-service enable
internet-service-app-ctrl 15832 31077
health-check "Passive"
priority-member 3 4
passive-measurement enable

'p B B S o A N

branchl_fgt # get application name status | grep "id: 15832" -Bl
app-name:. "“Facebook"
id: 15832

branchl_fgt # get application name status | grep "id: 31077" -Bl
app-name: "YouTube"
id: 31077

Exhibit B

config firewall policy
edit 1
set name "DIA"™
set uuid b%73edec-5f90-51lec-cadb-017¢c830d49418
set srcintf "portsS"
set dstintf "underlay"
set action accept
set srcaddr "LAN-net"
set dstaddr "all"
set schedule "always"
set service "ALL"
set passive-wan-health-measurement enable
set utm-status enable
set ssl-ssh-profile "certificate-inspection”
set application-list "default®
set logtraffic all
set auto-asic-offload disable
set nat enable
next
end

branchl fgt # diagnose sys sdwan zone | grep underlay -Al
Zone underlay index=3
members (2) : 3(portl) 4 (portld)

Exhibit A shows the SD-WAN performance SLA configuration, the SD-WAN rule configuration, and the application IDs of Facebook and YouTube. Exhibit B shows

the firewall policy configuration and the underlay zone status.
Based on the exhibits, which two statements are correct about the health and performance of portl and port2? (Choose two.)

A. The performance is an average of the metrics measured for Facebook and YouTube traffic passing through the member.
B. FortiGate is unable to measure jitter and packet loss on Facebook and YouTube traffic.

C. FortiGate identifies the member as dead when there is no Facebook and YouTube traffic passing through the member.
D. Non-TCP Facebook and YouTube traffic are not used for performance measurement.
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Answer: AD

Explanation:
Study Guide 7.0, pages 88 - 89.
Study Guide 7.2, pages 103 - 104.

Another comment said "because without using application Control on the firewall policy, SDWAN can't work" but there is a app control "default" defined on config.

NEW QUESTION 30
Refer to the exhibit.

Create New SD-WAN Interface Member

Sequence Number 1

Interface Member

SD-WAN Zone & virtual-wan-link
Gateway IP 0.0.0.0

Cost 0

Status «

Priority 0

Advanced Optlions

L4 ]

»

Which two SD-WAN template member settings support the use of FortiManager meta fields? (Choose two.)

A. Cost

B. Interface member
C. Priority

D. Gateway IP

Answer: BD

NEW QUESTION 33

Two hub-and-spoke groups are connected through a site-to-site IPsec VPN between Hub 1 and Hub 2. The administrator configured ADVPN on both hub-and-

spoke groups.

Which two outcomes are expected if a user in Toronto sends traffic to London? (Choose two.)

A. London generates an IKE information message that contains the Toronto public IP address.
B. Traffic from Toronto to London triggers the dynamic negotiation of a direct site-to-site VPN.
C. Toronto needs to establish a site-to-site tunnel with Hub 2 to bypass Hub 1.

D. The first packets from Toronto to London are routed through Hub 1 then to Hub 2.

Answer: BD

NEW QUESTION 38
Refer to the exhibit.
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config router bgp
set as €5000
set router-id 10.1.0.1
set ibgp-multipath enable
set additional-path enable
set additional-path-select 3
config neighbor-group
edit "Branches_ INET 0"
set interface "T_INET O 0"
saet remote-as 65000
set update-source "T INET 0 0"
next
edit "Branches INET 1"
set interface "T_INET 1 0"
set remote-as 63500C
set update-source '
next
edit "Branches MPLS"
set interface "T_MPLS 0"
set remote-as 65000
set update-source "T MPLS 0"

T INET 1 07

next
and
config neighbor-range
edit 1
set prefix 10.201.1.0 255.255.255.0
set neighbor-group "Branches INET 0"
next
edit 2
set prefix 10.202.1.0 255.255.255.0
set neighbor-group "Branches INET 1"
nexct
edit 3
seot prefix 10.203.1.0 255.255.255.0
set neighbor-group "Branches MPLS"™
next
end

R ]

end

The exhibit shows the BGP configuration on the hub in a hub-and-spoke topology. The administrator wants BGP to advertise prefixes from spokes to other spokes
over the IPsec overlays, including additional paths. However, when looking at the spoke routing table, the administrator does not see the prefixes from other

spokes and the additional paths.

Based on the exhibit, which three settings must the administrator configure inside each BGP neighbor group so spokes can learn other spokes prefixes and their

additional paths? (Choose three.)

A. Set additional-path to send

B. Enable route-reflector-client

C. Set advertisement-interval to the number of additional paths to advertise
D. Set adv-additional-path to the number of additional paths to advertise

E. Enable soft-reconfiguration

Answer: ABD

NEW QUESTION 41

What are two benefits of using the Internet service database (ISDB) in an SD-WAN rule? (Choose two.)
A. The ISDB is dynamically updated and reduces administrative overhead.

B. The ISDB requires application control to maintain signatures and perform load balancing.
C. The ISDB applies rules to traffic from specific sources, based on application type.

D. The ISDB contains the IP addresses and port ranges of well-known internet services.
Answer: AD

NEW QUESTION 44

Which two statements about SD-WAN central management are true? (Choose two.)

A. The objects are saved in the ADOM common object database.

B. It does not support meta fields.

C. It uses templates to configure SD-WAN on managed devices.

D. It supports normalized interfaces for SD-WAN member configuration.

Answer: AC
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Explanation:

Normalized interfaces are not supported for SD-WAN templates. You can create multiple SD-WAN zones and add interface members to the SD-WAN zones. You
must bind the interface members by name to physical interfaces or VPN interfaces.https://docs.fortinet.com/document/fortigate/7.0.0/sd-wan-new-
features/794804/new-sd-wan-template

NEW QUESTION 45
Refer to the exhibits. Exhibit A

branchl fgt (3) # show
config service
edit 3
set name "Corp"

set mode sla
set dst "Corp-net"™
set src "LAN-net"™
config sla

edit "VPN_ PING"™

set 1d 1

next
edit “VPN HTTP"™
set 1d 1
nexc
ena
set pricrity-members 3 4 5
set gateway enable
next
end
Exhibit B
branchl_ fgt # diagnose sys sdwan service
Service(3): Address Mode (IFV4) f+aq#— %200 use-shortcut-sla
Gen{l), TOS(0x0/0x0), Protocol(0: 1- 563535], Mode (sla), sla-compare-corder
Members(2) :
1: Seq num(5S T MPLS 0), alive, sla(0x3), gid(0) cfg order(2), cost{0), selected
2: Seq num(4 T INET 1 0), alive, sla(0Ox1), ;1u{.}. cfg_order(l), cost(0), selected
3: Seiln_m{* T INET O 0), alive, sla(0Ox0), gid(0}, cfg order(0), cost(0), selected
Src address(l):
10.0.1.0=-10.0.1.255
Dst addressil):
10.0.0.0-10.255.255.255
branchl fgt # get router info routing-table all | grep T
s 10.0.0.0/8 [1/0] wvia T INET 0 O .qnhel 100.64.1.1
[1/0] "'a T JETHEMT tunnel 100.64.1.9
5 10.201.1.254/732 [1 -] v:s T INET 0 0 tunnel 100.84.1.1
5 10.202.1.254/32 [15/0)] wia T INET 1 0 tunnel 100.64.1.9
5 10.203.1.254/32 [1 b; ] via T MPLS 0 tunnel 172.16.1.5
branchl fgt # diagnose sys sdwan member | grep T
Member (3): interface: T INET 0 0, flags=0x4 , gateway: 100.64.1.1, peer: 10.201.1.254,
riority: 0 1024, weight: 0
Member (4): interface: T INET 1 0, flags=0x4 , gateway: 100.€64.1.9, peer: 10.202.1.254,
priority: 0 1024, weight: 0O
Member (5): interface: T MPLS 0, flags=0x4 , gateway: 172.16.1.5, peer: 10.203.1.254,
priority: 0 1024, weight: O

Exhibit A shows the configuration for an SD-WAN rule and exhibit B shows the respective rule status, the routing table, and the member status.
The administrator wants to understand the expected behavior for traffic matching the SD-WAN rule. Based on the exhibits, what can the administrator expect for
traffic matching the SD-WAN rule?

A. The traffic will be load balanced across all three overlays.
B. The traffic will be routed over T_INET_0_O.

C. The traffic will be routed over T_MPLS_0.

D. The traffic will be routed over T_INET_1 O.

Answer: D

NEW QUESTION 46
Refer to the exhibit.
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id=20085 trace id=847 func=print pkt detail line=5428 msg="vd-root:0 received a
packet (proto=6, 10.1.10.1:339%920->74.125.195.93:443) from port3. flag [.], seq
2018554516, ack 4141536963, win 2238"

1d=20085 trace_id=847 func=resoclve_ip tuple fast line=5508 msg="Find an existing
session, id-000008cl, original direction”

1d=20085 trace id=847 func=shaper handler line=82]1 msg="exceeded shaper limit, drop"

Which conclusion about the packet debug flow output is correct?

A. The original traffic exceeded the maximum packets per second of the outgoing interface, and the packet was dropped.
B. The reply traffic exceeded the maximum bandwidth configured in the traffic shaper, and the packet was dropped.

C. The original traffic exceeded the maximum bandwidth of the outgoing interface, and the packet was dropped.

D. The original traffic exceeded the maximum bandwidth configured in the traffic shaper, and the packet was dropped.

Answer: D

NEW QUESTION 47
Refer to the exhibits.
fgt # show vpn ipsec phasel-interface T INET 1 0
1g vpn ipsec phasel-interface
aedit "T _INET 1 Q¢
set type dynamic
set interface "“port2”®™
set ike-version

0 L

-
L
.

n"'
LR

set kKeylife 2EB800
SetT peertype any
3¢t nec-device disable

et proposzal aesl2B-sha2s5é

set add-route disable

set psksecret ENC

FayzHI/ UhxCcSFYtwas5c u:rW?HWju_!]I ML ENSEIGSRIVEFSzumésJALSUSCg+1 s X232t IM+WNkHLs X kHgydg

[ Zx8B vr*-Z chtézEHPectOcFVbhaG+UeQ3RwdlpmGPR/ 23 rIz3indIxIYSzKijRgqggqgahsmDovkrERHTVFUL zAD "‘":rH
I f3cX+QpnmmlIfMO==

end
dcl fgt # diagnose vpn tunnel list name T INET 1 0 O
list ipsec tunnel by names in vd C
names=T IM:TI:HG_Q ver=2 seriale=? 100.64.1.9:0->192.2.0.9:0 tun_id=192.2.0.9 dst_mtu=
drﬁ-'i'r-*r weight=1
bound if=4 lgwy=static/l tun=tunnel/255 mode=djial inst ancap=none/8832
options[2280])=rgwy-chg frag-rfc run state={ accept traffics=]l overlay ids={
parent=T INET 1 0 index=( B .
proxyid nume=l child nume0 refcnte=€ ilaste=l7 clast=23464 ade/(
stat: rﬁr=t txp=0 rxb=0 Txb=(
dpd: mode=on-demand onel idle=20000ms retry=3 count=0 segnosl
natt: modesnone draft=0 interval={ remote porte=(
proxyids=T INET 1 0_0 proto=0 sa=]l ref=2 serialw=l add-route
src: 0:0.0.0.0-255.255.255.255:C
dst 0:10.0.1.0-10.0.1.255:¢(
SA ref=3 options=20683 type=00 softw=) mtu=1260 expire=972/0B replaywinw204E
seqno=1 esn=0 replaywin lastsegq=00000000 itn=0 qat=0 hash search len=1l
life: type=0l bytes=0/0 timeout=1790/1800
lec: spi=02f9%844e esp=aes key=le 7fb5011247248d3a45ac3d802d6cBded
ah=shal key=20 bb2l7ce87aelE0f27823b0050052338115593a303
enc: spi=ffcE576a esp=aes key=16 E25hddbeSctoS5febT70411a773867c240
ahsshal key=20 02db4176L7£2120ae7d14152609295%aT707£639893£]
dec:pkta/byres=0/0, enc:pkta/bytes=0/(

Which two statements about the IPsec VPN configuration and the status of the IPsec VPN tunnel are true? (Choose two.)

A. FortiGate does not install IPsec static routes for remote protected networks in the routing table.
B. The phase 1 configuration supports the network-overlay setting.

C. FortiGate facilitated the negotiation of the T_INET_1 0_0 ADVPN shortcut over T_INET_1_O.
D. Dead peer detection is disabled.

Answer: AB

NEW QUESTION 49

Which statement about using BGP for ADVPN is true?

A. IBGP is preferred over EBGP, because IBGP preserves next hop information.
B. You must use BGP to route traffic for both overlay and underlay links.

C. You must configure BGP communities.

D. You must configure AS path prepending.

Answer: A

NEW QUESTION 53
Refer to the exhibits.
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Exhibit A shows a site-to-site topology between two FortiGate devices: branchl_fgt and dcl1_fgt. Exhibit B shows the system global and system settings
configuration on dcl_fgt.

When branchl_client establishes a connection to dcl_host, the administrator observes that, on dcl_fgt, the reply traffic is routed over T_INET_0_0, even though
T_INET_1_0is the preferred member in the matching SD-WAN rule.

Based on the information shown in the exhibits, what configuration change must be made on dcl1_fgt so dcl_fgt routes the reply traffic over T_INET_1_07?

A. Enable auxiliary-session under config system settings.

B. Disable tp-session-without-syn under config system settings.
C. Enable snat-route-change under config system global.

D. Disable allow-subnet-overlap under config system settings.

Answer: A

Explanation:

Controlling return path with auxiliary session When multiple incoming or outgoing interfaces are used in ECMP or for load balancing, changes to routing, incoming,
or return traffic interfaces impacts how an existing sessions handles the traffic. Auxiliary sessions can be used to handle these changes to traffic
patterns.https://docs.fortinet.com/document/fortigate/7.0.11/administration-guide/14295/controlling-return-path

NEW QUESTION 58

Which two statements are true about using SD-WAN to steer local-out traffic? (Choose two.)

A. FortiGate does not consider the source address of the packet when matching an SD-WAN rule for local-out traffic.
B. By default, local-out traffic does not use SD-WAN.

C. By default, FortiGate does not check if the selected member has a valid route to the destination.

D. You must configure each local-out feature individually, to use SD-WAN.

Answer: BD
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NEW QUESTION 60
Refer to the exhibit.

Edit Performance SLA
e VPN _HTTP
IP Version iPva )
Probe Mode Active Passive LSl ga ity
Protocol Ping TCPECHO UDPECHO BRI TWAMP DNS TQ
Srrver
10.1.0.7

Port 0 -
Participants All SD-WAN Members [0

@ T_NET 1.0

E T_MPLS. O

3 Entries Selected

Enable Probe Packets a
h“ﬂ-ﬂﬁ I
hitp- match successtully

Based on the exhibit, which two statements are correct about the health of the selected members? (Choose two.)

A. After FortiGate switches to active mode, FortiGate never fails back to passive monitoring.
B. During passive monitoring, FortiGate can’t detect dead members.

C. FortiGate can offload the traffic that is subject to passive monitoring to hardware.

D. FortiGate passively monitors the member if TCP traffic is passing through the member.

Answer: BD

NEW QUESTION 61

Which two interfaces are considered overlay links? (Choose two.)

A. LAG

B. IPsec
C. Physical
D. GRE

Answer: BD

NEW QUESTION 66
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