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NEW QUESTION 1
- (Exam Topic 4)

You plan to use Azure Log Analytics to collect logs from 200 servers that run Windows Server 2016.

You need to automate the deployment of the Microsoft Monitoring Agent to all the servers by using an Azure Resource Manager template.
How should you complete the template? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

AcureADApphcabonily”

“WorkspacelD®
WorkspaceName®
WorkspaceURL"

| “AzureADApphcahonSecret”

StorageAccountKey”

WorkspacelD)”
| ‘WorkspaceKey'

L

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:

https://blogs.technet.microsoft.com/manageabilityguys/2015/11/19/enabling-the-microsoft-monitoring-agent-in

NEW QUESTION 2
- (Exam Topic 4)

You have an Azure subscription that contains the virtual machines shown in the following table.
Subnetl and Subnet2 have a network security group {NSG). The NSG has an outbound rule that has the following configurations:

* Port; Any

* Source: Any

* Priority: 100

* Action: Deny

* Protocol: Any

* Destination: Storage

The subscription contains a storage account named storagel.
You create a private endpoint named Privatel that has the following settings:
* Resource type: Microsoft.Storage/storageAccounts

* Resource: storagel

« Target sub-resource: blob
* Virtual network: VNetl

* Subnet: Subnetl

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered

Statements

From VM2, you can create a container in sto

From VM1, you can upload data to the blob

ragel

crOran
ELARLE LY

n ook a
e Of storage |

From VMZ, you can upload data to the blob storage of storagel
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B. Not Mastered

Answer: A
Explanation:
Answer Area

Statements Yes MNo
= W - . 1
From VM2, you can create a container in storage .
From VM1, you can upload data to the blob storage of storagel \
From VM2, you can upload data to the blob storage of storage |

NEW QUESTION 3

- (Exam Topic 4)

You have an Azure subscription that contains four Azure SQL managed instances.

You need to evaluate the vulnerability of the managed instances to SQL injection attacks. What should you do first?

A. Create an Azure Sentinel workspace.

B. Enable Advanced Data Security.

C. Add the SQL Health Check solution to Azure Monitor.

D. Create an Azure Advanced Threat Protection (ATP) instance.

Answer: B

NEW QUESTION 4
- (Exam Topic 4)

You have an Azure Active Din-dory (Azure AD) tenant named contoso.com that contains a user named Userl. You plan to publish several apps in the tenant.

You need to ensure that Userl can grant admin consent for the published apps.
Which two possible user roles can you assign to User! to achieve this goal? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Application developer

B. Security administrator

C. Application administrator

D. User administrator

E. Cloud application administrator

Answer: CE
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/grant-admin-consent

NEW QUESTION 5
- (Exam Topic 4)

You have an Azure subscription that contains three storage accounts, an Azure SQL managed instance named SQL and three Azure SQL databases. The storage

accounts are configured as shown in the following table.

SQ11 has the following settings:

* Auditing: On

« Audit tog destination: storagel

The Azure SQL databases are configured as shown in the following table.
Answer Arca

Statements

Aucht syants for Lie ire written 10 storage

yn be used as an audit log destination for

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Reference:
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https://docs.microsoft.com/en-us/azure/azure-sgl/managed-instance/auditing-configure https://docs.microsoft.com/en-us/azure/azure-sql/database/auditing-
overview

NEW QUESTION 6
- (Exam Topic 4)
You have an Azure subscription that contains the virtual networks shown in the following table.
Name . Region | Description
HubVNet is a virtual network connected to the on-premises
network by using a site-to-site VPN that has BGP route

HubVMNet EastUS propagation eénabled HubVNet contains a subnet named
| HubVNetSubnetD
SpokeVNetis a virtual network connected to Hub\VNet by
SpokeVNet EastUS | using VNet peering Spoke'VNet contains a subnet named
SpokeVNetSubnetl

The Azure virtual machines on SpokeVNetSubnetO can communicate with the computers on the on-premises network.
You plan to deploy an Azure firewall to HubVNet. You create the following two routing tables:

> RT1: Includes a user-defined route that points to the private IP address of the Azure firewall as a next hop address

> RT2: Disables BGP route propagation and defines the private IP address of the Azure firewall as the default gateway

You need to ensure that traffic between SpokeVNetSubnetO and the on-premises network flows through the Azure firewall.

To which subnet should you associate each route table? To answer, drag the appropriate subnets to the correct route tables. Each subnet may be used once,
more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Subnets Answer Area

re Firewall net
Azure Fi aSube_ RT1

GatewaySubnet
RT2:

HubVNetSubnet0

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Subnets Answer Area

Azure FirewallSubnet | |
— 1 RT1: |GatewaySubnet

fGatiew.ﬂ.raw,fSubnel | e ———————————
e RTZ. [ HubVNetSubnet0 |

' HubVNetSubnet0 |

NEW QUESTION 7

- (Exam Topic 4)

You have an Azure Sentinel workspace that has the following data connectors:
> Azure Active Directory Identity Protection

> Common Event Format (CEF)

> Azure Firewall
You need to ensure that data is being ingested from each connector.

From the Logs query window, which table should you query for each connector? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Azure Active Directory Identity Protection:

A. Mastered

B. Not Mastered

Answer: A

Explanation:

AzureDiagnostics
CommonSecuritylLog
SecurityAlert
SecurityEvent

Syslog

Azure Firewall:

AzureDiagnostics
CommonSecuritylLog
SecurityAlert
SecurityEvent

Syslog

CEF:

AzureDiagnostics
CommonSecuritylLog
SecurityAlert
SecurityEvent

Syslog

Graphical user interface, application, table Description automatically generated

NEW QUESTION 8
- (Exam Topic 4)

On Monday, you configure an email notification in Microsoft Defender for Cloud to notify userl
@contoso.com about alerts that have a severity level of Low, Medium, or High. On Tuesday, Microsoft Defender for Cloud generates the security alerts shown in

the following table.

Time Description Severity
01:00 Failed RDP brute force attack Medium
01:01 Successful RDP brute force attack High
06:10 Suspicious process executed High
09:00 Malicious SQL activity High
11:15 Network communication with a malicious | Low

machine detected
13:30 Suspicious process executed High
14:00 Failed RDP brute force attack Medium
16:01 Successful RDP brute force attack High
23:20 Possible outgoing spam activity detected Low
23:25 Modified system binary discovered in High
dump file
23:30 Malicious SQL activity High

How many email notifications will userl @contoso.com receive on Tuesday? To answer,
selection is worth one point.
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Answer Arca
Total number of Microsoft Defender for Cloud email notifications about an RDP brute force attack | 4 * fa
on Tuesday: -
Total number of Microsoft Defender for Cloud email notifications on Tuesday: | 7 - |
e
[9]
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

Total number of Microsoft Defender for Cloud email notifications about an RDP brute force attack |4 ¥ [

on Tuesday: 1

Total number of Microsoft Defender for Cloud email notifications on Tuesday: |7 ¥ |

NEW QUESTION 9

- (Exam Topic 4)

Lab Task

use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password. place your cursor in the Enter password box and click on the password below. Azure Username: Userl -28681041@ExamUsers.com
Azure Password: GpOAe4@IDg

If the Azure portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.
The following information is for technical support purposes only: Lab Instance: 28681041

Task 2

You need to add the network interface of a virtual machine named VM1 to an application security group named ASGL1.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
To add the network interface of a virtual machine named VM1 to an application security group named ASG1, you can follow these steps:

In the Azure portal, search for and select the virtual machine named VM1.

In the left pane, select Networking.

In the Networking pane, select the network interface that you want to add to the application security group named ASG1.
In the network interface pane, select Application security groups.

In the Application security groups pane, select Add.

VWV VVNVYVY

In the Add application security group pane, select the application security group named ASGL1.

k

> Select Save.

You can find more information on this topic in the following Microsoft documentation: Add a network interface to an application security group using the Azure
portal.

NEW QUESTION 10

- (Exam Topic 4)

Your network contains an Active Directory forest named contoso.com. You have an Azure Directory (Azure AD) tenant named contoso.com.

You plan to configure synchronization by using the Express Settings installation option in Azure AD Connect. You need to identify which roles and groups are
required to perform the planned configurations. The solution
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must use the principle of least privilege.
Which two roles and groups should you identify? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. the Domain Admins group in Active Directory
B. the Security administrator role in Azure AD

C. the Global administrator role in Azure AD

D. the User administrator role in Azure AD

E. the Enterprise Admins group in Active Directory

Answer: CE

Explanation:
References:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect-accounts-permissions

NEW QUESTION 10

- (Exam Topic 4)

From the Azure portal, you are configuring an Azure policy.

You plan to assign policies that use the DeploylfNotExist, AuditlfNotExist, Append, and Deny effects.
Which effect requires a managed identity for the assignment?

A. AuditlfNotExist
B. Append

C. DeploylfNotExist
D. Deny

Answer: C

Explanation:

When Azure Policy runs the template in the deploylfNotExists policy definition, it does so using a managed identity.
References:

https://docs.microsoft.com/bs-latn-ba/azure/governance/policy/how-to/remediate-resources

NEW QUESTION 13

- (Exam Topic 4)

Lab Task

Task 6

You need to configure a Microsoft SQL server named Web3l 330471 only to accept connections from the SubnetO subnet on the VNETO1 virtual network.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Configure the firewall settings for the SQL server. You can use the Azure portal, Azure PowerShell, or the Azure CLI to do this. You need to add a firewall rule that
allows inbound traffic from the IP address range of the SubnetO subnet. You also need to disable the option to allow Azure services and resources to access this
server.

Configure the network settings for the SQL server. You can use the Azure portal, Azure PowerShell, or the Azure CLI to do this. You need to enable service
endpoints for SQL Server on the SubnetO subnet. You also need to add a virtual network rule that links the SQL server to the SubnetO subnet.

Configure the connection settings for the SQL server. You can use SQL Server Management Studio or Transact-SQL to do this. You need to enable remote server
connections and specify a TCP port for listening. You also need to configure SQL Server Authentication or Azure Active Directory Authentication for connecting to
the SQL server.

NEW QUESTION 14
- (Exam Topic 4)
You have an Azure subscription that contains the resources shown in the following table.

Name Type
RG1 Resource group
VM1 Virtual machine

You perform the following tasks:

Create a managed identity named Managed1l. Create a Microsoft 365 group named Groupl.

You need to identify which service principals were created and which identities can be assigned the Reader role for RG1. What should you identify? To answer,
select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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Answer Area
Service Principles: v
App1 only
Managed1 and VM1 only
Managed1, VM1, and App1 only
Managed1, VM1, App1, and Group1
Identities: v
App1 only
Managed1 and VM1 only
Managed1, VM1, and App1 only
Managed1, VM1, App1, and Group1
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Answer Area
Service Principles: ' v
App1 only
Managed1, VM1, and App1 only |
ManagedT, VMT, App1. and Group1
Identities: v

App1 only

[Managem and VM1 only |
anagedi, .an p1 only

Managed1, VM1, App1, and Group1

NEW QUESTION 15

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant and a root management group. You create 10 Azure subscriptions and add the subscriptions to the rout
management group.

You need to create an Azure Blueprints definition that will be stored in the root management group. What should you do first?

A. Add an Azure Policy definition to the root management group.

B. Modify the role-based access control (RBAC) role assignments for the root management group.
C. Create a user-assigned identity.

D. Create a service principal.

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/role-based-access-control/elevate-access-global-admin

NEW QUESTION 20

- (Exam Topic 4)

You have five Azure subscriptions linked to a single Azure Active Directory (Azure AD) tenant. You create an Azure Policy initiative named
SecurityPolicylnitiativel.

You identify which standard role assignments must be configured on all new resource groups.

You need to enforce SecurityPolicylnitiativel and the role assignments when a new resource group is created. Which three actions should you perform in
sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.
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Actions

Publish an Azure Bluepnnts version

Assign an Azure bluepnnt

Create a policy assignment

Answer Area

©

Create a custom role-based access control (RBAC) role. @

Create a dedicated management subscription,

Create an Azure Bluepnnts definition.

Create an initiative assignment.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

©

https://docs.microsoft.com/en-us/azure/governance/blueprints/create-blueprint-portal https://docs.microsoft.com/en-us/azure/azure-australia/azure-policy

NEW QUESTION 21
- (Exam Topic 4)

Your network contains an Active Directory forest named contoso.com. The forest contains a single domain. You have an Azure subscription named Subl that is
associated to an Azure Active Directory (Azure AD)

tenant named contoso.com.

You plan to deploy Azure AD Connect and to integrate Active Directory and the Azure AD tenant. You need to recommend an integration solution that meets the

following requirements:

Ensures that password policies and user logon restrictions apply to user accounts that are synced to the Tenant Minimizes the number of servers required for the

solution.

Which authentication method should you include in the recommendation?

A. federated identity with Active Directory Federation Services (AD FS)
B. password hash synchronization with seamless single sign-on (SSO)

C. pass-through authentication with seamless single sign-on (SSO)

Answer: C

Explanation:

* 1. Ensures that password policies and user logon restrictions apply to user accounts that are synced to the tenant
>> Pass-Through Authentication enforce on-premises user account states, password policies, and sign-in hours.
* 2. Minimizes the number of servers required for the solution.

>> Pass-through needs a lightweight agent to be installed one (or more) on-premises servers.

>> PW Hash also require installing Azure AD Connect on your existing DC.

NEW QUESTION 26
- (Exam Topic 4)

You have an Azure subscription that contains the resources shown in the following table.

Name Type Attached to NSG
— Network security group - =
NSG NSG) Y OTOUP | M5 Not applicable
work secur oup | «
NSG2 I'_\Iei .-.D BROLIRY grow Subnet1 Not applicable
':N o)
Subneti Subnet Not applicable | Not applicable
VM5 Virtual machine Subnet1 NSG1

An IP address of 10.1.0.4 is assigned to VM5. VM5 does not have a public IP address. VM5 has just in time (JIT) VM access configured as shown in the following

exhibit.

Guaranteed success with Our exam guides

visit - https://www.certshared.com



Certshared now are offering 100% pass ensure az-500 dumps!
D CEr‘tShErEd https://www.certshared.com/exam/az-500/ (377 Q&AS)

JIT VM access configuration X

add [5] Save >} Discard

Configure the ports for which the just-in-time VM access will be applicable
Port Protocol Allowed source IPs IP range Time range {(hours)
3389 Any Fer reguest M/A 3 hours

You enable JIT VM access for VM5.
NSG1 has the inbound rules shown in the following exhibit.

Prionty Name Port Protocol Source Destination Action

100 i SecurityCenter-JITRule-,., 3389 Any Any 10.1.04 9 Allow
1000 SecurityCenter-JITRule_341.. 3369 Any Any 10.1.04 @ Deny
1001 ROP 3369 TP Any Any @ Allew
B5000 AllowVnetinBound Any Any VirtuaiNetwork VirtualNetwork O Allow
B5001 AllowAzurel padBalancerin... Ay Any AzureloadBalancer Any & Allow
65500 DenyAllinBound Any Any Any Any @ Deny

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Deleting the security rule that has a priority of 100 will revoke the approved JIT ® O
access request.
Remote Desktop access to VM3 1s blocked. Q O
An Azure Bastion host will enable Remote Desktop access to VMS from the internet. O O
A. Mastered
B. Not Mastered
Answer: A
Explanation:

Statements Yes No
Deleting the security rule that has a priority of 100 will revoke the approved JIT 1O ®
access request. - |
Remote Desktop access to VIMS is blocked. |—D_| @)
An Azure Bastion host will enable Remote Desktop access to VM5 from the intemet. O 1O,

NEW QUESTION 27
- (Exam Topic 4)
Your on-premises network contains the servers shown in the following table.
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Name Operating system Description

¥ il 1 " - F ] ’ " |
_'_ '_ L il i " - F. 1 .*. L] . L - ¥ .'I'

You have an Azure subscription That contains multiple virtual machines that run either Windows Server 2019 Of SLES.

'_|-.-..--_l'- - tame | . -

A. Mastered
B. Not Mastered

Answer: A
Explanation:

-I'nl-l"-" ctame: | b w |

NEW QUESTION 29

- (Exam Topic 4)

You have an Azure subscription that contains an Azure SQL database named sqgll. You plan to audit sqll.
You need to configure the audit log destination. The solution must meet the following requirements:

> Support querying events by using the Kusto query language.

> Minimize administrative effort. What should you configure?

A. an event hub
B. a storage account
C. a Log Analytics workspace

Answer: C
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/tutorial-log-analytics-wizard

NEW QUESTION 33

- (Exam Topic 4)

You have 15 Azure virtual machines in a resource group named RG1. All virtual machines run identical applications.
You need to prevent unauthorized applications and malware from running on the virtual machines. What should you do?

A. Apply an Azure policy to RG1.

Guaranteed success with Our exam guides
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B. From Azure Security Center, configure adaptive application controls.
C. Configure Azure Active Directory (Azure AD) Identity Protection.

D. Apply a resource lock to RG1.

Answer: B

Explanation:

Adaptive application control is an intelligent, automated end-to-end application whitelisting solution from Azure Security Center. It helps you control which
applications can run on your Azure and non-Azure VMs (Windows and Linux), which, among other benefits, helps harden your VMs against malware. Security
Center uses machine learning to analyze the applications running on your VMs and helps you apply the specific whitelisting rules using this intelligence.

Reference:

https://docs.microsoft.com/en-us/azure/security-center/security-center-adaptive-application

NEW QUESTION 34
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains three security groups named Groupl, Group2, and Group3 and the users

shown in the following table.

Name Role Member of
Userl Application administrator Groupl
User2 Application developer Group?2
User3 Cloud application administrator Group3

Group3 is a member of Group2.

In contoso.com, you register an enterprise application named Appl that has the following settings:

;)' Owners: Userl

> Users and groups: Group?2
You configure the properties of Appl as shown in the following exhibit.

R Save X Discard Delete Got feedback

Enabled for users to sign-in? e | Yes | No
Name* o Appl
Homepage URL o

Logo e
AP
Select a file [=

Application ID o 75082794-3617-4347-3c6d-E8¢ida564072
UbjECt ID o 4926abbc-ef57-4c01-2028-16d635cde655
User assignment required? o Yes | No

Visible to users e ' Yes | No

Notes o

For each of the following statements, select Yes if the statement is true. Otherwise, select no.

NOTE: Each correct selection is worth one point.

Statements

Yes

User1 has Appl listed on his My Apps portal.

User2 has Appl listed on her My Apps portal.

User3 has Appl listed on her My Apps portal.

A. Mastered
B. Not Mastered

Guaranteed success with Our exam guides
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Answer: A

Explanation:

Text Description automatically generated

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-access-portal

NEW QUESTION 38

- (Exam Topic 4)

You have three Azure subscriptions and a user named User1.

You need to provide Userl with the ability to manage and view costs for the resources across all three subscriptions. The solution must use the principle of least
privilege.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

NOTE: More than one order of answer choices is correct. You will receive credit for any of the correct orders you select.

Actions

Lreate a management group

Add the three subscniptions 1o the management group
Assian User1 the Global administrator role
Assign Userl the Cner role for the management
Qroup
Assign User1 the Cost Management Contnbutor role for
',r'u-_' managament Qi -“F_:

A. Mastered

B. Not Mastered
Answer: A

Explanation:

Create a management group Assign User1 the Cost Management Contnbutor rc

ity T MBNAGEMEM. QIOUD

Add the three subscnptions (0 the management group

e e e el it i e s e i T A S e |
Assign User1 the Global admunistrator role Assign User1 the Global admuristrator role
e e e T Ry DAL a
Assign User1 the Owner role for the management | pr e e e e e e == - |
group Add the three subscriptions to the management g
ity o R S o A B o J

|
1 Assign User1 the Cost Management Contributor role for

thé management group

NEW QUESTION 40

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Subscription. The subscription contains 50 virtual machines that run Windows Server 2012 R2 or Windows Server 2016.

You need to deploy Microsoft Antimalware to the virtual machines. Solution: You add an extension to each virtual machine.

Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

You can use Visual Studio to enable and configure the Microsoft Antimalware service. This entails selecting Microsoft Antimalware extension from the dropdown
list under Installed Extensions and click Add to configure with default antimalware configuration.

References:

https://docs.microsoft.com/en-us/azure/security/fundamentals/antimalware

NEW QUESTION 45
- (Exam Topic 4)
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You have an Azure subscription that contains the key vaults shown in the following table.

Name Days to retain Purge Permission model
3 deleted vaults | protection
KeyVault1 | 10 Enabled Azure role-based access control (Azure
RBAC)
KeyVault2 | 15 Disabled Azure role-based access control (Azure
RBAC)
The subscription contains the users shown in the following table.
Name Role Assigned to
Adminl | Key Vault Contributor KeyVaultl
Admin2 | Key Vault Secrets Officer KeyVault2
Admin3 | Key Vault Administrator KeyVault1

On June 1, you perform the following actions:

* Delete a key named keyl from KeyVaultl.

* Delete a secret named secret 1 from KeyVault2.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements Yes No

Admin1 can recover key1 on June 5.
Admin2 can purge secret1 on June 12

Admin3 can recover key1 on June 17.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Yes
Yes No

NEW QUESTION 47
- (Exam Topic 4)
You have a file named Filel.yaml that contains the following contents.
apiVersion: 218-16-01
location: eastus
name: containergroupl
properties:
containers:
- name: containerl
properties:
environmentVariables:
- name: 'Variablel'
value: 'Valuel'
- name: 'Variable2'
secureValue: 'Value2'
image: nginx
ports: []
resources:
requests:
cpu: 1.9
memoryInGB: 1.5
osType: Linux
restartPolicy: Always
tags: null
type: Microsoft.ContainerInstance/containerGroups

You create an Azure container instance named containerl by using Filel.yaml. You need to identify where you can access the values of Variablel and Variable2.
What should you identify? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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Variable1: v
Cannot be accessed

Can be accessed from the Azure portal only

Can be accessed from inside container1 only

Can be accessed from inside container1 and the Azure portal

Variable2: v

Cannot be accessed

Can be accessed from the Azure portal only

Can be accessed from inside container1 only

Can be accessed from inside container1 and the Azure portal

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/container-instances/container-instances-environment-variables

NEW QUESTION 51
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.

Name Member of | Mobile phone Hum"'(ﬁ:;?m:i“ﬂn" |
User1 | Group1 _ — 11235557890 | Disabled |
User2 | Groupl.Group2z |None | Enabled |
User3 | Group' | 123555 7891 | Required

You create and enforce an Azure AD Identity Protection user risk policy that has the following settings:
> Assignment: Include Groupl, Exclude Group2
> Conditions: Sign-in risk of Medium and above

> Access: Allow access, Require password change
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No

if User1 signs in from an unfamihar location, he must change his password.

If User2 signs in from an anonymous IP address, she must change her
password

if User3 signs in from a computer containing malware that is communicating
with known bot servers, he must change his password.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

Userl is member of Groupl. Sign in from unfamiliar location is risk level Medium. Box 2: Yes
User2 is member of Groupl. Sign in from anonymous IP address is risk level Medium. Box 3: No
Sign-ins from IP addresses with suspicious activity is low. Note:
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Sign-in Activity | Risk Level
Users with leaked credentials | High
Sign-ins from anonymous IP Medium
addresses
Impossible travel to atypical Medium
locations
Sign-ins from infected devices | Medium
Sign-ins from IP addresses with Low

suspicious activity

Sign-ins from unfamiliar locations Medium
Azure AD Identity protection can detect six types of suspicious sign-in activities:
> Users with leaked credentials
> Sign-ins from anonymous IP addresses
> Impossible travel to atypical locations
> Sign-ins from infected devices
> Sign-ins from IP addresses with suspicious activity

> Sign-ins from unfamiliar locations
These six types of events are categorized in to 3 levels of risks — High, Medium & Low: References:
http://www.rebeladmin.com/2018/09/step-step-guide-configure-risk-based-azure-conditional-access-policies/

NEW QUESTION 56
- (Exam Topic 4)
You have an Azure subscription that contains the Azure virtual machines shown in the following table.

Name Operating system
VM1 Windows 10
VM2 Windows Server 2016
VM3 Windows Server 2019
VM4 Ubuntu Server 18.04 LTS

You create an MDM Security Baseline profile named Profilel.
You need to identify to which virtual machines Profilel can be applied. Which virtual machines should you identify?

A. VM1 only

B. VM1, VM2, and VM3 only
C. VM1 and VM3 only

D. VM1, VM2, VM3, and VM4

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/security-baselines

NEW QUESTION 60

- (Exam Topic 4)

You are collecting events from Azure virtual machines to an Azure Log Analytics workspace. You plan to create alerts based on the collected events
You need to identify which Azure services can be used to create the alerts.

Which two services should you identify? Each correct answer presents a complete solution NOTE: Each correct selection is worth one point.

A. Azure Monitor

B. Azure Security Center

C. Azure Analytics Services
D. Azure Sentinel

E. Azure Advisor

Answer: AD
Explanation:

https://docs.microsoft.com/en-us/azure/analysis-services/analysis-services-overview
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NEW QUESTION 61

- (Exam Topic 4)

Your company has two offices in Seattle and New York. Each office connects to the Internet by using a NAT device. The offices use the IP addresses shown in the
following table.

Location |  IPaddressspace |  Public NAT segment
Seattle 110.10.0.0/16 [ 190.15.1.0724
(NewYork | 172.16.0.0/16 1194252024

The company has an Azure Active Directory (Azure AD) tenant named contoso.com. The tenant contains the users shown in the following table.

Name " Multi-factor authentication
| | (MFA)status
(Usert | Enabled
1_U5£I“2 | Enl'_orcecl

The MFA service settings are configured as shown in the exhibit. (Click the Exhibit tab.)
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For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Yes No
Iif User1 signs in to Azure from a device that uses an IP address of 134.18.14.10, User1 O O
must be authenticated by using a phone
If User2 signs in to Azure from a device in the Seattle office, User2 must be authenticated 0O O
by using the Microsoft Authenticator app
If User2 signs in to Azure from a device in the New York office, User1 must be authenticated O

by using a phone

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 2: No

Use of Microsoft Authenticator is not required.

Note: Microsoft Authenticator is a multifactor app for mobile devices that generates time-based codes used during the Two-Step Verification process.
Box 3: No

The New York IP address subnet is included in the "skip multi-factor authentication for request. References:
https://www.cayosoft.com/difference-enabling-enforcing-mfa/

NEW QUESTION 65

- (Exam Topic 4)

You have an Azure Storage account that contains a blob container named containerl and a client application named App1.
You need to enable Appl access to containerl by using Azure Active Directory (Azure AD) authentication.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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From Azure AD: v

Register App1

Create an access package
Implement an application proxy
Modify the authentication methods

From the storage account: v

Add a private endpoint

Regenerate the access key

Configure Access control (IAM).

Generate a shared access signature (SAS)

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Reference:

https://azure.microsoft.com/en-in/blog/announcing-the-preview-of-aad-authentication-for-storage/ https://github.com/MicrosoftDocs/azure-
docs/blob/master/articles/storage/common/storage-auth-aad-rbac-portal

NEW QUESTION 68

- (Exam Topic 4)

You have an Azure subscription that uses Azure Active Directory (Azure AD) Privileged Identity Management (PIM).

A PIM user that is assigned the User Access Administrator role reports receiving an authorization error when performing a role assignment or viewing the list of
assignments.

You need to resolve the issue by ensuring that the PIM service principal has the correct permissions for the subscription. The solution must use the principle of
least privilege.

Which role should you assign to the PIM service principle?

A. Contributor

B. User Access Administrator

C. Managed Application Operator
D. Resource Policy Contributor

Answer: B
NEW QUESTION 70
- (Exam Topic 4)

You have a network security group (NSG) bound to an Azure subnet.
You run Get-AzureRmNetworkSecurityRuleConfig and receive the output shown in the following exhibit.
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Hame

Description

Protocol

SourcePortRange
DestinationPortRange
SourcaehddressPrefix
DestinationhddressPrefix
SourcelpplicationSecurityGroups
DastinationfipplicationSecurityGroups
Acosss

Priority

Direction

Name

ProvisionlngState

Description

Protocol

SourcePortRange
DestinationPortRange
SourcelddressPrefix
DestinationfddressPrefix
SourcelfpplicationSecurityGroups
DestinationfpplicationSecurityGroupsa
Acoass

Priority

Dirsction

Nama

Description

Protocol

SourcePortRange
DestinationPortRange
SourcelhddressPrefix
DestinationAddressPrefix
SourcelipplicationSecurityGroups
DestinationfpplicationSecurityGroups
Acoass

Priority

Direction

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.

Traffic destined for an Azure Storage account is [answer choice),

DenyStorageAccess

L

{*)

{*)

{*}
{Storage)
[]

[]
Deny

105
Outbound

StorageEA2Allow
Sucosedsd

w
{*})
[443)
{*]}
{Storage/EaztlUS2)
[1
[]

Allow

104

Cutbound

Contoso_ FTPF

TCP
{*}
{21}
{1.2.3.4/32)
{10.0.0.5/32)
[]
[1
Allow
S04
Inbound

v

able to connect to East US

able to connect to East US 2

able to connect to West Europe
prevented from connecting to all regions

FTP connections from 1.2.3.4 t0 10.0.0.10/32 are [answer choice]. v
allowed
dropped
forwarded
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: able to connect to East US 2

The StorageEA2Allow has DestinationAddressPrefix {Storage/EastUS2} Box 2: dropped
Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/manage-network-security-group

NEW QUESTION 73
- (Exam Topic 4)
You have the hierarchy of Azure resources shown in the following exhibit.

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure az-500 dumps!
D CEr‘tSharEd https://www.certshared.com/exam/az-500/ (377 Q&AS)

("x

Tenant Root Group
i

v r

@)

ManagementGroup1 ManagementGroup?2

L W
Subscrrmi on Subs crpti onz2
| :
i v -
|
RG1 :
RG2 RG3
+
VM2

RG1, RG2, and RG3 are resource groups. RG2 contains a virtual machine named VM1.
You assign role-based access control (RBAC) roles to the users shown in the following table.

Name Role Added to resource
Usert Contributor Tenant Root Group
Virtual Machine %
User2 Eoothie Subscription2
HISER Virtual Machine RG2

Administrator Login

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
User1 can deploy virtual machines to RG1. O O
User?2 can delete VM2. O O

User3 can reset the password of the built-in Administrator account of VM2. O

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Statements Yes No
User1 can deploy virtual machines to RG1 19, ; O
User2 can delete VM2, O O
User3 can reset the password of the built-in Administrator account of VM2. O 10,

NEW QUESTION 76

- (Exam Topic 4)

You are configuring just in time (JIT) VM access to a set of Azure virtual machines.

You need to grant users PowerShell access to the virtual machine by using JIT VM access. What should you configure? To answer, select the appropriate options
in the answer area. NOTE: Each correct selection is worth one point.
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Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Permission that must be granted to users on YM: |rRead

TCP port that must be allowed: |22

* 1. Read permission

*2.5986

https://docs.microsoft.com/en-us/azure/security-center/just-in-time-explained#what-permissions-are-needed-to-c

NEW QUESTION 78

- (Exam Topic 4)

Update
W EEA
Wnie

»E
[ite ]

3389

58986

You have an Azure AD turned that contains a user named Userl. You purchase an App named Appl.
Userl needs to publish Appl by using Azure AD Application Proxy. Which role should you assign to Userl1?

A. Hybrid identity Administrator

B. Cloud App Security Administrator
C. Application Administrator

D. Cloud Application Administrate

Answer: C

NEW QUESTION 83

- (Exam Topic 4)

You have an Azure subscription that contains an Azure key vault named ContosoKeyl. You create users and assign them roles as shown in the following table.

' Name Subscription role assignment | ContosoKey1 role assignment |
|Usert  [Owner | None o {
| User2 | Secunty Admin ] | None - -

User3 None | User Access Administrator 1
| Userd | None . . ___| Key Vault Contributor _ |

You need to identify which users can perform the following actions:

> Delegate permissions for ContsosKeyl.

> Configure network access to ContosoKeyl.
Which users should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Delegate permissions for ContosoKey1

Configure network access to ContosoKey1

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

v

User1 only

User1 and User2 only

User1 and User3 only

User1 and User4 only

User1, User2, and User3 only
User1, User2, User3, and User4

v

User1 only

User1 and User2 only

User1 and User3 only

User1 and User4 only

User1, User2, and User3 only
User1, User2, User3, and User4
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https://docs.microsoft.com/en-gb/azure/key-vault/general/rbac-guide

NEW QUESTION 85
- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a hybrid configuration of Azure Active Directory (AzureAD). You have an Azure HDInsight cluster on a virtual network.

You plan to allow users to authenticate to the cluster by using their on-premises Active Directory credentials. You need to configure the environment to support the

planned authentication.
Solution: You create a site-to-site VPN between the virtual network and the on-premises network. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

You can connect HDInsight to your on-premises network by using Azure Virtual Networks and a VPN gateway.

Note: To allow HDInsight and resources in the joined network to communicate by name, you must perform the following actions:
Create Azure Virtual Network.

Create a custom DNS server in the Azure Virtual Network.

Configure the virtual network to use the custom DNS server instead of the default Azure Recursive Resolver.

Configure forwarding between the custom DNS server and your on-premises DNS server. References:
https://docs.microsoft.com/en-us/azure/hdinsight/connect-on-premises-network
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-portal

NEW QUESTION 90
- (Exam Topic 4)
You have an Azure subscription named Subscriptionl that contains the resources shown in the following table.

Name Type In resource group
Eg:g;gg’;ﬂ?’“m -bSef- Subscnption ID Not applicable
RG1 Resource group Not applicable
VM1 Virtual machine RG1
VNET1 Virtual network RG1
slorage Storage account RG1T
User1 User account Not applicable
You create an Azure role by using the following JSON file.
“properties”:{
“roleName”: “Rolel”,
“description”: “%,
“assignableScopes”:
“fguhscrip:iﬂnsf83725433-Edcd-4361-h5§f~55;58fed5?:ﬁ”,
“/subscriptions/8372£433-2dcd-4361-b5ef-5bl88fedBT7d0/resourceGroups/RG

“actions”:
“Microsoft.Compute/*"”

4 r

“notActions”: [],
“dataActions”: [],
“notDataActions”:

}

You assign Rolel to Userl for RG1.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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User1 can create a new virtual machine in RG1. O O
User can modify the properties of storage1. ® ®
User1 can attach the network interface of VM1 to VNET1. O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NO NO NO

Reference:
https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles#compute

NEW QUESTION 95

- (Exam Topic 4)

You have an Azure Active directory tenant that syncs with an Active Directory Domain Services (AD DS) domain.

You plan to create an Azure file share that will contain folders and files.

Which identity store can you use to assign permissions to the Azure file share and folders within the share? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.

Answer Area
Azure files share: =
Folders in the file share: v
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Azure files share:  AD DS onh -
rolders in the file share;  AD DS and Azure A v

NEW QUESTION 98

- (Exam Topic 4)

You have an Azure subscription that contains a web app named Appl.

Users must be able to select between a Google identity or a Microsoft identity when authenticating to Appl. You need to add Google as an identity provider in
Azure AD.

Which two pieces of information should you configure? Each correct answer presents part of the solution. Each correct selection is worth one point

A. a tenant name

B. atenant ID

C. the endpoint URL Of an application
D. aclientID

E. a client secret

Answer: DE
Explanation:

https://learn.microsoft.com/en-us/azure/app-service/configure-authentication-provider-google

NEW QUESTION 99
- (Exam Topic 4)
You have an Azure subscription that has a managed identity named identity and is linked to an Azure Active Directory (Azure AD) tenant. The tenant contains the
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resources shown in the following table.
Which resources can be added to AUl and AU2? To answer, select the appropriate options in the answer area.

Neme Type Assigned object t

alll Acdringstratre unil User! Gi ip |

AL Addrmras nalve unil MHone |
il L Mot applicable |
sioup? | Secunty group Mot applicable

aoups | M il 385 growg Mot applicable

Which resources can be added to AU1 and AU2? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
Arswer Area

AL and oup. '1']-

Croyupt and kdentity ] nhy

AL

el | Cidy

ALLT ardd laenitity | ondy
! and Groups only

ALLT, o A loentey | onily

I Ll D i) L= al

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Arswer Area

QEN Tty 1 oty

Al ] (elertity | Oy

Group ! and Groups only
A1 Lroup” apa dentity | onhe
o i [t TN ) =1 oa

I— H'L e ‘L-In'- II.|_ I a—' _._Ilr_.

NEW QUESTION 103
- (Exam Topic 4)
You create an alert rule that has the following settings:

> Resource: RG1
> Condition: All Administrative operations
> Actions: Action groups configured for this alert rule: ActionGroupl

> Alert rule name: Alertl
You create an action rule that has the following settings:

> Scope: VM1

> Filter criteria: Resource Type = "Virtual Machines"
> Define on this scope: Suppression

> Suppression config: From now (always)

b’ Name: ActionRulel
For each of the following statements, select Yes if the statement is true. Otherwise, select No. Note: Each correct selection is worth one point.
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Statements Yes No

If you start VM1, an alert is triggered. O O
If you start VM2, an alert is triggered. O O
If you add a tag to RG1, an alert is triggered. () O

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Box 1:

The scope for the action rule is set to VM1 and is set to suppress alerts indefinitely.

Box 2:

The scope for the action rule is not set to VM2. Box 3:

Adding a tag is not an administrative operation. References:
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-activity-log
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-action-rules

NEW QUESTION 105

- (Exam Topic 4)

You need to create an Azure key vault. The solution must ensure that any object deleted from the key vault be retained for 90 days.

How should you complete the command? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

New-AzureRmRKeyVault -VaultName ‘RKeyVaultl’ -ResourceGroupName ‘RG1’
-Location ‘East US’ v v
-EnabledF orDeployment -Confirm
-EnablePurgeProtection -DefaultProfile
-Tag -EnableSoftDelete
-SKU
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: -EnablePurgeProtection

If specified, protection against immediate deletion is enabled for this vault; requires soft delete to be enabled as well.

Box 2: -EnableSoftDelete

Specifies that the soft-delete functionality is enabled for this key vault. When soft-delete is enabled, for a grace period, you can recover this key vault and its
contents after it is deleted.

References:

https://docs.microsoft.com/en-us/powershell/module/azurerm.keyvault/new-azurermkeyvault

NEW QUESTION 110
- (Exam Topic 4)
You have an Azure subscription that contains the resources shown in the following table.

MNam T
| ___Name —1 . —rr !

L | AZure I Databate server
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SQL1 has the following configurations:
* Auditing: Enabled
« Audit log destination: storagel, Workspacel DB1 has the following configurations:
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* Auditing: Enabled
* Audit log destination: storage2 DB2 has auditing disabled.
Where are the audit logs for DB1 and DB2 stored? To answer, select the appropriate options in the answer area
NOTE: Each correct selection is worth one point.
Answer Area

||

£

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

L
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NEW QUESTION 115

- (Exam Topic 4)

You have a web app named WebAppl.

You create a web application firewall (WAF) policy named WAF1. You need to protect WebAppl by using WAF1.
What should you do first?

A. Deploy an Azure Front Door.
B. Add an extension to WebApp1.
C. Deploy Azure Firewall.

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/azure/frontdoor/quickstart-create-front-door

NEW QUESTION 118

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Subscription named Subl.

You have an Azure Storage account named Sal in a resource group hamed RG1.

Users and applications access the blob service and the file service in Sal by using several shared access signatures (SASs) and stored access policies.

You discover that unauthorized users accessed both the file service and the blob service. You need to revoke all access to Sal.

Solution: You generate new SASs. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Instead you should create a new stored access policy.
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To revoke a stored access policy, you can either delete it, or rename it by changing the signed identifier. Changing the signed identifier breaks the associations
between any existing signatures and the stored access policy. Deleting or renaming the stored access policy immediately affects all of the shared access

signatures associated with it.
References:

https://docs.microsoft.com/en-us/rest/api/storageservices/Establishing-a-Stored-Access-Policy

NEW QUESTION 123
- (Exam Topic 4)

You have an Azure Container Registry named ContRegl that contains a container image named imagel. You enable content trust for ContRegl.

After content trust is enabled, you push two images to ContRegl as shown in the following table.

Name |

134 & M an g
L i I -

mage: mage was pushed with
Which images are trusted images?
A. imagel and image2 only

B. image2 only
C. imagel, image2, and image3

Answer: B

Explanation:

Azure Container Registry implements Docker's content trust model, enabling pushing and pulling of signed images.
To push a trusted image tag to your container registry, enable content trust and push the image with docker push.

Depai!s
hent

To work with trusted images, both image publishers and consumers need to enable content trust for their Docker clients. As a publisher, you can sign the images

you push to a content trust-enabled registry.
Reference:

https://docs.microsoft.com/en-us/azure/container-registry/container-registry-content-trust

NEW QUESTION 127
- (Exam Topic 4)

Your network contains an on-premises Active Directory domain named contoso.com. The domain contains a user named Userl.

You have an Azure subscription that is linked to an Azure Active Directory (Azure AD) tenant named contoso.com. The tenant contains an Azure Storage account

named storagel. Storagel contains an Azure file share named sharel.

Currently, the domain and the tenant are not integrated.

You need to ensure that Userl can access sharel by using his domain credentials.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.

Actions

Create a private link to storagel.

Enable Active Directory Domain Services

(AD DS) authentication on storagel.

Implement Azure AD Connect.

Create a service endpoint to storagel.

Assign share-level permissions for sharel.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/security-center/security-center-compliance-dashboard

NEW QUESTION 129
- (Exam Topic 4)
You have an Azure subscription.

You plan to map an online infrastructure and perform vulnerability scanning for the following:

* ASNs
e Hostnames
* |P addresses
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» SSL certificates What should you use?

A. Microsoft Defender for Cloud

B. Microsoft Defender for Identity
C. Microsoft Defender for Endpoint
D. Microsoft Defender External Attack Surface Management (Defender EASM)

Answer: A

NEW QUESTION 133
- (Exam Topic 4)
You have an Azure subscription and the computers shown in the following table.

Name Operating system Description
VM1 Windows Server 2012 R2 Azure virtual machine
VM2 Red Hat Enterprise Linux Azure virtual machine
(RHEL) 8.2
Serverl Windows Server 2019 On-premises physical computer connected

to Microsoft Defender for Cloud

VMSS1_0 | Windows Server 2022

Azure virtual machine in a virtual machine
scale set

_—

You need to perform a vulnerability scan of the computers by using Microsoft Defender for Cloud. Which computers can you scan?

A. VM1 only

B. VM1 and VM2 only

C. Serverl and VMSS1.0 only

D. VM1, VM2, and Serverl only

E. VM1, VM2, Serverl, and VMSS1.0

Answer: A

NEW QUESTION 136
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant. You have the deleted objects shown in the following table.

Name Type Deleted on
Group1 Security group Aprl 5, 2020
Group?2 Office 365 group Aprl 5, 2020
User1 User March 25, 2020
User2 User Apnl 30, 2020

On May 4, 2020, you attempt to restore the deleted objects by using the Azure Active Directory admin center. Which two objects can you restore? Each correct
answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Groupl
B. Group2
C. User2
D. Userl

Answer: BC

Explanation:

Deleted users and deleted Office 365 groups are available for restore for 30 days. You cannot restore a deleted security group.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-restore-deleted

NEW QUESTION 139
- (Exam Topic 4)
You have the Azure Information Protection conditions shown in the following table.

Name Pattern Case sensitivity
Condition1 White On
Condition2 Black Off

ou have the Azure Information FProtection labels shown in the following table.

'~ Name | Appliesto | Uselabel | Setthe default label |
| Global | Notapplicable |None | None

Policy 1 User1 | Label | None ‘.
(Policy2  [Usert | Label2 | None '

You need to identify how Azure Information Protection will label files.
What should you identify? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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If User1 creates a Microsoft Word file that includes the text

‘Black and White’, the file will be assigned:

No label

Label1 only
Label2 only

Label1 and Label2

If User1 creates a Microsoft Notepad file that includes the

text "Black or white”, the file will be assigned:

No label

Label1 only
Label2 only

Label1 and Label2

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: Label 2 only

How multiple conditions are evaluated when they apply to more than one label

> The labels are ordered for evaluation, according to their position that you specify in the policy: The label positioned first has the lowest position (least sensitive)

and the label positioned last has the highest position (most sensitive).
> The most sensitive label is applied.

> The last sublabel is applied.
Box 2: No Label

Automatic classification applies to Word, Excel, and PowerPoint when documents are saved, and apply to Outlook when emails are sent. Automatic classification

does not apply to Microsoft Notepad.
References:

https://docs.microsoft.com/en-us/azure/information-protection/configure-policy-classification

NEW QUESTION 140
- (Exam Topic 4)

You have an Azure subscription that contains the virtual machines shown in the following table.

On which virtual machines is the Microsoft Monitoring agent installed?
A. VM3 only

B. VM1 and VM3 only

C. VM3 and VM4 only

D. VM1, VM2, VM3, and VM4

Answer: D

Explanation:

Name Operating system
VM1 Windows Server 2016
VM2 Ubuntu Server 18.04 LTS
From Azure Security Center, you turn on Auto Provisioning. You deploy the virtual machines shown in the following table.
Name Operating system
VM3 Windows Server 2016
VM4 Ubuntu Server 18.04 LTS

When automatic provisioning is enabled, Security Center provisions the Microsoft Monitoring Agent on all supported Azure VMs and any new ones that are

created.

Supported Operating systems include: Ubuntu 14.04 LTS (x86/x64), 16.04 LTS (x86/x64), and 18.04 LTS (x64) and Windows Server 2008 R2, 2012, 2012 R2,

2016, version 1709 and 1803.
References:
https://docs.microsoft.com/en-us/azure/security-center/security-center-faq

NEW QUESTION 144
- (Exam Topic 4)

You have an Azure subscription that contains an Azure SQL server named SQL1. SQL1 contains. You need to use Microsoft Defender for Cloud to complete a

vulnerability assessment for DB1. What should you do first?

A. From Advanced Threat Protection types, select SQL injection vulnerability.
B. Configure the Send scan report to setting.
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[_] CertShared

C. Set Periodic recurring scans to ON.
D. Enable the Microsoft Defender for SQL plan.

Answer: A

NEW QUESTION 145
- (Exam Topic 4)
You have an Azure subscription that contains the subnets shown in the following table.

p—

Hamc_ T \flltu;i_rlt'lwm‘;T LnE.aﬁen

The subscription contains Azure web app named WebApp1l that has the following configurations.
* Region West Us

* Virtual network VNetl

* VNet integration on: Enabled

* Qutbound subnet: Subnetll

* Windows plan (West US): ASP1

You plan to deploy an Azure web app named WebApp2 that will have the following settings:
* Region: West US

* VNet integration on-Enabled

* Windows plan (West UAS): WebApp2?

To which subnets can you integrate WebApp2?

A. Subnetll only

B. Subnet2 only

C. Subnetll or subnetl2 only

D. Subnet2 or Subnet21 only

E. Subnetll, subnet2, or Subnet21

Answer: C

NEW QUESTION 146

- (Exam Topic 4)

You have an Azure subscription.

You need to deploy an Azure virtual WAN to meet the following requirements:

* Create three secured virtual hubs located in the East US, West US, and North Europe Azure regions.
 Ensure that security rules sync between the regions. What should you use?

A. Azure Firewall Manager

B. Azure Virtual Network Manager
C. Azure Network Function Manager
D. Azure Front Door

Answer: A
NEW QUESTION 149

- (Exam Topic 4)
You have an Azure subscription that contains the resources shown in the following table.

"Namt_l

Type

*
+ '

You plan to deploy an Azure Private Link service named APL1. Which resource must you reference during the creation of APL1?

A. VMSS1
B. VM1
C. SQL
D. LB1

Answer: D

NEW QUESTION 154

- (Exam Topic 4)

You have a web app hosted on an on-premises server that is accessed by using a URL of https://www.contoso.com. You plan to migrate the web app to Azure.
You will continue to use https://www.contoso.com. You need to enable HTTPS for the Azure web app. What should you do first?

A. Export the public key from the on-premises server and save the key as a P7b file.

B. Export the private key from the on-premises server and save the key as a PFX file that is encrypted by using TripleDES.
C. Export the public key from the on-premises server and save the key as a CER file.

D. Export the private key from the on-premises server and save the key as a PFX file that is encrypted by using AES256.

Answer: B
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Explanation:
https://docs.microsoft.com/en-us/azure/app-service/configure-ssl-certificate#private-certificate-requirements

NEW QUESTION 155

- (Exam Topic 4)

Lab Task

use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password. place your cursor in the Enter password box and click on the password below. Azure Username: Userl -28681041@ExamUsers.com

Azure Password: GpOAe4@IDg

If the Azure portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.

The following information is for technical support purposes only: Lab Instance: 28681041

Task 9

You need to ensure that the rg1lod28681041n1 Azure Storage account is encrypted by using a key stored in the KeyVault28681041 Azure key vault.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
To ensure that the rg1lod28681041n1 Azure Storage account is encrypted by using a key stored in the KeyVault28681041 Azure key vault, you can follow these

steps:

In the Azure portal, search for and select the storage account named rg110d28681041n1.
In the left pane, select Encryption.

In the Encryption pane, select Customer-managed key.

In the Customer-managed key pane, select Select from Key Vault.

In the Select from Key Vault pane, enter the following information:

Key vault: Select the KeyVault28681041 Azure key vault.

Key: Select the key you want to use.

VWV NVNVNNVVY

Select Save.

NEW QUESTION 156

- (Exam Topic 4)

Note: The question is included in a number of questions that depicts the identical set-up. However, every question has a distinctive result. Establish if the solution
satisfies the requirements.

Your company has an Active Directory forest with a single domain, named weylandindustries.com. They also have an Azure Active Directory (Azure AD) tenant
with the same name.

You have been tasked with integrating Active Directory and the Azure AD tenant. You intend to deploy Azure AD Connect.

Your strategy for the integration must make sure that password policies and user logon limitations affect user accounts that are synced to the Azure AD tenant,
and that the amount of necessary servers are reduced.

Solution: You recommend the use of pass-through authentication and seamless SSO with password hash synchronization.

Does the solution meet the goal?

A. Yes
B. No

Answer: A

Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

NEW QUESTION 158

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result these questions will not appear in the review screen.

You use Azure Security Center for the centralized policy management of three Azure subscriptions. You use several policy definitions to manage the security of
the subscriptions.

You need to deploy the policy definitions as a group to all three subscriptions.

Solution: You create a policy initiative and assignments that are scoped to resource groups. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 159
- (Exam Topic 4)
You have an Azure subscription that contains the resources shown in the following table.
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Name Type Resource group |
RG1 Resource group | Not applicable |
RG2 Resource group Not applicable .
RG3 Resource group | Not applicable |
10 [ | Azure 5QL Database RG3

Transparent Data Encryption (TDE) is disabled on SQL1.
You assign policies to the resource groups as shown in the following table.

Name Condition Effect if condition is false Assignment
Policyl TDE enabled Deny RG1, RG2
Policy2 TDE enabled DeployIfNotExists RG2, RG3
Policy3 TDE enabled Audit RG1

You plan to deploy Azure SQL databases by using an Azure Resource Manager (ARM) template. The databases will be configured as shown in the following table.

MName Resource group TDE

5QL2 RG2 Disabled

S5QL3 RG1 Disabled

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

SQL1 will have TDE enabled automatically.
The deployment of SQL2 will fail.

SQL3 will be deployed and marked as noncompliant.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated
Reference:
https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects

NEW QUESTION 161

- (Exam Topic 4)

You have an Azure subscription that is linked to an Azure Active Directory (Azure AD) tenant. From the Azure portal, you register an enterprise application.
Which additional resource will be created in Azure AD?

A. a service principal
B. an X.509 certificate
C. a managed identity
D. a user account

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-are-added

NEW QUESTION 165

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com

You need to configure diagnostic settings for contoso.com. The solution must meet the following requirements:
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* Retain logs for two years.
* Query logs by using the Kusto query language
* Minimize administrative effort. Where should you store the logs?

A. an Azure Log Analytics workspace
B. an Azure event hub
C. an Azure Storage account

Answer: A

Explanation:
https://docs.microsoft.com/en-us/azure/azure-monitor/log-query/get-started-queries

NEW QUESTION 167

- (Exam Topic 4)

You are securing access to the resources in an Azure subscription.

A new company policy states that all the Azure virtual machines in the subscription must use managed disks. You need to prevent users from creating virtual
machines that use unmanaged disks.

What should you use?

A. Azure Monitor

B. Azure Policy

C. Azure Security Center
D. Azure Service Health

Answer: B

NEW QUESTION 170

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains a user named Userl.

You need to ensure that Userl can create and manage administrative units. The solution must use the principle of least privilege.
Which role should you assign to User1?

A. Privileged role administrator
B. Helpdesk administrator

C. Global administrator

D. Security administrator

Answer: A

NEW QUESTION 173

- (Exam Topic 4) You have an Azure subscription. You plan to create a storage account.

You need to use customer-managed keys to encrypt the tables in the storage account.

From Azure Cloud Shell, which three cmdlets should you run in sequence? To answer, move the appropriate cmdlets from the list of cmdlets to the answer area
and arrange them in the correct order.

Cmdlets Answer Area
New-AzStoragelAccountKey

New-AzStorageTable

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Text, table Description automatically generated with medium confidence

Reference:
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-configure-key-vault?tabs=pow

NEW QUESTION 176

- (Exam Topic 4)

Your company has an Azure subscription named Subscription1. Subscriptionl is associated with the Azure Active Directory tenant that includes the users shown in
the following table.
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Name Role
Userl Global administrator
User2 Billing administrator

User3 Owner
Userd Account Admin

The company is sold to a new owner.

The company needs to transfer ownership of Subscriptionl.

Which user can transfer the ownership and which tool should the user use? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

User: v
Userl
User?2
User3
User4
Tool: v

Azure Account Center
Azure Cloud Shell
Azure PowerShell
Azure Security Center

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Table Description automatically generated

Reference:
https://docs.microsoft.com/en-us/azure/cost-management-billing/manage/billing-subscription-transfer

NEW QUESTION 179

- (Exam Topic 4)

Lab Task

use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password. place your cursor in the Enter password box and click on the password below. Azure Username: Userl -28681041@ExamUsers.com
Azure Password: GpOAe4@IDg

If the Azure portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.

The following information is for technical support purposes only: Lab Instance: 28681041

Task 3

The developers at your company plan to create a web app named App28681041 and to publish the app to https://www.contoso.com. You need to perform the
following tasks:

* Ensure that App28681041 is registered to Azure AD.

» Generate a password for App28681041.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
To register App28681041 to Azure AD and generate a password for it, you can follow these steps:

> In the Azure portal, search for and select Azure Active Directory.

> In the left pane, select App registrations.

> Select New registration.

> In the Register an application pane, enter the following information:

2 Name: App28681041

> Supported account types: Select the appropriate account types for your scenario.
> Redirect URI: Leave this field blank.

> Select Register.

> In the App registrations pane, select the newly created App28681041 application.
> In the left pane, select Certificates & secrets.

> Select New client secret.
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> In the Add a client secret pane, enter the following information:

> Description: Enter a description for the client secret.
> Expires: Select an appropriate expiration date for the client secret.
> Select Add.

> In the Certificates & secrets pane, copy the value of the newly created client secret.
You can find more information on this topic in the following Microsoft documentation: Quickstart: Register an application with the Microsoft identity platform.

NEW QUESTION 184

- (Exam Topic 4)

You have a Azure subscription.

You enable Azure Active Directory (Azure AD) Privileged identify (PIM).

Your company’s security policy for administrator accounts has the following conditions:
* The accounts must use multi-factor authentication (MFA).

* The account must use 20-character complex passwords.

* The passwords must be changed every 180 days.

* The account must be managed by using PIM.

You receive alerts about administrator who have not changed their password during the last 90 days. You need to minimize the number of generated alerts.
Which PIM alert should you modify?

A. Roles don't require multi-factor authentication for activation.

B. Administrator aren’t using their privileged roles

C. Roles are being assigned outside of Privileged identity Management
D. Potential state accounts in a privileged role.

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-to-configure

NEW QUESTION 188

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains a user named Adminl. Adminl is assigned the Application developer role.
You purchase a cloud app named Appl and register Appl in Azure AD.

Adminl reports that the option to enable token encryption for Appl is unavailable.

You need to ensure that Adminl can enable token encryption for Appl in the Azure portal. What should you do?

A. Upload a certificate for Appl.

B. Modify the API permissions of Appl.

C. Add Appl as an enterprise application.

D. Assign Adminl the Cloud application administrator role.

Answer: C

Explanation:

This is a tricky one because uploading a certificate is also required. However, the question states that the Token Encryption option is unavailable. This is because
the app is not added as an enterprise application. When the app is added as an enterprise application, the Token Encryption option will be available. Then you can
upload the certificate.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/howto-saml-token-encryption

NEW QUESTION 189

- (Exam Topic 4)

Lab Task

use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password. place your cursor in the Enter password box and click on the password below. Azure Username: Userl -28681041@ExamUsers.com
Azure Password: GpOAe4@IDg

If the Azure portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.

The following information is for technical support purposes only: Lab Instance: 28681041

Task 10

You need to create a new Azure AD directory named 28681041.onmicrosoft.com. The new directory must contain a new user named
userl@28681041.onmicrosoft.com.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
To create a new Azure AD directory named 28681041.onmicrosoft.com that contains a new user named userl@?28681041.onmicrosoft.com, you can follow these
steps:

> In the Azure portal, search for and select Azure Active Directory.
> In the left pane, select Domains.

> Select Add domain.

> In the Add a custom domain pane, enter the following information:

>
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Domain name: Enter the domain name you want to use. For example, 28681041.onmicrosoft.com.
Add domain: Select Add domain.

In the left pane, select Users.

Select New user.

In the New user pane, enter the following information:

User name: Enter the user name you want to use. For example, userl@28681041.onmicrosoft.com.
Name: Enter the name of the user.

Password: Enter a password for the user.

VNV VN VVNVVY

Groups: Select the groups you want the user to be a member of.

> Select Create.
You can find more information on these topics in the following Microsoft documentation:

> Add a custom domain name to Azure Active Directory
> Create a new user in your organization - Azure Active Directory

NEW QUESTION 194

- (Exam Topic 4)

You have an Azure subscription that contains an Azure key vault and an Azure Storage account. The key vault contains customer-managed keys. The storage
account is configured to use the customer-managed keys stored In the key vault.

You plan to store data in Azure by using the following services:

* Azure Files

* Azure Blob storage

* Azure Log Analytics

* Azure Table storage

* Azure Queue storage

Which two services data encryption by using the keys stored in the key vault? Each correct answer present a complete solution.
NOTE: Each correct selection is worth one point.

A. Queue storage
B. Table storage
C. Azure Files

D. Blob storage

Answer: AC

Explanation:
https://docs.microsoft.com/en-us/azure/storage/common/account-encryption-key-create?tabs=portal

NEW QUESTION 199

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named Contoso.com and an Azure Service (AKS) cluster AKS1.

You discover that AKS1 cannot be accessed by using accounts from Contoso.com

You need to ensure AKS1 can be accessed by using accounts from Contoso.com The solution must minimize administrative effort.
What should you do first?

A. From Azure recreate AKS1,

B. From AKS1, upgrade the version of Kubermetes.
C. From Azure AD, implement Azure AD Premium P2.
D. From Azure AD, configure the User settings

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/aks/azure-ad-integration-cli

NEW QUESTION 201

- (Exam Topic 4)

You plan to deploy a custom policy initiative for Microsoft Defender for Cloud. You need to identify all the resource groups that have a Delete lock.

How should you complete the policy definition? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 204
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- (Exam Topic 4)

You have Azure Resource Manager templates that you use to deploy Azure virtual machines.

You need to disable unused Windows features automatically as instances of the virtual machines are provisioned.
What should you use?

A. device compliance policies in Microsoft Intune
B. Azure Automation State Configuration

C. application security groups

D. Azure Advisor

Answer: B

Explanation:

You can use Azure Automation State Configuration to manage Azure VMs (both Classic and Resource Manager), on-premises VMs, Linux machines, AWS VMs,

and on-premises physical machines.

Note: Azure Automation State Configuration provides a DSC pull server similar to the Windows Feature DSCService so that target nodes automatically receive
configurations, conform to the desired state, and report back on their compliance. The built-in pull server in Azure Automation eliminates the need to set up and
maintain your own pull server. Azure Automation can target virtual or physical Windows or Linux machines, in the cloud or on-premises.

References:
https://docs.microsoft.com/en-us/azure/automation/automation-dsc-getting-started

NEW QUESTION 208

- (Exam Topic 4)
You have an Azure subscription that contains the virtual machines shown in the following table.
__Name | Location | Virtual network name
VM1 EastUS | VNETH1
VM2 West US VNET2
| VM3 East US VNET1
| VM4 West US VNET3

All the virtual networks are peered. You deploy Azure Bastion to VNET2.
Which virtual machines can be protected by the bastion host?

A. VM1, VM2, VM3, and VM4
B. VM1, VM2, and VM3 only
C. VM2 and VM4 only

D. VM2 only

Answer: A
Explanation:

https://docs.microsoft.com/en-us/azure/bastion/vnet-peering

NEW QUESTION 210
- (Exam Topic 4)

You have an Azure Storage account named storagel and an Azure virtual machine named VM1. VM1 has a premium SSD managed disk.

You need to enable Azure Disk Encryption for VM1.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange then in the

correct order.
Actions ' Answer Area

|Run the Set-AzVMDiskEncryptionExtension cmdlet
|

| Set the Key Vault access policy to Enable access to Azure
Virtual Machines for deployment.

| Set the Key Vault access policy to Enable access to Azure
' Disk Encryption for volume encryption :

| Generate a key vault certificate.
|
|

| Create an Azure key vault
|

Configure storage1 to use a customer-managed key. i

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Graphical user interface, text, application Description automatically generated
Reference:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/disk-encryption-key-vault

NEW QUESTION 213
- (Exam Topic 4)
You have the Azure virtual machines shown in the following table.

Name ' Location Connected to
VM1 West US 2 VNET1/Subnet1
VM2 West US 2 VNET 1/Subnet1
VM3 West US 2 VNET 1/Subnet?
VM4 | East US VNET2/Subnet3
VM5 | West US 2 VNET5/Subnet5

Each virtual machine has a single network interface.
You add the network interface of VM1 to an application security group hamed ASGL1.
You need to identify the network interfaces of which virtual machines you can add to ASG1. What should you identify?

A. VM2 only

B. VM2, VM3, VM4, and VM5
C. VM2, VM3, and VM5 only
D. Vm2 and Vm3 only

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/application-security-groups

NEW QUESTION 218

- (Exam Topic 4)

You have an Azure subscription named Subl.

In Azure Security Center, you have a workflow automation named WF1. WF1 is configured to send an email message to a user named Userl.
You need to modify WF1 to send email messages to a distribution group named Alerts. What should you use to modify WF1?

A. Azure Application Insights
B. Azure Monitor

C. Azure Logic Apps Designer
D. Azure DevOps

Answer: C

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/security-center/workflow-automation
https://docs.microsoft.com/en-us/learn/modules/resolve-threats-with-azure-security-center/6-exerciseconfigure-p

NEW QUESTION 223

- (Exam Topic 4)

You have an Azure subscription that contains a Microsoft Defender External Attack Surface Management (Defender EASM) resource named EASM1. EASM1 has
discovery enabled and contains several inventory assets.

You need to identify which inventory assets are vulnerable to the most critical web app security risks. Which Defender EASM dashboard should you use?

A. Attack Surface Summary
B. GDPRCompliance

C. Security Posture

D. OWASPTopIO

Answer: D

NEW QUESTION 224
- (Exam Topic 4)

You have an Azure subscription that contains an Azure Active Directory (Azure AD) tenant named contoso.com. The tenant contains the users shown in the
following table.

.~ Name Subscription role Azure AD user role

User1 | Owner | None

 User2 | Contributor | None

' User3 Security Admin | None |
User4 | None | Service administrator |

You create a resource group named RG1.

Which users can modify the permissions for RG1 and which users can create virtual networks in RG1? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.
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Users who can modify the permissions for RG1: v
User1 only
User1 and User2 only
User1 and User3 only
User1, User2 and User3 only
User1, User2, User3, and User4

Users who can create virtual networks in RG1: | i : v
User1 only
| User1 and User2 only
| User1 and User3 only
| User1, User2 and User3 only
| User1, User2, User3, and User4

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: Only an owner can change permissions on resources.
Box 2: A Contributor can create/modify/delete anything in the subscription but cannot change permissions.

NEW QUESTION 229

- (Exam Topic 4)

You have an Azure Kubernetes Service (AKS) cluster that will connect to an Azure Container Registry. You need to use automatically generated service principal
for the AKS cluster to authenticate to the Azure

Container Registry.

What should you create?

A. a secret in Azure Key Vault

B. a role assignment

C. an Azure Active Directory (Azure AD) user
D. an Azure Active Directory (Azure AD) group

Answer: B

Explanation:
References:
https://docs.microsoft.com/en-us/azure/aks/kubernetes-service-principal

NEW QUESTION 230

- (Exam Topic 4)

You have an Azure Storage account named storagel that has a container named containerl. You need to prevent the blobs in containerl from being modified.
What should you do?

A. From containerl, change the access level.

B. From containerl add an access policy.

C. From containerl, modify the Access Control (LAM) settings.
D. From storagel , enable soft delete for blobs.

Answer: B
Explanation:
References:

https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-immutable-storage?tabs=azure-portal

NEW QUESTION 234
- (Exam Topic 4)
You have an Azure subscription named Subl that contains the virtual machines shown in the following table.

Name i Resource group
VM1 | RG1
VM2 | RG2
VM3 | RG1
VM4 RG2

You need to ensure that the virtual machines in RG1 have the Remote Desktop port closed until an authorized user requests access.
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What should you configure?

A. Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
B. an application security group

C. Azure Active Directory (Azure AD) conditional access

D. justin time (JIT) VM access

Answer: D

Explanation:

Just-in-time (JIT) virtual machine (VM) access can be used to lock down inbound traffic to your Azure VMs, reducing exposure to attacks while providing easy
access to connect to VMs when needed.

Note: When just-in-time is enabled, Security Center locks down inbound traffic to your Azure VMs by creating an NSG rule. You select the ports on the VM to
which inbound traffic will be locked down. These ports are controlled by the just-in-time solution.

When a user requests access to a VM, Security Center checks that the user has Role-Based Access Control (RBAC) permissions that permit them to successfully
request access to a VM. If the request is approved, Security Center automatically configures the Network Security Groups (NSGs) and Azure Firewall to allow
inbound traffic to the selected ports and requested source IP addresses or ranges, for the amount of time that was specified. After the time has expired, Security
Center restores the NSGs to their previous states. Those connections that are already established are not being interrupted, however.

Reference:

https://docs.microsoft.com/en-us/azure/security-center/security-center-just-in-time

NEW QUESTION 237

- (Exam Topic 4)

You have 10 virtual machines on a single subnet that has a single network security group (NSG). You need to log the network traffic to an Azure Storage account.
Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Install the Network Performance Monitor solution.
B. Enable Azure Network Watcher.

C. Enable diagnostic logging for the NSG.

D. Enable NSG flow logs.

E. Create an Azure Log Analytics workspace.

Answer: D

Explanation:

A network security group (NSG) enables you to filter inbound traffic to, and outbound traffic from, a virtual machine (VM). You can log network traffic that flows
through an NSG with Network Watcher's NSG flow log

capability. Steps include:

> Create a VM with a network security group

> Enable Network Watcher and register the Microsoft.Insights provider

> Enable a traffic flow log for an NSG, using Network Watcher's NSG flow log capability
> Download logged data

> View logged data Reference:
https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-nsg-flow-logging-portal

NEW QUESTION 242
- (Exam Topic 4)
You have an Azure key vault named KeyVaultl that contains the items shown in the following table.

Name | Type
Iteml1 | Key
tem?2 | Secret
Policy1 Access policy

In KeyVault, the following events occur in sequence:
> Item1 is deleted
> Administrator enables soft delete

> Item2 and Policyl are deleted.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
You can recover Policy1 O O
You can add a new key named ltem1 O O
You can add a new secret named Item?2 O O
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
NO. Policies cannot be recovered YES, Item1 is permanently deleted
NO, You cannot use the same name cause ltem2 is in Seoft-deleted status https://docs.microsoft.com/en-us/azure/key-vault/general/soft-delete-overview

NEW QUESTION 247

- (Exam Topic 4)

From Azure Security, you create a custom alert rule.

You need to configure which users will receive an email message when the alert is triggered. What should you do?

A. From Azure Monitor, create an action group.

B. From Security Center, modify the Security policy settings of the Azure subscription.

C. From Azure Active Directory (Azure AD). modify the members of the Security Reader role group.
D. From Security Center, modify the alert rule.

Answer: A
Explanation:

References:
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/action-groups

NEW QUESTION 251

- (Exam Topic 4)

You need to configure an access review. The review will be assigned to a new collection of reviews and reviewed by resource owners.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

Create an access review program.

Set Reviewers to Selected users

Create an access review audit @ @

Create an access review control
Set Reviewers to Group owners

Set Reviewers to Members

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Step 1: Create an access review program Step 2: Create an access review control Step 3: Set Reviewers to Group owners

In the Reviewers section, select either one or more people to review all the users in scope. Or you can select to have the members review their own access. If the
resource is a group, you can ask the group owners to review.

Bayijgwars

Praograme
qarar

References:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review https://docs.microsoft.com/en-us/azure/active-
directory/governance/manage-programs-controls

NEW QUESTION 253
- (Exam Topic 4)
You have an Azure AD tenant that contains the users shown in the following table.
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Name

Uséf aeui:e

You enable passwordless authentication for the tenant.

User1 Android mobile device with facial recognition
User2 Windows device with Windows Hello for Business-compatible hardware

Which authentication method can each user use for passwordless authentication? To answer, drag the appropriate authentication methods to the correct users.
Each authentication method may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Authentication methods

FIDO2 security key anly

Microsaft Authenticator app only

Windows Hello for Business only

Microsoft Authenticator app and
Windows Hello for Business anly

security key only

Windows Hello for Business and FIDO?2

Microsaft Authenticator app, Windows
Hello for Business, and FIDO2 security key

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Authentication methods

FIDO2 security key only

Microsoft Authenticator app only

Windows Hello for Business only

Microsoft Authenticator app and
Windows Hello for Business only

security key only

Windows Hello for Business and FIDO2

Microsoft Authenticator app, Windows
Hello far Business, and FIDO2 security key

NEW QUESTION 258
- (Exam Topic 4)

Answer Area
Userl: ! Authentication method |

Answer Area

Userl: i Microsoft Authenticator app only

User2: | Windows Hello for Business only '

You have an Azure subscription that contains the custom roles shown in the following table.

Name

Type

Role1 | Azure Active Directory (Azure AD)

Role2 | Azure subscription

In the Azure portal, you plan to create new custom roles by cloning existing roles. The new roles will be configured as shown in the following table.

Name Type

Role3 | Azure AD

Roled | Azure subscription

Which roles can you clone to create each new role? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Role3: v
Role1 only
Built-in Azure AD roles only
Role1 and built-in Azure AD roles only
Role1, built-in Azure AD roles, and built-in Azure subscription roles

Role4:
Role2 only
Built-in Azure AD roles only
Role2 and built-in Azure subscription roles only
Role2, built-in Azure subscription roles, and built-in Azure AD roles
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/roles/custom-create https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal

NEW QUESTION 260

- (Exam Topic 4)

You plan to use Azure Sentinel to create an analytic rule that will detect suspicious threats and automate responses.
Which components are required for the rule? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Detect suspicious threats: -
A Kusto query language query
A Transact-SQL query

An Azure PowerShell query

An Azure Sentinel playbook

Automate responses: hd
An Azure Functions app

An Azure PowerShell script

An Azure Sentinel playbook

An Azure Sentinel workbook

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

NEW QUESTION 263

- (Exam Topic 4)

You have an Azure subscription that contains the following resources:

* An Azure key vault

« An Azure SQL database named Databasel

» Two Azure App Service web apps named AppSrvl and AppSrv2 that are configured to use system-assigned managed identities and access Databasel
You need to implement an encryption solution for Databasel that meets the following requirements:

» The data in a column named Discount in Databasel must be encrypted so that only AppSrv1 can decrypt the data.

» AppSrvl and AppSrv2 must be authorized by using managed identities to obtain cryptographic keys. How should you configure the encryption settings fa
Databasel To answer, select the appropriate options in

the answer area.

NOTE: Each correct selection is worth one point
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To configure the encryption of Dat

Always Encrypted by uaing Azure Key Vault

Abways Endypred by using the Windows Certificate Store

Transparent Data Encryption (TOE) by using Azure Key Yault intagration

Transparent Data Encryption [TDE} by using Bring Your Own Key (BYOK)

To obtam the cryptographc keys

- 1-
reate an access policy m Azure B7) Vault

penerate a key on an HSM device
mport App Senace cerificates to AppSrv1 and AppSnv2

Reqgister an enterprse application in Azure AL

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Text Description automatically generated with medium confidence

Reference:
https://docs.microsoft.com/en-us/azure/azure-sql/database/always-encrypted-azure-key-vault-configure?tabs=az

NEW QUESTION 264

- (Exam Topic 4)
You have an Azure subscription that contains the resources shown in the following table.
Name Type Resource group Location
RGT Resource group Not applicable West US
Managed1 | Managed identity RGT West US

The subscription is linked to an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.
Name | Usage location
User1 | United States
User2 | Germany

You create the groups shown in the following table.

Name Type Membership type
Group1 | Security Dynamic User
Group?2 | Microsoft 365 Dynamic User

The membership rules for Groupl and Group2 are configured as shown in the following exhibit.
Dynamic membership rules - X

- = i .
o Got feedback?

Configure Rules Validate Rules (Preview)

You can use the rule builder or rule syntax text box to create or edit a dynamic
membership rule., Learn more

And/Or Property Operator Value
accountEnabled Equals true
O « usagelLocation - Equals : LIS
Add expression =i Gel custom extension properties
Rule syntax E

(user.accountEnabled -eq true) or (user.usagelocation - eg "US")

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements

Yes

User1 is a member of Group1 and Group?2. O

User2 is a member of Group2 only.

O

Managed1 is a member of Group1 and Group?2. @

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Text Description automatically generated

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-dynamic-membership

NEW QUESTION 267

- (Exam Topic 4)

You have an Azure subscription that contains the resources shown in the following table.

) Resource
Name Type Region
- group
| SOL1 Azure SOL database Fast US R{31
Analytics] Azure Log Analytics workspace East U5 RG1T
Analyticsd Azure Log Analytics workspace Last US RGZ2
| Analytics3 Azure Log Analytics workspace West Europe | RG1
You create the Azure Storage accounts shown in the following table.
| = Resource Stora |  Access tier
Name Region e
szl Ve group | accounttype | (default) |
Storage] East US RG 1 Lodal
' , General |
| Storage2 | East US RG2 . Not applicable |
| : purpose |
- == N - | . _ | PUTPUSE ¥ 1 . |
. - | = General .
Storages RG Hot

West Europe

You need to configure auditing for SQLL1.
Which storage accounts and Log Analytics workspaces can you use as the audit log destination? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

purpase V2

Storage accounts that can be used as the audit log

destination:

Log Analytics workspaces that can be used as the audit log

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Guaranteed success with Our exam guides
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Answer Area

Storage accounts that can be used as the audit log |
destination; |

|5torage] only 3

Storage only

Storagel and Storage2 only
Storage), StorageZ, and Storages

Lng ﬂnal:r[lcs workspaces that can be used as the audit h:g
destination:

Analytics1 only
Analytics1 and Analytics2 only

dAnalytics) apd Apaldksd ooly . —

Analytics1, Analytics2, and Analytics3 !

NEW QUESTION 269

- (Exam Topic 4)
You have an Azure subscription that contains the resources shown in the following table.
Name Type
VM1 Virtual machine
VNET1 Virtual network
storage1 Storage account
| Vauit1 Key vault

You plan to enable Azure Defender for the subscription. Which resources can be protected by using Azure Defender?

A. VM1, VNET], storagel, and Vaultl
B. VM1, VNET1, and storagel only
C. VM1, storagel, and Vaultl only

D. VM1 and VNET1 only

E. VM1 and storagel only

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/security-center/azure-defender

NEW QUESTION 273
- (Exam Topic 4)

You have an Azure subscription that contains an Azure key vault named KeyVaultl and the virtual machines shown in the following table.

Name Private IP address Public IP address Connected to
VM1 10.7.0.4 51.144.245.152 VNET1/Default
VM2 10.8.0.4 104.45.9.227 VNETZ!DEfault

You set the Key Vault access policy to Enable access to Azure Disk Encryption for volume encryption. KeyVaultl is configured as shown in the following exhibit.
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B X
Allow access from: All networks @ Selected networks
) Configure network access control for your key vault. Learn More
Virtual networks: + Add existing virtual networks + Add new virtual network
VIRTUAL NETWORK SUBNET RESOURCE GROUP SUBSCRIPTION
VNET1 default RG1
Firewall: O
IPv4 ADDRESS OR CIDR
Exception:
Allow trusted Microsoft services to bypass ® Yes No

this firewall? : g . ;
0 @) This setting is related to firewall only. In order to access this key vault, the trusted

service must also be given explicit permissions in the Access policies section.

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No
From VM1, users can manage the keys and secrets
stored in KeyVaultl. O O
From VM2, users can manage the keys and secrets O O
stored in KeyVaultl.
VM2 can use KeyVault for Azure Disk Encryption O O
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Statements Yes No
From VM1, users can manage the keys and secrets -
stored in KeyVault1. 4

From VM2, users can manage the keys and secrets =
stored in KeyVaultl. a

O O ©

O

VM2 can use KeyVault for Azure Disk Encryption

NEW QUESTION 278
- (Exam Topic 4)

You have been tasked with applying conditional access policies for your company’s current Azure Active Directory (Azure AD).

The process involves assessing the risk events and risk levels.
Which of the following is the risk level that should be configured for users that have leaked credentials?

A. None

B. Low
C. Medium
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D. High

Answer: D

Explanation:
These six types of events are categorized in to 3 levels of risks — High, Medium & Low:
Table Description automatically generated

Sign-in Activity Risk Level ,
|
Users with leaked credentials | High |
I
Sign-ins from anonymous IP Medium
addresses 4
Impossible travel to atypical Medium
locations .
Sign-ins from infected devices | Medium |
Sign-ins from IP addresses with Low
suspicious activity
' Sign-ins from unfamiliar locations | Medium |

Reference:
http://www.rebeladmin.com/2018/09/step-step-guide-configure-risk-based-azure-conditional-access-policies/

NEW QUESTION 283

- (Exam Topic 4)

On Monday, you configure an email notification in Azure Security Center to notify user userl@contoso.com. On Tuesday, Security Center generates the security
alerts shown in the following table.

Time Description Severity |
01:00 | Failed RDP brute force attack Medium
01:01 | Successful RDP brute force attack High
06:10 | Suspicious process executed High
09:00 | Malicious SQL activity High
11:15 | Network communication with a malicious machine detected | Low
13:30 | Suspicious process executed High
14:00 | Failed RDP brute force attack Medium
16:01 | Successful RDP brute force attack High
23:20 | Possible outgoing spam activity detected Low
23:25 | Modified system binary discovered in dump file High
23:30 | Malicious SQL activity High

How many email notifications will userl@contoso.com receive on Tuesday? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Total number of Security Center email notifications about an RDP

brute force attack on Tuesday: v
1
2
3
4
Total number of Security Center email notifications on Tuesday: v
3
4
6
9
11

A. Mastered
B. Not Mastered
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Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-provide-security-contact-details

NEW QUESTION 287

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant.

You need to prevent nonprivileged Azure AD users from creating service principals in Azure AD. What should you do in the Azure Active Directory admin center of
the tenant?

A. From the Properties Wade, set Enable Security defaults to Yes.

B. From the Properties blade, set Access management fen Azure resources to No

C. From the User settings blade, set Users can register applications to No

D. From the User settings blade, set Restrict access to Azure AD administration portal to Yes.

Answer: C

NEW QUESTION 291

- (Exam Topic 4)

You have a Microsoft Sentinel deployment.

You need to connect a third-party security solution to the deployment. The third-party solution will send Common Event Format (CER-formatted messages.
What should you include in the solution? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
Answer Area

:'i:’|"|ljjr

Forward events to Microsoft Sentinel by using -

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Arca

Deploy: A Windows server and a Windows Event Forwarding subscription -

Forward events to Microsoft Sentinel by using: = An Azure Log Analytics agent S

NEW QUESTION 296

- (Exam Topic 4)

You have an Azure subscription that contains several Azure SQL databases and an Azure Sentinel workspace.

You need to create a saved query in the workspace to find events reported by Advanced Threat Protection for Azure SQL Database.
What should you do?

A. From Azure CLI run the Get-AzOperationallnsightsworkspace cmdlet.

B. From the Azure SQL Database query editor, create a Transact-SQL query.

C. From the Azure Sentinel workspace, create a Kusto Query Language query.

D. From Microsoft SQL Server Management Studio (SSMS), create a Transact-SQL query.

Answer: C

NEW QUESTION 297

- (Exam Topic 4)

Note: The question is included in a number of questions that depicts the identical set-up. However, every question has a distinctive result. Establish if the solution
satisfies the requirements.

Your company has an Active Directory forest with a single domain, named weylandindustries.com. They also have an Azure Active Directory (Azure AD) tenant
with the same name.

You have been tasked with integrating Active Directory and the Azure AD tenant. You intend to deploy Azure AD Connect.

Your strategy for the integration must make sure that password policies and user logon limitations affect user accounts that are synced to the Azure AD tenant,
and that the amount of necessary servers are reduced.

Solution: You recommend the use of federation with Active Directory Federation Services (AD FS). Does the solution meet the goal?

A. Yes
B. No

Answer: B
Explanation:
A federated authentication system relies on an external trusted system to authenticate users. Some companies want to reuse their existing federated system

investment with their Azure AD hybrid identity solution. The maintenance and management of the federated system falls outside the control of Azure AD. It's up to
the organization by using the federated system to make sure it's deployed securely and can handle the authentication load.
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Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta

NEW QUESTION 302
- (Exam Topic 4)

You have an Azure subscription that contains the resources shown in the following Table.

Name | Type
VM1 | Virtual machine
VNET1 | Virtual network
storage Storage account
Vault1 Key vault

You plan to enable Microsoft Defender for Cloud for the subscription. Which resources can be protected by using Microsoft Defender for Cloud?

A. VM1, VNET1, and st

oragel only

B. VM1, storagel, and Vaultl only
C. VM1.VNET1], storagel, and Vaultl
D. VM1 and storagel only

E. VM1 and VNET only

Answer: C

NEW QUESTION 305
- (Exam Topic 4)

You have an Azure subscription named Sub1 that contains the Azure key vaults shown in the following table:

Name Region Resource group
Vaultl West Europe RG1
Vault2 East US RG1
Vault3 West Europe RG2
Vaultd East US RG2
In Subl, you create a virtual machine that has the following configurations:
> Name: VM1
> Size: DS2v2

> Resource group: RG1

> Region: West Europe

> Operating system: Windows Server 2016
You plan to enable Azure Disk Encryption on VM1.
In which key vaults can you store the encryption key for VM1?

A. Vaultl or Vault3 only

B. Vaultl, Vault2, Vault3, or Vault4

C. Vaultl only
D. Vaultl or Vault2 only

Answer: A

Explanation:

In order to make sure the encryption secrets don'’t cross regional boundaries, Azure Disk Encryption needs the Key Vault and the VMs to be co-located in the

same region. Create and use a Key Vault that is in the same region as the VM to be encrypted.

Reference:

https://docs.microsoft.com/en-us/azure/security/azure-security-disk-encryption-prerequisites

NEW QUESTION 309

- (Exam Topic 4)
HOTSPOT
Your company has an Azure subscription named Subscriptionl that contains the users shown in the following table.
Name Role
Jser1 Global administrator
User/Z Billing administrator
Lser: Owner
Userd4 Account Admin

The company is sold to a new owner.
The company needs to transfer ownership of Subscriptionl.

Which user can transfer the ownership and which tool should the user use? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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User: v

User1
User2
User3
User4

Tool: v
Azure Account Center
Azure Cloud Shell
Azure PowerShell
Azure Security Center
A. Mastered

B. Not Mastered
Answer: A
Explanation:

Box 1; User2
Billing Administrator

Select Transfer billing ownership for the subscription that you want to transfer.

Enter the email address of a user who's a billing administrator of the account that will be the new owner for the subscription.

Box 2: Azure Account Center Azure Account Center can be used. Reference:
https://docs.microsoft.com/en-us/azure/billing/billing-subscription-transfer#transfer-billing-ownership-of-an-azu

NEW QUESTION 312
- (Exam Topic 4)

—

You have an Azure subscription that contains the resources shown in the following table.

Name | Type Description
RG1 Resource group | Used to store virtual machines
RG2 Resource group | Used to store virtual networks
ServerAdmins | Security group Used to manage virtual machines

You need to ensure that ServerAdmins can perform the following tasks:

> Create virtual machines in RG1 only.

> Connect the virtual machines to the existing virtual networks in RG2 only.

The solution must use the principle of least privilege.

Which two role-based access control (RBAC) roles should you assign to ServerAdmins? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. a custom RBAC role for RG2

B. the Network Contributor role for RG2

C. the Contributor role for the subscription

D. a custom RBAC role for the subscription

E. the Network Contributor role for RG1

F. the Virtual Machine Contributor role for RG1

Answer: AF

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles

NEW QUESTION 314
- (Exam Topic 4)
Your company recently created an Azure subscription.

You have been tasked with making sure that a specified user is able to implement Azure AD Privileged Identity Management (PIM).
Which of the following is the role you should assign to the user?

A. The Global administrator role.

B. The Security administrator role.

C. The Password administrator role.
D. The Compliance administrator role.

Answer: A

Explanation:

To start using PIM in your directory, you must first enable PIM.
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[_] CertShared
* 1. Sign in to the Azure portal as a Global Administrator of your directory.

You must be a Global Administrator with an organizational account (for example, @yourdomain.com), not a Microsoft account (for example, @outlook.com), to
enable PIM for a directory.

Scenario: Technical requirements include: Enable Azure AD Privileged Identity Management (PIM) for contoso.com
Reference:

https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-getting-started

NEW QUESTION 319

- (Exam Topic 4)

You have an Azure subscription.

You create a new virtual network named VNet1.

You plan to deploy an Azure web app named Appl that will use VNetl and will be reachable by using private IP addresses. The solution must support inbound and
outbound network traffic.

What should you do?

A. Create an Azure App Service Hybrid Connection.
B. Configure regional virtual network integration.

C. Create an App Service Environment

D. Create an Azure application gateway.

Answer: D

NEW QUESTION 324

- (Exam Topic 4)

Your company plans to create separate subscriptions for each department. Each subscription will be associated to the same Azure Active Directory (Azure AD)
tenant.

You need to configure each subscription to have the same role assignments. What should you use?

A. Azure Security Center

B. Azure Policy

C. Azure AD Privileged Identity Management (PIM)
D. Azure Blueprints

Answer: D

Explanation:

Just as a blueprint allows an engineer or an architect to sketch a project's design parameters, Azure Blueprints enables cloud architects and central information
technology groups to define a repeatable set of

Azure resources that implements and adheres to an organization's standards, patterns, and requirements.
Blueprints are a declarative way to orchestrate the deployment of various resource templates and other artifacts such as:

> Role Assignments
> Policy Assignments
> Azure Resource Manager templates

> Resource Groups
Reference:
https://docs.microsoft.com/en-us/azure/governance/blueprints/overview

NEW QUESTION 329
- (Exam Topic 4)
You have an Azure subscription that contains the resources show in the following table.
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Both VM1 and VM2 connect to VNET1 and are configured to use NSG1. You need to ensure that only VM1 and VM2 can access DB1.
What should you do?

A. Add the IP address range of VNETL1 to the Firewall setting of DB1.
B. For NSG1, configure a rule that has a service tag.

C. Create an application security group.

D. Configure DB1 to allow access from only VNET1.

Answer: B

NEW QUESTION 331

- (Exam Topic 4)

You have an Azure subscription that contains a user named Adminl and a resource group named RG1. In Azure Monitor, you create the alert rules shown in the
following table.
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Name Resource Condition
Rule1 RG1 All security operations
Rule2 RG1 All administrative operations
Rule3 Azure subscription | All security operations by Admin1
Rule4 Azure subscription | All administrative operations by Admin1

Adminl performs the following actions on RG1:
;’ Adds a virtual network named VNET1

;:' Adds a Delete lock named Lock1
Which rules will trigger an alert as a result of the actions of Adminl1? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Adding VNET1: v
Rule2 only
Rule4 only
Rule2 and Rule 4 only
Rule3 and Rule 4 only
Rule1, Rule2, Rule3 and Rule 4

Adding Lock1: v
Rule2 only

Rule4 only

Rule2 and Rule 4 only

Rule3 and Rule 4 only

Rule1, Rule2, Rule3 and Rule 4

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Adding VNET1: v
Rule2 only

Ruled only

i P =

Rule3 and Rule 4 only
Rule1, Rule2, Rule3 and Rule 4

Adding Lock1: v
Rule2 only
Ruled only

_______ 5
|

Rule3 and Rule 4 only
Rule1, Rule2, Rule3 and Rule 4

NEW QUESTION 334
- (Exam Topic 4)
You have an Azure subscription that contains the virtual machines shown in the following table.

"H-n'u"r Azure region . Connected to mmm
L group(NSG)
ViR West US VINET 1 /Subnet MNore
VM2 West US VNET 1/Subnet2 | NSG2
VA3 Central US VINET 2/ Subnet NSG3E
i West US VNET 3/Subnet1 | NSG4

VNET1, VNET2, and VNET3 are peered with each other. You perform the following actions:

* Create two application security groups named ASG1 and ASG2 in the West US region.

* Add the network interface of VM1 to ASG1.
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Anower Aresa

ASGY
ASG2:
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Arnswer Area
ASG W2, w3, and Viid only

ASG2 VA1, VRZ. and VR4 anly

NEW QUESTION 337

- (Exam Topic 4)

You have an Azure subscription. The subscription contains Azure virtual machines that run Windows Server 2016.

You need to implement a policy to ensure that each virtual machine has a custom antimalware virtual machine extension installed.

How should you complete the policy? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

{
“j_fnl . [
wallof®: [
{

“field” : “type",

“aquals?: “WMicrosoft.Compute/virtualMachinas**
}
{

“field” : “Microsoft. Compute/imageSKU~,
“agquals® : “20lé6-Datacenter”,
}
]
L
“then® : |
“gffact” [ ™ Y
Append
Deny
DeployifMotExsts

vdetails~ : |

“type” : "Microsoft.GuestGonfigurationd/guestGonfigurationaAssignments”,
“roleDafinitionsIds® : [

wiproviders/microsoft.authorization/roleDefinitions/12345678-1234-5678-abad-012345678910"

“nama” : “ocustomExtension®,
“deploymant® : |
“properties® : |
“mode”: “incremsntal”.

Y“parameters® : |
.
n w o
existenceCondition
resources
lemplate

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Box 1: DeploylfNotExists
DeploylfNotExists executes a template deployment when the condition is met. Box 2: Template

The details property of the DeploylfNotExists effects has all the subproperties that define the related resources to match and the template deployment to execute.

Deployment [required]

This property should include the full template deployment as it would be passed to the Microsoft.Resources/deployment
References:

https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects

NEW QUESTION 339
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[_] CertShared

- (Exam Topic 4)
You have an on-premises network and an Azure subscription.
You have the Microsoft SQL Server instances shown in the following table.

You plan to implement Microsoft Defender for SQL.
Which SQL Server instances will be protected by Microsoft Defender for SQL?

A. sgll and sql2 only

B. sql1, sql2, andsql3 only
C. sqll sql2 and s0.14 only
D. sql1, sql2, sql3, and sqgl4

Answer: D

NEW QUESTION 344
- (Exam Topic 4)

 Name Type
$Q! 1 AZure UL managed instance
SOL Server 2018 on an Azure vwitual machine that runs Windows Server 2018
$Qqi3 SQL Server 2010 on an Azure virtual machine that runs Reg Hat Enterprise Linux (RHE
8.3
sqld On-premises physical server that runs Wingdows Server 2016 and has SQL Server 2016
| | installed

You have an Azure Subscription that is linked to an Azure Active Directory (Azure AD). The tenant contains the users shown in the following table.

| Name Role [ Memberof |
TR | iy .,1-."1- B "1.|r.nT|_,_'," f SO 1
Liser s Meatwork L ontrbutor roupd
S Ky Yault Contidmatod AOUR Y, Groups

You have an Azure key vault named Vaultl that has Purge protection set to Disabled. Vaultl contains the access policies shown in the following table.

soupl | Purge

Sebect all

Pt ge ur ge
Sedect all

mw]mmm

Groupd Select all

You create role assignments for Vaultl as shown in the following table.
Name | Role
Userl | None
, Key Vault Reader

| User Access Adminstralos

B0 L

Liserd

For each of the following statements, Yes if the statement is true, Otherwise, select No.
NOTE: Each correct selection is worth one point.

Arwer Area
Statements
Uger? Can S8 Puige protection 10 Lrable "or vault)
et Can confguie frewalls and witual networics o Vaull
It N Talel Sy SO0 =1 00 W awlt
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Argwer Area
Statements
LT Chn S0 Putge protectsdn 10 Cnable o Vaultl
Ligend Lan Confaguie hircwalls and virtusl netveDiis Ioe Vol

e Wy Al retE podecerd 10 Vit

NEW QUESTION 349
- (Exam Topic 4)
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You have an Azure AD tenant that contains 500 users and an administrative unit named AUL.
From the Azure Active Directory admin center, you plan to add the users to AU1 by using Bulk add members. You need to create and upload a file for the bulk add.
What should you include in the file?

A. only the display name of each user

B. only the user principal name (UPN) of each user

C. only the object identifier of each user

D. only the user principal name (UPN) and object identifier of each user
E. Only the user principal name (UPN) and display name of each user

Answer: E

NEW QUESTION 351
- (Exam Topic 3)
You plan to configure Azure Disk Encryption for VM4. Which key vault can you use to store the encryption key?

A. KeyVaultl
B. KeyVault3
C. KeyVault2

Answer: A

Explanation:

The key vault needs to be in the same subscription and same region as the VM. VM4 is in West US. KeyVaultl is the only key vault in the same region as the VM.
Reference:

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/disk-encryption-key-vault

NEW QUESTION 356
- (Exam Topic 3)
You need to meet the technical requirements for the finance department users. Which CAPolicyl settings should you modify?

A. Cloud apps or actions
B. Conditions

C. Grant

D. Session

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-access-session-life

NEW QUESTION 359
- (Exam Topic 3)
You plan to implement JIT VM access. Which virtual machines will be supported?

A. VM1 and VM3 only

B. VM1. VM2. VM3, and VM4
C. VM2, VM3, and VM4 only
D. VM1 only

Answer: A

NEW QUESTION 360

- (Exam Topic 3)

You need to perform the planned changes for OU2 and User1.

Which tools should you use? To answer, drag the appropriate tools to the correct resources. Each tool may be used once, more than once, or not at all. You may
need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Tools Answer Area
The Azure portal Ou2. Tool
Azure AD Connect Userl: Tool

The Active Directory admin center
Active Directory Sites and Services

Active Directory Users and Computers

A. Mastered
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B. Not Mastered
Answer: A

Explanation:
Table Description automatically generated

NEW QUESTION 363

- (Exam Topic 3)

You need to delegate the creation of RG2 and the management of permissions for RG1. Which users can perform each task? To answer select the appropriate
options in the answer area. NOTE: Each correct selection is worth one point

Lreare R
e
Admina niy

Adming and Admina ondy
Admir3 and Admind only

q = i g 1 smA A - i
mire, Admind, and AdmE only

Ad
Admint. Admind. Admind and Acmind

Manage RG1 permissions: - |
gamind only

= '] £ i .
Admin? and Admind onhy

P

{pv i S W }
Adminz and AdmE_J ondy

Admin] Admin?, and Admind only

T P e —_— i
Admin, Agamind, Admind and Admind

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, chat or text message Description automatically generated

Box 1: Admin3 only

The Contributor role has the necessary write permissions to create the resource group. Box 2: Admin4 only

You need Owner level access to be able to manage permissions. The Contributor role can do most things but cannot modify permissions on existing objects.

NEW QUESTION 364

- (Exam Topic 3)

You need to configure support for Azure Sentinel notebooks to meet the technical requirements. What is the minimum number of Azure container registries and
Azure Machine Learning workspaces

required?
Container registries: v
0
1
2
3
Workspaces: v
0
1
2
3
A. Mastered

B. Not Mastered

Answer: A

Explanation:

Table Description automatically generated with medium confidence

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/notebooks
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NEW QUESTION 365
- (Exam Topic 2)
HOTSPOT

Which virtual networks in Subl1 can User2 modify and delete in their current state? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Virtual networks that User2 can modify

Virtual netwarks that User2 can delete:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: VNET4 and VNET1 only
RG1 has only Delete lock, while there are no locks on RG4. RG2 and RG3 both have Read-only locks.

Box 2: VNET4 only

v

VNET4 only

VNET4 and VNET1 only

VNET4, VNET3, and VNET1 only
VNET4, VNET3, VNETZ2, and VNET1

v

VNET4 only

VNET4 and VNET1 only

VNET4, VNET3, and VNET1 only
VNET4, VNET3, VNETZ2, and VNET1

There are no locks on RG4, while the other resource groups have either Delete or Read-only locks.
Note: As an administrator, you may need to lock a subscription, resource group, or resource to prevent other users in your organization from accidentally deleting
or modifying critical resources. You can set the lock level to CanNotDelete or ReadOnly. In the portal, the locks are called Delete and Read-only respectively.

> CanNotDelete means authorized users can still read and modify a resource, but they can't delete the resource.

> ReadOnly means authorized users can read a resource, but they can't delete or update the resource.
Applying this lock is similar to restricting all authorized users to the permissions granted by the Reader role.

Scenario:

User2 is a Security administrator.
Subl contains six resource groups named RG1, RG2, RG3, RG4, RG5, and RG6. User2 creates the virtual networks shown in the following table.

Name Resource group
| VNET1 RG1
| VNET2 RG2
| VNET3 RG3
| VNET4 RG4
Subl contains the locks shown in the following table.
Name Set on Lock type
Lock1 RG1 Delete
Lock2 RG2 Read-only
Lock3 RG3 Delete
Lock4 RG3 Read-only
References:

https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-group-lock-resources

NEW QUESTION 366
- (Exam Topic 2)

You need to meet the technical requirements for VNetworkl. What should you do first?

A. Create a new subnet on VNetwork1.

B. Remove the NSGs from Subnetll and Subnet13.
C. Associate an NSG to Subnet12.

D. Configure DDoS protection for VNetwork1.

Answer: A

Explanation:

From scenario: Deploy Azure Firewall to VNetworkl in Sub2.
Azure firewall needs a dedicated subnet named AzureFirewallSubnet. References:
https://docs.microsoft.com/en-us/azure/firewall/tutorial-firewall-deploy-portal

NEW QUESTION 370
- (Exam Topic 1)
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You need to ensure that you can meet the security operations requirements. What should you do first?

A. Turn on Auto Provisioning in Security Center.

B. Integrate Security Center and Microsoft Cloud App Security.
C. Upgrade the pricing tier of Security Center to Standard.

D. Modify the Security Center workspace configuration.

Answer: C

Explanation:
The Standard tier extends the capabilities of the Free tier to workloads running in private and other public clouds, providing unified security management and threat
protection across your hybrid cloud workloads. The Standard tier also adds advanced threat detection capabilities, which uses built-in behavioral analytics and

machine learning to identify attacks and zero-day exploits, access and application controls to reduce exposure to network attacks and malware, and more.
Scenario: Security Operations Requirements

Litware must be able to customize the operating system security configurations in Azure Security Center. References:
https://docs.microsoft.com/en-us/azure/security-center/security-center-pricing

NEW QUESTION 374

- (Exam Topic 1)

You need to create Rolel to meet the platform protection requirements.

How should you complete the role definition of Role1? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

“Name”: “Rolel”,

“Id”: *“11111111-1111-1111-1111-111111111111%,
“IsCustom™ . true,

“Description”: “WM storage operator”

“Actions” : |

| "Microsoft Compute | |disks™
Microsoft Resources | storageAccounts™
l Microsoft Storage [vituaiMachines/disks/™
] ]
“NotActions”: [
] ’

“AssignableScopes” : [

*'subscrptions 43894243 -17c2-4239-8cfc- 3540¢ 165 3ef4 resomceGroups Resowrce Group )

*'subscrptions 43894a43-17¢2-4239-8cfic- 3840 265 364

A. Mastered
B. Not Mastered

Answer: A

Explanation:

1) Microsoft.Compute/

2) disks

3) /subscrption/{subscriptionld}/resourceGroups/{Resource Group ld}

A new custom RBAC role named Rolel must be used to delegate the administration of the managed disks in Resource Groupl. Rolel must be available only for
Resource Groupl.

NEW QUESTION 379
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