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NEW QUESTION 1
An administrator has configured the following CLI script on FortiManager, which failed to apply any changes to the managed device after being executed.

# conf rout stat

edit 0O
set gateway 10.20.121.Z2
set priority 20

set device “wanl”

H H H e = =

Why didn’t the script make any changes to the managed device?

A. Commands that start with the # sign are not executed.

B. CLI scripts will add objects only if they are referenced by policies.
C. Incomplete commands are ignored in CLI scripts.

D. Static routes can only be added using TCL scripts.

Answer: A

Explanation:
https://help.fortinet.com/fmgr/50hlp/56/5-6-2/FortiManager_Admin_Guide/1000_Device%20Manager/2400_Sc

A sequence of FortiGate CLI commands, as you would type them at the command line. A comment line starts with the number sign (#). A comment line will not be
executed.

NEW QUESTION 2
Examine the IPsec configuration shown in the exhibit; then answer the question below.

Name Remote
Comments
Comments
IP Version ® IPv4 O IPVE
REemote Gatewa ’ - .
way Static IP Address bwf
ID Address 10.0.10.1
Interface portl
Mode Config

NAT Traversal

Keepalive Fregquency | 10

Dead Peer Detection E a

An administrator wants to monitor the VPN by enabling the IKE real time debug using these commands: diagnose vpn ike log-filter src-addr4 10.0.10.1
diagnose debug application ike -1 diagnose debug enable

The VPN is currently up, there is no traffic crossing the tunnel and DPD packets are being interchanged

between both IPsec gateways. However, the IKE real time debug does NOT show any output. Why isn’t there any output?

. The IKE real time shows the phases 1 and 2 negotiations onl

. It does not show any more output once the tunnel is up.

. The log-filter setting is set incorrectl

. The VPN's traffic does not match this filter.

. The IKE real time debug shows the phase 1 negotiation onl

. For information after that, the administrator must use the IPsec real time debug instead: diagnose debug application ipsec -1.
. The IKE real time debug shows error messages onl

. If it does not provide any output, it indicates that the tunnel is operating normally.

IOMNMMmMmOO >
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Answer: B

NEW QUESTION 3
Which two configuration settings change the behavior for content-inspected traffic while FortiGate is in conserve mode? (Choose two.)

A. IPS failopen
B. mem failopen
C. AV failopen
D. UTM failopen

Answer: AC

NEW QUESTION 4
Refer to the exhibit, which shows a central management configuration.

system central-management

fortimanager

g s
10.0.1.242

next

a b |
a

T

L

Which server will FortiGate choose for web filter rating requests, if 10.0.1.240 is experiencing an outage?

A. Public FortiGuard servers
B. 10.0.1.243
C.10.0.1.242
D. 10.0.1.244

Answer: D
Explanation:

by default,( include-default-servers ) enabled .this allows fortigate to communicate with the public fortiguard servers , if the fortimanger devices (configured in
server-list) are unavailable .

NEW QUESTION 5
Refer to the exhibit, which contains partial output from an IKE real-time debug.
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el
id=aZfbdebt

a

VID FRAGMENTATI

d peer identifier FOQDMN 'r
i ult

ISAFMP:
KEY IKE.

ISAFMP
ESK authent

authenticati

Which two statements about this debug output are correct? (Choose two.)

A. The initiator provided remote as its IPsec peer ID.

B. It shows a phase 2 negotiation.

C. Perfect Forward Secrecy (PFS) is enabled in the configuration.
D. The local gateway IP address is 10.0.0.1.

Answer: AD
Explanation:

A because : received peer identifier FQDN ‘remote’ D because : ike 0: comes 10.0.0.2:500 -> 10.0.0.1:500

NEW QUESTION 6
Four FortiGate devices configured for OSPF connected to the same broadcast domain. The first unit is elected as the designated router The second unit is elected
as the backup designated router Under normal operation, how many OSPF full adjacencies are formed to each of the other two units?

o0 w»
A WNPE

Answer: B

NEW QUESTION 7
View the exhibit, which contains the partial output of an IKE real-time debug, and then answer the question below.
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ika 0: s 10.0.0.2:500-> 10.0.0.1:500, ifindex-7..
ika 0: It -Aggressive 1d-bafd7d0988

ike 0: in
BAF4TDO9S
ike 0: 1ii g:4: ilnitiator: age

ike (O ; :4: VID RFC 3947 4A
ika 0: 0 a:d: VID DPD APCADTIIE
ike 0: v :4: VID FORTIGATE B
ika 0 oteSite:4: pear is FortiGate
ike 0: oteSite:4: VID FRAGMENTATION
ika 0 ta:d: VID FRAGMENTATION

ike 0: 0 te:4: received peer identifier FODN ‘remote’
ike 0: C te:4: negotiation result

ika 0: BamoteSite:{: proposal id = 1.

1ke 0: [ei4. ool 1d - ISAKMP

ike 0: Rem o trans id - KEY IKE.

ika 0: 0 £ 5 ancapsulation [KE/none

R TH . te:d: type=0OAKLEY ENCRYPT ALG, val=AES CBC, key-len=128
ika 0 “H type=0OAKLEY HASH ALC, val-SHA

ika 0: STE type-AUTH METHOD, val=PRESHARED KEY.

ike 0: BemoteSite:d: L',r',:e_"—f_lM'.]E'!‘ GROUP, wal=MODF1024.

ike 0: RemoteSite:4:

ike 0:

16:B2E

1ke 0 3:4: PSK authentication suooeeded
ike 0: Re te:d: anthentication oK

ikm 0: B [ 1:4: add INTTIAL-CONTACT

ike 0

BAFLTDO

3.0.0.1:500 ->10.0.C
bafdTd0
1ka 0: |

Which statements about this debug output are correct? (Choose two.)

A. The remote gateway IP address is 10.0.0.1.

B. It shows a phase 1 negotiation.

C. The negotiation is using AES128 encryption with CBC hash.
D. The initiator has provided remote as its IPsec peer ID.

Answer: BD

NEW QUESTION 8
Refer to the exhibit, which contains a screenshot of some phase 1 settings.

Name Remote
Comments ent 0/255
Network
IP Version IEN Pvé
Remote Gateway Static IP Address -
IP Address 10.0.10.1
Interface ™ portl -
Local Gateway »
Mode Config
NAT Traversal Disable Forced
Keepalive Frequency 10 G
Dead Peer Detection Disable Onldie

The VPN is not up. To diagnose the issue, the administrator enters the following CLI commands to an SSH session on FortiGate: diagnose vpn ike log-filter dst-
addr4 10.0.10.1 diagnose debug application ike -1
However, the IKE real-time debug does not show any output. Why?
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A. The administrator must also run the command diagnose debug enable.

B. The administrator must enable the following real-time debug: diagnose debug application ipsec -1.
C. The log-filter setting is incorrec

D. The VPN traffic does not match this filter.

E. The debug shows only error message

F. If there is no output, then the phase 1 and phase 2 configurations match.

Answer: A
Explanation:

https://community.fortinet.com/t5/FortiGate/Technical-Tip-IPSec-VPN-Diagnostics-Possible-reasons/ta-p/1920

NEW QUESTION 9
Refer to the exhibit, which contains partial output from an IKE real-time debug.
i 500, ifindex=7. . . .

2 len=426

DPD negotiated
VID FORTIGATE 8

VID FRAGMENTATION 4048B7DS6EBCEB8525ETDETFO0D6C2D3ICO000000
received peer identifier FQDN ‘remote’

: proposal id = 1:
protocol id = ISAEMP:
trans_id = KEY IKE.
encapsulation = IKE/none.
Remctesite:3:
Remotesite:3: type=0RKLEY HASH ALG, wval=SHA.

Remotesite:3: type=AUTH METHOD, wval=PRESHARED EEY.
type=0AKLEY GROUP, val=MODP1024.
ISAFMP SA lifetime=86400

NAT-T unavailable
ISARMP SA a2fbdebb6394401a/06bE89c022d4d£682 key
S20 01DE3G678
Remote »:3: PSK authentication succeeded
Remote 1:3: authentication OK
Remot : add INITIAL-CONTACT
Remotesite:3: enc
DEBRE6394401A06BA9COZ2D4DFEE20810040100000000000000500B000018682A07TBEDS02E6CA
out
SCO22D4DFeH208100401000000000000005Co4D5

Remotesite:3: astablished IEE SA a2

Which two statements about this debug output are correct? (Choose two.)
A. The remote gateway IP address is 10.0.0.1.

B. The initiator provided remote as its IPsec peer ID.

C. It shows a phase 1 negotiation.

D. The negotiation is using AES128 encryption with CBC hash.

Answer: BC

NEW QUESTION 10
Refer to the exhibit, which shows a partial web filter profile configuration.
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@ FortiGuard Category Based Filter

Name Action

[=] Bandwidth Consuming @

Freeware and Software Downloads @ Allow

File Sharing and Storage @ Block

& Static URL Filter

URL Filter | O
+Create New | # Edit & Delete Q
URL Type Action Status
“dropbox.com  Wildcard @ Allow @ Enable
Content Filter ©

+CreateNew | ¢ Edit & Delete

Pattern Type = Pattern = Language ~ Action = Status =

Wildcard “dropbox* Western @ Exempt @ Enable

Which action will FortiGate take if a user attempts to access www.dropbox.com, which is categorized as File Sharing and Storage?

A. FortiGate will block the connection, based on the FortiGuard category based filter configuration.
B. FortiGate will block the connection as an invalid URL.

C. FortiGate will exempt the connection, based on the Web Content Filter configuration.

D. FortiGate will allow the connection, based on the URL Filter configuration.

Answer: A

Explanation:

Enterprise_Firewall_7.0_Study_Guide-Online.pdf p 351 url filter -> FortiGuard Web Filter -> Web Content Filter -> Advanced Filter Options Allow -> Block

NEW QUESTION 10
Which two statements about the Security Fabric are true? (Choose two.)

A. Only the root FortiGate collects network information and forwards it to FortiAnalyzer.

B. FortiGate uses FortiTelemetry protocol to communicate with FortiAnalyzer.

C. All FortiGate devices in the Security Fabric must have bidirectional FortiTelemetry connectivity.
D. Branch FortiGate devices must be configured first.

Answer: BC

NEW QUESTION 11

View the IPS exit log, and then answer the question below.

# diagnose test application ipsmonitor 3 ipsengine exit log”

pid = 93 (cfg), duration = 5605322 (s) at Wed Apr 19 09:57:26 2017 code = 11, reason: manual
What is the status of IPS on this FortiGate?

A. IPS engine memory consumption has exceeded the model-specific predefined value.

B. IPS daemon experienced a crash.

C. There are communication problems between the IPS engine and the management database.
D. All IPS-related features have been disabled in FortiGate’s configuration.

Answer: D

Explanation:

The command diagnose test application ipsmonitor includes many options that are useful for troubleshooting purposes.Option 3 displays the log entries generated
every time an IPS engine process stopped. There are various reasons why these logs are generated:Manual: Because of the configuration, IPS no longer needs to

run (that is, all IPS-releated features have been disabled)

NEW QUESTION 14
Examine the output of the ‘diagnose ips anomaly list' command shown in the exhibit; then answer the question below.
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= diagnose 1ps anomaly list

list nids meter:
id=1p dst_session
id=udp_dst_session
id=udp_scan
id=udp_flood
id=tcp_src_session
id=tcp_port_scan
id=1p src_session

id=udp_src_session

ip=192.168.1.10
ip=192.168.1.10
ip=192.168.1.110
ip=192.168.1.110
ip=192.168.1.110
ip=192.168.1.110
ip=192.168.1.110
ip=192.168.1.110

dos_1d=2 exp=3646 pps=0 freq=0
dos_1d=2 exp=3646 pps=0 freq=0
dos_id=1 exp=649 pps=0 freq=0
dos_id=2 exp=653 pps=0 freq=0
dos_id=1 exp=5175 pps=0 freq=8
dos_id=1 exp=175 pps=0 freq=0
dos_id=1 exp=5649 pps=0 freq=30
dos_id=1 exp=5649 pps=0 freq=22

Which IP addresses are included in the output of this command?

A. Those whose traffic matches a DoS policy.

B. Those whose traffic matches an IPS sensor.

C. Those whose traffic exceeded a threshold of a matching DoS policy.
D. Those whose traffic was detected as an anomaly by an IPS sensor.

Answer: A

NEW QUESTION 16
View the exhibit, which contains a session entry, and then answer the question below.

session info: proto=1 proto state=00 duration=1 expire=39 timeout=0 flags=l(
socktlag=000000 sockport=0 av idx=0 u

origin-shaper=

reply-shaper=

per 1p shaper=

1955

Foiad o

orq pre->post, reply pre->pos >9 gqwy=10,200.1.254/10.1.0

=post dir=org act=snat 10.1.10.10:40602->10.200.
i act=dnat 10.200.5.1:60430->10.200,1.1:0(10.1.10.10:40602)

=0 chk client info=0 vd=0

dd type=0 dd mode=0
Which statement is correct regarding this session?

A. Itis an ICMP session from 10.1.10.10 to 10.200.1.1.
B. Itis an ICMP session from 10.1.10.10 to 10.200.5.1.

C. Itisa TCP session in ESTABLISHED state from 10.1.10.10 to 10.200.5.1.
D. Itis a TCP session in CLOSE_WAIT state from 10.1.10.10 to 10.200.1.1.

Answer: B

NEW QUESTION 17

Which two statements about OCVPN are true? (Choose two.)

A. Only root vdom supports OCVPN.

B. OCVPN supports static and dynamic IPs in WAN interface.

C. OCVPN offers only Hub-Spoke VPNs.

D. FortiGate devices under different FortiCare accounts can be used to form OCVPN.
Answer: AB

NEW QUESTION 20
Examine the partial output from two web filter debug commands; then answer the question below:
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¥ diagnose test application urlfilter 3
Domain | IP DB Ver T URL
34000000| 34000000 16.40224 P Bhttp://www.fgt99.com/
¥ getc wepfilter CﬂtEg:‘IlES
g07 General Interest — Business
34 Finance and Banking
37 Search Engines and Portals
43 General QOrganizations
4% Business
50 Information and Computer Security

Based on the above outputs, which is the FortiGuard web filter category for the web site www.fgt99.com?

A. Finance and banking
B. General organization.
C. Business.

D. Information technology.

Answer: C
NEW QUESTION 21

An LDAP user cannot authenticate against a FortiGate device. Examine the real time debug output shown in the exhibit when the user attempted the
authentication; then answer the question below.

debug application fnbamd -1
diagnose debug enable

frbamd ldap get result-Going to
auth_ldap_ result-Continue pending
get_all dn-Found no DN
Start_next_dn bind-No more DN l&ft
fnbamd_ ldap get result—Auth

88] fnbamd auth_poll ldap—Result for

t
30]
T

]..
801
03]

d £=m.

d ldap.
fnbamd ldap.c
Cnbamd 1d

.L. o

1
4
4

Inbamd auth.c
Inbamd comm.c[l16%] fnbamd comm send resulrt—-Sending resul
fnbamd fsm.c[568] destroy auth session—delete session 5
authenticate "'student"' against "WindowsLDAP' failed!

Based on the output in the exhibit, what can cause this authentication problem?

A. User student is not found in the LDAP server.

B. User student is using a wrong password.

C. The FortiGate has been configured with the wrong password for the LDAP administrator.
D. The FortiGate has been configured with the wrong authentication schema.

Answer: A

NEW QUESTION 26
Which statement about protocol options is true?

A. Protocol options allows administrators a streamlined method to instruct FortiGate to block all sessions corresponding to disabled protocols.

B. Protocol options allows administrators the ability to configure the Any setting for all enabled protocols which provides the most efficient use of system resources.
C. Protocol options allow administrators to configure a maximum number of sessions for each configured protocol.

D. Protocol options allows administrators to configure which Layer 4 port numbers map to upper-layer protocols, such as HTTP, SMTP, FTP, and so on.

Answer: D

NEW QUESTION 29

What is the diagnose test application ipsmenitor 5 command used for?
A. To enable IPS bypass mode

B. To disable the IPS engine

C. To restart all IPS engines and monitors
D. To provide information regarding IPS sessions
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Answer: A

Explanation:

# diagnose test application ipsmonitor 5: Toggle bypass status
* 13: IPS session list

* 98: Stop all IPS engines

* 99: Restart all IPS engines and monitor

NEW QUESTION 30
Refer to the exhibit, which contains the output of diagnose sys session list.

f diagnose ays sesslion 1iat

aassaion info: proto=6 proto state-=01 duration=73 axplre=359%T7 timeout=3600

flags=00000000 =ockflag=00000000 sockport=0 av_ ldu=0 use=1
origin-shapear

reply-ahapesr=

per_ | p_shaper

clasa id=0 ha id=0 policy dir-=0 tunneal=/ wvlian coa=0/255
atate-may dirty aynced none app_ntf
atatisticibyteaspacketssallow err): org=022,s11/1 reply=9037,/515/71
Orgin=>3ink: org pre=>poat, reply pra=>post dave§=>gL/ Ll=>4
gwy=100.64.1.254/10.0.1.10

tupleas=2

||-II1L' ]H1:'|-l -ill! III-_] .-l-"l .'i-l'l.ll 1‘.‘.”,1.1“:‘-":3'—-4 '-ll‘.]“:-?.:';;!H:‘:H”[l*“].h-’.‘.1:':-‘:-4‘-‘&
hook=pre dir=reply act=dnat 54.192.15.182:80=->100.64.1.1:65464(10.0.1.10:65464)

]n;:'.t,.-’ (before,.altar) OF(D,0) . DS (0, 0)

misc=0 policy i1d=1 auth info=0 chk clieant Lnfo=0 wd=D
8erial=00000098 tos=ff/If ips view=0 app list=0 app=0
dd Ltype=0 dd moce=0

If the HA ID for the primary unit is zero (0), which statement about the output is true?

A. This session cannot be synced with the slave unit.

B. The inspection of this session has been offloaded to the slave unit.
C. The master unit is processing this traffic.

D. This session is for HA heartbeat traffic.

Answer: C

NEW QUESTION 35
Refer to the exhibit, which contains the partial output of the get vpn ipsec tunnel details command.
Hub # get vpn ipsec tunnel details
gateway
name: 'Hub2Spokel'
type: route-based
local-gateway: 10.10.1.1:0 (static)
remote-gateway: 10.10.2.2:0 (static)
mode: ike-vl
interface: ‘wan2' (6)
rx packets: 1025 bytes: 524402 errors: 0
tx packets: 641 bytes: 93 errors: 0
dpd: on-demand/negotiated idle: 20000ms retry: 3 count: O
selectors
name: ‘HubZSpokel”
auto-negotiate: disable
mode: tunnel
src: 0:192.168.1.0/0.0.0.0:0
dst: 0:10.10.20.0/0.0.0.0:0
SA
lifetime/rekey: 43200/32137
mtu: 1438
tx-esp-seq: 2ce
replay: enabled
inbound
spi: Ole54bl4
enc: aes-cb 914dc5d09%26c7edd43cealfeoefbic7976
auth: shal aB8l1b019%d4cdfda3iZcedleéblldOblead42a/4adce
outbound
spi: 3dd3545f
enc: aes-cb 017b8ffécdbaZ2leac99b22380b7de’74d
auth: shal eddB8141f4956140eef703d9042621d3dbf5cd9%61
NPU acceleration: encryption(outbound) decryption(inbound)

Based on the output, which two statements are correct? (Choose two.)

A. The npu_flag for this tunnel is 03.

B. Different SPI values are a result of auto-negotiation being disabled for phase 2 selectors.
C. Anti-replay is enabled.

D. The npu_flag for this tunnel is 02.
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Answer: AC

NEW QUESTION 36

An administrator added the following Ipsec VPN to a FortiGate configuration:
configvpn ipsec phasel -interface edit "RemoteSite"

set type dynamic

set interface "portl"

set mode main

set psksecret ENC LCVKCIK2E2PhVUzZe next

end

config vpn ipsec phase2-interface edit "RemoteSite"

set phasel name "RemoteSite” set proposal 3des-sha256

next end

However, the phase 1 negotiation is failing. The administrator executed the IKF real time debug while attempting the Ipsec connection. The output is shown in the
exhibit.
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= IKE/none
YPe=0AKLEY ENCRYPT G, val=AES CBC

fﬁ : i.g : CYPe=OAKLEY_HASH ALT, val=SHA? 256.
EER:20: LYpe=AUTH METHOD, val=PRESHARED KEY
/xx%:16: tYpe=OAKLEY GROUP, val=MODP204&~
/%xx:16: ISARMP SA lifetime=86400 '

_"r s ]
/XXX:10: SA proposal chosen, matched gateway DialUpu

i i

s
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.Il.ll I,q ',1 'p'! J=is fie it @

‘
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c_.
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-
-
-
-
-
-
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-
-
-
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-
i
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|

_ 0:DialUpUsers:16: sent IKE msg (ident rlsend):
1d=XXX/ XXX o

comes 10.200.3.1:500->10.200.1.1:500,ifindex=2....
: IEKEvl exchange=Identity Protection id=xxx/xxx len=380
:D1alUpUsers:16: responder:main mcde get 2nd message...
0:DialUpUsers:16: NAT nch detected
0:DialUpUsers:16: sent IKE msg (i1dent_r2send): 10.200.1.1:500->1]
X/ Xxx
0:DialUpUsers:16: ISARMP SA xxx/xxx key 16:3D33EZEFQ0BES27701B3C
comes 10.200.3.1:500->10.200.1.1:500,ifindex=2....
IKEvl exchange=Identity Protection id=xxx/xxx len=108
:DialUpUsers:16: responder: main mode get 3rd message...
0:DialUpUsers:16: probable pre-shared secret mismatch
0:DialUpUsers:16: unable to parse msg

L - |

b T -

L

=X

L -

e e e e e e
Lo Tl -

== is

What is causing the IPsec problem in the phase 1 ?

A. The incoming IPsec connection is matching the wrong VPN configuration
B. The phrase-1 mode must be changed to aggressive

C. The pre-shared key is wrong

D. NAT-T settings do not match

Answer: C

NEW QUESTION 38
View the global IPS configuration, and then answer the question below.
config 1ps global
set fail-open disable
set 1ntelligent-mode disable
set engline-count O
set algorithm engine-pick
end

Which of the following statements is true regarding this configuration?
A. IPS will scan every byte in every session.

B. FortiGate will spawn IPS engine instances based on the system load.
C. New packets will be passed through without inspection if the IPS socket buffer runs out of memory.
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D. IPS will use the faster matching algorithm which is only available for units with more than 4 GB memory.

Answer: A

NEW QUESTION 42

A FortiGate's portl is connected to a private network. Its port2 is connected to the Internet. Explicit web proxy is enabled in portl and only explicit web proxy users
can access the Internet. Web cache is NOT enabled. An internal web proxy user is downloading a file from the Internet via HTTP. Which statements are true

regarding the two entries in the FortiGate session table related with this traffic? (Choose two.)

A. Both session have the local flag on.

B. The destination IP addresses of both sessions are IP addresses assigned to FortiGate's interfaces.
C. One session has the proxy flag on, the other one does not.

D. One of the sessions has the IP address of port2 as the source IP address.

Answer: AD

NEW QUESTION 45
Refer to the exhibit, which shows a session entry. Which statement about this session is true?

] ion info: proto=l1 ybo state=00) duration=]l expire=55% timesout
R

A. ltis an ICMP session from 10.1.10.10 to 10.200.5. 1.

B. It is a TCP session in close_wait state, from 10.

C. 10.10 to 10.200.1.1.

D. Itis an ICMP session from 10.1.10.10 to 10.200.1.1.

E. Itis a TCP session in the established state, from 10.1.10.10 to 10.200.5.1.

Answer: A
Explanation:

https://community.fortinet.com/t5/FortiGate/Troubleshooting-Tip-FortiGate-session-table-information/ta-p/1969

NEW QUESTION 47
Examine the output of the 'diagnose debug rating' command shown in the exhibit; then answer the question below.

------
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Which statement are true regarding the output in the exhibit? (Choose two.)

A. There are three FortiGuard servers that are not responding to the queries sent by the FortiGate.

B. The TZ value represents the delta between each FortiGuard server's time zone and the FortiGate's time zone.
C. FortiGate will send the FortiGuard queries to the server with highest weight.

D. A server's round trip delay (RTT) is not used to calculate its weight.

Answer: BC

NEW QUESTION 51
Examine the following traffic log; then answer the question below.
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date-20xx-02-01 time=19:52:01 devhame=master device_id="xxxxxxx" log_id=0100020007 type=event subtype=system pri critical vd=root service=kemel
status=failure msg="NAT port is exhausted."
What does the log mean?

A. There is not enough available memory in the system to create a new entry in the NAT port table.

B. The limit for the maximum number of simultaneous sessions sharing the same NAT port has been reached.
C. FortiGate does not have any available NAT port for a new connection.

D. The limit for the maximum number of entries in the NAT port table has been reached.

Answer: B

NEW QUESTION 56
View the exhibit, which contains the output of a debug command, and then answer the question below.
# diagnose hardware sysinfo conserve
memory conserve mode: on
total RAM:

memory used:

Memory freeable:

memory used + freeable threshold extreme:
memory used threshold red:

memory used threshold green:

total
cotal
total
F total
ctotal

W - o
T BT

o g AR G G

o
B

Which one of the following statements about this FortiGate is correct?

A. Itis currently in system conserve mode because of high CPU usage.

B. It is currently in extreme conserve mode because of high memory usage.
C. Itis currently in proxy conserve mode because of high memory usage.
D. It is currently in memory conserve mode because of high memory usage.

Answer: D

NEW QUESTION 59
Refer to the exhibit, which shows a FortiGate configuration.

config system fortiguard
set protocol udp
set port 8688
set load-balance-servers 1
set auto-join-forticioud enable
set update-server-location any
set sandbox-region
set fortiguard-anycast disable
set antispam-force-off disable
set antispam-cache enable
set antispam-cache-ttl 1800
set antispam-cache-mpercent 2
set antispam-timeout 7
set webfilter-force-off enable
set webfilter-cache enable
set webfilter-cache-itl 3600
set webfilter-timeout 15
set sdns-server-ip "208.91.112.220"
set sdns-server-port 53
unset sdns-options
set source-ip 0.0.0.0
set source-ip6
set proxy-server-ip 0.0.0.0
set proxy-server-port 0
set proxy-username
set ddns-server-ip 0.0.0.0
set ddns-server-port 443

An administrator is troubleshooting a web filter issue on FortiGate. The administrator has configured a web filter profile and applied it to a policy; however, the web
filter is not inspecting any traffic that is passing through the policy.
What must the administrator change to fix the issue?

A. Increase webfilter-timeout.
B. Change protocol to TCP.

C. Enable fortiguard-anycast.
D. Disable webfilter-force-off.
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Answer: D

NEW QUESTION 62
Refer to the exhibit, which shows the output of a web filtering diagnose command.

# diagnose weblllter I[ortiguard statlstics list = Clagnose WebDllliter DILilguarc

Which configuration change would result in non-zero results in the cache statistics section?

A. set server-type rating under config system central-management
B. set webfilter-cache enable under config system fortiguard

C. set webfilter-force-off disable under config system fortiguard

D. set ngfw-mode policy-based under config system settings

Answer: B

Explanation:
Enterprise_Firewall_7.0_Study_Guide-Online.pdf p 362

NEW QUESTION 63
Which the following events can trigger the election of a new primary unit in a HA cluster? (Choose two.)

A. Primary unit stops sending HA heartbeat keepalives.

B. The FortiGuard license for the primary unit is updated.

C. One of the monitored interfaces in the primary unit is disconnected.
D. A secondary unit is removed from the HA cluster.

Answer: AC

NEW QUESTION 68
Which statement about IKE and IKE NAT-T is true?

A. IKE is used to encapsulate ESP traffic in some situations, and IKE NAT-T is used only when the local FortiGate is using NAT on the IPsec interface.
B. IKE is the standard implementation for IKEv1 and IKE NAT-T is an extension added in IKEv2.

C. They both use UDP as their transport protocol and the port number is configurable.

D. They each use their own IP protocol number.

Answer: C

Explanation:
IKE without NAT-T runs over UDP port 500. IKE with NAT-T runs over UDP port 4500. It can be configurable -
https://docs.fortinet.com/document/fortigate/7.0.0/new-features/33578/configurable-ike-port

NEW QUESTION 71
Which two tasks are automated using the Install Wizard on FortiManager? (Choose two.)

A. Preview pending configuration changes for managed devices.
B. Add devices to FortiManager.

C. Import policy packages from managed devices.

D. Install configuration changes to managed devices.

E. Import interface mappings from managed devices.

Answer: AD
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Explanation:

https://help.fortinet.com/fmgr/50hlp/56/5-6-2/FortiManager_Admin_Guide/1000_Device%20Manager/1200 _ins

There are 4 main wizards:Add Device: is used to add devices to central management and import their configurations.

Install: is used to install configuration changes from Device Manager or Policies & Objects to the managed devices. It allows you to preview the changes and, if the
administrator doesn’t agree with the changes, cancel and modify them.

Import policy: is used to import interface mapping, policy database, and objects associated with the managed devices into a policy package under the Policy &
Object tab. It runs with the Add Device wizard by default and may be run at any time from the managed device list.

Re-install policy: is used to perform a quick install of the policy package. It doesn't give the ability to preview the changes that will be installed to the managed
device.

NEW QUESTION 74
Examine the output of the ‘get router info bgp summary’ command shown in the exhibit; then answer the question below.

Student# get router info bgp summary

BGP router indentifier 10.200.1.1, local AS number 65500
BGP table version s 2

1 BGP AS-PATH entries

0 BGP community entries

Neighbor V AS MsgRevd MsgSent TblVer InQ OutQ UpDown State PfxRed
10.200.3.1 4 65501 92 112 0 0 0 never  Connect

Total number of neighbors 1

Which statement can explain why the state of the remote BGP peer 10.200.3.1 is Connect?

A. The local peer is receiving the BGP keepalives from the remote peer but it has not received any BGP prefix yet.
B. The TCP session for the BGP connection to 10.200.3.1 is down.

C. The local peer has received the BGP prefixed from the remote peer.

D. The local peer is receiving the BGP keepalives from the remote peer but it has not received the OpenConfirm yet.

Answer: B

Explanation:
http://www.ciscopress.com/articles/article.asp?p=2756480&seqNum=4

NEW QUESTION 76
Which two statements about conserve mode are true? (Choose two.)

A. FortiGate starts taking the configured action for new sessions requiring content inspection when the system memory reaches the configured red threshold.
B. FortiGate starts dropping all new sessions when the system memory reaches the configured redthreshold.

C. FortiGate enters conserve mode when the system memory reaches the configured extreme threshold.

D. FortiGate exits conserve mode when the system memory goes below the configured green threshold.

Answer: AD

NEW QUESTION 78

Examine the output from the 'diagnose debug authd fsso list' command; then answer the question below.

# diagnose debug authd fsso list —FSSO logons-IP: 192.168.3.1 User: STUDENT Groups: TRAININGAD/USERS Workstation: INTERNAL2. TRAINING. LAB The
IP address 192.168.3.1 is

NOT the one used by the workstation INTERNAL2. TRAINING. LAB.

What should the administrator check?

A. The IP address recorded in the logon event for the user STUDENT.

B. The DNS name resolution for the workstation name INTERNAL2. TRAININ

C. LAB.

D. The source IP address of the traffic arriving to the FortiGate from the workstation INTERNAL2. TRAININ
E. LAB.

F. The reserve DNS lookup forthe IP address 192.168.3.1.

Answer: C

NEW QUESTION 83
Refer to the exhibit, which shows the output of a diagnose command
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What can you conclude from the RTT value?

A. Its value represents the time it takes to receive a response after a rating request is sent to a particular server.
B. Its value is incremented with each packet lost.

C. It determines which FortiGuard server is used for license validation.

D. Its initial value is statically set to 10.

Answer: A

NEW QUESTION 87
When using the SSL certificate inspection method for HTTPS traffic, how does FortiGate filter web requests when the browser client does not provide the server
name indication (SNI) extension?

A. FortiGate uses CN information from the Subject field in the server’s certificate.
B. FortiGate switches to the full SSL inspection method to decrypt the data.

C. FortiGate blocks the request without any further inspection.

D. FortiGate uses the requested URL from the user’s web browser.

Answer: A

NEW QUESTION 88
Which action will FortiGate take when using the default settings for SSL certificate inspection, where the server name indication (SNI) does not match either the
common name (CN) or any of the subject altemative names (SAN) in the server certificate?

A. FortiGate uses the CN information from the Subject field in the server certificate.

B. FortiGate uses the first entry listed in the SAN field in the server certificate.

C. FortiGate uses the SNI from the user's web browser.

D. FortiGate closes the connection because this represents an invalid SSL/TLS configuration.

Answer: A

Explanation:

#Config firewall ssl-ssh-profile

edit <profile_name> config https

set sni-server-cert-check [enable* | strict | disable]

Enable: If the SNI does NOT match the CN or SAN fields in the returned server's certificate, FG uses the CN field instead of the SNI to obtain the FQDN.
Strict: If the SNI does NOT match the CN or SAN fields in the returned server's certificate, FG closes the connection.

Disable: FG does not check the SNI.

NEW QUESTION 91
View the exhibit, which contains the output of a debug command, and then answer the question below.
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i swas - . P - ¥ . Fo a= A
#f get router info ospf interface portd
porta 15 up, line protocol 1s up

- o P | | P o~ oy A o I | - r—— - - e ol

Internet Rddress 172.20.121.236/24, Area 0.0.0.0, MTU 1500

Process ID 0O, Router ID 0.0.0.4, Network Type BROADCAST, Cost 1

Ll - _— - T - 4 —— P — B T . 5 = g : |

I'ransmit Delay 15 1 sec, ostate DREOther, Priority 1

Designated Router (ID) 172.20.140.2, Interface Address 172.20.121.2
) - e o = TR A N O 3 Trtarface B o r b I o T i £
Backup Designated Reouter (ID) 0.0. y Interface Address 1l/:2.:&80.1:2 1.£39
T - ¥ 1 = N 3 1 | Bl ™ " ¥ - A = = e o = =
I'imar intervals configured, Hello 10.000 , Deag 40, Wait 40, Retransmit 5

i . 5. & . -
Hello due in 00:00:05

o, P Lo | F= - 2 . - - Py - e - - o o

Nelghbor Count i1s 4, Adjacent neighbeor <ount 1s 2

=y = = oy e - bt B e L = o A 9 1

-k ¥R g':'.:‘u:"‘"l._,e Numpbper e, 1 L

Hello received 10&, sent 27, DD received 7 sent 9

Ls=Eeg received £ sent £; LS-Upd recelved sent o

LS-Ack received 4 sent 3, Discarded 1

Which of the following statements about the exhibit are true? (Choose two.)

A. In the network on port4, two OSPF routers are down.

B. Port4 is connected to the OSPF backbone area.

C. The local FortiGate’s OSPF router ID is 0.0.0.4

D. The local FortiGate has been elected as the OSPF backup designated router.

Answer: BC

NEW QUESTION 94
The logs in a FSSO collector agent (CA) are showing the following error: failed to connect to registry: PIKA1026 (192.168.12.232)
What can be the reason for this error?

A. The CA cannot resolve the name of the workstation.

B. The FortiGate cannot resolve the name of the workstation.

C. The remote registry service is not running in the workstation 192.168.12.232.
D. The CA cannot reach the FortiGate with the IP address 192.168.12.232.

Answer: C

Explanation:
https://kb.fortinet.com/kb/documentLink.do?externallD=FD30548

NEW QUESTION 95

A corporate network allows Internet Access to FSSO users only. The FSSO user student does not have Internet access after successfully logged into the Windows
AD network. The output of the ‘diagnose debug authd fsso list’ command does not show student as an active FSSO user. Other FSSO users can access the
Internet without problems. What should the administrator check? (Choose two.)

A. The user student must not be listed in the CA’s ignore user list.

B. The user student must belong to one or more of the monitored user groups.

C. The student workstation’s IP subnet must be listed in the CA'’s trusted list.

D. At least one of the student’s user groups must be allowed by a FortiGate firewall policy.
Answer: AD

Explanation:

https://kb.fortinet.com/kb/documentLink.do?externallD=FD38828

NEW QUESTION 99
Refer to the exhibit, which contains the partial output of a diagnose command.
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se vpn tunnel
c tunnal in vd (

1:0 tun id=10.200.4.1 dst mtu=1500 dpd-
link=on remote
bound if=3 W ie/1 tun=intf/0 mode=auto/l enc 0 )210]=create dewv
rag-rfc at s ic=1 ovarlay id=0
d num=1

replaywin=2048

Based on the output, which two statements are correct? (Choose two.)

A. The remote gateway has quick mode selectors containing a destination subnet of 10.1.2.0/24.
B. The remote gateway IP is 10.200.5.1.

C. DPD is disabled.

D. Anti-replay is enabled.

Answer: AD

Explanation:

Enterprise_Firewall_7.0_Study_Guide-Online.pdf p 427, 444

Since the local subnet is 10.1.2.0/24, the remote gateway has the destination subnet as 10.1.2.0. The remote gateway IP is 10.200.4.1. DPD is enabled (dpd-
link=on)

NEW QUESTION 104
Which statement about memory conserve mode is true?

A. A FortiGate exits conserve mode when the configured memory use threshold reaches yellow.

B. A FortiGate starts dropping all the new and old sessions when the configured memory use threshold reaches extreme.
C. A FortiGate starts dropping new sessions when the configured memory use threshold reaches red

D. A FortiGate enters conserve mode when the configured memory use threshold reaches red

Answer: D

NEW QUESTION 109
View the exhibit, which contains a screenshot of some phase-1 settings, and then answer the question below.

Name Remote
Comments Comments
Network
IP Version ® |Pvd O IPve
Remote Gateway Static IP address '
IP Address 10.0.10.1
Interface port1 '
Mode Config M
NAT Traversal v
Keepalive Frequency 10 e
Dead Peer Detection ||

The VPN is up, and DPD packets are being exchanged between both IPsec gateways; however, traffic cannot pass through the tunnel. To diagnose, the
administrator enters these CLI commands:
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diagnose vpn ike log-filter src-add4 10.0.10.1
diagnose debug application ike-1
diagnose debug enable

However, the IKE real time debug does not show any output. Why?

A. The debug output shows phases 1 and 2 negotiations onl

B. Once the tunnel is up, it does not show any more output.

C. The log-filter setting was set incorrectl

D. The VPN's traffic does not match this filter.

E. The debug shows only error message

F. If there is no output, then the tunnel is operating normally.

G. The debug output shows phase 1 negotiation onl

H. After that, the administrator must enable the following real time debug: diagnose debug application ipsec -1.

Answer: B

NEW QUESTION 112
Refer to the exhibit, which shows the output of a diagnose command.

diagnose sys session list expectation

session info: proto=6é proto state=00 duration=3 expire=26 timecout=3600 f£lags=00000000
sockflag=00000000 sockport=0 av_idx=0 use=3

origin-shaper=

reply-shaper=

per ip shaper=

ha id=0 policy dir=1 tunnel=/

state=new complex

statistic (bytes/packets/allow err): org=0/0/0 reply=0/0/0 tuples=2

orgin->sink: org pre->post, reply pre->post dev=2->4/4->2 gwy=10.0.1.10/10.200.1.254
hook=pre dir=org act=dnat 10.171.121.38:0->10.200.1.1:60426(10.0.1.10:50365)
hook=pre dir=org act=noop 0.0.0.0:0->0.0.0.0:0(0.0.0.0:0)

pos/ (before,after) 0/(0,0), 0/(0,0)

dd type=0 dd mode=0

What can you conclude from the output shown in the exhibit? (Choose two.)

A. This is a pinhole session created to allow traffic for a protocol that requires additional sessions to operate through FortiGate.

B. This is an expected session created by the IPS engine.

C. Traffic in the original direction (coming from the IP address 10.171.121.38) will be routed to the next-hop IP address 10.200.1.1.
D. Traffic in the original direction (coming from the IP address 10.171.121.38) will be routed to thenext-hop IP address 10.0.1.10.
Answer: AD

Explanation:

Enterprise_Firewall_7.0_Study_ Guide-Online.pdf p 110, 111, 115

NEW QUESTION 114
Refer to the exhibit, which contains partial output from an IKE real-time debug.
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1ike

:624000:98: responder: main mode get 1st message...

:624000:98: VID DPD AFCAD71368A1F1(96B8696F(C77570100

:624900:98: VID FRAGMENTATION 4848B7D56EBCE8B8525E7DE7FO@OD6C2D3
:624000:98: VID FRAGMENTATION 4848B7DS56EBCE88525E7DE7FeeD6C2D3Coeo0000
:624800:98: VID FORTIGATE 8299831757A36082(C6A621DEG0000000
:624900:98: incoming proposal:

:624900:98: proposal id = @:

:6240008:98: protocol id ISAKMP:

:624900:98: trans_id = KEY_IKE.

:6240800:98: encapsulation = IKE/none

:624000:98: type=0AKLEY ENCRYPT_ALG, val=AES CBC, key-len=256
:624000:98: type=0AKLEY HASH ALG, val=SHA2 256.

:624000:98: type=AUTH_METHOD, val=PRESHARED KEY.

:624000:98: type=0AKLEY_GROUP, val=MODP2048.

:624800:98: ISAKMP SA lifetime=86400

:624800:98: proposal id = @:

:624P00:98: protocol id ISAKMP:

:624800:98: trans id KEY IKE.

:624000:98: encapsulation = IKE/none

:624900:98: type=0AKLEY_ENCRYPT_ALG, val=AES CBC, key-len=256
:624000:98: type=0AKLEY_HASH_ALG, val=SHA2_ 256.

:624000:98: type=AUTH_METHOD, val=PRESHARED KEY.

:624800:98: type=0AKLEY GROUP, val=MODP1536.

:624000:98: ISAKMP SA lifetime=86400

ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike

:624800:98: my proposal, gw Remotesite:

:624800:98: proposal id = 1:

:624000:98: protocol id = ISAKMP:

:6248008:98: trans_id KEY_ IKE.

:624900:98: encapsulation = IKE/none

iike ©:620000:98: type=0AKLEY_ENCRYPT_ALG, val=AES_(BC, key-len=128

S 0 90 9 0 0090090009 0000000000 00 oo

ike
ike
ike
ike

:624000:98: type=0AKLEY_HASH ALG, val=SHA.

:624000:98: type=AUTH_METHOD, val=PRESHARED KEY.
:6248008:98: type=0AKLEY_GROUP, val=MODP2048.

:624000:98: ISAKMP SA lifetime=86400

:624000:98: proposal id = 1:

:624900:98: protocol id ISAKMP:

:624000:98: trans_id = KEY_IKE.

:6240800:98: encapsulation = IKE/none

:624000:98: type=0AKLEY_ ENCRYPT _ALG, val=AES CBC, key-len=128
:624000:98: type=0AKLEY HASH ALG, val=SHA.

:624000:98: type=AUTH_METHOD, val=PRESHARED_KEY.
:6240800:98: type=0AKLEY GROUP, val=MODP1536.

ike 0:624000:98: ISAKMP SA lifetime=86400

ike ©:624000:98: negotiation failure

ike Negot:624ea7blbba276fb/0000000000000000:98: no SA proposal chosen

ike
ike
ike
ike
ike
ike
ike
ike

O 2 9090 000000000 o

The administrator does not have access to the remote gateway.
Based on the debug output, which configuration change can the administrator make to the local gateway to resolve the phase 1 negotiation error?

A. In the phase 1 network configuration, set the IKE version to 2.

B. In the phase 1 proposal configuration, add AES128-SHA128 to the list of encryption algorithms.
C. In the phase 1 proposal configuration, add AESCBC-SHAZ to the list of encryption algorithms.
D. In the phase 1 proposal configuration, add AES256-SHA256 to the list of encryption algorithms.

Answer: D
Explanation:

https://docs.fortinet.com/document/fortigate/7.0.0/administration-guide/238852

NEW QUESTION 117

An administrator has configured two FortiGate devices for an HA cluster. While testing the HA failover, the administrator noticed that some of the switches in the
network continue to send traffic to the former primary unit. The administrator decides to enable the setting link-failed-signal to fix the problem. Which statement is
correct regarding this command?

A. Forces the former primary device to shut down all its non-heartbeat interfaces for one second while the failover occurs.
B. Sends an ARP packet to all connected devices, indicating that the HA virtual MAC address is reachable through a new master after a failover.
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C. Sends a link failed signal to all connected devices.
D. Disables all the non-heartbeat interfaces in all the HA members for two seconds after a failover.

Answer: A

NEW QUESTION 119
Which two statements about the Security Fabric are true? (Choose two.)

A. Only the root FortiGate collects network topology information and forwards it to FortiAnalyzer.

B. Only the root FortiGate sends logs to FortiAnalyzer.

C. Only FortiGate devices with fabric-object-unification set to default will receive and synchronize global CMDB objects sent by the root FortiGate.
D. FortiGate uses FortiTelemetry protocol to communicate with FortiAnalyzer.

Answer: AC

Explanation:
FortiGate's to Root uses FortiTelemetry (TCP-8013) FortiTelemetry is also used for FortiClient communication Root Fortigate to FortiAnalyzer uses API (TCP-443)

NEW QUESTION 123
View the exhibit, which contains an entry in the session table, and then answer the question below.

session info: proto=6 proto state=11 duration=53 expire=265 timeout=300 flags=00000000
sockflag=00000000

origin-shaper=

reply-shaper=

per ip shaper=

ha id=0 policy dir=0 tunnel=/ vlan cos=0/255

user=AALT state=redir log local may dirty npu nlb none acct-ext

statistic (bytes/packets/allow err): org=2651/17/1 reply=19130/28/1 tuples=3

tx speed (Bps/kbps): 75/0 rx speed (Bps/kbps): 542/4

orgin->sink: org pre->post, reply pre->post dev=7->6/6->7 gwy=172.20.121.2/10.0.0.2
hook=post dir=org act=snat 192.167.1.100:49545->216.58.216.238:443(172.20.121.96:49545)
hook=pre dir=reply act=dnat 216.58.216.238:443->172.20.121.96:49545 (192.167.1.100:49545)
heok=post dir=reply act=ncop 216.58.216.238:443->192.167.1.100:49545 (0.0.0.0:0)

pos/ (before, after) 0/(0,0), 0/(0,0)

src mac=08:5b:0e:6c:7b:7a

misc=0 policy id=21 auth info=0 chk client info=0 wd=0

serial=007£2948 tos=ff/ff app list=0 app=0 url cat=41

dd type=0 dd mode=0

npu_state=00000000

npu info: flag=0x00/0x00, offload=0/0, ips offload=0/0, epid=0/0, ipid=0/0, v1an=0x0000/0x0000
vlifid=0/0, vtag in=0x0000/0x0000 in npu=0/0, out npu=0/0, fwd en=0/0, gid=0/0

Which one of the following statements is true regarding FortiGate's inspection of this session?

A. FortiGate applied proxy-based inspection.

B. FortiGate forwarded this session without any inspection.
C. FortiGate applied flow-based inspection.

D. FortiGate applied explicit proxy-based inspection.

Answer: A
Explanation:

https://kb.fortinet.com/kb/viewContent.do?externalld=FD30042

NEW QUESTION 127
View these partial outputs from two routing debug commands:
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Which outbound interface will FortiGate use to route web traffic from internal users to the Internet?

A. Both portl and port2
B. port3
C. portl
D. port2

Answer: C

NEW QUESTION 130
Refer to the exhibits, which show the configuration on FortiGate and partial internet session information from a user on the internal network.

Configuration [ Session _

config system global

An administrator would like to test session failover between the two service provider connections.
What changes must the administrator make to force this existing session to immediately start using the other interface? (Choose two.)

A. Configure set snat-route-change enable.

B. Change the priority of the port2 static route to 5.

C. Change the priority of the portl static route to 11.

D. unset snat-route-change to return it to the default setting.

Answer: AC

Explanation:
Enterprise_Firewall_7.0_Study Guide-Online.pdf p 148-149

NEW QUESTION 132
In which two ways does FortiManager function when it is deployed as a local FDS? (Choose two.)

A. It provides VM license validation services.

B. It supports rating requests from non-FortiGate devices.

C. It caches available firmware updates for unmanaged devices.

D. It can be configured as an update server, a rating server, or both.

Answer: AD
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NEW QUESTION 136
Refer to the exhibit, which contains the output of the diagnose vpn tunnel list. Which command will capture ESP traffic for the VPN named DialUp_0?

A. diagnose sniffer packet any ‘esp and host 10.200.3.2’
B. diagnose sniffer packet any ‘ip proto 50’

C. diagnose sniffer packet any ‘host 10.0.10.10’

D. diagnose sniffer packet any ‘port 4500’

Answer: D

NEW QUESTION 138

You have configured FortiManager as a local FDS to provide FortiGate AV and IPS updates, but FortiGate devices are not receiving updates to their AV signature
databases, IPS engines, or IPS signature databases.

Which two settings need to be verified for these features to function? (Choose two.)

A. FortiGate needs to have the server list entry for FortiManager set to server-type update under config system central-management.
B. FortiManager needs to be the license validation server for FortiGate devices trying to retrieve updated AV and IPS packages.

C. Service access needs to be enabled on FortiManager under System Settings > Network.

D. FortiGate needs to have include-default-servers disabled under config system central-management.

Answer: AC

Explanation:
NSE 7.0 Guide page 184-185

NEW QUESTION 139
An administrator is running the following sniffer in a FortiGate: diagnose sniffer packet any “host 10.0.2.10” 2
What information is included in the output of the sniffer? (Choose two.)

A. Ethernet headers.
B. IP payload.
C. IP headers.
D. Port names.

Answer: BC

Explanation:
https://kb.fortinet.com/kb/documentLink.do?externallD=11186

NEW QUESTION 142
View the exhibit, which contains a partial output of an IKE real-time debug, and then answer the question below.
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ike 0:H2S 0 _1: shortcut 10.200.5.1.:0 10.1.2.254->10.1.1.254

tke 0:H2S 0 _1:15: sent IKE msg (SHORTCUT-OFFER): 10.200.1.1:500->10.200.5.1:500,
len=164, 1d=4134d{8580d5¢cdd/ce54851612¢74321:a211144e

ike 0: comes 10.200.5.1:500->10.200.1.1:500.1findex=3....

ike 0: IKEv1 exchange=Informational id=4134df8580d5bcdd/ce54851612¢7432f:62662e8¢
len=196

ike 0:H2S_0_1:15: notify msg received: SHORTCUR-QUERY
ike 0:H2S 0 _1: recv shortcut-query 16462343159772385317

ike 0:H2S 0 0:16: senr IKE msg (SHORTCUT-QUERY): 10.200.1.1:500->10.200.3.1:500,
len=196, 1d=Tc6b6cca6700a935/dba06 1eaf51b89f7:b326df2a

ike 0: comes 10.200.3.1:500->10.200.1.1:500,ifindex=3....

ike 0: IKEv1 exchange=Informational 1d=7c6b6cca6700a935/dba061eaf51b89{7:1c1dbf39
len=188

ke 0:H2S 0 0:16: notify msg received: SHORTCUT-REPLY

ike 0:H2S 0 0: recv shortcut-reply 16462343159772385317
97a7565a441e2aa/667d3e2e3442211e 10.200.3.1 to 10.1.2.254 psk 64

ike 0:H2S_0_0: shortcut-reply route to 10.1.2.254 viaH2S 0 _1 29

ike 0:H2S: forward shortcut-reply 16462343159772385317
f97a7565a441e2aa/667d3e2e3442211¢ 10.200.3.1 to 10.1.2.254 psk 64 ttl 31
ike 0:H2S 0 1:15:enc

ike 0:H2S_0_1:15: sent IKE msg (SHORTCUT-REPLY): 10.200.1.1:500->10.200.5.1:500,
len=188, 1d=4134df8580d5bedd/ce54851612¢7432f:70ed6d2¢

Based on the debug output, which phase-1 setting is enabled in the configuration of this VPN?

A. auto-discovery-sender
B. auto-discovery-forwarder
C. auto-discovery-shortcut
D. auto-discovery-receiver

Answer: B

NEW QUESTION 147
Which statement about NGFW policy-based application filtering is true?

A. After the application has been identified, the kernel uses only the Layer 4 header to match the traffic.

B. The IPS security profile is the only security option you can apply to the security policy with the action set to ACCEPT.
C. After IPS identifies the application, it adds an entry to a dynamic ISDB table.

D. FortiGate will drop all packets until the application can be identified.

Answer: D

NEW QUESTION 151

Which two conditions would prevent a static route from being added to the routing table? (Choose two.)
A. There is another other route to the same destination, with a lower distance.

B. The route has a lower priority value than another route to the same destination.

C. The next-hop IP address is unreachable.

D. The interface specified in the route configuration is down

Answer: AD

Explanation:

The routing table contains only the static route with the lowest distance https://community.fortinet.com/t5/FortiGate/Technical-Note-Routing-behavior-depending-on-
distance-and/ta-p/

NEW QUESTION 155
Refer to the exhibit, which shows the output of diagnose sys session stat.
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NGFW-1 # diagnose sys session stat
misc info: session count=591 setup rate=0 exp count=0 clash=162
memory tension drop=0 ephemeral=0/65536 removeable=0
delete=0, flush=0, dev down=0/0 ses walkers=0
TCP sessions:
166 in NONE state
1 in ESTABLISHED state
3 in SYN SENT state
2 in TIME WAIT state
firewall error stat:
errorl=00000000
errorZ2=00000000
error3=00000000
errord4=00000000
tt=00000000
cont=00000000
ids recv=00000000
url recv=00000000
av recv=00000000
fgdn count=00000006
fqdné count=00000000
global: ses limit=0 ses6 limit=0 rt limit=0 rté limit=0

Which statement about the output shown in the exhibit is correct?

A. There are two sessions that have not been removed in case of any out-of-order packets that arrive.
B. There are 166 TCP sessions waiting to complete the three-way handshake.

C. 162 sessions have been deleted because of memory page exhaustion.

D. All the sessions in the session table are TCP sessions.

Answer: A
NEW QUESTION 158
Refer to the exhibit, which shows partial outputs from two routing debug commands.

FortiGate # get router info routing-table database

Routing table for VRF=0
S 0.0.0.0/0 [20/0] via 100.64.2.254, port2, [10/0]
S *> 0.0.0.0/0 [10/0] via 100.64.1.254, portl

FortiGate # get router info routing-table all

Routing table for VRF=0
S 0.0.0.0/0 [10/0] wvia 100.64.1.254, portl

Why is the port2 default route not in the second command output?

A. The port2 interface is disabled in the FortiGate configuration.

B. The portl default route has a lower distance than the default route using port2.

C. The portl default route has a higher priority value than the default route using port2.
D. The portl default route has a lower priority value than the default route using port2.
Answer: B

NEW QUESTION 160
View the exhibit, which contains the output of get sys ha status, and then answer the question below.
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NGFW # get sys ha status
HA Health Status: ok
Medel: FertiGateOWVMG4
Mode: HA A-P
Group: 0
Debug: 0
Cluster Uptime: 0 days 01:07:35
Master selected using:
<2017/04/24 09:43:44> FGVYM010000077649 is selected as the master because it has the largest value of override pr
<2017/04/24 08:50:53> FGYMO10000077 is selected as the master because it's the only member in the cluster.
ses_pickup: disable
override: enable
Configuration Status:
FGVMO10000077643(updated 1 seconds ago): in-sync
FGVMO10000077650({updated 0 seconds ago): out-of-sync
System Usage stats:
FGVMO01000007764S(updated 1 seconds ago):
sessions=30, average-cpu-user/nice/system/idle=0%/0%/0%/100%, memory-60%
FGVMO10000077&650(updated 0 seconds ago):
sessions=2, average-cpu-user/nice/system/idle=0%/0%/0%/100%, memory-61%
HBDEYV stats:
FGVYMO10000077649(updated 1 seconds ago):
port?: physical/10000full, up, rx-bytes/packets/dropped/errors=7358367/17029/25/0, tx=7721830/17182/0/0
FGVMO10000077650(updated 0 seconds ago):
port7: physical/10000full, up, n--bytes/packets/dropped/errors=7793722/17190/0/0, tx=8540374/20806/0/0
Master: NGFW , FGVM010000077649
Slave : NGFW-2 , FGVMD10000077650
number of vcluster: 1
vcluster 1: work 169.254.0.2
Master:0 FGYM0100000077649
Slave :1 FGVYMO0100000077650

Which statements are correct regarding the output? (Choose two.)

A. The slave configuration is not synchronized with the master.
B. The HA management IP is 169.254.0.2.

C. Master is selected because it is the only device in the cluster.
D. port 7 is used the HA heartbeat on all devices in the cluster.

Answer: AD

NEW QUESTION 164
Examine the following routing table and BGP configuration; then answer the question below.

#qget router info routing-table all

0.0.0.0/0 [10/0] via 10.200.1.254, port1
C10.200.1.0/24 is directly connected, port1
$5192.168.0.0/16 [10/0] via 10.200.1.254, port1
show router bgp

+

set router-id 10.200.1.1

set network-import-check enable
set ebgp-miltipath disable
config neighbor
edit"10.200.3.1"

set remote-as 62501

next

end

config network

edit?

TheBGP connection is up, but the local peer is NOT advertising the prefix 192.168.1.0/24. Which configuration change will make the local peer advertise this

prefix?

A. Enable the redistribution of connected routers into BGP.
B. Enable the redistribution of static routers into BGP.

C. Disable the setting network-import-check.

D. Enable the setting ebgp-multipath.

Answer: C

NEW QUESTION 166
Refer to the exhibit, which shows the output of a diagnose command.
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FGT # diagnose debug rating
Locale english
Service Web~-filter
Status Enable
License Contract
Service Antispam
Status Disable
Service Virus Outbreak Prevention
Status Disable

-=- Server List (Mon Apr 19 10:41:32 20xx) -=-

IP Weight RTT Flags TZ Packets Curr Lost Total Lost
64.26.151.37 10 45 262432 B4o
€4.26.151.35 10 46 329072 eg0e
€6.117.56.37 10 75 71638 275
£€5.210.495.240 20 71 36875 L
209.222.147.36 20 103 34784 1070
208.91.112.194 107 | 35170 1533
06.45.33.65 &0 144 33728 120
B0.85.69.41 71 226 33797 192
€2.209.40.74 97 33754 145
121.111.236.179 45 44 26410 26227

What can be concluded about the debug output in this scenario?

A. Servers with a negative TZ value are less preferred for rating requests.

B. There is a natural correlation between the value in the Packets field and the value in the Weight field.

C. FortiGate used 64.26.151.37 as the initial server to validate its contract.

D. The first server provided to FortiGate when it performed a DNS query looking for a list of rating servers, was 121.111.236.179.

Answer: B

NEW QUESTION 167
View the central management configuration shown in the exhibit, and then answer the question below.

config system central-management
set type fortimanager

i

edit 1

set server-type rating

set server-address 10.0.1.240
next
edit 2

set server-type update

set server—-address 10.0.1.243
next
edit 3

set server-type ratlng

set server-address 10.0.1.244
next

Which server will FortiGate choose for antivirus and IPS updates if 10.0.1.243 is experiencing an outage?

A.10.0.1.240
B. One of the public FortiGuard distribution servers
C.10.0.1.244
D. 10.0.1.242

Answer: B

NEW QUESTION 168

Which of the following statements are correct regarding application layer test commands? (Choose two.)
A. They are used to filter real-time debugs.

B. They display real-time application debugs.

C. Some of them display statistics and configuration information about a feature or process.
D. Some of them can be used to restart an application.
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Answer: CD

Explanation:

Application layer test commands don’t display info in real time, but they do show statistics and configuration info about a feature or process. You can also use
some of these commands to restart a process or execute a change in its operation.

NEW QUESTION 172
What does the dirty flag mean in a FortiGate session?

A. Traffic has been blocked by the antivirus inspection.

B. The next packet must be re-evaluated against the firewall policies.

C. The session must be removed from the former primary unit after an HA failover.
D. Traffic has been identified as from an application that is not allowed.

Answer: B

Explanation:
https://kb.fortinet.com/kb/viewContent.do?externalld=FD40119&sliceld=1

NEW QUESTION 173

An administrator has configured two FortiGate devices for an HA cluster. While testing HA failover, the

administrator notices that some of the switches in the network continue to send traffic to the former primary device. The administrator decides to enable the setting
link-failed-signal to fix the problem.

Which statement about this setting is true?

A. It sends an ARP packet to all connected devices, indicating that the HA virtual MAC address is reachable through a new master after a failover.
B. It sends a link failed signal to all connected devices.

C. It disabled all the non-heartbeat interfaces in all HA members for two seconds after a failover.

D. It forces the former primary device to shut down all its non-heartbeat interfaces for one second, while the failover occurs.

Answer: D

NEW QUESTION 176
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