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NEW QUESTION 1
Which of the following are risks associated with vendor lock-in? (Choose two.)

A. The client can seamlessly move data.

B. The vendor can change product offerings.

C. The client receives a sufficient level of service.

D. The client experiences decreased quality of service.
E. The client can leverage a multicloud approach.

F. The client experiences increased interoperability.

Answer: BD

Explanation:
Reference: https://www.cloudflare.com/learning/cloud/what-is-vendor-
lockin/#:~:text=Vendor%20lock%2Din%20can%20become, may%20involve%20reformatting%20the%20data

NEW QUESTION 2

A security analyst receives an alert from the SIEM regarding unusual activity on an authorized public SSH jump server. To further investigate, the analyst pulls the
event logs directly from /var/log/ auth.log: graphic.ssh_auth_log.

Which of the following actions would BEST address the potential risks by the activity in the logs?

A. Alerting the misconfigured service account password
B. Modifying the AllowUsers configuration directive

C. Restricting external port 22 access

D. Implementing host-key preferences

Answer: C

Explanation:
Reference: https://www.rapid7.com/blog/post/2017/10/04/how-to-secure-ssh-server-using-port-knocking-on-ubuntu-linux/

NEW QUESTION 3

A security analyst is researching containerization concepts for an organization. The analyst is concerned about potential resource exhaustion scenarios on the
Docker host due to a single application that is overconsuming available resources.

Which of the following core Linux concepts BEST reflects the ability to limit resource allocation to containers?

A. Union filesystem overlay
B. Cgroups

C. Linux namespaces

D. Device mapper

Answer: B

Explanation:
Reference: https://www.ibm.com/support/pages/deep-dive-yarn-cgroups-hadoop-dev
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NEW QUESTION 4

A disaster recovery team learned of several mistakes that were made during the last disaster recovery parallel test. Computational resources ran out at 70% of
restoration of critical services.

Which of the following should be modified to prevent the issue from reoccurring?

A. Recovery point objective
B. Recovery time objective

C. Mission-essential functions
D. Recovery service level

Answer: B

Explanation:
Reference: https://www.nakivo.com/blog/disaster-recovery-in-cloud-computing/
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NEW QUESTION 5
A threat hunting team receives a report about possible APT activity in the network. Which of the following threat management frameworks should the team
implement?

A. NIST SP 800-53

B. MITRE ATT&CK

C. The Cyber Kill Chain

D. The Diamond Model of Intrusion Analysis

Answer: A

Explanation:
Reference: https://nvipubs.nist.gov/nistpubs/legacy/sp/nistspecialpublication800-30r1.pdf

NEW QUESTION 6

A company has decided to purchase a license for software that is used to operate a mission-critical process. The third-party developer is new to the industry but is
delivering what the company needs at this time.

Which of the following BEST describes the reason why utilizing a source code escrow will reduce the operational risk to the company if the third party stops
supporting the application?

A. The company will have access to the latest version to continue development.

B. The company will be able to force the third-party developer to continue support.

C. The company will be able to manage the third-party developer’'s development process.
D. The company will be paid by the third-party developer to hire a new development team.

Answer: B

NEW QUESTION 7

A security engineer estimates the company’s popular web application experiences 100 attempted breaches per day. In the past four years, the company’s data
has been breached two times.

Which of the following should the engineer report as the ARO for successful breaches?

A.05
B.8
C.50

D. 36,500

Answer: A

Explanation:
Reference: https://blog.netwrix.com/2020/07/24/annual-loss-expectancy-and-quantitative-risk-analysis/
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NEW QUESTION 8

An organization recently started processing, transmitting, and storing its customers’ credit card information. Within a week of doing so, the organization suffered a
massive breach that resulted in the exposure of the customers’ information.

Which of the following provides the BEST guidance for protecting such information while it is at rest and in transit?
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A. NIST

B. GDPR
C. PCIDSS
D. I1ISO

Answer: C

Explanation:
Reference: https://en.wikipedia.org/wiki/Payment_Card_Industry Data_Security_Standard

NEW QUESTION 9

During a system penetration test, a security engineer successfully gained access to a shell on a Linux host as a standard user and wants to elevate the privilege
levels.

Which of the following is a valid Linux post-exploitation method to use to accomplish this goal?

A. Spawn a shell using sudo and an escape string such as sudo vim -c ‘Ish’.
B. Perform ASIC password cracking on the host.

C. Read the /etc/passwd file to extract the usernames.

D. Initiate unquoted service path exploits.

E. Use the UNION operator to extract the database schema.

Answer: C

Explanation:
Reference: https://docs.rapid7.com/insightvm/elevating-permissions/

NEW QUESTION 10

A shipping company that is trying to eliminate entire classes of threats is developing an SELinux policy to ensure its custom Android devices are used exclusively
for package tracking.

After compiling and implementing the policy, in which of the following modes must the company ensure the devices are configured to run?

A. Protecting
B. Permissive
C. Enforcing

D. Mandatory

Answer: B

Explanation:
Reference: https://source.android.com/security/selinux/customize

NEW QUESTION 10

A security engineer needs to implement a solution to increase the security posture of user endpoints by providing more visibility and control over local administrator
accounts. The endpoint security team is overwhelmed with alerts and wants a solution that has minimal operational burdens. Additionally, the solution must
maintain a positive user experience after implementation.

Which of the following is the BEST solution to meet these objectives?

A. Implement Privileged Access Management (PAM), keep users in the local administrators group, and enable local administrator account monitoring.
B. Implement PAM, remove users from the local administrators group, and prompt users for explicit approval when elevated privileges are required.
C. Implement EDR, remove users from the local administrators group, and enable privilege escalation monitoring.

D. Implement EDR, keep users in the local administrators group, and enable user behavior analytics.

Answer: A

Explanation:

Reference: https://www.cyberark.com/what-is/privileged-access-management/

NEW QUESTION 13
Device event logs sources from MDM software as follows:
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Which of the following security concerns and response actions would BEST address the risks posed by the device in the logs?

A. Malicious installation of an application; change the MDM configuration to remove application ID 1220.
B. Resource leak; recover the device for analysis and clean up the local storage.

C. Impossible travel; disable the device’'s account and access while investigating.

D. Falsified status reporting; remotely wipe the device.

Answer: A

NEW QUESTION 16

A home automation company just purchased and installed tools for its SOC to enable incident identification and response on software the company develops. The
company would like to prioritize defenses against the following attack scenarios:

Unauthorized insertions into application development environments

Authorized insiders making unauthorized changes to environment configurations Which of the following actions will enable the data feeds needed to detect these
types of attacks on development environments? (Choose two.)

A. Perform static code analysis of committed code and generate summary reports.

B. Implement an XML gateway and monitor for policy violations.

C. Monitor dependency management tools and report on susceptible third-party libraries.
D. Install an IDS on the development subnet and passively monitor for vulnerable services.
E. Model user behavior and monitor for deviations from normal.

F. Continuously monitor code commits to repositories and generate summary logs.

Answer: CD

NEW QUESTION 19

Ransomware encrypted the entire human resources fileshare for a large financial institution. Security operations personnel were unaware of the activity until it was
too late to stop it. The restoration will take approximately four hours, and the last backup occurred 48 hours ago. The management team has indicated that the
RPO for a disaster recovery event for this data classification is 24 hours.

Based on RPO requirements, which of the following recommendations should the management team make?

A. Leave the current backup schedule intact and pay the ransom to decrypt the data.

B. Leave the current backup schedule intact and make the human resources fileshare read-only.
C. Increase the frequency of backups and create SIEM alerts for I0Cs.

D. Decrease the frequency of backups and pay the ransom to decrypt the data.

Answer: C

NEW QUESTION 24

A security engineer thinks the development team has been hard-coding sensitive environment variables in its code. Which of the following would BEST secure the
company'’s CI/CD pipeline?

A. Utilizing a trusted secrets manager

B. Performing DAST on a weekly basis

C. Introducing the use of container orchestration

D. Deploying instance tagging

Answer: A

Explanation:
Reference: https://about.gitlab.com/blog/2021/04/09/demystifying-ci-cd-variables/

Environment scope

Protected variables

MaskEed

NEW QUESTION 29

A vulnerability analyst identified a zero-day vulnerability in a company’s internally developed software. Since the current vulnerability management system does
not have any checks for this vulnerability, an engineer has been asked to create one.

Which of the following would be BEST suited to meet these requirements?
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A. ARF

B. ISACs
C. Node.js
D. OVAL

Answer: D

NEW QUESTION 34
Which of the following terms refers to the delivery of encryption keys to a CASB or a third-party entity?

A. Key sharing

B. Key distribution
C. Key recovery
D. Key escrow

Answer: B

Explanation:
Reference: https://www.open.edu/openlearn/ocw/mod/oucontent/view.php?id=483228ion=1.3

NEW QUESTION 35
A company is implementing SSL inspection. During the next six months, multiple web applications that will be separated out with subdomains will be deployed.
Which of the following will allow the inspection of the data without multiple certificate deployments?

A. Include all available cipher suites.
B. Create a wildcard certificate.

C. Use a third-party CA.

D. Implement certificate pinning.

Answer: D

NEW QUESTION 38
A company wants to protect its intellectual property from theft. The company has already applied ACLs and DACs. Which of the following should the company use
to prevent data theft?

A. Watermarking
B. DRM

C. NDA

D. Access logging

Answer: D

NEW QUESTION 43

A company hired a third party to develop software as part of its strategy to be quicker to market. The company’s policy outlines the following requirements: The
credentials used to publish production software to the container registry should be stored in a secure location.

Access should be restricted to the pipeline service account, without the ability for the third-party developer to read the credentials directly. Which of the following
would be the BEST recommendation for storing and monitoring access to these shared credentials?

A. TPM

B. Local secure password file
C. MFA

D. Key vault

Answer: A
Explanation:

Reference: https://docs.microsoft.com/en-us/windows/security/information-protection/tpm/tpm-fundamentals

NEW QUESTION 45
A customer reports being unable to connect to a website at www.test.com to consume services. The customer notices the web application has the following
published cipher suite:

i ECDHE RSA WITH AES 256 CBC SHA384 TLS ECDHE RSA WITH AES 128 CBC SHA2SH

Which of the following is the MOST likely cause of the customer’s inability to connect?
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A. Weak ciphers are being used.

B. The public key should be using ECDSA.
C. The default should be on port 80.

D. The server name should be test.com.

Answer: B

Explanation:

Reference: https://security.stackexchange.com/questions/23383/ssh-key-type-rsa-dsa-ecdsa-are-there-easy-answers-forwhich-to-choose-when

NEW QUESTION 46

A developer wants to maintain integrity to each module of a program and ensure the code cannot be altered by malicious users. Which of the following would be

BEST for the developer to perform? (Choose two.)

A. Utilize code signing by a trusted third party.
B. Implement certificate-based authentication.
C. Verify MD5 hashes.

D. Compress the program with a password.
E. Encrypt with 3DES.

F. Make the DACL read-only.

Answer: AB

NEW QUESTION 50

A security analyst discovered that the company’s WAF was not properly configured. The main web server was breached, and the following payload was found in

one of the malicious requests:

L e | F P P T I T | WViddS 3 ) PRy O | " " AN . i
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Which of the following would BEST mitigate this vulnerability?

A. CAPTCHA

B. Input validation

C. Data encoding

D. Network intrusion prevention

Answer: B
Explanation:
Reference: https://hdivsecurity.com/owasp-xml-external-entities-xxe
Example #1: The attacker attempts to extract data from the server
E pie #2: An attacke £ g Serve arivate network by changing the ab ENTITY line

NEW QUESTION 51

A security engineer has been asked to close all non-secure connections from the corporate network. The engineer is attempting to understand why the corporate
UTM will not allow users to download email via IMAPS. The engineer formulates a theory and begins testing by creating the firewall ID 58, and users are able to

download emails correctly by using IMAP instead. The network comprises three VLANS:

- VLAN 30
- VLAN 20
- VLAN 110

The security engineer looks at the UTM firewall rules and finds the following:
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Which of the following should the security engineer do to ensure IMAPS functions properly on the corporate user network?

A. Contact the email service provider and ask if the company IP is blocked.

B. Confirm the email server certificate is installed on the corporate computers.
C. Make sure the UTM certificate is imported on the corporate computers.

D. Create an IMAPS firewall rule to ensure email is allowed.

Answer: C

NEW QUESTION 56

All staff at a company have started working remotely due to a global pandemic. To transition to remote work, the company has migrated to SaaS collaboration
tools. The human resources department wants to use these tools to process sensitive information but is concerned the data could be:

Leaked to the media via printing of the documents Sent to a personal email address

Accessed and viewed by systems administrators Uploaded to a file storage site Which of the following would mitigate the department’s concerns?

A. Data loss detection, reverse proxy, EDR, and PGP
B. VDI, proxy, CASB, and DRM

C. Watermarking, forward proxy, DLP, and MFA

D. Proxy, secure VPN, endpoint encryption, and AV

Answer: B

NEW QUESTION 59

A security engineer was auditing an organization’s current software development practice and discovered that multiple opensource libraries were Integrated into
the organization’s software. The organization currently performs SAST and DAST on the software it develops.

Which of the following should the organization incorporate into the SDLC to ensure the security of the open-source libraries?

A. Perform additional SAST/DAST on the open-source libraries.

B. Implement the SDLC security guidelines.

C. Track the library versions and monitor the CVE website for related vulnerabilities.
D. Perform unit testing of the open-source libraries.

Answer: B

Explanation:
Reference: https://www.whitesourcesoftware.com/resources/blog/application-security-best-practices/

NEW QUESTION 60
A company is preparing to deploy a global service.
Which of the following must the company do to ensure GDPR compliance? (Choose two.)

A. Inform users regarding what data is stored.
B. Provide opt-in/out for marketing messages.
C. Provide data deletion capabilities.

D. Provide optional data encryption.

E. Grant data access to third parties.

F. Provide alternative authentication techniques.

Answer: AB

Explanation:
Reference: https://gdpr.eu/compliance-checklist-us-companies/

« Conduct an informaton audit for EU persenal data

* Inform your customners why you're processing their data

NEW QUESTION 61

A company is looking to fortify its cybersecurity defenses and is focusing on its network infrastructure. The solution cannot affect the availability of the company’s
services to ensure false positives do not drop legitimate traffic.

Which of the following would satisfy the requirement?
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A. NIDS
B. NIPS
C. WAF
D. Reverse proxy

Answer: B

Explanation:
Reference: https://subscription.packtpub.com/book/networking-and-servers/9781782174905/5/ch05Ivi1sec38/differentiatingbetween-nids-and-nips

NEW QUESTION 64

While investigating a security event, an analyst finds evidence that a user opened an email attachment from an unknown source. Shortly after the user opened the
attachment, a group of servers experienced a large amount of network and resource activity. Upon investigating the servers, the analyst discovers the servers
were encrypted by ransomware that is demanding payment within 48 hours or all data will be destroyed. The company has no response plans for ransomware.
Which of the following is the NEXT step the analyst should take after reporting the incident to the management team?

A. Pay the ransom within 48 hours.

B. Isolate the servers to prevent the spread.

C. Notify law enforcement.

D. Request that the affected servers be restored immediately.

Answer: C

NEW QUESTION 67

An organization is considering a BYOD standard to support remote working. The first iteration of the solution will utilize only approved collaboration applications
and the ability to move corporate data between those applications. The security team has concerns about the following:

Unstructured data being exfiltrated after an employee leaves the organization

Data being exfiltrated as a result of compromised credentials

Sensitive information in emails being exfiltrated

Which of the following solutions should the security team implement to mitigate the risk of data loss?

A. Mobile device management, remote wipe, and data loss detection
B. Conditional access, DoH, and full disk encryption

C. Mobile application management, MFA, and DRM

D. Certificates, DLP, and geofencing

Answer: A

NEW QUESTION 68

An application server was recently upgraded to prefer TLS 1.3, and now users are unable to connect their clients to the server. Attempts to reproduce the error are
confirmed, and clients are reporting the following:

ERR_SSL_VERSION_OR_CIPHER_MISMATCH

Which of the following is MOST likely the root cause?

A. The client application is testing PFS.

B. The client application is configured to use ECDHE.

C. The client application is configured to use RC4.

D. The client application is configured to use AES-256 in GCM.

Answer: C

Explanation:
Reference: https://kinsta.com/knowledgebase/err_ssl_version_or_cipher_mismatch/
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NEW QUESTION 73

A satellite communications ISP frequently experiences outages and degraded modes of operation over one of its legacy satellite links due to the use of deprecated
hardware and software. Three days per week, on average, a contracted company must follow a checklist of 16 different high-latency commands that must be run in
serial to restore nominal performance. The ISP wants this process to be automated.

Which of the following techniques would be BEST suited for this requirement?

A. Deploy SOAR utilities and runbooks.

B. Replace the associated hardware.

C. Provide the contractors with direct access to satellite telemetry data.
D. Reduce link latency on the affected ground and satellite segments.

Answer: A

NEW QUESTION 78

A company created an external application for its customers. A security researcher now reports that the application has a serious LDAP injection vulnerability that
could be leveraged to bypass authentication and authorization.

Which of the following actions would BEST resolve the issue? (Choose two.)

A. Conduct input sanitization.
B. Deploy a SIEM.

C. Use containers.

D. Patch the OS

E. Deploy a WAF.

F. Deploy a reverse proxy

G. Deploy an IDS.

Answer: BD

NEW QUESTION 80

A network architect is designing a new SD-WAN architecture to connect all local sites to a central hub site. The hub is then responsible for redirecting traffic to
public cloud and datacenter applications. The SD-WAN routers are managed through a SaaS, and the same security policy is applied to staff whether working in
the office or at a remote location. The main requirements are the following:

* 1. The network supports core applications that have 99.99% uptime.

* 2. Configuration updates to the SD-WAN routers can only be initiated from the management service.

* 3. Documents downloaded from websites must be scanned for malware.

Which of the following solutions should the network architect implement to meet the requirements?

A. Reverse proxy, stateful firewalls, and VPNs at the local sites

B. IDSs, WAFs, and forward proxy IDS

C. DoS protection at the hub site, mutual certificate authentication, and cloud proxy
D. IPSs at the hub, Layer 4 firewalls, and DLP

Answer: B

NEW QUESTION 81
DRAG DROP
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An organization is planning for disaster recovery and continuity of operations. INSTRUCTIONS

Review the following scenarios and instructions. Match each relevant finding to the affected host.

After associating scenario 3 with the appropriate host(s), click the host to select the appropriate corrective action for that finding. Each finding may be used more
than once.

If at any time you would like to bring back the initial state of the simulation, please click the Reset All button. Select and Place:

Internet

A atus bl Seidiler iy disiupl aperabionn at Site A, whdk b woull e
¥ i i b BFariy g wemadele B lisgy e fhee doesuesn o
their wain slalions afber selocaiing 1o Soe B

A b sl dinster ey dsup! ope ations af Sie A, widch would them
¥ i e prussp ¢ Osten 8 hike H Bo Bres gemve boagres alble

A mattal divaeter may dirupt operstion st Site A, which would then
emirse urd eliabde Intemet conmectivity ot Sie B due Lo roarte flapping.

Answer: A

NEW QUESTION 85

An organization is preparing to migrate its production environment systems from an on-premises environment to a cloud service. The lead security architect is
concerned that the organization's current methods for addressing risk may not be possible in the cloud environment.

Which of the following BEST describes the reason why traditional methods of addressing risk may not be possible in the cloud?

A. Migrating operations assumes the acceptance of all risk.
B. Cloud providers are unable to avoid risk.

C. Specific risks cannot be transferred to the cloud provider.
D. Risks to data in the cloud cannot be mitigated.

Answer: C

Explanation:
Reference: https://arxiv.org/ftp/arxiv/papers/1303/1303.4814.pdf

NEW QUESTION 86

An organization wants to perform a scan of all its systems against best practice security configurations.

Which of the following SCAP standards, when combined, will enable the organization to view each of the configuration checks in a machine-readable checklist
format for fill automation? (Choose two.)

A. ARF

B. XCCDF
C.CPE

D. CVE

E. CVSS
F. OVAL

Answer: BF

Explanation:
Reference: https://www.govinfo.gov/content/pkg/GOVPUB-C13-9ecd8eae582935c¢93d7f410e955dabb6/pdf/{GOVPUB-
C13-9ecd8eae582935¢93d7f410e955dabb6.pdf (p.12)

NEW QUESTION 91

A health company has reached the physical and computing capabilities in its datacenter, but the computing demand continues to increase. The infrastructure is
fully virtualized and runs custom and commercial healthcare application that process sensitive health and payment information .

Which of the following should the company implement to ensure it can meet the computing demand while complying with healthcare standard for virtualization and
cloud computing?

A. Hybrid laaS solution in a single-tenancy cloud
B. Pass solution in a multinency cloud

C. SaaS solution in a community cloud

D. Private Saa$S solution in a single tenancy cloud.

Answer: D
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NEW QUESTION 96

An application developer is including third-party background security fixes in an application. The fixes seem to resolve a currently identified security issue.
However, when the application is released to the public, report come In that a previously vulnerability has returned .

Which of the following should the developer integrate into the process to BEST prevent this type of behavior?

A. Peer review

B. Regression testing
C. User acceptance
D. Dynamic analysis

Answer: A

NEW QUESTION 100
A developer implement the following code snippet.

Which of the following vulnerabilities does the code snippet resolve?

A. SQL inject

B. Buffer overflow

C. Missing session limit
D. Information leakage

Answer: D

NEW QUESTION 104

A security analyst is investigating a series of suspicious emails by employees to the security team. The email appear to come from a current business partner and
do not contain images or URLs. No images or URLs were stripped from the message by the security tools the company uses instead, the emails only include the
following in plain text.

Which of the following should the security analyst perform?

A. Contact the security department at the business partner and alert them to the email event.

B. Block the IP address for the business partner at the perimeter firewall.

C. Pull the devices of the affected employees from the network in case they are infected with a zero-day virus.
D. Configure the email gateway to automatically quarantine all messages originating from the business partner.

Answer: A

NEW QUESTION 105

Company A is establishing a contractual with Company B. The terms of the agreement are formalized in a document covering the payment terms, limitation of
liability, and intellectual property rights .

Which of the following documents will MOST likely contain these elements?

A. Company A-B SLA v2.docx
B. Company A OLA vlb.docx
C. Company A MSA v3.docx

D. Company A MOU vl.docx

E. Company A-B NDA v03.docx

Answer: A

NEW QUESTION 107

Ann, a CIRT member, is conducting incident response activities on a network that consists of several hundred virtual servers and thousands of endpoints and
users. The network generates more than 10,000 log messages per second. The enterprise belong to a large, web-based cryptocurrency startup, Ann has distilled
the relevant information into an easily digestible report for executive management. However, she still needs to collect evidence of the intrusion that caused the
incident .

Which of the following should Ann use to gather the required information?

A. Traffic interceptor log analysis

B. Log reduction and visualization tools
C. Proof of work analysis

D. Ledger analysis software

Answer: B

NEW QUESTION 111
A company’s claims processed department has a mobile workforce that receives a large number of email submissions from personal email addresses. An
employees recently received an email that approved to be claim form, but it installed malicious software on the employee’s laptop when was opened.
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A. Impalement application whitelisting and add only the email client to the whitelist for laptop in the claims processing department.
B. Required all laptops to connect to the VPN before accessing email.

C. Implement cloud-based content filtering with sandboxing capabilities.

D. Install a mail gateway to scan incoming messages and strip attachments before they reach the mailbox.

Answer: C

NEW QUESTION 112
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