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NEW QUESTION 1
HOTSPOT - (Topic 6)
You have a Microsoft 365 tenant that contains the compliance policies shown in the following table.

Name Require BitLocker Require the device to be at or under the
machine risk score
Policy1 Required High
Policy2 Not configured Medium
Policy3 Required Low
The tenant contains the devices shown in the following table.
Name BitLocker Drive| Microsoft Defender for Policies applied
Encryption Endpoint risk status
(BitLocker)
Device1l Configured High Policy1, Palicy3
Device2 Not configured | Medium Policy2, Policy3
Device3 Not configured | Low Policy1, Palicy2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements Yes No

Device1 is marked as compliant. O O

Device?2 is marked as compliant. O &)
Device3 is marked as compliant. O O
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Statements Yes No

|
-l

Device1 is marked as compliant.

©
O O

Device2 is marked as compliant.

O

Device3 is marked as compliant.

,_.
1O
——

NEW QUESTION 2

- (Topic 6)

You have a Microsoft 365 tenant that is signed up for Microsoft Store for Business and contains a user named Userl. You need to ensure that Userl can perform
the following tasks in Microsoft Store for Business:

» Assign licenses to users.

* Procure apps from Microsoft Store.

» Manage private store availability for all items.

The solution must use the principle of least privilege.

Which Microsoft Store for Business role should you assign to Userl?

A. Basic Purchaser

B. Device Guard signer
C. Admin

D. Purchaser

Answer: C
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-store/microsoft-store-for-business-overview
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NEW QUESTION 3
DRAG DROP - (Topic 6)
DRAG DROP

You have a Microsoft 365 E5 subscription that contains two groups named Groupl and Group2.

You need to ensure that each group can perform the tasks shown in the following table.

Group Task

Group1 . Manage service requests.
Purchase new services.
Manage subscnptions.
Monitor service health.

. | 8 @

Group?2 Assign licenses.
Add users and groups.
. Create and manage user views.

. Update password expiration policies.

The solution must use the principle of least privilege.

Which role should you assign to each group? To answer, drag the appropriate roles to the correct groups. Each role may be used once, more than once, or not at

all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Roles Answer Area
fﬂiumg Administrator } Groupt: | Role
‘Global Administrator .
Group2: Role
P Helpdesk Administrator
Plicense Administrator
FService Support Administrator

User Administrator

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: Billing admin manage service request Purchase new services Etc.

Assign the Billing admin role to users who make purchases, manage subscriptions and service requests, and monitor service health.

Box 2: User admin User admin

Assign the User admin role to users who need to do the following for all users:
- Add users and groups

- Assign licenses

- Manage most users properties

- Create and manage user views

- Update password expiration policies

- Manage service requests

- Monitor service health

NEW QUESTION 4

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 subscription.

You need to review metrics for the following: The daily active users in Microsoft Teams Recent Microsoft service issues

What should you use? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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Answer Area

Teams daily active users: ) -
§M1cr050ﬁ Secure Score E

= -
Adoption Score

Service health
Usage reports

Recent Microsoft service 1ssues: v
Microsoft Secure Score

Adoption Score
service health

"Usage reports

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Usage reports

The daily active users in Microsoft Teams

Microsoft 365 Reports in the admin center - Microsoft Teams usage activity

The brand-new Teams usage report gives you an overview of the usage activity in Teams, including the number of active users, channels and messages so you
can quickly see how many users across your organization are using Teams to communicate and collaborate. It also includes other Teams specific activities, such
as the number of active guests, meetings, and messages.

Box 2: Service Health

Recent Microsoft service issues

You can view the health of your Microsoft services, including Office on the web, Yammer, Microsoft Dynamics CRM, and mobile device management cloud
services, on the Service health page in the Microsoft 365 admin center. If you are experiencing problems with a cloud service, you can check the service health to
determine whether this is a known issue with a resolution in progress before you call support or spend time troubleshooting.

NEW QUESTION 5

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Office 365 Advanced Threat Protection (ATP) settings and policies for Microsoft Teams, SharePoint, and
OneDrive.

Solution: From the Azure Active Directory admin center, you assign SecAdminl the Teams Service Administrator role.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp?view=0365-worldwide

NEW QUESTION 6

- (Topic 6)

Your company has offices in five cities. The company has a Microsoft 365 tenant.

Each office is managed by a local administrator. You plan to deploy Microsoft Intune.

You need to recommend a solution to manage resources in intune that meets the following requirements:
? Local administrators must be able to manage only the resources in their respective office.

? Local administrators must be prevented from managing resources in other offices.

? Administrative effort must be minimized.

What should you include in the recommendation?

A. device categories

B. scope tags

C. configuration profiles

D. conditional access policies

Answer: B

Explanation:
Reference:
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https://docs.microsoft.com/en-us/mem/intune/fundamentals/scope-tags

NEW QUESTION 7

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You plan to implement Microsoft 365 compliance policies to meet the following requirements:

? ldentify documents that are stored in Microsoft Teams and SharePoint Online that contain Personally Identifiable Information (PII).
? Report on shared documents that contain PII.

What should you create?

A. an alert policy

B. a data loss prevention (DLP) policy
C. aretention policy

D. a Microsoft Cloud App Security policy

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about- dip?view=0365-worldwide

NEW QUESTION 8

- (Topic 6)

You have a Microsoft 365 subscription.

You discover that some external users accessed center for a Microsoft SharePoint site. You modify the sharePoint sharing policy to prevent sharing, outside your
organization. You need to be notified if the SharePoint sharing policy is modified in the future. Solution: From the Security $ Compliance admin center you create a
threat management

policy.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 9

- (Topic 6)

Your company has 10,000 users who access all applications from an on-premises data center.

You plan to create a Microsoft 365 subscription and to migrate data to the cloud. You plan to implement directory synchronization.

User accounts and group accounts must sync to Azure AD successfully. You discover that several user accounts fail to sync to Azure AD.
You need to resolve the issue as quickly as possible. What should you do?

A. From Active Directory Administrative Center, search for all the users, and then modify the properties of the user accounts.
B. Run idfix.exe, and then click Edit.

C. From Windows PowerShell, run the start-AdSyncSyncCycle -PolicyType Delta command.

D. Run idfix.exe, and then click Complete.

Answer: B

Explanation:

IdFix is used to perform discovery and remediation of identity objects and their attributes in an on-premises Active Directory environment in preparation for
migration to Azure Active Directory. IdFix is intended for the Active Directory administrators responsible for directory synchronization with Azure Active Directory.
Reference:

https://docs.microsoft.com/en-us/office365/enterprise/prepare-directory-attributes-for- synch-with-idfix

NEW QUESTION 10

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a computer that runs Windows 10.

You need to verify which version of Windows 10 is installed.

Solution: At a command prompt, you run the winver.exe command. Does this meet the goal?

A.Yes
B. No

Answer: A
Explanation:
Reference:

https://support.microsoft.com/en-us/windows/which-version-of-windows-operating-system-am-i-running-628bec99-476a-2c13-5296-9dd081cdd808

NEW QUESTION 10

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
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After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription that contains a user named Userl. You need to enable Userl to create Compliance Manager assessments.
Solution: From the Microsoft 365 admin center, you assign Userl the Compliance data admin role.

Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:

Reference:
https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/permissions-in-the-security-and-compliance-center.md

NEW QUESTION 15

- (Topic 6)

You have a Microsoft 365 subscription.

You register two applications named Appl and App2 to Azure AD.

You need to ensure that users who connect to Appl require multi-factor authentication (MFA). MFA is required only for Appl. What should you do?

A. From the Microsoft Entra admin center, create a conditional access policy

B. From the Microsoft 365 admin center, configure the Modem authentication settings.

C. From the Enterprise applications blade of the Microsoft Entra admin center, configure the Users settings.
D. From Multi-Factor Authentication, configure the service settings.

Answer: A

Explanation:

Use Conditional Access policies

If your organization has more granular sign-in security needs, Conditional Access policies can offer you more control. Conditional Access lets you create and
define policies that react to sign in events and request additional actions before a user is granted access to an application or service.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/admin/security-and-compliance/set-up-multi-factor-authentication

NEW QUESTION 17
- (Topic 6)
Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the objects shown in the following table.

Name Configuration
Group1 Global securnty group
User1 Enabled user account
User2 Disabled user account

You configure Azure AD Connect to sync contoso.com to Azure AD.
Which objects will sync to Azure AD?

A. Groupl only

B. Userl and User2 only

C. Groupl and Userl only

D. Groupl, Userl, and User2

Answer: D

Explanation:

Disabled accounts

Disabled accounts are synchronized as well to Azure AD. Disabled accounts are common to represent resources in Exchange, for example conference rooms. The
exception is users with a linked mailbox; as previously mentioned, these will never provision an account to Azure AD.

The assumption is that if a disabled user account is found, then we won't find another active account later and the object is provisioned to Azure AD with the
userPrincipalName and sourceAnchor found. In case another active account will join to the same metaverse object, then its userPrincipalName and sourceAnchor
will be used.

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/hybrid/connect/concept-azure-ad-connect-sync-user-and-contacts

NEW QUESTION 20

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.
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Name Role
User1 Global Administrator
User2 Service Support
Administrator
User3 Cloud Application
Administrator
Userd None

You plan to provide User4 with early access to Microsoft 365 feature and service updates. You need to identify which Microsoft 365 setting must be configured,
and which user can

modify the setting. The solution must use the principle of least privilege.

What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Microsoft 365 setting: b4
Office installation options

Privileged access
Release preferences :

User: v
Userl only

User2 only

‘User3 only

Userl and User2 only

Userl and User3 only

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Microsoft 365 setting: | l v
Office installation options

Privileged access |
Release preferences

cr T

T T

User: | v |
Userl only

User2 only

User3 only

Userl and User2 only
Userl and User3 only

NEW QUESTION 24
HOTSPOT - (Topic 6)
You have an Azure AD tenant that contains the users shown in the following table.
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Name | Member of
User1 Group1
User2 Group2
User3 Group3

Your company uses Microsoft Defender for Endpoint. Microsoft Defender for Endpoint contains the roles shown in the following table.

Name Permission Assigned
user group

Microsoft Defender | View data, Alerts Group3

for Endpoint investigation, Active

administrator remediation actions,

(default) Manage secunty settings

Role1 View data, Alerts Group1

investigation
Role2 View data Group?2

Microsoft Defender for Endpoint contains the device groups shown in the following table.

Rank Device group Device User access

name
1 ATP1 Device1 Group1
Last | Ungrouped devices | Device2 Group?2

(default)

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE; Each correct selection is worth one point.

Answer Area
Statements Yes Mo
User! can run an antivirus scan on Device2.
User2 can collect an investigation package from Dewicel. g
Userd can isolate Davice1,
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Answer Area
Statermnents Yes No
User! can run an antivirus scan on Device2. :___;
e

User2 can collect an investigation package from Dewicel.

User3 can isolate Device. | |

NEW QUESTION 29

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain. You deploy an Azure AD tenant.

Another administrator configures the domain to synchronize to Azure AD.

You discover that 10 user accounts in an organizational unit (OU) are NOT synchronized to Azure AD. All the other user accounts synchronized successfully.
You review Azure AD Connect Health and discover that all the user account synchronizations completed successfully.

You need to ensure that the 10 user accounts are synchronized to Azure AD. Solution: From Azure AD Connect, you modify the Azure AD credentials.

Does this meet the goal?
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A. Yes
B. No

Answer: B

Explanation:

The question states that “all the user account synchronizations completed successfully”. Therefore, the Azure AD credentials are configured correctly in Azure AD
Connect. It is likely that the 10 user accounts are being excluded from the synchronization cycle by a filtering rule.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync- configure-filtering

NEW QUESTION 34

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription that contains two users named Adminl and Admin2.
All users are assigned a Microsoft 365 Enterprise E5 license and auditing is turned on.

You create the audit retention policy shown in the exhibit. (Click the Exhibit tab.)

New audit retention policy

Name =

Policy1

Description

Record Types

AzureActiveDirectory ~

Activities

Added user, Deleted user, Reset user password, Changed user password, Changed user license, .7} -

Users:

Admin1

Duration *
(® 90 Days
6 Months

1 Year

Pricrity =

100

After Policyl is created, the following actions are performed:

? Adminl creates a user named Userl.

? Admin2 creates a user named User2.

How long will the audit events for the creation of Userl and User2 be retained? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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User1: v

0 days
30 days
90 days
180 days
365 days

User2: v

0 days
30 days
90 days
180 days
365 days

A. Mastered
B. Not Mastered

Answer: A

Explanation:

User1: v

0 days
30 days
90 days |
180 days
365 days

User2: v

0 days
30 days
90 days
180 days

—— . —

365 days !

—

NEW QUESTION 38

- (Topic 6)

You have a Microsoft 365 E5 subscription.

On Monday, you create a new user named User1.

On Tuesday, Userl signs in for the first time and perform the following actions:

* Signs in to Microsoft Exchange Online from an anonymous IP address

* Signs in to Microsoft SharePoint Online from a device in New York City.

« Establishes Remote Desktop connections to hosts in Berlin and Hong Kong, and then signs in to SharePoint Online from the Remote Desktop connections
Which types of sign-in risks will Azure AD Identity Protection detect for Userl?

. anonymous IP address only

. anonymous IP address and atypical travel

. anonymous IP address, atypical travel, and unfamiliar sign-in properties
. unfamiliar sign-in properties and atypical travel only

. anonymous IP address and unfamiliar sign-in properties only

mooOw2>

Answer: C

NEW QUESTION 41
- (Topic 6)
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From the Security & Compliance admin center, you create a content export as shown in the exhibit. (Click the Exhibit tab.)

SharePoint Content Export

L Restart report + Download report Bl Delete
Status:
The export has completed. You can start downloading the
results.

Items included from the search:
All items, excluding ones that have unrecognized format, are
encrypted, or weren't indexed for other reasons.

Exchange content format:
One PST file for each mailbox.

De-duplication for Exchange content:
MNot enabled.

SharePoint document versions:
Included

Export files in a compressed (zipped) folder:
Yes

The export data was prepared within region:
Default region

Feedback

What will be excluded from the export?

A. a 10-MB XLSX file
B. a 5-MB MP3 file

C. a 5-KB RTF file

D. an 80-MB PPTX file

Answer: B

Explanation:

Unrecognized file formats are excluded from the search.

Certain types of files, such as Bitmap or MP3 files, don't contain content that can be indexed. As a result, the search indexing servers in Exchange and SharePoint
don't perform full-text indexing on these types of files. These types of files are considered to be

unsupported file types.

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/partially-indexed-items-in-content-search?view=0365-worldwide
https://docs.microsoft.com/en-us/office365/securitycompliance/export-a-content-search- report

NEW QUESTION 46

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goats. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint. and OneDrive.
Solution: From the Microsoft 365 admin center, you assign SecAdminl the SharePoint Administrator role.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 50
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- (Topic 6)

You have a Microsoft 365 E5 subscription.

You need to compare the current Safe Links configuration to the Microsoft recommended configurations.
What should you use?

A. Microsoft Purview

B. Azure AD Identity Protection
C. Microsoft Secure Score

D. the configuration analyzer

Answer: C

NEW QUESTION 51

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You define a retention label that has the following settings:

* Retention period 7 years

« Start the retention period bated on: When items were created

You need to prevent the removal of the label once the label K applied to a lie What should you select in the retention label settings?

A. Retain items even If users delete
B. Mark items as a record

C. Mark items as a regulatory record
D. Retain items forever

Answer: B

NEW QUESTION 52

- (Topic 6)

You have a Microsoft 365 E5 tenant.

You create a retention label named Retentionl as shown in the following exhibit.

Review your settings

Name Edit
Retention

Description for admins
Description for users Edit

File plan descriptors Edit
Reference Id:1

Business function/denartment Legal
Category: Compliance

Authority type: Legal

Retention Edit
T years

Retain only

Based on when it was created

Back ‘ Create this label | Cancel _

When users attempt to apply Retentionl, the label is unavailable. You need to ensure that Retentionl is available to all the users. What should you do?

A. Create a new label policy

B. Modify the Authority type setting for Retention!

C. Modify the Business function/department setting for Retention 1.
D. Use a file plan CSV template to import Retention1.

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-apply-retention-labels?view=0365-worldwide

NEW QUESTION 55
- (Topic 6)
You purchase a new computer that has Windows 10, version 2004 preinstalled.
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You need to ensure that the computer is up-to-date. The solution must minimize the number of updates installed.
What should you do on the computer?

A. Install all the feature updates released since version 2004 and all the quality updates released since version 2004 only.
B. install the West feature update and the latest quality update only.

C. install all the feature updates released since version 2004 and the latest quality update only.

D. install the latest feature update and all the quality updates released since version 2004.

Answer: B

NEW QUESTION 58

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 subscription.

A user named userl@contoso.com was recently provisioned.

You need to use PowerShell to assign a Microsoft Office 365 E3 license to Userl. Microsoft Bookings must NOT be enabled.
How should you complete the command? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

¥ | -Scopes User.ReadWrite.All, Organization.Read.All

E Connect-AzureAD

: : 0
Connect-MgGraph
Connect-MSOLService

$E3 = W || Where SkuPartNumber -eq 'EnterprisePack’
Get-AzureADUser

Get-MgSubscribedSku
Get-MS0LACCountSKL

fdisanledPlans = $E3.5ervicePlans | Where ServicePlanlame -in
{"MICROSOFTBOOKINGS™) | select -ExcludeProperty ServicePlanID

fLicenseQptions= @(
B
Skuld = SE3.5kuld
DisabledPlans = SdisabledPlans

S

v ~Userld Userl@contoso.com -Addlicenses fLicenselptions -Removelicenses @()

Sot-AzureADUser

“Set-MgUserLicense
Set-M50LUser

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Connect-MgGraph

Assign Microsoft 365 licenses to user accounts with PowerShell Use the Microsoft Graph PowerShell SDK

First, connect to your Microsoft 365 tenant.

Assigning and removing licenses for a user requires the User.ReadWrite.All permission scope or one of the other permissions listed in the 'Assign license'
Microsoft Graph API reference page.

The Organization.Read.All permission scope is required to read the licenses available in the tenant.

Connect-MgGraph -Scopes User.ReadWrite.All, Organization.Read.All Box 2: Get-MgSubscribedSku

Run the Get-MgSubscribedSku command to view the available licensing plans and the

number of available licenses in each plan in your organization. The number of available licenses in each plan is ActiveUnits - WarningUnits - ConsumedUnits.
Box 3: Set-MgUserLicense Assigning licenses to user accounts

To assign a license to a user, use the following command in PowerShell.

Set-MgUserLicense -Userld $userUPN -AddLicenses @{Skuld = "<Skuld>"} - RemoveLicenses @()

This example assigns a license from the SPE_E5 (Microsoft 365 E5) licensing plan to the unlicensed user belindan@litwareinc.com:

$e5Sku = Get-MgSubscribedSku -All | Where SkuPartNumber -eq 'SPE_E5'

Set-MgUserLicense -Userld "belindan@litwareinc.com" -AddLicenses @{Skuld =

$e5Sku.Skuld} -RemovelLicenses @()

NEW QUESTION 59

- (Topic 6)

You have a Microsoft 365 subscription.

You plan to use Adoption Score and need to ensure that it can obtain device and software metrics.
What should you do?

A. Enable Endpoint analytics.

B. Run the Microsoft 365 network connectivity test on each device.
C. Enable privileged access.

D. Configure Support integration.

Answer: A
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NEW QUESTION 63

- (Topic 6)

Your company has multiple offices.

You have a Microsoft 365 E5 tenant that uses Microsoft Intune for device management. Each office has a local administrator.
You need to ensure that the local administrators can manage only the devices in their respective office.

What should you use?

A. scope tags

B. configuration profiles

C. device categories

D. conditional access policies

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/fundamentals/scope-tags

NEW QUESTION 68

- (Topic 6)

You have a Microsoft E5 subscription.

You need to ensure that administrators who need to manage Microsoft Exchange Online are assigned the Exchange Administrator role for five hours at a time.
What should you implement?

A. Azure AD Privileged Identity Management (PIM)
B. a conditional access policy

C. a communication compliance policy)

D. Azure AD ldentity Protection

E. groups that have dynamic membership

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-to-change-default-settings

NEW QUESTION 73
HOTSPOT - (Topic 6)
Your company has a Azure AD tenant named comoso.onmicrosoft.com that contains the users shown in the following table.

Name Role
User1 Password Administrator
User2 Security Administrator
User3 User Administrator
User4 None

You need to identify which users can perform the following administrative tasks:

* Reset the password of User4.

* Modify the value for the manager attribute of User4.

Which users should you identify for each task? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

Reset the password of Userd:  User! and User3 only -
Uzar] only
User2 only
Userl and UserZ only

Userl and User3 o

[Userl, User2, and User3

Modify the value for the manager attribute of Userd: I Usard only v i
| Userd only

User1 and User3 only
Userd and Userd only
[Userl, User2, and Userd

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Reset the password of Userd:  User? and User only ]

User1 only .
User2 only

Userl and User onl

| User1, User2, and User3

Muodify the value for the manager attnbute of Userd: | Ulsar3 only bl
UserZ only

User1 and User3 only
User2 and User3 only
User1, Userd, and User3

NEW QUESTION 77

HOTSPOT - (Topic 6)

HOTSPOT

Your network contains an on-premises Active Directory forest named contoso.com. The forest contains the following domains:
? Contoso.com

? East.contoso.com

The forest contains the users shown in the following table.

User1 | Contoso.com

User2 | East.contoso.com
User3 | Fabrikam.com

The forest syncs to an Azure AD tenant named contoso.com as shown in the exhibit. (Click
the Exhibit tab.)

PROVISION FROM ACTIVE DIRECTORY
‘ Azure AD Connect cloud provisioning

This feature allows you to manage provisioning from the cloud.

Manage provisioning (Preview)

Azure AD Connect sync
Syrc Status Enabled
Last Sync Less than 1 hour ago
Password Hash Sync Disabled

USER SIGN-IN
Federaton Disabled 0 domains
Seamless single sign-on Enabled 1 doman
Pass-through authentication  Enabled 2 agents

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
User1 can authenticate to Azure AD by using a username of user1@contoso.com. Q¢ |O
User2 can authenticate to Azure AD by using 2 username of user2@contoso.com. r F

%
&

P

User3 can authenticate 1o Azure AD by using a username of user3@contoso.com.

A. Mastered
B. Not Mastered
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Answer: A

Explanation:
Box 1: Yes

The UPN of userl is userl@contoso.com so he can authenticate to Azure AD by using the username userl@contoso.com.

Box 2: No

The UPN of user2 is user2@east.contoso.com so he cannot authenticate to Azure AD by using the username user2@contoso.com.

Box 3: No

The UPN of user3 is user3@fabrikam.com so he cannot authenticate to Azure AD by using the username user3@contoso.com.

NEW QUESTI
- (Topic 6)

ON 80

You have a Microsoft 365 subscription that contains the alerts shown in the following table.

Name | Severity Status Comment Category
Alert1 | Medium Active Comment! | Threat management
Alert2 | Low Resolved Comment2 | Other

Which properties of the alerts can you modify?

A. Status only

B. Status and Comment only
C. Status and Severity only

D. Status, Severity, and Comment only

E. Status, Severity, Comment and Category

Answer: B

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/update-alert?view=0365-worldwide#limitations

NEW QUESTION 83
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the groups shown in the following table.

Name

Type

Role

Group1

Security

Helpdesk
Administrator

Group2 | Security

None

Group3 | Microsoft 365

User Administrator

The subscription contains the users shown in the following table.

Name | Member of
User1 | Group1
User2 | Group2
User3 | Group3

In Azure AD, you configure the External collaboration settings as shown in the following exhibit.
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Guest user acoess

Guest uer acCess restnctions
LeNn TROne

(:) Guest users have the same BcoEss 33 members (most inchusive)
:i: Guest users have bmited ACces 10 propertsts snd memberships of direCtory obsects

O Guest user acceds it restricted Lo properties and memberthips of their own directory objects (most restnctive)

Guest invite settings

Guest male restnchons ()
LEMT more

O Anyone in the organization can invite guest users including guests and non-admiens (most inchusive)

O Member uiers and users assgned to specific agmin roles can mite guest users including guests with member permessions
.,!' Only wers msgned 10 specific admin rolés can imate guest usens

O Mo ong in the organization can imnte guest users ncludng admins (Most resincive)

Enable guest seif-senace sign up via user flows (O
Learn mone

v .

External user leave settings

Allow external users 1o remove themselves from your organization irecommended) O
Leam maone

Collaboration restnictions

Iﬁ Allow imitations to be sent 1o any domain (most inclusive)

I::I Dervy iratations to the specified domaing

O Allow irmatations only to the specified domains (most restnictive]

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
User1 can invite guest users.
User2 can invite guest users.
User3 can invite guest users.
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Answer Area
Statements Yes No
User1 can invite guest users. # .- ;

Userd can invite guest users. P

User3 can invite guest users. [ !

NEW QUESTION 88
DRAG DROP - (Topic 6)
Your company has a Microsoft 365 E5 tenant.

Users access resources in the tenant by using both personal and company-owned Android devices. Company policies requires that the devices have a threat level
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of medium or lower to access Microsoft Exchange Online mailboxes.

You need to recommend a solution to identify the threat level of the devices and to control access of the devices to the resources.

What should you include in the solution for each device type? To answer, drag the appropriate components to the correct devices. Each component may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Solutions Answer Area

An app configuration policy Company-owned devices: Solution

An app protection policy Personal devices: Solution

A compliance policy

A configuration profile

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Solutions Answer Area

S —————

| Company-owned devices: A compliance policy

Personal devices: |An app protection policy :
|

NEW QUESTION 92

- (Topic 6)

Your network contains an on-premises Active Directory domain named contoso.com. The domain contains 1,000 Windows 10 devices.

You perform a proof of concept (PoC) deployment of Microsoft Defender for Endpoint for

10 test devices. During the onboarding process, you configure Microsoft Defender for Endpoint-related data to be stored in the United States.

You plan to onboard all the devices to Microsoft Defender for Endpoint. You need to store the Microsoft Defender for Endpoint data in Europe. What should you do
first?

A. Delete the workspace.

B. Create a workspace.

C. Onboard a new device.
D. Offboard the test devices.

Answer: B

Explanation:

Storage locations

Understand where Defender for Cloud stores data and how you can work with your data:

* Machine information

- Stored in a Log Analytics workspace.

- You can use either the default Defender for Cloud workspace or a custom workspace. Data is stored in accordance with the workspace location.
Reference:

https://learn.microsoft.com/en-us/azure/defender-for-cloud/plan-defender-for-servers-data- workspace

NEW QUESTION 95

- (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint. You plan to perform device discovery and authenticated scans of network
devices. You install and register the network scanner on a device named Devicel.

What should you do next?

A. Connect Defender for Endpoint to Microsoft Intune.

B. Apply for Microsoft Threat Experts - Targeted Attack Notifications.
C. Create an assessment job.

D. Download and run an onboarding package.

Answer: C

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\-/ Exam Recommend!! Get the Full MS-102 dumps in VCE and PDF From SurePassExam
LI Sure PaSS https://lwww.surepassexam.com/MS-102-exam-dumps.html (312 New Questions)

NEW QUESTION 96
- (Topic 6)
You have a Microsoft 365 subscription.

You view the Service health Overview as shown in the following exhibit.

Service health

Overview sue histon, Ranarted

Active issues

Microsoft service health (&)

Issues in your environment that require action (0)

Microsoft service health

shows the current health status of your M

SErwice

Exchange Online

Microsoft 365 suite

Microsoft Teams

OnelDrive for Business

SharePoint Online

You need to ensure that a user named Userl can view the advisories to investigate service health issues.

Which role should you assign to Userl?

A. Message Center Reader

B. Reports Reader

C. Service Support Administrator
D. Compliance Administrator

Answer: B

Explanation:
Service Support admin

Assign the Service Support admin role as an additional role to admins or users who need to do the following in addition to their usual admin role:

- Open and manage service requests

- View and share message center posts
- Monitor service health

Incorrect:

* Message center reader

Assign the Message center reader role to users who need to do the following:

- Monitor message center notifications

- Get weekly email digests of message center posts and updates

- Share message center posts

- Have read-only access to Azure AD services, such as users and groups

* Reports reader

Assign the Reports reader role to users who need to do the following:

- View usage data and the activity reports in the Microsoft 365 admin center
- Get access to the Power Bl adoption content pack

- Get access to sign-in reports and activity in Azure AD

- View data returned by Microsoft Graph reporting API

Reference:

https://learn.microsoft.com/en-us/microsoft-365/admin/add-users/about-admin-roles?view=0365-worldwide

NEW QUESTION 100
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HOTSPOT -

(Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Office 365.

The subscription has the default inbound anti-spam policy and a custom Safe Attachments policy.
You need to identify the following information:
» The number of email messages quarantined by zero-hour auto purge (ZAP)
* The number of times users clicked a malicious link in an email message
Which Email & collaboration report should you use? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one

point.

Answer Arca

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Answer Arca

NEW QUESTION 104

HOTSPOT

- (Topic 6)

To identify the number of emails quarantined by ZAP: | Theeat protection status

Mailflow status report
Spoof detections

-

Threat protection status

URL threat protection

To identify the number of times users clicked a malicious bnk  Mailflow status report

LEULE T 14 i flow status report

Spoof detections
Threat protection status
URL threat protection

To identify the number of emails quarantined by ZAP: | Theeat protection status

Mailflow status report
_ Spoofdetections _ _ _
[ Threat protection status
" URL threat protection

To identify the number of times users clicked a malicious bnk | Mailflow status report

in an emaik |

Threat protection status
URL threat protection

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

MName Member of Passwordless capable | Multi-factor authentication (MFA) method reihteud
Userl | Group? Capable Microsoft Authenticator app (push notification)

User2 | Group2 Capable Microsoft Authenticator app (push notification)

Userd | Groupl, Group? | Capable Mobile phone, Windows Hello for Business

Each user has a device with the Microsoft Authenticator app installed.
From Microsoft Authenticator settings for the subscription, the Enable and Target settings are configured as shown in the exhibit. (Click the Exhibit tab.)

Microsoft Authenticator settings

lﬂ Number Matching will begm to be enabled for all users of the Mecrosoft Authenticator app starting 27th of February 2023, Learn morne

-

»

The Microsoft Authenticator app is a flagship authentication method. usable in passwordless or simple push notification approval modes
The app is free to download and use on Android/i05 mobile dewvices. Learn more

Enable and Target

Enable m

Include  Exclude
Target {:} All users
Add groups

MName

Group

Configure

®) Select groups

Type

Gioup

Registration Authentication mode

Passwordless W

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Passing Certification Exams Made Easy

visit - https://www.surepassexam.com



I"_V|Sure Pa&s

Recommend!! Get the Full MS-102 dumps in VCE and PDF From SurePassExam

https://lwww.surepassexam.com/MS-102-exam-dumps.html (312 New Questions)

NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 105
- (Topic 6)

Statements Yes

User1 can use number matching during sign-in

User2 can use number matching during sign-in

User3 can use number matching during sign-in.

Statements Yes

User1 can use number matching during sign-in

UserZ can use number matching during sign-in

User3 can use number matching during sign-in.

Mo

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint. From Microsoft Defender for Endpoint you turn on the Allow or block file
advanced feature. You need to block users from downloading a file named Filel.exe.

What should you use?

A. an indicator
B. a suppression rule

C. a device configuration profile

Answer: A

NEW QUESTION 108
HOTSPOT - (Topic 6)
HOTSPOT

You have a Microsoft 365 E5 tenant that contains the users shown in the following table.

Name

Role

Usert

Global admin

Userz2

None

User3

None

You provision the private store in Microsoft Store for Business.
You assign Microsoft Store for Business roles to the users as shown in the following table.

Name

Role

User1

None

Userz2

Purchaser

User3

Basic Purchaser

You need to identify which users can add apps to the private store, and which users can assign apps from Microsoft Store for Business.
Which users should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Can add apps to the private store: ‘ v

User2 only

User1 and User2 only
User2 and User3 only
User1, User2, and User3

Can assign apps from Microsoft Store for Business: ‘ v

User2 only

User1 and User2 only
User2 and User3 only
User1, User2, and User3

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Can add apps to the private store: ‘ v
Userzonly
User1 and Userz ony |
User2 and User3 only
User1, User2, and User3

Can assign apps from Microsoft Store for Business: ‘ v

User2 only
User1 and User2 only
User2 and User3 only

User1, User2, and User3 ,

NEW QUESTION 110
- (Topic 6)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Reports Reader
exchange Administrator
User Experience Success Manager

Which users can review the Adoption Score in the Microsoft 365 admin center?

A. User! only

B. User2onry

C. Userl and User2 only

D. User! and User3 only

E. Userl, User2. and User3

Answer: E

NEW QUESTION 114
- (Topic 6)
You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.
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Name Platform
Devicel | Windows 10 Enterprise
Device2 | iOS
Device3d | Android
Device4 | Windows 10 Pro

Recommend!! Get the Full MS-102 dumps in VCE and PDF From SurePassExam

The devices are managed by using Microsoft Intune.
You plan to use a configuration profile to assign the Delivery Optimization settings. Which devices will support the settings?

A. Devicel only

B. Devicel and Device4

C. Devicel, Device3, and Device4d

D. Devicel, Device2, Device3, and Device4

Answer: A

NEW QUESTION 116

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goats. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain. You deploy a Microsoft Entra tenant.

Another administrator configures the domain to synchronize to the Microsoft Entra tenant.

You discover that 10 user accounts in an organizational unit (OU) are NOT synchronized to the Microsoft Entra tenant. All the other user accounts synchronized
successfully.

You review Microsoft Entra Connect Health and discover that all the user account synchronizations completed successfully.

You need to ensure that the 10 user accounts are synchronized to the Microsoft Entra tenant.

Solution: From Microsoft Entra Connect, you modify the filtering settings. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 118

DRAG DROP - (Topic 6)

You have a Microsoft 365 subscription.

You have the devices shown in the following table.

Name | TPM version | Operating system | BIOS/UEFI | BitLocker Drive Encryption (BitLocker)
Devicel | TPM 1.2 wWindows 10 Pro BIOS Enabbed

Device? | TPM 2 Windows 10 Home | BIOS Not applicable

Devica3 | TPM 2 Windows £.1 Pro LEFI Fnabled

You plan to join the devices to Azure Active Directory (Azure AD)
What should you do on each device to support Azure AU join? To answer, drag the appropriate actions to the collect devices, Each action may be used once,
more than once, of not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
Actian Ardwwes Arca

Wb SHT1 DAY

&

Lmnaboin Pt

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Bection

j Chenabe 243 Oorioer |
i'."'l o i

NEW QUESTION 123

HOTSPOT - (Topic 6)

HOTSPOT

You have a new Microsoft 365 E5 tenant. Enable Security defaults is set to Yes.

A user signs in to the tenant for the first time.

Which multi-factor authentication (MFA) method can the user use, and how many days does the user have to register for MFA? To answer, select the appropriate
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options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Notification to Microsoft Authenticator app

MFA method:
Call to phone
Email message
secunty questions
Text message to phone
Number of days: v
7
14
30
60

Box 1: Notification to Microsoft Authenticator app
Do users have 14 days to register for Azure AD Multi-Factor Authentication?
Users have 14 days to register for MFA with the Microsoft Authenticator app from their smart phones, which begins from the first time they sign in after security

defaults has been enabled. After 14 days have passed, the user won't be able to sign in until MFA registration is completed.

Box 2: 14

Azure AD Identity Protection will prompt your users to register the next time they sign in interactively and they'll have 14 days to complete registration. During this
14-day period, they can bypass registration if MFA isn't required as a condition, but at the end of the period they'll be required to register before they can complete

the sign-in process.

NEW QUESTION 126
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name

Member of

User1

Group1, Group2

User2

Group2, Group3

User3

Group1, Group3

n Microsoft Endpoint Manager, you have the Policies for Office apps settings shown in the following table.

Name

Priority | Applies to

Policy1

0 Group1

Policy2

1 Group?2

Policy3

2 Group3

The policies use the settings shown in the following table.

Name Cursor movement Clear cache on close
Policy1 Logical Disabled
Policy2 Not configured Enabled
Policy3 Visual Enabled

For each of the following statements, select Yes if the statement is true. Otherwise, select

No.

NOTE: Each correct selection is worth one point.

Passing Certification Exams Made Easy

visit - https://www.surepassexam.com



\-/ Exam Recommend!! Get the Full MS-102 dumps in VCE and PDF From SurePassExam
L' Sure PaSS https://lwww.surepassexam.com/MS-102-exam-dumps.html (312 New Questions)

Statements Yes No
User1 has their cache cleared on close. @

User2 has Cursor movement setto Visual. O

User3 has Cursor movement set to Visual. O )

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Statements Yes No
_ =
User1 has their cache cleared on close. O (O |
User2 has Cursor movement setto Visual. O '_o_l
User3 has Cursor movement set to Visual. O :_O_l

NEW QUESTION 130

- (Topic 6)

You have a Microsoft 365 E5 tenant.

industry regulations require that the tenant comply with the ISO 27001 standard. You need to evaluate the tenant based on the standard

A. From Policy in the Azure portal, select Compliance, and then assign a pokey
B. From Compliance Manager, create an assessment

C. From the Microsoft J6i compliance center, create an audit retention policy.
D. From the Microsoft 365 admin center enable the Productivity Score.

Answer: B

NEW QUESTION 135

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You onboard all devices to Microsoft Defender for Endpoint

You need to use Defender for Endpoint to block access to a malicious website at www.contoso.com.

Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct answer is worth one point.

A. Create a web content filtering policy.
B. Configure an enforcement scope.

C. Enable Custom network indicators.
D. Create an indicator.

E. Enable automated investigation.

Answer: AC

NEW QUESTION 137

- (Topic 6)

You need to notify the manager of the human resources department when a user in the department shares a file or folder from the departments Microsoft
SharePoint Online site. What should you do?

A. From the SharePoint Online site, create an alert.

B. From the SharePoint Online admin center, modify the sharing settings.

C. From the Microsoft 365 Defender portal, create an alert policy.

D. From the Microsoft Purview compliance portal, create a data loss prevention (DLP) policy.

Answer: D
NEW QUESTION 139
HOTSPOT - (Topic 6)

HOTSPOT
You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint and contains the devices shown in the following table.
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Name Operating system Tag
Devicel Windows 10 Inventory
Computer1 | Windows 10 Inventory?2
Device3 Android Inventory3

Defender for Endpoint has the device groups shown in the following table.

Rank Name Matching rule

1 Group1 Tag Contains Inventory
And 05 in Android

2 Group2 Name Starts with Device

And Tag Conteins Inventory

Last Ungrouped devices
(default)

Not applicable

You create an incident email notification rule configured as shown in the following table.

Setting

Value

Name Rulel

Alert severity Low

Device group scope Group1, Group2
Recipient email address | User1@contoso.com

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Answer Area

Statements

If a high-severity incident is triggered for Device1, an incident email notification will be sent.

If a low-severity incident is triggered for Computer1, an incident nofification email will be

sent.

If a low-severity incident is tnggered for Dewvice3, an incident notification email will be sent.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: No

Devicel is in Group2 as Name starts with Device and Tag contains Inventory. However, the Group2 has alert severity low.

Box 2: No

Computerl does not belong to either Groupl or Group2

Box 3: Yes

Device3 belongs to both Groupl and Group2.

Note: Understanding alert severity

Microsoft Defender Antivirus and Defender for Endpoint alert severities are different because they represent different scopes.

b0
e () 2
o—0—3a

The Microsoft Defender Antivirus threat severity represents the absolute severity of the detected threat (malware), and is assigned based on the potential risk to

the individual device, if infected.

NEW QUESTION 140
- (Topic 6)

You have a Microsoft 365 E5 subscription that has Microsoft Defender for Endpoint integrated with Microsoft Endpoint Manager.
Devices are onboarded by using Microsoft Defender for Endpoint.

You plan to block devices based on the results of the machine risk score calculated by Microsoft Defender for Endpoint.

What should you create first?

A. a device configuration policy
B. a device compliance policy
C. a conditional access policy

D. an endpoint detection and response policy

Answer: B

Explanation:
Reference:

https://docs.microsoft.com/en-us/mem/intune/protect/advanced-threat-protection-configure
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NEW QUESTION 145
- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result these questions will not appear in the review screen.

Your network contains an Active Directory forest. You deploy Microsoft 365.
You plan to implement directory synchronization.

You need to recommend a security solution for the synchronized identities. The solution must meet the following requirements:
* Users must be able to authenticate successfully to Microsoft 365 services if Active Directory becomes unavailable.

» User passwords must be 10 characters or more.
Solution: implement password hash synchronization and modify the password settings from
the Default Domain Policy in Active Directory. Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 148

- (Topic 6)

You have a Microsoft 365 subscription that uses Microsoft Defender for Endpoint.

All the devices in your organization are onboarded to Microsoft Defender for Endpoint.

You need to ensure that an alert is generated if malicious activity was detected on a device during the last 24 hours.

What should you do?

A. From the Microsoft Purview compliance portal, create a data loss prevention (DLP) policy.
B. From Alerts queue, create a suppression rule and assign an alert.

C. From Advanced hunting, create a query and a detection rule.

D. From the Microsoft Purview compliance portal, create an audit log search.

Answer: C

NEW QUESTION 150

- (Topic 6)
You have a Microsoft 365 E5 subscription that contains the devices shown in the following table.

Platform Count
Windows 10 50
Android 50
Linux 50

You need to configure an incident email notification rule that will be triggered when an alert
occurs only on a Windows 10 device. The solution must minimize administrative effort. What should you do first?

A. From the Microsoft 365 admin center, create a mail-enabled security group.

B. From the Microsoft 365 Defender portal, create a device group.

C. From the Microsoft Endpoint Manager admin center, create a device category.
D. From the Azure Active Directory admin center, create a dynamic device group.

Answer: B

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/machine-groups?view=0365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/configure-email-notifications?view=0365-worldwide

NEW QUESTION 151
- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the users shown in the following table.

Name UPN suffix
User1l | Contoso.com
User2 | Fabrikam.com

The domain syncs to an Azure AD tenant named contoso.com as shown in the exhibit. (Click the Exhibit tab.)
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PROVISION FROM ACTIVE DIRECTORY
9 Azure AD Connect cloud provisioning

This feature allows you 10 manage provisioning from the cloud.

Manage provisioning (Preview)

Azure AD Connect sync

Sync Status Enabled

Last Sync Less than 1 hour ago
Password Hash Sync Enabled

USER SIGN-IN

Federation Drisabled 0 domains
Seamless single sign-on Enabled 1 domain
Pass-through authentication Enabled 2 agents

User?2 fails to authenticate to Azure AD when signing in as user2@fabrikam.com. You need to ensure that User2 can access the resources in Azure AD.
Solution: From the Microsoft Entra admin center, you add fabrikam.com as a custom domain. You instruct User2 to sign in as user2@fabrikam.com.
Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
The on-premises Active Directory domain is named contoso.com. To enable users to sign on using a different UPN (different domain), you need to add the domain
to Microsoft 365 as a custom domain.

NEW QUESTION 155

- (Topic 6)

You have a Microsoft 365 E3 subscription that uses Microsoft Defender for Endpoint Plan 1.
Which two Defender for Endpoint features are available to the subscription? Each correct
answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. advanced hunting

B. security reports

C. digital certificate assessment
D. device discovery

E. attack surface reduction (ASR)

Answer: BE

Explanation:

B: Overview of Microsoft Defender for Endpoint Plan 1, Reporting

The Microsoft 365 Defender portal (https://security.microsoft.com) provides easy access to information about detected threats and actions to address those
threats.

The Home page includes cards to show at a glance which users or devices are at risk, how many threats were detected, and what alerts/incidents were created.
The Incidents & alerts section lists any incidents that were created as a result of triggered alerts. Alerts and incidents are generated as threats are detected across
devices.

The Action center lists remediation actions that were taken. For example, if a file is sent to quarantine, or a URL is blocked, each action is listed in the Action
center on the History tab.

The Reports section includes reports that show threats detected and their status. E: What can you expect from Microsoft Defender for Endpoint P1?

Microsoft Defender for Endpoint P1 is focused on prevention/EPP including:

Next-generation antimalware that is cloud-based with built-in Al that helps to stop ransomware, known and unknown malware, and other threats in their tracks.
(E) Attack surface reduction capabilities that harden the device, prevent zero days, and offer granular control over access and behaviors on the endpoint.
Device based conditional access that offers an additional layer of data protection and breach prevention and enables a Zero Trust approach.

The below table offers a comparison of capabilities are offered in Plan 1 versus Plan 2.
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o
-
1
[ %]

Capabilities

Unified security tools and centralized management
Next-generation antimalware

Attack surface reduction rules

Device control (e.g.: USB)

Endpoint firewall

Network protection

Web control / category-based URL backing
Device-based conditional access

Controlled folder access

APls, SIEM connector, custom TI

NS ININ I N N NN SN

Application control

Endpoint detection and response
Automated investigation and remediation
Threat and vulnerability management
Threat intelligence (Threat Analytics)
Sandbox (deep analysis)

N IN|IN|IN NSNS | NSNS N | NSNS S NS

Microsoft Threat Experts**

**Includes Targeted Attack Notifications (TAN) and Experts On Demand (EOD).
Customers must apply for TAN. EOD is available for purchase as an add-on

Incorrect:

Not A: P2 is by far the best fit for enterprises that need an EDR solution including automated investigation and remediation tools, advanced threat prevention and
threat and vulnerability management (TVM), and hunting capabilities.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/defender- endpoint-plan-1
https://techcommunity.microsoft.com/t5/microsoft-defender-for-endpoint/microsoft-defender-for-endpoint-plan-1-now-included-in-m365-e3/ba-p/3060639

NEW QUESTION 159

- (Topic 6)

You have a Microsoft 365 tenant and a LinkedIn company page.

You plan to archive data from the LinkedIn page to Microsoft 365 by using the LinkedIn connector.
Where can you store data from the LinkedIn connector?

A. a Microsoft OneDrive for Business folder

B. a Microsoft SharePoint Online document library
C. a Microsoft 365 mailbox

D. Azure Files

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/archive-linkedin- data?view=0365-worldwide

NEW QUESTION 164

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription.

You plan to use a mailbox named Mailbox1 to analyze malicious email messages. You need to configure Microsoft Defender for Office 365 to meet the following
requirements:

* Ensure that incoming email is NOT filtered for Mailbox1.

* Detect impersonation and spoofing attacks on all other mailboxes in the subscription. Which two settings should you configure? To answer, select the
appropriate settings in the

answer area.
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Answer Area
Policies
-L\ Anti-phishing
"% Anti-spam
ini Anti-malware

{1 Safe Attachments

(@ Safe Links

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Rules

(=) Tenant Allow/Block Lists
€L, Email authentication settings
€l DKIM

2 Advanced delivery

4 Enhanced filtering

[ Quarantine policies

? Safe Attachments policy: This policy allows you to specify how to handle email attachments that might contain malware. You can create a custom policy for
Mailbox1 and set the action to Do not scan attachments. This will ensure that incoming email is not filtered for Mailbox1. You can also enable the Redirect
attachment option to send a copy of the original attachment to another mailbox for analysis1.
? Anti-phishing policy: This policy helps you protect your organization from impersonation and spoofing attacks. You can create a default policy for all other
mailboxes in the subscription and enable the following features: Impersonation protection, Spoof intelligence, and Domain authentication. These features will help
you detect and block emails that try to impersonate your users, domains, or trusted senders2.

NEW QUESTION 167
- (Topic 6)
You have a Microsoft 365 tenant.

You plan to manage incidents in the tenant by using the Microsoft 365 security center. Which Microsoft service source will appear on the Incidents page of the

Microsoft 365
security center?

A. Microsoft Cloud App Security
B. Azure Sentinel

C. Azure Web Application Firewall
D. Azure Defender

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender/investigate- alerts?view=0365-worldwide

NEW QUESTION 171
HOTSPOT - (Topic 6)

HOTSPOT
R sons —
3 of 450 BaT of 287 Microsoft | NIST 800-
P 1 4 | t T2% 1 5

o0 cll Acompete completed completed Group 365 53
Data 2 Data

1af 489 f Micros
Protection | 14370 Incomplete | 70% 3.0f 459 8330 8_35 Group?2 15'0"}“ Protection
Bassline compieted completed 365 Bassline

The SP800 assessment has the improvement actions shown in the following table.

Answer Area

Statements

Establish a threat intelligence program will appear as implementead in the SPE00

assessment

The SPE00 assecsment score will increase by 54 points

The Data Protection Baseline score will increase by @ points

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area
Statements Yes Mo
.
Establish a threat intelligence program will appear as Implementead in the SPE00 | R4
assessment.

=
The SPE0D assessment score wall increase by 54 points X !
=
The Data Protection Baseline score will increase by 9 points ukk

NEW QUESTION 172
- (Topic 6)
You enable the Azure AD ldentity Protection weekly digest email. You create the users shown in the following table.

Name Role
Admin1 Security reader
Admin2 User administrator

Admin3 Security administrator
Admin4 Compliance administrator

Which users will receive the weekly digest email automatically?

A. Admin2, Admin3, and Admin4 only

B. Adminl, Admin2, Admin3, and Admin4
C. Admin2 and Admin3 only

D. Admin3 only

E. Adminl and Admin3 only

Answer: E

Explanation:
By default, all Global Admins receive the email. Any newly created Global Admins, Security Readers or
Security Administrators will automatically be added to the recipients list.

NEW QUESTION 177

HOTSPOT - (Topic 6)

Your company has a Microsoft 365 tenant

You plan to allow users that are members of a group named Engineering to enroll their mobile device in mobile device management (MDM)
The device type restriction are configured as shown in the following table.

Priority Mamao Allowed platform Assigned to
05 05 Marketing
P Androsd Androic Endgineering
Default All users All platforms All users

The device limit restriction are configured as shown in the following table.

Priority Name Device limit Assigned to
1 | Engineenng 13 | Engineering
. | WWest Hegion 3 | Engineening
Default | All users 10 | All users
Answer Area
Diace it
Allowed plalform
Androsd
05 ond
All platfofThs
A. Mastered

B. Not Mastered
Answer: A
Explanation:

https://docs.microsoft.com/en-us/mem/intune/enroliment/enroliment-restrictions-set#change-enrollment-restriction-priority

NEW QUESTION 182

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
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After you answer a question in this section, you will NOT be able to return to it as a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain. You deploy an Azure AD tenant.

Another administrator configures the domain to synchronize to Azure AD.

You discover that 10 user accounts in an organizational unit (OU) are NOT synchronized to Azure AD. All the other user accounts synchronized successfully.
You review Azure AD Connect Health and discover that all the user account synchronizations completed successfully.

You need to ensure that the 10 user accounts are synchronized to Azure AD. Solution: From Azure AD Connect, you modify the filtering settings.

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 186

DRAG DROP - (Topic 6)

You have an Azure subscription that is linked to a hybrid Microsoft Entra tenant.

All users sync from Active Directory Domain Services (AD DS) to the tenant by using Express Settings in Microsoft Entra Connect.

You plan to implement self-service password reset (SSPR).

You need to ensure that when a user resets or changes a password, the password syncs with AD DS.

Which actions should you perform in sequence? To answer, drag the appropriate actions to the correct order. Each action may be used once, more than once, or
not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Actions Answer Area
Froen the MitrasaR Entra sdmin centes Sep 10 Validate pevmessiong for the Microsoflt Entra
pnfigure onepreemises integration pasyword Gt hecinad
wiilehadk
]
From the bigrosol Entra admin center
configune the authentication methods for
S5PR
Froem the Mitrosolt Entra admin cenfe
configure the registration settings for S5PR
Sefect Group winteback in Microsolt Entra
L OnipCl
Setet PRsTwOrG W a Mg It Embra
DN
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Actions Answer Area
modadl Enbia admin cenler 1 Wialidate pprrr i i it E
or-premities inbegrathan password s
Siap 2 I- From the Microsolt Entra admin cends ¥
i anligwe on-premised inkearation pattword 3
vt | bl ]
i {5 K f
z Sep 3 | Select Paspaord writebach in Microsoft Entra
F :ﬂ' Wi 'I'..t.-.; adimaine Can i N L& : ) =
nfipure the regrsiratic @ b SSPR |
1]
| Seloct Group writoback in Microsoft Entra
Conmect
o Pasiwongd wriabu Micr It Entra

NEW QUESTION 190

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You create an account tor a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint and OneDrive.
Solution: From the Azure Active Directory admin center, you assign SecAdminl the Teams Administrator role.

Does this meet the goal?

A. Yes
B. no

Answer: B

NEW QUESTION 194
HOTSPOT - (Topic 6)
Your company uses Microsoft Defender for Endpoint. Microsoft Defender for Endpoint contains the device groups shown in the following table.
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Rank Device group Member

1 Group Name starts with Comp

2 Group2 Name starts with Comp And
OS In Windows 10

3 Group3 0OS In Windows Server 2016
Last | Ungrouped devices (default) Not applicable

You onboard computers to Microsoft Defender for Endpoint as shown in the following table.

Name Operating system |
Computer1 | Windows 10
Computer2 | Windows Server 2016

Of which groups are Computer! and Computed members? To answer, select the appropriate options in The answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Computer?: | Groupl on =

|Gmup2 only i
Group1 and Group2 ‘
| Ungrouped devices

Group3 only
| Group1 and Group3

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Computer?: roup v
|
TGTﬂEpEnﬁlf i

Group1 and Group2 ‘
| Ungrouped devices

Computer2: 1 GrcuEI onlE va r

| Group3 only —
| Group1 and Group3

NEW QUESTION 197

- (Topic 6)

You have a Microsoft 365 subscription.

You plan to implement Microsoft Purview Privileged Access Management. Which Microsoft Office 365 workloads support privileged access?

A. Microsoft Exchange Online only

B. Microsoft Teams only

C. Microsoft Exchange Online and SharePoint Online only

D. Microsoft Teams and SharePoint Online only

E. Microsoft Teams, Exchange Online, and SharePoint Online

Answer: A

Explanation:

Privileged access management

Having standing access by some users to sensitive information or critical network configuration settings in Microsoft Exchange Online is a potential pathway for
compromised accounts or internal threat activities. Microsoft Purview Privileged Access Management helps protect your organization from breaches and helps to
meet compliance best practices by limiting standing access to sensitive data or access to critical configuration settings. Instead of administrators having constant
access, just-in-time access rules are implemented for tasks that need elevated permissions. Enabling privileged access management for Exchange Online in
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Microsoft 365 allows your organization to operate with zero standing privileges and provide a layer of defense against standing administrative access
vulnerabilities.

Note: When will privileged access support Office 365 workloads beyond Exchange? Privileged access management will be available in other Office 365 workloads
soon.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/privileged-access- management-solution-overview
https://learn.microsoft.com/en-us/microsoft-365/compliance/privileged-access-management

NEW QUESTION 199
- (Topic 6)
You have a Microsoft 365 E5 subscription. You need to create a mail-enabled contact. Which portal should you use?

A. the Microsoft 365 admin center

B. the SharePoint admin center

C. the Microsoft Entra admin center

D. the Microsoft Purview compliance portal

Answer: A
NEW QUESTION 204

- (Topic 6)
You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Office 365. You have the policies shown in the following table.

Name Type
Policy1 | Anti-phishing
Policy2 | Anti-spam
Policy3 | Anti-malware
Policyd | Safe Attachments

All the policies are configured to send malicious email messages to quarantine. Which policies support a customized quarantine retention period?

A. Policyl and Policy2 only
B. Policy2 and Policy4 only
C. Policy3 and Policy4 only
D. Policyl and Policy3only

Answer: A

NEW QUESTION 207

- (Topic 6)

You have a Microsoft 365 subscription.

You need to add additional onmicrosoft.com domains to the subscription. The additional domains must be assignable as email addresses for users.
What is the maximum number of onmicrosoft.com domains the subscription can contain?

o0
R 0N P

0
Answer: C

Explanation:

You are limited to five onmicrosoft.com domains in your Microsoft 365 environment, so make sure to check for spelling and to assess your need if you choose to
create a new one.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/admin/setup/domains-faq

NEW QUESTION 212

- (Topic 6)

You have a Microsoft 365 subscription that contains an Azure AD tenant named contoso.com. The tenant includes a user named User1.

You enable Azure AD ldentity Protection.

You need to ensure that Userl can review the list in Azure AD Identity Protection of users flagged for risk. The solution must use the principle of least privilege.
To which role should you add User1?

A. Security Reader

B. Global Administrator
C. Owner

D. User Administrator

Answer: A
NEW QUESTION 213
HOTSPOT - (Topic 6)

HOTSPOT
You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel and the users shown in the following table.
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Name | Member of Device
User1 Group1 Devicel
User2 Group1 Devicel, Device3

The devices are configured as shown in the following table.

Name Platform Azure AD join type
Device1l
Device2 | Windows 10

Device3 iIstered

You have a Conditional Access policy named CAPolicyl that has the following settings: 1.Assignments
? Users or workload identities: Groupl

? Cloud apps or actions: Office 365 SharePoint Online

? Conditions

- Filter for devices: Exclude filtered devices from the policy

- Rule syntax: device.displayName -startsWith "Device" 2.Access controls

? Grant

- Grant: Block access

? Session: 0 controls selected 3.Enable policy: On

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No

User1 can access Site1 from Devicel. i, O

User2 can access Site1 from Device2. ®)

User2 can access Site1 from Device3. Q £

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Userl is member of Groupl and has Devicel.

Devicel is not Azure AD joined.

Note: Requiring a hybrid Azure AD joined device is dependent on your devices already being hybrid Azure AD joined.
Box 2: Yes

User2 is member of Groupl and has devices Device2 and Device3. Device2 is Azure AD joined.
Device?2 is excluded from CAPolicyl (which would block access to Sitel). Box 3: Yes

User2 is member of Groupl and has devices Device2 and Device3.

Device3 is Android and is Azure AD registered.

Device3 is excluded from CAPolicyl (which would block access to Sitel).

Note: On Windows 7, iOS, Android, macOS, and some third-party web browsers, Azure AD identifies the device using a client certificate that is provisioned when
the device is registered with Azure AD. When a user first signs in through the browser the user is prompted to select the certificate. The end user must select this

certificate before they can continue to use the browser.

NEW QUESTION 217
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint site named Sitel. Site! contains the files shown in the following table.

Name | Number of IP addresses in the file
File1 2
File2 3

You have a data loss prevention (DLP) policy named DLP1 that has the advanced DLP
rules shown in the following table.
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Name Content contains Policy tip | If there is a match, stop | Priority
processing

Rule1l | 3 or more IP addresses | Tip1 No 0

Rule2 | 1 or more IP addresses | Tip2 Yes 1

Rule3 | 2 or more IP addresses | Tip3 No 2

You apply DLP1 to Sitel.

Which policy tip is displayed for each file? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 221
DRAG DROP - (Topic 6)

File1: ‘ T:i}_‘ anii 'f

FileZ:

File1: ‘ T:ﬁa ani! x f
|

FileZ:

Tip3 only
{ Tip2 and Tip3

Tip1 and Tip2 only bl

|Tip‘| only
| Tip3 only
Tip1 and Tip2 only
| Tip1, Tip2, and Tip3

ﬂ'lﬁ 1, Tip2, ._aﬁd__'t_' ip3

Tip3 only
{ Tip2 and Tip3

Tip1 and Tip2 only bl
|Tip‘| only

— e

Tip1 and Tip2 only

You have a Microsoft 365 subscription that contains the devices shown in the following table.

Name Operating system Microsoft Intune
Devicel | Windows 11 Enterprise | Enrolled
Device2 | i0S Enrolled
Device3 | Android Not enrolled

You install Microsoft Word on all the devices.

You plan to configure policies to meet the following requirements:
» Word files created by using Windows devices must be encrypted automatically.
« If an Android device becomes jailbroken, access to corporate data must be blocked from Word.

« For iOS devices, users must be prevented from using native or third-party mail clients to connect to Microsoft 365.

Which type of polio/ should you configure for each device? To answer, drag the appropriate policy types to the correct devices. Each policy type may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Policy Types
E.ﬁ.pp confguration policy

[App protection policy
:Cnmpllance podicy

[ Conditional Access policy

A. Mastered
B. Not Mastered

Answer: A
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Explanation:
Policy Types

[ Conditional Access poficy
|

NEW QUESTION 225
- (Topic 6)

Devicel: || App protection policy
Device I.- Conditional Access pohicy

Deviced: | Compliance policy

You have a Microsoft 365 subscription that uses Security & Compliance retention policies.
You implement a preservation lock on a retention policy that is assigned to all executive users.
Which two actions can you perform on the retention policy? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point?

A. Add locations to the policy
B. Reduce the duration of policy

C. Remove locations from the policy
D. Extend the duration of the policy

E. Disable the policy

Answer: AB

NEW QUESTION 230
DRAG DROP - (Topic 6)

Your company has an Azure AD tenant named contoso.onmicrosoft.com.

You purchase a domain named contoso.com from a registrar and add all the required DNS records.
You create a user account named Userl. Userl is configured to sign in as userl@contoso.onmicrosoft.com.

You need to configure Userl to sign in as userl@contoso.com.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.
Actions

AU idgduta - remale -Dcmalnld tentess.com
Sadify the el Socnes of User |

Add comtostucom a4 8 SAN for an ).509 certificate.
A09 3 CLEIOM SOMMEN NarE

Werily the Riom Soman

Modiy the usemame of Lisesl

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Actions

Aun wlate-Pplomsln -Dosalnld cootous. oo

Add contosocom a8 SAN for an J509 certificate
A 3 CUSTOM DO AT

Wenly Bher Ousiiom doemidin

Rdedify the prermaens of Lser ]

NEW QUESTION 234
HOTSPOT - (Topic 6)

®
©

Antwer Area

_____________________________

o,
O

O

You have a Microsoft 365 ES subscription that has three auto retention policies as show in the following exhibit.
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'_' bl Acdmirefliatosr W

Operations

UserIds

RetentionDuration

Jperations
A T Id'_'.

RetentionDuration

Operations

Userlds

RetentionDuration

ThreeMonths

Retention

150

{MicrosoftTeams}
{teamcreated)

[Userl@sk2088628cutlook .onmicrosoft . com)
s1xMonths

Retention3

pr 2k kK 2006 28out Look .

TwelveMonths

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic NOTE Each correct
selection is worth one point.

]

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Afviorrt fica

NEW QUESTION 239
HOTSPOT - (Topic 6)
HOTSPOT

T b2 2oy 3 R

f a2 ackds & ch

e 0 MECrean

e i icroan

T,

Tty

= wend s [anawer cholce]

the et o [enswer chodoe]

the vend o [Bnawer chakte]

i the event o [mnswer choice]

You have a Microsoft 365 subscription that contains a Microsoft SharePoint Online site named Sitel. Sitel has he files in the following table.

-
o ko

N fiumber of 1P
addremai Ir the Yk

-.Hl":'l }

Fam L silen ¥
[

"’tt'lll‘ 1

#9000 )

The Sitel users are assigned the roles shown in the following table.

Ihhe‘ﬁ:h

3 -
-y vl 1
*

=t Wi L

1
|
|
i

You create a data less prevention (DLP) policy names Policyl as shown in the following exhibit.
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Review vour settings

emDal? namne v

Chooee the informaltion to protect

(TS e I'.A.Pl' ']

Mame your policy

Podoy noms T
Polary
{howeaae o atwosrs
Dupscrpltor EaH
Poicr settings
Apmaiers WLy CUmbENl i s AU b b |

@ Resiew your setings

‘e hn Al alds

Poboy sellings -}
#Ea cackdll FaaERe i Pl yPa i ol WA ik T Adae
=i il Ll L T llr‘lll-i-|,.l.Il_u '1.!1'4'1‘--. LT

B revd avp ol 'sam S indaroe Ol e e 1‘-‘;1| Ol e v T

bk pocrss [0 Bhe Conieni

umn pobcy oa 31e if's crested{ LeMl

How many files will be visible to userl and User2 after Policy' is applied to answer, selected select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

ATl Arcasd

ERH P
3
&
3
Lac Iy
E]
-
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Arnwel Ared
Le=1: 11
-I‘
l: J
&
3
Lac |
r;_‘
3
-

NEW QUESTION 242

DRAG DROP - (Topic 6)

Your company purchases a cloud app named Appl.

You need to ensure that you can use Microsoft Cloud App Security to block downloads in Appl. Appl supports session controls.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
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correct order.

Acﬁons Answer Area

Deploy Azure Active Directory
(Azure AD) Application Proxy.

From the Cloud App Security admin
center, add an app connector.

Signinto App1.

OlQ

Create a conditional access policy.

From the Azure Active Directory admin
_center, configure the Diagn&gtic seﬁin_gi_

From the Azure Active Directory admin
center, add an app registration for App1.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Acﬁons Answer Area

" Deploy Azure Active Directory
(Azure AD) Application Proxy.

[ From the Cloud App Security admin

center, add an app connector. P

e ——

rﬁ-ﬁ_a_m_m_n_.n_u_uu_-h-_

From the Azure Active Directory admin
center, configure the Diagnostic settings.

i ———_—_—_—_—__—,__—_—_— __—__—_— . _si—.

' From the Azure Active Directory admin

center, add an app registration for App1.

NEW QUESTION 244
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that contains the devices shown in the following table.

Name Group
Device1l | DeviceGroup1
Device2 | DeviceGroupZ

At 08:00. you create an incident notification rule that has the following configurations:
» Name: Notification!

* Notification settings

o Notify on alert seventy: Low o Device group scope: All (3)

o Details: First notification per incident

* Recipients: Userl@contoso.com, User2@contoso.com

At 08:02. you create an incident notification rule that has the following configurations:
» Name: Notification

* Notification settings

o Notify on alert severity: Low. Medium

o Device group scope: DevtceGroupl, DeviceGroup2

* Recipients: Userl@contoso.com

in Microsoft 365 Defender, alerts are logged as shown in the following table.

Passing Certification Exams Made Easy
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Time | Alert name Severity Impacted assets
08:05 | Activity1 Low Devicel
08:07 | Activity1 Low Device1
08:08 | Activity1 Medium Device1
08:15 | Activity2 Medium Devicel
08:16 | Actwity2 Medium Device2
08:20 | Activity High Device1
08:30 | Activity3 Medium Device2
08:35 | Activity?2 High Device2

For each of the following statements, select Yes if the statement is true. Otherwise, select No1l.
NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes

User! @contoso.com will receive two incident notification emails for the alert at 08:05
Liser2 @contoso.com wall receive an incident notification email for the alert at 0807,

User1 @contoso.com will receive an incident notification email for the alert at 0820,

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements Yes

User! @contoso.com will receive two incident notification emails for the alert at 08:05
Liser2 @contoso.com wall receive an incident notification email for the alert at 0807, !

User1 @contoso.com will receive an incident notification email for the alert at 0820,

NEW QUESTION 246

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Member of
Admin1 | Group1

Admin2 | Group2
Admin3 | Group1, Group2

You add the following assignment for the User Administrator role:

? Scope type: Directory

? Selected members: Groupl

? Assignment type: Active

? Assignment starts: Mar 15, 2023

? Assignment ends: Aug 15, 2023

You add the following assignment for the Exchange Administrator role:
? Scope type: Directory

? Selected members: Group?2

? Assignment type: Eligible

? Assignment starts: Jun 15, 2023

? Assignment ends: Oct 15, 2023

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Answer Area
Statements Yes No
On July 15, 2023, Admin1 can reset the password of a user. : L
On June 20, 2023, Admin2 can manage Microsoft Exchange Online. ' O Z]
On May 1, 2023, Admin3 can reset the password of a user. | I T

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: Yes

Adminl is member of Groupl.

The User Administrator role assignment has Groupl as a member. The assignment type: Active
July 15, 2023 is with the assignment period.

A User Administrator can manage all aspects of users and groups, including resetting passwords for limited admins.

Box 2: No

Admin2 is member of Group2.
The Exchange Administrator role assignment has Group2 as a member. The assignment type: Eligible
June 20, 2023 is with the assignment period. The assignment must be approved.

Note: Eligible assignment requires member or owner to perform an activation to use the role. Activations may also require providing a multi-factor authentication
(MFA), providing a business justification, or requesting approval from designated approvers.

Box 3: Yes

Admin3 is member of Gropul and Group2.
The User Administrator role assignment has Groupl as a member. The assignment type: Active
May 1, 2023 is with the assignment period.

NEW QUESTION 250
DRAG DROP - (Topic 6)

You have a Microsoft 365 E5 subscription that contains the devices shown in the following table.

Type Number of devices | Operating system Enroliment status
Corporate 150 Windows 11 Azure AD-joined,
Microsoft Intune-
managed
Bring your own 25 Windows 11 Unmanaged
device (BYOD)

You need to onboard the devices to Microsoft Defender for Endpoint. The solution must minimize administrative effort.

What should you use to onboard each type of device? To answer, drag the appropriate onboarding methods to the correct device types. Each onboarding method

may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Onboarding method

A local scrip!

Growup Policy

nitegration with Microsoft Defender for Cloud

MWicrosoft Intune

Virtual Deskiop Infrastructure (WVOH) scnipts

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Onboarding method
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NEW QUESTION 255

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint site named Sitel and a data loss prevention (DLP) policy named DLP1. DLP1
contains the rules shown in the following table.

Name | Priority Action

Rulel | O Notify users by using email and policy tips.
Customize the policy tip as Rule1 tip.
Disable user overrides.

Rule2 | 1 Notify users by using email and policy tips.
Customize the policy tip as RuleZ tip.
Restrict access to the content.

Disable user overrides.

Rule3 | 2 Notify users by using email and policy tips.
Customize the policy tip as Rule3 tip.
Restrict access 10 the content.

Enable user overrides.

Rule4 | 3 Notify users by using email and policy tips.
Customize the policy tip as Rule4 tip.
Restrict access to the content.

Disable user overrides.
Sitel contains the files shown in the following table.
Name Matched DLP rule

File1.docx | Rulel, Rule2, Rule3
File2.docx | Rulel, Rule3, Ruled

Which policy tips are shown for each file? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
Filel.docx: v
Rulel tip only
Rule2 tip only
Rule3 tip only
Rulel tip and Rule2 tip only
Rulel tip, Rule2 tip, and Rule3 tip
File2.docx: 1 [‘VJ

Rulel tip only

Rule3 tip only

Rule4 tip only

Rulel tip and Rule4 tip only
Rulel tip, Rule3 tip, and Rule4 tip

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Rulel tip only

Filel matches Rulel, Rule2, and Rule3. Rulel has the highest priority.

Note: The Priority parameter specifies a priority value for the policy that determines the order of policy processing. A lower integer value indicates a higher priority,
the value 0 is the highest priority, and policies can't have the same priority value.

Box 2: Rulel tip only

Note: User Override support

The option to override is per rule, and it overrides all of the actions in the rule (except sending a natification, which can't be overridden).

It's possible for content to match several rules in a DLP policy or several different DLP policies, but only the policy tip from the most restrictive, highest-priority rule
will be shown (including policies in Test mode). For example, a policy tip from a rule that blocks access to content will be shown over a policy tip from a rule that
simply sends a natification. This prevents people from seeing a cascade of policy tips.

If the policy tips in the most restrictive rule allow people to override the rule, then overriding this rule also overrides any other rules that the content matched.

NEW QUESTION 260
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- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain. You deploy an Azure AD tenant.

Another administrator configures the domain to synchronize to Azure AD.

You discover that 10 user accounts in an organizational unit (OU) are NOT synchronized to Azure AD. All the other user accounts synchronized successfully.
You review Azure AD Connect Health and discover that all the user account synchronizations completed successfully.

You need to ensure that the 10 user accounts are synchronized to Azure AD. Solution: You run idfix.exe and export the 10 user accounts.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

The question states that “all the user account synchronizations completed successfully”. If there were problems with the 10 accounts that needed fixing with
idfix.exe, there would have been synchronization errors in Azure AD Connect Health.

It is likely that the 10 user accounts are being excluded from the synchronization cycle by a filtering rule.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync- configure-filtering

NEW QUESTION 261

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 tenant that contains 100 Windows 10 devices. You plan to attack surface reduction (ASR) rules for the Windows 10 devices.
You configure the ASR rules in audit mode and collect audit data in a Log Analytics workspace.

You need to find the ASR rules that match the activities on the devices.

How should you complete the Kusto query? To answer, select the appropriate options in

the answer area.

NOTE: Each correct selection is worth one point.

v

Alertinfo
DeviceEvents
Devicelnfo

| W ActionType startswith ‘ASR’
lookup
project
render
where

A. Mastered
B. Not Mastered

Answer: A

Explanation:

v

Alertinfo

——————— -
]

DeviceEvents

= T, il | i

Devicelnfo

| W ActionType startswith ‘ASR’
lookup
project
render

Iwhere |

NEW QUESTION 266
HOTSPOT - (Topic 6)
Your company has a Microsoft 365 subscription That contains the domains shown in the following exhibit.
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Domains

-4 Add domain = Buydomain () Refresh

Domain name | Status % Choose columns
[0  contoso221018.onmicrosoft.com (Default) @ Healthy
L] contoso.com @ Incomplete setup
O east.contoso221018.onmicrosoft.com - © Nooservces setected

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE; Each correct selection is worth one point.
Answer Area

An administrator can create usemames that conta<ad 2 1018 onmicrosof.com gamain anky bl

contain the (answer cholor]. Ll candl WL T S0 L N,
contoad 2 T Eonmicrosaftcom domain and 2 is subdomains anly

oontesad 2 1018 onmitresof oom and eastooninsol 21018 onmacresafoom domains only
| fontosodd 101 onmicrasolt. oom. eastoontosa22 101 B.onmicrodaft com. and conloso.com domdmns

Bxchange Online can recebhar inbound email | cons I Lo . :
flst e TS LR R T Y e U M cnndoso? 2 100 Bonmicrosolt.com domain anly
| contoso22 101 8.onmicrasoft.com domain and all its subdomains ondy
. contoso 2 101B.onmicrosolt.com and eastoontosad 101 Lanmizrosoftcom domamns only
| €ontos022 1 B.ONMICrosOM.COM. #aMLoontosad 1018.0nmiciosof.com. and CONOLO.COM domdins

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
AR S0MANISIFAICT Can reale LSEThames Immﬁwggmmg ¥ bl
eentain the [answer mnhﬂ.ll.mr_,, I e T T . =

a-:-n:fw.’:hl:ﬁi-:wm:rﬁaﬁam and mr.':-n.m-cz: 118 onmacrosafucom domains only
| contosold 2 10 A onmicrosoft.oom. eastoontosal2101E.onmicrodaft com. and contoso.com domams

LT e —— only
TennTosd2 TO TR onmicrasofLiom domainant 31 its subdomains ondy
. contosal2 101Eonmicrosolt.com and east.oontosald 101 Eonmicrosoft.com domamns only
| comiosol2 1 B.onmicrosolt.com. ntlconiosad 1015.onmiciosof.com. and CONtoL0.Com domains

NEW QUESTION 271
HOTSPOT - (Topic 6)
You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365.

You need to identify the settings that are below the Standard protection profile settings in the preset security policies.

What should you use? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Portak  Microsoft 365 Defender portal b
Microsoft 265 admin center

Microsoft 365 Defender portal

Microsoft Purview compliance portal

Feature: Configuration analyzer o

Configuration analyzer

Preset secunty policies
Threat tracker

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Portak  Microsoft 365 Defender portal b

Microsaft 365 admin center
Microsoft 365 Defender portal
Microsoft Purview comphance portal

Feature: Configuration analyzer

rimflqulatm analyzer

Preset secunty policies
Threat tracker

NEW QUESTION 272
- (Topic 6)
You have a Microsoft 365 E5 subscription that has published sensitivity labels shown in the following exhibit.

Home > senciivily

Labels Label policies  Auto-labeling (preview)

Sengitraty [abels are uted 10 classify email meitages. decuments, tiet and more. Whan 2 label it apphed (automatscally of by the ute), the content oF Lite 1 protected
based on the sattings you choose, For example. you can create labels that encrypd fdes. add content marking. and controd user Sc0ess 1o specific sites. Leam mare sbout

sandilnaty labeti

<+ Creste s label T Publsh labels () Refresh
Marme T Ovchist Crsated by Lait mesclified
Labselt 0« gkt Pra 242020
Lkl 1 Pra 242020
(¥ 0 - hagheyt Prei G200
Labsrid 0 = gkt P [ B s,
LaksdS . Pt CLL 00
| sl 0 - haghait Pra OO0

Which labels can users apply to content?

A. Labell, Label2, and Label5 only

B. Label3. Label4, and Label6 only

C. Labell, Label3, Labe2, and Label6 only

D. Labell, Label2, Label3, Label4, Label5. and Label6

Answer: C

NEW QUESTION 276
HOTSPOT - (Topic 6)

HOTSPOT
Your company uses Microsoft Defender for Endpoint. Microsoft Defender for Endpoint includes the device groups shown in the following table.
Rank Device group Members
1 Group1 Tag Equals demo And 05 In Windows 1@
2 Group? Tag Equals demo
3 Group3 Domain Equals adatum.com
-4 Group4 Domain Equals adatum.com And 05 In Windows 1@
Last | Ungrouped devices (default) | Not applicable

You onboard a computer named computerl to Microsoft Defender for Endpoint as shown in the following exhibit.
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Settings 7 Endpoints > computeri

computeri

Device summary

Risk level ()

None

Device details

Domain

adatum.com

05

Windows 10 64-bit
Version 21HZ
Build 19044.2130

Use the drop-down menus to select the answer choice that completes each statement.
NOTE: Each correct selection is worth one point.

Answer Area

Comguter] will b2 a member of [answer cholce]. -
I Group3 only
Groupd only
Group3 and Groupd only
Ungrouped devices

If you add the tag demo to Computer1, the computer will be a member of [answer choice]. | b
Group1 only
Groupl and Group2 only
Groupl, Groupd, Groups, and Group+
Ungrouped dewices

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: Group3 and Group4 only Computerl has no Demo Tag.
Computerl is in the adatum domain and OS is Windows 10. Box 2: Groupl, Group2, Group3 and Group4

NEW QUESTION 277

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a computer that runs Windows 10.

You need to verify which version of Windows 10 is installed. Solution: From Device Manager, you view the computer properties. Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:

Reference:
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https://support.microsoft.com/en-us/windows/which-version-of-windows-operating-system-am-i-running-628bec99-476a-2c¢13-5296-9dd081cdd808

NEW QUESTION 279
- (Topic 6)
You have a Microsoft 365 subscription that contains an Azure AD tenant named contoso.com. The tenant contains the users shown in the following table.

Name Username Type
User1 | User1@contoso.com Member
User2 | User2@sub.contoso.com | Member
User3 | User3@adatum.com Member
Userd | Userd@outlook.com Guest
User5 | UserS@gmail.com Guest

You create and assign a data loss prevention (DLP) policy named Policyl. Policyl is configured to prevent documents that contain Personally Identifiable
Information (PIl) from being emailed to users outside your organization.
To which users can User! send documents that contain PII?

A. User2only

B. User2and User3only

C. User2, User3, and User4 only
D. User2, User3, User4, and User5

Answer: B

NEW QUESTION 283

- (Topic 6)

You have a Microsoft 365 subscription.

You need to receive a notification each time a user in the service desk department grants Full Access permissions for a user mailbox.
What should you configure?

A. a data loss prevention (DLP) policy
B. an alert policy

C. an audit search

D. an insider risk management policy

Answer: B

NEW QUESTION 288

- (Topic 6)

You have a Microsoft 365 E5 tenant.

You need to create a policy that will trigger an alert when unusual Microsoft Office 365 usage patterns are detected.
What should you use to create the policy?

A. the Microsoft 365 admin center

B. the Microsoft Purview compliance portal

C. the Microsoft Defender for Cloud Apps portal
D. the Microsoft Apps admin center

Answer: C

NEW QUESTION 293

HOTSPOT - (Topic 6)

Your company uses Microsoft Defender for Endpoint.

The devices onboarded to Microsoft Defender for Endpoint are shown in the following table.

Name Device group
Devicel | ATP1
Device2 | ATP1
Device3 | ATP2

The alerts visible in the Microsoft Defender for Endpoint alerts queue are shown in the following table.

Name Device
Alert1 Device1

Alert2 Devicel
Alert3 Device3

You create a suppression rule that has the following settings:

* Triggering 10C: Any IOC

* Action: Hide alert

* Suppression scope: Alerts on ATP1 device group

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point
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Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 296
HOTSPOT - (Topic 6)

Statements Yes Ne

After you create the suppression rule, Alertl is visible in the aleris queue.
After you create the suppression rule, Alert3 s visibie in the alerts queue,

After you create the suppression rule, a new alert triggered on Device2 is visible in the alerts
queue,

Statements HNo

After you create the suppression rule, Alertl i visible in the alerts gueue.
After you create the suppression rule, Alert3 is visible in the aleris queue,

After you create the suppression rule, a new alert triggered on Device2 is visible in the alerts
Qqueys.

| PR

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint site named Sitel. You need to perform the following tasks:
* Create a sensitive info type named SIT1 based on a regular expression.
» Add a watermark to all new documents that are matched by SIT1.

Which two settings should you use in the Microsoft Purview compliance portal? To answer, select the appropriate settings in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area

Il

Microsoft Purview

Home

Compliance Manager

Data classification

Data connectors

X[ &) ©| Q| &

Reports

Solutions

&

Catalog

=2

App governance

Audit

Content search

Communication compliance
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NEW QUESTION 300

- (Topic 6)

You have a Microsoft 365 E5 subscription.

Users access Microsoft 365 from both their laptop and a corporate Virtual Desktop Infrastructure (VDI) solution.

From Azure AD Identity Protection, you enable a sign-in risk policy.

Users report that when they use the VDI solution, they are regularly blocked when they attempt to access Microsoft 365.
What should you configure?

A. the Tenant restrictions settings in Azure AD

B. a trusted location

C. a Conditional Access policy exclusion

D. the Microsoft 365 network connectivity settings

Answer: B

Explanation:

There are two types of risk policies in Azure Active Directory (Azure AD) Conditional Access you can set up to automate the response to risks and allow users to
self-remediate when risk is detected:

Sign-in risk policy User risk policy

Configured trusted network locations are used by Identity Protection in some risk detections to reduce false positives.

Reference:
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https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity- protection-configure-risk-policies
https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/location- condition

NEW QUESTION 305

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint, and OneDrive.
Solution: From the Microsoft 365 admin center, you assign SecAdminl the Exchange Administrator role.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp

NEW QUESTION 307

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription.

You need to configure Microsoft Defender for Office 365 to meet the following requirements:

* A user's email sending patterns must be used to minimize false positives for spoof protection.

» Documents uploaded to Microsoft Teams, SharePoint Online, and OneDrive must be protected by using Defender for Office 365.

What should you configure for each requirement? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
Angwer Area

A user’s email sending pattems must be used to minimize false positives for spoof protection:  Daemasns ic 2l

protect
[Devmaing 10 profect
Madlbox intelligence
\iers B0 protect

Documents wploaded 1o Tears, SharePoint Online, and OneDnve must be protedied by wiing | Global ssttings for sate amachments
Defender for Office 365

The Sale Antachments policy sengs

The Safe Links podicy 4sttings

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Angwer Area
A user's ermail sending pattems must be used to minimize false positves for spoof protection: Liofrans 1o protect -
Domaing 1o protect

Malbos intelhgence
Lzers Bo protect

Documents wploaded to Tears, SharePoint Online, and OneDnve must be protected by wing | Global settings for safe
Defender for Office 365 | wie

Th Sale Anachments policy Seings

The Safe Links podicy 4sttings

NEW QUESTION 310

- (Topic 6)

1241

You have a Microsoft 365 tenant that contains 1,000 iOS devices enrolled in Microsoft Intune. You plan to purchase volume-purchased apps and deploy the apps
to the devices. You need to track used licenses and manage the apps by using Intune. What should you use to purchase the apps?

A. Microsoft Store for Business
B. Apple Business Manager

C. Apple iTunes Store

D. Apple Configurator

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/apps/vpp-apps-ios

NEW QUESTION 312

- (Topic 6)

You have a Microsoft 365 E5 tenant. Users store data in the following locations:
? Microsoft Teams
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? Microsoft OneDrive
? Microsoft Exchange Online
? Microsoft SharePoint Online

You need to retain Microsoft 365 data for two years.
What is the minimum number of retention policies that you should create?

00w
A WDN P

Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/create-retention-policies?view=0365-worldwide

NEW QUESTION 317
- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the users shown in the following table.

UPN suffix

User1 Contoso.com

User2 | Fabnkam.com

The domain syncs to an Azure AD tenant named contoso.com as shown in the exhibit. (Click the Exhibit tab.)

PROVISION FROM ACTIVE DIRECTORY

Azure AD Connect cloud provisioning

This feature allows you to manage provisioning from the cloud.

Manage provisioning (Preview]

Azure AD Connect sync

Sync Status Enabled

Last Sync Less than 1 hour ago
Password Hash Sync Enabled

USER SIGN-IN

Federation Disabled 0 domains
Seamless single sign-on Enabled 1 domain
Pass-through authentication  Enabled 2 agents

User?2 fails to authenticate to Azure AD when signing in as user2@fabrikam.com. You need to ensure that User2 can access the resources in Azure AD.
Solution: From the Microsoft Entra admin center, you assign User2 the Security Reader role. You instruct User2 to sign in as user2@contoso.com.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

This is not a permissions issue so you do not need to assign the Security Reader role. The on-premises Active Directory domain is named contoso.com. User2
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could sign on as user2@contoso.com but you would first need to change the UPN of User2 to user2@contoso.com.

NEW QUESTION 320
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 tenant that contains the users shown in the following table.

Name | Member of
User1 | Group1
User2 | Group?2

You purchase the devices shown in the following table.

Name Platform
Devicel | Windows 10
Device2 | Android

In Microsoft Endpoint Manager, you create an enrollment status page profile that has the following settings:
? Show app and profile configuration progress: Yes

? Allow users to collect logs about installation errors: Yes

? Only show page to devices provisioned by out-of-box experience (OOBE): No

? Assignments: Group2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Statements Yes No
If User1 enrolls Device1 in Microsoft Endpoint Manager, the enrollment Q Q
status page will appear.
If User2 enrolls Device1 in Microsoft Endpoint Manager, the enrollment @) 9]
status page will appear.
If User2 enrolls Device2 in Microsoft Endpoint Manager, the enroliment O 9
status page will appear.
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Statements Yes No
If User1 enrolls Device1 in Microsoft Endpoint Manager, the enroliment O ED__f
status page will appear.
If User2 enrolls Device1 in Microsoft Endpoint Manager, the enroliment lur::}r-u O
status page will appear. T
_—
If User2 enrolls Device2 in Microsoft Endpoint Manager, the enroliment c ,0 J'

status page will appear.

NEW QUESTION 325

- (Topic 6)

You have a Microsoft 365 E5 tenant. You configure sensitivity labels.

Users report that the Sensitivity button is unavailability in Microsoft Word for the web. The sensitivity button is available in Word for Microsoft 365.
You need to ensure that the users can apply the sensitivity labels when they use Word for the web.

What should you do?

A. Copy policies from Azure information Protection to the Microsoft 365 Compliance center
B. Publish the sensitivity labels.

C. Create an auto-labeling policy

D. Enable sensitivity labels for files in Microsoft SharePoint Online and OneDrive.

Answer: B

NEW QUESTION 327

- (Topic 6)

You have a Microsoft 365 E5 subscription.

Al users have Mac computers. ATI the computers are enrolled in Microsoft Endpoint Manager and onboarded to Microsoft Defender for Endpoint.
You need to configure Microsoft Defender for Endpoint on the computers. What should you create from the Endpoint Management admin center?
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A. a Microsoft Defender for Endpoint baseline profile

B. an update policy for iOS

C. a device configuration profile

D. a mobile device management (MDM) security baseline profile

Answer: D

NEW QUESTION 331

- (Topic 6)

Your on-premises network contains an Active Directory domain.

You have a Microsoft 365 subscription.

You need to sync the domain with the subscription. The solution must meet the following requirements:

On-premises Active Directory password complexity policies must be enforced. Users must be able to use self-service password reset (SSPR) in Azure AD. What
should you use?

A. password hash synchronization

B. Azure AD Identity Protection

C. Azure AD Seamless Single Sign-On (Azure AD Seamless SSO)
D. pass-through authentication

Answer: D

Explanation:

Azure Active Directory (Azure AD) Pass-through Authentication allows your users to sign in to both on-premises and cloud-based applications using the same
passwords.

This feature is an alternative to Azure AD Password Hash Synchronization, which provides the same benefit of cloud authentication to organizations. However,
certain organizations

wanting to enforce their on-premises Active Directory security and password policies, can choose to use Pass-through Authentication instead.

Note: Azure Active Directory (Azure AD) self-service password reset (SSPR) lets users reset their passwords in the cloud, but most companies also have an on-
premises Active Directory Domain Services (AD DS) environment for users. Password writeback allows password changes in the cloud to be written back to an on-
premises directory in real time by using either Azure AD Connect or Azure AD Connect cloud sync. When users change or reset their passwords using SSPR in
the cloud, the updated passwords also written back to the on-premises AD DS environment.

Password writeback is supported in environments that use the following hybrid identity models:

Password hash synchronization Pass-through authentication

Active Directory Federation Services

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-
sspr-writeback

NEW QUESTION 334

DRAG DROP - (Topic 6)

DRAG DROP

You have a Microsoft 365 E5 tenant.

You need to implement compliance solutions that meet the following requirements:

* Use a file plan to manage retention labels.

« Identify, monitor, and automatically protect sensitive information.

 Capture employee communications for examination by designated reviewers.

Which solution should you use for each requirement? To answer, drag the appropriate solutions to the correct requirements. Each solution may be used once,
more than once, or not at all. You may need to drag the split bat between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Hutions Answer Arca
Diats koda o -
EEN 08 prevanion dentily, monitor, and automatically protect
sensitive information
nformation governance
Capture employee communications fior
Psacer risk management eEamInation by designated reviewens
Use a file plan 1o manage retention labels
Reconds management
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Hutions Answer Arca
Miat TN S EH
| Qata fogs prevegtion__ | gentity, monitor, and automatically protect | Data loss prevention
sensitive information
o e . .
Y T L = - B =
— Capiure employee communications fo INsider fisk management I
1_|_,___1, risk management 1 examination by designated reviewers
e e
e N e Pl ol By "'l Use a file plan to manage retention labels:| INFOITAON QOVEITANGe ]

NEW QUESTION 336

- (Topic 6)

You have a Microsoft 365 subscription.

You have a data loss prevention (DLP) policy that blocks sensitive data from being shared in email messages.

You need to modify the policy so that when an email message containing sensitive data is sent to both external and internal recipients, the message is only
prevented from being delivered to the external recipients.
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What should you modify?

A. the policy rule exceptions
B. the DLP policy locations
C. the policy rule conditions
D. the policy rule actions

Answer: C

NEW QUESTION 337
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 tenant that contains 500 Windows 10 devices and a Windows 10 compliance policy.
You deploy a third-party antivirus solution to the devices.
You need to ensure that the devices are marked as compliant.

Which three settings should you modify in the compliance policy? To answer, select the appropriate settings in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 340
- (Topic 6)

Windows 10 compliance policy
Windows 10 and later

Encryption
Encryption of data storage on device Require

Dewice Securty

Firewall Require

Trusted Platform Module (TPM) Require Mol conbgured

Antiirus Requare L Mot configured ]

Antispyware Requare
Defender

Micrasoft Defender Antimabware [  Heguee Mot configured

Micrasoft Defender Antimabwane minimum Hot configured

WErsaon

Microsoft Defender Antimatware security T Reaquwe 00 hot configured

intefligence up-do-date

Real-time protection L Hegure Hol configured

Windows 10 compliance policy
Windows 10 and later

Firewall Redquire Lol conbgured ____J
| Trusted Platform Module (TPM) Require L Notconbgured M
L S T —— T —
Antispyware Requare
Defender

Micrasoft Defender Antimabware [  Hegure ] Mot configured

Micrasaft Defender Antimabware rminirmum ot configured

WErSaon

Microsoft Defender Antimatware securnity T Reguwe Hot configured
intefigence up-do-date

Real-time protection [ Heguie ] Mot configuned

You have a Microsoft 365 tenant.

Company policy requires that all Windows 10 devices meet the following minimum requirements:

? Require complex passwords.

? Require the encryption of data storage devices.

? Have Microsoft Defender Antivirus real-time protection enabled.

You need to prevent devices that do not meet the requirements from accessing resources in the tenant.
Which two components should you create? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. a configuration policy

B. a compliance policy

C. a security baseline profile
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D. a conditional access policy
E. a configuration profile

Answer: BD

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started

NEW QUESTION 342

HOTSPOT - (Topic 6)

Your network contains an Active Directory domain and an Azure AD tenant.

You implement directory synchronization for all 10.000 users in the organization. You automate the creation of 100 new user accounts.
You need to ensure that the new user accounts synchronize to Azure AD as quickly as possible.

Which command should you run? To answer, select the appropriate options in the answer area.

Answer Area
Start-ADSyncSyncCycle ol *PolicyType ll Delta - |
| Set-ADSyncScheduler Initial
| Invoke-ADSyncRunProfile Full
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

-PolicyType —
LBl Delta >

Set-ADSyncScheduler Inimal
| Invoke-ADSyncRunProfile Full

NEW QUESTION 347

- (Topic 6)

You have a Microsoft 365 subscription.

Your company has a customer ID associated to each customer. The customer IDs contain 10 numbers
followed by 10 characters. The following is a sample customer ID: 12-456-7890-abc-de- fghij.

You plan to create a data loss prevention (DLP) policy that will detect messages containing customer IDs.
D18912E1457D5D1DDCBD40AB3BF70D5D

What should you create to ensure that the DLP policy can detect the customer IDs?

A. a sensitive information type
B. a sensitivity label

C. a supervision policy

D. a retention label

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/custom-sensitive-info-types?view=0365-worldwide

NEW QUESTION 351

- (Topic 6)

You have a new Microsoft 365 E5 tenant.

You need to enable an alert policy that will be triggered when an elevation of Microsoft Exchange Online administrative privileges is detected.
What should you do first?

A. Enable auditing.

B. Enable Microsoft 365 usage analytics.

C. Create an Insider risk management policy.
D. Create a communication compliance policy.

Answer: A

Explanation:

Microsoft Purview auditing solutions provide an integrated solution to help organizations effectively respond to security events, forensic investigations, internal
investigations, and compliance obligations. Thousands of user and admin operations performed in dozens of Microsoft 365 services and solutions are captured,
recorded, and retained in your organization's unified audit log. Audit records for these events are searchable by security ops, IT admins, insider risk teams, and
compliance and legal investigators in your organization. This capability provides visibility into the activities performed across your Microsoft 365 organization.
Note: Permissions alert policies

Example: Elevation of Exchange admin privilege

Generates an alert when someone is assigned administrative permissions in your Exchange Online organization. For example, when a user is added to the
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Organization Management role group in Exchange Online.
Reference:
https://learn.microsoft.com/en-us/microsoft-365/compliance/audit-solutions-overview https://learn.microsoft.com/en-us/microsoft-365/compliance/alert-policies

NEW QUESTION 352

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You plan to implement Microsoft Purview policies to meet the following requirements: Identify documents that are stored in Microsoft Teams and SharePoint that
contain

Personally Identifiable Information (PIl). Report on shared documents that contain PIl. What should you create?

A. a data loss prevention (DLP) policy

B. a retention policy

C. an alert policy

D. a Microsoft Defender for Cloud Apps policy

Answer: A

Explanation:

Demonstrate data protection

Protection of personal information in Microsoft 365 includes using data loss prevention (DLP) capabilities. With DLP policies, you can automatically protect
sensitive information across Microsoft 365.

There are multiple ways you can apply the protection. Educating and raising awareness to where EU resident data is stored in your environment and how your
employees are permitted to handle it represents one level of information protection using Office 365 DLP.

In this phase, you create a new DLP policy and demonstrate how it gets applied to the IBANs.docx file you stored in SharePoint Online in Phase 2 and when you
attempt to send an email containing IBANS.

? From the Security & Compliance tab of your browser, click Home.

? Click Data loss prevention > Policy.

? Click + Create a policy.

? In Start with a template or create a custom policy, click Custom > Custom policy > Next.

? In Name your policy, provide the following details and then click Next: a. Name: EU Citizen PII Policy b. Description: Protect the personally identifiable
information of European citizens

? Etc.

Reference:

https://learn.microsoft.com/en-us/compliance/regulatory/gdpr-discovery-protection-reporting-in-office 36 5-dev-test-environment

NEW QUESTION 354

- (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft intune.

in the Microsoft Endpoint Manager admin center, you discover many stale and inactive devices,
You enable device clean-up rules

What can you configure as the minimum number of days before a device a removed automatically?

Answer: D

NEW QUESTION 357

- (Topic 6)

You have a Microsoft 365 E5 subscription.

Users have Android or iOS devices and access Microsoft 365 resources from computers that run Windows 11 or MacOS.
You need to implement passwordless authentication. The solution must support all the devices.

Which authentication method should you use?

A. Windows Hello
B. FIDO2 compliant security keys
C. Microsoft Authenticator app

Answer: C

NEW QUESTION 360

- (Topic 6)

Your company has three main offices and one branch office. The branch office is used for research.

The company plans to implement a Microsoft 365 tenant and to deploy multi-factor authentication.

You need to recommend a Microsoft 365 solution to ensure that multi-factor authentication is enforced only for users in the branch office.
What should you include in the recommendation?

A. Azure AD password protection

B. a Microsoft Intune device configuration profile
C. a Microsoft Intune device compliance policy
D. Azure AD conditional access

Answer: D

NEW QUESTION 363

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full MS-102 dumps in VCE and PDF From SurePassExam
| |SurePass

https://lwww.surepassexam.com/MS-102-exam-dumps.html (312 New Questions)

HOTSPOT - (Topic 6)

Your network contains an on-premises Active Directory domain named adatum.com that syncs to Azure AD by using the Azure AD Connect Express Settings.

Password write back is disabled.

You create a user named Userl and enter Pass in the Password field as shown in the following exhibit.

MNew Object - User

i Cresle it Adabum com/

b
P assweord anew
Coriem pas tword I

[ ] User must change password &t next logon
(] User cannot change password
[ ] Password never espues

["] Account i disabled

¢ Back Nast >

b4

Cancel

The Azure AD password policy is configured as shown in the following exhibit. Password policy
Set the password policy for all users in your organization. Days before passwords expire 90

Days before a user is notified about 14 expiration
You confirm that Userl is synced to Azure AD.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
Answer Area

Statements

User1 can sign in to Azure AD

Userl can change the password immediately by using the My Apps portal

From Azure AD, User! must change the password every 90 days

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements

Uiser1 can sign in to Azure AD

User1 can change the password immediately by using the My Apps portal

From Azure AD, Userl must change the password every 90 days

NEW QUESTION 367
HOTSPOT - (Topic 6)

You have a Microsoft 365 tenant that has Enable Security defaults set to No in Azure Active Directory (Azure AD).
The tenant has two Compliance Manager assessments as shown in the following table.

Name | Score Status | Assessment Your Microsoft | Group | Product | Regulation
progress |improvement| actions
actions
SP800 15444 | Incomplete | 72% 3 of 450 887 of 887 | Group1| Microsoft| NIST 800-
completed completed 365 53

Data 14370 | Incomplete | 70% 3 of 489 835 of 835 | Group2| Microsoft| Data
Protection completed completed 365 Protection
Baseline Baseline
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The SP800 assessment has the improvement actions shown in the following table.

configuration management program

Improvement action Test status Impact Points achieved I Regulations
Establish a threat intelligence MNone +9 points | 0/9 | WIST 800-53, Data Protection
program | Baseline
Establish and document a MNone +9 points | 0/9 NIST 800-53, Data Protection

Baseline

You perform the following actions:

? For the Data Protection Baseline assessment, change the Test status of Establish a threat intelligence program to Implemented.
? Enable multi-factor authentication (MFA) for all users.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Statements Yes No
Establish a threat intelligence program will appear as Implemented in O o
the SP800 assessment.
The SP800 assessment score will increase by 54 points. O C
The Data Protection Baseline score will increase by 9 points. O Q
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Statements Yes No
Establish a threat intelligence program will appear as Implemented in O :_Q_J'
the SP800 assessment.
The SP800 assessment score will increase by 54 points. @) :_Q_J'
The Data Protection Baseline score will increase by 9 points. I-D- ks

NEW QUESTION 372
- (Topic 6)

You purchase a new computer that has Windows 10, version 21H1 preinstalled.
You need to ensure that the computer is up-to-date. The solution must minimize the number of updates installed.
What should you do on the computer?

A. Install all the feature updates released since version 21H1 and the latest quality update only.
B. Install the latest feature update and all the quality updates released since version 21H1.
C. Install the latest feature update and the latest quality update only.

D. Install all the feature updates released since version 21H1 and all the quality updates released since version 21H1 only.

Answer: C

NEW QUESTION 374
HOTSPOT - (Topic 6)
HOTSPOT

You have a Microsoft 365 tenant.

You plan to create a retention policy as shown in the following exhibit.
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Infprmation governance o Create retention policy

8 roame = d f- - h
| Review and finis
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| Policy nasme
feRTaLD
T Retertion sethngs Bt
@ Finish Dsoription

Edit

Lecations 1o apply the policy
Exchange emadl (A1 Recipienin)
SharePomt sites (AR Sitet)
Cirselirve socounty (A8 Actounts)
Macrpanf 6% Groups (Al Grosap)
Edn

Hatenticmn Rl ]

Dalate ders o1 end of reteniicn penad

Delete iterm thiat are cdader than 7 years based on when Ry Welle CIeaTed
Esdet
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Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Answer Arca

Microsofl SharePoint files that are affected by the policy wall g -

be J[answer choice]. § recoverable for up to seven years :

deleted seven years after they were created
retaimed for anly seven years from when they wene created

Once the policy is created, [answer choloe] | some data may be deleted immediately

data will be retamed for a minamum of seven years

| users wall be preventad from permanently deleting email messages for Seven years

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Deleted seven years after they were created. From the exhibit:

The retention policy applies to SharePoint sites.

Delete items that are older than 7 years based on when they were created.

Box 2: data will retained for a minimum of seven years

The longest retention period wins. If content is subject to multiple retention settings that retain content for different periods of time, the content will be retained until
the end of the longest retention period for the item.

Note: Use a retention policy to assign the same retention settings for content at a site or mailbox level, and use a retention label to assign retention settings at an
item level (folder, document, email).

For example, if all documents in a SharePoint site should be retained for 5 years, it's more efficient to do this with a retention policy than apply the same retention
label to all documents in that site. However, if some documents in that site should be retained for 5

years and others retained for 10 years, a retention policy wouldn't be able to do this. When you need to specify retention settings at the item level, use retention
labels.

NEW QUESTION 379

- (Topic 6)

You have a Microsoft Azure Active Directory (Azure AD) tenant named Contoso.com. You create a Microsoft Defender for identity instance Contoso.
The tenant contains the users shown in the following table.

Name Member of group Azure AD role
User1 | Defender for identity Contoso None

Adminstrators |

Userd | Defender lor identity Contoso Users | None

User2 | None | Security admanistrator
Userd | Defender for identity Contoso Lsers Global adminestrator

You need to modify the configuration of the Defender for identify sensors.
Solutions: You instruct User3 to modify the Defender for identity sensor configuration. Does this meet the goal?

A. Yes
B. No

Answer: A
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NEW QUESTION 380

- (Topic 6)

Your company has a Microsoft 365 E5 subscription.

Users in the research department work with sensitive data.
You need to prevent the research department users from accessing potentially unsafe websites by using hyperlinks embedded in email messages and documents.
Users in other departments must not be restricted.
What should you do?

A. Create a data loss prevention (DLP) policy that has a Content is shared condition.
B. Modify the safe links policy Global settings.

C. Create a data loss prevention (DLP) policy that has a Content contains condition.
D. Create a new safe links policy.

Answer: D

Explanation:

Use the Microsoft 365 Defender portal to create Safe Links policies
In the Microsoft 365 Defender portal at https://security.microsoft.com, go to Email & Collaboration > Policies & Rules > Threat policies > Safe Links in the Policies
section. Or, to go directly to the Safe Links page, use https://security.microsoft.com/safelinksv2.
* 1. On the Safe Links page, select Create to start the new Safe Links policy wizard.

* 2. On the Name your policy page, configure the following settings: Name: Enter a unique, descriptive name for the policy.

Description: Enter an optional description for the policy.
* 3. When you're finished on the Name your policy page, select Next.

* 4. On the Users and domains page, identify the internal recipients that the policy applies to (recipient conditions):

Users: The specified mailboxes, mail users, or mail contacts.

*-> Groups:

Members of the specified distribution groups (including non-mail-enabled security groups within distribution groups) or mail-enabled security groups (dynamic
distribution groups aren't supported).
The specified Microsoft 365 Groups.
Domains: All recipients in the specified accepted domains in your organization. Etc.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/safe-links- policies-configure

NEW QUESTION 381
HOTSPOT - (Topic 6)
You have three devices enrolled in Microsoft Endpoint Manager as shown in the following table.

Name

Platform

BitLocker Drive
Encryption (BitLocker)

Member of

Devicel

Windows 10

Disabled

Group3

Device?

Windows 10

Disabled

GroupZ, Group3

Device3

Windows 10

Disabled

Group?2

The device compliance policies in Endpoint Manager are configured as shown in the following table.

Name

Platform

Require BitLocker

Assigned

Policy1

Windows 10 and later

Require

Yes

Policy2

Windows 10 and later

Not configured

Yes

Policy3

Windows 10 and later

Require

No

The device compliance policies have the assignments shown in the following table.

Name

Assigned to

Policy1

Group3

Policy2

Group2

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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Answer Area
Statements Yes No
Device1 is compliant. {
Device2 is compliant.
Device3 is compliant. ' :
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Answer Area
Statements Yes No
) P
Device1 is comphant. O,
Device2 is compliant. " 1 O,
Device3 is compliant. 10 | :
NEW QUESTION 386
- (Topic 6)
You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.
Name Platform
Devicel MacOS
Device? Windows 10 Pro
Device3 Windows 10 Enterprise
Device4 Ubuntu 18.04 LTS

You plan to implement attack surface reduction (ASR) rules. Which devices will support the ASR rules?

A. Device 1, Device2, and Device3 only

B. Device3 only

C. Device2 and Device3 only

D. Devicel, Device2, Devices and Device4

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/enable-attack-surface-reduction?view=0365-worldwide#requirements

NEW QUESTION 390

- (Topic 6)

You have a Microsoft 365 E5 tenant.

The Microsoft Secure Score for the tenant is shown in the following exhibit.
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Microsoft Secure Score

Overview Improvement actions History Metncs & trends

Actions you can take to improve your Microsoft Secure Score. Score updates may take up to 24 hours.

+ Export 12 items £ Search 7 Filter (= Group by ~
Applied filters:
Rank © Improvement action Score impact Points achieved
1 Require MFA for administrative roles +16.95% 0/10
2 Ensure all users can complete multi-factor authentication for... +15.25% 0/
3 Enable policy to block legacy authentication +13.56% 0/8
4 Turn on user risk policy +11.86% o7
5 Turn on sign-in risk policy +11.86% 077
6 Do not allow users to grant consent to unmanaged applicatio.. +6.78% 0/4
7 Enable self-service password reset +1.69% on
8 Turn on customer lockbox feature +1.69% 01
9 Use limited administrative roles +1.69% 0N
10 Designate more than one global admin +1.69% on

You plan to enable Security defaults for Azure Active Directory (Azure AD). Which three improvement actions will this affect?

A. Require MFA for administrative roles.

B. Ensure all users can complete multi-factor authentication for secure access
C. Enable policy to block legacy authentication

D. Enable self-service password reset

E. Use limited administrative roles

Answer: ABC
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults

NEW QUESTION 391
- (Topic 6)
You have a Microsoft 365 subscription that contains the domains shown in the following exhibit.

Domains

-+ Add domain = Buydomain () Refresh

Domain name | Status [T Crhoote columns
O Subl.contoso221018.onmicrosoft.com (D... : A Possible service issues
O contoso.com : @ ncomplete cetup
O contoso221018.onmicrosoft.com f @ reanhy
O Sub2.contoso? 21018.onmicraosoft.com © rcomplete setur

Which domain name suffixes can you use when you create users?

A. only Subl.contoso221018.onmicrosoft.com

B. onlycontoso.com and Sub2.contos0221018.onmicrosoft.com

C. onlvcontos0221018.onmicrosoft.com, Sub.contoso221018.onmicrosoft.com, and Sub2.contoso221018.onmicrosoft.com
D. all the domains in the subscription

Answer: B

NEW QUESTION 392
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 tenant that connects to Microsoft Defender for Endpoint. You have devices enrolled in Microsoft Intune as shown in the following
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table.

Name Platform
Device1 Windows 10
Device?2 Windows 8.1
Device3 10S
Device4 Android

You plan to use risk levels in Microsoft Defender for Endpoint to identify whether a device is compliant. Noncompliant devices must be blocked from accessing

corporate resources.

You need to identify which devices can be onboarded to Microsoft Defender for Endpoint, and which Endpoint security policies must be configured.

What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Dewvices that can onboarded to v
Microsoft Defender for Endpoint: [Device 1 only

Device 1 and Device 2 only

Device 1 and Device 3 only

Dewvice 1 and Dewvice 4 only

Device 1, Device 2, and Dewvice 4 only
Device 1, Device 2, Device 3, and Device 4

Endpaoint security policies v
that must be configured: A conditional access policy only

A device compliance policy only

A device configuration profile only

A device configuration profile and a conditional access policy only

Device CDI‘IﬁQUFﬂTmI‘I profile, device compliance pohcy, and conditional access pﬂlrl:','

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Text, table Description automatically generated with medium confidence

NEW QUESTION 395

- (Topic 6)

You have a Microsoft 365 subscription. You add a domain nhamed contoso.com.

When you attempt to verify the domain, you are prompted to send a verification email to admin@contoso.com.
You need to change the email address used to verify the domain. What should you do?

A. From the Microsoft 365 admin center, change the global administrator of the Microsoft 365 subscription.
B. Add a TXT record to the DNS zone of the domain.

C. From the domain registrar, modify the contact information of the domain.

D. Modify the NS records for the domain.

Answer: C

NEW QUESTION 400
HOTSPOT - (Topic 6)

You have 2,500 Windows 10 devices and a Microsoft 365 E5 tenant that contains two users named Userl and User2. The devices are not enrollment in Microsoft

Intune.
In Microsoft Endpoint Manager, the Device limit restrictions are configured as shown in the following exhibit.

Device imit restrictions

P STty MName Drevace larmit Assigned

In Azure Active Directory (Azure AD), the Device settings are configured as shown in the following exhibit.

Passing Certification Exams Made Easy

visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full MS-102 dumps in VCE and PDF From SurePassExam
Ll SurePass https://www.surepassexam.com/MS-102-exam-dumps.html (312 New Questions)

From Microsoft Endpoint Manager, you add User2 as a device enrollment manager (DEM).
For each of the following statement, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Arca

Statements Yes Mo

Liser! can enroll only five devices in Intune
User? can jom only free devices o Azure AD

Lser? coan anccll ol the desaces in Intune

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Arca
Statements Yes Mo
Liser! can enroll only five devices in Intune I _I
User? can jom only free devices o Azure AD I~ |

Lser? coan anccll ol the desaces in Intune I I

NEW QUESTION 403
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