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NEW QUESTION 1
- (Topic 1)
Which configuration setting for FortiGate is part of a device-level database on FortiManager?

A. VIP and IP Pools
B. Firewall policies

C. Security profiles

D. Routing

Answer: C

Explanation:

The FortiManager stores the FortiGate configuration details in two distinct databases. The device-level database includes configuration details related to device-
level settings, such as interfaces, DNS, routing, and more. The ADOM-level database includes configuration details related to firewall policies, objects, and security
profiles.

NEW QUESTION 2

- (Topic 1)

An administrator would like to create an SD-WAN using central management in theTrainingADOM.

To create an SD-WAN using central management, which two steps must be completed? (Choose two.)

A. Specify a gateway address when you create a default SD-WAN static route

B. Enable SD-WAN central management in theTrainingADOM

C. Configure and install the SD-WAN firewall policy and SD-WAN static route before installing the SD-WANtemplate settings
D. Remove all the interface references such as routes or policies that will be a part of SD-WAN member interfaces

Answer: BD

Explanation:
Reference:https://docs.fortinet.com/document/fortigate/6.0.0/cookbook/676493/removing-existing-configuration-references-to-interfaces

NEW QUESTION 3
- (Topic 1)
Which two conditions trigger FortiManager to create a new revision history? (Choose two.)

A. When configuration revision is reverted to previous revision in the revision history

B. When FortiManager installs device-level changes to a managed device

C. When FortiManager is auto-updated with configuration changes made directly on a managed device
D. When changes to device-level database is made on FortiManager

Answer: BC

Explanation:
Reference:https://help.fortinet.com/fmgr/50hlp/56/5-6-1/FortiManager_Admin_Guide/1000_Device%20Manager/1500_Manage_device_configs/O
600_Manage%20config%20rev%?20history.htm

NEW QUESTION 4
- (Topic 1)
You are moving managed FortiGate devices from one ADOM to a new ADOM. Which statement correctly describes the expected result?

A. Any pending device settings will be installed automatically

B. Any unused objects from a previous ADOM are moved to the new ADOM automatically
C. The shared policy package will not be moved to the new ADOM

D. Policy packages will be imported into the new ADOM automaticallyD

Answer: C
Explanation:

Reference:https://community.fortinet.com/t5/FortiManager/Technical-Note-How-to-move-objects-to-new-ADOM-on-FortiManager/ta-p/198342

NEW QUESTION 5
- (Topic 1)
Refer to the exhibits. Exhibit one.
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Exhibit two.
Install Preview
Virtual Domain: global, root
config systam nlp
unsef nipsync
and
config system email-saner
unsel sener
unsel security
end
config log fortianalyzer setting
unset status
unsel sener
unsel upload-option
unsel reliable - |
unsetl senal
end

config system central-management
config senerlist

purge

end

end

config system global

unset admintimeout

unsel admin-https-redrect
end

config system dns

sel pnmary 152 168.1.111
set secondary 192.168.1.112
end

config system snmp sysinfo

An administrator created a new system template namedTrainingwith two new DNS addresses on FortiManager. During the installation preview stage, the

administrator notices that many unset commands need to be pushed.
What can be the main reason for these unset commands?

A. The DNS addresses in the default system settings are the same as theTrainingsystem template
B. TheTrainingsystem template has other default settings

C. The ADOM is locked by another administrator

D. TheTrainingsystem template does not have assigned devices

Answer: B
NEW QUESTION 6

- (Topic 1)
What is the purpose of thePolicy Checkfeature on FortiManager?

A. To find and provide recommendation to combine multiple separate policy packages into one commonpolicy package

B. To find and merge duplicate policies in the policy package

C. To find and provide recommendation for optimizing policies in a policy package
D. To find and delete disabled firewall policies in the policy package

Answer: C

Explanation:

Reference:https://help.fortinet.com/fmgr/50hlp/56/5-6-2/FortiManager_Admin_Guide/1200_Policy%20and%200bjects/0800_Managing%20policy%20packages/24

00_Perform%20a%20policy%20consistency%20check.htm
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NEW QUESTION 7
- (Topic 1)

Which three settings are the factory default settings on FortiManager? (Choose three.)

A. Username is admin

B. Password is fortinet

C. FortiAnalyzer features are disabled

D. Reports and Event Monitor panes are enabled
E. portl interface IP address is 192.168.1.99/24

Answer: ACE

NEW QUESTION 8
- (Topic 1)
View the following exhibit.

Starting Log (Run the device)

Start installing

Local-FortiGate $ config user device

Local-FortiGate (device) $ edit “mydevice”

new entry ‘mydevice’ added

Local-FortiGate (mydevice) $ next

MAC address can not be 0

Node_check_object fail!for mac 00:00:00:00:00:00
Attribute ‘mac’ value '00:00:00:00:00:00' checkingfail -33
Command fail. Return code 1

Local-FortiGate (device) $ end

Local-FortiGate $ config firewall policy
Local-FortiGate (policy) $ edit 2

New entry ‘2’ added

Local-FortiGate (2) § set name “Device_policy”
Local-FortiGate (2) § set uuid 64...
Local-FortiGate (2) § set srcintf “port3”
Local-FortiGate (2) § set dstintf “port1”
Local-FortiGate (2) $ set srcaddr “all”
Local-FortiGate (2) $ set dstaddr “all”
Local-FortiGate (2) 5 set action accept
Local-FortiGate (2) 5 set schedule “always”
Local-FortiGate (2) § set service “ALL”
Local-FortiGate (2) § set devices “mydevice”
Entry not found in datasource

Value parse error before ‘mydevice’
Command fail. Return code -3
Local-FortiGate (2) § set nat enable
Local-FortiGate (2) § next

Local-FortiGate (policy) $ end

Which statement is true regarding this failed installation log?

A. Policy ID 2 is installed without a source address
B. Policy ID 2 will not be installed

C. Policy ID 2 is installed in disabled state

D. Policy ID 2 is installed without a source device

Answer: B

NEW QUESTION 9
- (Topic 1)

Which two items does an FGFM keepalive message include? (Choose two.)

A. FortiGate uptime

B. FortiGate license information

C. FortiGate IPS version

D. FortiGate configuration checksum

Answer: CD
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Explanation:
Reference:https://docs.fortinet.com/document/fortimanager/6.2.0/fortigate-fortimanager-communications-protocol-guide/579138/keep-alive-messages

NEW QUESTION 10
- (Topic 1)
View the following exhibit:

Create New CLI Script

S NS ot [View Sample Script]
Comments Write a comment 0/255

Type CLI Scnpt

Run Script on Remote FortiGate Directly(via CLI)

Script Detail

config vpn tpsec phasel-nterface

edit "H25 0"

set auto-discovery-sender enable

next

end

config system mterface
edit "H25_0"

set vdom "root”

next

end

config router bgp

set as 65100

set router-id 172.16.1.1
config neighbor-group

Advanced Device Filters

Which two statements are true if the script is executed using theRemote FortiGate Directly (via CLI)option? (Choose two.)

A. You must install these changes usinglnstall Wizard

B. FortiGate will auto-update the FortiManager’'s device-level database.

C. FortiManager will create a new revision history.

D. FortiManager provides a preview of CLI commands before executing this script on a managed FortiGate.

Answer: BC

NEW QUESTION 10

- (Topic 1)

An administrator has assigned a global policy package to a new ADOM called ADOM1. What will happen if the administrator tries to create a new policy package
in ADOM1?

A. When creating a new policy package, the administrator can select the option to assign the global policypackage to the new policy package
B. When a new policy package is created, the administrator needs to reapply the global policy package toADOML1.

C. When a new policy package is created, the administrator must assign the global policy package from the global ADOM.

D. When the new policy package is created, FortiManager automatically assigns the global policy package to the new policy package.

Answer: A

Explanation:

Reference:https://help.fortinet.com/fmgr/50hlp/56/5-6-2/FortiManager_Admin_Guide/1200_Policy%20and%200bjects/0800_Managing%?20policy%20packages/12
00_Assign%20a%20global%20policy%20package.htm

NEW QUESTION 13
- (Topic 2)
Refer to the exhibit.
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Edit Address
Address Name
LAN

Type

IP/MNetmask
192.1568.1.0/255.255.255.0
Interface
any X v

Static Route Configuration
OFF

Comments

Add to Groups

Advanced Options >
Per-Device Mapping

+ Add [ Edit ¥ Deletc Q|
[ ] Name VvDOM Details
Remote-FortiGate root IP/MNetmask:10.200.1.0/255.255.255.0

An administrator has created a firewall address object, Trainingwhich is used in the Local- FortiGate policy package.

When the installation operation is performed, which IP/Netmask will be installed on the Local-FortiGate, for theTrainingfirewall address object?

A. 192.168.0.1/24

B. 10.200.1.0/24

C. It will create a firewall address group on Local-FortiGate with192.168.0.1/24and10.0.1.0/240bject values.
D. Local-FortiGate will automatically choose an IP/Netmask based on its network interface settings.

Answer: A
NEW QUESTION 16

- (Topic 2)
Refer to the exhibit.

config system global

set workspace-mode normal
end

Given the configuration shown in the exhibit, which two statements are true? (Choose two.)

A. It allows two or more administrators to make configuration changes at the same time, in the same ADOM.
B. It disables concurrent read-write access to an ADOM.

C. It allows the same administrator to lock more than one ADOM at the same time.

D. It is used to validate administrator login attempts through external servers.

Answer: BC

Explanation:

Reference:https://docs.fortinet.com/document/fortimanager/6.0.4/administration-guide/86456/concurrentadom-access

NEW QUESTION 21
- (Topic 2)
Refer to the exhibit.
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Create New ADOM
MName Training
Type FortiGate | B 60 s6 54
Comments
Devices + Select Device
A Name IP Address Platform
Click to select devices for this ADOM.
Mode ®Normal Backup

Which two statements about an ADOM set inNormalmode on FortiManager are true? (Choose two.)

A. It supports the FortiManager script feature

B. It allows making configuration changes for managed devices on FortiManager panes

C. FortiManager automatically installs the configuration difference in revisions on the managed FortiGate
D. You cannot assign the same ADOM to multiple administrators

Answer: AB

Explanation:
"FortiGate units in the ADOM will query their own configuration every 5 seconds. If there has been a configuration change, the FortiGate unit will send a diff
revision on the change to the FortiManager using the FGFM protocol.”

NEW QUESTION 23

- (Topic 2)

An administrator has assigned a global policy package to custom ADOML1. Then the administrator creates a new policy package,Fortinet, in the custom ADOML1.
Which statement about the global policy package assignment to the newly-created policy packageFortinetis true?

A. When a new policy package is created, it automatically assigns the global policies to the new package.

B. When a new policy package is created, you need to assign the global policy package from the globalADOM.

C. When a new policy package is created, you need to reapply the global policy package to the ADOM.

D. When a new policy package is created, you can select the option to assign the global policies to the new package.

Answer: A

Explanation:
Global Policy Package is applied at the ADOM level and you have the option to choose which ADOM policy packages you want to exclude (there is no option to
choose Policy Packages to include).

NEW QUESTION 26
- (Topic 3)
Push updates are failing on a FortiGate device that is located behind a NAT device Which two settings should the administrator check? (Choose two.)

A. That the virtual IP address and correct ports are set on the NAT device

B. That the NAT device IP address and correct ports are configured on FortiManager

C. That the external IP address on the NAT device is set to DHCP and configured with the virtual IP
D. That the override server IP address is set on FortiManager and the NAT device

Answer: BC

NEW QUESTION 30
- (Topic 3)
What will happen if FortiAnalyzer features are enabled on FortiManager?

A. FortiManager will keep all the logs and reports on the FortiManager.

B. FortiManager will enable ADOMs to collect logs automatically from non-FortiGate devices.
C. FortiManager will install the logging configuration to the managed devices

D. FortiManager can be used only as a logging device.

Answer: C
NEW QUESTION 31
- (Topic 3)

An administrator is in the process of moving the system template profile between ADOMSs by running the following command: execute improfile import-profile
ADOM2 3547 tmp/myfile Where does the administrator import the file from?
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A. File system

B. ADOM1

C. ADOM2 object database
D. ADOM2

Answer: A

NEW QUESTION 36
- (Topic 3)
Refer to the exhibit.

FortiManager

MAT Device

FortiManager NATed IP address

config system admin setting
et mgmt-addr <FMG MNATed IP address>

An administrator is about to add the FortiGate device to FortiManager using the discovery process FortiManager is operating behind a NAT device, and the
administrator configured the FortiManager NATed IP address under the FortiManager system administration settings
What is the expected result?

A. During discovery FortiManager sets trie FortiManager NATed IP address on FortiGate

B. During discovery FortiManager sets both tie FortiManager NATed IP address and NAT device IP address on FortiGate
C. During discovery FortiManager sets the NATed device IP address on FortiGate

D. During discovery FortiManager uses only the FortiGate serial number to establish the connection

Answer: C

NEW QUESTION 39

- (Topic 3)

An administrator would like to create an SD-WAN using central management. What steps does the
administrator need to perform to create an SD-WAN using central management?

A. First create an SD-WAN firewall policy, add member interfaces to the SD-WAN template and create a static route

B. You must specify a gateway address when you create a default static route

C. Remove all the interface references such as routes or policies

D. Enable SD-WAN central management in the ADOM, add member interfaces, create a static route and SDWAN firewall policies.

Answer: D
NEW QUESTION 44

- (Topic 3)
View the following exhibit.

[ s O LY ey u
B Managed FortiGat L 1 J

1 D'l"ll'": >

Total

[7 Edit P4 Delete -] Import Polic

L] A Device Name Config Status

& ##Local-FortiGate A Modified

Import Policy
Install Config

When usinglinstall Configoption to install configuration changes to managed FortiGate, which of the following statements are true? (Choose two.)

A. Once initiated, the install process cannot be canceled and changes will be installed on the managed device
B. Will not create new revision in the revision history

C. Installs device-level changes to FortiGate without launching thelnstall Wizard

D. Provides the option to preview configuration changes prior to installing them

Answer: AC

NEW QUESTION 47

- (Topic 3)

An administrator created a header and footer global policy package and assigned it to an ADOM.
What are two outcomes from this action? (Choose two.)

A. You must manually move the header and footer policies after the policy assignment.

B. After you assign the global policy package to an ADOM, the policy package is hiddenfrom the ADOM and cannot be viewed.
C. If you assign an additional global policy package to the same ADOM, FortiManager removes previously assigned policies.
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D. You can edit or delete all the global objects in the global ADOM.

Answer: AD

NEW QUESTION 49
- (Topic 3)
In the event that one of the secondary FortiManager devices fails, which action must be performed to return the FortiManager HA manual mode to a working state?

A. The FortiManager HA state transition is transparent to administrators and does notrequire any reconfiguration.

B. Manually promote one of the working secondary devices to the primary role, and reboot the old primary device to remove the peer IP of the failed device.
C. Reconfigure the primary device to remove the peer IP of the failed device.

D. Reboot the failed device to remove its IP from the primary device.

Answer: C

NEW QUESTION 52
- (Topic 3)
Which of the following statements are true regarding reverting to previous revision version from the revision history? (Choose two.)

A. To push these changes to a managed device, it required an install operation to the managed FortiGate.

B. Reverting to a previous revision history will generate a new versionIDand remove all other historyversions.
C. Reverting to a previous revision history will tag the device settings status asAuto- Update.

D. It will modify device-level database

Answer: AD

NEW QUESTION 54
- (Topic 3)
Refer to the exhibit.

' Start to import config frnm device(Local-FortiGate) vdom(root) to
' adom(My_ADOM), package(Local-FortiGate_root)

“firewall service category”,SKIPPED,"(name=General, 0id=697, DUPLICATE)"
"firewall address", SUCCESS,"(name=LOCAL_SUBNET, oid=684, new object)"

“firewall service custom",SUCCESS,"(name=ALL, 0id=863, update previous
object)"

"firewall policy", SUCCESS,"(name=1, 0id=1090, new object)"

Given the configuration shown in the exhibit, how did FortiManager handle the service category named General?

A. FortiManager ignored the firewall service category General but created a new service category in its database.

B. FortiManager ignored the firewall service category general and deleted the duplicate value In Its database

C. FortiManager ignored the firewall service category General and updated the FortiGate duplicate value in the FortiGate database.
D. FortiManager ignored the firewall service category General and did not update Its database with the value

Answer: D

NEW QUESTION 57
- (Topic 3)
View the following exhibit.
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Edit Address
Address Name

‘ Training

Type
‘ IP/Netmask

IP/Network

‘ 192.168.1.0/255.255.255.255.0
Interface

any

Static Route Configuration

OFF

Comments

0/255

Add to Groups
Click to add

Advanced Options >
Per-Device Mapping

(O I

+Add [ Edit W Delete

Name VDOM Details
Local-FortiGate root [P/Netmask10.0.10/255.255.255.0

An administrator has created a firewall address object, Training, which is used in the Local- FortiGate policy package. When the install operation is performed,

which IP Netmask will be installed on the Local-FortiGate, for the Training firewall address object?

A. 10.0.1.0/24

B. It will create firewall address group on Local-FortiGate with 192.168.0.1/24 and 10.0.1.0/24 object values
C. 192.168.0.1/24

D. Local-FortiGate will automatically choose an IP Network based on its network interface settings.

Answer: A

NEW QUESTION 60
- (Topic 3)
Refer to the exhibit.
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Managed FortiGate devices
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Given the configuration shown in the exhibit, what can you conclude from the installation targets m the Install On column? (Choose two)

A. Policy seq # 2 will not be installed on the Local-FortiGate root VDOM because there is no root VDOM in the Installation Target
B. Policy seq # 3 will be installed on all managed devices and VDOMSs that are listed under Installation Targets
C. Policy seq # 1 will be installed on the Remoto-FortiGate root[NAT] and Student[NAT] VDOMSs only

D. Policy 3 will be installed on all FortiGate devices and vdom belongs to the ADOM

E. Policy seq # 3 will be skipped because no installation targets are specified

Answer: BC

NEW QUESTION 62
- (Topic 3)
Refer to the exhibit.

FortiManager # diagnose fmupdate wiew-serverlist fds

Fortiguard Server Comm : Enabled

Server Override Mode 1 Strict

FOS =server lis=st

Index Addrens Fort Timelone Distance Source
0 10.0:1.:50 BB =5 i CLI

1 SE.45.33.89 443 =5 n) FONI

2 86.45.32.81 443 -5 4] FONT

9 fdal.fortinat.com 443 -5 0 DEFAULT

How will FortiManager try to get updates for antivirus and IPS?

A. From the list of configured override servers or public FDN servers

B. From the default server fds1.fortinet.com

C. From the configured override server IP address 10.0.1.50 only
D. From public FDNI server IP address with the fourth highest octet only

Answer: A

NEW QUESTION 66
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