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NEW QUESTION 1
Which diagnostic command can you use to show the member utilization statistics measured by performance SLAs for the last 10 minutes?

A. diagnose sys sdwan intf-sla-log
B. diagnose sys sdwan health-check
C. diagnose sys sdwan log

D. diagnose sys sdwan sla-log

Answer: D

Explanation:

SD-WAN 7.2 Study Guide page 321 You can view the stored member metrics by running the diagnose sys sdwan sla-log command. Note that you must include
the name of the performance SLA followed by the member configuration index number. To display the SLA logs per interface, you run the diagnose sys sdwan intf-
sla-log command.

NEW QUESTION 2
Refer to the exhibit.

# diagnose firewall shaper per-ip-shaper list

name FTP OM

maximum-bandwidth 625 KB/sec

maximum-concurrent—-session 5

tos ff/ff

packets dropped 65

bytes dropped 81040
addr=10.1.0.1 status: bps=0 ses=1l
addr=10.1.0.100 status: bps=0 ses=l
addr=10.1.10.1 status: bps=1656 ses=3

Which are two expected behaviors of the traffic that matches the traffic shaper? (Choose two.)

A. The number of simultaneous connections among all source IP addresses cannot exceed five connections.

B. The traffic shaper limits the combined bandwidth of all connections to a maximum of 5 MB/sec.

C. The number of simultaneous connections allowed for each source IP address cannot exceed five connections.
D. The traffic shaper limits the bandwidth of each source IP address to a maximum of 625 KB/sec.

Answer: CD

NEW QUESTION 3
Which two statements describe how IPsec phase 1 main mode is different from aggressive mode when performing IKE negotiation? (Choose two )

A. A peer ID is included in the first packet from the initiator, along with suggested security policies.

B. XAuth is enabled as an additional level of authentication, which requires a username and password.
C. Atotal of six packets are exchanged between an initiator and a responder instead of three packets.
D. The use of Diffie Hellman keys is limited by the responder and needs initiator acceptance.

Answer: BC

NEW QUESTION 4
Which two statements about SLA targets and SD-WAN rules are true? (Choose two.)

A. When configuring an SD-WAN rule, you can select multiple SLA targets of the same performance SLA.

B. SD-WAN rules use SLA targets to check if the preferred members meet the SLA requirements.

C. SLA targets are used only by SD-WAN rules that are configured with Lowest Cost (SLA) or Maximize Bandwidth (SLA) as strategy.
D. Member metrics are measured only if an SLA target is configured.

Answer: BC

NEW QUESTION 5
Which are three key routing principles in SD-WAN? (Choose three.)

A. FortiGate performs route lookups for new sessions only.

B. Regular policy routes have precedence over SD-WAN rules.

C. SD-WAN rules have precedence over ISDB routes.

D. By default, SD-WAN members are skipped if they do not have a valid route to the destination.

E. By default, SD-WAN rules are skipped if the best route to the destination is not an SD-WAN member.

Answer: BDE

NEW QUESTION 6
In the default SD-WAN minimum configuration, which two statements are correct when traffic matches the default implicit SD-WAN rule? (Choose two )
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A. Traffic has matched none of the FortiGate policy routes.

B. Matched traffic failed RPF and was caught by the rule.

C. The FIB lookup resolved interface was the SD-WAN interface.
D. An absolute SD-WAN rule was defined and matched traffic.

Answer: AC

NEW QUESTION 7
Which two statements are correct when traffic matches the implicit SD-WAN rule? (Choose two.)

A. The sdwan_service_id flag in the session information is 0.

B. All SD-WAN rules have the default setting enabled.

C. Traffic does not match any of the entries in the policy route table.

D. Traffic is load balanced using the algorithm set for the v4-ecmp-mode setting.

Answer: AC

Explanation:
sdwan_service_id is 0 = match SD-WAN implicit rule, study guide 7.0 page 120, 7.2 page 149 SD-WAN rules internally are interpreted as a Policy route, so when
the traffic doesn't match with any policy route, it will be flowing by implict policy.

NEW QUESTION 8
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Exhibit A shows the system interface with the static routes and exhibit B shows the firewall policies on the managed FortiGate.
Based on the FortiGate configuration shown in the exhibits, what issue might you encounter when creating an SD-WAN zone for portl and port2?

A. portl is assigned a manual IP address.

B. portl is referenced in a firewall policy.

C. port2 is referenced in a static route.

D. portl and port2 are not administratively down.

Answer: B

NEW QUESTION 9

Which two settings can you configure to speed up routing convergence in BGP? (Choose two.)
A. update-source

B. set-route-tag

C. holdtime-timer
D. link-down-failover
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Answer: CD

NEW QUESTION 10
Which components make up the secure SD-WAN solution?

A. Application, antivirus, and URL, and SSL inspection

B. Datacenter, branch offices, and public cloud

C. FortiGate, FortiManager, FortiAnalyzer, and FortiDeploy
D. Telephone, ISDN, and telecom network.

Answer: C

NEW QUESTION 10
Which two conclusions for traffic that matches the traffic shaper are true? (Choose two.)

# diagnose firewall shaper traffic-shaper list name VoIP_Shaper
name VoIP Shaper

maximum-bandwidth 6250 EKB/sec

guaranteed-bandwidth 2500 KB/sec

current-bandwidth 93 EKB/sec

priority 2

overhead 0

tos ff

packets dropped 0

bytes dropped 0

A. The traffic shaper drops packets if the bandwidth is less than 2500 KBps.

B. The measured bandwidth is less than 100 KBps.

C. The traffic shaper drops packets if the bandwidth exceeds 6250 KBps.

D. The traffic shaper limits the bandwidth of each source IP to a maximum of 6250 KBps.

Answer: BC

NEW QUESTION 11

Two hub-and-spoke groups are connected through a site-to-site IPsec VPN between Hub 1 and Hub 2. The administrator configured ADVPN on both hub-and-

spoke groups.

Which two outcomes are expected if a user in Toronto sends traffic to London? (Choose two.)

A. London generates an IKE information message that contains the Toronto public IP address.
B. Traffic from Toronto to London triggers the dynamic negotiation of a direct site-to-site VPN.
C. Toronto needs to establish a site-to-site tunnel with Hub 2 to bypass Hub 1.

D. The first packets from Toronto to London are routed through Hub 1 then to Hub 2.

Answer: BD

NEW QUESTION 16

Which CLI command do you use to perform real-time troubleshooting for ADVPN negotiation?
A. get router info routing-table all

B. diagnose debug application ike

C. diagnose vpn tunnel list
D. get ipsec tunnel list
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Answer: B

Explanation:

IKE real-time debug - useful when debugging ADVPN shortcut messages and spoke-to-spoke negotiations.
« diagnose debug console timestamp enable

« diagnose vpn ike log filter clear

« diagnose vpn ike log filter mdst-addr4 <ip.of.hub> <ip.of.spoke>

« diagnose debug application ike -1

« diagnose debug enable

NEW QUESTION 19
Which three matching traffic criteria are available in SD-WAN rules? (Choose three.)

A. Type of physical link connection

B. Internet service database (ISDB) address object
C. Source and destination IP address

D. URL categories

E. Application signatures

Answer: BCE

NEW QUESTION 24
Refer to the exhibits. Exhibit A

branchl_fgt (3) # show
config service
edit 3
set name "Corp"
set mode sla
set dst “"Corp-net"™
set src "LAN-net"™
config sla
edit "VPN_PING"

set 14d 1
next
edit "VPN_HTTP"
set id 1
next

end
set pricrity-members 3 4 5
set gateway enable

next

end

Exhibit B
branchl_fgt # diagnose sys sdwan service

Service(3): Address Mode (IPV4) flags=0x200 use-shortcut-sla

Gen{(l), TOS({0x0/0x0), Protocol(0: 1->65535), Mode(sla), sla-compare-order

Members(2) :
Seq num(5 T MPLS 0), alive, sla(Ox3), gid(0), cfg order(2), cost{(Q), selected
Seq num(4 T _INET 1 0), alive, sla(0x1l), gid(0), cfg _order(l), cost(0), selected
3: Seq num(3 T_INET 0 _0), alive, sla(0x0), gid(0), cfg order(0), cost(0), selected
Src address(l):

10.0.1.0-10.0.1.255

ad B e

Dst address(l)
10.0.0.0

branchl fgt # get router info routing-table all | grep T_
5 10.0.0.0/8 [1/0] wia T_INET 0 0 tunnel 100.64.1.1
[1/0] via T INET 1 0 tunnel 100.64.1.9

10.201.1.254/32 [15/0] via T- INET 0 0 tunnel 100.64.1.
0.202.1.254/32 [15/0) via T_INET 1 "0 tunnel 100.64.1.
1 L=

0.203.1.254/32 [15/0) via T HELS "0 tunnel 172.16.1.

[T

La th Lo

[

branchl fgt # diagnose sys sdwan member | grep 1
Member (3) : interface: T_INET 0 0, flags=0x4 , ga?eway: 100.64.1.1, peer: 10.201.1.254,
prieority: 0 1024, weight: 0O

Member (4) : interface: T INET 1 0, flags=0x4 , gateway: 100.64.1.9, peer: 10.202.1.254,
priority: 0 1024, weight:

Member (5) : interface: T MPLS 0, flags=0x4 , gateway: 172.16.1.5, peer: 10.203.1.254,
priority: 0 1024, weight: 0O

Passing Certification Exams Made Easy visit - https://www.2PassEasy.com



Welcome to download the Newest 2passeasy NSE7_SDW-7.0 dumps
@ 2 PQSS@QSU https://lwww.2passeasy.com/dumps/NSE7_SDW-7.0/ (35 New Questions)

Exhibit A shows the configuration for an SD-WAN rule and exhibit B shows the respective rule status, the routing table, and the member status.
The administrator wants to understand the expected behavior for traffic matching the SD-WAN rule. Based on the exhibits, what can the administrator expect for

traffic matching the SD-WAN rule?

A. The traffic will be load balanced across all three overlays.

B. The traffic will be routed over T_INET_0_O.
C. The traffic will be routed over T_MPLS_0.
D. The traffic will be routed over T_INET_1 0.

Answer: D

NEW QUESTION 27
Refer to the exhibits.

|
|
1
e kHG 3
1zZA07ZCEN
J

.........

.........

dcl fgt # show Vpn 1paec phasei-)
config vpn 1psec phasel-interface
= i+ = ¥ e F ae e B
A - - - aVed = -
=aT Type dynamil
s&T interface "port
~ - ..'-..--L_ fO T a 1O
5 & keylife 28800
Bt :’1 art ‘_TE ik . B 'J'
2¢T nect-Qdevice disable
- - & 1 - 1
‘r_- | i | - L= ==
set add-route disable
3T prksecret ENC
1y zHJ o dFYtwasSodrkNCHMy 3}
_‘_1‘.1_ = I--' |__"HF.-|_J\_. :Ia."l I'\-_‘_
B - il A ol oy g 3 L)
L¥L b A+ pnmm.s -
¥ '\.:.:t
nd
4 il - 4 4 W N S F - 1—-.r
iCl Lt # Jdlagho3e I - U =l
lisat ipsec tunnel by names
nan T INET 1 rarml ssrial
2 link n welght=]
I 1n 1if=4 :.:Fn Y T LCr 1 T
...... A . — - -
w el eSS | T -..-ﬁf ch by oy B
par2nt=T IKE | ndex=
- = - ;| . -
proxyid num=1 child num & nt
stat: rxp=0 txp=0 rxb=0 txb=
Ap mode n-demar n=1 14l
Natt: modesnone drait intce
proxyid=T INET 1 3 PEOQL O
& T i S EC gy " EC
. Ll E
- - a e & = LU S o
= [ = & ~y = ~ Ty O F #
P ¥ & .I. . b L } _rl.
seqno=1 esn=0 replaywi
ife: type=01 bytes=0/0 tii
dec: spl=02fS%644e esp=aes
ah=sha key=20 bl =
anc spi=ffoE CcA esSpmass
ih=shal kKey } 02db4
pkts/bytes ., BRCc:E

Which two statements about the IPsec VPN configuration and the status of the IPsec VPN tunnel are true? (Choose two.)

A. FortiGate does not install IPsec static routes for remote protected networks in the routing table.
B. The phase 1 configuration supports the network-overlay setting.
C. FortiGate facilitated the negotiation of the T_INET_1_0_0 ADVPN shortcut over T_INET_1_0.

D. Dead peer detection is disabled.

Answer: AB

NEW QUESTION 30
Refer to the exhibit.
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The device exchanges routes using IBGP.

Which two statements are correct about the IBGP configuration and routing information on the device? (Choose two.)

A. Each BGP route is three hops away from the destination.

B. ibgp-multipath is disabled.
C. additional-path is enabled.

D. You can run the get router info routing-table database command to display the additional paths.

Answer: CD
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NEW QUESTION 33
Which two interfaces are considered overlay links? (Choose two.)

A. LAG

B. IPsec
C. Physical
D. GRE

Answer: BD

NEW QUESTION 34
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