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NEW QUESTION 1
- (Exam Topic 1)
You need to meet the authentication requirements for leaked credentials. What should you do?

A. Enable federation with PingFederate in Azure AD Connect.

B. Configure Azure AD Password Protection.

C. Enable password hash synchronization in Azure AD Connect.
D. Configure an authentication method policy in Azure AD.

Answer: C
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/security/fundamentals/steps-secure-identity

NEW QUESTION 2
- (Exam Topic 1)
You need to configure the detection of multi-staged attacks to meet the monitoring requirements. What should you do?

A. Customize the Azure Sentinel rule logic.
B. Create a workbook.

C. Add Azure Sentinel data connectors.

D. Add an Azure Sentinel playbook.

Answer: A

NEW QUESTION 3
- (Exam Topic 1)
You need to configure the detection of multi staged attacks to meet the monitoring requirements. What should you do?

A. Customize the Azure Sentinel rule logic.
B. Create a workbook.

C. Add an Azure Sentinel playbook.

D. Add Azure Sentinel data connectors.

Answer: D

NEW QUESTION 4

- (Exam Topic 1)

You need to configure the assignment of Azure AD licenses to the Litware users. The solution must meet the licensing requirements.
What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Azure AD Connect settings to modify: -
Directory Extensions

Domain Filtering
Optional Features

Assign Azure AD licenses to: v
An Azure Active Directory group that has only nested groups

An Azure Active Directory group that has the Assigned membership type

An Azure Active Directory group that has the Dynamic User membership type

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Litware recently added a custom user attribute named LWLicenses to the litware.com Active Directory forest. Litware wants to manage the assignment of Azure
AD licenses by modifying the value of the LWLicenses attribute. Users who have the appropriate value for LWLicenses must be added automatically to a Microsoft
365 group that has the appropriate licenses assigned.

NEW QUESTION 5

- (Exam Topic 2)

You need to meet the technical requirements for the probability that user identifies were compromised. What should the users do first, and what should you
configure? To answer, select the appropriate options in

the answer area.

NOTE: Each correct selection is worth one point.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 6
- (Exam Topic 2)
You need to meet the planned changes and technical requirements for Appl. What should you implement?

A. a policy set in Microsoft Endpoint Manager

B. an app configuratifon policy in Microsoft Endpoint Manager
C. an app registration in Azure AD

D. Azure AD Application Proxy

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-register-app

NEW QUESTION 7
- (Exam Topic 2)
You need to meet the planned changes for the User administrator role. What should you do?

A. Create an access review.

B. Modify Role settings

C. Create an administrator unit.
D. Modify Active Assignments.

Answer: B

Explanation:

Role Setting details is where you need to be: Role setting details - User Administrator Privileged Identity Management | Azure AD roles

Default Setting State

Require justification on activation Yes Require ticket information on activation No On activation, require Azure MFA Yes Require approval to activate No
Approvers None

NEW QUESTION 8

- (Exam Topic 2)

You need to meet the technical requirements for license management by the helpdesk administrators.

What should you create first, and which tool should you use? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point
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A. Mastered
B. Not Mastered

Answer: A
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Explanation:
Text Description automatically generated

NEW QUESTION 9

- (Exam Topic 2)

You need to implement the planned changes and technical requirements for the marketing department. What should you do? To answer, select the appropriate
options in the answer area.

NOTE: Each correct selection is worth one point.

To configure user access: v

An access package
An access review
A conditional access policy

To enable collaboration with fabrikam.com: -
An accepted domain

A connected organization

A custom domain name

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-organization

NEW QUESTION 10

- (Exam Topic 3)

You need to resolve the recent security incident issues.

What should you configure for each incident? To answer, drag the appropriate policy types to the correct

issues. Each policy type may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Policy Types Answer Arca

An ashanteation method oolio

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Policy Types Answer Arca

NEW QUESTION 10

- (Exam Topic 4)

Your network contains an on-premises Active Directory Domain services (AD DS) domain that syncs with an Azure AD tenant. The AD DS domain contains the
organizational units (OUs) shown in the following table.
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Name Description
ou1l Syncs with Azure AD
ou2 Does NOT sync with Azure AD

You need to create a break-glass account named BreakGlass.
Where should you create BreakGlass, and which role should you assign to BreakGlass? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Location:

Role:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Azure AD
oul
ouz2

Billing Administrator

Global Administrator

Owner

Privileged Role Administrator

Location: v
Azure AD
Qu1
ouz2
Role:

NEW QUESTION 13
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains a user named Userl. An administrator deletes Userl.

Billing Administrator
Global Administrator
Owner

Privileged Role Administrator

You need to identity the following:

« How many days after the account of Userl is deleted can you restore the account?

» Which is the least privileged role that can be used to restore Userl?
What should you identify? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 14
- (Exam Topic 4)

Number of days: w
i15
i3[]
190
180
Role: h

Liser administrator

Metwork administrator
Helpdesk administrator
Domain name 2 E:irri*ﬁratm

Number of days: v
14 15
‘ 30
a0
180

Domain name a2, poinistrator

You have an Azure AD tenant that contains the users shown in the following table.

Name Role

User1 None

Userz | None

Admin1 | Application adminsstrator

AdminZ | Authentication administratos

The User settings for enterprise applications have the following configuration.
* Users can consent to apps accessing company data on their behalf:

* Users can consent to apps accessing company data for the groups they
 Users can request admin consent to apps they are unable to consent to: Yes

» Who can review admin consent requests: Admin2, User2

Userl attempts to add an app that requires consent to access company data. Which user can provide consent?

A. Userl
B. User2
C. Adminl
D. Admin2

Answer: C

NEW QUESTION 19
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest. The tenant-uses through authentication.

A corporate security policy states the following:

;’ Domain controllers must never communicate directly to the internet.

;:' Only required software must be- installed on servers.

The Active Directory domain contains the on-premises servers shown in the following table.
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You need to ensure that users can authenticate to Azure AD if a server fails.
On which server should you install an additional pass-through authentication agent?

A. Server2
B. Server4
C. Serverl
D. Server3

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta-quick-start

NEW QUESTION 24

- (Exam Topic 4)

Your network contains an on-premises Active Directory domain that syncs to an Azure AD tenant. Users sign in to computers that run Windows 10 and are joined
to the domain.

You plan to implement Azure AD Seamless Single Sign-On (Azure AD Seamless SSO). You need to configure the Windows 10 computers to support Azure AD
Seamless SSO. What should you do?

A. Modify the Local intranet zone settings

B. Configure Sign-in options from the Settings app.

C. Enable Enterprise State Roaming.

D. Install the Azure AD Connect Authentication Agent.

Answer: B

NEW QUESTION 27

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory domain.

The on-premises network contains a VPN server that authenticates to the on-premises Active Directory

domain. The VPN server does NOT support Azure Multi-Factor Authentication (MFA). You need to recommend a solution to provide Azure MFA for VPN
connections.

What should you include in the recommendation?

A. Azure AD Application Proxy

B. an Azure AD Password Protection proxy
C. Network Policy Server (NPS)

D. a pass-through authentication proxy

Answer: C

NEW QUESTION 31

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription and an Azure subscription. You need to meet the following requirements:

 Ensure that users can sign in to Azure virtual machines by using their Microsoft 365 credentials.

* Delegate the ability to create new virtual machines.

What should you use for each requirement? To answer, drag the appropriate features to the correct requirements. Each feature may be used once, more than
once, or not at all. You may need to drag the split bar between panes or scroll to view content.

Features Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Features Answer Area

NEW QUESTION 32

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant.

You create an enterprise application collection named HR Apps that has the following settings:
* Applications: Appl. App?, App3

* Owners: Admin 1

* Users and groups: HRUsers

AH three apps have the following Properties settings:

 Enabled for users to sign in: Yes

» User assignment required: Yes

* Visible to users: Yes

Users report that when they go to the My Apps portal, they only sue Appl and App2-You need to ensure that the users can also see App3. What should you do
from App3?

What should you do from App3?

A. From Users and groups, add HRUsers.

B. Prom Properties, change User assignment required to No.
C. From Permissions, review the User consent permissions.
D. From Single sign on, configure a sign-on method.

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-access-portal https://docs.microsoft.com/en-us/azure/active-
directory/user-help/my-applications-portal-workspaces

NEW QUESTION 33

- (Exam Topic 4)

You have a Microsoft 365 ES subscription that user Microsoft Defender for Cloud Apps and Yammer. You need prevent users from signing in to Yammer from high-
risk locations.

What should you do in the Microsoft Defender for Cloud Apps portal?

A. Create an access Policy.

B. Create an activity policy.

C. Unsanction Yammer.

D. Create an anomaly detection policy.

Answer: A

NEW QUESTION 36

- (Exam Topic 4)

You have 2,500 users who are assigned Microsoft Office 365 Enterprise E3 licenses. The licenses are assigned to individual users.
From the Groups blade in the Azure Active Directory admin center, you assign Microsoft 365 Enterprise E5 licenses to the users.
You need to remove the Office 365 Enterprise E3 licenses from the users by using the least amount of administrative effort.

What should you use?

A. the Administrative units blade in the Azure Active Directory admin center
B. the Set-AzureAdUser cmdlet

C. the Groups blade in the Azure Active Directory admin center

D. the Sec-MsolUserLicense cmdlet

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/powershell/module/msonline/set-msoluserlicense?view=azureadps-1.0

NEW QUESTION 41

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result these questions will not appear in the review screen.

You have a Microsoft 365 ES subscription. You create a user namedUserl.
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You need to ensure that Userl can update the status of identity Secure Score improvement actions. Solution: You assign the Security Operator role Userl.
Does this meet the goal?

A. Yes
B. No

Answer: B
NEW QUESTION 44

- (Exam Topic 4)
You have an Azure AD tenant that contains the users shown in The following table.

Name Role

User User Administratot
User2 | Password Administrator
User3 Security Reader

Userd | user

You enable self-service password reset (SSPR) for all the users and configure SSPR to require security questions as the only authentication method.
Which users must use security questions when resetting their password?

A. User4 only

B. User3and User4only

C. Userl and User4only

D. Userl, User3, and User4 only
E. Userl, User2, User3. and User4

Answer: B

NEW QUESTION 45

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that uses conditional access policies.

You plan to use third-party security information and event management (SIEM) to analyze conditional access usage.

You need to download the Azure AD log that contains conditional access policy data. What should you export from Azure AD?

A. sign-ins in JSON format
B. sign-ins in CSV format

C. audit logs in JSON format
D. audit logs in CSV format

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/concept-audit-logs

NEW QUESTION 46

- (Exam Topic 4)

Your company purchases 2 new Microsoft 365 ES subscription and an app named App. You need to create a Microsoft Defender for Cloud Apps access policy for
Appl.

What should you do you first? (Choose Correct Answer based on Microsoft Identity and Access Administrator at microsoft.com)

A. Configure a Token configuration for App1.

B. Add an API permission for App.

C. Configure a Conditional Access policy to use app-enforced restrictions.

D. Configure a Conditional Access policy to use Conditional Access App Control.

Answer: C

Explanation:

https://learn.microsoft.com/en-us/defender-cloud-apps/access-policy-aad

To create a Microsoft Defender for Cloud Apps access policy for Appl, you should configure a Conditional Access policy to use app-enforced restrictions. This will
allow you to control access to your cloud apps based on conditions such as user, device, location, and app state. You can also use app-enforced restrictions to
control access to your cloud apps based on the state of the app, such as whether it's running on a managed or unmanaged device.

NEW QUESTION 49
- (Exam Topic 4)
You have an Azure AD tenant that contains the users shown in the following table.

MName I Role |

Oud APEIRCaton Smimisiratorn

You add an enterprise application named Appl to Azure AD and set Userl as the owner of Appl requires admin consent to access Azure AD before the app can
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be used.
You configure the Admin consent requests strong as shown in the following exhibit. Admin consent requests.
a»
Re er fy = T
Vs ]
)
i r sl 1 i e A 1
Amch an | NG APRrowve T T s T L
A. Admm1 only

B. Admm1 and Admin2 only

C. Admm1 Admmz2 and Admin3 only

D. Adminl, Admin2. and Userl only

E. Admm1l Admm2. Admm3, and Userl

Answer: B

NEW QUESTION 54

- (Exam Topic 4)

You have an Azure AD tenant.

You need to bulk create 25 new user accounts by uploading a template file. Which properties are required in the template file?

A accountEnabled, givenMame, surname, and userPrincipalMame
B. accountEnabled, displayName, userPrincipallame, and passwordProfile
C displayMame, identityIssuer, usagelLocation, and userType

L. accountEnabled, passwerdProfile, usagelocation, and userPrincipaliams

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 58

- (Exam Topic 4)

You have an Azure AD tenant named contoso.com that contains a group named All Company and has the following Identity Governance settings:
« Block external users from signing in to this directory: Yes

* Remove external user Yes

* Number of days before removing external user from this directory: 30

On March 1, 2022, you create an access package named Packagel that has the following settings:
* Resource roles

o Name: All Company

o Type: Group and Team o Role: Member

* Lifecycle

0 Access package assignment expire: On date o Assignment expiration date: April 1, 2022

On March 1, 2022, you assign Packagel to the guest users shown in the following table.

Name Ema-i_l address

uest | .1-?"_;.* Kcon

1L st auest; Out L M

On March 2, 2022, you assign the Reports reader role to Guestl.
On April 1(2022, you invite a guest user named Guest3 to contoso.com. On April 4, 2022, you add Guest3 to the All Company group.
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For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes Mo

A. Mastered
B. Not Mastered

Answer: A

Explanation:
A screenshot of a computer Description automatically generated

NEW QUESTION 61

- (Exam Topic 4)

You have an Azure AD tenant.

You deploy a new enterprise application named Appl.

When users attempt to provide Appl with access to the tenant, the attempt fails.

You need to ensure that the users can request admin consent for Appl. The solution must follow the principle of least privilege.
What should you do first?

A. Enable admin consent requests for the tenant.

B. Designate a reviewer of admin consent requests for the tenant.

C. From the Permissions settings of Appl, grant Appl admin consent for the tenant
D. Create a Conditional Access policy for Appl.

Answer: A

NEW QUESTION 66

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains a user named SecAdminl. SecAdminl is assigned the Security administrator role.
SecAdminl reports that she cannot reset passwords from the Azure AD Identity Protection portal.

You need to ensure that SecAdminl can manage passwords and invalidate sessions on behalf of nonadministrative

users. The solution must use the principle of least privilege. Which role should you assign to SecAdmin1?

A. Authentication administrator

B. Helpdesk administrator

C. Privileged authentication administrator
D. Security operator

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/roles/permissions-reference

NEW QUESTION 69

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.

Users authorize third-party cloud apps to access their data.

You need to configure an alert that will be triggered when an app requires high permissions and is authorized by more than 20 users.
Which type of policy should you create in the Microsoft Defender for Cloud Apps portal?

A. anomaly detection policy
B. OAuth app policy

C. access policy

D. activity policy

Answer: C

NEW QUESTION 71

- (Exam Topic 4)

You have a Microsoft 365 tenant.

In Azure Active Directory (Azure AD), you configure the terms of use.

You need to ensure that only users who accept the terms of use can access the resources in the tenant. Other users must be denied access.
What should you configure?
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A. an access policy in Microsoft Cloud App Security.

B. Terms and conditions in Microsoft Endpoint Manager.
C. a conditional access policy in Azure AD

D. a compliance policy in Microsoft Endpoint Manager

Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/terms-of-use

NEW QUESTION 73
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the following objects:

f} A device named Devicel

> Users named Userl, User2, User3, User4, and User5

> Groups named Groupl, Group2, Group3, Group4, and Group5 The groups are configured as shown in the following table.

Name Type Membership type Members
Group1 Security Assigned User1, User3, Group2, Group3
Group?2 Security Dynamic User User2
Group3 Security Dynamic Device Device1
Group4 Microsoft 365 Assigned Userd
Group5 Microsoft 365 Dynamic User Userd

To which groups can you assign a Microsoft Office 365 Enterprise E5 license directly?

A. Groupl and Group4 only
B. Groupl, Group2, Group3, Group4, and Group5
C. Groupl and Group2 only

D. Groupl only

E. Groupl, Group2, Group4, and Group5 only

Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/licensing-group-advanced

NEW QUESTION 75
- (Exam Topic 4)

You have an Azure AD tenant and a .NET web app named Appl. You need to register Appl for Azure AD authentication.

What should you configure for Appl1?

A. the executable name
B. the bundle ID

C. the package

name

D. the redirect URI

Answer: D

NEW QUESTION 77
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant.
You need to review the Azure AD sign-ins log to investigate sign ins that occurred in the past. For how long does Azure AD store events in the sign-in log?

A. 14 days
B. 30 days
C. 90 days
D. 365 days

Answer: B

NEW QUESTION 81
- (Exam Topic 4)

You have a Microsoft 365 tenant.
You need to identify users who have leaked credentials. The solution must meet the following requirements.

« Identity sign-Ins by users who ate suspected of having leaked credentials.
* Rag the sign-ins as a high risk event.
* Immediately enforce a control to mitigate the risk, while still allowing the user to access applications. What should you use? To answer, select the appropriate
options in the answer area.
NOTE: Each correct selection is worth one point.
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To classify leaked credentials as high-risk, use:

To trigger remediation, use:

To mitigate the nisk, select:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Identity Governance
Self-service password reset (SSPR)

Azure Active Directory (Azure AD) Identity Protection
Azure Active Directory (Azure AD) Privileged Identity Management (PIM)

-
Chent apps not using Modern authentication
Device state
Sign-in risk
User location
User nsk

w

Apply app enforced restrictions
Block access
Grant access but require app protection policy

Grant access but require password change

Graphical user interface, text, application, email Description automatically generated

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks

NEW QUESTION 85
- (Exam Topic 4)

Your network contains an on-premises Active Directory domain that syncs to an Azure Active Directory (Azure AD) tenant.

The tenant contains the groups shown in the following table.

 Name | Source ] Member

g

| Chaned ET[wT |

- == = =
) MO e CTory Sorndir PoNE

4
P O N

of

The tenant contains the users shown in the following table.

Name | Directory-synced Member of
Userl No Group1
User2 | Nc Group3
User3 | Yes Group2

You create an access review as shown in the following table.

Setting

Value

Review type

Teams = Groups

Review scope

All users

Group

Group2, Group3

Reviewers

Users review own access

If reviewers don't respond

Remove access

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes
User! wall be rémoved automatically from Group? if the user does not respond to the rcu‘l-:-nt]:
request.
Liserd will be removed sutomatically from Groupd if the user does not respand (o e reviEw
request
Liserd will ke remcved automatically from Groupd if the user doss not respond to e review
Tequest

A. Mastered

B. Not Mastered
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Answer: A

Explanation:

Answer Area

Statements Yes Mo

NEW QUESTION 88
- (Exam Topic 4)
Your company has an Azure Active Directory (Azure AD) tenant named contoso.com. The company is developing a web service named Appl.
You need to ensure that Appl can use Microsoft Graph to read directory data in contoso.com.
Which three actions should yon perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them In the
correct order.

'.:t_i_- Arvower Ares

j_F_“‘f‘.‘f'_"_‘ o s s

2 o

I_ﬁ_l'.‘.ilf_&pp p-e.rr'llln.rul'm

| Grant agenan coneent

! Agdaf deletyatet] e masicr.

O @
© ©)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application Description automatically generated

> Create an app registration:
Your app must be registered with the Microsoft identity platform and be authorized by either a user or an administrator for access to the Microsoft Graph resources
it needs.

> Grant admin consent:
Higher-privileged permissions require administrator consent.

> Add app permissions:

After the consents to permissions for your app, your app can acquire access tokens that represent the app's permission to access a resource in some capacity.
Encoded inside the access token is every permission that your app has been granted for that resource.

Reference:

https://docs.microsoft.com/en-us/graph/auth/auth-concepts

NEW QUESTION 90
- (Exam Topic 4)
A user named Userl attempts to sign in to the tenant by entering the following incorrect passwords:

Pa55w0rd12
Pa55w0rd12
Pa55w0rd12
Pa55w.rd12
Pa55w.rd123
Pa55w.rd123
Pa55w.rd123
Pa55word12
Pa55word12
Pa55word12

Pa55w.rd12

You need to identify how many sign-in attempts were tracked for Userl, and how Userl can unlock her account before the 300-second lockout duration expires.
What should identify? To answer, select the appropriate

NOTE: Each correct selection is worth one point.

VWV VNVNVVVVVVY
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Tracked sign-in attempts:

Unlock by:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

b,

4
5

10
1

v

Clearing the browser cache
Signing in by using inPrivate browsing mode

Performing a self-service password reset (SSPR)

Graphical user interface, text, table Description automatically generated

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-sspr-deployment

NEW QUESTION 91
- (Exam Topic 4)

You have an Azure AD tenant that contains the users shown in the following table.

| Name ] User risk level

Jser] Low

Jsere | Mechum

You have the Azure AD ldentity Protection policies shown in the following table.

Type Users User risk Sign-in risk Controls |

Lser nsk Al Low and above nconfigured | Block access '

| policy ~ Jusers | B 1 B L o ]
Sign-in nsk Al Unconhgured High Block access

policy users 1 |

You review the Risky users report and the Risky sign-ins report and perform actions for each user as shown in the following table.

User Action
User! | Confirm user compromised
User2 * Confirm s gn-in safe
Iser3 | Desmiss user nsk
i'I"FI: | ,_ NI UsSer ¢ -"“P"_ mised

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements

Y

User! can sign in by using mudbi-factor authentication (MFA),

Liser2 can sign in by using mul-factor authentication (MEA).

User3 can signin from an anonymous IP address

The Leader of IT Certification
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Answer Arca
Statements Yos No
User! can sign in by using mudh-factor authentication (MFA).
erd cans by using mulh -fa authenticaton (MFA)

NEW QUESTION 93
- (Exam Topic 4)

Your network contains an Active Directory forest named contoso.com that is linked to an Azure Active Directory (Azure AD) tenant named contoso.com by using

Azure AD Connect.
You need to prevent the synchronization of users who have the extensionAttributel5 attribute set to NoSync.
What should you do in Azure AD Connect?

A. Create an inbound synchronization rule for the Windows Azure Active Directory connector.
B. Configure a Full Import run profile.

C. Create an inbound synchronization rule for the Active Directory Domain Services connector.
D. Configure an Export run profile.

Answer: C

Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-change-the-configuration

NEW QUESTION 94

- (Exam Topic 4)

You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.

Yon receive more than 100 email alerts each day for tailed Azure Al) user sign-in attempts. You need to ensure that a new security administrator receives the
alerts instead of you.

Solution: From Azure monitor, you create a data collection rule. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 99

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Site!. Site! hosts PDF files
You need to prevent users from printing the files directly from Sitel.

Which type of policy should you create in the Microsoft Defender for Cloud Apps portal?

A. activity policy
B. file policy

C. access policy
D. session policy

Answer: D

NEW QUESTION 100

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.

You have 100 IT administrators who are organized into 10 departments. You create the access review shown in the exhibit. (Click the Exhibit tab.)
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Create an access review

ACCess reviews allow reviewers 1o attest 1o whether users stll nead 1o be in a role

Review name *

Descnption

Start date * ; £
Frequency Aenthily A
DU““IDH :"1 d-i:,"ﬁ.i e s ERS S RS S e E— -ﬂ

tnd - JO

users

Scope ® Everyone

Fayiew role membership (permanent and eligible) *

Revigwers

Reviewers Previenn] Manad: »
(Preview) Fallback reviewers

gl | L Ix

You discover that all access review requests are received by Megan Bowen.
You need to ensure that the manager of each department receives the access reviews of their respective department.
Solution: You add each manager as a fallback reviewer. Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

NEW QUESTION 101

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.
__ Type | Directorysynced |
Member Yes

EL Guest No WK

For which users can you configure the Job title property and the Usage location property in Azure AD? To answer, select the appropriate options in the answer

area.
NOTE: Each correct selection is worth one point.

| Jobititle propertys | [lisers anly

Liseer 1 and User2 only
Liserz and Userd only
Liser] User? and User3

Lisage locaton propertys | iidee? anly
Liserl and User2 only
L mrel Lisiee 3 only

B User 1) User? and Userd

A. Mastered
B. Not Mastered

Answer: A

Explanation:

The Leader of IT Certification
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Answer Area

Job title propertys | [lsers anty
Liser ] and Usar2 only

Al Bt b AL

Jserll Userd and Liser3

Usage locabwn propertys B e an by I
Ty
LseEr? and Usse 3 anly
Userl] Userd and Userd

NEW QUESTION 104
- (Exam Topic 4)
You have an Azure subscription that contains the users shown in the following table.

Name Role

Admin]l Account Administrator
Admin | Service Administrator
Admin3 | SharePoint Administrator

You need to implement Azure AD Privileged Identity Management (PIM). Which users can use PIM to activate their role permissions?

A. Admin! only

B. Admin2 only

C. Admin3 only

D. Adminl and Admin2 only

E. Admin2 and Admin3 only

F. Adminl, Admin2, and Admin3

Answer: D

NEW QUESTION 108

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel and the users shown in the following table.

The users have the devices shown in the following table. You create the following two Conditional Access policies:

* Name: CAPolicyl

» Assignments

0 Users or workload identities: Group 1

o Cloud apps or actions: Office 365 SharePoint Online o Conditions

Filter for devices: Exclude filtered devices from the policy Rule syntax: device.displayName -starts With "Device*"

o Access controls Grant: Block access

Session: 0 controls selected o Enable policy: On

* Name: CAPolicy?2

 Assignments

0 Users or workload identities: Group2

o Cloud apps or actions: Office 365 SharePoint Online o Conditions: 0 conditions selected

* Access controls

o Grant: Grant access

Require multifactor authentication o Session:

0 controls selected

» Enable policy: On

All users confirm that they can successfully authenticate using MFA.

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes Mo

User? can access Sitel from Device!

\User? can access Sitel from Device?

"] ]

User3 can access Sitel from Device

A. Mastered
B. Not Mastered

Answer: A

Explanation:
A screenshot of a computer Description automatically generated

NEW QUESTION 113
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- (Exam Topic 4)

Your company recently implemented Azure Active Directory (Azure AD) Privileged Identity Management (PIM).

While you review the roles in PIM, you discover that all 15 users in the IT department at the company have permanent security administrator rights.
You need to ensure that the IT department users only have access to the Security administrator role when required.

What should you configure for the Security administrator role assignment?

A. Expire eligible assignments after from the Role settings details
B. Expire active assignments after from the Role settings details
C. Assignment type to Active

D. Assignment type to Eligible

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure

NEW QUESTION 118

- (Exam Topic 4)

You have an Azure subscription that contains an Azure SQL database named db1.

You deploy an Azure App Service web app named Appl that provide product information to users that connect to Appl anonymously.
You need to provide Appl with Access to dbl. The solution must meet the following requirements:

* Credentials must only be available to Appl.

* Administrative effort must be minimized. Which type of credentials should you use?

A. a user-assigned managed identity

B. an Azure AD user account

C. A SQL Server account

D. a system-assigned managed identity

Answer: D

NEW QUESTION 120

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result, these questions will not appear in the review screen.

You have an Amazon Web Services (AWS) account, a Google Workspace subscription, and a GitHub account.

You deploy an Azure subscription and enable Microsoft 365 Defender

You need to ensure that you can monitor OAuth authentication requests by using Microsoft Defender for Cloud Apps.

Solution: From the Microsoft 365 Defender portal, you add the Microsoft Azure app connector. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 123

- (Exam Topic 4)

You have a Microsoft 365 tenant.

The Azure Active Directory (Azure AD) tenant syncs to an on-premises Active Directory domain. The domain contains the servers shown in the following table.

Name Operating system Configuration
Server Windows Server 2019 Domain controller
Server? Windows Server 2019 Domain controller
Serverd Windows Server 2019 Azure AD Connect

The domain controllers are prevented from communicating to the internet. You implement Azure AD Password Protection on Serverl and Server2. You deploy a
new server named Server4 that runs Windows Server 2019.
You need to ensure that Azure AD Password Protection will continue to work if a single server fails. What should you implement on Server4?

A. Azure AD Connect

B. Azure AD Application Proxy

C. Password Change Notification Service (PCNS)
D. the Azure AD Password Protection proxy service

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-on-premisesdep

NEW QUESTION 127

- (Exam Topic 4)

You have an Azure AD tenant that contains a user named Userl and a registered app named Appl. Userl deletes the app registration of Appl.
You need to restore the app registration.

What is the maximum number of days you have to restore the app registration from when it was deleted?

A. 14
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Answer: B

NEW QUESTION 129
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the objects shown in the following table.

Name Type Directly assigned license
User1 User None
User2 User Microsoft Office 365 Enterprise ES
Group1 Security group Microsoft Office 365 Enterprise ES
Group?2 Microsoft 365 group None
Group3 Mail-enabled securty group None

Which objects can you add as members to Group3?

A. User2 and Group2 only

B. User2, Groupl, and Group2 only
C. Userl, User2, Groupl and Group2
D. Userl and User2 only

E. User2 only

Answer: E

Explanation:
Reference:
https://bitsizedbytes.wordpress.com/2018/12/10/distribution-security-and-office-365-groups-nesting/

NEW QUESTION 133

- (Exam Topic 4)

You have an Azure AD tenant that contains an access package named Packagel and a user named Userl. Packagel is configured as shown in the following
exhibit.

Expiration
Access package assignments expire (1) | Ondate QRIMuleSEaEERS Number of hours (Preview) Never
Assignments expire afler (number of days) | 365
show agvanced expiration setting
Access Reviews
Require access reviews * | =1 NO
Starting on (0 | 03/01/2022 -
Rewiew frequency (U i Annually Quarterly Monthly Weakly
Duration (in days) C | 90
Maxamum 175

o "

Reviewers (0 (@) Self-review

(O specific reviewers)
O Manager

You need to ensure that Userl can modify the review frequency of Packagel. The solution must use the principle of least privilege.
Which role should you assign to User1?

A. Privileged role administrator

B. User administrator

C. External Identity Provider administrator
D. Security administrator

Answer: A

NEW QUESTION 137

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.

You have 100 IT administrators who are organized into 10 departments. You create the access review shown in the exhibit. (Click the Exhibit tab.)
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Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role

Review name * Admiin e

Description

..1
-

Start date * 12118/202C

Frequency Monthiy s

Duration (in days) (

End m End by OQccurrences

Users
Scope ® ) Everyone
Review role membership (permanent and eligible) *
Application Administrator and 72 others
Reviewers
Reviewers Preview) Manage "
(Freview) Fallback reviewers
I'l,' 1S
V L= M 4

You discover that all access review requests are received by Megan Bowen.
You need to ensure that the manager of each department receives the access reviews of their respective department.
Solution: You create a separate access review for each role. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

NEW QUESTION 138

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You currently allow email clients that use Basic authentication to conned to Microsoft Exchange Online.

You need to ensure that users can connect t to Exchange only run email clients that use Modern authentication protocols.

What should you implement?
You need to ensure that use Modern authentication

A. a compliance policy in Microsoft Endpoint Manager

B. a conditional access policy in Azure Active Directory (Azure AD)
C. an application control profile in Microsoft Endpoint Manager

D. an OAuth policy in Microsoft Cloud App Security

Answer: C

NEW QUESTION 143
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named conto.so.com that has Azure AD Identity Protection enabled. You need to Implement a sign-in risk

remediation policy without blocking access.
What should you do first?

A. Configure access reviews in Azure AD.

B. Enforce Azure AD Password Protection.
C. implement multi-factor authentication (MFA) for all users.
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D. Configure self-service password reset (SSPR) for all users.
Answer: C

Explanation:

MFA and SSPR are both required. However, MFA is required first. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-remediate- https://docs.microsoft.com/en-us/azure/active-

directory/authentication/howto-sspr-deployment

NEW QUESTION 148

- (Exam Topic 4)
You have an Azure Ad tenant that conta!ns the users show in the foIIowmg table.
Name l U_ug: lm:atmn 1 Department | Job title
ar || Sale \ e
| &1 Finlan [ P 3les Feg
, B Au tralia + r r “:I-\’:_.r-

You create a dynamic user group and configure the following rule syntax.

utagelocation «in [TUS, CAUT ] -and [user.dephrteent and

eq “Saler’
Which users will be added to the group?

A. Userl only

B. User2 only

C. User3 only

D. Userl and User2 only

E. Userl and User3 only

F. Userl, User2, and User3

Answer: D

NEW QUESTION 152
- (Exam Topic 4)

You have a hybrid Microsoft 365 subscription that contains the users show in the following table.

Name Role

Agminl | Global Admirestrator

Adming _:‘L ahication Administrator

Admin Jloud Apphcation Administra |
i‘.,-.r"ﬂ'nn-l“ ; ;*‘I cation Develo per i

Liser? None

You plan to deploy an on-premises appl. Appl will be registered in Azure AD and will use Azure AD Application Proxy.
You need to delegate the installation of the Application Proxy connector and ensure that Userl can register Appl in Azure AD. The solution must use the principle

of least privilege.

Which user should perform the installation, and which role should you assign to Users1? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Lser that shouild perfc

;J"'_- I_IF|I: _l_"| 1t

A. Mastered
B. Not Mastered

Answer: A

Explanation:

The Leader of IT Certification
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Answer Area
User that should perform the installation: [Admin3 ___ +]
Adminl
Admin
Admin.
Agmind
Assign User1 the role of.  Application Developer ']

~Apphcatgan Admynistrator

[} Apphcation Developet
Cloud Apphcation Administrator

Global Adminstrator

NEW QUESTION 153
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains three users named Userl, Userl, and User3,

You create a group named Groupl. You add User2 and User3 to Groupl.
You configure a role in Azure AD Privileged identity Management (PIM) as shown in the application administrator exhibit. (Click the application Administrator tab.)

Groupl is configured as the approver for the application administrator role. You configure User2to be eligible for the application administrator role.
For Userl, you add an assignment to the Application administrator role as shown in the Assignment exhibit. (Click Assignment tab)

HHIHIIT
For each of the following statement, select Yes if the statement is true, Otherwise, select No. NOTE: Each correct selection is worth one point.
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Answer Area
Statements Yios Mo
User] s assignesd Lhe Apphcabon admmistralor rols automatically
When Liser 2sequesisio be atsigned the Application administratorn role, only LiserS can
Sppyove the reqguest
IF & orecpoest- Py Llsesr T 1o i aisser sl hues .:il]r:ili'..:':l-.'.l-r'l acmurastratesr role o appnoired an
lanuan: 212029 at 2200, Liser] can vuse the: ol until Febroany 1, 20279, at 04:00,
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes Mo
I_ -1
Jzer s assigned the Apphicanon admunmstrator roqRs automatically
— . |
— ey
When User 2aequesiSto be assigned the Apphicaton admimstratod role; only User2 can | |
Approve the recpucest P i
f A recpest By User ] po b s ned thiis fhpp:lll[ SN sdnurnstralor ol s approved on i 1 |

anuary 31, 2021, at 23008 Uner T carn wse Lhe rodds wntil February 3, 2027, ot 04:00,

NEW QUESTION 154

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.

You need to create a Microsoft Defender for Cloud Apps session policy. What should you do first?

A. From the Microsoft Defender for Cloud Apps portal, select User monitoring.

B. From the Microsoft Defender for Cloud Apps portal, select App onboarding/maintenance
C. From the Azure Active Directory admin center, create a Conditional Access policy.

D. From the Microsoft Defender for Cloud Apps portal, create a continuous report.

Answer: A

NEW QUESTION 158
- (Exam Topic 4)
Your company has a Microsoft 365 tenant.

All users have computers that run Windows 10 and are joined to the Azure Active Directory (Azure AD)
tenant.

The company subscribes to a third-party cloud service named Servicel. Servicel supports Azure AD authentication and authorization based on OAuth. Servicel is
published to the Azure AD gallery.

You need to recommend a solution to ensure that the users can connect to Servicel without being prompted for authentication. The solution must ensure that the
users can access Servicel only from Azure AD-joined computers. The solution must minimize administrative effort.

What should you recommend for each requirement? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Ensure that the users can connect to Service
without being prompted for authentication: v

An app registration in Azure AD
Azure AD Application Proxy

An enterprise application in Azure AD
A managed identity in Azure AD

Ensure that the users can access Service1 only
from the Azure AD-joined computers: v
Azure AD Application Proxy
A compliance policy
A conditional access policy
An OAuth palicy

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Graphical user interface, text, application Description automatically generated
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-are-added https://docs.microsoft.com/en-us/azure/active-
directory/conditional-access/require-managed-devices

NEW QUESTION 161

- (Exam Topic 4)

You have an Azure AD tenant that contains two users named Userl and User2. You plan to perform the following actions:

* Create a group named Group 1.

» Add Userl and User 2 to Groupl.

* Assign Azure AD roles to Groupl. You need to create Groupl.

Which two settings can you use? Each correct answer presents a complete solution NOTE: Each correct selection is worth one point

A. Group type: Microsoft 365 Membership type: Dynamic User
B. Group type: Security Membership type: Dynamic Device

C. Group type Security Membership type: Dynamic User

D. Group type Security Membership type: Assigned

E. Group type: Microsoft 365 Membership type: Assigned

Answer: DE

NEW QUESTION 163

- (Exam Topic 4)

You have an Azure subscription.

Azure AD logs are sent to a Log Analytics workspace.

You need to query the logs and graphically display the number of sign-ins per user.

How should you complete the query? To answer, select the appropriate options in the answer area.
S1gninlLogs

| where ResultType == @

| ¥ | login_count = count() by Identity

extend
print
project
render
summarize

| ¥ | columnchart

extend
print
project
render
summarize

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1 = SigninLogs

| where ResultType ==

| summarize login_count = count() by identity

| render piechart

This query retrieves the sign-in logs, filters the successful sign-ins, summarizes the count of sign-ins per user, and renders the result as a pie chart.
Box 2 = Render

NEW QUESTION 164

- (Exam Topic 4)

Your network contains an Active Directory forest named contoso.com that is linked to an Azure Active Directory (Azure AD) tenant named contoso.com by using
Azure AD Connect.

Attire AD Connect is installed on a server named Server 1.
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You deploy a new server named Server? that runs Windows Server 2019.

You need to implement a failover server for Azure AD Connect. The solution must minimize how long it takes to fail over if Serverl fails.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Action: Answer Arca

IDn Server], run-expart for all conmecions.

1 20 Server ot exporl: for all connecions

i{}‘l‘l Server?, ron full imparr for all cormasrtoes.

| Oin Server run delta synchronizaton ko all corinecioes

| Con Server?, matall Acrure A0 Cornescl t > j @
!-l;:rn SETVET T, COrtguIre the stacping mosde @ @

A. Mastered
B. Not Mastered

Answer: A
Explanation:
- : gt ot LTS P | ) ok e s
[_'m_‘bfwll' e L e IEELE)] LAREES | | C_H;-5|‘_-hn:!.2. o export for all conmneciors. |
lE‘.‘h Seneerl, fun exgrott for all oonmecioo iy Py T T L |
!T Sereer?, ron full import for .":Il-:'nr.l.';-.r:r:r.;:'\-r'- |_ il '-___:_— e T e T -l
:?Etrﬂ!l'?_ I:l.l-rl dietta symchronoration foe all crnneciors 1 M[ﬂ_ﬂ e olibs et I
j{pnﬁq-rw-r:m-:mnn:un-m](urmm_! @11::-—:::::_—:::-—-—-—-—-—:: @
'-ﬂn Sefvel, coartiguine the Siagireg Mot . @ Lo 5nnr!-r1:|.m exporr-for all connectors ! @
] I

NEW QUESTION 166

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result, these questions will not appear in the review screen.

You have an Amazon Web Services (AWS) account, a Google Workspace subscription, and a GitHub account.

You deploy an Azure subscription and enable Microsoft 365 Defender.

You need to ensure that you can monitor OAuth authentication requests by using Microsoft Defender for Cloud Apps.

Solution: From the Microsoft 365 Defender portal, you add the Google Workspace app connector. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 168

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You need to ensure that you tan view Azure Active Directory (Azure AD) audit log information by using Azure Monitor.
What should you do first?

A. Run the Get-AzureADAuditDirectoryLogs cmdlet.
B. Create an Azure AD workbook.

C. Run the Set-AzureADTenantDetail cmdlet.

D. Modify the Diagnostics settings for Azure AD.

Answer: D

NEW QUESTION 173
- (Exam Topic 4)
Your company has an Azure Active Directory (Azure AD) tenant named contosri.com. The company has the business partners shown in the following table.

MNamec Description .

users can request access by using package 1.

Users at Fabrikam and Litware use ail then respective domain names for email addresses.

You plan to create an access package named packagel that will be accessible only to the Fabrikam and Litware users.

You need to configure connected organizations for Fabrikam and litware so that any of their users can request access by using packagel.
What is the minimum of connected organization that you should create.
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Answer: C

NEW QUESTION 177
- (Exam Topic 4)

You have a Microsoft 365 tenant.

You configure a conditional access policy as shown in the Conditional Access policy exhibit. (Click the Conditional Access policy tab.)

Is tab.)

——

You view the User administrator role settings as shown in the Role setting details exhibit. (Click the Role setting deta
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You view the User admlnlstrator role a55|gnments as shown in the Role a55|gnments exhibit. (C|ICk th
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Yes Yes Yes

NEW QUESTION 179

- (Exam Topic 4)

You have a Microsoft 365 tenant.

All users have mobile phones and laptops.

The users frequently work from remote locations that do not have Wi-Fi access or mobile phone connectivity. While working from the remote locations, the users
connect their laptop to a wired network that has internet access.

You plan to implement multi-factor authentication (MFA).

Which MFA authentication method can the users use from the remote location?

A. a notification through the Microsoft Authenticator app
B. an app password

C. Windows Hello for Business

D. SMS

Answer: C

Explanation:

In Windows 10, Windows Hello for Business replaces passwords with strong two-factor authentication on PCs and mobile devices. This authentication consists of
a new type of user credential that is tied to a device and uses a biometric or PIN.

After an initial two-step verification of the user during enroliment, Windows Hello is set up on the user's device and Windows asks the user to set a gesture, which
can be a biometric, such as a fingerprint, or a PIN. The user provides the gesture to verify their identity. Windows then uses Windows Hello to authenticate users.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-methods https://docs.microsoft.com/en-us/windows/security/identity-
protection/hello-for-business/hello-overview

NEW QUESTION 180
- (Exam Topic 4)
You have the Azure resources show in the following table.
Name Description
User1 User account
Group1 | Security group that uses the Dynamic user membership type
VM1 Virtual machine with a system-assigned managed igentity
App1 Enterpnise application
RG1Y Resource group

To Which identities can you assign the Contributor role for RG1?
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A. Userl only

B. Userl and Groupl only

C. Userl and VWL only

D. Userl, VM1, and App1 only

E. Userl, Groupl, Vm1, and Appl

Answer: E

NEW QUESTION 183
- (Exam Topic 4)

You have an Azure AD tenant named contoso.com that has Email one-time passcode for guests set to Yes.
You invite the guest users shown in the following table.

Name Email domain Account type
Guest1 adatum.com Azure AD account
Guest2 outlook.com Microsoft account
Guest3 gmail.com Personal Google account

Which users will receive a one-time passcode, and how long will the passcode be valid? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Users:

‘1

Guest1 only

Guest2 only

Guest3 only

Guest1 and GuestZ only
Guest2 and Guest3 only
Guest1, Guest2, and Guest3

Valid for: b
30 minutes
60 minutes
24 hours
48 hours
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Users: v
Guest1 only
Guest2 only
Guest3 only
Guest1 and GuestZ only
Guest2 and Guest3 only
Guest1, GuestZ, and Guest3
Valid for: v

30 minutes
60 minutes
24 hours
48 hours

NEW QUESTION 184

- (Exam Topic 4)

Your network contains an on-prernises Active Directory Domain Services (AD DS) domain that syncs with Azure AD and contains the users shown in the following
table.
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Name

Organizational unit (OU) |

Bl -14

In Azure AD Connect. Domain/OU Filtering is configured as shown in the following exhibit.
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For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

The Leader of IT Certification

visit - https://www.certleader.com



CertLeaderm 100% Valid and Newest Version SC-300 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/SC-300-dumps.html (192 Q&AS)

Answer Area

Statements Yes No

e s 5

User1 can use self-service * asowora reset (SS5HR) 1o reset his password

f Userl accesses Microsoft exchange Onhing, he will be authenticated by an on-premises

domain controller

Userd can be added to a Microsoft SharePoint Online site as a member

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Statements Yes No
User! can use self-service password reset (SSPR) to reset his password el

f User! accesses Microsoft Exchange Online, he will be authenticatec by an on-premises |
gomain Controtler

Users can be added 10 a Microsoft Stareroinl Cnling Site as 4 membet | I

NEW QUESTION 188

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains an Azure AD enterprise application named App1.
A contractor uses the credentials of userl@outlook.com.

You need to ensure that you can provide the contractor with access to Appl. The contractor must be able to authenticate as userl@outlook.com.
What should you do?

A. Run the New-AzADUser cmdlet.
B. Configure the External collaboration settings.
C. Add a WS-Fed identity provider.
D. Create a guest user account in contoso.com.

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/b2b-quickstart-add-guest-usersportal

NEW QUESTION 193

- (Exam Topic 4)

Your on-premises network contains an Active Directory domain that uses Azure AD Connect to sync with an Azure AD tenant. You need to configure Azure AD
Connect to meet the following requirements:

* User sign-ins to Azure AD must be authenticated by an Active Directory domain controller.

« Active Directory domain users must be able to use Azure AD self-service password reset (SSPR). What should you use for each requirement? To answer, select
the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Authentication by the domain controller;  Federation wath Active Directory Federation Services (AD FS v

Federation with Active Directory Federation Services (AD FS)
Pass-through authenbcabion

Passweord hash synchromzaton

otoR: | 0. = - el I
.-.'.-"F: | Fassword hash synchronization bl
| i

4

Dievice wntéback

iaroup wnteback

Password wnteback
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Authentication by the doman controller:  Faderation wath Act ractory Federation Sanvices (AD FS v

A
el PR v iy BT et Tl

| Feceration wath Active Directory Federation Services (AD FS)
Pass-through authentication

Password hash synchronization

T T T T T [ P, S—a—— L
FaSSWOrd Nash A LAy

Device wnteback

{aroup wnteback

Password wteback

NEW QUESTION 197

- (Exam Topic 4
Y(ou have alz Az)ure Active Directory (Azure AD) tenant that has the default App registrations settings. The tenant contains the users shown in the following table.
Name Role
Admini Application administrator
Admin2 Application developer
Admin3 Cloud application administrator
User1 User

You purchase two cloud apps named Appl and App2. The global administrator registers Appl in Azure AD. You need to identify who can assign users to Appl,
and who can register App2 in Azure AD.
What should you identify? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Can assign users to App1: v
Admin1 only
Admin3 only
Admin1 and Admin3 only
Admin1, Admin2, and Admin3 only
Admini, Admin2, Admin3, and User1

Can register App2 in Azure AD: -
Admin1 only

Admin3 only

Admin1 and Admin3 only

Admin1, Admin2, and Admin3 only
Admini, Admin2, Admin3, and User1

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/add-application-portal-assign-users https://docs.microsoft.com/en-us/azure/active-
directory/develop/active-directory-how-applications-are-added

NEW QUESTION 199

- (Exam Topic 4)

You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.

Yon receive more than 100 email alerts each day for tailed Azure Al) user sign-in attempts. You need to ensure that a new security administrator receives the
alerts instead of you. Solution: From Azure monitor, you modify the action group.

Does this meet the goal?

A. Yes
B. No

Answer: B
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NEW QUESTION 200

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains a user named Userl.

You need to ensure that Userl can create new catalogs and add resources to the catalogs they own. What should you do?

A. From the Roles and administrators blade, modify the Service support administrator role.

B. From the identity Governance blade, modify the Entittlement management settings.

C. From the Identity Governance blade, modify the roles and administrators for the General catalog
D. From the Roles and administrators blade, modify the Groups administrator role.

Answer: B

NEW QUESTION 203

- (Exam Topic 4)

You have an Azure subscription.

You need to create two custom roles named Rolel and Role2. The solution must meet the following

requirements:

* Users that are assigned Rolel can create or delete instances of Azure Container Apps.

* Users that are assigned Role2 can enforce adaptive network hardening rules.

Which resource provider permissions are required for each role? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Rolel:

|*

MicrosoftApp

| Microsoft. Compute
Microsoft Management
Microsoft.Security

Role2: v
MicrosoftApp
Microsoft.Compute
Microsoft.Network
Microsoft.Security

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Role1: A
Microsoft Compute
! Microsoft Management
Microsoft.Security

Rolel: v
Microsoft.App
| MicrasoftNetwork
?._‘;11_'EI'C'_S'C"f_‘I‘SE"_I.CLir.IT'-,-' I

NEW QUESTION 204
- (Exam Topic 4)
You have a Microsoft 365 tenant.

The Sign-ins activity report shows that an external contractor signed in to the Exchange admin center. You need to review access to the Exchange admin center at

the end of each month and block sign-ins if required.
What should you create?

A. an access package that targets users outside your directory
B. an access package that targets users in your directory
C. a group-based access review that targets guest users
D. an application-based access review that targets guest users

Answer: C
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-overview
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NEW QUESTION 208

- (Exam Topic 4)

You have an on-premises datacenter that contains the hosts shown in the following table.
Name Description

Server Domain controller that runs Windows Server 2019

Server that runs Windows Server 2019 and has Azure AD

Connect deployed

Server that runs Windows Server 2019 and has a Microsoft

ASP.NET application named App1 installed

Server4 | Unassigned server that runs Windows Server 2019

Hardware firewall connected to the internet that blocks all traffic

unless explicitly allowed

You have an Azure Active Directory (Azure AD) tenant that syncs to the Active Directory forest. Multi-factor authentication (MFA) is enforced for Azure AD.

You need to ensure that you can publish Appl to Azure AD users.

What should you configure on Server and Firewall1? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Service to install on Serverd: v
Azure AD Application Proxy

The Azure AD Password Protection DC agent
The Azure AD Password Protection proxy senvice
Web Application Proxy in Windows Server

Server?

Server3

Firewall1

Rule to configure on Firewall1: v
Allow incoming HTTPS connections from Azure AD to Server4.
Allow incoming IPsec connections from Azure AD to Server4.
Allow outbound HTTPS connections from Server4 to Azure AD
Allow outbound IPsec connections from Server4 to Azure AD.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/application-proxy

NEW QUESTION 212

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains a user named Userl.

You need to ensure that Userl can create access reviews for Azure AD roles. The solution must use the principal of least privilege.
Which role should you assign to Userl?

A. Privileged role administrator

B. Identify Governance administrator
C. User administrator

D. User Access Administrate

Answer: B

NEW QUESTION 213

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com that has Azure AD ldentity Protection policies enforced.
You create an Azure Sentinel instance and configure the Azure Active Directory connector.

You need to ensure that Azure Sentinel can generate incidents based on the risk alerts raised by Azure AD Identity Protection.
What should you do first?

A. Add an Azure Sentinel data connector.

B. Configure the Notify settings in Azure AD Identity Protection.
C. Create an Azure Sentinel playbook.

D. Modify the Diagnostics settings in Azure AD.

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/connect-azure-ad-identity-protection

NEW QUESTION 218

- (Exam Topic 4)

You have a Microsoft 36S tenant.

You create a named location named HighRiskCountries that contains a list of high-risk countries.
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You need to limit the amount of time a user can stay authenticated when connecting from a high-risk country. What should you configure in a conditional access

policy? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.
Answer Arca

Configure HighRiskCountnes by using:

A cloud app or actwon
A condmion
& granit controd

. SN control

Conhgure Sign-an frecuency by using:

A cloud app or action
A condition

A grant conirol

A session control

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Graphical user interface, text, application Description automatically generated
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition https://docs.microsoft.com/en-us/azure/active-directory/conditional-

access/concept-conditional-access-session

NEW QUESTION 223
- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some guestion sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest.

You discover that when a user account is disabled in Active Directory, the disabled user can still authenticate to Azure AD for up to 30 minutes.
You need to ensure that when a user account is disabled in Active Directory, the user account is immediately prevented from authenticating to Azure AD.

Solution: You configure conditional access policies. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

NEW QUESTION 226
- (Exam Topic 4)
You have an Azure subscription that contains the key vaults shown in the following table.

On Junel, Admin4 performs the following actions:
* Deletes a certificate named Certificate! from Key Vaultl
* Deletes a secret named Secretl from KeyVault2

Name In resource Number of days to Purge protection
group retain deleted key
vaults
KeyVaultl RG1 15 Enabled
KeyVault2 RG1 10 Disabled
The subscription contains the users shown in the following table.
Name Role
Adminl Key Vault Administrator
Admin2 Key Vault Contributor
Admin3 Key Vault Certificates Officer
Admin4g Owner

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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Answer Area

Statements Yes No

Adminl can recover Secretl on June 7.
Admin2 can purge Certificatel on June 12.

Admin3 can purge Certificatel on June 14.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Statements Yes No

Adminl can recover Secretl on June 7.

Admin2 can purge Certificatel on June 12.

Admin3 can purge Certificate1 on June 14. D

NEW QUESTION 227

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel. You need to ensure that users can request access to Site.
the solution must meet the following requirements.

» Automatically approve requests from users based on their group membership.

» Automatically remove the access after 30 days What should you do?

A. Create a Conditional Access policy.

B. Create an access package.

C. Configure Role settings in Azure AD Privileged Identity Management.
D. Create a Microsoft Defender for Cloud Apps access policy.

Answer: B

NEW QUESTION 229

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Cloud Apps and Conditional Access policies. You need to block access to cloud apps
when a user is assessed as high risk.

Which type of policy should you create in the Microsoft Defender for Cloud Apps?

A. OAuth app policy

B. anomaly detection polio
C. access policy

D. activity policy

Answer: C

NEW QUESTION 232

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You need to Identity users who have leaked credentials. The solution must meet the following requirements:

* Identity sign-ms by users who are suspected of having leaked credentials.

* Flag the sign-ins as a high-risk event.

» Immediately enforce a control to mitigate the risk, while still allowing the user to access applications. What should you use? To answer, select the appropriate
options m the answer area.
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To classify leaked credentials as high-risk, use: -
Azure Active Directory (Azure AD) Identity Protection

Azure Active Directory (Azure AD) Privileged Identty Management (PIM)
identity Governance

Seff-senace password reset (S5PR)

To tngger remediation, use: -
Client apps not using Modern authentication
Dewice state

Sign-in risk

User location

User risk

To mitigate the risk, select: -
Apply app enforced resinctions

Block access

Gram access but require app protection policy
Grant access but require password change

A. Mastered
B. Not Mastered

Answer: A

Explanation:
To classify leaked credentials as high-risk, use hd

Azure Active | D|rm::unr (Azure AD) Fmﬂe-ged ldenm)rﬂmagemmt {F"H}
Identity Governance _
Self-sennce password reset (S5PR)

To ingger remediation, use; b
Client apps not using Modern authentic ation
Device siate

Sign-in risk

User location

[User nsk !

To mitigate the risk, select -
Apply app enforced restrictions

Block access

Grant access but require app protection policy

[ Grant access but require password change |

NEW QUESTION 237
- (Exam Topic 4)
You have an Azure Active Dlrectory (Azure AD) tenant that contalns a user named Userl and the groups shown in the following table.

REsIEEE e AT THTE N

In the tenant, you create the groups shown in the foIIowmg table.

i atadis WAV NN AT RIRNRRSRESRERTER R

—— e T I LR T
Which members can you add to GroupA and GroupB? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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GroupA: v
User1 only

User1 and Group1 only

User1, Group1, and Group2 only

User1, Group1, and Group4 only

User1, Group1, Group2, and Group3 only
User1, Group1, Group2, Group3, and Group4

GroupB: v
User1 only

User1 and Group4 only

User1, Group1, and Group4 only

User1, Group1, Group2, and Group4 only
User1, Group1, Group2, Group3, and Group4

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://bitsizedbytes.wordpress.com/2018/12/10/distribution-security-and-office-365-groups-nesting/

NEW QUESTION 238

- (Exam Topic 4)

You have a Microsoft 365 tenant.

Sometimes, users use external, third-party applications that require limited access to the Microsoft 365 data of the respective user. The users register the
applications in Azure Active Directory (Azure AD).

You need to receive an alert if a registered application gains read and write access to the users’ email. What should you do? To answer, select the appropriate
options in the answer area.

NOTE: Each correct selection is worth one point.

Tool to use: v

Azure AD Identity Protection
Identity Governance
Microsoft Cloud App Security
Microsoft Endpoint Manager

Policy type to create: v
App discavery
App protection
Conditional access
OAuth app
Sign-in risk
User risk

A. Mastered

B. Not Mastered
Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/cloud-app-security/app-permission-policy

NEW QUESTION 240

- (Exam Topic 4)
You have an Azure AD tenant named contoso.com that contains the resources shown in the following table. You create a user named Admin 1.
Name | Description

: .
AU Administrative ur
&

| [ i h_“."‘l e O3 L . ':-:-

| S il A — —ill — —

You need to ensure that Admin can enable Security defaults for contoso.com. What should you do first?
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A. Configure ldentity Governance.

B. Delete Packagel.

C. Delete CAPolicyl.

D. Assign Adminl the Authentication administrator role for Aul

Answer: D

Explanation:

To enable Security defaults for contoso.com, you should first sign in to the Azure portal as a security administrator, Conditional Access administrator, or global
administrator. Then, browse to Azure Active Directory > Properties and select Manage security defaults. Set the Enable security defaults toggle to Y select Save.
After that, you can assign Adminl the Identity Administrator role for Aul to enable them to manage security defaults for the tenant.
https://practical365.com/what-are-azure-ad-security-defaults-and-should-you-use-them/

NEW QUESTION 241

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains three users named Userl, User2, and User3. You need to configure the users as shown in the following
table.

User Configuration
User1 e User administrator role
e Device Administrators role

» Identity Governance Administrator
role

User2 + Records Managementrole

o Quarantine Administrator role group
User3 * Endpoint Securnty Manager role

¢ Intune Role Administrator role

Which portal should you use to configure each user? To answer, drag the appropriate portals to the correct users. Each portal may be used once, more than once,
or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Portals Answer Area

Azure Active Directory admin center
Exchange admin center | Usert
Microsoft 365 compliance center User2
Microsoft Endpoint Manager admin center,  User3

SharePoint admin center

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application Description automatically generated

NEW QUESTION 242

- (Exam Topic 4)

You have a Microsoft 365 tenant.

All users have computers that run Windows 10. Most computers are company-owned and joined to Azure Active Directory (Azure AD). Some computers are user-
owned and are only registered in Azure AD.

You need to prevent users who connect to Microsoft SharePoint Online on their user-owned computer from downloading or syncing files. Other users must NOT
be restricted.

Which policy type should you create?

A. a Microsoft Cloud App Security activity policy that has Microsoft Office 365 governance actions configured
B. an Azure AD conditional access policy that has session controls configured

C. an Azure AD conditional access policy that has client apps conditions configured

D. a Microsoft Cloud App Security app discovery policy that has governance actions configured

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/cloud-app-security/proxy-intro-aad
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NEW QUESTION 243

- (Exam Topic 4)

You have an Azure subscription.

From Entitlement management, you plan to create a catalog named Catalogl that will contain a custom extension.
What should you create first and what should you use to distribute Catalogl? To answer, select the appropriate
options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

First create: An AZure Automation account v

A managed account

An AZure logic app

Distribute Catalog1 by using:

|':'| -Il :Tkil!:l.l.l.‘.
An access package
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Areca
First creaté.  An Azure Automation account hd

A managed account

LCH T o

An Azure logic app

Distribute Catalog1 by using:

NEW QUESTION 246

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription. You create a user named Userl.

You need to ensure that Userl can update the status of identity Secure Score improvement actions. Solution: You assign the SharePoint Administrator role to
Userl

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 247

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest.

You discover that when a user account is disabled in Active Directory, the disabled user can still authenticate to Azure AD for up to 30 minutes.

You need to ensure that when a user account is disabled in Active Directory, the user account is immediately prevented from authenticating to Azure AD.
Solution: You configure pass-through authentication. Does this meet the goal?

A. Yes
B. No

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn
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NEW QUESTION 251

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains an administrative unit named Departmentl.
Departmentl has the users shown in the Users exhibit. (Click the Users tab.)

Dashboard > ContosoAzureAD > Departmentl Administrative Unit

& Departmentl Administrative Unit | Users (Preview)

.ontosofrurell - Arure Actve Directhory

4+ add member smove member ) Bulkoperations ~ () Refresh | =S Columns [E Preview features <0 Got feedback?

O This page includes previews available for your evaluation. View previews =3

£ Search users l 5 Add filters
2 users found
Mame T User principal name TL User type Directory synced
|:] . Userl Userl@m3565x629615.onmicrosaft.com Member NG
E] . User2 User2@m365x529615 onmicrosoft.com Member No

Departmentl has the groups shown in the Groups exhibit. (Click the Groups tab.)
Dashboard > ContosoAzureAD > Departmentl Administrative Unit

23 Departmentl Administrative Unit | Groups

ContosofzureAD - Azure Active Directory

" + Add (il Remove €) Refresh == Columns &Sl Preview features = ) Got feedback?
E_,-'-“ Search groups ]  '+'? Add filters J
Name Group Type Membership Type

D Group1 Security Assigned
D Group2 Security Assigned

Departmentl has the user administrator assignments shown in the Assignments exhibit. (Click the Assignments tab.)

Dashboard * ContosoAzureAD > Identity Govemnance * Privileged ldentity Management ContosofAzureAl
&, User Administrator | Assignments

Privileged Mdentity Managoment | Acure AD roles

4 Add assignments £33 Settings () Refresh 4 Expont 7 Got feedback?

Eligible assignments  Aclive assignments  Expired assignments

,'-3 éarch by member name of pnndipal name
Name Principal name Type Scope
User Administration

Adminl Adminl @m365E29615. onmicrosoft.con User Departmentl Administrative Unit (Administrative unit)

Admin2 Admm2@Em365x529615, onmicrosofl.com User Directory

The members of Group2 are shown in the Group2 exhibit. (Click the Group?2 tab.)
Dashboard > ContosoAzureAD > Groups GroupZ

S Group2 | Members

» + Addmembers & Remove () Refresh [ Bulkoperstions ~ | == Columns 55 Preview features <) Got feedback?

G This page includes previews available for your evaluation, View previews =3

Direct members

Name User type

D o User3 Member
E] @ User4 Member

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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Statements Yes No
Admin1 can reset the passwords of User3 and User4 O O
Admin1 can add User1 to Group 2 @ O
Admin 2 can reset the password of User1 O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/roles/administrative-units

NEW QUESTION 253

- (Exam Topic 4)

You create a new Microsoft 365 E5 tenant.

You need to ensure that when users connect to the Microsoft 365 portal from an anonymous IP address, they are prompted to use multi-factor authentication
(MFA).

What should you configure?

A. a sign-in risk policy
B. a user risk policy
C. an MFA registration policy

Answer: A
NEW QUESTION 258

- (Exam Topic 4)
Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the objects shown in the following table.

Name Type In organizational Description
unit (OU)

User1 User Ou1 User1 is a member of Group1

User2 User ou1 User2 is not a member of any
groups.

Group1 | Security group | QU2 User1 and Group2 are members
of Group1.

Group2 | Security group | OU1 Group2 is a member of Group1.

You install Azure AD Connect. You configure the Domain and OU filtering settings as shown in the Domain and OU Filtering exhibit. (Click the Domain and OU
Filtering tab.)

e Microsaft Azure Active Directory Connect

Domain and QU filtering

If wou change the OU-filtering configuration for a given directory, the next sync cycle will automatically
perform full import on the directony.

Tasks
Connected to Azure AD
Refresh OufDomain ﬂ

3yne Dhrectorny: | contosa.com w

Connect Directories ) Syne all domains and Ols

2 Syne selected domains and OUs

Domain/OU Fitering

Filtering | 4 [ contoso.com
I Builtin
Computers
Domain Controllers
ForeignSecuntyPrincipals
L Infrastructure
LostAndFound
Managed Service Accounts
¥ o
¥ ou2
Program Data
System
Users

Optional Features

Configure
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You configure the Filter users and devices settings as shown in the Filter Users and Devices exhibit. (Click the Filter Users and Devices tab.)

4I Micrasaft Axure Active Directory Connect

acy Filter users and devices

Connectad o Azura AD For a pilot deployment, specity a group containing your users and devices that will be synchronzied. Mested
groups aré not supported and will be ignared,
Sync

Connect Directories

Domain/OU Filtering ) Synchronize all users and devices

Optional Features FOREST GROUP

Configure contoso.com ICN=I.":chup 1,0U=0U2,0C = contoso,DC =com Resolve V)

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements Yes No

User1 syncs to Azure AD. O O
User2 syncs to Azure AD. @) O

GroupZ2 syncs to Azure AD O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, application Description automatically generated

Only direct members of Groupl are synced. Group2 will sync as it is a direct member of Groupl but the members of Group2 will not sync.
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-install-custom

NEW QUESTION 261

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel. You need to be notified if a user downloads more than 50
files in one minute from Sitel.

Which type of policy should you create in the Microsoft Defender for Cloud Apps portal?

A. session policy

B. anomaly detection policy
C. activity policy

D. file policy

Answer: C
NEW QUESTION 262

- (Exam Topic 4)
You create the Azure Active Directory (Azure AD) users shown in the following table.

— TLic TelreIT T r'." et T I|
hr et 1 Dewneel
|;m Enabled =~ - - Device2
User3 Enforced Device3

On February 1, 2021, you configure the multi-factor authentication (MFA) settings as shown in the following exhibit.
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"EII-FH- Ay :I-I’fhr'l‘!l‘ Ht:'l' H'mll.]!.r "'itﬂ' c..'l:rll""

" "Il l"T |

On February 26, 2021, what will the multi-factor auth status be for each user?

A)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 265
- (Exam Topic 4)
You configure Azure Active Directory (Azure AD) Password Protection as shown in the exhibit. (Click the Exhibit tab.)
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Custom smart lockout
Lockout threshold () 5

Lockout duration in seconds () | 3600

Custom banned passwords

Enforce custom list © EER— f— No

Contoso
Litware
Tailwind
Custom banned password list (0 | project
Zettabyte
MainStreet

Password protection for Windows Server Active Directory
Enable password protection on Windows Server Active Directory O '_ No

Mode ® (cnioes  JRNTTR

You are evaluating the following passwords:
> PrOjectlitw@re
> T@iwind

> COnt0s0
Which passwords will be blocked?

A. PrOjectlitw@re and T@ilwlnd only

B. CONnt0s0 only

C. COnt0s0, PrOjectlitw@re, and T@ilwlnd
D. COnt0s0 and T@ilwlnd only

E. CONnt0s0 and PrOjectlitw@re only

Answer: C

Explanation:
Reference:
https://blog.enablingtechcorp.com/azure-ad-password-protection-password-evaluation

NEW QUESTION 269

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.

All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when accessing Microsoft 365 services.

Some users report that they received an MFA prompt on their Microsoft Authenticator app without initiating a sign-in request.

You need to block the users automatically when they report an MFA request that they did not initiate. Solution: From the Azure portal, you configure the
Notifications settings for multi-factor authentication

(MFA).

Does this meet the goal?

A.Yes
B. No

Answer: B

Explanation:
You need to configure the fraud alert settings. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings

NEW QUESTION 274
- (Exam Topic 4)

You have an Azure AD tenant that contains the users shown in the following table.
Name | Member of Multi-factor authentication (MFA)

carl Farm Mez aklasd
Lsar | targ JP LasdiDied
Userd | Groupd Enforced

You have the locations shown in the following table.
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[ Name | Private address space | Public NAT address space |

The tenant contains a named location that Das the following configurations:

* Name: locationl

» Mark as trusted location: Enabled

* IPv4 range: 10.10.0.0/16

MFA has a trusted iPad dress range of 193.17.17.0/24.

You have a Conditional Access policy that has the following settings:

* Name: CAPolicyl

» Assignments

0 Users or workload identities: Group 1 o Cloud apps or actions: All cloud apps

* Conditions

* Locations All trusted locations

* Access controls

o Gant

» Grant access: Require multi-factor authentication

© Session: 0 controls selected

* Enable policy: On

For each of the following statements select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Arca

Statements Yes No

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements Yes MNo

NEW QUESTION 277

- (Exam Topic 4)

You have a Microsoft 365 tenant.

All users have mobile phones and laptops.

The users frequently work from remote locations that do not have Wi-Fi access or mobile phone connectivity. While working from the remote locations, the users
connect their laptop to a wired network that has internet access.

You plan to implement multi-factor authentication (MFA).

Which MFA authentication method can the users use from the remote location?

A. a notification through the Microsoft Authenticator app
B. email

C. security questions

D. a verification code from the Microsoft Authenticator app

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-authenticator-app
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NEW QUESTION 279
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