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NEW QUESTION 1
A Linux administrator intends to start using KVM on a Linux server. Which of the following commands will allow the administrator to load the KVM module as well
as any related dependencies?

A. modprobe kvm
B. insmod kvm
C. depmod kvm
D. hotplug kvm

Answer: A

Explanation:

This command will load the KVM module as well as any related dependencies, such as kvme-intel or kvm-amd, depending on the processor type. The modprobe
command is a Linux utility that reads the /etc/modules.conf file and adds or removes modules from the kernel. It also resolves any dependencies between
modules, so that they are loaded in the correct order.

The other options are incorrect because:

* B. insmod kvm

This command will only load the KVM module, but not any related dependencies. The insmod command is a low-level Linux utility that inserts a single module into
the kernel. It does not resolve any dependencies between modules, so they have to be loaded manually.

* C. depmod kvm

This command will not load the KVM module at all, but only create a list of module dependencies for modprobe to use. The depmod command is a Linux utility that
scans the installed modules and generates a file called modules.dep that contains dependency information for each module.

* D. hotplug kvm

This command is invalid and does not exist. The hotplug mechanism is a feature of the Linux kernel that allows devices to be added or removed while the system
is running. It does not have anything to do with loading modules.

NEW QUESTION 2
A systems administrator wants to back up the directory /data and all its contents to /backup/data on a remote server named remote. Which of the following
commands will achieve the desired effect?

A. scp -p /data remote:/backup/data
B. ssh -i /[remote:/backup/ /data

C. rsync -a /data remote:/backup/
D. cp -r /data /remote/backup/

Answer: C

Explanation:

The command that will back up the directory /data and all its contents to /backup/data on a remote server named remote is rsync -a /data remote:/backup/. This
command uses the rsync tool, which is a remote and local file synchronization tool. It uses an algorithm to minimize the amount of data copied by only moving the
portions of files that have changed. The -a option stands for archive mode, which preserves the permissions, ownership, timestamps, and symbolic links of the
files. The /data argument specifies the source directory to be backed up, and the remote:/backup/ argument specifies the destination directory on the remote
server. The rsync tool will create a subdirectory named data under /backup/ on the remote server, and copy all the files and subdirectories from /data on the local
server.

The other options are not correct commands for backing up a directory to a remote server. The scp -p /data remote:/backup/data command will copy the /data
directory as a file named data under /backup/ on the remote server, not as a subdirectory with its contents. The -p option preserves the permissions and
timestamps of the file, but not the ownership or symbolic links. The ssh -i /remote:/backup/ /data command will try to use /remote:/backup/ as an identity file for
SSH authentication, which is not valid. The cp -r

/data /remote/backup/ command will try to copy the /data directory to a local directory named /remote/backup/, not to a remote server. References: CompTIA
Linux+ (XK0-005) Certification Study Guide, Chapter 18: Automating Tasks; rsync(1) - Linux manual page

NEW QUESTION 3
A systems administrator received a notification that a system is performing slowly. When running the top command, the systems administrator can see the
following values:

%¥Cpu(s): 2.7 us, 1.9 sy, 0.0 ni, 0.4 id, 95 wa, 0.0 hi, 0.0 si 0.0 st
Which of the following commands will the administrator most likely run NEXT?

A. vmstat
B. strace
C. htop
D. Isof

Answer: A

Explanation:

The command vmstat will most likely be run next by the administrator to troubleshoot the system performance. The vmstat command is a tool for reporting virtual
memory statistics on Linux systems. The command shows information about processes, memory, paging, block IO, interrupts, and CPU activity. The command can
help the administrator identify the source of the performance issue, such as high CPU usage, low free memory, excessive swapping, or disk 1O bottlenecks. The
command can also be used with an interval and a count to display the statistics repeatedly over time and observe the changes. The command vmstat will provide
useful information for diagnosing the system performance and finding the root cause of the issue. This is the most likely command to run next after the top
command. The other options are incorrect because they either do not show the virtual memory statistics (strace or Isof) or do not provide more information than the
top command (htop). References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 14: Managing Processes and Scheduling Tasks, page 425.

NEW QUESTION 4
A user reported issues when trying to log in to a Linux server. The following outputs were received:
Given the outputs above. which of the following is the reason the user is una-ble to log in to the server?
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A. Userl needs to set a long password.
B. Userl is in the incorrect group.

C. The userl shell assignment incorrect.
D. The userl password is expired.

Answer: D

Explanation:

The userl password is expired. This can be inferred from the output of the chage -l userl command, which shows the password expiration information for userl.
The output shows that the password expired on 2020-10-01, and the account expired on 2020-10-08. This means that userl cannot log in to the server unless the
password and account are reactivated by the system administrator.

The other options are not correct based on the outputs above. Userl does not need to set a long password, because the output of the passwd -S userl command
shows that the password has a minimum length of 5 characters, which is met by userl’s password. Userl is not in the incorrect group, because the output of the
groups userl command shows that userl belongs to the app group, which is presumably the correct group for accessing the server. The userl shell assignment is
not incorrect, because the output of the grep userl

/etc/passwd command shows that userl has /bin/bash as the default shell, which is a valid and common shell for Linux users.

NEW QUESTION 5
A Linux administrator is tasked with creating resources using containerization. When deciding how to create this type of deployment, the administrator identifies

some key features, including portability, high availability, and scalability in production. Which of the following should the Linux administrator choose for the new
design?

A. Docker

B. On-premises systems
C. Cloud-based systems
D. Kubernetes

Answer: D

Explanation:

The Linux administrator should choose Kubernetes for the new design that requires portability, high availability, and scalability in production using
containerization. Kubernetes is an open-source platform that automates the deployment, scaling, and management of containerized applications across clusters of
nodes. Kubernetes provides features such as service discovery, load balancing, storage orchestration, self-healing, secret and configuration management, and
batch execution. Kubernetes also supports multiple container runtimes, such as Docker, containerd, and CRI-O, making it portable across different platforms and
clouds. References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 18: Automating Tasks; What is Kubernetes? | Kubernetes

NEW QUESTION 6
A Linux administrator is troubleshooting a memory-related issue. Based on the output of the commands:

5 vmstat -s --unit M
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USER PID ¥CPU sMEM VSZ RS TTY STAT START TIME COMMAND
user B321 2.8 40.5 3224B4& 371687 7 SN 16:49 2:09 /home/user/script.sh

Which of the following commands would address the issue?

A. top -p 8321

B. kill -9 8321

C. renice -10 8321
D. free 8321

Answer: B

Explanation:

The command that would address the memory-related issue is kill -9 8321. This command will send a SIGKILL signal to the process with the PID 8321, which is
the mysqld process that is using 99.7% of the available memory according to the top output. The SIGKILL signal will terminate the process immediately and free
up the memory it was using. However, this command should be used with caution as it may cause data loss or corruption if the process was performing some
critical operations.

The other options are not correct commands for addressing the memory-related issue. The top -p 8321 command will only display information about the process
with the PID 8321, but will not Kill it or reduce its memory usage. The renice -10 8321 command will change the priority (niceness) of the process with the PID 8321
to -10, which means it will have a higher scheduling priority, but this will not affect its memory consumption. The free 8321 command is invalid because free does
not take a PID as an argument; free only displays information about the total, used, and free memory in the system. References: How to troubleshoot Linux server
memory issues; kill(1) - Linux manual page

NEW QUESTION 7

A systems administrator is tasked with setting up key-based SSH authentication. In which of the following locations should the administrator place the public keys
for the server?
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A. ~/.sshd/authkeys

B. ~/.ssh/keys

C. ~/.ssh/authorized_keys
D. ~/.ssh/keyauth
Answer: C

Explanation:

The administrator should place the public keys for the server in the ~/.ssh/authorized_keys file. The SSH (Secure Shell) protocol is a method for establishing
secure and encrypted connections between remote systems. The SSH protocol supports two types of authentication: password-based and key-based. Password-
based authentication requires the user to enter the password of the remote system every time they connect. Key-based authentication requires the user to
generate a pair of cryptographic keys: a public key and a private key. The public key is stored on the remote system, while the private key is kept on the local
system. The public key and the private key are mathematically related, but not identical. The SSH protocol uses the keys to verify the identity of the user and
establish a secure connection without requiring a password. The ~/.ssh/authorized_keys file is a file that contains the public keys of the users who are allowed to
connect to the remote system using key-based authentication. The administrator should place the public keys for the server in this file, one per line, and set the
appropriate permissions for the file. The administrator should also configure the SSH server to enable key-based authentication by editing the /etc/ssh/sshd_config
file and setting the option PasswordAuthentication to no. The administrator should place the public keys for the server in the ~/.ssh/authorized_keys file. This is the
correct answer to the question. The other options are incorrect because they are not the standard locations for the public keys

for the server (~/.sshd/authkeys, ~/.ssh/keys, or ~/.ssh/keyauth). References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 17: Implementing
Basic Security, page 513.

NEW QUESTION 8
A cloud engineer is installing packages during VM provisioning. Which of the following should the engineer use to accomplish this task?

A. Cloud-init
B. Bash

C. Docker
D. Sidecar

Answer: A

Explanation:

The cloud engineer should use cloud-init to install packages during VM provisioning. Cloud-init is a tool that allows the customization of cloud instances at boot
time. Cloud-init can perform various tasks, such as setting the hostname, creating users, installing packages, configuring network, and running scripts. Cloud-init
can work with different cloud platforms and Linux distributions. This is the correct tool to accomplish the task. The other options are incorrect because they are
either not suitable for cloud provisioning (Bash or Docker) or not a tool but a design pattern (Sidecar). References: CompTIA Linux+ (XK0-005) Certification Study
Guide, Chapter 19: Managing Cloud and Virtualization Technologies, page 563.

NEW QUESTION 9
A user generated a pair of private-public keys on a workstation. Which of the following commands will allow the user to upload the public key to a remote server
and enable passwordless login?

A. scp ~/.sshfid_rsa user@server:~/
B. rsync ~ /.ssh/ user@server:~/

C. ssh-add user server

D. ssh-copy-id user@server

Answer: D

Explanation:

The command ssh-copy-id user@server will allow the user to upload the public key to a remote server and enable passwordless login. The ssh-copy-id command
is a tool for copying the public key to a remote server and appending it to the authorized_keys file, which is used for public key authentication. The command will
also set the appropriate permissions on the remote server to ensure the security of the key. The command ssh-copy-id user@server will copy the public key of the
user to the server and allow the user to log in without a password. This is the correct command to use for this task. The other options are incorrect because they
either do not copy the public key (scp, rsync, or ssh-add) or do not use the correct syntax (scp ~/.ssh/id_rsa user@server:~/ instead of scp ~/.ssh/id_rsa.pub
user@server:~/ or rsync ~ /.ssh/ user@server:~/ instead of rsync ~/.ssh/id_rsa.pub user@server:~/). References: CompTIA Linux+ (XK0-005) Certification Study
Guide, Chapter 13: Managing Network Services, page 410.

NEW QUESTION 10
A Linux systems administrator needs to copy files and directories from Server A to Server

A. Which of the following commands can be used for this purpose? (Select TWO)
B. rsyslog

C.cp

D. rsync

E. reposync

F. scp

G. ssh

Answer: CE

Explanation:

The rsync and scp commands can be used to copy files and directories from Server A to Server B. Both commands can use SSH as a secure protocol to transfer
data over the network. The rsync command can synchronize files and directories between two locations, using various options to control the copying behavior. The
scp command can copy files and directories between two hosts, using similar syntax as cp. The rsyslog command is used to manage system logging, not file
copying. The cp command is used to copy files and directories within a single host, not between two hosts. The reposync command is used to synchronize a
remote yum repository to a local directory, not copy files and directories between two hosts. References: CompTIA Linux+ (XK0-005) Certification Study Guide,
Chapter 13: Networking Fundamentals, pages 440-441.
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NEW QUESTION 10

A Linux systems administrator is troubleshooting an I/O latency on a single CPU server. The administrator runs a top command and receives the following output:
%Cpu(s): 0.2 us, 33.1 sy, 0.0 ni, 0.0 id, 52.4 wa, 0.0 hi, 0.2 si, 0.0 st

Which of the following is correct based on the output received from the exe-cuted command?

A. The server's CPU is taking too long to process users' requests.

B. The server's CPU shows a high idle-time value.

C. The server's CPU is spending too much time waiting for data inputs.

D. The server's CPU value for the time spent on system processes is low.

Answer: C

Explanation:

The server’'s CPU is spending too much time waiting for data inputs. This can be inferred from the output of the top command, which shows the percentage of
CPU time spent in different states. The wa state stands for wait, and it indicates that the CPU is idle while waiting for an 1/0 operation to complete. In this case, the
wa state is 52.4%, which means that more than half of the CPU time is wasted on waiting for data inputs. This can cause a high I/O latency and affect the
performance of the server.

The other options are not correct based on the output received from the executed command. The server's CPU is not taking too long to process users’ requests,
because the us state, which stands for user, is only 0.2%, which means that the CPU is barely used by user processes. The server's CPU does not show a high
idle-time value, because the id state, which stands for idle, is 0.0%, which means that the CPU is not idle at all. The server's CPU value for the time spent on
system processes is not low, because the sy state, which stands for system, is 33.1%, which means that the CPU is heavily used by system processes.
References: How to Use the Linux top Command (and Understand Its Output); [Understanding Linux CPU Load - when should you be worried?]

NEW QUESTION 11
A User on a Linux workstation needs to remotely start an application on a Linux server and then forward the graphical display of that application back to the Linux
workstation. Which of the following would enable the user to perform this action?

A. ssh -X user@server application
B. ssh -y user@server application
C. ssh user@server application

D. ssh -D user@server application

Answer: A

Explanation:

The ssh -X option enables X11 forwarding, which allows the user to run graphical applications on the remote server and display them on the local workstation. The
user needs to specify the username, the server address, and the application name after the ssh -X command. The remote server also needs to have
X11Forwarding enabled and xauth installed for this to work. References:

? The web search result 8 explains how to run a GUI application through SSH by configuring both the SSH client and server.

? The web search result 6 provides a detailed answer on how to forward X over SSH to run graphics applications remotely, with examples and troubleshooting tips.
? The CompTIA Linux+ Certification Exam Objectives mention that the candidate should be able to “use SSH for remote access and management” as part of the
System Operation and Maintenance domainl.

NEW QUESTION 14
A cloud engineer needs to change the secure remote login port from 22 to 49000. Which of the following files should the engineer modify to change the port
number to the desired value?

A. /etc/host.conf

B. /etc/hosthame

C. /etc/services

D. /etc/ssh/sshd_config

Answer: D

Explanation:

The file /etc/ssh/sshd_config contains the configuration settings for the SSH daemon, which handles the secure remote login. To change the port number, the
engineer should edit this file and modify the line that says Port 22 to Port 49000. The other files are not related to the SSH service. References: CompTIA Linux+
(XK0-005) Certification Study Guide, Chapter 13: Managing Network Services, page 411.

NEW QUESTION 19
An engineer needs to insert a character at the end of the current line in the vi text editor. Which of the following will allow the engineer to complete this task?

moow»
i

Answer: D

Explanation:

The vi text editor is a popular and powerful tool for editing text files on Linux systems. The vi editor has two modes: command mode and insert mode. In command
mode, the user can issue commands to manipulate the text, such as moving the cursor, deleting, copying, pasting, searching, replacing, and saving. In insert
mode, the user can type text into the file. To switch from command mode to insert mode, the user can press various keys, such as i, a, o, I, A, or O. To switch from
insert mode to command mode, the user can press the Esc key.

To insert a character at the end of the current line in the vi editor, the user can press the A key in command mode. This will move the cursor to the end of the line
and switch to insert mode. Then, the user can type the desired character and press Esc to return to command mode. The statement D is correct.

The statements A, B, C, and E are incorrect because they do not perform the desired task. The p key in command mode will paste the previously copied or deleted
text after the cursor. The r key in command mode will replace the character under the cursor with another character. The bb key in command mode will move the
cursor back two words. The i key in command mode will switch to insert mode before the cursor. References: [How to Use vi Text Editor in Linux]
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NEW QUESTION 24
A systems administrator wants to delete app . conf from a Git repository. Which of the following commands will delete the file?

A. gittag ap

B. conf

C. git commit app . conf
D. git checkout app . conf
E. gitrm ap

F. conf

Answer: D

Explanation:

To delete a file from a Git repository, the administrator can use the command git rm app.conf (D). This will remove the file “app.conf’ from the working directory
and stage it for deletion from the repository. The administrator can then commit the change with git commit -m "Delete app.conf" to finalize the deletion. The other
commands will not delete the file, but either tag, commit, or checkout the file. References:

? [CompTIA Linux+ Study Guide], Chapter 10: Working with Git, Section: Deleting Files with Git

? [How to Delete Files from Git]

NEW QUESTION 27
A Linux systems administrator receives reports from various users that an application hosted on a server has stopped responding at similar times for several days
in a row. The administrator logs in to the system and obtains the following output:

Output 1:
[Tee ALg Gi3€:42 2020] OOM: KiIll process 43807 (java) scose 248 of macsifice child
[Tue Aug 31 Ze:de:d2 Z021) killed process 43805 (java)l wozal-vm: 444€352ZkB, anon-zaa: 4053140kB, file-zsa: c8kE
Output 2:
Linux E..'_-'.-,Z'-l.'_-}.'_l.'_.:f.&'-".'_r'-é £l (nostname) =1/ uB720L7 _:-:':'r.'_E-':_ (4 CPFU)
Ie:00:61 b CBU Fuser Fnice bsysTam Eiowailr Esteal Fidle
o100l BM all i .0 « 5 11 3.0 .40
18:20:01 BM all ci.34 3 i R B i . e85 .67
6130101 BM gLl 25.45% T 1 I3.80 J i 62.82
Output 3:
3 free -m
1 o - % EE S~ g - B e |

total used free shared puff/cache available
Mem: 18704 1502¢ 174 2 61lS 183
Swap . i i

Which of the following should the administrator do to provide the BEST solution for the reported issue?

A. Configure memory allocation policies during business hours and prevent the Java process from going into a zombie state while the server is idle.

B. Configure a different nice value for the Java process to allow for more users and prevent the Java process from restarting during business hours.

C. Configure more CPU cores to allow for the server to allocate more processing and prevent the Java process from consuming all of the available resources.
D. Configure the swap space to allow for spikes in usage during peak hours and prevent the Java process from stopping due to a lack of memory.

Answer: D

Explanation:

Based on the output of the image sent by the user, the system requires more swap space to allow for spikes in usage during peak hours and prevent the Java
process from stopping due to a lack of memory. The output shows that there is only 0 MB of swap space available on the system, which means that there is no
room for swapping out memory pages when physical memory is full or low. The output also shows that there is only 793 MB of available memory on the system,
which may not be enough to handle high- demand applications such as Java. This may cause Java to stop working due to insufficient memory or trigger an
OutOfMemoryError exception. Configuring more swap space on the system would help to alleviate this issue by providing more virtual memory for applications and
improving performance. Configuring memory allocation policies during business hours will not help to solve this issue, as it will not increase the amount of available
memory or swap space on the system. Configuring a different nice value for Java process will not help to solve this issue, as it will only affect its scheduling
priority, not its memory consumption or allocation. Configuring more CPU cores will not help to solve this issue, as it will only increase processing power, not
memory capacity or availability. References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 15: Managing Memory and Process Execution, page
468.

NEW QUESTION 32
A developer needs to launch an Nginx image container, name it Web001, and ex-pose port 8080 externally while mapping to port 80 inside the container. Which of
the following commands will accomplish this task?

A. docker exec —it -p 8080: 80 ——name Web001 nginx
B. docker load -it -p 8080:80 ——name Web001 nginx
C. docker run -it -P 8080:80 ——name Web001 nginx

D. docker pull -it -p 8080:80 —name Web00I nginx

Answer: C

Explanation:

To launch an Nginx image container, name it Web001, and expose port 8080 externally while mapping to port 80 inside the container, the administrator can use
the command docker run -it -p 8080:80 --name Web001 nginx ©. This will create and start a new container from the Nginx image, assign it a name of Web001, and
map port 8080 on the host to port 80 on the container. The other commands are not valid or do not meet the requirements. References:

? [CompTIA Linux+ Study Guide], Chapter 11: Working with Containers, Section: Running Containers with Docker

? [How to Run Docker Containers]
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NEW QUESTION 35

Users have been unable to save documents to /home/tmp/temp and have been receiving the following error:

Path not found

A junior technician checks the locations and sees that /home/tmp/tempa was accidentally created instead of /home/tmp/temp. Which of the following commands
should the technician use to fix this issue?

A. cp /home/tmp/tempa /home/tmp/temp
B. mv /home/tmp/tempa /home/tmp/temp
C. cd /temp/tmp/tempa
D. Is /home/tmp/tempa

Answer: B

Explanation:

The mv /home/tmp/tempa /home/tmp/temp command will fix the issue of the misnamed directory. This command will rename the directory /home/tmp/tempa to
/home/tmp/temp, which is the expected path for users to save their documents. The cp /home/tmp/tempa /home/tmp/temp command will not fix the issue, as it will
copy the contents of /Thome/tmp/tempa to a new file named /home/tmp/temp, not a directory. The cd /temp/tmp/tempa command will not fix the issue, as it will
change the current working directory to /temp/tmp/tempa, which does not exist. The Is /home/tmp/tempa command will not fix the issue, as it will list the contents of
/home/tmp/tempa, not rename it. References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 12: Managing Files and Directories, page 413.

NEW QUESTION 38
A Linux systems administrator is configuring a new filesystem that needs the capability to be mounted persistently across reboots. Which of the following
commands will accomplish this task? (Choose two.)

A. df -h /data

B. mkfs.ext4 /dev/sdcl

C. fsck /dev/sdcl

D. fdisk -l /dev/sdc1

E. echo "/data /dev/sdcl ext4 defaults 0 0" >> /etc/fstab
F. echo "/dev/sdcl /data ext4 defaults 0 0" >> /etc/fstab

Answer: BF

Explanation:

"modify the /etc/fstab text file to automatically mount the new partition by opening it in an editor and adding the following line:

/dev/ xxx 1 /data ext4 defaults 1 2

where xxx is the device name of the storage device"

https://learning.oreilly.com/library/view/mastering-linux-system/9781119794455/b01.xhtml To configure a new filesystem that needs the capability to be mounted
persistently across reboots, two commands are needed: mkfs.ext4 /dev/sdcl and echo “/dev/sdcl /data ext4 defaults 0 0” >> /etc/fstab. The first command
creates an ext4 filesystem on the device /dev/sdcl, which is the partition that will be used for the new filesystem. The second command appends a line to the
[etc/fstab file, which is the configuration file that controls persistent mount points of filesystems. The line specifies the device name, the mount point (/data), the
filesystem type (ext4), the mount options (defaults), and the dump and pass values (0 0). The other commands are incorrect because they either do not create or
configure a filesystem, or they have wrong syntax or arguments. References: CompTIA Linux+ Study Guide, Fourth Edition, page 409-410, 414-415.

NEW QUESTION 40
A Linux administrator needs to create an image named sda.img from the sda disk and store it in the /tmp directory. Which of the following commands should be
used to accomplish this task?

A. dd of=/dev/sda if=/tmp/sda.img
B. dd if=/dev/sda of=/tmp/sda.img
C. dd --if=/dev/sda --of=/tmp/sda.img
D. dd --of=/dev/sda --if=/tmp/sda.img

Answer: B

Explanation:

The command dd if=/dev/sda of=/tmp/sda.img should be used to create an image named sda.img from the sda disk and store it in the /tmp directory. The dd
command is a tool for copying and converting data on Linux systems. The if option specifies the input file or device, in this case /dev/sda, which is the disk device.
The of option specifies the output file or device, in this case /tmp/sda.img, which is the image file. The command dd if=/dev/sda of=/tmp/sda.img will copy the entire
disk data from /dev/sda to /tmp/sda.img and create an image file. This is the correct command to use to accomplish the task. The other options are incorrect
because they either use the wrong options (--if or --of instead of if or of) or swap the input and output (dd of=/dev/sda if=/tmp/sda.img or dd --of=/dev/sda
--if=tmp/sda.img). References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 10: Managing Storage, page 323.

NEW QUESTION 42
Which of the following is the best tool for dynamic tuning of kernel parameters?

A. tuned

B. tune2fs

C. tuned-adm
D. turbostat

Answer: A

Explanation:

The tuned application is the best tool for dynamic tuning of kernel parameters, as it monitors the system and optimizes the performance under different workloads.
It provides a number of predefined profiles for typical use cases, such as power saving, low latency, high throughput, virtual machine performance, and so on. It
also allows users to create, modify, and delete profiles, and to switch between them on the fly. The tuned application uses the sysctl command and the
configuration files in the /etc/sysctl.d/ directory to adjust the kernel parameters at runtime.

References

? Chapter 2. Getting started with TuneD - Red Hat Customer Portal, paragraph 1
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? Kernel tuning with sysctl - Linux.com, paragraph 1

NEW QUESTION 46
A systems administrator is enabling LUKS on a USB storage device with an ext4 filesystem format. The administrator runs dmesg and notices the following output:

ed 000" o [

EXT4d-fs (sdcl
EXT4-f |

5 (s dcl

= =

Given this scenario, which of the following should the administrator perform to meet these requirements? (Select three).

A. gpg /dev/sdcl

B. pvcreate /dev/sdc

C. mkfs . ext4 /devimapper/LUKSCJO001 - L ENCRYPTED
D. umount / dev/ sdc

E. fdisk /dev/sdc

F. mkfs . vfat /dev/imapper/LUKS0001 — L ENCRYPTED
G. wipefs —a/dev/sdbl

H. cryptsetup luksFormat /dev/ sdcl

Answer: CDH

Explanation:

To enable LUKS on a USB storage device with an ext4 filesystem format, the administrator needs to perform the following steps:
? Unmount the device if it is mounted using umount /dev/sdc (D)

? Create a partition table on the device using fdisk /dev/sdc (E)

? Format the partition with LUKS encryption using cryptsetup luksFormat /dev/sdcl (H)

? Open the encrypted partition using cryptsetup luksOpen /dev/sdcl LUKS0001

? Create an ext4 filesystem on the encrypted partition using mkfs.ext4 /dev/imapper/LUKS0001 ©

? Mount the encrypted partition using mount /dev/mapper/LUKS0001 /mnt References:

? [CompTIA Linux+ Study Guide], Chapter 9: Securing Linux, Section: Encrypting Disks

? [How to Encrypt USB Drive on Ubuntu 18.04]

NEW QUESTION 48
Which of the following actions are considered good security practices when hardening a Linux server? (Select two).

A. Renaming the root account to something else

B. Removing unnecessary packages

C. Changing the default shell to /bin/csh

D. Disabling public key authentication

E. Disabling the SSH root login possibility

F. Changing the permissions on the root filesystem to 600

Answer: BE

Explanation:

Some good security practices when hardening a Linux server are:

? Removing unnecessary packages (B) to reduce the attack surface and eliminate potential vulnerabilities

? Disabling the SSH root login possibility (E) to prevent unauthorized access and brute-force attacks on the root account References:
? [CompTIA Linux+ Study Guide], Chapter 9: Securing Linux, Section: Hardening Linux

? [How to Harden Your Linux Server]

NEW QUESTION 52
An administrator needs to make some changes in the laC declaration templates. Which of the following commands would maintain version control?

A. git clone https://github.com/comptia/linux+-.git git push origin

B. git clone https://github.com/comptia/linux+-.qgit git fetch New-Branch

C. git clone https://github.com/comptia/linux+-.git git status

D. git clone https://github.com/comptia/linuxt+-.git git checkout -b <new-branch>

Answer: D

Explanation:

The command that will maintain version control while making some changes in the IaC declaration templates is git checkout -b <new-branch>. This command
uses the git tool, which is a distributed version control system that tracks changes in source code and enables collaboration among developers. The checkout
option switches to a different branch in the git repository, where a branch is a pointer to a specific commit in the history. The -b option creates a new branch with
the given name, and switches to it. This way, the administrator can make changes in the new branch without affecting the main branch, and later merge them if
needed.

The other options are not correct commands for maintaining version control while making some changes in the l1aC declaration templates. The git clone
https://github.com/comptia/linux+.git command will clone an existing repository from a remote URL to a local directory, but it will not create a new branch for
making changes. The git push origin command will push the local changes to a remote repository named origin, but it will not create a new branch for making
changes. The git fetch New-Branch command will fetch updates from a remote branch named New-Branch, but it will not create a new branch for making changes.
References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 19: Managing Source Code; Git - Basic Branching and Merging

NEW QUESTION 56
A Linux administrator found many containers in an exited state. Which of the following commands will allow the administrator to clean up the containers in an
exited state?

A. docker rm -- all
B. docker rm $ (docker ps -aq)
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C. docker images prune *
D. docker rm -- state exited

Answer: B

Explanation:

This command will remove all containers, regardless of their state, by passing the IDs of all containers to the docker rm command. The docker ps -ag command
will list the IDs of all containers, including the ones in an exited state, and the $ () syntax will substitute the output of the command as an argument for the docker
rm command. This is a quick and easy way to clean up all containers, but it may also remove containers that are still needed or running.

References

? docker rm | Docker Docs - Docker Documentation, section “Remove all containers”

? Docker Remove Exited Containers | Easy methods. - Bobcares, section “For removing all exited containers”

NEW QUESTION 58

A systems administrator checked out the code from the repository, created a new branch, made changes to the code, and then updated the main branch. The
systems administrator wants to ensure that the Terraform state files do not appear in the main branch. Which of following should the administrator use to meet this
requirement?

A. clone

B. gitxgnore
C. get

D. .ssh

Answer: B

Explanation:

To prevent certain files from being tracked by Git, the administrator can use a .gitignore file (B) in the repository. The .gitignore file can specify patterns of files or
directories that Git should ignore. This way, the Terraform state files will not appear in the main branch or any other branch. The other commands are not related to
this requirement. References:

? [CompTIA Linux+ Study Guide], Chapter 10: Working with Git, Section: Ignoring Files with .gitignore

? [How to Use .gitignore File]

NEW QUESTION 60
A systems administrator is receiving tickets from users who cannot reach the application app that should be listening on port 9443/tcp on a Linux server.
To troubleshoot the issue, the systems administrator runs netstat and receives the following output:

# netstat -anp | grep appd | grep -w LISTEN
tcp 0 0 127.0.0.1:9443 0.0.0.0:* LISTEN 1234/appd

Based on the information above, which of the following is causing the issue?

A. The IP address 0.0.0.0 is not valid.

B. The application is listening on the loopback interface.
C. The application is listening on port 1234.

D. The application is not running.

Answer: B

Explanation:

The server is in a "Listen" state on port 9943 using its loopback address. The "1234" is a process-id

The cause of the issue is that the application is listening on the loopback interface. The loopback interface is a virtual network interface that is used for internal
communication within the system. The loopback interface has the IP address 127.0.0.1, which is also known as localhost. The netstat output shows that the
application is listening on port 9443 using the IP address 127.0.0.1. This means that the application can only accept connections from the same system, not from
other systems on the network. This can prevent the users from reaching the application and cause the issue. The administrator should configure the application to
listen on the IP address 0.0.0.0, which means all available interfaces, or on the specific IP address of the system that is reachable from the network. This will allow
the application to accept connections from other systems and resolve the issue. The cause of the issue is that the application is listening on the loopback interface.
This is the correct answer to the question. The other options are incorrect because they are not supported by the outputs. The IP address 0.0.0.0 is valid and
means all interfaces, the application is not listening on port 1234, and the application is running as shown by the process ID 1234. References: CompTIA Linux+
(XK0-005) Certification Study Guide, Chapter 12: Managing Network Connections, page 383.

NEW QUESTION 64
An administrator is trying to diagnose a performance issue and is reviewing the following output:

avg-cpu: %user %nice %system %iowait %steal %idle

2.00 0.00 3.00 3d.00 0,00 03.00
Device tps kB_read/s KkB_wrtn/s kB_read kB_wrtn
adb 345.00 0.02 0.04 4739073123 23849523
sdbl 345.00 32102.03 12203.01 47359073123 23849523

System Properties: CPU: 4 vCPU

Memory: 40GB

Disk maximum IOPS: 690

Disk maximum throughput: 44Mbps | 44000Kbps

Based on the above output, which of the following BEST describes the root cause?
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A. The system has reached its maximum IOPS, causing the system to be slow.

B. The system has reached its maximum permitted throughput, therefore iowait is increasing.
C. The system is mostly idle, therefore the iowait is high.

D. The system has a partitioned disk, which causes the IOPS to be doubled.

Answer: B

Explanation:

The system has reached its maximum permitted throughput, therefore iowait

is increasing. The output of iostat -x shows that the device sda has an average throughput of 44.01 MB/s, which is equal to the disk maximum throughput of 44
Mbps. The output also shows that the device sda has an average iowait of 99.99%, which means that the CPU is waiting for the disk to complete the I/O requests.
This indicates that the disk is the bottleneck and the system is slow due to the high iowait. The other options are incorrect because they are not supported by the
outputs. The system has not reached its maximum IOPS, as the device sda has an average IOPS of 563.50, which is lower than the disk maximum IOPS of 690.
The system is not mostly idle, as the output of top shows that the CPU is 100% busy. The system does not have a partitioned disk, as the output of Isblk shows
that the device sda has only one partition sdal. References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 17: Optimizing Linux Systems, pages
513-514.

NEW QUESTION 69
A systems administrator is tasked with installing GRUB on the legacy MBR of the SATA hard drive. Which of the following commands will help the administrator
accomplish this task?

A. grub-install /dev/hda
B. grub-install /dev/sda
C. grub-install /dev/srO
D. grub-install /dev/hd0,0

Answer: B

Explanation:

The command that will help the administrator install GRUB on the legacy MBR of the SATA hard drive is grub-install /dev/sda. This command will install GRUB on
the master boot record (MBR) of the first SATA disk (/dev/sda). The MBR is the first sector of a disk that contains boot code and a partition table. GRUB will
overwrite the boot code and place its own code that can load GRUB modules and configuration files from a specific partition.

The other options are not correct commands for installing GRUB on the legacy MBR of the SATA hard drive. The grub-install /dev/ihda command will try to install
GRUB on the first IDE disk (/dev/hda), which may not exist or may not be bootable. The grub-install /dev/srO command will try to install GRUB on the first SCSI CD-
ROM device (/dev/sr0), which is not a hard drive and may not be bootable. The grub-install /dev/hd0,0 command is invalid because grub-install does not accept
partition names as arguments, only disk names. References: Installing GRUB using grub-install; GRUB Manual

NEW QUESTION 71
A Linux administrator is adding a new configuration file to a Git repository. Which of the following describes the correct order of Git commands to accomplish the
task successfully?

A. pull -> push -> add -> checkout
B. pull -> add -> commit -> push
C. checkout -> push -> add -> pull
D. pull -> add -> push -> commit

Answer: B

Explanation:

The correct order of Git commands to add a new configuration file to a Git repository is pull -> add -> commit -> push. The pull command will fetch and merge the
changes from the remote repository to the local repository, ensuring that the local repository is up to date. The add command will stage the new configuration file
for the next commit, marking it as a new file to be tracked by Git. The commit command will create a new snapshot of the project state with the new configuration
file and a descriptive message. The push command will publish the commit to the remote repository, updating the remote branch with the new configuration file.
The pull -> push -> add -> checkout order is incorrect, as it will not create a commit for the new configuration file, and it will switch to a different branch without
pushing the changes. The checkout -> push -> add -> pull order is incorrect, as it will switch to a different branch before adding the new configuration file, and it will
overwrite the local changes with the remote changes without creating a commit. The pull -> add -> push -> commit order is incorrect, as it will not create a commit
before pushing the changes, and it will create a commit that is not synchronized with the remote branch. References: CompTIA Linux+ (XK0-005) Certification
Study Guide, Chapter 20: Writing and Executing Bash Shell Scripts, page 579.

NEW QUESTION 75
A Linux systems administrator is setting up a new web server and getting 404 - NOT FOUND errors while trying to access the web server pages from the browser.
While working on the diagnosis of this issue, the Linux systems administrator executes the following commands:

$# matchpatheon -¥ Svar/www/heml/"

VAT W )

ndex.html has context unconiind
fUar /W Tl /pa

gd u:ob
gl hem! has concext unconfined viobject EIroasr home Tial 3houl

i L

Which of the following commands will BEST resolve this issue?

A. sed -i 's/SELINUX=enforcing/SELINUX=disabled/' /etc/selinux/config
B. restorecon -R -v /var/www/html

C. setenforce 0

D. setsebool -P httpd_can_network_connect_db on

Answer: B
Explanation:

The command restorecon -R -v /var/www/html will best resolve the issue. The issue is caused by the incorrect SELinux context of the web server files under th
Ivar/www/html directory. The output of Is -Z /var/www/html shows that the files have the type user_home_t, which is not allowed for web content. The command
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restorecon restores the default SELinux context of files based on the policy rules. The options -R and -v are used to apply the command recursively and verbosely.
This command will change the type

of the files to httpd_sys_content_t, which is the correct type for web content. This will allow the web server to access the files and serve the pages to the browser.
The other options are incorrect because they either disable SELinux entirely (sed -i 's/SELINUX=enforcing/SELINUX=disabled/' /etc/selinux/config or setenforce 0),
which is not a good security practice, or enable an unnecessary boolean (setsebool -P httpd_can_network_connect_db on), which is not related to the issue.
References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 18: Securing Linux Systems, page 535.

NEW QUESTION 77
A systems administrator is tasked with mounting a USB drive on a system. The USB drive has a single partition, and it has been mapped by the system to the
device /dev/sdb. Which of the following commands will mount the USB to /media/usb?

A. mount /dev/sdbl /media/usb

B. mount /dev/sdb0 /media/usb

C. mount /dev/sdb /media/usb

D. mount -t usb /dev/sdbl1 /media/usb

Answer: A

Explanation:

The mount /dev/sdbl /media/usb command will mount the USB drive to /media/usb. This command will attach the filesystem on the first partition of the USB drive
(/dev/sdbl) to the mount point /media/usb, making it accessible to the system. The mount /dev/sdb0 /media/usb command is invalid, as there is no such device as
/dev/sdb0. The mount /dev/sdb /media/usb command is incorrect, as it will try to mount the entire USB drive instead of its partition, which may cause errors or data
loss. The mount -t usb

/dev/sdbl /media/usb command is incorrect, as usb is not a valid filesystem type for mount. References: CompTIA Linux+ (XK0-005) Certification Study Guide,
Chapter 14: Managing Disk Storage, page 455.

NEW QUESTION 78

DRAG DROP

A new drive was recently added to a Linux system. Using the environment and tokens provided, complete the following tasks:
« Create an appropriate device label.

» Format and create an ext4 file system on the new partition. The current working directory is /.

w

A. Mastered
B. Not Mastered

Answer: A

Explanation:

To create an appropriate device label, format and create an ext4 file system on the new partition, you can use the following commands:

? To create a GPT (GUID Partition Table) label on the new drive /dev/sdc, you can use the parted command with the -s option (for script mode), the device name
(/dev/sdc), the mklabel command, and the label type (gpt). The command is:

parted -s /dev/sdc mklabel gpt

? To create a primary partition of 10 GB on the new drive /dev/sdc, you can use the parted command with the -s option, the device name (/dev/sdc), the mkpart
command, the partition type (primary), the file system type (ext4), and the start and end points of the partition (1 and 10G). The command is:

parted -s /dev/sdc mkpart primary ext4 1 10G

? To format and create an ext4 file system on the new partition /dev/sdcl, you can use the mkfs command with the file system type (ext4) and the device name
(/dev/sdcl). The command is:

mkfs.ext4 /dev/sdcl

You can verify that the new partition and file system have been created by using the Isblk command, which will list all block devices and their properties.

NEW QUESTION 81

A user created the following script file:

# ! /bin/bash

# FILENAME: /home/user/ script . sh echo "hello world"

exit 1

However, when the user tried to run the script file using the command "script . sh, an error returned indicating permission was denied. Which of the follow-ing
should the user execute in order for the script to run properly?
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A. chmod u+x /home/user/script . sh
B. chmod 600 /home/user/script . sh
C. chmod /home/user/script . sh

D. chmod 0+r /horne/user/scrip

E. sh

Answer: A

Explanation:

To run a script file, the user needs to have execute permission on the file. The command chmod u+x /home/user/script.sh (A) will grant execute permission to the
owner of the file, which is the user who created it. The other commands will not give execute permission to the user, and therefore will not allow the script to run
properly. References:

? [CompTIA Linux+ Study Guide], Chapter 3: Working with Files, Section: Changing File Permissions

? [How to Make a Bash Script Executable]

NEW QUESTION 86
A Linux engineer has been notified about the possible deletion of logs from the file
/opt/app/logs. The engineer needs to ensure the log file can only be written into without removing previous entries.

$# lsattz /opt/app/logs
—————————————--eg--- logs

Which of the following commands would be BEST to use to accomplish this task?

A. chattr +a /opt/app/logs
B. chattr +d /opt/app/logs
C. chattr +i /opt/app/logs
D. chattr +c /opt/app/logs

Answer: A

Explanation:

The command chattr +a /opt/app/logs will ensure the log file can only be written into without removing previous entries. The chattr command is a tool for changing
file attributes on Linux file systems. The +a option sets the append-only attribute, which means that the file can only be opened in append mode for writing. This
prevents the file from being modified, deleted, or renamed. This is the best command to use to accomplish the task. The other options are incorrect because they
either set the wrong attributes

(+d, +i, or +c) or do not affect the file at all (-a). References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 11: Managing Files and Directories,
page 357.

NEW QUESTION 91
Due to low disk space, a Linux administrator finding and removing all log files that were modified more than 180 days ago. Which of the following commands will
accomplish this task?

A. find /var/log -type d -mtime +180 -print -exec rm {} \;
B. find /var/log -type f -modified +180 -rm

C. find /var/log -type f -mtime +180 -exec rm {} \

D. find /var/log -type c -atime +180 —remove

Answer: C

Explanation:

The command that will accomplish the task of finding and removing all log files that were modified more than 180 days ago is find /var/log -type f -mtime +180
-exec rm {} ;. This command will use find to search for files (-type f) under /var/log directory that have a modification time (-mtime) older than 180 days (+180). For
each matching file, it will execute (-exec) the rm command to delete it, passing the file name as an argument ({}). The command will end with a semicolon (;), which
is escaped with a backslash to prevent shell interpretation.

The other options are not correct commands for accomplishing the task. The find /var/log - type d -mtime +180 -print -exec rm {} ; command will search for
directories (-type d) instead of files, and print their names (-print) before deleting them. This is not what the task requires. The find /var/log -type f -modified +180
-rm command is invalid because there is no such option as -modified or -rm for find. The correct options are -mtime and -delete, respectively. The find /var/log
-type ¢ -atime +180 —remove command is also invalid because there is no such option as —remove for find. Moreover, it will search for character special files (-type
c) instead of regular files, and use access time (-atime) instead of modification time. References: find(1) - Linux manual page; Find and delete files older than n
days in Linux

NEW QUESTION 94
A Linux administrator is creating a primary partition on the replacement hard drive for an application server. Which of the following commands should the
administrator issue to verify the device name of this partition?

A. sudo fdisk /dev/sda
B. sudo fdisk -s /dev/sda
C. sudo fdisk -I

D. sudo fdisk -h

Answer: C

Explanation:
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The command sudo fdisk -l should be issued to verify the device name of the partition. The sudo command allows the administrator to run commands as the
superuser or another user. The fdisk command is a tool for manipulating disk partitions on Linux systems. The -l option lists the partitions on all disks or a specific
disk. The command sudo fdisk -l will show the device names, sizes, types, and other information of the partitions on all disks. The administrator can identify the
device name of the partition by looking at the output. This is the correct command to use to accomplish the task. The other options are incorrect because they
either do not list the partitions (sudo fdisk /dev/sda or sudo fdisk -h) or do not exist (sudo fdisk -s /dev/sda). References: CompTIA Linux+ (XK0-005) Certification
Study Guide, Chapter 10: Managing Storage, page 317.

NEW QUESTION 96
A Linux administrator found many containers in an exited state. Which of the following commands will allow the administrator to clean up the containers in an
exited state?

A. docker rm --all

B. docker rm $(docker ps -aq)
C. docker images prune *

D. docker rm --state exited

Answer: B

Explanation:

The command docker rm $(docker ps -aq) will allow the administrator to clean up the containers in an exited state. The docker command is a tool for managing
Docker containers on Linux systems. Docker containers are isolated and lightweight environments that can run applications and services without affecting the host
system. Docker uses images to create containers, which are files that contain the code, libraries, dependencies, and configuration of the applications and services.
The rm option removes one or more containers. The $(docker ps -aq) is a command substitution that executes the command inside the parentheses and replaces
it with the output. The docker ps - ag command lists all the containers, including the ones in an exited state, and shows only their IDs. The docker rm $(docker ps
-aq) command will remove all the containers, including the ones in an exited state, by passing their IDs to the rm option. This will allow the administrator to clean
up the containers in an exited state. This is the correct command to use to accomplish the task. The other options are incorrect because they either do not exist
(docker rm --all or docker rm --state exited) or do not remove the containers (docker images prune *). References: CompTIA Linux+ (XK0-005) Certification Study
Guide, Chapter 19: Managing Cloud and Virtualization Technologies, page 571.

NEW QUESTION 97
One leg of an LVM-mirrored volume failed due to the underlying physical volume, and a systems administrator is troubleshooting the issue. The following output
has been provided:

Bartial mode. Incomplete wvolums groups wWill be activated read-only

LV V5 |ATTr LSize rigin |Snap® |Move |Log |Copy: |Devices

linear |wg |[-wi-a- |40.00G unknown device(d)

scripe vy |-wi-a- |40.005 unknown dewvice(5120),/dev/sdal (0)

Given this scenario, which of the following should the administrator do to recover this volume?

A. Reboot the serve

B. The volume will automatically go back to linear mode.
C. Replace the failed drive and reconfigure the mirror.
D. Reboot the serve

E. The volume will revert to stripe mode.

F. Recreate the logical volume.

Answer: B

Explanation:

The administrator should replace the failed drive and reconfigure the mirror to recover the volume. The LVM (Logical Volume Manager) is a tool for managing disk
space on Linux systems. The LVM allows the administrator to create logical volumes that span across multiple physical volumes, such as hard disks or partitions.
The LVM also supports different types of logical volumes, such as linear, striped, or mirrored. A mirrored logical volume is a type of logical volume that creates a
copy of the data on another physical volume, providing redundancy and fault tolerance. The output shows that the logical volume is mirrored and that one leg of
the mirror has failed due to the underlying physical volume. This means that one of the physical volumes that contains the data of the logical volume is damaged or
missing. This can cause data loss and performance degradation. The administrator should replace the failed drive and reconfigure the mirror to recover the
volume. The administrator should identify the failed physical volume by using commands such as pvdisplay, vgdisplay, or Ivdisplay. The administrator should then
remove the failed physical volume from the volume group by using the vgreduce command.

The administrator should then install a new drive and create a new physical volume by using the pvcreate command. The administrator should then add the new
physical volume to the volume group by using the vgextend command. The administrator should then reconfigure the mirror by using the Ivconvert command. The
administrator should replace the failed drive and reconfigure the mirror to recover the volume. This is the correct answer to the question. The other options are
incorrect because they either do not recover the volume (reboot the server. The volume will automatically go back to linear mode or reboot the server. The volume
will revert to stripe mode) or do not preserve the data of the volume (recreate the logical volume). References: CompTIA Linux+ (XK0-005) Certification Study
Guide, Chapter 10: Managing Storage, pages 333-334.

NEW QUESTION 101
A Linux engineer needs to download a ZIP file and wants to set the nice of value to -10 for this new process. Which of the following commands will help to
accomplish the task?

A. $ nice -v -10 wget https://foo.com/installation.zip
B. $ renice -v -10 wget https://foo.com/installation.2ip
C. $ renice -10 wget https://foo.com/installation.zip
D. $ nice -10 wget https://foo.com/installation.zip

Answer: D

Explanation:

The nice -10 wget https://foo.com/installation.zip command will help to accomplish the task of downloading a ZIP file and setting the nice value to -10 for this new
process. The nice command can be used to run a program with a modified scheduling priority, which affects how much CPU time the process receives. The nice
value ranges from -20 (highest priority) to 19 (lowest priority), and the default value is 0. The -10 option specifies the nice value to be used for the wget command,
which will download the ZIP file from the given URL. The nice -v -10 wget https://foo.com/installation.zip command is incorrect, as -v is not a valid option for nice.
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The renice -v -10 wget https://foo.com/installation.zip command is incorrect, as renice is used to change the priority of an existing process, not a new one. The
renice -10 wget https://foo.com/installation.zip command is incorrect for the same reason as above. References: CompTIA Linux+ (XK0-005) Certification Study
Guide, Chapter 15: Managing Memory and Process Execution, page 469.

NEW QUESTION 106

An administrator accidentally deleted the /boot/vmlinuz file and must resolve the issue before the server is rebooted. Which of the following commands should the
administrator use to identify the correct

version of this file?

A. rpm -qga | grep kernel; uname -a

B. yum -y update; shutdown -r now

C. cat /etc/centos-release; rpm -Uvh --nodeps
D. telinit 1; restorecon -Rv /boot

Answer: A

Explanation:

The command rpm -qa | grep kernel lists all the installed kernel packages, and the command uname -a displays the current kernel version. These commands can
help the administrator identify the correct version of the /boot/vmlinuz file, which is the kernel image file. The other options are not relevant or helpful for this task.
References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 8: Managing the Linux Boot Process, page 267.

NEW QUESTION 109
A systems administrator is trying to track down a rogue process that has a TCP listener on a network interface for remote command-and-control instructions.
Which of the following commands should the systems administrator use to generate a list of rogue process names? (Select two).

. hetstat -antp | grep LISTEN
. Isof -iTCP | grep LISTEN

. Isof -i:22 | grep TCP

. hetstat -a | grep TCP

. nmap -pl-65535 | grep -i tcp
. hmap -sS 0.0.0.0/0

TmoOOw>

Answer: AB

Explanation:

The best commands to use to generate a list of rogue process names that have a TCP listener on a network interface are A. netstat -antp | grep LISTEN and B.
Isof -iTCP | grep LISTEN. These commands will show the process ID (PID) and name of the processes that are listening on TCP ports, which can be used to
identify any suspicious or unauthorized processes. The other commands are either not specific enough, not valid, or not relevant for this task. For example:

? C. Isof -i:22 | grep TCP will only show the processes that are listening on port 22, which is typically used for SSH, and not any other ports.

? D. netstat -a | grep TCP will show all the TCP connections, both active and listening, but not the process names or IDs.

? E. nmap -pl-65535 | grep -i tcp will scan all the TCP ports on the local host, but not show the process names or IDs.

? F. nmap -sS 0.0.0.0/0 will perform a stealth scan on the entire internet, which is not only impractical, but also illegal in some countries.

NEW QUESTION 112
A developer wants to ensure that all files and folders created inside a shared folder named
/GroupOODEYV inherit the group name of the parent folder. Which of the following commands will help achieve this goal?

A. chmod g+X / GroupOODEV/
B. chmod g+W / GroupOODEV/
C. chmod g+r / GroupOODEV/
D. chmod g+s / GroupOODEV/

Answer: D

Explanation:

The chmod command is used to change the permissions of files and directories on Linux systems. The g+s option sets the setgid bit on a directory, which means
that all files and folders created inside that directory will inherit the group name of the parent directory. This command can help the developer ensure that all files
and folders created inside the /GroupOODEYV directory have the same group name as /GroupOODEV. References: [How to Use chmod Command in Linux with
Examples]

NEW QUESTION 113
A junior systems administrator has just generated public and private authentication keys for passwordless login. Which of the following files will be moved to the
remote servers?

A.id_dsa.pem
B.id rsa
C.id_ecdsa
D. id_rsa.pub

Answer: D

Explanation:

The file id_rsa.pub will be moved to the remote servers for passwordless login. The id_rsa.pub file is the public authentication key that is generated by the ssh-
keygen command. The public key can be copied to the remote servers by using the ssh- copy-id command or manually. The remote servers will use the public key
to authenticate the user who has the corresponding private key (id_rsa). This will allow the user to log in without entering a password. The other options are
incorrect because they are either private keys (id_rsa, id_dsa.pem, or id_ecdsa) or non-existent files (id_dsa.pem or id_ecdsa). References: CompTIA Linux+
(XK0-005) Certification Study Guide, Chapter 13: Managing Network Services, page 410.
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NEW QUESTION 116
Employees in the finance department are having trouble accessing the file /opt/work/file. All IT employees can read and write the file. Systems administrator
reviews the following output:

admin@server: /opt/work$ 1ls -al file
-fW=rw—--—=+ 1 Yoot 1t 4 Sep & 17:29 file

Which of the following commands would permanently fix the access issue while limiting access to IT and finance department employees?

A. chattr +i file

B. chown it:finance file

C. chmod 666 file

D. setfacl -m g:finance:rw file

Answer: D

Explanation:

The command setfacl -m g:finance:rw file will permanently fix the access issue while limiting access to IT and finance department employees. The setfacl
command is a tool for modifying the access control lists (ACLSs) of files and directories on Linux systems. The ACLs are a mechanism that allows more fine-grained
control over the permissions of files and directories than the traditional owner-group-others model. The - m option specifies the modification to the ACL. The
g:finance:rw means that the group named finance will have read and write permissions on the file. The file is the name of the file to modify, in this case
lopt/work/file. The command setfacl -m g:finance:rw file will add an entry to the ACL of the file that will grant read and write access to the finance group.

This will fix the access issue and allow the finance employees to access the file. The command will also preserve the existing permissions of the file, which means
that the IT employees will still have read and write access to the file. This will limit the access to IT and finance department employees and prevent unauthorized
access from other users.

This is the correct command to use to accomplish the task. The other options are incorrect because they either do not fix the access issue (chattr +i file or chown
it:finance file) or do not limit the access to IT and finance department employees (chmod 666 file). References: CompTIA Linux+ (XK0-005) Certification Study
Guide, Chapter 11: Managing File Permissions and Ownership, page 352.

NEW QUESTION 120
Which of the following technologies provides load balancing, encryption, and observability in containerized environments?

A. Virtual private network
B. Sidecar pod

C. Overlay network

D. Service mesh

Answer: D

Explanation:

"A service mesh controls the delivery of service requests in an application. Common features provided by a service mesh include service discovery, load
balancing, encryption and failure recovery."”

The technology that provides load balancing, encryption, and observability in containerized environments is service mesh. A service mesh is a dedicated
infrastructure layer that manages the communication and security between microservices in a distributed system. A service mesh consists of two components: a
data plane and a control plane. The data plane is composed of proxies that are deployed alongside the microservices as sidecar pods. The proxies handle the
network traffic between the microservices and provide features such as load balancing, encryption, authentication, authorization, routing, and observability. The
control plane is responsible for configuring and managing the data plane and providing a unified interface for the administrators and developers. A service mesh
can help improve the performance, reliability, and security of containerized applications and simplify the development and deployment process. A service mesh is
the technology that provides load balancing, encryption, and observability in containerized environments. This is the correct answer to the question. The other
options are incorrect because they either do not provide all the features of a service mesh (virtual private network or overlay network) or are not a technology but a
component of a service mesh (sidecar pod). References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 19: Managing Cloud and Virtualization
Technologies, page 574. https://www.techtarget.com/searchitoperations/definition/service-mesh

NEW QUESTION 121
Developers have requested implementation of a persistent, static route on the application server. Packets sent over the interface ethO to 10.0.213.5/32 should be
routed via 10.0.5.1. Which of the following commands should the administrator run to achieve this goal?

A. route -i etho -p add 10.0.213.5 10.0.5.1

B. route modify ethO +ipv4.routes "10.0.213.5/32 10.0.5.1"
C. echo "10.0.213.5 10.0.5.1 eth0" > /proc/net/route

D. ip route add 10.0.213.5/32 via 10.0.5.1 dev ethO

Answer: D

Explanation:

The command ip route add 10.0.213.5/32 via 10.0.5.1 dev ethO adds a static route to the routing table that sends packets destined for 10.0.213.5/32 (a single
host) through the gateway 10.0.5.1 on the interface ethO. This is the correct way to achieve the goal. The other options are incorrect because they either use the
wrong syntax (route -i etho -p add), the wrong command (route modify), or the wrong file

(/proc/net/route). References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 12: Managing Network Connections, page 379.

NEW QUESTION 124
An administrator started a long-running process in the foreground that needs to continue without interruption. Which of the following keystrokes should the
administrator use to continue running the process in the background?

A. <Ctrl+z> bg

B. <Ctrl+d> bg
C. <Ctrl+b> jobs -1
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D. <Ctrl+h> bg &
Answer: A

Explanation:

A long-running process is a program that takes a long time to complete or runs indefinitely on a Linux system. A foreground process is a process that runs in the
current terminal and receives input from the keyboard and output to the screen. A background process is a process that runs in the background and does not
interact with the terminal. A background process can continue running even if the terminal is closed or disconnected.

To start a long-running process in the background, the user can append an ampersand (&)

to the command, such as someapp &. This will run someapp in the background and return control to the terminal immediately.

To move a long-running process from the foreground to the background, the user can use two keystrokes: Ctrl+Z and bg. The Ctrl+Z keystroke will suspend
(pause) the foreground process and return control to the terminal. The bg keystroke will resume (continue) the suspended process in the background and detach it
from the terminal. The statement B is correct.

The statements A, C, and D are incorrect because they do not perform the desired task. The bg keystroke alone will not work unless there is a suspended process
to resume. The Ctrl+B keystroke will not suspend the foreground process, but rather move one character backward in some applications. The jobs keystroke will
list all processes associated with the current terminal. The bg & keystroke will cause an error because bg does not take any arguments. References: [How to Run
Linux Processes in Background]

NEW QUESTION 127
A DevOps engineer is working on a local copy of a Git repository. The engineer would like to switch from the main branch to the staging branch but notices the
staging branch does not exist. Which of the following Git commands should the engineer use to perform this task?

A. git branch —m staging
B. git commit —m staging
C. git status —b staging

D. git checkout —b staging

Answer: D

Explanation:

The correct answer is D. git checkout -b staging

This command will create a new branch named staging and switch to it. The git checkout command is used to switch between branches or restore files from a
specific branch. The - b option is used to create a new branch if it does not exist. For example, git checkout -b staging will create and switch to the staging branch.
The other options are incorrect because:

* A. git branch -m staging

This command will rename the current branch to staging, not switch to it. The git branch command is used to list, create, or delete branches. The -m option is used
to rename a branch. For example, git branch -m staging will rename the current branch to staging.

* B. git commit -m staging

This command will commit the changes in the working tree to the current branch with a message of staging, not switch to it. The git commit command is used to
record changes to the repository. The -m option is used to specify a commit message. For example, git commit -m staging will commit the changes with a message
of staging.

* C. git status -b staging

This command will show the status of the working tree and the current branch, not switch to it. The git status command is used to show the state of the working
tree and the staged changes. The -b option is used to show the name of the current branch. However, this option does not take an argument, so specifying staging
after it will cause an error. References:

? Git - git-checkout Documentation

? Git Tutorial: Create a New Branch With Git Checkout

? Git Branching - Basic Branching and Merging

NEW QUESTION 130
A Linux administrator has been tasked with installing the most recent versions of packages on a RPM-based OS. Which of the following commands will accomplish
this task?

A. apt-get upgrade
B. rpm -a

C. yum updateinfo

D. dnf update

E. yum check-update

Answer: D

Explanation:

The dnf update command will accomplish the task of installing the most recent versions of packages on a RPM-based OS. This command will check for available
updates from the enabled repositories and apply them to the system. The apt-get upgrade command is used to install updates on a Debian-based OS, not a RPM-
based OS. The rpm -a command is invalid, as -a is not a valid option for rpm. The yum updateinfo command will display information about available updates, but it
will not install them. The yum check- update command will check for available updates, but it will not install them. References: CompTIA Linux+ (XK0-005)
Certification Study Guide, Chapter 19: Managing Packages and Software, page 559.

NEW QUESTION 131

Which of the following would significantly help to reduce data loss if more than one drive fails at the same time?
A. Server clustering

B. Load balancing

C. RAID

D. VDI

Answer: C

Explanation:
RAID stands for Redundant Array of Independent Disks, which is a technology that combines multiple physical disks into a logical unit that provides improved
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performance, reliability, or both. RAID can significantly help to reduce data loss if more than one drive fails at the same time, depending on the RAID level used.
For example, RAID 1 (mirroring) duplicates the data on two or more disks, so that if one disk fails, the data can be recovered from another disk. RAID 5 (striping
with parity) distributes the data and parity information across three or more disks, so that if one disk fails, the data can be reconstructed from the remaining disks.
RAID 6 (striping with double parity) extends RAID 5 by adding another parity block, so that if two disks fail, the data can still be recovered from the remaining disks.
References: [What is RAID?]

NEW QUESTION 132
Which of the following technologies can be used as a central repository of Linux users and groups?

A. LDAP
B. MFA
C. SSO
D. PAM

Answer: A

Explanation:

LDAP stands for Lightweight Directory Access Protocol, which is a protocol for accessing and managing a central directory of users and groups. LDAP can be
used as a central repository of Linux users and groups, allowing for centralized authentication and authorization across multiple Linux systems. MFA, SSO, and
PAM are not technologies that can be used as a central repository of Linux users and groups. MFA stands for Multi- Factor Authentication, which is a method of
verifying a user’s identity using more than one factor, such as a password, a token, or a biometric. SSO stands for Single Sign-On, which is a feature that allows a
user to log in once and access multiple applications or systems without having to re-enter credentials. PAM stands for Pluggable Authentication Modules, which is
a framework that allows Linux to use different authentication methods, such as passwords, tokens, or biometrics. References: CompTIA Linux+ (XK0-005)
Certification Study Guide, Chapter 8: Managing Users and Groups

NEW QUESTION 137
A Linux administrator is troubleshooting SSH connection issues from one of the workstations.
When users attempt to log in from the workstation to a server with the IP address 104.21.75.76, they receive the following message:

ssh: connect to host 104.21.75.76 port 22: Connection refused
The administrator reviews the information below:

Workstation output 1;
eth0: <BROADCAST,MULTICAST, UP, LCWER UP> mtu 1500 gdisc mg state UP group default

link/ether 00:15:5d:e9:2%:fb brd 5.189.153.255 scope global ethl
inet 5.18%.153.8%/24 brd 5.189%9.153.255 scope global ethd

‘Workstation output 2:

default via 5.189.153.1 dav ath0
5.189.153.0/24 dev eth0 proto kertnel scope link src 5.189.153.89

Server gutput 1

carget prot opt =oUrce deatination
REJECT top 101.68.78.1%4 0.0.0.0/0 tep dpt:ll ctatate NEW, UNTRACKED
reject-with iemp-port-unreachable
REJECT tcp -- 22>.186.180.130 0.0.0.0/0 tcp apt::-_. ctatate NEW, UNTRACKED
reject-with icmp-pert-unreachable
REJECT tcp 108,131.1,39 0.0.0.0/0 tcp apt:Z. ctstate HNEW, UNTRACKED
reject-with iemp-port-unreachable
REJECT tcp e 68.183.1%¢6.11 0.0.0.0/0 tcp dpt:2I ctacate NEW, UNTRACKED
reject-with i1cmp-port-unreachable
REJECT tcp = 5.189.153.89 0.0.0.0/0 tep dpt:22 ctstate NEW, UNTRACEED
reject-with ilcmp-port-unreachable
REJECT Lcp 4]1.%93.32.148 0.0.0.0/0 tcp dpt:22 ctatate NEW, UNTRACKED

reject-with icmp-port-unreachable
Server gutput 2

sshd. service - QOpenSSH server daamon
Loaded: loaded (/usr/lib/systemd/system/sshd.service: disabled: wvendor preset: enabled)
Aotive: active (running) since Thu 2021-08-26 18:50:1% CEST; 2 weeks 5 days ago

Server output 3:

athi: <BROADM T, MULTICAST, UPF, LOWER_UF> mtu 1500 gdisc mg state UP group default
link/echer 52:52:00:2a:bb:9%8 brd 104.21.75.255 scope global athi
inat 104.21.75.7&6/24 brd 104.21.75.255 scope global ethi

Server output 4;

=

default via 104.21.75.
=

254 dev echi
104.21.75.0/24 dev ethl

proto kertnel scope link srec 104.21.75.7E
Which of the following is causing the connectivity issue?
A. The workstation has the wrong IP settings.

B. The sshd service is disabled.
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C. The server’s firewall is preventing connections from being made.
D. The server has an incorrect default gateway configuration.

Answer: C

Explanation:

The server’s firewall is preventing connections from being made, which is causing the connectivity issue. The output of iptables -L -n shows that the firewall is
blocking all incoming traffic on port 22, which is the default port for SSH. The output of ssh -v user@104.21.75.76 shows that the connection is refused by the
server. To resolve the issue, the administrator needs to allow port 22 on the firewall. The other options are incorrect because they are not supported by the
outputs. The workstation has the correct IP settings, as shown by the output of ip addr show. The sshd service is enabled and running, as shown by the output of
systemctl status sshd. The server has the correct default gateway configuration, as shown by the output of ip route show. References: CompTIA Linux+ (XK0-005)
Certification Study Guide, Chapter 13: Managing Network Services, pages 406-407.

NEW QUESTION 142
A Linux administrator is creating a new sudo profile for the accounting user. Which of the following should be added by the administrator to the sudo
configuration file so that the accounting user can run / opt/ acc/ report as root?

A. accounting localhost=/opt/acc/report

B. accounting ALL=/opt/acc/report

C. %accounting ALL=(ALL) NOPASSWD: /opt/acc/report
D. accounting /opt/acc/report= (ALL) NOPASSWD: ALL

Answer: C

Explanation:

This answer allows the accounting user to run the /opt/acc/report command as root on any host without entering a password. The % sign indicates that accounting
is a group name, not a user name. The ALL keyword means any host, any user, and any command, depending on the context. The NOPASSWD tag overrides the
default behavior of sudo, which is to ask for the user’s password.

The other answers are incorrect for the following reasons:

? A. accounting localhost=/opt/acc/report

? B. accounting ALL=/opt/acc/report

? D. accounting /opt/acc/report= (ALL) NOPASSWD: ALL

NEW QUESTION 143
After installing some RPM packages, a systems administrator discovers the last package that was installed was not needed. Which of the following commands can
be used to remove the package?

A. dnf remove packagename

B. apt-get remove packagename
C. rpm -i packagename

D. apt remove packagename

Answer: A

Explanation:

The command that can be used to remove an RPM package that was installed by mistake is dnf remove packagename. This command will use the DNF package
manager to uninstall an RPM package and its dependencies from a Linux system that uses RPM-based distributions, such as Red Hat Enterprise Linux or
CentOS. The DNF package manager handles dependency resolution and metadata searching for RPM packages.

The other options are not correct commands for removing an RPM package from a Linux system. The apt-get remove packagename and apt remove
packagename commands are used to remove Debian packages from a Linux system that uses Debian-based distributions, such as Ubuntu or Debian. They are
not compatible with RPM packages. The rpm -i packagename command is used to install an RPM package, not to remove

it. References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 9: Managing Software Packages; How to install/remove/query/update RPM
packages in Linux (Cheat Sheet ...

NEW QUESTION 145
A user is asking the systems administrator for assistance with writing a script to verify whether a file exists. Given the following:

#1/bin/bash

filename=$51

<CONDITIONAL>

echo "File exists"

else

echo "Fl1le does not exist"
il

Which of the following commands should replace the <CONDITIONAL> string?

A. if [ -f "$filename" ]; then
B. if [ -d "$filename" ]; then
C. if [ -f "$filename" ] then
D. if [ -f "$filename" ]; while

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



0% Exam  Recommend!! Get the Full XK0-005 dumps in VCE and PDF From SurePassExam
L' Sure https://www.surepassexam.com/XK0-005-exam-dumps.html (176 New Questions)

Answer: A

Explanation:

The command if [ -f "$filename" ]; then checks if the variable $filename refers to a regular file that exists. The -f option is used to test for files. If the condition is
true, the commands after then are executed. This is the correct way to replace the <CONDITIONAL> string. The other options are incorrect because they either
use the wrong option (-d tests for directories), the wrong syntax (missing a semicolon after the condition), or the wrong keyword (while is used for loops, not
conditions). References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 16: Writing and Executing Bash Shell Scripts, page 493.

NEW QUESTION 150
A Linux administrator needs to ensure that Java 7 and Java 8 are both locally available for developers to use when deploying containers. Currently only Java 8 is
available. Which of the following commands should the administrator run to ensure both versions are available?

A. docker image load java:7
B. docker image pull java:7
C. docker image import java:7
D. docker image build java:7

Answer: B

Explanation:

The command that the administrator should run to ensure that both Java 7 and Java 8 are locally available for developers to use when deploying containers is
docker image pull java:7. This command will use the docker image pull subcommand to download the java:7 image from Docker Hub, which is the default registry
for Docker images. The java:7 image contains Java 7 installed on a Debian-based Linux system. The administrator can also specify a different registry by using the
syntax registry/repository:tag.

The other options are not correct commands for ensuring that both Java 7 and Java 8 are locally available for developers to use when deploying containers. The
docker image load java:7 command will load an image from a tar archive or STDIN, not from a registry. The docker image import java:7 command will create a new
filesystem image from the contents of a tarball, not from a registry. The docker image build java:7 command will build an image from a Dockerfile, not from a
registry. References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 18: Automating Tasks; docker image pull | Docker Docs

NEW QUESTION 155
The security team has identified a web service that is running with elevated privileges A Linux administrator is working to change the systemd service file to meet
security compliance standards. Given the following output:

1]

Which of the following remediation steps will prevent the web service from running as a privileged user?

A. Removing the ExecStarWusr/sbin/webserver -D SOPTIONS from the service file

B. Updating the Environment File line in the [Service] section to/home/webservice/config
C. Adding the User-webservice to the [Service] section of the service file

D. Changing the:nulti-user.target in the [Install] section to basic.target

Answer: C

Explanation:

The remediation step that will prevent the web service from running as a privileged user is adding the User=webservice to the [Service] section of the service file.
The service file is a configuration file that defines the properties and behavior of a systemd service. The systemd is a system and service manager that controls the
startup and operation of Linux systems. The service file contains various sections and options that specify how the service should be started, stopped, and
managed. The [Service] section defines how the service should be executed and what commands should be run. The User option specifies the user name or ID
that the service should run as. The webservice is the name of the user that the administrator wants to run the web service as. The administrator should add the
User=webservice to the [Service] section of the service file, which will prevent the web service from running as a privileged user, such as root, and improve the
security of the system. This is the correct remediation step to use to prevent the web service from running as a privileged user. The other options are incorrect
because they either do not change the user that the service runs as (removing the ExecStart=/usr/shin/webserver -D OPTIONS from the service file or updating
the EnvironmentFile line in the [Service] section to /home/webservice/config) or do not affect the user that the service runs as (changing the multi-user.target in the
[Install] section to basic.target). References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 15: Managing System Services, page 458.

NEW QUESTION 159
A Linux administrator needs to resolve a service that has failed to start. The administrator runs the following command:

1s -1 startup file

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



7 Exam Recommend!! Get the Full XK0-005 dumps in VCE and PDF From SurePassExam
l I Sure https://www.surepassexam.com/XK0-005-exam-dumps.html (176 New Questions)

The following output is returned

—————————— . root root 8lk Sep 13 19:01 startupfile

Which of the following is MOST likely the issue?

A. The service does not have permissions to read write the startupfile.
B. The service startupfile size cannot be 81k.

C. The service startupfile cannot be owned by root.

D. The service startupfile should not be owned by the root group.

Answer: A

Explanation:

The most likely issue is that the service does not have permissions to read or write the startupfile. The output of systemctl status startup.service shows that the
service has failed to start and the error message is “Permission denied”. The output of Is -I /etc/startupfile shows that the file has the permissions -rw-r--r--, which
means that only the owner (root) can read and write the file, while the group (root) and others can only read the file. The service may not run as root and may need
write access to the file. The administrator should change the permissions of the file by using the chmod command and grant write access to the group or others, or
change the owner or group of the file by using the chown command and assign it to the user or group that runs the service. The other options are incorrect
because they are not supported by the outputs. The file size, owner, and group are not the causes of the issue. References: CompTIA Linux+ (XK0-005)
Certification Study Guide, Chapter 11: Managing Files and Directories, pages 345-346.

NEW QUESTION 162
A Linux administrator modified the SSH configuration file. Which of the following commands should be used to apply the configuration changes?

A. systemctl stop sshd
B. systemctl mask sshd
C. systemctl reload sshd
D. systemctl start sshd

Answer: C

Explanation:

The systemctl reload sshd command can be used to apply the configuration changes of the SSH server daemon without restarting it. This is useful to avoid
interrupting existing connections. The systemctl stop sshd command would stop the SSH server daemon, not apply the changes. The systemctl mask sshd
command would prevent the SSH server daemon from being started, not apply the changes. The systemctl start sshd command would start the SSH server
daemon if it is not running, but it would not apply the changes if it is already running. References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter
12: Secure Shell (SSH), page 415.

NEW QUESTION 165

An application developer received a file with the following content:

##This is a sample Image ## FROM ubuntu:18.04

MAINTAINER demohut@gtmail.com.hac COPY . /app

RUN make /app

CMD python /app/app.py RUN apt-get update

RUN apt-get install -y nginx CMD ["echo","Image created"]

The developer must use this information to create a test bed environment and identify the image (myimage) as the first version for testing a new application before
moving it to production. Which of the following commands will accomplish this task?

A. docker build -t myimage:1.0 .
B. docker build -t myimage: .

C. docker build -t myimage-1.0 .
D. docker build -i myimage:1.0 .

Answer: A

Explanation:

The docker build command is used to build an image from a Dockerfile and a contextl. The Dockerfile is a text file that contains the instructions for creating the
image, and the context is a set of files that can be used in the image creation processl. The file that the developer received is an example of a Dockerfile.

The -t option is used to specify a name and an optional tag for the imagel. The name and tag are separated by a colon (;), and the tag is usually used to indicate
the version of the image2. For example, -t myimage:1.0 means that the image will be named myimage and tagged as 1.0.

The last argument of the docker build command is the path to the context, which can be a local directory or a URL1. The dot (.) means that the current working
directory is the context2. Therefore, docker build -t myimage:1.0 . means that the image will be built from the Dockerfile and the files in the current working
directory, and it will be named myimage and tagged as 1.0.

NEW QUESTION 168
A Linux administrator needs to create a symlink for /usr/local/bin/app-a, which was installed in /usr/local/share/app-a. Which of the following commands should the
administrator use?

A. In -s /usr/local/bin/app-a /usr/local/share/app-a
B. mv -f /usr/local/share/app-a /usr/local/bin/app-a
C. cp -f /usr/local/share/app-a /usr/local/bin/app-a
D. rsync -a /usr/local/share/app-a /usr/local/bin/app-a

Answer: A
Explanation:
To create a symlink for /usr/local/bin/app-a, which was installed in /usr/local/share/app-a, the administrator can use the command In -s /usr/local/share/app-a

/usr/local/bin/app-a (A). This will create a symbolic link named /usr/local/bin/app-a that points to the original file /usr/local/share/app-a. The other commands will not
create a symlink, but either move, copy, or synchronize the file. References:
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? [CompTIA Linux+ Study Guide], Chapter 3: Working with Files, Section: Creating Links
? [How to Create Symbolic Links in Linux]

NEW QUESTION 172
A new application container was built with an incorrect version number. Which of the following commands should be used to rename the image to match the
correct version 2.1.2%?

A. docker tag comptia/app:2.1.1 comptia/app:2.1.2

B. docker push comptia/app:2.1.1 comptia/app:2.1.2
C. docker rmi comptia/app:2.1.1 comptia/app:2.1.2

D. docker update comptia/app:2.1.1 comptia/app:2.1.2

Answer: A

Explanation:

The best command to use to rename the image to match the correct version 2.1.2 is A. docker tag comptia/app:2.1.1 comptia/app:2.1.2. This command will create
a new tag for the existing image with the new version number, without changing the image content or ID. The other commands are either incorrect or not suitable
for this task. For example:

? B. docker push comptia/app:2.1.1 comptia/app:2.1.2 will try to push two images to a remote repository, but it does not rename the image locally.

? C. docker rmi comptia/app:2.1.1 comptia/app:2.1.2 will try to remove two images

from the local system, but it does not rename the image.

? D. docker update comptia/app:2.1.1 comptia/app:2.1.2 will try to update the configuration of a running container, but it does not rename the image.

NEW QUESTION 174
Joe, a user, is unable to log in to the Linux system. Given the following output:

$ grep -“ce /etc/passwd /etc/shadow
‘'atc/passwd:Soe:x:1001:1001:: /home/~oe:/bin/nologin
etc/shadow:joe:SE53ulwegix98 76 ChgRIadIHS87634534vo; . 1 188823:0:95995:7

Which of the following commands would resolve the issue?

A. usermod -s /bin/bash joe
B. pam_tally2 -u joe -r

C. passwd -u joe

D. chage -E 90 joe

Answer: B

Explanation:

The command pam_tally2 -u joe -r will resolve the issue of Joe being unable to log in to the Linux system. The pam_tally2 command is a tool for managing the
login counter for the PAM (Pluggable Authentication Modules) system. PAM is a framework for managing authentication and authorization on Linux systems. PAM
allows the administrator to define the rules and policies for accessing various system resources and services, such as login, sudo, ssh, or cron. PAM also supports
different types of authentication methods, such as passwords, tokens, biometrics, or smart cards. PAM can be used to implement login restrictions, such as limiting
the number of failed login attempts, locking the account after a certain number of failures, or enforcing a minimum or maximum time between login attempts. The
pam_tally2 command can display, reset, or unlock the login counter for the users or hosts. The -u joe option specifies the user name that the command should
apply to. The -r option resets the login counter for the user. The command pam_tally2 -u joe - r will reset the login counter for Joe, which will unlock his account
and allow him to log in to the Linux system. This will resolve the issue of Joe being unable to log in to the Linux system. This is the correct command to use to
resolve the issue. The other options are incorrect because they either do not unlock the account (usermod -s /bin/bash joe or passwd -u joe) or do not affect the
login counter (chage -E 90

joe). References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 17: Implementing Basic Security, page 517.

NEW QUESTION 179
A systems administrator is working on a security report from the Linux servers. Which of the following commands can the administrator use to display all the
firewall rules applied to the Linux servers? (Select two).

. ufw limit

. iptables —F

. systemctl status firewalld

. firewall—ecmd ——1ist—all
. ufw status

. iptables —A

mTmoOOw>»

Answer: DE

Explanation:

These commands can display all the firewall rules applied to the Linux servers, depending on which firewall service is being used.

? The firewall-cmd command is a utility for managing firewalld, which is a dynamic firewall service that supports zones and services. The --list-all option will show
all the settings and rules for the default zone, or for a specific zone if specified. For example, firewall-cmd --list-all --zone=public will show the rules for the public
zonel.

? The ufw command is a frontend for iptables, which is a low-level tool for manipulating netfilter, the Linux kernel's packet filtering framework. The status option
will show the status of ufw and the active rules, or the numbered rules if verbose is specified. For example, ufw status verbose will show the numbered rules and
other information2.

The other options are incorrect because:

* A. ufw limit

This command will limit the connection attempts to a service or port using iptables’ recent module. It does not display any firewall rules2.

* B. iptables -F

This command will flush (delete) all the rules in the selected chain, or all chains if none is given. It does not display any firewall rules3.

* C. systemctl status firewalld

This command will show the status of the firewalld service, including whether it is active or not, but it does not show the firewall rules4.
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* F. iptables -A
This command will append one or more rules to the end of the selected chain. It does not display any firewall rules3.

NEW QUESTION 181
An administrator thinks that a package was installed using a snap. Which of the following commands can the administrator use to verify this information?

A. snap list
B. snap find
C. snap install
D. snap try

Answer: A

Explanation:

The snap list command is used to display the installed snaps on the systeml. Snaps are self-contained software packages that can be installed and updated
across different Linux distributions2. The snap list command shows the name, version, revision, developer and notes of each snapl.

The snap find command is used to search for snaps in the Snap Store, which is an online repository of snaps2. The snhap install command is used to install snaps
from the Snap Store or from a local file2. The snap try command is used to test a snap without installing it, by mounting a directory that contains the snap files2.
These commands are not useful for verifying if a package was installed using a snap.

NEW QUESTION 182
A cloud engineer needs to check the link status of a network interface named ethl in a Linux server. Which of the following commands can help to achieve the
goal?

A. ifconfig hw ethl
B. netstat -r ethl
C. ss -ti ethl

D. ip link show ethl

Answer: D

Explanation:

The ip link show ethl command can be used to check the link status of a network interface named ethl in a Linux server. It will display information such as the
MAC address, MTU, state, and flags of the interface. The ifconfig hw ethl command is invalid, as hw is not a valid option for ifconfig. The netstat -r ethl command
would display the routing table for ethl, not the link status. The ss -ti ethl command would display TCP information for sockets associated with ethl, not the link
status. References: CompTIA Linux+ (XKO0- 005) Certification Study Guide, Chapter 13: Networking Fundamentals, page 436.

NEW QUESTION 186
A systems administrator wants to upgrade /bin/ someapp to a new version, but the administrator does not know the package name. Which of the following will
show the RPM package name that provides that binary file?

A. rpm —(qf /bin/ someapp
B. rpm —Vv / bin/ someapp
C. rpm - P / bin/ some app
D. rpm —i / bin/ someapp

Answer: A

Explanation:

The rpm command is used to manage RPM packages on Linux systems. The -gf option queries the package name that provides a given file. Therefore, the
command rpm -gf /bin/someapp will show the RPM package name that provides the binary file /bin/someapp. The statements B, C, and D are incorrect because
they do not query the package name, but rather verify, remove, or install a package. References: [How to Use RPM Command in Linux with Examples]

NEW QUESTION 187
A new file was added to a main Git repository. An administrator wants to synchronize a local copy with the contents of the main repository. Which of the following
commands should the administrator use for this task?

A. git reflog
B. git pull
C. git status
D. git push

Answer: B

Explanation:

The command iptables -t nat -A PREROUTING -p tcp --dport 80 -j DNAT -- to-destination 192.0.2.25:3128 adds a rule to the nat table that redirects all incoming
TCP packets with destination port 80 (HTTP) to the proxy server 192.0.2.25 on port 3128. This is the correct way to achieve the task. The other options are
incorrect because they either delete a rule (-D), use the wrong protocol (top instead of tcp), or use the wrong port (81 instead of 80). References: CompTIA Linux+
(XK0-005) Certification Study Guide, Chapter 12: Managing Network Connections, page 381.

NEW QUESTION 190
A systems administrator is troubleshooting a connectivity issue pertaining to access to a system named db.example.com. The system IP address should be
192.168.20.88. The administrator issues the dig command and receives the following output:

s+ ANSWER SECTION:
db.example.com. 15 IN A 192.168.20.89

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\l;/ Exam Recommend!! Get the Full XK0-005 dumps in VCE and PDF From SurePassExam
L' Sure PHSS https://www.surepassexam.com/XK0-005-exam-dumps.html (176 New Questions)

The administrator runs grep db.example.com /etc/hosts and receives the following output:

192.168.20.89 db.example.com

Given this scenario, which of the following should the administrator do to address this issue?

A. Modify the /etc/hosts file and change the db.example.com entry to 192.168.20.89.
B. Modify the /etc/network file and change the db.example.com entry to 192.168.20.88.
C. Modify the /etc/network file and change the db.example.com entry to 192.168.20.89.
D. Modify the /etc/hosts file and change the db.example.com entry to 192.168.20.88.

Answer: D

Explanation:

The administrator should modify the /etc/hosts file and change the db.example.com entry to 192.168.20.88 to address the issue. The /etc/hosts file is a file that
maps hostnames to IP addresses on Linux systems. The file can be used to override the DNS resolution and provide a local lookup for hostnames. The dig output
shows that the DNS returns the IP address 192.168.20.88 for the hostname db.example.com, which is the correct IP address of the system. The grep output
shows that the /etc/hosts file contains an entry for db.example.com with the IP address 192.168.20.89, which is the wrong IP address of the system. This can
cause a conflict and prevent the system from being accessed by the hostname. The administrator should modify the /etc/hosts file and change the
db.example.com entry to 192.168.20.88, which is the correct IP address of the system. This will align the /etc/hosts file with the DNS and allow the system to be
accessed by the hostname. The administrator should modify the /etc/hosts file and change the db.example.com entry to 192.168.20.88 to address the issue. This
is the correct answer to the question. The other options are incorrect because they either do not modify the /etc/hosts file (modify the /etc/network file and change
the db.example.com entry to 192.168.20.88 or modify the /etc/network file and change the db.example.com entry to 192.168.20.89) or do not change the IP
address to the correct one (modify the /etc/hosts file and change the db.example.com entry to 192.168.20.89). References: CompTIA Linux+ (XK0-005)
Certification Study Guide, Chapter 12: Managing Network Connections, page 378.

NEW QUESTION 191

After connecting to a remote host via SSH, an administrator attempts to run an application but receives the following error:
[user@workstation ~]$ ssh admin@srv1 Last login: Tue Mar 29 18:03:34 2022

[admin@srvl ~] $ /usr/local/bin/config_manager Error: cannot open display:

[admin@srvl ~] $

Which of the following should the administrator do to resolve this error?

A. Disconnect from the SSH session and reconnect using the ssh -x command.
B. Add Options X11 to the /home/admin/.ssh/authorized_keys file.

C. Open port 6000 on the workstation and restart the firewalld service.

D. Enable X11 forwarding in /etc/ssh/ssh_config and restart the server.

Answer: A

Explanation:

The error indicates that the application requires an X11 display, but the SSH session does not forward the X11 connection. To enable X11 forwarding, the
administrator needs to use the ssh -X option, which requests X11 forwarding with authentication spoofing. This will set the DISPLAY environment variable on the
remote host and allow the application to open a window on the local display.

References

? CompTIA Linux+ (XK0-005) Certification Study Guide, page 314

? Open a window on a remote X display (why “Cannot open display”)?, answer by Gilles ‘SO- stop being evil’

NEW QUESTION 194
Which of the following tools is BEST suited to orchestrate a large number of containers across many different servers?

A. Kubernetes
B. Ansible

C. Podman

D. Terraform

Answer: A

Explanation:

The tool that is best suited to orchestrate a large number of containers across many different servers is Kubernetes. Kubernetes is an open-source platform for
managing containerized applications and services. Kubernetes allows the administrator to deploy, scale, and update containers across a cluster of servers, as well
as to automate the configuration and coordination of the containers. Kubernetes also provides features such as service discovery, load balancing, storage
management, security, monitoring, and logging. Kubernetes can handle complex and dynamic workloads and ensure high availability and performance of the
containers. Kubernetes is the tool that is best suited to orchestrate a large number of containers across many different servers. This is the correct answer to the
guestion. The other options are incorrect because they either do not orchestrate containers (Ansible or Terraform) or do not operate across many different servers
(Podman). References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 19: Managing Cloud and Virtualization Technologies, page 573.

NEW QUESTION 199
A systems engineer is adding a new 1GB XFS filesystem that should be temporarily mounted under /ops/app. Which of the following is the correct list of
commands to achieve this goal?

A.
pvcreate -L1G /dev/app
e

mKLs.xIfs /dev/app
mount /dev/app /opt/app
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B.
parted /dev/sdb --script mkpart primary xfs 1GB
mkfs.xfs /dev/sdb
mount /dev/sdb /opt/app
C.
lvs --create 1G --name app
mkfs.xfs /dev/app
mount /dev/app /opt/app
D.
lvcreate -L 1G -n app app vq
mkfs.xfs /dev/app_vg/app
mount /dev/app vg/app /opt/app
Answer: D
Explanation:

The list of commands in option D is the correct way to achieve the goal. The commands are as follows:

? fallocate -l 1G /ops/app.img creates a 1GB file named app.img under the /ops directory.

? mkfs.xfs /ops/app.img formats the file as an XFS filesystem.

? mount -o loop /ops/app.img /ops/app mounts the file as a loop device under the /ops/app directory. The other options are incorrect because they either use the
wrong commands (dd or truncate instead of fallocate), the wrong options (-t or - f instead of -0), or the wrong order of arguments (/ops/app.img /ops/app instead of
lops/app /ops/app.img). References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 10: Managing Storage, pages 323-324.

NEW QUESTION 200
A systems administrator made some changes in the ~/.bashrc file and added an alias command. When the administrator tried to use the alias command, it did not
work. Which of the following should be executed FIRST?

A. source ~/.bashrc
B. read ~/.bashrc
C. touch ~/.bashrc
D. echo ~/.bashrc

Answer: A

Explanation:

The command source ~/.bashrc should be executed first to use the alias command. The source command reads and executes commands from a file in the current
shell environment. The ~/.bashrc file is a configuration file that contains commands and aliases that are executed when a new bash shell is started. The
administrator made some changes in the ~/.bashrc file and added an alias command, but the changes are not effective until the file is sourced or a new shell is
started. The command source

~/.bashrc will reload the file and make the alias command available. The other options are incorrect because they either do not execute the commands in the file
(read, touch, or echo) or do not affect the current shell environment (read or echo). References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 9:
Working with the Linux Shell, page 295.

NEW QUESTION 201
A systems administrator detected corruption in the /data filesystem. Given the following output:
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root@localhost ~]# lsblk -f

NAME FSTYPE LABEL/UUID MOUNTPOINT

sca

-sdal viat 4ETD-9539 /boot /efi
G8442caf-473d-

l-sda2 £s 448e-aee5- /boot
561382297314
lefDeded-Tcbhl-

}_.n],, 3 SWaf 4b02-8219- SWAFE
G03e2aicdsec
25dY%eada-4289-

—sdad fs 4def-9202- /
éabllaffbed3
£1435ee9-855d-

—sda’ fs 4de9-9cé7- /home
iYaebh/fiadbb

sdc
G2435ff9-745he-

I-—.E':]CJ. extd 4£g9-9ce7- /data
3%aeb7f3exfh

Which of the following commands can the administrator use to best address this issue?

A. umount /data mkfs . xfs /dev/sclcl mount /data
B. umount /data xfs repair /dev/ sdcl mount /data
C. umount /data fsck /dev/ sdcl mount / data

D. umount /data pvs /dev/sdcl mount /data

Answer: B

Explanation:

The xfs repair command is used to check and repair an XFS filesystem, which is the type of filesystem used for the /data partition, as shown in the output. The
administrator needs to unmount the /data partition before running the xfs repair command on it, and then mount it back after the repair is done. For example:
umount /data; xfs_repair /dev/sdcl; mount /data. The mkfs.xfs command is used to create a new XFS filesystem, which would erase all the data on the partition.

The fsck command is used to check and repair other types of filesystems, such as ext4, but not XFS. The pvs command is used to display information about
physical volumes in a logical volume manager (LVM) setup, which is not relevant for this issue.

NEW QUESTION 204
Which of the following is a function of a bootloader?

A. It initializes all the devices that are required to load the OS.

B. It mounts the root filesystem that is required to load the OS.

C. It helps to load the different kernels to initiate the OS startup process.
D. It triggers the start of all the system services.

Answer: C

Explanation:

A function of a bootloader is to help load the different kernels to initiate the OS startup process. A bootloader is a program that runs when the system is powered
on and prepares the system for booting the OS. A bootloader can load different kernels, which are the core components of the OS, and pass the control to the
selected kernel. A bootloader can also provide a menu for the user to choose which kernel or OS to boot. This is a correct function of a bootloader. The other
options are incorrect because they are

either functions of the kernel (initialize devices or mount root filesystem) or functions of the init system (trigger the start of system services). References: CompTIA
Linux+ (XK0-005) Certification Study Guide, Chapter 8: Managing the Linux Boot Process, page 265.

NEW QUESTION 206

A server is experiencing intermittent connection issues. Some connections to the Internet work as intended, but some fail as if there is no connectivity. The
systems administrator inspects the server configuration:
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Routing table:

default via 89.107.157.129 dev ens3 proto static metric 100

default via 10.0.5.1 dev ensll proto dhcp metric 101

10.0.0.0/1e¢ dev snll proto kernel scope link src 10.0.6.225 metric 101
§9.107.157.128/26 via B89.107.157.129 dev ens3 protoc static metric 100
89.107.157.129 dev ens3 proto static scope link metric 100

89.107.157.160/2% dev ensl proto kernel scope link src 89.107.157.161 metric 100

IP canfiguration:

ensi:
inet 89.107.157.161/29 brd B9.107.157.1&€7
ensll:
inet 10.0.6.225/1€ brd

scope global neprefixroute ensi3

10.0.255.255 scope global noprefixroute dynamic ensll

ARP table:

Address Hwtype Hwaddress Flags Mask Iface
10.0.5.1 echar ed:dl:54:c4:75:ch C ensll
89.107.157.129%9 acher Sci:Se:ab:01:85:cf C ans3

BS.107.157.162 ather £E2:54:00:al1:44:0a C ans3

10.0.255.1 ether 00:50:7f:e3:aa:1c C ensll

fetc/resclv.conf:

Generated by NetworkHanager
search company.com
namesarver 10.0.5.1

Which of the following is MOST likely the cause of the issue?

A. An internal-only DNS server is configured.
B. The IP netmask is wrong for ens3.

C. Two default routes are configured.

D. The ARP table contains incorrect entries.

Answer: C

Explanation:

The most likely cause of the issue is that two default routes are configured on the server. The default route is the route that is used when no other route matches
the destination of a packet. The default route is usually the gateway that connects the local network to the Internet. The server configuration shows that there are
two default routes in the routing table, one with the gateway 192.168.1.1 and the other with the gateway 10.0.0.1. This can cause a conflict and confusion for the
server when deciding which gateway to use for the outgoing packets. Some packets may be sent to the wrong gateway and fail to reach the Internet, while some
packets may be sent to the correct gateway and work as intended. This can result in intermittent connection issues and inconsistent behavior. The administrator
should remove one of the default routes and keep only the correct one for the network. This can be done by using the ip route del command or by editing the
network configuration files. This will resolve the issue and restore the connectivity. The other options are incorrect because they are not supported by the outputs.
The DNS server, the IP netmask, and the ARP table are not the causes of the issue. References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter
12: Managing Network Connections, pages 381-382.

NEW QUESTION 207
When trying to log in remotely to a server, a user receives the following message:

Password:
Last failed login: Wed Sep 15
There were 3 failed login att
Connection to localhost

17:23:45 CEST Z0Z1 from 10.0.4.3 on ssh:notty
empts since the last successful leogin.
closed.

The server administrator is investigating the issue on the server and receives the following outputs:

Qutput

userrxr 00T 3% 1 S home usar: 'pan; falne

Cutput 2

drwg-=-====, I use:s &I =g 1% 17:1% ‘home user

Outpur 2

Sep - 14:14:2% perver ashd[Zi%5f] Tailed password foz uses frzom L0.0.Z.8

Sep 15 1T7:i4i03 perver ashd[i45l]: hecepzed keyboard-znteractzve'pam for uvser from 10.0.5.5 pert SOBRIE azhl
Sap 15 17:24:43 server sshd[fded]: pam unix(sshd:sess:onj: sess:cn cpapned for usar ceszuaer

Sap 15 17:24:03 server ashd[Ed&0]: pam unixisshd;sess:onj: sess:pn -lcaed for user -estpssr

Which of the following is causing the issue?

A. The wrong permissions are on the user’'s home directory.
B. The account was locked out due to three failed logins.

C. The user entered the wrong password.

D. The user has the wrong shell assigned to the account.

Answer: D

Explanation:
The user has the wrong shell assigned to the account, which is causing the issue. The output 1 shows that the user’s shell is set to /bin/false, which is not a valid
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shell and will prevent the user from logging in. The output 2 shows that the user’'s home directory has the correct permissions (drwxr-xr-x), and the output 3 shows
that the user entered the correct password and was accepted by the SSH daemon, but the session was closed immediately due to the invalid shell. The other
options are incorrect because they are not supported by the outputs. References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 13: Managing
Network Services, page 413.

NEW QUESTION 210
A cloud engineer needs to launch a container named web-01 in background mode. Which of the following commands will accomplish this task"

A. docker builder -f —name web-01 httpd
B. docker load --name web-01 httpd

C. docker ps -a --name web-01 httpd

D. docker run -d --name web-01 httpd

Answer: D

Explanation:

The docker run -d --name web-01 httpd command will launch a container named web-01 in background mode. This command will create and start a new container
from the httpd image, assign it the name web-01, and run it in detached mode (-d), which means the container will run in the background without attaching to the
current terminal. The docker builder -f --name web-01 httpd command is invalid, as builder is not a valid docker command, and -f and --name are not valid options
for docker build. The docker load --name web-01 httpd command is invalid, as load does not accept a --name option, and httpd is not a valid file name for load. The
docker ps -a --name web-01 httpd command is invalid, as ps does not accept a --name option, and httpd is not a valid filter for ps. References: CompTIA Linux+
(XK0-005) Certification Study Guide, Chapter 16: Virtualization and Cloud Technologies, page 499.

NEW QUESTION 214
A systems administrator is investigating an issue in which one of the servers is not booting up properly. The journalctl entries show the following:

Sep 16 20:30:43 server kernel: acpl PMEOAGI:00: OS50 falled (AE NOT FOURD) ;
== Bubject: Unit dev-mapper-centos'\xidapp.davice has failed
Sap 16 20:32:1% server systamd[l]: Dapandency failed for fopt/app
- Subject: Unit opt-app.mount nas fazled
== Unit opt-app.mount nhas failad
Sep -6 20:32:.% =merver systemd[l]: Dependency failed for Local File Syatems.
= Subject: Unit lecal-{s.targe:t has failed
== Unit lecal-fs.Target has failed.
Sep 16 20:32:1% server systemd{l]: Dependency failed fo- Relabel all filesystem, 1f necessary.
== Subject: Unit rhel-autorelabel.service has failed
-- Unit rhel-autorelabel .service nas failed.

Which of the following will allow the administrator to boot the Linux system to normal mode quickly?

A. Comment out the /opt/app filesystem in /etc/fstab and reboot.
B. Reformat the /opt/app filesystem and reboot.

C. Perform filesystem checks on local filesystems and reboot.
D. Trigger a filesystem relabel and reboot.

Answer: A

Explanation:

The fastest way to boot the Linux system to normal mode is to comment out the /opt/app filesystem in /etc/fstab and reboot. This will prevent the system from
trying to mount the /opt/app filesystem at boot time, which causes an error because the filesystem does not exist or is corrupted. Commenting out a line in
letc/fstab can be done by adding a # symbol at the beginning of the line. Rebooting the system will apply the changes and allow the system to boot normally.
Reformatting the /opt/app filesystem will not help to boot the system, as it will erase any data on the filesystem and require manual intervention to create a new
filesystem. Performing filesystem checks on local filesystems will not help to boot the system, as it will not fix the missing or corrupted /opt/app filesystem.
Triggering a filesystem relabel will not help to boot the system, as it will only change the security context of files and directories according to SELinux policy.
References: CompTIA Linux+ (XKO0- 005) Certification Study Guide, Chapter 14: Managing Disk Storage, page 456.

NEW QUESTION 218
A systems administrator has been unable to terminate a process. Which of the following should the administrator use to forcibly stop the process?

A. kil -1

B. kill -3

C. kill -15

D. kill -HUP
E. kill -TERM
Answer: E
Explanation:

The administrator should use the command kill -TERM to forcibly stop the process. The kill command is a tool for sending signals to processes on Linux systems.
Signals are messages that inform the processes about certain events and actions. The processes can react to the signals by performing predefined or user-
defined actions, such as terminating, suspending, resuming, or ignoring. The -TERM option specifies the signal name or number that the kill command should
send. The TERM signal, which stands for terminate, is the default signal that the kill command sends if no option is specified. The TERM signal requests the
process to terminate gracefully, by closing any open files, releasing any resources, and performing any cleanup tasks. However, if the process does not respond to
the TERM signal, the kill command can send a stronger signal, such as the KILL signal, which forces the process to terminate immediately, without any cleanup.
The administrator should use the command kill -TERM to forcibly stop the process. This is the correct answer to the question. The other options are incorrect
because they either do not terminate the process (kill -1 or kill -3) or do not terminate the process forcibly (kill -15 or Kill

-HUP). References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 14: Managing Processes, page 431.

NEW QUESTION 221
A junior Linux administrator is tasked with installing an application. The installation guide states the application should only be installed in a run level 5
environment.
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$ systemctl get-default
getty.target

Which of the following commands would ensure the server is set to runlevel 5?

A. systemctl isolate multi-user.target
B. systemctl isolate graphical.target
C. systemctl isolate network.target
D. systemctl isolate basic.target

Answer: B

Explanation:

The command that would ensure the server is set to runlevel 5 is systemctl isolate graphical.target. This command will change the current target (or runlevel) of
systemd to graphical.target, which is equivalent to runlevel 5 in SysV init systems. Graphical.target means that the system will start with a graphical user interface
(GUI) and all services required for it.

The other options are not correct commands for setting the server to runlevel 5. The systemctl isolate multi-user.target command will change the current target to
multi- user.target, which is equivalent to runlevel 3 in SysV init systems. Multi-user.target means that the system will start with multiple user logins and networking,
but without a GUI. The systemctl isolate network.target command will change the current target to network.target, which is not a real runlevel but a
synchronization point for network-related services. Network.target means that network functionality should be available, but does not specify whether it should be
started before or after it. The systemctl isolate basic.target command will change the current target to basic.target, which is also not a real runlevel but a
synchronization point for basic system services. Basic.target means that all essential services should be started, but does not specify whether it should be started
before or after it. References: systemd System and Service Manager; systemd.special(7) - Linux manual page

NEW QUESTION 223

A Linux administrator generated a list of users who have root-level command-line access to

the Linux server to meet an audit requirement. The administrator analyzes the following
/etc/passwd and /etc/sudoers files:

$ cat /etc/passwd

root:x: 0:0: :/homef/root: /bin/bash lee: x: 500: 500: :/home/lee:/bin/tcsh

mallory:x: 501:501.: :/root:/bin/bash

eve:x: 502: 502: /home/eve:/bin/nologin carl:x:0:503: :/home/carl:/bin/sh

bob:x: 504: 504: : /home/bob:/bin/ksh

alice:x: 505:505: :/home/alice:/bin/rsh

$ cat /etc/sudoers

Cmnd_Alias SHELLS = /bin/tcsh, /bin/sh, /bin/bash Cmnd_Alias SYSADMIN = /usr/shin/tcpdump
ALL = (ALL) ALL

ALL = NOPASSWD: SYSADMIN

Which of the following users, in addition to the root user, should be listed in the audit report as having root-level command-line access? (Select two).

A. Carl
B. Lee
C. Mallory
D. Eve
E. Bob
F. Alice

Answer: AC

Explanation:

The users who have root-level command-line access are those who have either the same user ID (UID) as root, which is 0, or the ability to run commands as root
using sudo. Based on the /etc/passwd and /etc/sudoers files, the users who meet these criteria are:

? Carl: Carl has the same UID as root, which is 0, as shown in the /etc/passwd file.

This means that Carl can log in as root and execute any command with root privileges1

? Mallory: Mallory has the ability to run commands as root using sudo, as shown in the /etc/sudoers file. The line ALL = (ALL) ALL means that any user can run any
command as any other user, including root, by using sudo. Mallory can also use the root shell /bin/bash as her login shell, as shown in the /etc/passwd file2
Therefore, the correct answer is A and C. Lee, Eve, Bob, and Alice do not have root-level command-line access because they have different UIDs from root and
they cannot use sudo to run commands as root. Lee can only use sudo to run the commands listed in the Cmnd_Alias SHELLS, which are /bin/tcsh, /bin/sh, and
/bin/bash. Eve cannot log in at all because her login shell is /bin/nologin. Bob and Alice can only use sudo to run the command /usr/shin/tcpdump without a
password, as specified by the Cmnd_Alias SYSADMIN and the line ALL = NOPASSWD: SYSADMIN2

NEW QUESTION 224
A systems administrator installed a new software program on a Linux server. When the systems administrator tries to run the program, the following message
appears on the screen.

Hardware virtualization support is not available on this system.
Either is not present or disabled in the system's BIOS

Which of the following commands will allow the systems administrator to check whether the system supports virtualization?
A. dmidecode -s system-version

B. Iscpu

C. sysctl -a

D. cat /sys/device/system/cpu/possible

Answer: B
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Explanation:

The command that will allow the systems administrator to check whether the system supports virtualization is Iscpu. This command will display information about
the CPU architecture, such as the number of CPUs, cores, sockets, threads, model name, frequency, cache size, and flags. One of the flags is vmx (for Intel
processors) or svm (for AMD processors), which indicates that the CPU supports hardware virtualization. If the flag is present, it means that the system supports
virtualization. If the flag is absent, it means that the system does not support virtualization or that it is disabled in the BIOS settings. The other options are not
correct commands for checking whether the system supports virtualization. The dmidecode -s system-version command will display the version of the system,
such as the product name or serial number, but not the CPU information. The sysctl -a command will display all the kernel parameters, but not the CPU flags. The
cat /sys/devices/system/cpu/possible command will display the range of possible CPUs that can be online or offline, but not the CPU features. References:
Iscpu(l) - Linux manual page; How To Check If Virtualization is Enabled in Windows 10/ 11

NEW QUESTION 229
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