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NEW QUESTION 1

Which command prevents passwords from being stored in the configuration as plain text on a router or switch?

A. enable secret

B. service password-encryption

C. username Cisco password encrypt
D. enable password

Answer: B
NEW QUESTION 2
Which set of action satisfy the requirement for multifactor authentication?

A. The user swipes a key fob, then clicks through an email link

B. The user enters a user name and password, and then clicks a notification in an authentication app on a mobile device

C. The user enters a PIN into an RSA token, and then enters the displayed RSA key on a login screen
D. The user enters a user name and password and then re-enters the credentials on a second screen

Answer: A

NEW QUESTION 3
Which two capacities of Cisco DNA Center make it more extensible? (Choose two)

A. adapters that support all families of Cisco IOS software

B. SDKs that support interaction with third-party network equipment

C. customized versions for small, medium, and large enterprises

D. REST APIs that allow for external applications to interact natively with Cisco DNA Center
E. modular design that is upgradable as needed

Answer: BD

NEW QUESTION 4
Refer to the exhibit.

~110.10.11.0

1.0/30 1 2 i —_—
- — 10 10 10 0728 — :
F 1 —-:

| —1 b bl Routar1 Swrich1 Host A

Routeri#show ip route
Gateway of last resort is 10 10.11.2 to network 0000

209165 200 0727 15 subnefted, 1 subneis
B 200 165 200,224 [2000] via 101012 2, 03-22:14
09 185 201 0/27 s subnetted, 1 subnets
B 209.165.201.0 [20/0] via 10.10.12.2, 02:26:33
209.165.202.0/27 1s subnetted. 1 subnets
B 209.165.202 128 [20/0] wa 10.10.12 2, 02:26:03
10 0.0 0/8 15 vanably subnetted. 8 subnets. 4 masks
10,10 10 0/28 s directly connected, GigabitEthemet(/0
10.10.11.0/30 s directly connected, FastEthermet2/0
0.12.0/30 is directly connected. GigabitEthemnet(/1

]

N

01013128728 [110/2] via 10 10 10 1, 00-00:04, GigabidEthemet(/0
101013144728 [110/2] via 10 10.10 1, 00:00:04, GigabdEthermnet(/0
0.10.13.160/29 [110/2] wa 10.10.10.1, 00.00.04, GigabilEthernet0/0
10.10.13.208/29 [110/2] via 10.10.10.1, 00:00:04, GigabiEthemet0/(
0.0.0.0/0 [1/0} via 10.10.11.2

woooooO OO

10.10.13.0/25 [110/2] via 10.10.10.1, 00-00-04, GigabitEthemnet(/0 [

Which prefix does Router 1 use for traffic to Host A?
A.10.10.10.0/28

B. 10.10.13.0/25

C. 10.10.13.144/28

D. 10.10.13.208/29

Answer: C

NEW QUESTION 5

in Which way does a spine and-leaf architecture allow for scalability in a network when additional access ports are required?

A. A spine switch and a leaf switch can be added with redundant connections between them
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B. A spine switch can be added with at least 40 GB uplinks
C. A leaf switch can be added with a single connection to a core spine switch.
D. A leaf switch can be added with connections to every spine switch

Answer: D

NEW QUESTION 6
Refer to the exhibit.

ip arp inspaction wlan 2
intarface fastathernet 0/1
switchporf mode AcCCess

switchpart access vian 2

What is the effect of this configuration?

A. The switch port interface trust state becomes untrusted

B. The switch port remains administratively down until the interface is connected to another switch
C. Dynamic ARP inspection is disabled because the ARP ACL is missing

D. The switch port remains down until it is configured to trust or untrust incoming packets

Answer: A

NEW QUESTION 7

How do TCP and UDP differ in the way that they establish a connection between two endpoints?

A. TCP uses synchronization packets, and UDP uses acknowledgment packets.

B. UDP uses SYN, SYN ACK and FIN bits in the frame header while TCP uses SYN, SYN ACK and ACK bits
C. UDP provides reliable message transfer and TCP is a connectionless protocol

D. TCP uses the three-way handshake and UDP does not guarantee message delivery

Answer: D

NEW QUESTION 8
Refer to Exhibit.

SW2

vip domain cisco

vip mods TrANSPATEOT

vip passwoerd ciscotest

interface fastethernetl/1
descriprion connecticn to swl
switchport mode trunk
switchport trunk encapsulation dotlg

How does SW2 interact with other switches in this VTP domain?

A. It processes VTP updates from any VTP clients on the network on its access ports.

B. It receives updates from all VTP servers and forwards all locally configured VLANSs out all trunk ports
C. It forwards only the VTP advertisements that it receives on its trunk ports.

D. It transmits and processes VTP updates from any VTP Clients on the network on its trunk ports

Answer: C

NEW QUESTION 9

Which unified access point mode continues to serve wireless clients after losing connectivity to the Cisco Wireless LAN Controller?
A. sniffer

B. mesh

C. flexconnect

D. local

Answer: B

NEW QUESTION 10

Drag and drop the Cisco Wireless LAN Controller security settings from the left onto the correct security mechanism categories on the right.
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Layer 2 Securnty Mechansms

GPASWPAL

Layer 3 Security Machanisms (for WLAN)

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Passthrough

Laver 2 Securty Mechanesms

h'l:u_.;!"l-

(7]
")
bl

B 1%

-

t Laver 3 Security Mechanesms (for WLAN)
YWPA+WPAD l

L WPALWPAL

_— — -

.l 802.1X web pobcy

I' — — — — — — — — —_ — — —_— _— —_

NEW QUESTION 10

What are two reasons that cause late collisions to increment on an Ethernet interface? (Choose two)

A. when the sending device waits 15 seconds before sending the frame again
B. when the cable length limits are exceeded

C. when one side of the connection is configured for half-duplex

D. when Carner Sense Multiple Access/Collision Detection is used

E. when a collision occurs after the 32nd byte of a frame has been transmitted

Answer: CE

NEW QUESTION 14
What is the primary effect of the spanning-tree portfast command?

A. it enables BPDU messages

B. It minimizes spanning-tree convergence time

C. It immediately puts the port into the forwarding state when the switch is reloaded
D. It immediately enables the port in the listening state

Answer: A

NEW QUESTION 15

Which IPv6 address block sends packets to a group address rather than a single address?
A. 2000::/3

B. FC00::/7

C. FE80::/10

D. FF00::/8

Answer: C
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NEW QUESTION 20
Drag and drop the AAA functions from the left onto the correct AAA services on the right

Iauthentication

recoras user acovities

restricts the senyices that are available to a user

identifies the user

controls the actions that 3 user can perform

provides analytical mformation for the network admunestrator

verfies the password assocated with a user

A. Mastered
B. Not Mastered

Answer: A

Explanation:

records user actvities I

restricts the sennces that are available to 3 user

_________________ |
' dentfies the user ' recoras user actvities I
L _________________ — O — — e = — — — - e — — mm— - i — — i
r — L] - L -_— L -— - - - - - - - L] L
controls the achons that a user can perform 1 | restricts the services that are available to & user ‘
1 Baa e = o e
provides analybical mformation for the network administrator

~ —_-_'“_—_—_—_—_—_T_—'_—_—_';—_-__—_—_| provides analytical information for the network administrator 1

verfies the password asso0ated with a user I
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NEW QUESTION 22
Refer to the exhibit.

Designated Router (ID) 10.11.11.11, Interface address 10.10.10.1
Backup Designated router (ID)10.3.3.3, Interface address 10.10.10.3
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
oob-resync timeout 40

Hello due in 00:00:08

Supports Link-local Signaling (LLS)

Cisco NSF helper support enabled

IETF NSF helper support enabled

Index 1/1/1, flood queue length 0

Next 0x0(0)/0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 6

Last flood scan time is 0 msec, maximum is 1 msec

Neighbor Count is 3, Adjacent neighbor count is 3

Adjacent with neighbor 10.1.1.4

Adjacent with neighbor 10.2.2.2

Adjacent with neighbor 10.3.3.3 (Backup Designated Router)
Suppress hello for 0 neighbor(s)

The show ip ospf interface command has been executed on R1 How is OSPF configured?
A. The interface is not participating in OSPF

B. A point-to-point network type is configured

C. The default Hello and Dead timers are in use

D. There are six OSPF neighbors on this interface

Answer: A

NEW QUESTION 25
Refer to the exhibit.
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R2&shrun | br

router ospf 1

router-igd 2.2.2.2

og-adjacency- f*‘.fng:
autlo-Cost r

.

network 0
- . |

network 10. JD -_.1 DL

R2#show

p route

Grrtl-"." ay o last resor

ICECD variably subnetteg, 3 subnets, 3 masks
10.10.10.0/30 is directly connected
10.10.13.0/25 is directly connected, Vian20

C 10.10.13.144/28 is directly connected, Viand(

— - 1
— — AN i
10 10.16/30
— E
ntermet |
Rig#show ip route |
Gateway f.J"r!-}L! FeS0rt 15 NOL s
10.0.0.0/8 is varia subnetted, 4 subnets, 3 masks
C 10.10.10.0/30 is directly connected, FastEthernet(/1
= - - o . | ~
O 10.10.13.0/25 [110/6576! via 10.10.10.1. 01:37:03
- Jo i = i 1
( 10.10.10.16/30 is directly connected, FastEthernetD/24
O 10.10.13.144/281110/110 via 10.10.10.1, 01:37:03
R1g#sh run | b router ospf
router ospt 1 |
router-id 1.1.1.1

og-adjacency-changes

auto-cost reference-bandwidth 10000
netTwork _,.lD.;.i..l.”.“J rea 0
default-information originate

An engineer is bringing up a new circuit to the MPLS provider on the Gi0/1 interface of Routerl The new circuit uses eBGP and teams the route to VLAN25 from
the BGP path What s the expected behavior for the traffic flow for route 10.10.13.0/257?

A. Traffic to 10.10.13.0.25 is load balanced out of multiple interfaces
B. Route 10.10.13.0/25 is updated in the routing table as being learned from interface GiO/1.

C. Traffic to 10.10.13.0/25 is asymmeteical

D. Route 10.10.13.0/25 learned via the GiO/0 interface remains in the routing table

Answer: D

NEW QUESTION 30
Which statement identifies the functionality of virtual machines?

A. Virtualized servers run most efficiently when they are physically connected to a switch that is separate from the hypervisor

B. The hypervisor can virtualize physical components including CP
C. memory, and storage

D. Each hypervisor can support a single virtual machine and a single software switch
E. The hypervisor communicates on Layer 3 without the need for additional resources

Answer: D

NEW QUESTION 35
Refer to the exhibit.
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SW1#sh lacp neighbor
Flags: S - Device 1s requesting Slow LACPDUs
F - Device 1s requesting Fast LACPDUs
A - Device 1s 1n Active mode P - Device 1s 1n Passive mode

Channel group 35 neighbors
Partner's information:

LACP port Admin Oper Port Port
Port Flags Priority Dev ID Age  key Key  Number State

Et1/0 SP 32768 aabb.cc80.7000 8s 0x0 Ox23 0x101 Ox3C
Etl/1 SP 32768 aabb.cc80.7000 8s Ox0 Ox23  0x102 Ox3C

Based on the LACP neighbor status, in which mode is the SW1 port channel configured?

A. passive
B. mode on
C. auto

D. active

Answer: A

NEW QUESTION 38
Which mode allows access points to be managed by Cisco Wireless LAN Controllers?

A. autonomous

B. lightweight

C. bridge

D. mobility express

Answer: B

NEW QUESTION 42
Which command automatically generates an IPv6 address from a specified IPv6 prefix and MAC address of an interface?

A. ipv6 address dhcp

B. ipv6 address 2001:DB8:5:112::/64 eui-64

C. ipv6 address autoconfig

D. ipv6 address 2001:DB8:5:112::2/64 link-local

Answer: C

NEW QUESTION 47

Which action is taken by a switch port enabled for POE power classification override?

A. When a powered device begins drawing power from a PoE switch port a syslog message is generated

B. As power usage on a PoE switch port is checked data flow to the connected device is temporarily paused

C. If a switch determines that a device is using less than the minimum configured power it assumes the device has failed and disconnects
D. If a monitored port exceeds the maximum administrative value for power, the port is shutdown and err-disabled

Answer: C

NEW QUESTION 52
Refer to exhibit.

Router (config) #interface GigabitEthernet 1/0/1
Router (config-if) #ip address 192.168.16.143 255.255.255.240
Bad mask /28 for address 192.168.16.143

Which statement explains the configuration error message that is received?
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A. It is a broadcast IP address

B. The router does not support /28 mask.
C. It belongs to a private IP address range.
D. IT is a network IP address.

Answer: A

NEW QUESTION 56
When a floating static route is configured, which action ensures that the backup route is used when the primary route fails?

A. The floating static route must have a higher administrative distance than the primary route so it is used as a backup
B. The administrative distance must be higher on the primary route so that the backup route becomes secondary.

C. The floating static route must have a lower administrative distance than the primary route so it is used as a backup
D. The default-information originate command must be configured for the route to be installed into the routing table

Answer: A

NEW QUESTION 61

What makes Cisco DNA Center different from traditional network management applications and their management of networks?
A. It only supports auto-discovery of network elements in a greenfield deployment.

B. It modular design allows someone to implement different versions to meet the specific needs of an organization

C. IT abstracts policy from the actual device configuration

D. It does not support high availability of management functions when operating in cluster mode

Answer: A

NEW QUESTION 63
Drag drop the descriptions from the left onto the correct configuration-management technologies on the right.

g -
-

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 65
Refer to the exhibit.

Fl§ show ip route | begin gateway

Gateway of last resort is 209 .165.200.246 to network 0.0.0.0

5 0.0.0.0/0 [1/0] wia 209 163 .200. 246, Seriald/l/0

is directly connscted, Serislo/fl/0

172.16€.0.0/16 is variably subnetted, 3 subnets, ] masks

172.16.0.0/24 [1/0] wia 207 163 200.230, Sarial0/0/0

172.16.0.128/25% [110/38443) wim 207.16%5.200.254, 00:00:23, Sariald/0/1
172.16.0.15%2/2% [90/3104439] wia 207.165 200.254, 00:00:23%, Serialdf0/1
Z0%.163.200.0/24 Lis variably subnetted, 4 subnets, 2 masks
209165 . 200.248/30 iz directly connected, Serialld/ 070

209 165 .200.245/32 is directly connected, Seriall/0/0

209,163 .200.252/30 is directly connected, Serialld/0/1

209 165 . 200.253/32 1a directly connactad, Sarisldfofl

== ]

HOE N

With which metric was the route to host 172.16.0.202 learned?

A. 110
B. 38443
C. 3184439

Answer: C

NEW QUESTION 69

An engineer must configure a WLAN using the strongest encryption type for WPA2- PSK. Which cipher fulfills the configuration requirement?
A. WEP

B. RC4

C. AES

D. TKIP

Answer: D

NEW QUESTION 70

Which API is used in controller-based architectures to interact with edge devices?
A. overlay

B. northbound

C. underlay

D. southbound

Answer: D

NEW QUESTION 73
Drag and drop the functions from the left onto the correct network components on the right
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DHCP Server

hoids the TCP/IP setungs 1o D¢ dstnbuted to the dents

resolves web URLs to IP aogresses

stores a kst of TP addresses mapped to names

255005 3 0efault gateway 10 3 Chent

DNS Server
assgns [P addresses to enabed Chents

A. Mastered
B. Not Mastered
Answer: A
Explanation:

_— - e e s DHCP Server

1 I
hoids the TCP/IP serhngs to be dstnbuted to the chents | | hoigs the TCP'IP semngs 10 De dtnbDutad to the Chents

T e T e e L T T T e T

resohves web URLs T [P aodresses | 1 resoives web URLs to IP addresses

stores 2 kst of TP addresses mapped 1o names

i
=
assgns 3 02fault gateway 10 3 Chent I
stores 3 bst of [P addresses mapped to names I
sss.gns TP addresses to enabled Chents

25005 3 Jefaut gateway 10 3 Chent

NEW QUESTION 77
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