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NEW QUESTION 1
- (Topic 1)
View the following exhibit, which shows the Download Import Report:

Start to import config from devices{Remote-FortiGate) vdom (root)to adom (MyADOM),
Package(Remote-FortiGate)

“firewall address”, SUCCESS,”(name=REMOTE_SUBNET,0id=580, new object)"

“firewall policy”,SUCCESS,"”(name=1, 0id=990,new object)”

“firewall policy”,FAIL,"(name=ID:2(#2), 0id=991, reason=interface(interface binding

Contradiction.detail:any<-port6)binding fail}"

Why it is failing to import firewall policy ID 2?

A. The address object used in policy ID 2 already exist in ADON database with any as interface association and conflicts with address object interface association
locally on the FortiGate

B. Policy ID 2 is configured from interface any to port6 FortiManager rejects to import this policy because any interface does not exist on FortiManager

C. Policy ID 2 does not have ADOM Interface mapping configured on FortiManager

D. Policy ID 2 for this managed FortiGate already exists on FortiManager in policy package named Remote-FortiGate.

Answer: A

Explanation:
FortiManager_6.4_Study_Guide-Online — page 331 & 332

NEW QUESTION 2

- (Topic 1)

An administrator would like to review, approve, or reject all the firewall policy changes made by the junior
administrators.

How should the Workspace mode be configured on FortiManager?

A. Set to workflow and use the ADOM locking feature
B. Set to read/write and use the policy locking feature
C. Set to normal and use the policy locking feature
D. Set to disable and use the policy locking feature

Answer: A
Explanation:

Reference: https://help.fortinet.com/fmgr/50hlp/52/5-2-0/FMG_520_Online_Help/200_What's-New.03.03.html

NEW QUESTION 3
- (Topic 1)

® Managed devices - 1 Devices
Total

@ Logging Devices
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You are using the Quick Install option to install configuration changes on the managed FortiGate.
Which two statements correctly describe the result? (Choose two.)

A. It will not create a new revision in the revision history

B. It installs device-level changes to FortiGate without launching the Install Wizard

C. It cannot be canceled once initiated and changes will be installed on the managed device
D. It provides the option to preview configuration changes prior to installing them

Answer: BC

Explanation:

FortiManager_6.4_Study_Guide-Online — page 164

The Install Config option allows you to perform a quick installation of device-level settings without launching the Install Wizard. When you use this option, you
cannot preview the changes prior to committing. Administrator should be certain of the changes before using this install option, because the install can't be
cancelled after the process is initiated.
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NEW QUESTION 4
- (Topic 1)
View the following exhibit.
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Given the configurations shown in the exhibit, what can you conclude from the installation targets in the Install On column?

A. The Install On column value represents successful installation on the managed devices

B. Policy seg#3 will be installed on all managed devices and VDOMSs that are listed under Installation Targets
C. Policy seg#3 will be installed on the Trainer[NAT] VDOM only

D. Policy seg#3 will be not installed on any managed device

Answer: B

NEW QUESTION 5
- (Topic 1)
Which two statements about the scheduled backup of FortiManager are true? (Choose two.)

A. It does not back up firmware images saved on FortiManager.
B. It can be configured using the CLI and GUI.

C. It backs up all devices and the FortiGuard database.

D. It supports FTP, SCP, and SFTP.

Answer: AD
Explanation:

Reference: https://docs.ansible.com/ansible/latest/collections/fortinet/fortimanager/fmgr_system_backu p_allsettings_module.html

NEW QUESTION 6
- (Topic 1)
View the following exhibit.

NAT Device NAT Device

FortiVlansger
FortiC-ate

FortDManager NATed IP address ForiiManager NATed [P address

If both FortiManager and FortiGate are behind the NAT devices, what are the two expected results? (Choose two.)

A. FortiGate is discovered by FortiManager through the FortiGate NATed IP address.

B. FortiGate can announce itself to FortiManager only if the FortiManager IP address is configured onFortiGate under central management.
C. During discovery, the FortiManager NATed IP address is not set by default on FortiGate.

D. If the FCFM tunnel is torn down, FortiManager will try to re-establish the FGFM tunnel.
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Answer: AC

Explanation:

Fortimanager can discover FortiGate through a NATed FortiGate IP address. If a FortiManager NATed IP address is configured on FortiGate, then FortiGate can
announce itself to FortiManager. FortiManager will not attempt to re-establish the FGFM tunnel to the FortiGate NATed IP address, if the FGFM tunnel is
interrupted. Just like it was in the NATed FortiManager scenario, the FortiManager NATed IP address in this scenario is not configured under FortiGate central
management configuration.

NEW QUESTION 7
- (Topic 1)
What is the purpose of the Policy Check feature on FortiManager?

A. To find and provide recommendation to combine multiple separate policy packages into one commonpolicy package
B. To find and merge duplicate policies in the policy package

C. To find and provide recommendation for optimizing policies in a policy package

D. To find and delete disabled firewall policies in the policy package

Answer: C

Explanation:

Reference: https://help.fortinet.com/fmgr/50hlp/56/5-6-2/FortiManager_Admin_Guide/1200_Policy%20and%200bjects/0800_Managing%20policy%20packages/24
00_Perform%20a%20policy%20consistency%20check.htm

NEW QUESTION 8
- (Topic 1)
You are moving managed FortiGate devices from one ADOM to a new ADOM. Which statement correctly describes the expected result?

A. Any pending device settings will be installed automatically

B. Any unused objects from a previous ADOM are moved to the new ADOM automatically
C. The shared policy package will not be moved to the new ADOM

D. Policy packages will be imported into the new ADOM automaticallyD

Answer: C

Explanation:
Reference: https://community.fortinet.com/t5/FortiManager/Technical-Note-How-to-move-objects-to-new-ADOM-on-FortiManager/ta-p/198342

NEW QUESTION 9
- (Topic 2)
Refer to the exhibit.

Edit Address

Address Name
LAN

Type

IP/MNetmask
192.168.1.0/255.255.255.0
Interface

any X v

Static Route Configuration
OFF

Comments

Add to Groups

Advanced Options >

Per-Device Mapping

<+ Add [@ Edit & Delete ; Q|
"]  Name VDOM Details
1 Remote-FortiGate raot IP/Netmask:10.200.1.0/255.255.255.0

An administrator has created a firewall address object, Training which is used in the Local- FortiGate policy package.
When the installation operation is performed, which IP/Netmask will be installed on the Local-FortiGate, for the Training firewall address object?

A.192.168.0.1/24
B. 10.200.1.0/24
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C. It will create a firewall address group on Local-FortiGate with 192.168.0.1/24 and 10.0.1.0/24 object values.
D. Local-FortiGate will automatically choose an IP/Netmask based on its network interface settings.

Answer: A

NEW QUESTION 10
- (Topic 2)
What will be the result of reverting to a previous revision version in the revision history?

A. It will install configuration changes to managed device automatically

B. It will tag the device settings status as Auto-Update

C. It will generate a new version ID and remove all other revision history versions
D. It will modify the device-level database

Answer: D

NEW QUESTION 10
- (Topic 2)

An administrator configures a new firewall policy on FortiManager and has not yet pushed the changes to the managed FortiGate.

In which database will the configuration be saved?

A. Device-level database

B. Revision history database

C. ADOM-level database

D. Configuration-level database

Answer: C
Explanation:

https://kb.fortinet.com/kb/documentLink.do?externallD=FD47942

NEW QUESTION 11
- (Topic 2)
Refer to the exhibit.

Create New CLI Script
Script Name Routing [View Sample Script]
Comments Write a comment
Tvpe CLI Script v
Run script on Device Database v
Script details config router prefix-list
edit public
config rule
editl

set prefix 0.0.0.0/0
set action permit
next

edit 2

set prefix 8.8.8.8/32
set action deny

end

Advanced Device Filters >

Which two statements are true if the script is executed using the Device Database option? (Choose two.)

A. You must install these changes using the Install Wizard to a managed device

B. The successful execution of a script on the Device Database will create a new revision history
C. The script history will show successful installation of the script on the remote FortiGate

D. The Device Settings Status will be tagged as Modified

Answer: AD

NEW QUESTION 12
- (Topic 2)
An administrator has enabled Service Access on FortiManager.
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What is the purpose of Service Access on the FortiManager interface?

A. Allows FortiManager to download IPS packages

B. Allows FortiManager to respond to request for FortiGuard services from FortiGate devices
C. Allows FortiManager to run real-time debugs on the managed devices

D. Allows FortiManager to automatically configure a default route

Answer: B

Explanation:
FortiManager 6.2 Study guide page 350

NEW QUESTION 14
- (Topic 2)
Which two statements about Security Fabric integration with FortiManager are true? (Choose two.)

A. The Security Fabric license, group name and password are required for the FortiManager Security Fabricintegration
B. The Fabric View module enables you to generate the Security Fabric ratings for Security Fabric devices

C. The Security Fabric settings are part of the device level settings

D. The Fabric View module enables you to view the Security Fabric ratings for Security Fabric devices

Answer: CD

NEW QUESTION 19

- (Topic 2)

An administrator has assigned a global policy package to custom ADOM1. Then the administrator creates a new policy package, Fortinet, in the custom ADOML1.
Which statement about the global policy package assignment to the newly-created policy package Fortinet is true?

A. When a new policy package is created, it automatically assigns the global policies to the new package.

B. When a new policy package is created, you need to assign the global policy package from the globalADOM.

C. When a new policy package is created, you need to reapply the global policy package to the ADOM.

D. When a new policy package is created, you can select the option to assign the global policies to the new package.

Answer: A

Explanation:
Global Policy Package is applied at the ADOM level and you have the option to choose which ADOM policy packages you want to exclude (there is no option to
choose Policy Packages to include).

NEW QUESTION 20
- (Topic 2)
Which two items are included in the FortiManager backup? (Choose two.)

A. FortiGuard database
B. Global database

C. Logs

D. All devices

Answer: BD
Explanation:

Reference: https://kb.fortinet.com/kb/viewContent.do?externalld=FD34549

NEW QUESTION 22
- (Topic 3)
View the following exhibit.
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Edit Address
Address Name

Training
Type

IP/Netmask
[P/MNetwork

| 192.168.1.0/255.255.255.255.0

'interfar:e

|
Static Route Configuration

OFF

Comments

0/255

Add to Groups

Click to add

Advanced Options >
Per-Device Mapping

+Add (# Edit @ Delete

Name YVDOM Details
IPMNetmask10.0.10/255.255.255.0

Local-FortiGate root

An administrator has created a firewall address object, Training, which is used in the Local- FortiGate policy package. When the install operation is performed,
which IP Netmask will be installed on the Local-FortiGate, for the Training firewall address object?

A. 10.0.1.0/24

B. It will create firewall address group on Local-FortiGate with 192.168.0.1/24 and 10.0.1.0/24 object values

C. 192.168.0.1/24

D. Local-FortiGate will automatically choose an IP Network based on its network interface settings.

Answer: A

NEW QUESTION 24
- (Topic 3)
Refer to the exhibit.
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Given the configuration shown in the exhibit, what can you conclude from the installation targets m the Install On column? (Choose two)

A. Policy seq # 2 will not be installed on the Local-FortiGate root VDOM because there is no root VDOM in the Installation Target
B. Policy seq # 3 will be installed on all managed devices and VDOMs that are listed under Installation Targets

C. Policy seq # 1 will be installed on the Remoto-FortiGate root[NAT] and Student[NAT] VDOMSs only
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D. Policy 3 will be installed on all FortiGate devices and vdom belongs to the ADOM
E. Policy seq # 3 will be skipped because no installation targets are specified

Answer: BC

NEW QUESTION 25
- (Topic 3)
An administrator has added all the devices in a Security Fabric group to FortiManager. How does the administrator identify the root FortiGate?

A. By a dollar symbol ($) at the end of the device name

B. By an at symbol (@) at the end of the device name

C. By a QUESTION NO: mark(?) at the end of the device name
D. By an Asterisk (*) at the end of the device name

Answer: D

NEW QUESTION 27

- (Topic 3)

View the following exhibit.
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When using Install Config option to install configuration changes to managed FortiGate, which of the following statements are true? (Choose two.)

A. Once initiated, the install process cannot be canceled and changes will be installed on the managed device
B. Will not create new revision in the revision history

C. Installs device-level changes to FortiGate without launching the Install Wizard

D. Provides the option to preview configuration changes prior to installing them

Answer: AC

NEW QUESTION 30
- (Topic 3)
Which two settings are required for FortiManager Management Extension Applications (MEA)? (Choose two.)

A. When you configure MEA, you must open TCP or UDP port 540.

B. You must open the ports to the Fortinet registry

C. You must create a MEA special policy on FortiManager using the super user profile
D. The administrator must have the super user profile.

Answer: CD

NEW QUESTION 33
- (Topic 3)
View the following exhibit.

Start to import config from device(Local-FortiGate) vdom(root) to adom(My_ADOM), package(Local-
Fortigate_root)

“firewall service category”,SKIPPED,"” (name=General,0id=697, DUPLICATE)"
“firewall address”, SUCCESS,"”(name=LOCAL_SUBNET,0id=684,new object)”
“firewall service custom”,SUCCESS,”(name=ALL,0id=863,update previous object)”
“firewall policy”,SUCCESS,” (name=1,0id-1090, new object)”
Which one of the following statements is true regarding the object named ALL?
A. FortiManager updated the object ALL using FortiGate’s value in its database
B. FortiManager updated the object ALL using FortiManager’s value in its database
C. FortiManager created the object ALL as a unique entity in its database, which can be only used by thismanaged FortiGate.

D. FortiManager installed the object ALL with the updated value.

Answer: A
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NEW QUESTION 34
- (Topic 3)
Refer to the exhibit.

FortiManager
9 NAT Device
FortiManager NATed IP address

config system admin setting
set mgmt-addr <FMG NATed IP address>

An administrator is about to add the FortiGate device to FortiManager using the discovery process FortiManager is operating behind a NAT device, and the

administrator configured the FortiManager NATed IP address under the FortiManager system administration settings

What is the expected result?

A. During discovery FortiManager sets trie FortiManager NATed IP address on FortiGate

B. During discovery FortiManager sets both tie FortiManager NATed IP address and NAT device IP address on FortiGate

C. During discovery FortiManager sets the NATed device IP address on FortiGate
D. During discovery FortiManager uses only the FortiGate serial number to establish the connection

Answer: C
NEW QUESTION 35

- (Topic 3)
Refer to the exhibit.
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A junior administrator is troubleshooting a FortiManager connectivity issue that rs occurring with managed FortiGate devices

Given the FortiManager device manager settings shown in the exhibit what can you conclude from the exhibit?

A. The administrator had restored the FortiManager configuration file

B. The administrator must refresh both devices to restore connectivity

C. FortiManager test internet connectivity therefore, both devices appear to be down
D. The administrator can reclaim the FGFM tunnel to get both devices online

Answer: C

NEW QUESTION 36
- (Topic 3)
Refer to the exhibit.
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According to the error message why is FortiManager failing to add the FortiAnalyzer device?

A. The administrator must turn off the Use Legacy Device login and add the FortiAnalyzer device to the same network as Forti-Manager
B. The administrator must select the Forti-Manager administrative access checkbox on the FortiAnalyzer management interface

C. The administrator must use the Add Model Device section and discover the FortiAnalyzer device

D. The administrator must use the correct user name and password of the FortiAnalyzer device

Answer: C

NEW QUESTION 37
- (Topic 3)
What is the advantage of using FortiManager to manage PortiAnalyzer?

A. It allows FortiManager to manage all FortiGate devices

B. It allows FortiManager to fun reports based on FortiAnalyzer

C. It allows FortiManager to store all managed FortiGate device logs
D. It allows FortiManager to act as a collector and FortiAnalyzer device

Answer: D

NEW QUESTION 42
- (Topic 3)
Push updates are failing on a FortiGate device that is located behind a NAT device Which two settings should the administrator check? (Choose two.)

A. That the virtual IP address and correct ports are set on the NAT device

B. That the NAT device IP address and correct ports are configured on FortiManager

C. That the external IP address on the NAT device is set to DHCP and configured with the virtual IP
D. That the override server IP address is set on FortiManager and the NAT device

Answer: BC

NEW QUESTION 43

- (Topic 3)

An administrator would like to create an SD-WAN using central management. What steps does the
administrator need to perform to create an SD-WAN using central management?

A. First create an SD-WAN firewall policy, add member interfaces to the SD-WAN template and create a static route

B. You must specify a gateway address when you create a default static route

C. Remove all the interface references such as routes or policies

D. Enable SD-WAN central management in the ADOM, add member interfaces, create a static route and SDWAN firewall policies.

Answer: D
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NEW QUESTION 44
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