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NEW QUESTION 1
Microsoft 365 Endpoint data loss prevention (Endpoint DLP) can be used on which operating systems?

A. Windows 10 and iOS only

B. Windows 10 and Android only
C. Windows 10, Android, and iOS
D. Windows 10 only

Answer: A

NEW QUESTION 2

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

Digitally signing a document requires a private key. O O

Verifying the authenticity of a digitally signed document requires the public O O
key of the signer.

Verifying the authenticity of a digitally signed document requires the private O O
key of the singer.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

A certificate is required that provides a private and a public key.

Box 2: Yes

The public key is used to validate the private key that is associated with a digital signature. Box 3: Yes

NEW QUESTION 3
HOTSPOT
Select the answer that correctly completes the sentence.

Answer Area

» provides best practices from Microsoft employees, partners, and customers,

Azure Blueprints including tools and guidance to assist in an Azure deployment.
Azure Policy

The Microsoft Cloud Adoption Framework for Azure
A resource lock

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

» provides best practices from Microsoft employees, partners, and customers,

Azure Blueprints including tools and guidance to assist in an Azure deployment.

AaurePalcy o e ]
The Microsoft Cloud Adoption Framework for Azure

A resource lock

NEW QUESTION 4
Which compliance feature should you use to identify documents that are employee resumes?

A. pre-trained classifiers
B. Content explorer

C. Activity explorer

D. eDiscovery

Answer: A
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NEW QUESTION 5
HOTSPOT
Select the answer that correctly completes the sentence.
~ provides benchmark recommendations and guidance for protecting Azure services.

Azure Application Insights
Azure Network Watcher
Log Analytics workspaces
Security baselines for Azure

A. Mastered
B. Not Mastered

Answer: A

Explanation:
« provides benchmark recommendations and guidance for protecting Azure services.

Azure Application Insights
Azure Network Watcher
Log Analytics workspaces

NEW QUESTION 6

HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
When users attempt 1o A0Cess a0 Applcalion of 8 S&nace, l Juthenticatipn - ! controls their level of access
ATMISIr 0N
au-::tlnq
Buthentcation
:auth-:nn:q:iun
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
When users attempt 1o access an application or & senice, l Juthentication > ! conirols heir leved of access
SOMIEIr 0N
lauditing
|
Tauthonzation

NEW QUESTION 7

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
You can create custom roles in Azure Active Directory (Azure AD). O O
Global administrator is a rale in Azure Active Directory (Azure AD). O O

An Azure Active Directory (Azure AD) user can be assigned only onerole. O @)

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

Azure AD supports custom roles.

Box 2: Yes

Global Administrator has access to all administrative features in Azure Active Directory. Box 3: No
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NEW QUESTION 8

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes Mo
All Axure Active Directory (Azure AD) license editions include the same features, o Q
You can manage an Azure Active Directory (AZure AD) tenant by using the Azure portal, o O
You must deploy Azure virtual machines to host an Azure Active Directory (Azure AD) tenant. o ()
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes No
All Azure Active Directory (Azure AD) license editions include the same features. o ﬁz
You can manage an Azure Active Directory (Azure AD) tenant by using the Azure portal. O] O
p— iy
You must deploy Azure virtual machines to host an Azure Active Directory (Azure AD) tenant o |CII,

NEW QUESTION 9
Which Azure Active Directory (Azure AD) feature can you use to restrict Microsoft Intune- managed devices from accessing corporate resources?

A. network security groups (NSGSs)

B. Azure AD Privileged Identity Management (PIM)
C. conditional access policies

D. resource locks

Answer: B

NEW QUESTION 10
You have a Microsoft 365 E3 subscription.
You plan to audit user activity by using the unified audit log and Basic Audit. For how long will the audit records be retained?

A. 15 days
B. 30 days
C. 90 days
D. 180 days

Answer: C

NEW QUESTION 10

You plan to move resources to the cloud.

You are evaluating the use of Infrastructure as a service (laaS),

Platform as a service (PaaS), and Software as a service (SaaS) cloud models.

You plan to manage only the data, user accounts, and user devices for a cloud-based app. Which cloud model will you use?

A. laaS
B. SaaS
C. PaaS

Answer: B
NEW QUESTION 14
HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes

You can use the insider risk management solution to detect
phishing scams.

You can access the insider risk management solution from
the Microsoft 365 compliance center.

You can use the insider risk management solution to detect
data leaks by unhappy employees.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Phishing scams are external threats.

Box 2: Yes

Insider risk management is a compliance solution in Microsoft 365.
Box 3: Yes

Insider risk management helps minimize internal risks from users. These include:
? Leaks of sensitive data and data spillage

? Confidentiality violations

? Intellectual property (IP) theft

? Fraud

? Insider trading

? Regulatory compliance violations

NEW QUESTION 19

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes
Microsoft Defender for Endpoint can protect Android devices. O
Microsoft Defender for Endpoint can protect Azure virtual machines that run O
Windows 10.
Microsoft Defender for Endpoint can protect Microsoft SharePoint Online O
sites and content from viruses.
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Statements Yes
Microsoft Defender for Endpoint can protect Android devices. ol
Microsoft Defender for Endpoint can protect Azure virtual machines that run | C}_I
Windows 10. e
Microsoft Defender for Endpoint can protect Microsoft SharePoint Online Q

sites and content from viruses,

NEW QUESTION 23
You have an Azure subscription.
You need to implement approval-based, time-bound role activation. What should you use?

A. Windows Hello for Business

B. Azure Active Directory (Azure AD) Identity Protection

C. access reviews in Azure Active Directory (Azure AD)

D. Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
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Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity- management/pim-configure

NEW QUESTION 27
You have an Azure subscription that contains multiple resources.
You need to assess compliance and enforce standards for the existing resources. What should you use?

A. the Anomaly Detector service
B. Microsoft Sentinel

C. Azure Blueprints

D. Azure Policy

Answer: D

NEW QUESTION 29
Which Microsoft portal provides information about how Microsoft manages privacy, compliance, and security?

A. Microsoft Service Trust Portal

B. Compliance Manager

C. Microsoft 365 compliance center
D. Microsoft Support

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/get-started-with-service-trust-portal ?view=0365-worldwide

NEW QUESTION 32

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
¥ou can use Advanced Audit in Microsoft 365 to view billing details. O O
¥You can use Advanced Audit in Microsoft 365 to view the contents of an email message. D (8]

You can use Advanced Audit in Microsoft 365 to identify when a user uses the search bar
in Outlook on the web to search for items in a mailbox.

o
O

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Advanced Audit helps organizations to conduct forensic and compliance investigations by increasing audit log retention.
Box 2: No

Box 3: Yes

NEW QUESTION 35

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
Sensifivity labels can be used to encrypt documents. O O
Sensitivity labels can add headers and footers to documents. O @)
Sensitivity labels can apply watermarks to emails. O O
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: Yes

You can use sensitivity labels to provide protection settings that include encryption of emails and documents to prevent unauthorized people from accessing this
data.

Box 2: Yes

You can use sensitivity labels to mark the content when you use Office apps, by adding watermarks, headers, or footers to documents that have the label applied.
Box 3: NO

https://docs.microsoft.com/en-us/information-protection/deploy-use/configure-policy-
markings

NEW QUESTION 36

You need to create a data loss prevention (DLP) policy. What should you use?
A. the Microsoft 365 admin center

B. the Microsoft Endpoint Manager admin center

C. the Microsoft 365 Defender portal

D. the Microsoft 365 Compliance center

Answer: A

NEW QUESTION 39

HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
PSR NSk r"‘:.]l"l..'l-:_]{f"{'l"-'. g .._.:.n'|g-|.|reu roum Thee MarrerLoft Puryiesw OO phance p T v
Moo 365 Mdmen Cenler
Miciosoft Purveew comphance portal
Mcrosoft 365 Defendar portal
Microsoft Defender for Cloud Apps portal
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Anvwer Area
FiSEET NSk r".an.:-:_]er"{-r-{ g U:,ﬂ"ll._:ufl.‘_'\d from the Mar resioft Pusrvess CorT phance p i T il -

Microsoft 365 admin center.

Microsoft Purview comphance portal

Mbwcrosoft 365 Detender portal

Microsoft Defender for Cloud Apps portal

NEW QUESTION 43

HOTSPOT

Select the answer that correctly completes the sentence.
Answer Area

« a file makes the data in the file readable and usable to viewers that have the appropriate key.
Archiving
Compressing
Deduplicating
Encrypting

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

« a file makes the data in the file readable and usable to viewers that have the appropriate key.

Archiving
Compressing

o e -

NEW QUESTION 48
DRAG DROP

Match the Microsoft Defender for Office 365 feature to the correct description.
To answer, drag the appropriate feature from the column on the left to its description on the right. Each feature may be used once, more than once, or not at all.

NOTE: Each correct match is worth one point.

Features Answer Area
| Threat Explorer e
Threat Trackers
| Feature
j Anti-phishing protection
Feature

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Features Answer Area
e - -
ET_hrt.:-a'._Exp_larEr el | Anti-phishing protection
I Theeat Trackers. | W
e ] f Threat Explorer

RPN
| Anti-phishing protection | .
e Eas i | Thieat Trackers

NEW QUESTION 50
HOTSPOT

{Provides intelligence on prevailing cybersecurity issues

Prosndes real-time reports 1o mentify and analyze recent threats

: Detects impersonation attempts

Frovides mtelgence on prevailing cybersecunty issues

Prowndes real-time reponts to dentify and analyze recent threats

Detects impersonation attempts

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
Anfwer Area

Statements

Yes Mo

Aure AL ldentity Prolscton generates nsk delections ance a user 5 suthenticated.

Azure AD Identity Protection assigns a risk level of Low, Medium, or High to each risk event

A user nsk n Arure AD idsntity Protection repressnts the probability that & gaen identity or

accoumnt s compromised

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements

Azure AD ldentity Prolection generates sk detections once a user i authenticated, 1

- =

Agure AD ldentity Prolecthon Asigns J sk level of Low, Medium, or High to each risk event. |0

A user nsk in Azure AD identity Protection represents the probability that a gnen identity or 'L_ i

ACCOUNT 15 Compromised

NEW QUESTION 53

Which Microsoft 365 compliance center feature can you use to identify all the documents on a Microsoft SharePoint Online site that contain a specific key word?

A. Audit

B. Compliance Manager
C. Content Search

D. Alerts

Answer: C

Explanation:
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The Content Search tool in the Security & Compliance Center can be used to quickly find email in Exchange mailboxes, documents in SharePoint sites and
OneDrive locations, and instant messaging conversations in Skype for Business.

The first step is to starting using the Content Search tool to choose content locations to search and configure a keyword query to search for specific items.
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/search-for-content?view=0365- worldwide

NEW QUESTION 54

HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
Federation is used to establish + between arganizations.
multi-factor authentication (MFA)
a trust relationship
user account synchronization
a VPN connection
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Federation is a collection of domains that have established trust. Reference: https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-fed

NEW QUESTION 56

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
Azure Defender can detect vulnerabilities and threats for Azure Storage. o 9]
Cloud Security Posture Management (CSPM) is available for all Azure subscriptions. O O
Azure Security Center can evaluate the security of workloads deployed to Azure or on- o o
premises,
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: Yes

Azure Defender provides security alerts and advanced threat protection for virtual machines, SQL databases, containers, web applications, your network, your
storage, and more

Box 2: Yes

Cloud security posture management (CSPM) is available for free to all Azure users.

Box 3: Yes

Azure Security Center is a unified infrastructure security management system that strengthens the security posture of your data centers, and provides advanced
threat protection across your hybrid workloads in the cloud - whether they're in Azure or not - as well as on premises.

NEW QUESTION 60
Which two cards are available in the Microsoft 365 Defender portal? Each correct answer presents a complete solution. NOTE: Each correct selection is worth one
point.

A. Users at risk

B. Compliance Score
C. Devices at risk

D. Service Health

E. User Management

Answer: BC

NEW QUESTION 63
Which three authentication methods does Windows Hello for Business support? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. fingerprint

B. facial recognition
C.PIN

D. email verification
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E. security question

Answer: ABC

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-how-it-works-authentication

NEW QUESTION 64
HOTSPOT
Select the answer that correctly completes the sentence.

Answer Area

In Microsoft Sentinel, you can automate common tasks by using | playbooks. -]
deep investigation tools
hunting search-and-query tools

warkbooks,
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
In Microsoft Sentinel, you can automate common tasks by using | playbooks. -]

deep investigation tools
hunting 5P4'1r|:|'|-.i|r'|(f-|;]uq-: v tools

workboaks,

NEW QUESTION 66

In the Microsoft Cloud Adoption Framework for Azure, which two phases are addressed before the Ready phase? Each correct answer presents a complete
solution.

NOTE: Each correct selection is worth one point.

A. Plan

B. Manage

C. Adopt

D. Govern

E. Define Strategy

Answer: AE
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/overview

NEW QUESTION 68
HOTSPOT
Select the answer that correctly completes the sentence.

Answer Area

w s used to identify, hold, and export electronic
Customer Lockbox information that might be used in an investigation.
Data loss prevention (DLP)
eDiscovery
A resource lock

A. Mastered
B. Not Mastered

Answer: A

Explanation:
eDiscovery
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https://docs.microsoft.com/en-us/microsoft-365/compliance/ediscovery?view=0365- worldwide

NEW QUESTION 72

Which three authentication methods can be used by Azure Multi-Factor Authentication (MFA)? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. text message (SMS)

B. Microsoft Authenticator app
C. email verification

D. phone call

E. security question

Answer: ABD

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept- authentication-methods

NEW QUESTION 75

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes Mo

Windows Hello for Business can use the Microsoft Authenticator app as an authentication
maethod
Windows Hello for Business can use a PIN code as an authentication method
Windows Hello for Business authentication information syncs across all the devices
registered by a user

A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

Staterments Yes Mo

Windows Hello for Buskness can use the Microsolt Authenticator app as an authentication
method

Windows Hello for Business can use a PIN code a5 an authentication method L

Windows Hello for Business authentication information syncs across all the devices |
registered by a uses

NEW QUESTION 78
HOTSPOT
Select the answer that correctly completes the sentence.

Answer Area
Microsoft Pundew Compliance Manager assesses compliance data  continually ¥ for an organization.

continually

rmcethly
om-demand

cpuat terly

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area
Microsoft Pundew Compliance Manager assesses compliance data  continually ¥ for an organization.

mieithiy
om-demand
cpuat terly

NEW QUESTION 79
HOTSPOT
Select the answer that correctly completes the sentence.

When you enable security defaults in Azure Active Directory (Azure AD),

W

Azure AD Identity Protection
Azure AD Privileged Identity Management (PIM)
multi-factor authentication (MFA)

will be enabled for all Azure AD users.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

When you enable security defaults in Azure Active Directory (Azure AD),

W

Azure AD Identity Protection
Azure AD Privileged Identity Management (PIM)
Imulti-factor authentication (MFA) |

will be enabled for all Azure AD users.

NEW QUESTION 82

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
Control is a key privacy principle of Microsoft. O O
Transparency is a key privacy principle of Microsoft. Q Q
Shared responsibility is a key privacy principle of Microsoft. O <
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Answer Area
Statements Yes No
Control is a key privacy principle of Microsoft. :_D_'. @
Transparency is a key privacy principle of Microsoft. E‘CE | Q

Shared responsibility is a key privacy principle of Microsoft. O Yo

NEW QUESTION 83
HOTSPOT
Select the answer that correctly completes the sentence.

In the Microsoft 365 Defender portal, an incident is a collection of correlated

EVENts

vilinerablimes
Microsoft Secure Score improvement actions

A. Mastered
B. Not Mastered

Answer: A

Explanation:

In the Microsoft 265 Defender ponal, an incident 15 a collection of comelated !

évents

viulnerabilities
Microsoft Secure Score improvement actions

NEW QUESTION 84

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
You can add a resource lock to an Azure subscription. O @}
You can add only one resource lock to an Azure resource. O i
You can delete a resource group containing resources that have resource locks. O o

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Yes NO
NO

YES - As an administrator, you can lock a subscription, resource group, or resource to prevent other users in your organization from accidentally deleting or

modifying critical resources. The lock overrides any permissions the user might have.
NO - The most restrictive lock in the inheritance takes precedence.

NO - If you delete a resource group with a locked resource, the portal Ul will give you an error and no resources are deleted.

https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/lock- resources?tabs=json

NEW QUESTION 87

HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
« 5 a cloud-based selution that leverages on-premises Active Directory signals

Microsoft Cloud App Security to identify, detect, and investigate advanced threats,
Microsoft Defender for Endpoint
Microsaft Detender for dentity
Micrasoft Defender for Office 365

A. Mastered
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B. Not Mastered

Answer: A

Explanation:
Answer Area

~ I8 a¢loud-based solution that leverages on-premises Active Directory signals
Micrasoft Cloud App Security to identify, detect, and investigate advanced threats.

Micrasoft Defender for Endpoint
\Microsoft Defender for Identity |
Microsoft Defender Tor Office 385

NEW QUESTION 90
What can you use to provision Azure resources across multiple subscriptions in a consistent manner?

A. Azure Defender
B. Azure Blueprints
C. Azure Sentinel
D. Azure Policy

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/governance/blueprints/overview

NEW QUESTION 94

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
In software as a service (SaasS), applying service packs to applications is the Q O
responsibility of the organization.
In infrastructure as a service {laaS), managing the physical network is the O O
responsibility of the cloud provider.
In all Azure cloud deployment types, managing the security of information QO O

and data is the responsibility of the organization.

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Statements Yes No
In software as a service (SaasS), applying service packs to applications is the O :,_D_'
responsibility of the organization. B
In infrastructure as a service {laaS), managing the physical network is the ;_Qﬁ| O
responsibility of the cloud provider.
. ) : i = |

In all Azure cloud deployment types, managing the security of information O O

and data is the responsibility of the organization.

NEW QUESTION 95
HOTSPOT
Which service should you use to view your Azure secure score? To answer, select the appropriate service in the answer area.
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Microsoft Azure R Search resources, services, and docs (G+/)

Azure services

" .
4+ | mm @
o] S
Create a Alerts Application Subscriptions Policy
resource insights
- b 0 ﬁ-j ® }:
Azure AD Security Center Advisor Monitor More services
Connect Health
A. Mastered

B. Not Mastered
Answer: A
Explanation:

Security Center

NEW QUESTION 96
Which type of identity is created when you register an application with Active Directory (Azure AD)?

A. a user account

B. a user-assigned managed identity
C. a system-assigned managed identity
D. a service principal

Answer: D

Explanation:

When you register an application through the Azure portal, an application object and service principal are automatically created in your home directory or tenant.
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal

NEW QUESTION 101

HOTSPOT

Select the answer that correctly completes the sentence.
Answer Area

You can manage Microsoft Intune by using the v
Azure Active Directory admin center.
Microsoft 365 compliance center.
Microsoft 365 security center,
Microsoft Endpoint Manager admin center.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

You can manage Microsoft Intune by using the >
Azure Active Directory admin center.
Microsoft 365 compliance center.
Microsoft 365 secuditycenter. _ _ _ _ _ _

NEW QUESTION 105
What is an assessment in Compliance Manager?

A. A grouping of controls from a specific regulation, standard or policy.

B. Recommended guidance to help organizations align with their corporate standards.
C. A dictionary of words that are not allowed in company documents.

D. A policy initiative that includes multiple policies.
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Answer: A

Explanation:

Microsoft Purview Compliance Manager is a feature in the Microsoft Purview compliance portal that helps you manage your organization’s compliance
requirements with greater ease and convenience. Compliance Manager can help you throughout your compliance journey, from taking inventory of your data
protection risks to managing the complexities of implementing controls, staying current with regulations and certifications, and reporting to auditors.

Watch the video below to learn how Compliance Manager can help simplify how your organization manages compliance:
Compliance Manager helps simplify compliance and reduce risk by providing:

? Pre-built assessments for common industry and regional standards and regulations, or custom assessments to meet your unique compliance needs (available

assessments depend on your licensing agreement; learn more).
? Workflow capabilities to help you efficiently complete your risk assessments through a single tool.
? Detailed step-by-step guidance on suggested improvement actions to help you

comply with the standards and regulations that are most relevant for your organization. For actions that are managed by Microsoft, you'll see implementation

details and audit results.
? A risk-based compliance score to help you understand your compliance posture by
measuring your progress in completing improvement actions.

NEW QUESTION 110

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point

Statements Yes No

Enabling multi-factor authentication (MFA) increases the Microsoft Secure Score.

A higher Microsoft Secure Score means a lower identified risk level in the Microsoft 365
tenant.

Microsoft Secure Score measures progress in completing actions based on controls that
include key regulations and standards for data protection and governance.,

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Statements Yes No

Enabling multi-factor authentication (MFA) increases the Microsoft Secure Score.

A higher Microsoft Secure Score means a lower identified risk level in the Microsoft 365 Neol
tenant.

Microsoft Secure Score measures progress in completing actions based on controls that :_ |
include key regulations and standards for data protection and governance.,

NEW QUESTION 113
In the shared responsibility model for an Azure deployment, what is Microsoft solely responsible for managing?

A. the management of mobile devices

B. the permissions for the user data stored in Azure
C. the creation and management of user accounts
D. the management of the physical hardware

Answer: D

NEW QUESTION 116

What can be created in Active Directory Domain Services (AD DS)?

A. line-of-business (106) applications that require modem authentication

B. mob devices

C. computer accounts

D. software as a service (SaaS) applications that require modem authentication
Answer: D

NEW QUESTION 120

HOTSPOT
Select the answer that correctly completes the sentence.
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provides singhe sign-on (550 capabilities scross multsple identity providers.

A Somde COmToiler

Actrve Directory Domaan Services (AD D15)
Azgre Actree Dirgctory (Azure ALY Prealege ldentimy Management (FIM)
Federanion

A. Mastered
B. Not Mastered

Answer: A

Explanation:

provides single sign-on (3500 capabilitees aonoss mullsple identity pronders

Adomaincontroller _ _ _ _ _ _ _
I| Active Dérectory Domain Services (AD D5)_
Azure Active Directory [Azure ADY) Privilege |dentity PManagement (PIM)

Federation

NEW QUESTION 122

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
Azure Active Directory (Azure AD) is deployed to an on- O O
premises environment.
Azure Active Directory (Azure AD) is provided as part of a @) O
Microsoft 365 subscription.
Azure Active Directory (Azure AD) is an identity and access O ®
management service.
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Box 1: No
Azure Active Directory (Azure AD) is a cloud-based user identity and authentication service.
Box 2: Yes

Microsoft 365 uses Azure Active Directory (Azure AD). Azure Active Directory (Azure AD) is included with your Microsoft 365 subscription.
Box 3: Yes
Azure Active Directory (Azure AD) is a cloud-based user identity and authentication service.

NEW QUESTION 127

When security defaults are enabled for an Azure Active Directory (Azure AD) tenant, which two requirements are enforced? Each correct answer presents a
complete solution.

NOTE: Each correct selection is worth one point.

A. All users must authenticate from a registered device.

B. Administrators must always use Azure Multi-Factor Authentication (MFA).

C. Azure Multi-Factor Authentication (MFA) registration is required for all users.
D. All users must authenticate by using passwordless sign-in.

E. All users must authenticate by using Windows Hello.

Answer: BC

Explanation:

Security defaults make it easy to protect your organization with the following preconfigured security settings:
? Requiring all users to register for Azure AD Multi-Factor Authentication.

? Requiring administrators to do multi-factor authentication.

? Blocking legacy authentication protocols.

? Requiring users to do multi-factor authentication when necessary.

? Protecting privileged activities like access to the Azure portal.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults

NEW QUESTION 128
Which three authentication methods can be used by Azure Multi-Factor Authentication (MFA)? Each correct answer presents a complete solution. NOTE: Each
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correct selection is worth one point.

A. phone call

B. text message (SMS)

C. email verification

D. Microsoft Authenticator app
E. security question

Answer: ABD
NEW QUESTION 132

HOTSPOT
Select the answer that correctly completes the sentence.

An Azure resource can use 3 system-assigned to access Azure services,

Azure Active Directory (Azure AD) joined device
managed identity

service principal

user identity

A. Mastered
B. Not Mastered

Answer: A

Explanation:

An Azure resource can use 3 system-assigned to access Azure services,

service principal
user identity

NEW QUESTION 135

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

Conditional access policies can be applied to global administrators. @ O
Conditional access policies are evaluated before a user is authenticated. O O
Conditional access policies can use a device platform, such as Android or O (9]
I0S, as a signal.

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated

Box 1: Yes

Conditional access policies can be applied to all users

Box 2: No

Conditional access policies are applied after first-factor authentication is completed.

Box 3: Yes

Users with devices of specific platforms or marked with a specific state can be used when enforcing Conditional Access policies.

NEW QUESTION 139

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes No
Global administrators are exempt from conditional access policies O O
A conditional access policy can add users to Azure Active Directory (Azure AD) O O
roles
Conditional access policies can force the use of multi-factor authentication O O

(MFA) to access cloud apps

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Statements Yes No
P e e P ‘_I
Global administrators are exempt from conditional access policies O O|
A conditional access policy can add users to Azure Active Directory (Azure AD) O ;‘“ ~ ‘I
roles il
Conditional access policies can force the use of multi-factor authentication l_C_) ' O
|
.

(MFA) to access cloud apps

NEW QUESTION 140

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
Verify explicitly is one of the guiding principles of Zero Trust. o o
Assume breach is one of the guiding principles of Zero Trust. o (o}
The Zero Trust security model assumes that a firewall secures the internal network from e (i

external threats.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

Box 2: Yes

Box 3: No

The Zero Trust model does not assume that everything behind the corporate firewall is safe, the Zero Trust model assumes breach and verifies each request as
though it originated from an uncontrolled network.

NEW QUESTION 145
In a Core eDiscovery workflow, what should you do before you can search for content?

A. Create an eDiscovery hold.

B. Run Express Analysis.

C. Configure attorney-client privilege detection.
D. Export and download results.

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/get-started-core-ediscovery?view=0365-worldwide

NEW QUESTION 146
HOTSPOT
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For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Angwer Arca
Statements Yes 1]
Software tokens are an example of passwardiess authantication
Windaws Hello is an example of passwordless authantication.
FIDO2 secunty keys are an example of passwordiess authentication.
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Arca

Statements Yes Ng
Software tokens are an example of passwordless authentication

Windows Hello is an example of passwordless authentication.

FIDD2 secunty keys are an sxample of passwordiess authentication.

NEW QUESTION 148

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure SC-900 dumps!
r_l CEFtSharEd https://www.certshared.com/exam/SC-900/ (150 Q&AS)

Thank You for Trying Our Product

We offer two products:

1st - We have Practice Tests Software with Actual Exam Questions

2nd - Questons and Answersin PDF Format

SC-900 Pr actice Exam Features;

* SC-900 Questions and Answers Updated Frequently
* SC-900 Practice Questions Verified by Expert Senior Certified Staff
* SC-900 Most Redlistic Questions that Guarantee you a Pass on Y our FirstTry

* SC-900 Practice Test Questions in Multiple Choice Formats and Updatesfor 1 Y ear

100% Actual & Verified — Instant Download, Please Click
Order The SC-900 Practice Test Here

Guaranteed success with Our exam guides visit - https://www.certshared.com


https://www.certshared.com/exam/SC-900/
http://www.tcpdf.org

