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NEW QUESTION 1
- (Exam Topic 1)
You need to recommend a solution to protect the sign-ins of Adminl and Admin2. What should you include in the recommendation?

A. a device compliance policy
B. an access review

C. a user risk policy

D. a sign-in risk policy

Answer: D
Explanation:

References:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-user-risk-policy

NEW QUESTION 2

- (Exam Topic 1)

You need to recommend a solution that meets the technical and security requirements for sharing data with the partners.

What should you include in the recommendation? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Create an access review.

B. Assign the Global administrator role to Userl.

C. Assign the Guest inviter role to Userl.

D. Modify the External collaboration settings in the Azure Active Directory admin center.

Answer: CD

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/delegate-invitations

NEW QUESTION 3

- (Exam Topic 1)

You install Azure ATP sensors on domain controllers.

You add a member to the Domain Admins group. You view the timeline in Azure ATP and discover that information regarding the membership change is missing.
You need to meet the security requirements for Azure ATP reporting.

What should you configure? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Policy to edit: A 4

Default Demain Controilers Palicy
\Default Domain Policy
A local policy on one domain controller

Audit setting to configure: v

Audit User Account Management

Audit Computer Account Management
Audit Other Account Management Events
Audit Security Group Management

A. Mastered
B. Not Mastered

Answer: A
Explanation:

References:
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/atp-advanced-audit-policy

NEW QUESTION 4
- (Exam Topic 2)
How should you configure Azure AD Connect? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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User sign-in settings:

Device options:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

User sign-in settings:

Device options:

NEW QUESTION 5
- (Exam Topic 2)

v

Password Synchronization with single-sign on
Pass-through authentication with single sign-on

Federation with Active Director Federation Services (AD FS)

v

Hybnid Azure AD Join
Enable Device writeback
Disable Device writeback

v

T — —— -

e e e m— o m— m— mm— m— mm e e e e e

Enable Device wnteback
Disable Device wnteback

How should you configure Group3? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Group type:

Group membership criteria:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Passing Certification Exams Made Easy
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An Office 365 group in the Microsoft 365 admin center
A secunty group m Active Directory Users and Computers
A security group m the Azure Active Directory admin center

v

A dvnamic distnbution st
A dynamic membership rule with an Advanced rule set to All users
A dvnamic membership rule with a Simple rule set to userTvpe Equals User
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Group type:

Group membership cnteria:

NEW QUESTION 6
- (Exam Topic 2)
You need to create Group?2.

v

An Office 365 group m the Microsoft 365 admin center

A secunty group mn Actrve Directory Users and Computers
A security group in the Azure Active Directory admun center

A dvnamic distnbution hst
A dvnamic membership rule with an Advanced rule set to All users

What are two possible ways to create the group?

A. an Office 365 group in the Microsoft 365 admin center

B. a mail-enabled security group in the Microsoft 365 admin center
C. a security group in the Microsoft 365 admin center

D. a distribution list in the Microsoft 365 admin center

E. a security group in the Azure AD admin center

Answer: CE

NEW QUESTION 7
- (Exam Topic 3)

Which role should you assign to Userl?

A. Global administrator

B. User administrator

C. Privileged role administrator
D. Security administrator

Answer: D

Explanation:

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-to-give-acces

NEW QUESTION 8
- (Exam Topic 3)

A dynamic membership rule with a Smple rule set to userType Equals User

Which policies apply to which devices? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

DEVE[EPU“[}'j . INone

Devicel only

Device3 only

Device2 and Device3 only
Devicel and Device2 only
Devicel, Device2, and Device3

DevicePolicy2: |None

Deviced only
Device2 and Deviced only
Device2, Device3, and Dewvice 4 only

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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DevicePolicy1: |none

Devicel only

Device3 only

Device2 and Device3 only
Devicel and Device2 only !

1

DevicePolicy?: [None

|Device4 only |
Device2 and Deviced only
Device2, Device3, and Device 4 only

NEW QUESTION 9
- (Exam Topic 3)
You are evaluating which devices are compliant in Intune.

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No
Device2 is compliant. O O
Devices 1s compliant. O QO
Device6 is compliant. ) O
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Statements Yes No
M= 1
DeviceZ is compliant. 1N O
T
Device5 1s compliant. QO 'L O
il
Deviceb is comphant. !
. (O] O

NEW QUESTION 10
- (Exam Topic 3)

Which users are members of ADGroupl and ADGroup2? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

ADGroupl:

User] and User2 only
User2 and User4 only
User3 and User4 only
Userl, User2, User3, and Userd

None W

ADGroup2:

Userl and User2 only
User2 and User4 only
User3 and User4 only
Userl, User2, User3, and User4

None W
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-membership#suppor

NEW QUESTION 10

- (Exam Topic 4)

Please wait while the virtual machine loads. Once loaded, you may proceed to the lab section. This may take a few minutes, and the wait time will not be deducted
from your overall test time.

When the Next button is available, click it to access the lab section. In this section, you will perform a set of tasks in a live environment. While most functionality will
be available to you as it would be in a live environment, some functionality (e.g., copy and paste, ability to navigate to external websites) will not be possible by
design.

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn’t matter how you accomplish the task, if you successfully
perform it, you will earn credit for that task.

Labs are not timed separately, and this exam may more than one lab that you must complete. You can use as much time as you would like to complete each lab.
But, you should manage your time appropriately to ensure that you are able to complete the lab(s) and all other sections of the exam in the time provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to the lab.

Username and password

ExamUser

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below. Microsoft 365 Username:
admin@LODSe244001@onmicrosoft.com Microsoft 365 Password: &=Q8v@2qGzYz

If the Microsoft 365 portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.
The following information is for technical support only: Lab instance: 11032396

You need to ensure that email messages in Exchange Online and documents in SharePoint Online are retained for eight years.
To complete this task, sign in to the Microsoft Office 365 admin center.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NB: For our purposes, the retention period will be 8 years. For retaining email messages in Exchange Online:
Step 1: Create a retention tag

* 1. Navigate to the Exchange Admin Center

* 2. Navigate to Compliance management > Retention tags, and then click Add +

* 3. Select one of the following options:

> Applied automatically to entire mailbox (default): Select this option to create a default policy tag (DPT).
You can use DPTs to create a default deletion policy and a default archive policy, which applies to all items in the mailbox.

> Applied automatically to a specific folder: Select this option to create a retention policy tag (RPT) for a default folder such as Inbox or Deleted Items.

> Applied by users to items and folders (Personal): Select this option to create personal tags. These tags allow Outlook and Outlook on the web (formerly known
as Outlook Web App) users to apply archive or deletion settings to a message or folders that are different from the settings applied to the parent folder or the entire
mailbox.

* 4, The New retention tag page title and options will vary depending on the type of tag you selected. Complete the following fields:
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> Name: Enter a name for the retention tag. The tag name is for display purposes and doesn't have any impact on the folder or item a tag is applied to. Consider
that the personal tags you provision for users are available in Outlook and Outlook on the web.

> Apply this tag to the following default folder: This option is available only if you selected Applied automatically to a specific folder.

> Retention action: Select one of the following actions to be taken after the item reaches its retention

period:

> Delete and Allow Recovery: Select this action to delete items but allow users to recover them using the Recover Deleted Items option in Outlook or Outlook on
the web. ltems are retained until the deleted item retention period configured for the mailbox database or the mailbox user is reached.

> Permanently Delete: Select this option to permanently delete the item from the mailbox database.

> Move to Archive: This action is available only if you're creating a DPT or a personal tag. Select this action to move items to the user's In-Place Archive.
> Retention period: Select one of the following options:

> Never: Select this option to specify that items should never be deleted or moved to the archive.

> When the item reaches the following age (in days): Select this option and specify the number of days to retain items before they're moved or deleted. The
retention age for all supported items except Calendar and Tasks is calculated from the date an item is received or created. Retention age for Calendar and Tasks

items is calculated from the end date.

> Comment: User this optional field to enter any administrative notes or comments. The field isn't displayed to users.

Step 2: Create a retention policy
* 1. Navigate to Compliance management > Retention policies, and then click Add +
* 2. In New Retention Policy, complete the following fields:

> Name: Enter a name for the retention policy.

> Retention tags: Click Add + to select the tags you want to add to this retention policy. A retention policy can contain the following tags:
> One DPT with the Move to Archive action.

> One DPT with the Delete and Allow Recovery or Permanently Delete actions.

> One RPT per default folder such as Inbox to delete items.

> Any number of personal tags.
Step 3: Apply a retention policy to mailbox users
After you create a retention policy, you must apply it to mailbox users. You can apply different retention policies to different set of users.

> Navigate to Recipients > Mailboxes.

> In the list view, use the Shift or Ctrl keys to select multiple mailboxes.
> In the details pane, click More options.

> Under Retention Policy, click Update.

> In Bulk Assign Retention Policy, select the retention policy you want to apply to the mailboxes, and then click Save.
For retaining documents in SharePoint Online Access Security & Compliance Admin Center
* 1. Navigate to the Office 365 Admin Centers
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* 2. From the list of available Admin Centers, click on Security & Compliance
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o Reports ~

&  Health .

Admin centers

O Security & Compliance

EB= Device Management

How to create and publish a Retention Policy on a SharePoint site
Now that we are in the Security & Compliance Admin Center, we are ready to create and publish a Retention Policy on a SharePoint site.Under Data Governance,
click Retention

B,_,‘ Records management

@ Data governance

Dashboard
Import
Archive

Retention

«@ Supervision

* 1. Hit Create button to create new Retention Policy

E | doguments e 3 2ams oo 3 Yo s ge ate 3 onte e 2y K@ COr bnyr SE1 ] retentign
of what you do
[ s Create labels to let users reate label pohoes to
n E— Manuaity CEass '_. = Ml | T N OF SUtOMAtica y
O — retain their own content - | \/I apply exsting |abels to
g — gmail, dogs. folders, and your users apps (Cutlook
m O Can 3isd autc Arer L On R, A
apply labels to specific Mo
Antant
Created by Last modified

* 2. Give your policy a name and description. Hit Next
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Create a policy to retain what you

want and get rid of what you Name your policy
don't.
MName *
Mame your policy Bazals fine 2 S3ve tran daiete o
Description

* 3. On the next screen is where you set up the logic. You can configure how many days, months, or years to retain the content for, specify whether you want the
math (retention period) to be calculated from the Created

Date or Last Modified Date. Lastly, you can also specify whether you want to keep or delete content after the Retention period expires. Hit Next
Create a policy to retain what you

want and get rid of what you Decide |
don't.

AR Rl e et el S e bl
/ou want to retain content, delete it or both

L

Do you want to retain content?

Fart wighy) Ll | b o
& Settings
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MNeed more options?

oo
) Use advanced retention sethings

-

* 4, On the next screen, you get to choose where to apply the policy. You can apply it to email (Exchange), SharePoint sites, OneDrive accounts as well as Office
365 Groups.
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Create a pohcy to retain what you . l
want and get rid of what you Choose locations

don't.

@ Name your poiicy

Choose locations

Status Location Include Exclude

D H@ Exchange email

D m SharePoint sites

D & OneDrive accounts

mﬂﬂﬂ!ﬁim All None

38 QUOAUET LUt Qrenaps

* 5. In my case, | applied a policy to a single Office 365 Group Site

Edit locations

(] 1 group added

]
L
Tk
L
|,|
C
%]
L

 Groups (1)

i

il
Ll

=
o

Finance Team FinanceTeam@sharepointmaven.com

* 6. On a final screen, you need to review and confirm the settings and click Create this policy button. It is imperative to note the message you get to see at the
bottom. It warns you that content might be deleted as soon as the policy takes effect according to the logic you set up in previous steps.
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Create a policy to retain what you ) ‘
want and get rid of what you Review your settings

don't.

It will take up to 1 day to apply the retention policy to the locations you chose.

Policy name Edit
Retain for 2 days then delete
Description .
ains documents for 2 days after t “

!'_.:J 3 -|-||E salarac 1

Review your settings

Settings
" Content that's currently older than this will be deleted after
| you turn on the policy.
S Create thes policy

References:
https://docs.microsoft.com/en-us/exchange/security-and-compliance/messaging-records-management/create-a-re https://docs.microsoft.com/en-
us/exchange/security-and-compliance/messaging-records-management/apply-rete https://sharepointmaven.com/how-to-set-a-retention-policy-on-a-sharepoint-site/

NEW QUESTION 13

- (Exam Topic 4)

You have a hybrid Microsoft 365 environment.

All computers run Windows 10 Enterprise and have Microsoft Office 365 ProPlus installed. All the computers are joined to Active Directory.

You have a server named Serverl that runs Windows Server 2016. Serverl hosts the telemetry database. You need to prevent private details in the telemetry data
from being transmitted to Microsoft. What should you do?

A. On Serverl, run readinessreportcreator.exe
B. Configure a registry on Serverl

C. Configure a registry on the computers

D. On the computers, run tdadm.exe

Answer: C

Explanation:

"To allow yourself and other administrators to identify the owners of Office files that have compatibility issues without revealing file names or specific locations, you
can enable file obfuscation, which disguises Office file names, titles, and file paths. This setting is configured on the agent, which performs the obfuscation task
before uploading data to the shared folder. The data that is stored on the local computer is not obfuscated."
https://docs.microsoft.com/en-us/deployoffice/compat/manage-the-privacy-of-data-monitored-by-telemetry-in-o

NEW QUESTION 16

- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.
Name Member of

Userl Groupl
User2 Group?

You register devices in contoso.com as shown in the following table.

Name Platform Member of Microsoft Intune managed
Devicel Windows 10 GroupA Yes
Device? i0s GroupB No
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You create app protection policies in Intune as shown in the following table.

Name Platform Management state Assigned to
Policy1 Windows 10 With enrollment Groupl
Policy2 Windows 10 With enrollment Group?2
Policy3 108 Apps on Intune GroupA

managed devices

Policy4 105 Apps on Intune GroupB

managed devices

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No

O

When Userl uses Devicel, Policy3 applies.

When User2 uses Devicel, Policy2 applies. O O
When User2 uses Device2, Policyd applies. () O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/intune/apps/app-protection-policy

NEW QUESTION 19

- (Exam Topic 4)

You have a Microsoft 365 subscription.

Yesterday, you created retention labels and published the labels to Microsoft Exchange Online mailboxes. You need to ensure that the labels will be available for
manual assignment as soon as possible.

What should you do?

A. From the Security & Compliance admin center, create a label policy

B. From Exchange Online PowerShell, run Start-RetentionAutoTagLearning

C. From Exchange Online PowerShell, run Start-ManagedFolderAssistant

D. From the Security & Compliance admin center, create a data loss prevention (DLP) policy

Answer: C

NEW QUESTION 21

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that has a Microsoft 365 subscription You recently configured the tenant to require multi factor
authentication (MFA) for risky sign ins You need to review the users who required MFA. What should you do?

A. From the Microsoft 365 admin center, review a Security & Compliance report.

B. From the Azure Active Directory admin center, download the sign-ms to a CSV file

C. From the Microsoft 365 Compliance admin center, run an audit log search and download the results to a CSV file
D. From the Azure Active Directory admin center, review the Authentication methods activities.

Answer: D
NEW QUESTION 22

- (Exam Topic 4)
You have a Microsoft SharePoint Online sire named Sitel that contains the files shown in the following table.

You have a data loss prevention (DLP) policy named DLP1 that has the advanced DLP rules shown in the following table.
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You apply DLP1 to Sitel.
Which policy tips will appear for File2?

A. Tipl only
B. Tip2 only
C. Tip3 only
D. Tipl and Tip2 only

Answer: B

NEW QUESTION 26
- (Exam Topic 4)

Your network contains an on-premises Active Directory domain. The domain contains servers that run Windows Server and have advanced auditing enabled.

The security logs of the servers are collected by using a third-party SIEM solution.

You purchase a Microsoft 365 subscription and plan to deploy Azure Advanced Threat Protection (ATP) by using standalone sensors.

You need to ensure that you can detect when sensitive groups are modified and when malicious services are created.
What should you do?

A. Configure Event Forwarding on the domain controllers

B. Configure auditing in the Office 365 Security & Compliance center.

C. Turn on Delayed updates for the Azure ATP sensors.

D. Enable the Audit account management Group Policy setting for the servers.
Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure-advanced-threat-protection/configure-event-forwarding

NEW QUESTION 27
- (Exam Topic 4)

Please wait while the virtual machine loads. Once loaded, you may proceed to the lab section. This may take a few minutes, and the wait time will not be deducted

from your overall test time.

When the Next button is available, click it to access the lab section. In this section, you will perform a set of tasks in a live environment. While most functionality will
be available to you as it would be in a live environment, some functionality (e.g., copy and paste, ability to navigate to external websites) will not be possible by

design.

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn’t matter how you accomplish the task, if you successfully

perform it, you will earn credit for that task.

Labs are not timed separately, and this exam may more than one lab that you must complete. You can use as much time as you would like to complete each lab.
But, you should manage your time appropriately to ensure that you are able to complete the lab(s) and all other sections of the exam in the time provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to the lab.

Username and password
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Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below. Microsoft 365 Username:
admin@LODSe00019@onmicrosoft.com Microsoft 365 Password: #HSP.ug?$p6un

If the Microsoft 365 portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.
The following information is for technical support only: Lab instance: 11122308

= Microsoft 4
g
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with Office 365
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NCAG0 Sales Team. phix
Operations Analytics, pbix
Operations. pbix
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You need to create an eDiscovery case that places a hold on the mailbox of a user named Allan Deyoung. The hold must retain email messages that have a
subject containing the word merger or the word Contoso.
To complete this task, sign in to the Microsoft 365 admin center.

A. Mastered

B. Not Mastered

Answer: A

Explanation:

* 1. Navigate to eDiscovery in the Security & Compliance Center, and then click Create a case.
* 2. On the New Case page, give the case a hame, type an optional description, and then click Save. The case name must be unique in your organization.
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New case

Enter a name and description

Give this case a friendly name 50 you can easily find it again ater,

“Case name

The new case is displayed in the list of cases on the eDiscovery page. You can hover the cursor over a case name to display information about the case, including
the status of the case (Active or Closed), the description of the case (that was created in the previous step), and when the case was changed last and who
changed it.

To create a hold for an eDiscovery case:

* 1. In the Security & Compliance Center, click eDiscovery > eDiscovery to display the list of cases in your organization.

* 2. Click Open next to the case that you want to create the holds in.

* 3. On the Home page for the case, click the Hold tab.

Home Hold Search BExport witch to Advarced el [

* 4, On the Hold page, click Create.
* 5. On the Name your hold page, give the hold a name. The name of the hold must be unique in your organization.

Name your hold

Descripgtion

“ | —

* 6. (Optional) In the Description box, add a description of the hold.
* 7. Click Next.
* 8. Choose the content locations that you want to place on hold. You can place mailboxes, sites, and public folders on hold.
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Choose locations

Location Include

Exchange email None

t SIS LIS " |
Office 365 group email u
Skype for Business

Teams messages
To-Do

Yammer conversations

SharePoint sites Mone
OneDrive accounts | n
Office 365 group sites

Teams sites

Yammer nebworks

Exchange public folders None

X ESEBLPS FLEO0B R

E &AF Teams

> Exchange email - Click Choose users, groups, or teams and then click Choose users, groups, or teams

again. to specify mailboxes to place on hold. Use the search box to find user mailboxes and distribution groups (to place a hold on the mailboxes of group
members) to place on hold. You can also place a hold on the associated mailbox for a Microsoft Team, a Yammer Group, or an Office 365 Group. Select the user,

group, team check box, click Choose, and then click Done.
Note

When you click Choose users, groups, or teams to specify mailboxes to place on hold, the mailbox picker that's displayed is empty. This is by design to enhance

performance. To add people to this list, type a name (a minimum of 3 characters) in the search box.

* 9. After configuring a query-based hold, click Next.
* 10. Review your settings, and then click Create this hold. Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/ediscovery-cases?view=0365-worldwide#step-4-pla

NEW QUESTION 30
- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that has Microsoft 365 Defender enabled.

You plan to deploy a third-party app nhamed App1 that will receive alert data from Microsoft 365 Defender. Which format will Microsoft 365 Defender use to send

the alert data to Appl?
A. JSON

B. ZIP

C. XML

D. CSV

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/alerts?view=0365-worldwide

NEW QUESTION 34
- (Exam Topic 4)

You have a Microsoft Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.
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Name Member Multi-factor authentication
(MFA) status

Userl Groupl Disabled

User2 Groupl, Group2 Enabled

You create and enforce an Azure AD Identity Protection user risk policy that has the following settings:
> Assignments: Include Groupl, Exclude Group2
> Conditions: Sign in risk of Low and above

> Access: Allow access, Require password change

You need to identify how the policy affects Userl and User2.

What occurs when Userl and User2 sign in from an unfamiliar location? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

| |

Must change their password: v'

User1 only

User2 only

' Both User] and User2
Neither User1 not User2

Prompted for MFA; v

User1 only

User2 only

Both User1 and User2
Neither User1 not User2

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Must change their password: v
User1 only
CUselonN. - oo

| Both UserT and User2 |
Neither User1 not User?2

Prompted for MFA: v

_Userlonly
UserZonly |

“Both User1 and User2
Neither User1 not User2

NEW QUESTION 39

- (Exam Topic 4)
You haw a Microsoft 365 subscription that contains the users shown in the following table.
Name Azure Active Directory (Azure  Security group
AD) role

Liset e Loy winlet Ot Oup 1. Group 3

™ SOy 0T Talod | K Ll 'L'i'l

| sey - Arura informathon Protacton oo, Group s

QTS T At
Jse4 ' Cloud AOOIC2ADON A0MINISTrator ' Joup 3. Groups

You need to ensure that Userl, User2 , and User3 can use self-service password reset (SSPR). The solution must not affect User 4.
Solution: You enable SSPR for Group3.
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Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

By default, self-service password reset is enabled for Directory writers and Security administrator but not for Azure Information Protection administrators and Cloud
application administrators. Therefore, we must enable SSPR for User3 by applying it to Group2 and not Group3 as User4 is in Group3. User4 would thus be
affected if we enable it on Group3.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-sspr-policy#administrator-reset-p

NEW QUESTION 42

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.

You create a sensitivity label named Label 1 and publish Labell to all users and groups. You have the following files on a computer:
* Filel.doc

* File2.docx

* File3.xlsx

* File4.txt

You need to identify which files can have Labell applied. Which files should you identify?

A. File2.docx only

B. Filel.do

C. File2.doc

D. File3.xls

E.a

F. Filel .do

G. File2.docx, and File3.xIsx only
H. File2.docx and File3.xlsx only

Answer: C

NEW QUESTION 46

- (Exam Topic 4)

Please wait while the virtual machine loads. Once loaded, you may proceed to the lab section. This may take a few minutes, and the wait time will not be deducted
from your overall test time.

When the Next button is available, click it to access the lab section. In this section, you will perform a set of tasks in a live environment. While most functionality will
be available to you as it would be in a live environment, some functionality (e.g., copy and paste, ability to navigate to external websites) will not be possible by
design.

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn’t matter how you accomplish the task, if you successfully
perform it, you will earn credit for that task.

Labs are not timed separately, and this exam may more than one lab that you must complete. You can use as much time as you would like to complete each lab.
But, you should manage your time appropriately to ensure that you are able to complete the lab(s) and all other sections of the exam in the time provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to the lab.

Username and password
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:I Sugny W 1D your & ound k4 +

< C @ ntps/toginmicrosoftoniine.comyfcommon/oauthay/ o 'B

=" Microsoft
Sign in

Email, phone, or Skype

No account? Create one!
Cant't access your account?

Sign-in options

€ ¥

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below. Microsoft 365 Username:
admin@LODSe00019@onmicrosoft.com Microsoft 365 Password: #HSP.ug?$p6un

If the Microsoft 365 portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.
The following information is for technical support only: Lab instance: 11122308

= Microsoft 4
g

Get your work done
with Office 365

. 9% ¢ @ @
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Files

You need to ensure that a user named Allan Deyoung uses multi-factor authentication (MFA) for all authentication requests.

$ Upload i O Sync

Name

Contoso Q2 Disivision Sales:pbix
Employee Engagement Plan.docx
Finance.pbix

HR.phix

IT.pbix

Marketing. phix

NCAG0 Sales Team. phix
Operations Analytics, pbix
Operations. pbix
Proposed_agents_topics.docx
Sales.pbnc

X1D5D Launch Team.phix

CO Flow v

Modified

lanuary 14
January 14
lanuary 14
lanuary 14
January 14
January 14
January 14
January 14
January 14
lanuary 14
lanuary 14

lanuary 14

To complete this task, sign in to the Microsoft 365 admin center.

A. Mastered

B. Not Mastered

Answer: A

Explanation:

* 1. Open the Admin Center and go to Users > Active Users
* 2. Open Multi-factor authentication
Don't select any user yet, just open the Multi-factor authentication screen. You will find the button in the toolbar.
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LazyAdmin.nl

Active users

A, Add auser R Add multiple users £ Multi-factor authentication () Refresh L Export Users

Display name | Username Licenses

Elise Mens Q Office 365 E3

info Office 365 F1

Rudy Mens Microsoft Fiow Free Off

* 3. Open the Service settingsBefore we start enabling MFA for the users, we first go through the service settings. The button to the settings screen doesn’t stand
out, but it’s just below the title

multi-fa
users

hentication
service settings

Note: only users licensed to use Microsoft Online Services are eligible for Multi-Factor Authentication, Learn mare about how 1
Before you begin, take a look at the multi-factor auth deployment guide,

bulk update

View: Sign-in allowed users v /O Multi-Factor Auth status:  Any v
MULTI-FACTOR AUTH
PLAY NAME = N
DISPLAY NAME USER NAME STATUS
Elise Mens Disabled
info Disabled
Rudy Mens Disabled

* 4, Setup MFA Office 365
A few settings are important here:

> Make sure you check the App password. Otherwise, users can’t authenticate in some applications (like the default mail app in Android).
> Also, take a look at the remember function. By default, it is set to 14 days.
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multi-factor authentication
users service settings

®  Allow users to create app passwords to sign in to non-browser apps

[T - - & - [ o - - - - 2
Do not allow users to create app passworas to sign in o non-Drowser apps

¥ Allow users to remember multi-factor authentication on devices they trust

device must rE-.':;tI-.ﬁn'.u:z:e

* 5. Enable MFA for Office 365 users

After you have set the settings to your liking click on save and then on users (just below the title Multi-factor authentication).

You see the list of your users again. Here you can select single or multiple users to enable MFA.

At the moment you enable Office 365 MFA for a user it can get the setup screen as soon as the users browse to one of the Office 365 products.

- | i J-,__..._,_I. 'I'|‘! i l..__ l....\.‘
muliti-rtactor authentcaton
users service settings

T TUCTg AR
Lays-Detore

i

gn ed ﬂ_ v aD Mult-Facto 1] il v
MULTI-FACTOR AUTH
ISPLAY MAME = SER MAME
DISPLAY MAME USE STATUS
Rudy Mens
¥ Rudy Men: Digabled
quick step
a3 LFe
Reference:

https://lazyadmin.nl/office-365/how-to-setup-mfa-in-office-365/

NEW QUESTION 47

- (Exam Topic 4)

Please wait while the virtual machine loads. Once loaded, you may proceed to the lab section. This may take a few minutes, and the wait time will not be deducted
from your overall test time.

When the Next button is available, click it to access the lab section. In this section, you will perform a set of tasks in a live environment. While most functionality will
be available to you as it would be in a live environment, some functionality (e.g., copy and paste, ability to navigate to external websites) will not be possible by
design.

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn’t matter how you accomplish the task, if you successfully
perform it, you will earn credit for that task.

Labs are not timed separately, and this exam may more than one lab that you must complete. You can use as much time as you would like to complete each lab.
But, you should manage your time appropriately to ensure that you are able to complete the lab(s) and all other sections of the exam in the time provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to the lab.

Username and password
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Sagn 0 10 your ascound * +

e C & nitps/loginmicrosofionlme.com/rommon/oauth/ t 8

=" Microsoft
Sign in

Email, phone, or Skype

No account? Create one!
Cant't access your account?

Sign-in options

< ¥

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below. Microsoft 365 Username:
admin@LODSe00019@onmicrosoft.com Microsoft 365 Password: #HSP.ug?$p6un

If the Microsoft 365 portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.
The following information is for technical support only: Lab instance: 11122308

= Microsoft 7

Get your work done
with Office 365

. 9 @ @ @
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Recent

OneDrive

SharePoint
Frgugnt sitas |

ﬁ Sales and Marketing
n Retail
E Communication Site

Mo recent folders

Go to DneDrive

SharePoint

&iti Following

H Contoso Landings
Contoso Web 3
E Executive Corner

Go to SharePoint

u Mirocolt Office Home » il Fieg - Craliree X +

Files
Name Modified Maodified By File Size
Contoso Q2 Disivision Sales:pbix lanuary 14 MOD Administrator 305 KB
Employee Engagement Plan.docx January 14 MOD Administrator 731 KB
Finance.phix January 14 MOD Administrator 3.18 MB
HR.phix lanuary 14 MOD Adrunistraton 1.42 MB
IT.pbix January 14 MOD Administrator 1.35 MB
Marketing. phix lanuary 14 MOD Administrator 1.79 MB
MNC4E0 Sales Team. phix January 14 MOD Administrator S84 KB
Operations Analytics, pbix lanuary 14 MOD Administrator 573 KB
Operations. pbix January 14 MOD Administrator 6.66 MB
Proposed_agents_topics.docx lanuary 14 MOD Administrator 591 KB
Sales.pbnc lanuary 14 MOD Administrator 1.53 MB
X1D50 Launch Team.phix January 14 MOD Administrator 1.79 MB

You need to prevent any email messages that contain data covered by the U.K. Data Protection Act from being sent to recipients outside of your organization,
unless the messages are sent to an external domain named adatum.com.
To complete this task, sign in to the Microsoft 365 admin center.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

* 1. After signing into the Microsoft 365 admin center, navigate to Compliance Management in the Exchange Admin center.
* 2. Click on “Data Loss Prevention” option.

* 3. To add a new custom DLP policy, Click on (+) plus button to get the context menu

* 4, Click on “New Custom DLP policy” option, a new window appears where you have to enter policy name,

description, state and mode of the requirement details. Click on save button to create policy and continue...

* 5. You will be back to the “Data Loss Prevention” screen with newly added policy information.
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* 6. Double click on the added row to open the policy details, click on rules option in left part of the screen as depicted
* 7. Click on (+) plus button to add a new rule. Select the “Block messages with sensitive information” rule.
* 8. On the following screen, we can add condition, action, exceptions, rule activation and deactivation dates

M arme
Sent to scope Outside the organization

q

*Apply the rule

X The recipient is located.. - tside the organization
and
¥ The message contains any of these sensitive information types. Gelget sensithve information types. |

add condihion

"D the foliowing
®  Generate ngident report and send it 1o.. - Send incident report 1o “Select one.., with content: Custom
content
and
X Notify the sender with a Palicy Tip.. - Block the message

add action

add exception

- -
I
Save Cancel
* 9. Click on “Select Sensitive information Types” to specify the sensitive information details.
: x
Lonta Ny Of these sensitive Information types
Mai A
pet -
o, MAME MINIMUM COUNT MAXIMUM COUNT MINIMUM CONEIDE MANIMUM CONFID...
x T
= o sensitive information types selected
X T
D.
X G om
X N

P

=]
0

0K Cancel

*10. Click on (+) plus button and add the following Sensitive information Types:
> U.K. National Insurance Number (NINO
> U.S./ U.K. Passport Number

> SWIFT Code

* 11. Click on Ok

*12. Add an exception for recipients in the adatum.com domain
* 13. Add recipients for incident reports and click ok

*14. Click save

*15. Click save

Reference:
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https://events.collab365.community/configure-data-loss-prevention-policies-in-exchange-online-in-office-365/

NEW QUESTION 52
- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Microsoft 365 role Role group
Admin1 Global Administrator | None
AdminZ2 Compliance admin None
User3 User Compliance Manager Contributors
User4 User Compliance Manager Administrators
Userd User None
You create an assessment named Assessmentl as shown in the following exhibit.

Assessment1

Status Created

@ in progress 1/15/2021

Generate report

Overview Controls

Your improvement actions Microsoft actions

Review details about this assessment and understand your progress toward completion.

49% Assessment progress

1083/2169

———
Your points achieved (1)

0/1066

1083/1083

I Microsoft managed points achieved @

Which users can update the title of Assessmentl, and which users can add User5 to the Compliance Manager Readers role group? To answer, select the
appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Can update the Assessment1 title:

Can add User5 to the Compliance Manager

Reader role group:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Passing Certification Exams Made Easy

User4 only

Admin2 and User4 only

Admin1, Admin2, and User4 only
Admin1, Admin2, User3, and User4 only

v

Admin1 only

Admin1 and Admin2 only
Admin1 and User4 only

Admin1, Admin2, and User4 only
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Box 1 = Admin 1, Admin 2, User 4
https://learn.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-setup?view=0365-worldwide Box = 2 Only Admin 1
https://learn.microsoft.com/en-us/microsoft-365/compliance/microsoft-365-compliance-center-permissions?view

NEW QUESTION 53

- (Exam Topic 4)

You have a Microsoft 365 subscription.

The Global administrator role is assigned to your user account. You have a user named Adminl. You create an eDiscovery case named Casel.
You need to ensure that Adminl can view the results of Casel. What should you do first?

A. From the Azure Active Directory admin center, assign a role group to Admin1.
B. From the Microsoft 365 admin center, assign a role to Adminl.
C. From Security & Compliance admin center, assign a role group to Adminl.

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/office365/securitycompliance/assign-ediscovery-permissions

NEW QUESTION 58

- (Exam Topic 4)

You have a Microsoft 365 E3 subscription.

You plan to audit all Microsoft Exchange Online user and admin activities.

You need to ensure that all the Exchange audit log records are retained for one year. What should you do?

A. Modify the retention period of the default audit retention policy.
B. Create a custom audit retention policy.

C. Assign Microsoft 365 Enterprise E5 licenses to all users.

D. Modify the record type of the default audit retention policy.

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/audit-log-retention-policies?view=0365-worldwide

NEW QUESTION 62

- (Exam Topic 4)

You have a Microsoft 365 Enterprise E5 subscription. You use Microsoft Defender for Endpoint.

You need to integrate Microsoft Defender for Office 365 and Microsoft Defender for Endpoint Where should you configure the integration?

A. From the Microsoft 365 admin center, select Settings, and then select Services fit add-ins

B. From the Microsoft 365 Defender portal, select Settings and then select Security center.

C. From the Microsoft 365 admin center, select Reports and then select Security & Compliance
D. From the Microsoft 365 Defender portal, select Explorer and then select MDE Settings

Answer: D

NEW QUESTION 67

- (Exam Topic 4)

You need to ensure that administrators can publish a label that adds a footer to email messages and documents. To complete this task, sign in to the Microsoft
Office 365 portal.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
You need to configure a Sensitivity label.

> Go to the Security & Compliance Admin Center.

> Navigate to Classification > Sensitivity labels.

> Click on + Create a label to create a new label.

> Give the label a name and description then click Next.

> Leave the Encryption option as None and click Next.

> On the Content Marking page, tick the checkbox Add a footer.

> Click the Customize Text link and add the footer text and click Save (for the question, it doesn’t matter what text you add).
> Click Next.

> Leave the Auto-labeling for Office apps off and click Next.

> Click the Submit button to save your changes.

> The label is now ready to be published. Click the Done button to exit the page and create the label.

NEW QUESTION 72
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Your company has a Microsoft 365 subscription that contains the users shown in the following table.

- (Exam Topic 4)
Name Member of
Userl Groupl
User2 Group?
User3 Group3

The company implements Windows Defender Advanced Threat Protection (Windows Defender ATP). Windows Defender ATP includes the roles shown in the

following table:

Name Permission Assigned user group
Folel Wiew data, Active Groupl
remediation actions,
Alerts investigation
Role2 View data, Active Group2
remediation actions
Windows WView data. Alerts Group3
Defender ATP | investigation, Active
administrator remediation actions.
(default) Manage portal system
settings, Manage securnity
settings

Windows Defender ATP contains the machine groups shown in the following table:

Rank Machine group

Machine | User access

First ATPGroupl

Devicel | Groupl

Last Ungrouped machines (default)

Device? | Group2

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements

Userl can nun an antrvirus scan on Devicel.

User2 can collect an investigation package from Device2.

User3 can isolate Devicel.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements

Userl can run an antrvirus scan on Devicel.

User2 can collect an investigation package from Device2.

User3 can isolate Devicel.

NEW QUESTION 73
- (Exam Topic 4)

Yes

No

You need to ensure that all users must change their password every 100 days. To complete this task, sign in to the Microsoft 365 portal.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

You need to configure the Password Expiration Policy.
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> Sign in to the Microsoft 365 Admin Center.

> In the left navigation pane, expand the Settings section then select the Settings option.

> Click on Security and Privacy.

> Select the Password Expiration Policy.

> Ensure that the checkbox labelled Set user passwords to expire after a number of days is ticked.
> Enter 100 in the Days before passwords expire field.

> Click Save changes to save the changes.

NEW QUESTION 74
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

Name Multi-factor auth status
User1 Disabled
User2 Enabled
User3 Enforced

You configure the Security Operator role in Azure AD Privileged Identity Management (PIM) as shown in the following exhibit.

Edit role setting - Security Operator
Privileged Identity Management | Azure AD roles

Activation Assignment Notification

Activation maximum duration (hours)

e O —_—G

=

On activation, require () None
(@) Azure MFA
You add assignments to the Security Operator role as shown in the following table.
Name Assignment type
User1 Eligible
User2 Eligible
User3 Active

Which users can activate the Security Operator role?

A. User2 only

B. User3 only

C. Used and User2 only

D. User2 and User3 only
E. Userl,User2, and User3

Answer: D
NEW QUESTION 79

- (Exam Topic 4)
You discover that Microsoft SharePoint content is shared with users from multiple domains.

You need to allow sharing invitations to be sent only to users in an email domain named contoso.com. To complete this task, sign in to the Microsoft 365 portal.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
You need to configure the Sharing options in the SharePoint admin center.

> Go to the SharePoint admin Center.

> Navigate to Policies > Sharing.

> In the External Sharing section, click on More external sharing settings.
> Tick the Limit external sharing by domain checkbox.

> Click the Add domains button.
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> Select the Allow only specific domains option and type in the domain contoso.com.
> Click Save to save the changes.

NEW QUESTION 82

- (Exam Topic 4)

You have a Microsoft 365 tenant.

From the Azure Active Directory admin center, you review the Risky sign-ins report as shown in the following exhibit.

5\ Security | Risky sign-ins ¥ X

« Download ' Learn more '/ Export Data Settings A Troubleshoot = Select all
" Getting started

Date: Last 7T days Show dales as’ Lecal Riskslale: 2 selected  “ Add fillers
Protect ; .
Date : User 7. IF address Location Risk state «
i Condilional Access :
THOR020, 9:25:00 AWM  User 1 95 216.1451 Tuusula, Uusimaa, FI At nsk
& Identity Protection
Bl 71102020, 92434 AM  User 1 95.216.145 1 Tuusula, Uusimaa, FI At nsk

© Secunty Center

Manage
Identity Secure Score
Named locations
Authentication methods
0 MFA
Report
Risky users

2 Risky sign-ins
Troubleshooting + Support

. Mew suppor request

You need to ensure that you can see additional details including the risk level and the risk detection type. What should you do?

A. Purchase Microsoft 365 Enterprise E5 licenses.

B. Activate an instance of Microsoft Defender for Identity.

C. Configure Diagnostic settings in Azure Active Directory (Azure AD).
D. Deploy Azure Sentinel and add a Microsoft Office 365 connector.

Answer: A

NEW QUESTION 86
- (Exam Topic 4)
You have a Microsoft 365 sensitivity label that is published to all the users in your Azure Active Directory (Azure AD) tenant as shown in the following exhibit.
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Label name Edit
Rebranding

Tooltip Edit
Used for all documents containing information
about the rebranding effort

Description Edit

Encryption Edit
Advanced protection for content with this label

Content marking Edit
Watermark: INTERNAL

Endpoint data loss prevention Edit

Auto labeling Edit

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No

All the documents stored on each user's computer will include a ®) 0O
watermark automatically.

If the sensitivity label is applied to a document, the document O O
will have a header that contains the word "INTERNAL".

The sensitivity label can be applied only to documents that O 0O
contain the word rebranding.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels-office-apps?view=0365-worldwid

NEW QUESTION 90

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription

You need to ensure that users who are assigned the Exchange administrator role have time-limited permissions and must use multi factor authentication (MFA) to
request the permissions.

What should you use to achieve the goal?

A. Microsoft 365 user management

B. Microsoft Azure AD group management

C. Security & Compliance permissions

D. Microsoft Azure Active Directory (Azure AD} Privileged Identity Management

Answer: D
NEW QUESTION 93
- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains an Azure Active Directory (Azure AD) tenant named contoso.com.
Azure AD Identity Protection alerts for contoso.com are configured as shown in the following exhibit.
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Cii
i

e A

Emails are sent 10 the tollowing users. 0

1 selected
Add additional emails to receive alert notifications
Preview). O

A user named Userl is configured to receive alerts from Azure AD Ildentity Protection. You create users in contoso.com as shown in the following table.

Name Role
UserZ Secunty reader
User3 User administrator
Userd None
Users None
The users perform the sign-ins shown in the following table.
Time User Risk event type
13:00 User4 Sign-ins from infected device
14 00 User4 Sign-in from unfamiliar location
1500 Users Sign-ins from anonymous |P address

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No
User1 receives three email alerts from Azure AD Identity Protection O @)
User2 receives three email alerts from Azure AD Identity Protection. O O
User3 receives two email alerts from Azure AD Identity Protection. O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Userl will receive the two alerts classified as medium or higher.

Sign-ins from infected device is classified as low. This risk detection identifies IP addresses, not user devices. If several devices are behind a single IP address,
and only some are controlled by a bot network, sign-ins from other devices my trigger this event unnecessarily, which is why this risk detection is classified as Low.
Box 2: No

User2 will receive the two alerts classified as medium or higher.

Email alerts are sent to all global admins, security admins and security readers

Sign-ins from infected device is classified as low. This risk detection identifies IP addresses, not user devices. If several devices are behind a single IP address,
and only some are controlled by a bot network, sign-ins from other devices my trigger this event unnecessarily, which is why this risk detection is classified as Low.
Box 3: No

User3 will not receive alters.

Email alerts are sent to all global admins, security admins and security readers. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-protection https://docs.microsoft.com/en-us/azure/active-
directory/identity-protection/howto-identity-protection-configure

NEW QUESTION 94
- (Exam Topic 4)
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You have a Microsoft 365 E5 subscription that has Microsoft Defender for Cloud Apps enabled. You need to create an alert in Defender for Cloud Apps when
source code is shared externally.
Which type of policy should you create?

A. Cloud Discovery anomaly detection
B. file

C. access

D. activity

Answer: B

NEW QUESTION 97

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some questions sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an on-premises Active Directory domain named contoso.com.

You install and run Azure AD Connect on a server named Serverl that runs Windows Server. You need to view Azure AD Connect events.

You use the Application event log on Serverl. Does that meet the goal?

A.Yes
B. No

Answer: A

Explanation:
References:
https://support.pingidentity.com/s/article/PingOne-How-to-troubleshoot-an-AD-Connect-Instance

NEW QUESTION 99

- (Exam Topic 4)

You have a Microsoft 365 subscription. All users use Microsoft Exchange Online. Microsoft 365 is configured to use the default policy settings without any custom
rules. You manage message hygiene.

Where are suspicious email messages placed by default? To answer, drag the appropriate location to the correct message types. Each location may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

Locations Answer Area

ATP quarantine ) ) .
Messages that contam word-filtered content "
Locabon

The Junk Emadl folder of a user’s mailbox :'I.EESEI]E;':S that are classfed as 1]._«111'15

Location

The Chtter folder a user's mailbox

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Locations Answer Area
| ATP quarantine . _
' Messages that contain word-filtered content I The Fimk Bl folder of a vcer's madbox. |
e ———— e | |
 The Junk Email folder of a user's majbox | Messages that are classified as phishing ==~ === ====== |
' e Junk Email folder of a user's mailbox |

= i = e e e B B B J

The Clutter folder a user's mailbox

NEW QUESTION 104
- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that uses insider risk management and contains the users shown in the following table.
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| _Sams ) Role group
A aallh # FrE gy - ok ‘.'c"" 3BT ar’
Adming | in _-*- Ri n1T \. ,f-"'r::i' Admins
dmin3 ] INS &1 Risk M IgEmE nansis
r Admin- sider Kisk Management in esugalors

—_— — — — — —

Which users can use Content explorer?

A. Admin1 and Admin2 only

B. Admin4 only

C. Admmz2 and Admin3 only

D. Adminl. Admin2. Admin3, and Admin4
E. Adminl andAdmindonly

Answer: D

NEW QUESTION 107

- (Exam Topic 4)

Please wait while the virtual machine loads. Once loaded, you may proceed to the lab section. This may take a few minutes, and the wait time will not be deducted
from your overall test time.

When the Next button is available, click it to access the lab section. In this section, you will perform a set of tasks in a live environment. While most functionality will
be available to you as it would be in a live environment, some functionality (e.g., copy and paste, ability to navigate to external websites) will not be possible by
design.

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn’t matter how you accomplish the task, if you successfully
perform it, you will earn credit for that task.

Labs are not timed separately, and this exam may more than one lab that you must complete. You can use as much time as you would like to complete each lab.
But, you should manage your time appropriately to ensure that you are able to complete the lab(s) and all other sections of the exam in the time provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to the lab.

Username and password

ExamUser

[ ]

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below. Microsoft 365 Username:
admin@LODSe244001@onmicrosoft.com Microsoft 365 Password: &=Q8v@2qGzYz

If the Microsoft 365 portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.

The following information is for technical support only: Lab instance: 11032396

You need to ensure that a global administrator is notified when a document that contains U.S. Health Insurance Portability and Accountability Act (HIPAA) data is
identified in your Microsoft 365 tenant.

To complete this task, sign in to the Microsoft Office 365 admin center.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

* 1. In the Security & Compliance Center > left navigation > Data loss prevention > Policy > + Create a policy.
* 2. Choose the U.S. Health Insurance Portability and Accountability Act (HIPAA) template > Next.

* 3. Name the policy > Next.

* 4. Choose All locations in Office 365 > Next.

* 5. At the first Policy Settings step just accept the defaults,

* 6. After clicking Next, you'll be presented with an additional Policy Settings page

> Deselect the Show policy tips to users and send them an email notification option.
> Select the Detect when content that’s being shared contains option, and decrease the number of instances to 1.
> Select the Send incident reports in email option.
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* 7. > Next

* 8. Select the option to turn on the policy right away > Next.

* 9. Click Create to finish creating the policy. References:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-test-tune-dlp-policy?view=0365-worldwide https://docs.microsoft.com/en-
us/microsoft-365/compliance/data-loss-prevention-policies?view=0365-worldwid https://docs.microsoft.com/en-us/microsoft-365/compliance/what-the-dlp-policy-
templates-include?view=0365

NEW QUESTION 112

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You need to ensure that all users who are assigned the Exchange administrator role have multi-factor authentication (MFA) enabled by default.
What should you use to achieve the goal?

A. Security & Compliance permissions

B. Microsoft Azure Active Directory (Azure AD) Privileged Identity Management
C. Microsoft Azure AD group management

D. Microsoft Office 365 user management

Answer: B

NEW QUESTION 114

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com and a Microsoft 365 subscription. Contoso.com contains the groups shown in the
following table.

_Name Type
| Group1 | Office 365
Group?2 Distribution list

Group3 Mail-enabled security
Group4 Security

You plan to create a supervision policy named Policyl.
You need to identify which groups can be supervised by using Policyl. Which groups should you identify?

A. Groupl and Group4 only

B. Groupl only

C. Groupl, Group3, and Group4 only
D. Group2 and Group3 only

E. Groupl, Group2, and Group3 only

Answer: E

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/configure-supervision-policies ?view=0365-worldwi

NEW QUESTION 115

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains a user named Usel. You need to ensure that Userl can review Conditional Access policies.
Solution: You assign Userl the Application Administrator role. Does this meet goal?

A. Yes
B. No

Answer: B

NEW QUESTION 117

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a user named Used.

You need to ensure that User! can use the Microsoft 365 compliance center to search audit logs and identify which users were added to Microsoft 365 role groups.
The solution must use the principle of least privilege.

To which role group should you add Userl1?

A. Security Reader

B. View-Only Organization Management
C. Organization Management

D. Compliance Management

Answer: C

NEW QUESTION 119

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You need to enable auditing for all Microsoft Exchange Online users. What should you do?

A. From the Exchange admin center, create a journal rule
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B. Run the Set-MailboxDatabase cmdlet
C. Run the Set-Mailbox cmdlet
D. From the Exchange admin center, create a mail flow message trace rule.

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/office365/securitycompliance/enable-mailbox-auditing

NEW QUESTION 123

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some questions sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

You have a user named Userl. Several users have full access to the mailbox of Userl.

Some email messages sent to Userl appear to have been read and deleted before the user viewed them. When you search the audit log in Security & Compliance
to identify who signed in to the mailbox of User1,

the results are blank.

You need to ensure that you can view future sign-ins to the mailbox of Userl. You run the Set-AdminAuditLogConfig -AdminAuditLogEnabled $true
-AdminAuditLogCmdlets *Mailbox* command. Does that meet the goal?

A.Yes
B. No

Answer: B
Explanation:

References:
https://docs.microsoft.com/en-us/powershell/module/exchange/policy-and-compliance-audit/setadminauditlogco

NEW QUESTION 127

- (Exam Topic 4)

You have a hybrid Azure Active Directory (Azure AD) tenant that has pass- through authentication enabled. You plan to implement Azure AD identity Protection
and enable the user risk policy.

You need to configure the environment to support the user risk policy.

A. Enable password hash synchronization.

B. Configure a conditional access policy.

C. Enforce the multi-factor authentication (MFA) registration policy.
D. Enable the sign-in risk policy.

Answer: C

NEW QUESTION 128

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a user named Userl.

The Azure Active Directory (Azure AD) Identity Protection risky users report identifies Userl. For Userl, you select Confirm user compromised.
Userl can still sign in.

You need to prevent Userl from signing in. The solution must minimize the impact on users at a tower risk level.

Solution: From the Access settings, you select Block access for Userl. Does this meet the goal?

A. Yes
B. No

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-investigate

NEW QUESTION 129

- (Exam Topic 4)

You configure several Advanced Threat Protection (ATP) policies in a Microsoft 365 subscription. You need to allow a user named Userl to view ATP reports in
the Threat management dashboard. Which role provides Userlwith the required role permissions?

A. Security reader

B. Message center reader

C. Compliance administrator

D. Information Protection administrator

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/office365/securitycompliance/view-reports-for-atp#what-permissions-areneede
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NEW QUESTION 130

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription

You need to use Microsoft Cloud App Security to identify documents stored in Microsoft SharePomt Online that contain proprietary information.
What should you create in Cloud App Security?

A. a data source and a file policy

B. a data source and an app discovery policy

C. an app connector and an app discovery policy
D. an app connector and a We policy

Answer: B

NEW QUESTION 132

- (Exam Topic 4)

Please wait while the virtual machine loads. Once loaded, you may proceed to the lab section. This may take a few minutes, and the wait time will not be deducted
from your overall test time.

When the Next button is available, click it to access the lab section. In this section, you will perform a set of tasks in a live environment. While most functionality will
be available to you as it would be in a live environment, some functionality (e.g., copy and paste, ability to navigate to external websites) will not be possible by
design.

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn’t matter how you accomplish the task, if you successfully
perform it, you will earn credit for that task.

Labs are not timed separately, and this exam may more than one lab that you must complete. You can use as much time as you would like to complete each lab.
But, you should manage your time appropriately to ensure that you are able to complete the lab(s) and all other sections of the exam in the time provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to the lab.

Username and password

g PP w8 +

o C & hups/loginmicrosoftonime.comyicommon/oauthd * O

= Microsoft
Signin

Email, phone, or Skype
Mo account? Create one!

Cant't access your account?

Sign-in options

€ ¥

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below. Microsoft 365 Username:
admin@LODSe00019@onmicrosoft.com Microsoft 365 Password: #HSP.ug?$p6un

If the Microsoft 365 portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.
The following information is for technical support only: Lab instance: 11122308
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Recent Firneaed Shared with me Distowver

OneDrive
No recent folders
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() Microcoh Cifice Home N ol File eliree X +

+ New $ upload ~ ) sync CR Flow Vv 17 son~v = v @

Files
Mame Modified Maodified By File Size
Contoso Q2 Disivision Sales:phix lanuary 14 MOD Administrator 305 KB
Employee Engagement Plan.docx January 14 MOD Administrator 731 KB
Finance.phix lanuary 14 MOD Administrator 3.18 MB
HR.phix lanuary 14 MOD Adrinistraton 1.42 MB
IT. phix January 14 MOD Administrator 1.35 MB
Marketing. pbix January 14 MOD Administrator 1.79MB
NCA60 Sales Team. pbib january 14 MOD Administrator 584 KB
Operations Analytics, pbix January 14 MOD Administrator S57T3KB
Operations.pbix January 14 MOD Administrator b.o6 MB
Proposed agents topics.docs lanuary 14 MOD Administrator 591 KB
Sales.pbnc lanuary 14 MOD Administrator 1.53 MB
X1050 Launch Team.phix lanuary 14 MOD Administrator 1.79 MB

You plan to create a script to automate user mailbox searches. The script will search the mailbox of a user named Allan Deyoung for messages that contain the
word injunction.
You need to create the search that will be included in the script. To complete this task, sign in to the Microsoft 365 admin center.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Step 1: Create a CSV file that contains information about the searches you want to run

The comma separated value (CSV) file that you create in this step contains a row for each user that want to search. You can search the user's Exchange Online
mailbox (which includes the archive mailbox, if it's enabled) and their OneDrive for Business site. Or you can search just the mailbox or the OneDrive for Business
site. You can also search any site in your SharePoint Online organization. The script that you run in Step 3 will create a separate search for each row in the CSV
file.

* 1. Copy and paste the following text into a .txt file using NotePad. Save this file to a folder on your local

computer. You'll save the other scripts to this folder as well. ExchangelLocation,SharePointLocation,ContentMatchQuery,StartDate,EndDate
sarad@contoso.onmicrosoft.com,https://contoso-my.sharepoint.com/personal/sarad_contoso_onmicrosoft_com,(OR legal),1/1/2000,12/31/2005
sarad@contoso.onmicrosoft.com,https://contoso-my.sharepoint.com/personal/sarad_contoso_onmicrosoft_com,(OR legal),1/1/2006,12/31/2010
sarad@contoso.onmicrosoft.com,https://contoso-my.sharepoint.com/personal/sarad_contoso_onmicrosoft_com,( OR legal),1/1/2011,3/21/2016
,https://contoso.sharepoint.com/sites/contoso,,,3/21/2016

,https://contoso-my.sharepoint.com/personal/davidl_contoso_onmicrosoft_com,,1/1/2015,
,https://contoso-my.sharepoint.com/personal/janets_contoso_onmicrosoft_com,,1/1/2015,

The first row, or header row, of the file lists the parameters that will be used by New-ComplianceSearch cmdlet to create a new Content Searches. Each parameter
name is separated by a comma. Make sure there aren't any spaces in the header row. Each row under the header row represents the parameter values for each
search. Be sure to replace the placeholder data in the CSV file with your actual data.

* 2. Open the .txt file in Excel, and then use the information in the following table to edit the file with information for each search.
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[fsureP522

Parameter

Description

The SMTP address of the user's mailbox.

The URL for the user's OneDrive for Business site or the URL for any
site i your organization. For the URL for OneDrive for Business sites,
use this format: https://<your organization>-
my.sharepoint.com/personal/<user alias> <your
organization™_onmicrosoft com. For example. https://contoso-

Exchangelocation

SharePomtLocation

my.sharepoint.com/'personal'sarad_contoso_onmicrosoft com.

ContentMatchQuery|The search query for the search. For more information about creating a
search query, see Keyword queries and search conditions for Content

Search.
StartDate For email. the date on or after a message was received by a recipient or
sent by the sender. For documents on SharePoint or OneDrive for
Business sites, the date on or after a document was last modified.
EndDate For email, the date on or before a message was sent by a sent by the

user. For documents on SharePoint or OneDrive for Business sites. the
date on or before a document was last modified.

* 3. Save the Excel file as a CSV file to a folder on your local computer. The script that you create in Step 3 will use the information in this CSV file to create the
searches.

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/create-report-on-and-delete-multiple-content-search Keyword queries and search conditions for
Content Search

https://docs.microsoft.com/en-us/microsoft-365/compliance/keyword-queries-and-search-conditions?view=0365

NEW QUESTION 133
- (Exam Topic 4)
You have a Microsoft 365 subscription that contains the users shown in the following table.

Name | User principal name (UPN) | Member of
Userl User 1 @contoso.com Group?

User Liser /i@ MOsSO.C0I Lroupe
[ -
Userd | Useri@contoso.com Lroups

. e — .

Groupl is member of a group named Group3.
The Azure Active Directory (Azure AD) tenant contains the Windows 10 devices shown in the following table.

Name Join type | Owner | Member of |
Dewcel | Azure AD-registered Userd | Groupd
Device2 | Azure AD-joned User2 | Group5

Microsoft Endpoint Manager has the devices shown in the following table.

' Name | Enrolied by UPN
i Desacel | User ! @cantoso.com |

Dewvice UserZ @contoso.com

Microsoft Endpoint Manager contains the compliance policies shown in the following table.

Name | Assignment
| Poli y1 | Group3
rolucy Lol '._
I'J AL

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
Policy1 apphes to Devicel
Policy2 applies to Device1
Policy3 applies to Devicel
A. Mastered

B. Not Mastered
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Answer: A
Explanation:
Answer Area
Statements Yes No
icy1 apples to Dewvice :
-_-\.'I ., -ﬁ;-\. o] 0 T‘;I-”—':. |

Pohcy3 applies 10 Dévica, :

NEW QUESTION 138

- (Exam Topic 4)

You need to ensure that unmanaged mobile devices are quarantined when the devices attempt to connect to Exchange Online.
To complete this task, sign in to the Microsoft 365 portal.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
You need to configure the Exchange ActiveSync Access Settings.

> Go to the Exchange admin center.

> Click on Mobile in the left navigation pane.

> On the Mobile Device Access page, click the Edit button in the Exchange ActiveSync Access Settings area.

> Select the Quarantine option under When a mobile device that isn't managed by a rule or personal exemption connects to Exchange.

> Optionally, you can configure notifications to be sent to administrators and a message to be sent to the mobile device user when a device is quarantined.

> Click Save to save the changes.

NEW QUESTION 139

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains the users shown in the following table.
Name Azure Active Directory (Azure Security group

AD) role

¥ - o & . -

- . :
ol = -  ; | :-1-

You need to ensure that Userl, User2 , and User3 can use self-service password reset (SSPR). The solution must not affect User 4.
Solution: You create a conditional access policy for Userl, User2, and User3, Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/tutorial-enable-sspr

NEW QUESTION 140

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription that contains the users shown in the following table.

Name
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You discover that all the users in the subscription can access Compliance Manager reports. The Compliance Manager Reader role is not assigned to any users.

You need to recommend a solution to prevent a user named User5 from accessing the Compliance Manager reports.
Solution: You recommend modifying the licenses assigned to User5. Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 141

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You are creating a retention policy named Retentionl as shown in the following exhibit.

Decide if you want to retain contet, delete it. ot both

Do vou want to retain content?

@ Yes. I want to retainit (1)

For this long... v 2 vears UI

Retan the content based on|when it was last modified v|( .

Do vou want us to delete it after this time? (.
@ Ve () No

(O No, just delete content that's older than (|

m years ¥

Need more options?

() Use advanced retention settings (1

Back I Next | Cancel

You apply Retentionl to SharePoint sites and OneDrive accounts.

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.

If a user creates a file i a Microsoft SharePoint bbrary on Jamuary 1,2019, and modifies the file every six
months, the file will be [answer choice].

W

retamed
deleted on Jauary 1,2021
deleted on July 1,2021

If a user creates a file m Microsoft OneDrive on January 1,2019, modifies the file on March 1, 2019, and

deletes the file on May 1, 2019, the user [answer choice].

cannot recover the file

can recover the file until Jauary 1,2020
can recover the file until March 1,2020
can recover the file until May 1,2020

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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If a user creates a file m a Microsoft SharePomt bbrary on Jamuary 1,2019, and modifies the file every six
months, the file will be [answer choice]

| retained | I
deleted on Javary 1,2021
deleted on July 1,2021

If a user creates a file m Microsoft OneDrnive on January 1,2019, modifies the file on March 1, 2019, and
deletes the file on Mav 1, 2019, the user [answer choice].

cannot recover the file

can recover the file until Jauary 1,2020
'can recover the file until March 1,2020
can recover the file untl Mav 1,2020

NEW QUESTION 145

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription that contains the users shown in the following table.

Name Role
Userl Compliance Manager Contributor
User2 Compliance Manager Assessor
User3 Compliance Manager Administrator
Userd Portal Admin

You discover that all the users in the subscription can access Compliance Manager reports. The Compliance Manager Reader role is not assigned to any users.
You need to recommend a solution to prevent a user named User5 from accessing the Compliance Manager reports.
Solution: You recommend assigning the Compliance Manager Reader role to User5. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 147

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription that contains a user named Userl.

The Azure Active Directory (Azure AD) Identity Protection risky users report identifies Userl. For Userl, you select Confirm user compromised.

Userl can still sign in.

You need to prevent Userl from signing in. The solution must minimize the impact on users at a lower risk level.

Solution: You configure the sign-in risk policy to block access when the sign-in risk level is high. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-investigate

NEW QUESTION 152

- (Exam Topic 4)

You have a hybrid Microsoft 365 environment. All computers run Windows 10 and are managed by using Microsoft Intune.

You need to create a Microsoft Azure Active Directory (Azure AD) conditional access policy that will allow only Windows 10 computers marked as compliant to
establish a VPN connection to the on-premises network.

What should you do first?

A. From the Azure Active Directory admin center, create a new certificate

B. Enable Application Proxy in Azure AD

C. From Active Directory Administrative Center, create a Dynamic Access Control policy
D. From the Azure Active Directory admin center, configure authentication methods

Answer: A

Explanation:
Reference:
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https://docs.microsoft.com/en-us/windows-server/remote/remote-access/vpn/ad-ca-vpn-connectivitywindows10

NEW QUESTION 153

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.

Some users are required to use an authenticator app to access Microsoft SharePoint Online.

You need to view which users have used an authenticator app to access SharePoint Online. The solution must minimize costs.
What should you do?

A. From the Azure Active Directory admin center, view the sign-ins.

B. From the Security & Compliance admin center, download a report.

C. From the Azure Active Directory admin center, view the authentication methods.
D. From the Azure Active Directory admin center, view the audit logs.

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/concept-sign-ins

NEW QUESTION 156

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You have a Microsoft SharePoint Online site named Sitel.

You have a Data Subject Request (DSR) case named Casel that searches Sitel. You create a new sensitive information type.
You need to ensure that Casel returns all the documents that contain the new sensitive information type. What should you do?

A. From the Security & Compliance admin center, create a new Search by ID List.
B. From Sitel, modify the search dictionary.

C. From the Security & Compliance admin center, create a new Guided search.
D. From Sitel, initiate a re-indexing of Sitel.

Answer: D

NEW QUESTION 158

- (Exam Topic 4)

Please wait while the virtual machine loads. Once loaded, you may proceed to the lab section. This may take a few minutes, and the wait time will not be deducted
from your overall test time.

When the Next button is available, click it to access the lab section. In this section, you will perform a set of tasks in a live environment. While most functionality will
be available to you as it would be in a live environment, some functionality (e.g., copy and paste, ability to navigate to external websites) will not be possible by
design.

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn’t matter how you accomplish the task, if you successfully
perform it, you will earn credit for that task.

Labs are not timed separately, and this exam may more than one lab that you must complete. You can use as much time as you would like to complete each lab.
But, you should manage your time appropriately to ensure that you are able to complete the lab(s) and all other sections of the exam in the time provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to the lab.

Username and password

ExamUser

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below. Microsoft 365 Username:
admin@LODSe244001@onmicrosoft.com Microsoft 365 Password: &=Q8v@2qGzYz
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If the Microsoft 365 portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.

The following information is for technical support only: Lab instance: 11032396

You need to ensure that a user named Alex Wilber can register for multifactor authentication (MFA). To complete this task, sign in to the Microsoft Office 365
admin center.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Enable Modern authentication for your organization

* 1. To enable modern authentication, from the admin center, select Settings > Settings and then in the Services tab, choose Modern authentication from the list.
* 2. Check the Enable modern authentication box in the Modern authentication panel.

Modern authentication

£ ble ki

Enable multi-factor authentication for your organization

* 1. In the admin center, select Users and Active Users.

* 2. In the Active Users section, Click on multi-factor authentication.

* 3. On the Multi-factor authentication page, select user if you are enabling this for one user or select Bulk Update to enable multiple users.
* 4. Click on Enable under Quick Steps.

* 5. In the Pop-up window, Click on Enable Multi-Factor Authentication.

After you set up multi-factor authentication for your organization, your users will be required to set up two-step verification on their devices.
Reference:

https://docs.microsoft.com/en-us/microsoft-365/admin/security-and-compliance/set-up-multi-factor-authenticati

NEW QUESTION 163

- (Exam Topic 4)

Please wait while the virtual machine loads. Once loaded, you may proceed to the lab section. This may take a few minutes, and the wait time will not be deducted
from your overall test time.

When the Next button is available, click it to access the lab section. In this section, you will perform a set of tasks in a live environment. While most functionality will
be available to you as it would be in a live environment, some functionality (e.g., copy and paste, ability to navigate to external websites) will not be possible by
design.

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn’t matter how you accomplish the task, if you successfully
perform it, you will earn credit for that task.

Labs are not timed separately, and this exam may more than one lab that you must complete. You can use as much time as you would like to complete each lab.
But, you should manage your time appropriately to ensure that you are able to complete the lab(s) and all other sections of the exam in the time provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to the lab.

Username and password
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Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below. Microsoft 365 Username:
admin@LODSe00019@onmicrosoft.com Microsoft 365 Password: #HSP.ug?$p6un

If the Microsoft 365 portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.
The following information is for technical support only: Lab instance: 11122308
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You need to create a retention policy that contains a data label. The policy must delete all Microsoft Office 365 content that is older than six months.
To complete this task, sign in to the Microsoft 365 admin center.

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Creating Office 356 labels is a two-step process. The first step is to create the actual label which includes the name, description, retention policy, and classifying
the content as a record. Once this is completed, the second step requires the deployment of a label using a labelling policy which specifies the specific location to
publish and applying the label automatically.
To create an Office 365 label, following these steps:
* 1. Open Security and Compliance Centre;
* 2. Click on Classifications;

* 3. Click on Labels;
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* 4. The label will require configuration including: name your label (Name), add a description for the admins (Description for Admins), add a description for the
users (Description for Users);

* 5. Click Next once the configuration is completed,;

* 6. Click Label Settings on the left-hand side menu;

* 7. The Label Settings will need to be configured. On this screen, you can toggle the Retention switch to either “on” or “off”. If you choose “on”, then you can
answer the question “When this label is applied to content” with one of two options. The first option is to Retain the Content. From the pick boxes, you can choose
the length of retention and upon the end of the retention, the action that will take place. The three actions are to delete the data, trigger an approval flow for review,
or nothing can be actioned. The second option is to not retain the data after a specified amount of time or based on the age of the data; and

* 8. The label has now been created.

To create a label policy, follow these steps:

* 1. Open Security and Compliance Centre;

* 2. Click on Data Governance, Retention;

* 3. Choose Label Policies box at the top of the screen; and

* 4, There are now two options. The first is to Publish Labels. If your organization wants its end users to apply the label manually, then this is the option you would
choose. Note that this is location based. The second option is to Auto-apply Labels. With Auto-apply, you would have the ability to automatically apply a label when
it meets the specified criteria.

References:

https://www.maadarani.com/office-365-classification-and-retention-labels/

NEW QUESTION 164

- (Exam Topic 4)

Please wait while the virtual machine loads. Once loaded, you may proceed to the lab section. This may take a few minutes, and the wait time will not be deducted
from your overall test time.

When the Next button is available, click it to access the lab section. In this section, you will perform a set of tasks in a live environment. While most functionality will
be available to you as it would be in a live environment, some functionality (e.g., copy and paste, ability to navigate to external websites) will not be possible by
design.

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn’t matter how you accomplish the task, if you successfully
perform it, you will earn credit for that task.

Labs are not timed separately, and this exam may more than one lab that you must complete. You can use as much time as you would like to complete each lab.
But, you should manage your time appropriately to ensure that you are able to complete the lab(s) and all other sections of the exam in the time provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to the lab.

Username and password

:ﬂ . T ni 5 +

5 C u  hittps:/loginmicrosoftonime.comyfcommon/oauths o 'B
[ {= .
= Microsoft

Sign in

Email, phone, or Skype
Mo account? Create one!
Cant't access your account?

Sign-in options

< »

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below. Microsoft 365 Username:
admin@LODSe00019@onmicrosoft.com Microsoft 365 Password: #HSP.ug?$p6un

If the Microsoft 365 portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.
The following information is for technical support only: Lab instance: 11122308
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You need to ensure that all links to malware.contoso.com within documents stored in Microsoft Office 365 are blocked when the documents are accessed from
Office 365 ProPlus applications.
To complete this task, sign in to the Microsoft 365 admin center.

A. Mastered

B. Not Mastered

Answer: A

Explanation:

* 1. After signing in to the Microsoft 365 admin center, navigate to Threat management, choose Policy > Safe Links.

* 2. In the Policies that apply to the entire organization section, select Default, and then choose Edit (the Edit button resembles a pencil).

L]
3

i~

* 3. In the Block the following URLs section, add the malware.contoso.com link.

* 4, In the Settings that apply to content except email section, select all the options.
* 5. Choose Save. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/set-up-atp-safe-links-policies ?view

NEW QUESTION 168
- (Exam Topic 4)

Your company has a Microsoft 365 subscription, a Microsoft Azure subscription, and an Azure Active Directory (Azure AD) tenant named contoso.com.
The in the following table.

Location IP address space | Public NAT segment
Montreal 10.10.0.0/16 190.15.1.0/24
Seattle 172.16.0.0/16 194.25.2.0/24
New York 192.168.0.0/16 198.35.3.0/24

The tenant contains the users shown in the following table.

Name Email address
serl Userl @contoso.com
User? Uszer?2dicontozo.com

You create the Microsoft Cloud App Security policy shown in the following exhibit.
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Create filters for the policy
Act on:

Single activity:
Every activity that matches the filters

Repeated activity:
Repeated acinvity by a single user

Minimum repeated ac!:ixities:
Within timeframe: [ 1jminutes
[]Ina single app

Count only unique target files or folders per user

© Edit and preview results
ACTIVITIES MATCHING ALL OF THE FOLLOWING

Raw IP address

equals W

[P address W

10.10.0.0/24 @
O®

equals W

OR | 194.25.2.0/24

Activity tvpe W Download file | v

User v equals | v

From group v

Applicaition(Cloud App Secunty) v | as | Actor only v

®

Alerts

[/l Create alert Use vour organization’s default settings
Daily alert imit $

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements

In the Monreal office, if Userl downloads 40 files in 30 seconds. an
alert will be created.

In the Seattle. if User2 downloads one file per second for two minutes.
an alert will be created.

In the New York office. if Userl downloads 40 files in 10 seconds, an
alert will be created.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements

In the Monreal office. if Userl downloads 40 files in 30 seconds. an
alert will be created.

In the Seattle. if User2 downloads one file per second for two minutes,
an alert will be created.

In the New York office. if Userl downloads 40 files in 10 seconds. an
alert will be created.
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NEW QUESTION 172
- (Exam Topic 4)
You have a Microsoft 365 subscription.

You have a team named Team1 in Microsoft Teams. You plan to place all the content in Team1 on hold.

You need to identify which mailbox and which Microsoft SharePoint site collection are associated to Teaml1. Which cmdlet should you use?

A. Get-UnifiedGroup

B. Get-MailUser

C. Get-TeanMessagingSettings
D. Get-TeamChannel

Answer: A
NEW QUESTION 173

- (Exam Topic 4)
You have a Microsoft 365 subscription.

You receive a General Data Protection Regulation (GDPR) request for the custom dictionary of a user. From the Compliance admin center you need to create a

content search.

How should you configure the content search1?

A. Condition: Type Operato

B. Equals any of Value: Office Roaming Service

C. Condition: Title Operator: Equals any of Value: Normal.dot
D. Condition: Type Operator: Equals any of Value: Documents
E. Condition: File type Operator: Equals any of Value: dic

Answer: D

NEW QUESTION 177
- (Exam Topic 4)
You have a Microsoft 365 subscription.

You have a site collection named SiteCollectionl that contains a site named Site2. Site2 contains a document library named Customers.

Customers contains a document named Litware.docx. You need to remove Litware.docx permanently.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.

Actions

From PowerShell, rin Remove-—
SPOUserProfile

Delete Litware docx from the Recvcle
Bin of Site2.

From PowerShell, rin Set-
EPOSite.

Delete Litware docx from the Recycle
Bin of SiteCollection].

From Powershell. nin Remove-—
SPOUserInfo

Delete Litware docx from
Customers.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Actions
Answer Area

Prnﬁl i’cr’n’arghall= ru_n .Remo::re— l Delete Litware docx from |

= =

|SPOUserProfile ) i Customers. |
Delete Litware.docx from the Recycle | Delete Litware. docx from the Recycle
Bin of Site2. _ ; : ' | BmnofSite2.
- — — = - r—-——-"—-=-== == =
From PowerShell, run Set- . Delete Litware docx from the Recycle I
lsposite. ' :
———————————— = |

Deh;te'Lihvar;_dncx"IErﬁm the iecyci;
Bin of SiteCollection] . |

From Powershell, mn FEemove—
SPCOUserInfo

| Delete Litware docx from
Customers. I

NEW QUESTION 179

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You need to retain Azure Active Directory (Azure AD) audit logs for two years. Administrators must be able to query the audit log information by using the Azure
Active Directory admin center.

What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Save the audit logs to ¥
Azure Data Lake Storage Gen2
Azure Files
Azure Log Analytics
Azure Active Directory admin center blade to -

use to view the saved audit logs: [Audit logs

Identity Governance
Logs

Sign-ins

Usage & insights

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:
https://docs.microsoft.com/en-gb/azure/active-directory/reports-monitoring/howto-analyze-activity-logs-log-ana

NEW QUESTION 183

- (Exam Topic 4)

You have a Microsoft 165 ES subscription that contains users named User 1 and User2? You have the audit log retention requirements shown in the following
table.

User Action | Retention period
- KiErgrmee g 5 T T il Ul r L 1 Fig 5t

) Perform all achor: Microsoft Dhmamecs M |5 MmOt

- Crmate & Wilwtoe—" W - it il e - N W |

- Perform all Mecreas®™ l_...il_,. lind Beimare LT atree AT ¥ - ou

You need to create audit retention policies to meet the requirements. The solution must minimize cost and the number of policies.
What is the minimum number of audit retention policies that you should create?

o0 w»
A WDNPE
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Answer: C

NEW QUESTION 184

- (Exam Topic 4)

Your company has a Microsoft 365 subscription that includes a user named Userl. You suspect that Userl sent email messages to a competitor detailing
company secrets.

You need to recommend a solution to ensure that you can review any email messages sent by Userl to the competitor, including sent items that were deleted.
What should you include in the recommendation?

A. Enable In-Place Archiving for the mailbox of Userl

B. From the Security & Compliance, perform a content search of the mailbox of Userl
C. Place a Litigation Hold on the mailbox of Userl

D. Configure message delivery restrictions for the mailbox of Userl

Answer: C

NEW QUESTION 188

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription and 5,000 users.

You create several alert policies that are triggered every time activities match rules.

You need to create an alert policy that is triggered when the volume of matched activities becomes unusual. What should you do first?

A. Enable Microsoft Office 365 auditing.

B. Enable Microsoft Office 365 analytics.

C. Enable Microsoft Office 365 Cloud App Security.

D. Deploy a Microsoft Office 365 add-in to all the users.

Answer: B

NEW QUESTION 193

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains 100 users.

Microsoft Secure Score for the subscription is shown in the following exhibit.

Use the drop-down menus to select the answer choice that completes each statement based on the the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Amswer Area

aniwer (hoboe|

s e # R S M [ i Car o i & -
d & -t - L - .I -~ Wl o L -l e - - ¥

eade oy | amswer Chiosle]

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Arvower Area
¢ i Yis e & Dorprtne = . =
vy | arswier Chasge]
resde Dy |amawer cholce]

NEW QUESTION 198

- (Exam Topic 4)

Your company has a Microsoft 365 subscription.

The company forbids users to enroll personal devices in mobile device management (MDM). Users in the sales department have personal iOS devices.
You need to ensure that the sales department users can use the Microsoft Power Bl app from iOS devices to access the Power Bl data in your tenant.
The users must be prevented from backing up the app’s data to iCloud. What should you create?

A. a conditional access policy in Microsoft Azure Active Directory (Azure AD) that has a device state condition
B. an app protection policy in Microsoft Intune

C. a conditional access policy in Microsoft Azure Active Directory (Azure AD) that has a client apps condition
D. a device compliance policy in Microsoft Intune

Answer: B

NEW QUESTION 202
- (Exam Topic 4)
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Please wait while the virtual machine loads. Once loaded, you may proceed to the lab section. This may take a few minutes, and the wait time will not be deducted
from your overall test time.

When the Next button is available, click it to access the lab section. In this section, you will perform a set of tasks in a live environment. While most functionality will
be available to you as it would be in a live environment, some functionality (e.g., copy and paste, ability to navigate to external websites) will not be possible by
design.

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn’t matter how you accomplish the task, if you successfully
perform it, you will earn credit for that task.

Labs are not timed separately, and this exam may more than one lab that you must complete. You can use as much time as you would like to complete each lab.
But, you should manage your time appropriately to ensure that you are able to complete the lab(s) and all other sections of the exam in the time provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to the lab.

Username and password

=I:l gn IS your acsownt x +

= C il https/loginmicrosoftonline.comy/common/oauthi o B

= Microsoft
Sign in

Email, phone, or Skype

Mo account? Create one!
Cant't access your account?

Sign-in options

< ?

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below. Microsoft 365 Username:
admin@LODSe00019@onmicrosoft.com Microsoft 365 Password: #HSP.ug?$p6un

If the Microsoft 365 portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.
The following information is for technical support only: Lab instance: 11122308
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IT. phix January 14 MOD Administrator 1.35 MB
Marketing. pbix lanuary 14 MOD Administrator 1.79MB
NCA60 Sales Team. pbib january 14 MOD Administrator 584 KB
Operations Analytics, pbix January 14 MOD Administrator S57T3KB
Operations.pbix January 14 MOD Administrator b.ob MB
Proposed agents topics.docs lanuary 14 MOD Administrator 591 KB
Sales.pbnc lanuary 14 MOD Administrator 1.53 MB
X105D Launch Team.pbix lanuary 14 MOD Administrator 1.79 MB

You need to create an Azure Information Protection label to meet the following requirements:
> Content must expire after 21 days.

> Offline access must be allowed for 21 days only.

> Documents must be protected by using a cloud key.

> Authenticated users must be able to view content only.
To complete this task, sign in to the Microsoft 365 admin center.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

* 1. If you haven't already done so, open a new browser window and sign in to the Azure portal. Then navigate to the Azure Information Protection pane.
For example, in the search box for resources, services, and docs: Start typing Information and select Azure Information Protection.

* 2. From the Classifications > Labels menu option: On the Azure Information Protection - Labels pane, select the label you want to change.

On the Label pane, locate Set permissions for documents and emails containing this label, and select Protect.

* 3. Select Protection.

* 4, On the Protection pane, select Azure (cloud key).

* 5, Select Set permissions to define new protection settings in this portal.

* 6. If you selected Set permissions for Azure (cloud key), this option lets you select users and usage rights.

To specify the users that you want to be able to open protected documents and emails, select Add permissions. Then on the Add permissions pane, select the first
set of users and groups who will have rights to use the content that will be protected by the selected label:

> Choose Select from the list where you can then add all users from your organization by selecting Add

<organization name> - All members. This setting excludes guest accounts. Or, you can select Add any authenticated users, or browse the directory.

When you choose all members or browse the directory, the users or groups must have an email address. In a production environment, users and groups nearly
always have an email address, but in a simple testing environment, you might need to add email addresses to user accounts or groups.

> Change the File Content Expiration setting to 21 days.

> Change the Allow offline access setting to 21 days.

When you have finished configuring the permissions and settings, click OK.

This grouping of settings creates a custom template for the Azure Rights Management service. These templates can be used with applications and services that
integrate with Azure Rights Management.

* 7. Click OK to close the Protection pane and see your choice of User defined or your chosen template display for the Protection option in the Label pane.

* 8. On the Label pane, click Save.

* 9. On the Azure Information Protection pane, use the PROTECTION column to confirm that your label now displays the protection setting that you want:

> A check mark if you have configured protection.
> An x mark to denote cancellation if you have configured a label to remove protection.

> A blank field when protection is not set.

When you clicked Save, your changes are automatically available to users and services. There's no longer a separate publish option.
Reference:

https://docs.microsoft.com/en-us/azure/information-protection/configure-policy-protection

NEW QUESTION 206

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some questions sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.
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You have a user named Userl. Several users have full access to the mailbox of Userl.

Some email messages sent to Userl appear to have been read and deleted before the user viewed them. When you search the audit log in Security & Compliance

to identify who signed in to the mailbox of Userl,
the results are blank.

You need to ensure that you can view future sign-ins to the mailbox of Userl. You run the Set-MailboxFolderPermission —Identity "User1"

-User Userl@contoso.com —AccessRights Owner command. Does that meet the goal?

A. Yes
B. No

Answer: B
Explanation:

References:

https://docs.microsoft.com/en-us/powershell/module/exchange/mailboxes/set-mailbox?view=exchange-ps

NEW QUESTION 207
- (Exam Topic 4)

You have a Microsoft 365 description that contains a user named User1.

You need to that Userl can review registration and usage activity reports for Azure Multi-Factor Authentication (Azure MFA) for the subscription. The solution must

meet the following requirements:

* Minimize Costs

» use the principle Of least privilege
What should you assign to userl?

Lxcense

Azure Actrve Directory Premmum Flan 1
Arure Active Directory Premium Plan 2

Enterprise Mobility = Secunty E3

LEl

WO

Report Reader
Securty Admunistrator

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Lrcense
Azure Active Dwrectory Premmum Plan 1
Arure Active Directory Premium Plan 2

Sl !- 5 :.-",: :,.],Tr
sSeport Header

I Secunty

a
Administrator

NEW QUESTION 210
- (Exam Topic 4)
You have a Microsoft 365 subscription.

Your company uses Jamf Pro to manage macOS devices.

You plan to create device compliance policies for the macOS devices based on the Jamf Pro data. You need to connect Microsoft Endpoint Manager to Jamf Pro.

What should you do first?

A. From the Azure Active Directory admin center, add a Mobility (MDM and MAM) application.
B. From the Endpoint Management admin center, add the Mobile Threat Defense connector.
C. From the Endpoint Management admin center, configure Partner device management.

D. From the Azure Active Directory admin center, register an application.

Answer: D

Explanation:
Reference:

https://docs.microsoft.com/en-us/mem/intune/protect/conditional-access-integrate-jamf

Passing Certification Exams Made Easy

visit - https://www.surepassexam.com



0% Exam  Recommend!! Get the Full MS-500 dumps in VCE and PDF From SurePassExam
L' Sure https://lwww.surepassexam.com/MS-500-exam-dumps.html (321 New Questions)

NEW QUESTION 214

- (Exam Topic 4)

You have a Microsoft 365 subscription.

A security manager receives an email message every time a data loss prevention (DLP) policy match occurs. You need to limit alert notifications to actionable DLP
events.

What should you do?

A. From the Security & Compliance admin center, modify the Policy Tips of a DLP policy.

B. From the Cloud App Security admin center, apply a filter to the alerts.

C. From the Security & Compliance admin center, modify the User overrides settings of a DLP policy.

D. From the Security & Compliance admin center, modify the matched activities threshold of an alert policy.

Answer: D

Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/alert-policies

NEW QUESTION 219

- (Exam Topic 4)

Note: This question is part of series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated
goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription that is associated to a Microsoft Azure Active Directory (Azure AD) tenant named contoso.com.

You use Active Directory Federation Services (AD FS) to federate on-premises Active Directory and the tenant. Azure AD Connect has the following settings:

> Source Anchor: objectGUID

> Password Hash Synchronization: Disabled
> Password writeback: Disabled

> Directory extension attribute sync: Disabled
> Azure AD app and attribute filtering: Disabled
> Exchange hybrid deployment: Disabled

> User writeback: Disabled

You need to ensure that you can use leaked credentials detection in Azure AD ldentity Protection. Solution: You modify the Azure AD app and attribute filtering
settings.

Does that meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 223

- (Exam Topic 4)

Your network contains an on-premises Active Directory domain named contoso.local that has a forest functional level of Windows Server 2008 R2.
You have a Microsoft 365 E5 subscription linked to an Azure Active Directory (Azure AD) tenant named contoso.com.

You plan to install Azure AD Connect and enable single sign-on (SSO).

You need to prepare the domain to support SSO. The solution must minimize administrative effort. What should you do?

A. Raise the forest functional level to Windows Server 2016.
B. Modify the UPN suffix of all domain users.

C. Populate the mail attribute of all domain users.

D. Rename the domain.

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/enterprise/prepare-a-non-routable-domain-for-directory-synchro

NEW QUESTION 225

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You create an Advanced Threat Protection (ATP) safe attachments policy to quarantine malware. You need to configure the retention duration for the attachments
in quarantine.

Which type of threat management policy should you create from the Security&Compliance admin center?

A. ATP anti-phishing
B. DKIM

C. Anti-spam

D. Anti-malware

Answer: D

NEW QUESTION 228
- (Exam Topic 4)
A user stores the following files in Microsoft OneDrive:
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> File.docx
> ImportantFile.docx
> File_Important.docx

You create a Microsoft Cloud App Security file policy Policyl that has the filter shown in the following exhibit.

Create a filter for the files this policy will act on

FILES MATCHING ALL OF THE FOLLOWING

X File name W contains words W File
==
Apply to:
all files ¥
Apply to:
-

all file orweniers

To which files does Policyl apply?

A. File_Important.docx only

B. File.docx, ImportantFile.docx, and File_Important.docx
C. File.docx only

D. ImportantFile.docx only

E. File.docx and File_Important.docx only

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/cloud-app-security/file-filters

NEW QUESTION 230

- (Exam Topic 4)

You have a Microsoft 365 alert named Alert?
as shown in the following exhibit.

You need to manage the status of Alert2. To which status can you change Alert2?
A. The status cannot be changed.

B. investigating only

C. Active or investigating only

D. Investigating, Active, or Dismissed

E. Dismissed only

Answer: D

Explanation:

Reference:

> Edit and preview results

https://docs.microsoft.com/en-us/microsoft-365/compliance/dIp-configure-view-alerts-policies?view=0365-worl

NEW QUESTION 232
- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

User

Security group

Azure Active Directory (Azure
AD) role

W&CUnNTY agminisirat

Appliicaiion agministrator

You have the devices shown in the following table.
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Name Operating system | Onboarded to Microsoft Defender
for Endpoint

Devicel  |Windows10 Ve
Device’ Windows 8.1 Yes
Devicel Windows 10 Yes

You have the Microsoft Defender for Endpoint portal roles shown in the following table.

. Name | Assigned to
Role1 ADGroup
Role? ADGroup?2
Role3 | ADGroup3

You have the Microsoft Defender for Endpoint device groups shown in the following table.

~_ Name Remediation level Rank | Role |  Members |
Group1 Full - remediate threats automatically 1 Rolel 0S: Windows 10
Group? Semi - require approval for all folders 2 Role2 | O5: Windows 8.1
Group3 Semi - require approval for all folders 3 Roled | OS: Windows 10
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Area
Statements Yes No
User1 can manage alerts for Device2,
User3 can manage alerts for Device3
The Remediation level for Device3 is Semi - require approval for all folders.
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes No
™ 3
User1 can manage alerts for Device?, Lo N
=
User3 can manage alerts for Device3, - I
o

The Remediation level for Device3 15 Semi - require approval for all folders U

NEW QUESTION 235

- (Exam Topic 4)

You haw a Microsoft 365 subscription.

You have a Microsoft SharePoint Online site named Sitel.

You have a Data Subject Request X>SR1 case hamed Case' that searches Sitel. You create a new sensitive information type.
You need to ensure that Casel returns all the documents that contain the new sensitive information type. What should you do?

A. From the Compliance admin center, create a new Content search.
B. From Sitel. modify the search dictionary.

C. From Sitel. initiate a re-indexing of Sitel.

D. From the Compliance admin center, create a new Search by ID List.

Answer: C
NEW QUESTION 238

- (Exam Topic 4)
You have a Microsoft Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.
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'Name Member of | Multi-factor authentication
| (MFA) status

| Userl Group1, Group2 | Disabled

User2 Groupl | Disabled

You create and enforce an Azure AD Identity Protection sign-in risk policy that has the following settings: +» Assignments: Include Groupl, Exclude Group2

> Conditions: Sign in risk of Low and above
> Access: Allow access, Require password multi-factor authentication
You need to identify how the policy affects Userl and User2.

What occurs when each user signs in from an anonymous IP address? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

User1: v

Blocked '
Can sign in without MFA
Prompted for MFA

User2: v
| |
Blocked
Can sign in without MFA
Prompted for MFA

A. Mastered
B. Not Mastered

Answer: A
Explanation:
User1: v
_Blocked
, Can sign in without MFA ¢
“Prompted for MFA —

User2; v

P e e

_ Blocked |
Can sign in without MFA
Prompted for MFA

NEW QUESTION 243

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You create and run a content search from the Security & Compliance admin center. You need to download the results of the content search.
What should you obtain first?

A. an export key
B. a password
C. a certificate
D.apin

Answer: A
Explanation:

References:
https://docs.microsoft.com/en-us/office365/securitycompliance/export-search-results
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NEW QUESTION 248

- (Exam Topic 4)

You have a Microsoft Defender Advanced Threat Protection (Microsoft Defender ATP) deployment that has the custom network indicators turned on. Microsoft
Defender ATP protects two computers that run Windows 10 as shown in the following table.

Name Tag
Computerl Kioskl
Computer2 Tagl

Microsoft Defender ATP has the machine groups shown in the following table.

Rank Name Membership rule ;.
1 Groupl Tag Contains 1 .
2 Group2 Name Ends with 2 And Tag Equals Tagl f
3 Group3 Name Contains comp |
Last Ungrouped machines (default) |None = = = ]

From Microsoft Defender Security Center, you create the URLs/Domains indicators shown in the following table.

URL/Domain Action Scope
http://www.contoso.com Alert and block Groupl
http://www litwareinc.com Alert and block Group2
http:/fwww litwareine.com/public Allow All machmes
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Statements Yes No
From a web browser on Computerl, you can open http://www.contoso.com. O O

From a web browser on Computerl,you can open http://www.litwareinc.com/public. O O

From a web browser on Computer2, you can open http://www.litwareinc.com. Cx )

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Statements Yes No
From a web browser on Computerl, you can open http://www.contoso.com. Gy O

From a web browser on Computerl,you can open http://www. litwareinc.com/public. Q! O

From a web browser on Computer2, you can open http://www.litwareinc.com. ) 10

NEW QUESTION 252

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some questions sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

You have a user named Userl. Several users have full access to the mailbox of User1.

Some email messages sent to Userl appear to have been read and deleted before the user viewed them. When you search the audit log in Security & Compliance
to identify who signed in to the mailbox of User1l,

the results are blank.

You need to ensure that you can view future sign-ins to the mailbox of Userl. You run the Set-Maibox -ldentity "Userl" -AuditEnabled $true command. Does that
meet the goal?

A. Yes
B. No

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/powershell/module/exchange/mailboxes/set-mailbox?view=exchange-ps

NEW QUESTION 257

- (Exam Topic 4)

Your company uses Microsoft Azure Advanced Threat Protection (ATP).

You enable the delayed deployment of updates for an Azure ATP sensor named Sensorl. How long after the Azure ATP cloud service is updated will Sensorl be
updated?
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A. 7 days
B. 24 hours
C. 1 hour
D. 48 hours
E. 12 hours

Answer: B

Explanation:
Note: The delay period was 24 hours. In ATP release 2.62, the 24 hour delay period has been increased to 72 hours.

NEW QUESTION 258

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses a default name of litwareinc.com.

You configure the Sharing settings in Microsoft OneDrive as shown in the following exhibit.

Lmks

Choose the kind of link that’s selected by default when users share items.
Default link type

. Shareable: Anvone with the Link

O Internal: Only people in your organization

@Din:ct: Specific people

Extemal sharing
Users can share with:

B sharePoint @& OneDrive
Anyone

‘ Most permissive Users can create shareable links that don 't require sign.mn

o New and existing external users

External users must sign-in

E xisting external users
O Only users already i vour orgmizaton’s directon

Only people in your organization

Least permissive No extenal shanng allowed

Your shanng serting for OneDnive can't be more permissive than vour setting for SharePoint

Advanced settings for external sharing

Allow or block shaning with people on specific domains

Allow enlv these domans Centose com, Adatam com
Add domiains

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.
A user who has an email address of | ]
userl@fabrikam.com [answer choice] '

cannot access OneDrive content

can access OneDrive content after a link is
created

must be added to be a group before the user
can access shared files

If a new guest user is created for [ |
user2@contoso.com [answer choice] '

the user cannot access OneDrive content
the user can access OneDrive content after
a link is created

must be added to a group before the user
can access shared files
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A. Mastered
B. Not Mastered

Answer: A
Explanation:

References:
https://docs.microsoft.com/en-us/onedrive/manage-sharing

NEW QUESTION 259
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