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NEW QUESTION 1
Which authentication method allows a user to log in to an SSO-enabled Cisco Unified Communications application by utilizing a Microsoft Windows login, thereby
not requiring any credentials to be entered?

A. Smart Card
B. OAuth

C. form-based
D. Kerberos

Answer: B

Explanation:
Reference: https://developer.cisco.com/docs/cisco-unified-communications-single-sign-on-tutorial/#!cisco-unified-communications-single-sign-on-tutorial/learning-
more-about-sso

NEW QUESTION 2
When Cisco IM and Presence is configured to use automatic fallback, how long does the Server Recovery Manager service wait for a failed service/server to
remain active before an automatic fallback is initiated?

A. 10 minutes
B. 20 minutes
C. 30 minutes
D. 1 hour

Answer: C
Explanation:

Reference: https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-communications-manager-im-presence-service/200958-IM-and-Presence-
Server-High-Availability.html

NEW QUESTION 3
Refer to the exhibit.

@ Cisco Jabber

Update Credentials

Your Voicemail credentials are invalid. Please update
your account information to use Voicemail service.

Update Cancel

Which action allows a remote Cisco Jabber user utilizing Mobile and Remote Access to automatically log in to a Cisco Unity Connection voicemail box via OAuth?
A. Add CUCM under System Settings > Authz Servers in Cisco Expressway-E.

B. Add CUCM under System Settings > Authz Servers in Cisco Expressway-C.

C. Add CUCM under System Settings > Authz Servers in Cisco Unity.

D. Add CUCM under System Settings > Authz Servers in Cisco Unity Connection.

Answer: D

Explanation:

Reference: https://community.cisco.com/t5/unified-communications/jabber-mra-unity-voice-mail-integration-issue/td-p/3195653

NEW QUESTION 4
Refer to the exhibit.
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Voice Mail Port Information

Woice Mail Pilot Number 4000 4000
Calling Search Space < None> | <None > '
Description Default Default

| Make this the default Vioice Mail Pilot for the system

Hunt Pilot Configuration

~Pattern Definition

Hunt Pilot* 4000
Route Partition INTERNAL_FT
Description Hunt pilot for CUC

Call Forward and Call Pickup Settings

Calling Search Space Activation Policy Use System Default

Forward All | or 4000 < None > "/

Cisco Unity Connection and Cisco Unified Communications Manager are integrated by using SCCP. The Voice Mail Ports are registered. Users report that calls fail
when forwarded to voicemail. Which is a cause of the issue?

A. The call forward and call pickup settings do not have a CSS on Forward All.

B. The Voice Mail Port partition on the CSS of the phone is missing.

C. The Voice Mail Pilot is not configured with a CSS that contains the INTERNAL_PT.
D. The CSS on the Voice Mail Pilot is missing partitions for user phones.

Answer: D

NEW QUESTION 5
Which Cisco IM and Presence service must be activated and running for IM Presence to successfully integrate with Cisco Unified Communications Manager?

A. Cisco DHCP Monitor Service

B. Cisco AXL Web Service

C. Self-Provisioning IVR

D. Cisco XCP Authentication Service

Answer: A

NEW QUESTION 6
Which two methods does Cisco Jabber use for contact searching in an on-premises deployment model? (Choose two.)

A.HTTP
B. XMPP
C. UDS
D. LDAP
E. SIP

Answer: CD

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/srnd/collabl1/collabll/presence.htmi

NEW QUESTION 7
SAML SSO is enabled in Cisco Unified Communications Manager. What happens when a browser-based client attempts to access a protected resource on a
service provider?

A. The browser follows the redirect and issues an HTTPS GET request to the IdP.
B. The IdP checks for a valid browser session.

C. The service provider generates a SAML authentication request.

D. The SAML request is maintained as a query parameter in the GET request.

Answer: C
Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/SAML_SSO_deployment_guide/12_5_1/cucm_b_saml-sso-deployment-
guide-12_5/cucm_b_saml-sso-deployment-guide-12_5 chapter_01.html
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NEW QUESTION 8
Refer to the exhibit.

[esf.cert.] [csfiicert::BaseCertVerifier:doVerifyCertificate] - About to verify the certificate.
[esf.cert.win32] [esf::cert::Win32CertVerifier:loadCertificateChain] - Certificate Chain status 0x20
[esf.cert.win32] [csf::cert::Win32CertVerifier:verifySslPolicy] - Ignoring errors due to Invalid CH
[csf.cert.win32] [esf::cert::Wind2CertVerifier:verifyPolicies] - 5SL Policy status Bx2l148204808
[csf.cert.win32] [csf::cert::wini2CertVerifier:verifyPolicies] - Basic Constraints Policy status exe
[csf.cert.win32] [csf:icert::win32CertVerifier:verifyCertificate] - Certificate validation response is ‘invalid’
[esf.cert.] [csf::cert::BaseCertVerifier:doverifyCertificate] - Result of platform cert verification: [UNTRUSTED ROOT]
[csf.cert.] [csf:icert::BaseCertVerifier:checkIdentity] - About to check for an Identity Match.
[csf.cert.umpp] [csf::cert: MmppCertVerifier:checkIdentifier] - Verifying XMPP Identity ‘example.com’
[esf.cert utils] [esf::cert::AltNameParserImpl:verifyXmpp] - Xmpp match was not found for: Texample.com’
[esf.cert.utils] [csf::cert::AltNameParserImpl:verify] - Match for "example.com’ found in dnsMames imdex: 1
[csf.cert.] [csf::cert::BaseCertVerifier::checkIdentifiers] - Verification of identity succeeded. Matched identifier : ‘example.com’
[csf.diagnostics] [CSFDiagnostics::DiagnosticsImpl::AddRecord] - Add record task enqueved: example.com
[esf.comman.PolicySet] [csf::common:PolicySet::getPolicy] - Successfully found Pelicy with nature IGNORE_INVALID CERT_COMDITION
[ IGNORE_REVOCATION_INFO_UNAVAILABLE_ERRORS]
[csf.cert.] [csf:icert::BaseCertVerifier::applyIgnorelnvalidCertConditionPolicy] - About to enforce ignore invalid cert condition policy.
[esf.cert] [csf::cert::IgnorelnvalidCertConditionPelicy: :removelgnoredStatuses] - No statuses have been removed from the verification status,
[esf.cert] [csf::cert::IgnorelnvalidCertConditionPolicy: :enforce] - Policy enforced
[esf.cert.] [csf::cert::BaseCertVerifier:;verifyCertificateAsync] - Certificate initially verified, result: FAILURE
[esf.cert] [esf::cert:iCertificateDatalmpl::parseSubjectChNField] - size of Subject CN field : 16
[csf.cert] [csf:icert::CertificateDatalmpl::parseSubjectCNField] - Sybject CN field : impa.example.com
[esf.common.PolicySet] [csf::common:PolicySet::getPolicy] - Sucessfully found Policy with nature INVALID CERT _MAMAGEMENT [PROMPT _USER]

Users report that they are prompted to accept server certificates when they initially run Cisco Jabber. An engineer removes these prompts to prevent confusion.
Which statement about this scenario is true?

A. Presentation of the certificates can be disabled by setting up Cisco IM&P servers into nonsecure mode.

B. Nothing can be done to resolve this issue because certificates must be accepted by each Jabber user, per Cisco policy.

C. These certificates are self-signed certificates, so they must be added manually to the user OS certificate stores.

D. The behavior is a security breach because certificates are considered untrusted and as not coming from Cisco Collaboration servers.

Answer: C

Explanation:
Reference: https://www.cisco.com/c/en/us/support/docs/unified-communications/jabber-windows/116637-trouble-jabber-00.html

NEW QUESTION 9
Which two protocols does the Cisco IM Presence service use to federate with external domains? (Choose two.)

A. XMPP
B. SNMP
C.SIP

D. SCCP
E. SMPP

Answer: AC

Explanation:
Reference: https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cucm/im_presence/interdomain_federation/11_5 1/cupO_b_interdomain-federation-guide-
imp-115.pdf

NEW QUESTION 10
Which service must be activated on Cisco Unity Connection to utilize LDAP synchronization?

A. Cisco Tomcat

B. Cisco Sync Agent

C. Cisco DirSync

D. Cisco RIS Data Collector

Answer: C

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/connection/10x/administration/guide/10xcucsagx/10xcucsagl20.html
NEW QUESTION 10

In the integration of Cisco Unity Connection using SIP, which SIP trunk security profile option is required for MWI to work correctly?
A. Accept out-of-dialog refer

B. Accept replaces header

C. Accept unsolicited notification

D. Accept presence subscription

Answer: A

NEW QUESTION 14

Which SAML component specifies the mapping of SAML assertion protocol message exchanges with standard messaging formats or communication protocols
such as SOAP exchanges?
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A. SAML binding
B. SAML assertion
C. SAML profiles
D. SAML protocol

Answer: A
Explanation:

Reference: https://en.wikipedia.org/wiki/Security_Assertion_Markup_Language

NEW QUESTION 15
DRAG DROP
Drag and drop the events for an on-premises Jabber SAML SSO flow from the left into the correct order on the right.

Service Provider Authorization request Step 1
5SSO Mode Discovery Step 2
IDP Authentication Step 3
Service Provider Authentication Step 4
A. Mastered

B. Not Mastered
Answer: A

Explanation:

SSO Mode Discovery

IDP Authentication

Service Provider Authentication

Service Provider Authorization request

NEW QUESTION 18
To redirect calls from the phone extension for user A to the voicemail greeting, which call routing rule should be used in Cisco Unity Connection?

A. Attempt Forward forwarded routing rule
B. Opening Greeting direct routing rule

C. Attempt Sign-In direct routing rule

D. Opening Greeting forwarded routing rule
Answer: A

Explanation:

Reference: https://community.cisco.com/t5/collaboration-voice-and-video/unity-connection-call-routing-logic/ta-p/3162560

NEW QUESTION 20
Refer to the exhibit.
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ccn subsystem sip
gateway address “172.16.1.254"
mwi sip unsolicited

end subsystem

|

interface Integrated-Service-Engine1/0
ip unnumbered Vian2
service-module ip address 172.16.1.253.255.255.255.0
no shut

|

Interface Vlan2

description “Voice VLAN"

ip address 172.16.1.254.255.255.0

no shut
I

sip-ua
mwi-server ipv4:172.16.1.253 expires 3600 port 5060 transport udp
!

A collaboration engineer has integrated Cisco Unity Express with Cisco Unified Communications Manager Express and is experimenting with the MWI feature.
With the current configuration, no MWI change occurs when leaving new messages or after playing new messages. Which two changes are needed to correct the
configuration? (Choose two.)

. ccn subsystem sip mwi sip outcall

. ccn subsystem sip mwi envelop-info

. Sip-ua ho mwi- servermwi-server ipv4:172.16.1.254 expires 3600 port 5060 transport udp

. ccn subsystem sip mwi sub-notify

. Sip-ua no mwi-servermwi-server ipv4:172.16.1.253 expires 3600 port 5060 transport tcp notify

. Sip- ua no mwi-server mwi-server ipv4:172.16.1.253 expires 3600 port 5060 transport udp unsolicited

mTmoOw>

Answer: AF

NEW QUESTION 24
Refer to the exhibit.

Direct Routing Rules in Descending Order of Precedence

Delete Selected Add New Change Order

Display Name Status Dialed Number Calling Number Phone System
NewYork AA Active 11112222
Attempt Sign In Active
Chicago AA Active 22221111
Opening Greeting Active

Delete Selected Add New Change Order

Forwarded Routing Rules in Descending Order of Precedence

| Delete Selected Add New I [ Change Order

Display Name Status Dialed Number Calling Number Forwarding Station
Attempt Forward Active
Dallas AA Active 2222
Arizona AA Active 11112222
Opening Greeting Active

Delete Selected Add New Change Order

Calls that are not answered by the user are for the location. If the user at extension 11112222 does not have a voice mailbox, which rule is utilized when Cisco
Unity Communication receives the forwarded call?

A. NewYork_AA
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B. Attempt Sign In
C. Arizona_AA
D. Opening_Greeting

Answer: C

NEW QUESTION 26
An engineer is configuring SAML SSO for a Cisco Unified Communications Manager. After completing all required steps, the engineer wants to verify the status.
Which CLI command provides the status of SAML SSO?

A. utils sso status

B. show sso status
C. show saml status
D. utils saml status

Answer: A
Explanation:

Reference: https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-communications-manager-callmanager/213293-troubleshoot-sso-in-
cucm.html

NEW QUESTION 27
Refer to the exhibit.

Microsoft
Exchange

Cisco IM&P

Which protocol is used for communication between Cisco IM and Presence and Microsoft Exchange Server?

A. POP3
B. IMAP
C. EWS
D. XMPP

Answer: C
Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/srnd/collabll1/collabl1/presence.html

NEW QUESTION 29
Refer to the exhibit.

High Availability
*| Enable High Availability
Monitored Server Assigned Users Active Users Server State
IMPPub.CiscoLiveUS.net 4 0 Failed Over
IMPSub CiscoliveU5.net 0 0 Running in Backup Mode

A customer reports that after a network failure, all of the Cisco Jabber clients are not switched back to their home nodes. An engineer determines that the primary
Cisco IM&P server is in Failed Over state. Which two actions should be performed to bring the system back to operational state and to prevent future occurrences?
(Choose two.)

A. Advise all users to re-login to their Jabber clients.

B. Confirm that both IM&P servers are configured in the Presence Redundancy Group configuration pane.

C. Perform a restart of the IM&P primary server to force fallback.

D. Click the Fallback button in the Server Action pane.

E. Set the Automatic Failover parameter in the Server Recovery Manager Service Parameters to the value True.

Answer: BD

NEW QUESTION 31
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