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NEW QUESTION 1
Which of the following lines in the sshd configuration file should, if present, be changed in order to increase the security of the server? (Choose two.)

A. Protocol 2, 1
B. PermitEmptyPasswords no
C. Port 22
D. PermitRootLogin yes
E. IgnoreRhosts yes

Answer: AD

NEW QUESTION 2
Which Linux user is used by vsftpd to perform file system operations for anonymous FTP users?

A. The Linux user which runs the vsftpd process
B. The Linux user that owns the root FTP directory served by vsftpd
C. The Linux user with the same user name that was used to anonymously log into the FTP server
D. The Linux user root, but vsftpd grants access to anonymous users only to globally read-/writeable files
E. The Linux user specified in the configuration option ftp_username

Answer: E

NEW QUESTION 3
What is the name of the network security scanner project which, at the core, is a server with a set of network vulnerability tests?

A. NetMap
B. OpenVAS
C. Smartscan
D. Wireshark

Answer: B

NEW QUESTION 4
Which of the following Samba configuration parameters is functionally identical to the parameter read only=yes?

A. browseable=no
B. read write=no
C. writeable=no
D. write only=no
E. write access=no

Answer: C

NEW QUESTION 5
In which CIFS share must printer drivers be placed to allow Point’n’Print driver deployment on Windows?

A. winx64drv$
B. print$
C. The name of the share is specified in the option print driver share within each printable share in smb.conf
D. pnpdrivers$
E. NETLOGON

Answer: B

NEW QUESTION 6
A user requests a “hidden” Samba share, named confidential, similar to the Windows Administration Share. How can this be configured?
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A. Option A
B. Option B
C. Option C
D. Option D
E. Option E

Answer: E

NEW QUESTION 7
Which of the following options are valid in /etc/exports? (Choose two.)

A. rw
B. ro
C. rootsquash
D. norootsquash
E. uid

Answer: AB

NEW QUESTION 8
CORRECT TEXT
Which directive in a Nginx server configuration block defines the TCP ports on which the virtual host will be available, and which protocols it will use? (Specify
ONLY the option name without any values.)

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
listen

NEW QUESTION 9
A host, called lpi, with the MAC address 08:00:2b:4c:59:23 should always be given the IP address of 192.168.1.2 by a DHCP server running ISC DHCPD.
Which of the following configurations will achieve this?
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A. Option A
B. Option B
C. Option C
D. Option D
E. Option E

Answer: D

NEW QUESTION 10
How is the LDAP administrator account configured when the rootdn and rootpw directives are not present in the slapd.conf file?

A. The default account admin with the password admin are used
B. The account is defined by an ACL in slapd.conf
C. The default account admin is used without a password
D. The account is defined in the file /etc/ldap.secret
E. The account is defined in the file /etc/ldap.root.conf

Answer: B

NEW QUESTION 10
CORRECT TEXT
According to this LDIF excerpt, which organizational unit is Robert Smith part of? (Specify only the organizational unit.)
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A. Mastered
B. Not Mastered

Answer: A

Explanation: 
people

NEW QUESTION 14
In a PAM configuration file, which of the following is true about the required control flag?

A. If the module returns success, no more modules of the same type will be invoked
B. The success of the module is needed for the module-type facility to succee
C. If it returns a failure, control is returned to the calling application
D. The success of the module is needed for the module-type facility to succee
E. However, all remaining modules of the same type will be invoked
F. The module is not critical and whether it returns success or failure is not important
G. If the module returns failure, no more modules of the same type will be invoked

Answer: C

NEW QUESTION 19
CORRECT TEXT
Which OpenLDAP client command can be used to change the password for an LDAP entry? (Specify ONLY the command without any path or parameters.)

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
ldappasswd

NEW QUESTION 24
CORRECT TEXT
What is the path to the global Postfix configuration file? (Specify the full name of the file, including path.)

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
/etc/postfix/main.cf

NEW QUESTION 28
It has been discovered that the company mail server is configured as an open relay. Which of the following actions would help prevent the mail server from being
used as an open relay while maintaining the possibility to receive company mails? (Choose two.)

A. Restrict Postfix to only accept e-mail for domains hosted on this server
B. Configure Dovecot to support IMAP connectivity
C. Configure netfilter to not permit port 25 traffic on the public network
D. Restrict Postfix to only relay outbound SMTP from the internal network
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E. Upgrade the mailbox format from mbox to maildir

Answer: CD

NEW QUESTION 30
Which of the following services belongs to NFSv4 and does not exist in NFSv3?

A. rpc.idmapd
B. rpc.statd
C. nfsd
D. rpc.mountd

Answer: A

NEW QUESTION 31
Given the following Squid configuration excerpt: cache_dir ufs /var/spool/squid3/ 1024 16 256
Which of the following directories will exist directly within the directory /var/spool/squid3/? (Choose two.)

A. 0F
B. A0
C. 0b
D. FF
E. 00

Answer: AC

NEW QUESTION 34
Which of the following statements are true regarding Server Name Indication (SNI)? (Choose two.)

A. It supports transparent failover of TLS sessions from one web server to another.
B. It allows multiple SSL/TLS secured virtual HTTP hosts to coexist on the same IP address.
C. It enables HTTP servers to update the DNS of their virtual hosts’ names using the X 509 certificates of the virtual hosts.
D. It provides a list of available virtual hosts to the client during the TLS handshake.
E. It submits the host name of the requested URL during the TLS handshak

Answer: BE

NEW QUESTION 36
Which Apache HTTPD configuration directive specifies the RSA private key that was used in the generation of the SSL certificate for the server?

A. SSLCertificateKeyFile
B. SSLKeyFile
C. SSLPrivateKeyFile
D. SSLRSAKeyFile

Answer: A

NEW QUESTION 39
For what purpose is TCP/IP stack fingerprinting used by nmap?

A. It is used to determine the remote operating system.
B. It is used to filter out responses from specific servers.
C. It is used to identify duplicate responses from the same remote server.
D. It is used to masquerade the responses of remote servers.
E. It is used to uniquely identify servers on the network for forensic

Answer: A

NEW QUESTION 43
What is the standard port used by OpenVPN?

A. 1723
B. 4500
C. 500
D. 1194

Answer: D

NEW QUESTION 48
To which destination will a route appear in the Linux routing table after activating IPv6 on a router’s network interface, even when no global IPv6 addresses have
been assigned to the interface?

A. fe80::/10
B. 0::/128
C. 0::/0
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D. fe80::/64
E. 2000::/3

Answer: A

NEW QUESTION 51
After running ssh-keygen and accepting the default values, which of the following files are changed or created? (Choose two.)

A. ~/.ssh/id_rsa.key
B. ~/.ssh/id_rsa.pub
C. ~/.ssh/id_rsa.prv
D. ~/.ssh/id_rsa.crt
E. ~/.ssh/id_rsa

Answer: BE

NEW QUESTION 52
Which rdnc sub command can be used in conjunction with the name of a zone in order to make BIND reread the content of the specific zone file without reloading
other zones as well?

A. lookup
B. reload
C. fileupdate
D. reread
E. zoneupdate

Answer: AC

NEW QUESTION 55
CORRECT TEXT
According to the configuration below, what is the full e-mail address of the administrator for this domain?

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
admin@mars.example.com

NEW QUESTION 58
What is the purpose of DANE?

A. Verify the integrity of name information retrieved via DNS.
B. Allow secure dynamic DNS updates.
C. Invalidate name information stored on caching name servers to speed up DNS updates.
D. Discover which servers within a DNS domain offer a specific service.
E. Provide a way to verify the association of X 509 certificates to DNS host name

Answer: E

NEW QUESTION 61
CORRECT TEXT
Which doveadm sub-command displays a list of connections of Dovecot in the following format? (Specify ONLY the command without any parameters.)
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A. Mastered
B. Not Mastered

Answer: A

Explanation: 
who

NEW QUESTION 65
Which of the following actions are available in Sieve core filters? (Choose three.)

A. drop
B. discard
C. fileinto
D. relay
E. reject

Answer: CDE

NEW QUESTION 68
CORRECT TEXT
Which option in the Postfix configuration makes Postfix pass email to external destinations to another SMTP-server? (Specify ONLY the option name without any
values.)

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
relay server

NEW QUESTION 70
Which of the following types of IPv6 address assignments does DHCPv6 support? (Choose three.)

A. Assignments of normal IPv6 addresses that can be renewed.
B. Assignments of temporary IPv6 addresses that cannot be renewed.
C. Assignments of blacklisted IPv6 addresses that should no longer be used.
D. Assignments of IPv6 prefixes that can be used for routing or further assignments.
E. Assignments of anonymous IPv6 addresses whose assignment is not logged by the DHCPv6 serve

Answer: ABD

NEW QUESTION 71
Which of the following values can be used in the OpenLDAP attribute olcBackend for any object of the class olcBackendConfig to specify a backend? (Choose
three.)

A. xml
B. bdb
C. passwd
D. ldap
E. text

Answer: BDE

NEW QUESTION 74
......
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