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NEW QUESTION 1
- (Exam Topic 1)

You plan to configure an access review to meet the security requirements for the workload administrators. You create an access review policy and specify the

scope and a group.

Which other settings should you configure? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Set the frequency to:

One time v
Weekly
Monthly

To ensure that access is removed if an administrator fails to respond. configure the:

Upon completion settings v
Advanced settings
Programs
Reviewers

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Set the frequency to:

_One time v
| Weekly '
Monthly

To ensure that access is removed if an administrator fails to respond. configure the:

'Upon completion settings | | v
Advanced settings

Programs

Reviewers

NEW QUESTION 2
- (Exam Topic 1)
An administrator configures Azure AD Privileged Identity Management as shown in the following exhibit.

Exhange Administrator - Members

+Add member X Remove member :._ Access reviews i Export O Refresh

Assignment type
All W

Search

Q Search by members name

Member Email ASSIGNMENT TYPE EXPIRATION
Adminl Admiul@Mjﬁfiﬂﬂl-lS-I.q:mmicmsaﬂ.cmn Permanent -

Adminl Admin2@M365x901434.onmicrosoft.com  Eligible -

What should you do to meet the security requirements?

A. Change the Assignment Type for Admin2 to Permanent

B. From the Azure Active Directory admin center, assign the Exchange administrator role to Admin2
C. From the Azure Active Directory admin center, remove the Exchange administrator role to Adminl
D. Change the Assignment Type for Admin1l to Eligible
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Answer: D

NEW QUESTION 3
- (Exam Topic 2)
How should you configure Azure AD Connect? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

User sign-in settings: v
Password Syvnchronization with single-sign on

Pass-through authentication with single sign-on

Federation with Active Director Federation Services (AD FS)

Device options: w

Hybnd Azure AD Jom
Enable Device wrteback
Disable Device writeback

A. Mastered
B. Not Mastered

Answer: A
Explanation:
User sign-in settings: v
Password Synchronization with single-sign on
Pass-through anthentication with single sign-on |
Federation with Active Director Federation Sernvices (AD ES)
Device options: v
Hybrd Azure AD Join'
Enable Device writeback
Disable Device writeback

NEW QUESTION 4
- (Exam Topic 2)
Which IP address space should you include in the MFA configuration?

A. 131.107.83.0/28
B. 192.168.16.0/20
C.172.16.0.0/24
D. 192.168.0.0/20

Answer: B

NEW QUESTION 5

- (Exam Topic 2)

You need to configure threat detection for Active Directory. The solution must meet the security requirements.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.
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Actions

Configure the Directory services setting in Azure
ATP

Download and install the ATA Gateway on
DC1, DC2, and DC3

'Dmrnload and install the Azure ATP sensor
|package on DC1. DC2. and DC3

Configure a site-to-site VPN

Create a workspace in Azure ATP

| Dovnload and mstall the ATA Center on
Semverl

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Actions

B = = =S,

Cc-nﬁgure the Directory services setting in Azure [
ATP

[ Download and install the ATA Gateway on

iDCl DC2, and DC3 .

Download and install the Azure ATP sensor
package on DC1, DC2, and DC3 ,

| Duwzﬂc-ad and install the ATA Center on l
'| Serverl {

NEW QUESTION 6
- (Exam Topic 3)

You are evaluating which devices are compliant in Intune.

Answer Area

Answer Area

| Create a workspace in Azure ATP |

reate a workspace in Azure ATP |
| .'

Download and mstall the Azure ATP sensor N
package on DC1, DC2, and DC3

: 7
| Configure the Directory services setting in Azure |
| ATP

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes
Device2 is compliant. O
Device5 1s compliant. O
Device6 is compliant. O
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Statements Yes No

1

Device2 is compliant. O -,

O
Devices 1s compliant. QO { O
Device6 is compliant. 'O O

==

NEW QUESTION 7
- (Exam Topic 3)
What should User6 use to meet the technical requirements?

A. Supervision in the Security & Compliance admin center

B. Service requests in the Microsoft 365 admin center

C. Security & privacy in the Microsoft 365 admin center

D. Data subject requests in the Security & Compliance admin center

Answer: B

NEW QUESTION 8

- (Exam Topic 4)

Please wait while the virtual machine loads. Once loaded, you may proceed to the lab section. This may take a few minutes, and the wait time will not be deducted
from your overall test time.

When the Next button is available, click it to access the lab section. In this section, you will perform a set of tasks in a live environment. While most functionality will
be available to you as it would be in a live environment, some functionality (e.g., copy and paste, ability to navigate to external websites) will not be possible by
design.

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn’t matter how you accomplish the task, if you successfully
perform it, you will earn credit for that task.

Labs are not timed separately, and this exam may more than one lab that you must complete. You can use as much time as you would like to complete each lab.
But, you should manage your time appropriately to ensure that you are able to complete the lab(s) and all other sections of the exam in the time provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to the lab.

Username and password

ExamUser

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below. Microsoft 365 Username:
admin@LODSe244001@onmicrosoft.com Microsoft 365 Password: &=Q8v@2qGzYz

If the Microsoft 365 portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.
The following information is for technical support only: Lab instance: 11032396

You need to ensure that email messages in Exchange Online and documents in SharePoint Online are retained for eight years.
To complete this task, sign in to the Microsoft Office 365 admin center.

A. Mastered
B. Not Mastered
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Answer: A

Explanation:

NB: For our purposes, the retention period will be 8 years. For retaining email messages in Exchange Online:
Step 1: Create a retention tag

* 1. Navigate to the Exchange Admin Center

* 2. Navigate to Compliance management > Retention tags, and then click Add +

* 3. Select one of the following options:

> Applied automatically to entire mailbox (default): Select this option to create a default policy tag (DPT).
You can use DPTs to create a default deletion policy and a default archive policy, which applies to all items in the mailbox.

> Applied automatically to a specific folder: Select this option to create a retention policy tag (RPT) for a default folder such as Inbox or Deleted Items.

> Applied by users to items and folders (Personal): Select this option to create personal tags. These tags allow Outlook and Outlook on the web (formerly known
as Outlook Web App) users to apply archive or deletion settings to a message or folders that are different from the settings applied to the parent folder or the entire
mailbox.

* 4, The New retention tag page title and options will vary depending on the type of tag you selected. Complete the following fields:

> Name: Enter a name for the retention tag. The tag name is for display purposes and doesn't have any impact on the folder or item a tag is applied to. Consider
that the personal tags you provision for users are available in Outlook and Outlook on the web.

> Apply this tag to the following default folder: This option is available only if you selected Applied automatically to a specific folder.

> Retention action: Select one of the following actions to be taken after the item reaches its retention
period:

> Delete and Allow Recovery: Select this action to delete items but allow users to recover them using the Recover Deleted Items option in Outlook or Outlook on
the web. Iltems are retained until the deleted item retention period configured for the mailbox database or the mailbox user is reached.

> Permanently Delete: Select this option to permanently delete the item from the mailbox database.

> Move to Archive: This action is available only if you're creating a DPT or a personal tag. Select this action to move items to the user's In-Place Archive.
> Retention period: Select one of the following options:

> Never: Select this option to specify that items should never be deleted or moved to the archive.

> When the item reaches the following age (in days): Select this option and specify the number of days to retain items before they're moved or deleted. The
retention age for all supported items except Calendar and Tasks is calculated from the date an item is received or created. Retention age for Calendar and Tasks
items is calculated from the end date.

> Comment: User this optional field to enter any administrative notes or comments. The field isn't displayed to users.
Step 2: Create a retention policy

* 1. Navigate to Compliance management > Retention policies, and then click Add +

* 2. In New Retention Policy, complete the following fields:

> Name: Enter a name for the retention policy.

> Retention tags: Click Add + to select the tags you want to add to this retention policy. A retention policy can contain the following tags:
> One DPT with the Move to Archive action.

> One DPT with the Delete and Allow Recovery or Permanently Delete actions.

> One RPT per default folder such as Inbox to delete items.

> Any number of personal tags.
Step 3: Apply a retention policy to mailbox users
After you create a retention policy, you must apply it to mailbox users. You can apply different retention policies to different set of users.

> Navigate to Recipients > Mailboxes.

> In the list view, use the Shift or Ctrl keys to select multiple mailboxes.
> In the details pane, click More options.

> Under Retention Policy, click Update.

> In Bulk Assign Retention Policy, select the retention policy you want to apply to the mailboxes, and then click Save.
For retaining documents in SharePoint Online Access Security & Compliance Admin Center
* 1. Navigate to the Office 365 Admin Centers
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o Reports ~

%  Health b

Admin centers

O Security & Compliance

EB= Device Management

How to create and publish a Retention Policy on a SharePoint site
Now that we are in the Security & Compliance Admin Center, we are ready to create and publish a Retention Policy on a SharePoint site.Under Data Governance,
click Retention

B,_,‘ Records management

@ Data governance

Dashboard
Import
Archive

Retention

«@ Supervision

* 1. Hit Create button to create new Retention Policy

Home > Ratentid
Email. dosuments, Skvpe and Teams conversations, Your users generate 3 lot of content every day. Take control of it by setting up retention g
of what you do
[ s Create labels to let users Create label polices to
n E—e MantuaEily CEass '_. and | . N OF SUtOMAtica ¥
— — 1 [ e el i = s Fom haols 4
ﬂ eta ther own Conter VI apply exsting labels to
O =— B ;
gmail, docs. folders, and your users apps (Outlook
m You ¢an also auto harePoint On &, and
apply labels to sp s ate
Gt
| Name Created by Last modified
d t g Lelfend sptamine

* 2. Give your policy a name and description. Hit Next

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure MS-500 dumps!
D CEt‘tSharEd https://www.certshared.com/exam/MS-500/ (321 Q&AS)

Create a policy to retain what you

want and get rid of what you Name your policy
don't.
Name *
Mame your policy Barain for 2 davs. tren deigte o
Descrnption

* 3. On the next screen is where you set up the logic. You can configure how many days, months, or years to retain the content for, specify whether you want the
math (retention period) to be calculated from the Created
Date or Last Modified Date. Lastly, you can also specify whether you want to keep or delete content after the Retention period expires. Hit Next

Create a policy to retain what you g i ) . : :

want and get rid of what you Decide it you want 1o retain content, aeiete It, or both

don't.

Do you want to retain content?

. Name your policy @) ves | want to ratain o

Farthistong. || 2 Ay " o
& Settings -

C * s
ai this e, credtng & paliCy to detele leams content that's less than 20 days oid i nol
;

-y - ¥ - R T e - - - b T pr s LN I - g g - - o e W
patf ety | o § i e F e o SRR AR Ve CONTE ey @ Mg o EEToeG L

MNeed more options?

] Use advanced retention settings

4

* 4, On the next screen, you get to choose where to apply the policy. You can apply it to email (Exchange), SharePoint sites, OneDrive accounts as well as Office
365 Groups.
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Create a pohcy to retain what you
want and get nid of what you

don't.
aed ne locaton u choose
@ Name your poiicy
E L ¥ | ! 3 K L (] ! o | T
Choose locations
Status Location Include Exclude

@ Review your settings

D H@ Exchange email

D H:, SharePoint sites

D & OneDrive accounts

mﬂiﬁteiﬁim All None

* 5. In my case, | applied a policy to a single Office 365 Group Site

Edit locations

(] 1 group added

 Groups (1)

i

il
Ll

=
o

Finance Team FinanceTeam@sharepointmaven.com

* 6. On a final screen, you need to review and confirm the settings and click Create this policy button. It is imperative to note the message you get to see at the
bottom. It warns you that content might be deleted as soon as the policy takes effect according to the logic you set up in previous steps.
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Create a policy to retain what you _ ‘
want and get rid of what you Review your settings

don't.

It will take up to 1 day to apply the retention policy to the locations you chose.

Name your policy Policy name Edit
Retain for 2 days then delete

Settings
Description £ ofie
This policy retains documents for 2 days after they were last
modified and then deletes them

Review your settings Applies to content in these locations

- ..
ShareFgint sites

Settings
: wmmwmmﬂhmﬁ'
[ mtmun“llnmlcy. |

References:

https://docs.microsoft.com/en-us/exchange/security-and-compliance/messaging-records-management/create-a-re https://docs.microsoft.com/en-
us/exchange/security-and-compliance/messaging-records-management/apply-rete https://sharepointmaven.com/how-to-set-a-retention-policy-on-a-sharepoint-site/

NEW QUESTION 9

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You create an attack surface reduction policy that uses an application control profile as shown in the following exhibit.

Microsoft Endpoint Manage: admin center

1 some Create profile
Db Application contral
PURT e
’ ~ Basics " Configuration settings < Scope tags Assignments Review + creata
Tl TRET
B covicns Summary
W ser Basics
* Endpoant L I
g Name ApplicationControlPolicy 1
it Description o
L e Platform Windows 10 and later
&8 Geoup Configuration settings
D:. Tenant admirstiraton
B e App locker application control Enforce Compenents. Store Apps. and Smartiocker
el Sl 3 Jh- 2]
Turm on Windows SmanScréen Yes
Scope tags
Assignments
included groups Groupi
Excluded groups Groupl

R coc

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.
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When only a member of Group1 connects A 4
to a site that is identified as dangerous by
application control, [answer choice]

the site will open without warning
the site will be blocked from opening
the member will receive a security warning

When only a member of Group2 connects v
to a site that is identified as dangercus b‘jl' the site will open without Warnjng
application control, [answer choice] the site will be blocked from opening

the member will receive a security warning

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: the member will receive a security warning.

Groupl is included in the policy so SmartScreen will be enabled. SmartScreen will display a warning. Box 2: the site will open without warning.
Group?2 is excluded from the policy so SmartScreen will not be enabled. Therefore, no warning will be displayed.

NEW QUESTION 10

- (Exam Topic 4)

You have a Microsoft 365 subscription for a company named Contoso, Ltd. All data is in Microsoft 365. Contoso works with a partner company named Litware, Inc.
Litware has a Microsoft 365 subscription. You need to allow users at Contoso to share files from Microsoft OneDrive to specific users at Litware.

Which two actions should you perform from the OneDrive admin center? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Increase the permission level for OneDrive External sharing

B. Modify the Links settings

C. Change the permissions for OneDrive External sharing to the least permissive level
D. Decrease the permission level for OneDrive External sharing

E. Modify the Device access settings

F. Modify the Sync settings

Answer: BD

Explanation:
References:
https://docs.microsoft.com/en-us/sharepoint/turn-external-sharing-on-or-off

NEW QUESTION 10

- (Exam Topic 4)

Your on-premises network contains an Active Directory domain that syncs to Azure Active Directory (Azure AD) by using Azure AD Connect. The functional level of
the domain. You need to deploy Windows Hello for Business. The solution must meet the following requirements:

* Ensure that users can access Microsoft 365 services and on-premises resources.

» Minimize administrative efforts

How should you deploy Windows Hello for Business, and which type of trust should you use? To answer, select the appropriate options in the answer area.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 13

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains 1,000 user mailboxes.

An administrator named Adminl must be able to search for the name of a competing company in the mailbox of a user named User5.
You need to ensure that Adminl can search the mailbox of User5 successfully. The solution must prevent Adminl from sending User5.
Solution: You assign the eDiscovery Manager role to Adminl, and then create an eDiscovery case. Does this meet the goal?

A. Yes
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B. No

Answer: A
Explanation:

References:
https://docs.microsoft.com/en-us/exchange/policy-and-compliance/ediscovery/ediscovery?view=exchserver-201

NEW QUESTION 16

- (Exam Topic 4)

Please wait while the virtual machine loads. Once loaded, you may proceed to the lab section. This may take a few minutes, and the wait time will not be deducted
from your overall test time.

When the Next button is available, click it to access the lab section. In this section, you will perform a set of tasks in a live environment. While most functionality will
be available to you as it would be in a live environment, some functionality (e.g., copy and paste, ability to navigate to external websites) will not be possible by
design.

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn’t matter how you accomplish the task, if you successfully
perform it, you will earn credit for that task.

Labs are not timed separately, and this exam may more than one lab that you must complete. You can use as much time as you would like to complete each lab.
But, you should manage your time appropriately to ensure that you are able to complete the lab(s) and all other sections of the exam in the time provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to the lab.

Username and password

BE Signin o your account - +

— & B https loginmicrosoftonime.com/rommon/oauthd o 'B

= Microsoft
Sign in

Email, phone, or Skype
Mo account? Create one!
Cant't access your account?

Sign-in options

< >

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below. Microsoft 365 Username:
admin@LODSe00019@onmicrosoft.com Microsoft 365 Password: #HSP.ug?$p6un

If the Microsoft 365 portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.
The following information is for technical support only: Lab instance: 11122308
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=" Microsoft %

Get your work done
with Office 365

. 9% ¢ @ @

2" Microsoft %
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T el Ry

Brainstorm
together in Word
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Stay on top of what
matters with Outlook
& & & & @&
2" Microsoft X
— v

Access Office 365 apps and

documents in one place with

Office.com
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a: P w + = L& -

B ofidecom Tt =3 'E

if Contoso electronics Office 365

Good morning i initel Office
Start new QOutloak OneDrive Word Excel PowerPaint
OneMote Skype Calendar People All apps
Recommended
You edited this You edited this You edited this
ﬁ?'? Jan 15 &7 it & st

intearated Team Sales Frocess

M W
ey Wi i
- g o - - e
B re— e
e e —
S

Excel = == =y g b Y  T———
v = = = o - -
l‘.: =T = - e
Sales Results Overview Sales Process Org Chart
1odse000198 sharepoint co lodse000198. sharepoint.co lodse000198 sharepomnt.co
Recent Pinned Shared with me  Discover 7
Recommended
You edited this You edited this ﬁ? You edited this
Jan 15 Jan 15 Ian 15
Ad Slogans

Excel =

P and L Summary Contoso Electronics Outdoor... AD Slogans

e 1 . Al & i ] R s
lodse00 A8, sharapoint.co loQseUu 198, sharepoint.c IodseUU 9. sharepomnt.co

Recent Pinned Shared with me Discover
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Recent Pinned Sharedwith me Discover

51

a £
[
[ . A
Ly
No recent online documents
Share and collaborate with others. To'get started, create a new doctiment
or drag it here to upload and cpen.
T Upload and open... Go to OneDrive -
£ ¥
Recent Pirnad Shared with me Distowver *
OneDrive
No recent folders
o b Unelrive, and we || put & st of the folders
wou opened recently here
Go to DneDrive 5
SharePoint SharePoint
Erequentsites following Frequentsites  Following
m Sales and Marketing Contoso Landings
n Retail Contoso Web 3
Communication Site (268 Executive Corner
Go to SharePoint
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u. Mirocolt Office Home » il Fieg - Craliree X +

& https/lodse000198-my sharepoint.com, personalfad r .B

Files
Name Modified Maodified By File Size
Contoso Q2 Disivision Sales:pbix lanuary 14 MOD Administrator 305 KB
Employee Engagement Plan.docx January 14 MOD Administrator 731 KB
Finance,pbix January 14 MOD Administrator 3.18 MB
HR.phix lanuary 14 MOD Adrunistraton 1.42 MB
IT.pbix January 14 MOD Administrator 1.35 MB
Marketing. pbix lanuary 14 MOD Administrator 1.79 MB
MNC4E0 Sales Team. phix January 14 MOD Administrator S84 KB
Operations Analytics, pbix lanuary 14 MOD Administrator 573 KB
Operations. pbix January 14 MOD Administrator 6.66 MB
Proposed_agents_topics.docx lanuary 14 MOD Administrator 591 KB
Sales.pbnc lanuary 14 MOD Administrator 1.53 MB
X105D Launch Team.pbix January 14 MOD Administrator 1.79 MB

You need to ensure that a user named Allan Deyoung uses multi-factor authentication (MFA) for all authentication requests.
To complete this task, sign in to the Microsoft 365 admin center.

A. Mastered
B. Not Mastered

Answer: A
Explanation:
* 1. Open the Admin Center and go to Users > Active Users

* 2. Open Multi-factor authentication
Don't select any user yet, just open the Multi-factor authentication screen. You will find the button in the toolbar.

LazyAdminnl

Active users

A, Add auser R Add multiple users £ Multi-factor authentication () Refresh 4 Export Users

|:}|5p].,‘|'lr name | Username Lianses

Elise Mens Q Office 365 E3

info Office 365 F1

Rudy Mens Micresoft Flow Free OFf

* 3. Open the Service settingsBefore we start enabling MFA for the users, we first go through the service settings. The button to the settings screen doesn’t stand
out, but it's just below the title
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multi-fa
users

hentication
service settings

Note: only users licensed to use Microsoft Online Services are eligible for Multi-Factor Authentication, Learn mare about how 1
Before you begin, take a look at the multi-factor auth deployment guide.

bulk update

View: Sign-in allowed users e /0 Multi-Factor Auth status:  Any v
MULTI-FACTOR AUTH
DISPLAY NAME = USER NAME
STATUS
Elise Mens Disabled
info Disabled
Rudy Mens Disabled

* 4, Setup MFA Office 365
A few settings are important here:

> Make sure you check the App password. Otherwise, users can’t authenticate in some applications (like the default mail app in Android).
> Also, take a look at the remember function. By default, it is set to 14 days.

multi-factor authentication
users service settings

=T ST O AN
Gl s vl aS

® Allow users to create app passwords to sign in to non-browser apps

Do not allow users to create app passwords to sign in to non-browser apps

verification options

Methods available to users:

W Callto phone

| Text message to phone

W Notification through mobile app

¥ \erification code from mobile app or hardware token
factor authentication

e metmnDer muit-

¥ Allow users to remember multi-factor authentication on devices they trust

Days before a device must rn:--a.;tl'uen'.lcate

save

* 5. Enable MFA for Office 365 users

After you have set the settings to your liking click on save and then on users (just below the title Multi-factor authentication).

You see the list of your users again. Here you can select single or multiple users to enable MFA.

At the moment you enable Office 365 MFA for a user it can get the setup screen as soon as the users browse to one of the Office 365 products.
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multi-fact
users service settings

&5
="
c
B
a |
L |
o
-

MULTI-FACTOR AUTH
STATUS

DISPLAY MAME = USER NAME

Rudy Mens

o Rudy Men: Dhgable

Reference:
https://lazyadmin.nl/office-365/how-to-setup-mfa-in-office-365/

NEW QUESTION 17

- (Exam Topic 4)

You have a Microsoft 365 E3 subscription.

You plan to audit all Microsoft Exchange Online user and admin activities.

You need to ensure that all the Exchange audit log records are retained for one year. What should you do?

A. Modify the retention period of the default audit retention policy.
B. Create a custom audit retention policy.

C. Assign Microsoft 365 Enterprise E5 licenses to all users.

D. Modify the record type of the default audit retention policy.

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/audit-log-retention-policies?view=0365-worldwide

NEW QUESTION 20
- (Exam Topic 4)
Your company has a Microsoft 365 subscription that contains the users shown in the following table.

Name Member of
Userl Groupl
User2 Group?
User3 Group3

The company implements Windows Defender Advanced Threat Protection (Windows Defender ATP). Windows Defender ATP includes the roles shown in the

following table:

Name Permission Assigned user group
Rolel View data, Active Groupl

remediation actions,
Alerts investigation
Eole2 Wiew data, Active Group2
remediation actions

settinos

settings, Manage security

Windows View data, Alerts Group3
Defender ATP | investigation, Active

administrator remediation actions,

(default) Manage portal svstem

Windows Defender ATP contains the machine groups shown in the following table:

Rank Machine group Machine | User access
Furst ATPGroupl Devicel | Groupl
Last Ungrouped machines (default) | Device? | Group2

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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Statements Yes

7,
©

Userl can nun an antrvirus scan on Devicel.
User2 can collect an investigation package from Device2.
User3 can isolate Devicel.

OO0
0.0

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements Yes No

Userl can run an antrvirus scan on Devicel.

User2 can collect an investigation package from Devicel.
User3 can isolate Devicel.

O

i
|
.
I

OO

NEW QUESTION 23
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

Name Multi-factor auth status
User1 Disabled
User2 Enabled
User3 Enforced

You configure the Security Operator role in Azure AD Privileged Identity Management (PIM) as shown in the following exhibit.

Edit role setting - Security Operator

Privileged |dentity Management | Azure AD roles

Activation Assignment Notification

Activation maximum duration (hours)

O~

— (3

On activation, require () None

(e) Azure MFA
You add assignments to the Security Operator role as shown in the following table.
Name Assignment type
User1 Eligible
User2 Eligible
User3 Active

Which users can activate the Security Operator role?
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A. User2 only

B. User3 only

C. Used and User2 only

D. User2 and User3 only
E. Userl,User2, and User3

Answer: D

NEW QUESTION 28

- (Exam Topic 4)

You have a Microsoft 365 Enterprise E5 subscription.

You use Windows Defender Advanced Threat Protection (Windows Defender ATP). You plan to use Microsoft Office 365 Attack simulator.
What is a prerequisite for running Attack simulator?

A. Enable multi-factor authentication (MFA)

B. Configure Advanced Threat Protection (ATP)

C. Create a Conditional Access App Control policy for accessing Office 365
D. Integrate Office 365 Threat Intelligence and Windows Defender ATP

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/office365/securitycompliance/attack-simulator

NEW QUESTION 31

- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.
Name Role
User1 Global administrator
User2 Compliance administrator
User3 Security administrator
Userd Security operator

You plan to implement Azure Active Directory (Azure AD) Identity Protection. You need to identify which users can perform the following actions:
> Configure a user risk policy.

> View the risky users report.
Which users should you identify? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Configure a user risk policy: v

User1 only

User1 and User3 only

User3 and User4 only

User1, User3, and User4 only
User1, User2, User3, and User4

View the risky users report: v

User1 only

User3 and User4 only

User1, User2, and User3 only
User1, User3, and User4 only
User1, User2, User3, and User4

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-protection

NEW QUESTION 35

- (Exam Topic 4)

You have a Microsoft 365 subscription named contofco.com

You need to configure Microsoft OneDrive for Business external sharing to meet the following requirements:
« Enable flic sharing for users that rave a Microsoft account

* Block file sharing for anonymous users. What should you do?
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[_] CertShared

A. From Advanced settings tor external sharing, select Allow or Nock sharing with people on specific domains and add contoso.com.

B. From the External sharing settings for OneDriv

C. select Existing external users.

D. From the External sharing settings for OneDrive, select New and existing external users.
E. From the External sharing settings for OneDriv

F. select Only people in your organization.

Answer: C

Explanation:
Reference:
https://www.sharepointdiary.com/2020/09/enable-external-sharing-in-onedrive-for-business.html

NEW QUESTION 39

- (Exam Topic 4)

You have a Microsoft 365 tenant.

From the Azure Active Directory admin center, you review the Risky sign-ins report as shown in the following exhibit.

- . " ‘-r f? :”l
5\ Security | Risky sign-ins X
« Download ') Learmn more '=' Export Data Seftings ~ Troubleshoot (= Select all
" Getting started
Date: Last7 days Show dales as Local Risk state: 2 selected . Add filters
Protect .
Date : User 7. |Paddress Location Risk state
& Conditional Access -
| 71102020, 92500 AW User1 952161451 Tuusula, Uusimaa, FI - Atnsk
& ldentty Protection
Bl 710/2020, 92434 AN User 1 95.216.145.1 Tuusula, Uusimaa, F1 - At nsk

@ Secunty Center

Manage

! Identity Secure Score
Named locations

+ Authentication methods
o MFA
Report
Risky users
2 Risky sign-ins
Troubleshooting + Support
. New support request

You need to ensure that you can see additional details including the risk level and the risk detection type. What should you do?
A. Purchase Microsoft 365 Enterprise E5 licenses.

B. Activate an instance of Microsoft Defender for Identity.

C. Configure Diagnostic settings in Azure Active Directory (Azure AD).

D. Deploy Azure Sentinel and add a Microsoft Office 365 connector.

Answer: A

NEW QUESTION 41

- (Exam Topic 4)
You have a Microsoft 365 E5 subscriptign that contains two users named Userl and User2. You create the audit retention policies shown in the following table.
_Priority  Policy name | Record type | Activities | Users| Duration
10| AuditRetention | Exchangeltem | Mailboxlogin | None | 90 Days |
20 AuditRetention2 | Exchangeltem | Send, | User1 | 9 Months
| ; _ | MailltemsAccessed | |
30 | AuditRetention3 | Sharepoint | None - | Userl | 6 Months |
40 | AuditRetention4 | Sharepoint SiteRenamed | User1 | 9 Months
50 | AuditRetention5 | Sharepoint | SiteRenamed | None | 10 Years |

The users perform the following actions:
> Userl renames a Microsoft SharePoint Online site.

> User2 sends an email message.
How long will the audit log records be retained for each action? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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User1 renames a SharePoint site:

90 days

6 months
9 months
1 year
10 years

User2 sends an email message:

90 days
6 months
9 months
1 year
10 years
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Table Description automatically generated with medium confidence
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/audit-log-retention-policies?view=0365-worldwide

NEW QUESTION 43

- (Exam Topic 4)

Please wait while the virtual machine loads. Once loaded, you may proceed to the lab section. This may take a few minutes, and the wait time will not be deducted
from your overall test time.

When the Next button is available, click it to access the lab section. In this section, you will perform a set of tasks in a live environment. While most functionality will
be available to you as it would be in a live environment, some functionality (e.g., copy and paste, ability to navigate to external websites) will not be possible by
design.

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn’t matter how you accomplish the task, if you successfully
perform it, you will earn credit for that task.

Labs are not timed separately, and this exam may more than one lab that you must complete. You can use as much time as you would like to complete each lab.
But, you should manage your time appropriately to ensure that you are able to complete the lab(s) and all other sections of the exam in the time provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to the lab.

Username and password
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I. Sugn N LD your socount k4 +

&« = O & nitps/loginmicrosoftonime.comirommon/foauth/ & 8

=" Microsoft
Sign in

Email, phone, or Skype

MNo account? Create onel
Cant't access your account?

Sign-in options

< ¥

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below. Microsoft 365 Username:
admin@LODSe00019@onmicrosoft.com Microsoft 365 Password: #HSP.ug?$p6un

If the Microsoft 365 portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.
The following information is for technical support only: Lab instance: 11122308

#° Microsoft X
I’g

Get your work done
with Office 365
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= Microsoft X

.1-'1DI- rI'.I'Hl.r-

& -
Brainstorm
together in Word
& & & @& B
=" Microsoft X
< v

Stay on top of what
matters with Outlook

e & & 9 &
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[_] CertShared

= Microsoft

Access Office 365 apps and

documents in one place with

Office.com

o & & & ®

] & ofidecom/ s

00 :
e o Contoso electronics

Office 365

Good morning e

+ H o P

Start new Outlook OneDrive Woard Excel PowerPoint
OneMote Skype Calendar People All apps
Recommended
You edited this You edited this You edited this
&L a8 & imis & a1
intearated Team Sales Process et
g : B s
Excel = == = g Y -
[} . - — o -
. e gt g
Sales Results Overview Sales Process Org Chart
I0dse000198. sharepoint.co lodse000 198 sharepoint.co ledse0D0198. sharepoint.co
Pinned Shared with me Discover

Recent
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Recommended
You edited this You edited this ﬁ You edited this
Jan 15 lan 15 Jan 15
Ad Slogans

W

Excel
P and L Summary Contoso Electronics Outdoor... AD Slogans
lodse000198. sharepoint.co lodse000198.sharepoint.co... lodse000198. sharepoint.€o..

Recent Pinned Shared with me Discover

~n

Recent Pinned Sharedwith me  Discover

No recent online documents

Share and collaborate with others. To'get started, create a new doctiment
ot drag it hete to upload and open.

T Upload and open... Go to OneDrive
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Recent ] add shared with me

OneDrive

SharePoint
F rgugm sitas |

m Sales and Marketing
m Communication Site

No recent folders
Go to DneDrive

SharePoint

requent site Following

Contoso Landings

Go to SharePoint
u. Microcatt Office Home o il Filey - Cralires
& https//lodse000198-my sharepoinl.com, per

OneDrive

+ ﬂi"‘k‘d’v $ Upload o 0 Sync

Files

Name

Contoso Q2 Disivision Sales:pbix
Employee Engagement Plan.docx
Finance.pbix

HR.phix

IT.pbix

Marketing. phix

NCAG0 Sales Team. phix
Operations Analytics, pbix
Operations. pbix
Proposed_agents_topics.docx
Sales.pbnc

X1D5D Launch Team.phix

CO Flow v

Modified Maodified By

lanuary 14 MOD Administrator
lanuary 14 MOD Administrator
January 14 MOD Administrator
lanuary 14 MOD Adrunistraton
January 14 MOD Administrator
lanuary 14 MOD Administrator
january 14 MOD Administrator
January 14 MOD Administrator
lanuary 14 MOD Administrator
January 14 MOD Administrator
lanuary 14 MOD Administrator
lanuary 14 MOD Administrator

File Size

305 KB
731 KB
3.18 MB
1.42 MB
1.35 MB
1.79 MB
584 KB
573 KB
6.66 MB
591 KB
1.53 MB
1.79 M8

You need to ensure that a user named Allan Deyoung receives incident reports when email messages that contain data covered by the U.K. Data Protection Act

are sent outside of your organization.

To complete this task, sign in to the Microsoft 365 admin center.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

* 1. In the Security & Compliance Center > left navigation > Data loss prevention > Policy > + Create a policy.
* 2. Choose the U.K. Data Protection Act template > Next.

* 3. Name the policy > Next.
* 4, Choose All locations in Office 365 > Next.

* 5. At the first Policy Settings step just accept the defaults,
* 6. After clicking Next, you'll be presented with an additional Policy Settings page Deselect the Show policy tips to users and send them an email notification
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option.

Select the Detect when content that’s being shared contains option, and configure the number instances to be 10.

Select the Send incident reports in email option.

Select the Choose what to include in the report and who receives it link to add Allan Deyoung as a recipient.

*7.> Next

* 8. Select the option to turn on the policy right away > Next.

* 9. Click Create to finish creating the policy. Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-test-tune-dlp-policy ?view=0365-worldwide https://docs.microsoft.com/en-
us/microsoft-365/compliance/data-loss-prevention-policies?view=0365-worldwid https://docs.microsoft.com/en-us/microsoft-365/compliance/what-the-dlp-policy-
templates-include?view=0365

NEW QUESTION 48

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant that contains three users named Userl, User2, and User3. You need to assign roles or role groups to the users as shown in
the following table.

User Role or role group
User1 SharePoint admin
User2 Data Investigator
| User3 User admin

What should you use to assign a role or role group to each user? To answer, drag the appropriate tools to the correct roles or role groups. Each tool may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Tools Answer Area

Azure Defender for Servers
User1: Tool

Compliance Manager
User2: Tool

Microsoft 365 admin center
User3: Tool

Security & Compliance
admin center

Trust Center

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, chat or text message Description automatically generated
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/permissions-in-the-security-and-co

NEW QUESTION 53

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some questions sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an on-premises Active Directory domain named contoso.com.

You install and run Azure AD Connect on a server named Serverl that runs Windows Server. You need to view Azure AD Connect events.

You use the Application event log on Serverl. Does that meet the goal?

A. Yes
B. No

Answer: A
Explanation:

References:
https://support.pingidentity.com/s/article/PingOne-How-to-troubleshoot-an-AD-Connect-Instance

NEW QUESTION 56
- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that uses insider risk management and contains the users shown in the following table.
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Name Role group

- . i
e

A w1 » st T Py it 1 2 i
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Which users can use Content explorer?

A. Admin1 and Admin2 only

B. Admin4 only

C. Admmz2 and Admin3 only

D. Adminl. Admin2. Admin3, and Admin4
E. Adminl andAdmindonly

Answer: D
NEW QUESTION 61

- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that contains a user named Used.

You need to ensure that User! can use the Microsoft 365 compliance center to search audit logs and identify which users were added to Microsoft 365 role groups.

The solution must use the principle of least privilege.
To which role group should you add Userl1?

A. Security Reader

B. View-Only Organization Management
C. Organization Management

D. Compliance Management

Answer: C
NEW QUESTION 66

- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that contains a user named User1.

The Azure Active Directory (Azure AD) Identity Protection risky users report identifies Userl. For Userl, you select Confirm user compromised.

Userl can still sign in.
You need to prevent Userl from signing in. The solution must minimize the impact on users at a tower risk level.
Solution: From the Access settings, you select Block access for Userl. Does this meet the goal?

A. Yes
B. No

Answer: A
Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-investigate

NEW QUESTION 71
- (Exam Topic 4)

You have a hybrid deployment of Azure Active Directory (Azure AD) that contains two users named Userl and User2.
You need to assign Role Based Access Control (RBAC) roles to Userl and User2 to meet the following requirements:

> Use the principle of least privilege
> Enable Userl to view sync errors by using Azure AD Connect Health
> Enable User2 to configure Azure Active Directory Connect Health Settings Which two roles should you assign?

A. The Monitoring Readers role in Azure AD Connect Health to Userl
B. The Security reader role in Azure AD to User 1

C. The Reports reader role in Azure AD to User 1

D. The Contributor role in Azure AD Connect Health to User 2

E. The Monitoring Contributor role in Azure Connect Health to User 2
F. The Security operator role in Azure AD to User2

Answer: BD

NEW QUESTION 72
- (Exam Topic 4)
You have a Microsoft 365 subscription that contains the users shown in the following table.

I-Hm _ User principal name (UPN) | Member of

; ™ ol . rou {
i Ca | | oy o =4 "™ - i 1 i F
Groupl is member of a group named Group3.
The Azure Active Directory (Azure AD) tenant contains the Windows 10 devices shown in the following table.
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[_] CertShared
| Owner | Member of __

Join type
:'i—.l'lf-l-‘ Rl .:...-'-—-'j A L | feap 4 &1 [—l-
i = - * 1

S

A a0
LB, MU Al i LIy Ly

Microsoft Endpoint Manager has the devices shown in the following table.
Name | Enrolled by UPN

b i i gy 1
e T/ I rONTOSO.OOiMm
Microsoft Endpoint Manager contains the compliance policies shown in the following table.

Il._.H'"“I Assig

Group3

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
Policy1 apphes to Device
Policy? applies to Devicel
Policy3 applies 1o Device.
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes No
Policy1 "‘L'I g 10 ::.,_nl ] | .
Policy1 applies IC L
Policy? applies to Device
w—
Holicy 3 applies 1

Device, LOF

NEW QUESTION 73

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You need to be notified by email whenever an administrator starts an eDiscovery search. What should you do from the Security & Compliance admin center?

A. From Search & investigation, create a guided search.

B. From Events, create an event.

C. From Alerts, create an alert policy.

D. From Search & Investigation, create an eDiscovery case.

Answer: C
Explanation:

References:
https://docs.microsoft.com/en-us/office365/securitycompliance/alert-policies

NEW QUESTION 74

- (Exam Topic 4)

Your network contains an Active Directory domain named contoso.com. The domain contains a VPN server named VPNL1 that runs Windows Server 2016 and has
the Remote Access server role installed.

You have a Microsoft Azure subscription.

You are deploying Azure Advanced Threat Protection (ATP)

You install an Azure ATP standalone sensor on a server named Serverl that runs Windows Server 2016. You need to integrate the VPN and Azure ATP.
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[_] CertShared

What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

On VPNLI: Configure an authentication provider. W
Configure an accounting provider.
Create a connection request policy.
Create a RADIUS client
On Serverl, enable the following inbound port:
443 v
1723
1813
8080
8531

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/install-atp-step6-vpn

NEW QUESTION 77

- (Exam Topic 4)
You have a Microsoft 365 subscription that contains the users shown in the following table.
Name Azure Active Directory (Azure |  Security group
AD) role

Useql ract wiiter stoup i, Group 3

Loy SCUNTy aomanesiraton 1oup 1, GHowp.2

| =g - WJure Imormanon # e hon of O o3

OIS trator
| Usard | Cloud apphicanion administrator | Group3. Ge oup4

You need to ensure that Userl, User2 , and User3 can use self-service password reset (SSPR). The solution must not affect User 4.
Solution: You create a conditional access policy for Userl, User2, and User3, Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/tutorial-enable-sspr

NEW QUESTION 81

- (Exam Topic 4)

You have a Microsoft Azure Active Directory (Azure AD) tenant named contoso.com. Four Windows 10 devices are joined to the tenant as shown in the following
table.

||  oBitlockerDrive | BitLocker Drive
Encryption Encryption
o et (BitLocker) (BitLocker)
[ 'Em'ieftd _C _dnﬂ ol :Pfatected D drive

Device Yes | Yes No :
Device? Yes | No Yes |
Device3 | No | Yes Yes
| Device4 No NO No

On which devices can you use BitLocker To Go and on which devices can you turn on auto-unlock? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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BitLocker To Go: [Devices only

Devicel and Device2 only

Devicel, Deviced, and Device3 only
Devicel, Device2, Device3, and Deviced

Auto-unlock: |Devicel and Device2 only

Devicel and Device3 only

Dewvicel, Device2, and Device3 only
Devicel, Device2, Device3, and Deviced

A. Mastered
B. Not Mastered

Answer: A

Explanation:

BitLocker To Go: [Device3 only

Devicel and Device2 only

Devicel, Device2. and Device3 only _ _
Devicel, Device2, Device3, and Deviced |

Auto-unlock: |Devicel and Device2 only

{Device1 and Device3 only |

Dewvicel, Device2, and Dewice3 only
Devicel, Device2, Device3, and Deviced

NEW QUESTION 83
- (Exam Topic 4)

Please wait while the virtual machine loads. Once loaded, you may proceed to the lab section. This may take a few minutes, and the wait time will not be deducted

from your overall test time.

When the Next button is available, click it to access the lab section. In this section, you will perform a set of tasks in a live environment. While most functionality will
be available to you as it would be in a live environment, some functionality (e.g., copy and paste, ability to navigate to external websites) will not be possible by

design.

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn’t matter how you accomplish the task, if you successfully

perform it, you will earn credit for that task.

Labs are not timed separately, and this exam may more than one lab that you must complete. You can use as much time as you would like to complete each lab.
But, you should manage your time appropriately to ensure that you are able to complete the lab(s) and all other sections of the exam in the time provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to the lab.

Username and password
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=. gy 6 1D your & o E 4 +

&« = O & nitps/loginmicosoftonimecom/rommon/oauth/ & 8

=" Microsoft
Sign in

Email, phone, or Skype

No account? Create one!
Cant't access your account?

Sign-in options

< ¥

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below. Microsoft 365 Username:
admin@LODSe00019@onmicrosoft.com Microsoft 365 Password: #HSP.ug?$p6un

If the Microsoft 365 portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.
The following information is for technical support only: Lab instance: 11122308

#° Microsoft %
g

Get your work done
with Office 365
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2" Microsoft p 4

fﬂnl. r:l'lullr-

e v
L | r
Brainstorm
together in Word
& & & ¢ B
2" Microsoft p L
. = ~/

Stay on top of what
matters with Outlook

& & & & &
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2" Microsoft
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Access Office 365 apps and
documents in one place with

Office.com

e & & &9

Office 365

Good morning

+ R

Start new Qutlook
OneMNote Skype
Recommended

You edited this

Jan 15

Excel

4 &

Sales Results Overview

IodseQ001 98 sharepoint co

Recent Finned
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Recommended

You edited this
Jan 15

Excel
P and L Summary

lodse000198. sharapoint.co

Recent Pinned

You edited this ﬁ You edited this
Jan 15 Jan 15
Ad Slogans

=

Contoso Electronics Outdoor... AD Slogans

lodse000198 sharepoint.co... lodse000198.sharepoint.co..

Shared with me Discover

Recent Pinned Sharedwith me  Discover

No recent online documents

Share and collaborate with others. Toget started, create a new doctiment
or drag it here to upload and open.

- Upload and open... Go to OneDrive
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Recent

OneDrive

SharePoint
Frgugnt sitas |

m Sales and Marketing
ﬂ Retail
m Communication Site

Mo recent folders

Go to DneDrive

SharePoint

squent site Following

Contoso Landings

Contoso Web 3
E Executive Corner

Go to SharePoint

u Migrotoft Otfice Home M i Fila - Crallive

x <+

+ Hew.rv

Files

$ Upload i G Sync

Name

Contoso Q2 Disivision Sales:pbix
Employee Engagement Plan.docx
Finance.pbix

HR.phix

IT.pbix

Marketing. pbix

NCAE0 Sales Team. phix
Operations Analytics, pbix
Operations. phix
Proposed_agents_topics.docx
Sales.pbnc

X1D50 Launch Team.phix

CIO Flow

Modified Maodified By

lanuary 14 MOD Administrator
January 14 MOD Administrator
January 14 MOD Administrator
lanuary 14 MOD Adrinistraton
January 14 MOD Administrator
lanuary 14 MOD Administrator
January 14 MOD Administrator
January 14 MOD Administrator
January 14 MOD Administrator
January 14 MOD Administrator
lanuary 14 MOD Administrator
lanuary 14 MOD Administrator

File Size

306 KB
731KB
3.18 MB
1.42 MB
1.35 MB
1.79MB
584 KB
S573KB
6.66 MB
591 KB
1.53 MB
1.79M8B

You need to ensure that all the email messages in the mailbox of a user named Allan Deyoung are retained for a period of 90 days, even if the messages are

deleted.

To complete this task, sign in to the Microsoft 365 admin center.

A. Mastered

B. Not Mastered

Answer: A

Explanation:

* 1. Navigate to the Exchange Admin Center

* 2. Navigate to Compliance management > Retention tags, and then click Add +
* 3. Select the Applied automatically to entire mailbox (default) option.
* 4, The New retention tag page title and options will vary depending on the type of tag you selected. Complete the following fields:

Name: Enter a name for the retention tag.
Retention action: Select Delete and Allow Recovery option.
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Retention period: Select When the item reaches the following age (in days) option.

Comment: User this optional field to enter any administrative notes or comments. The field isn't displayed to users.

* 5. Navigate to Compliance management > Retention policies, and then click Add +

* 6. In New Retention Policy, complete the following fields: Name: Enter a name for the retention policy.

Retention tags: Click Add + to select the tags you want to add to this retention policy. After you create a retention policy, you must apply it.
* 1. Navigate to Recipients > Mailboxes.

* 2. In the list view, select the mailbox to which you want to apply the retention policy, and then click Edit.

* 3. In User Mailbox, click Mailbox features.

* 4. In the Retention policy list, select the policy you want to apply to the mailbox, and then click Save. Reference:
https://docs.microsoft.com/en-us/exchange/security-and-compliance/messaging-records-management/create-a-re https://docs.microsoft.com/en-
us/exchange/security-and-compliance/messaging-records-management/apply-rete

NEW QUESTION 88

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription that contains a user named Userl.

The Azure Active Directory (Azure AD) Identity Protection risky users report identifies Userl. For Userl, you select Confirm user compromised.

Userl can still sign in.

You need to prevent Userl from signing in. The solution must minimize the impact on users at a lower risk level.

Solution: You configure the sign-in risk policy to block access when the sign-in risk level is high. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-investigate

NEW QUESTION 92

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.

Some users are required to use an authenticator app to access Microsoft SharePoint Online.

You need to view which users have used an authenticator app to access SharePoint Online. The solution must minimize costs.
What should you do?

A. From the Azure Active Directory admin center, view the sign-ins.

B. From the Security & Compliance admin center, download a report.

C. From the Azure Active Directory admin center, view the authentication methods.
D. From the Azure Active Directory admin center, view the audit logs.

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/concept-sign-ins

NEW QUESTION 95

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that uses Azure Active Directory (Azure AD) Privileged identity Management (PIM). A user named User! is eligible for
the User Account Administrator role. You need User! to request to activate the User Account Administrator role. From where should Userl request to activate the
role?

A. the My Access portal

B. the Microsoft 365 Defender portal

C. the Azure Active Directory admin center
D. the Microsoft 365 admin center

Answer: B

NEW QUESTION 100
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.
Name | Group Role
W . ’ i HQM

Mone
| Not applicable | Secun
| Not apphicable i

You discover that several security alerts are visible from the Microsoft Defender for Identity portal. You need to identify which users in contoso.com can close the
security alerts.
Which users should you identify?
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A. User3 only
B. Userl and User2 only
C. User3 and User4 only
D. Userl and User3 only
E. Userl only

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/defender-for-identity/role-groups

NEW QUESTION 103

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You have a site collection named SiteCollectionl that contains a site named Site2. Site2 contains a document library named Customers.
Customers contains a document named Litware.docx. You need to remove Litware.docx permanently.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions
Answer Area

From PowerShell, mn Femove-—
SPOUserProfile

Delete Litware docx from the REecvcle
Bin of Site2.

From PowerShell, mmn Set—
SP0Site.

Delete Litware docx from the Recycle
Bin of SiteCollection] .

From Powershell, mn FEemove—
SPOUserInfo

Delete Litware docx from
Customers.

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Actions Apswer Area
From PowerShell, rin Remove-— l Delete Litware. docx from |

SPOUserProfile Customets. |

Delete Litware docx from the Recvcle

Delete Litware docx from the Recvcle

Bin of Sited ) _ ) BinofSite2.
[ ————————————

From PowerShell, run Set - . Delete Litware docx from the Fecycle I

lsposite. _ _ _ _ . BinofSiteCollectionl. '

Delete Litware docx from the Recycle
Bin of SiteCollection].
From Powershell. nin Remove-—
SPOUserInfo

| Delete Litware docx from
Custnmerqﬂ_

NEW QUESTION 106
- (Exam Topic 4)
You have a Microsoft 365 tenant.

You need to retain Azure Active Directory (Azure AD) audit logs for two years. Administrators must be able to query the audit log information by using the Azure
Active Directory admin center.

What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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Save the audit logs to

Azure Active Directory admin center blade to
use to view the saved audit logs:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

v

Azure Data Lake Storage Gen2
Azure Files
Azure Log Analytics

Audit logs

Identity Governance
Logs

Sign-ins

Usage & insights

Graphical user interface, text, application Description automatically generated

Reference:

https://docs.microsoft.com/en-gb/azure/active-directory/reports-monitoring/howto-analyze-activity-logs-log-ana

NEW QUESTION 111
- (Exam Topic 4)

You have a Microsoft 365 subscription that contains 20 data loss prevention (DLP) policies. You need to identify the following:

* Rules that are applied without Triggering a policy alert
* The top 10 files that have matched DLP policies
* Alerts that are miscategorized

Which report should you use for each requirement? To answer, drag the appropriate reports to the correct requirements. Each report may be used once, more
than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Reports Arswer Arca

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reports Answer Arca
'DLP policy matches |

nOGENt repos

-Ir-rrl-rl'-r-1111]

NEW QUESTION 113
- (Exam Topic 4)
You have a Microsoft 365 E5 subscription and 5,000 users.

E as Ml & . el P B R = il (o
Rules that are appbed without tnggenng a pohly alert

-

The tap 10 fles that have matched DLP polices

Alerls thal are miscategoraed

Ridac that ara Cp TPt WA g ST M ] (573 el Jlert hj""" T I'-."
Rules that are applied without tnggenng a policy alert |DLF policy matches

The top 10 files that have matched DLP pohcies

Alerts that are miscategorzed I

You create several alert policies that are triggered every time activities match rules.
You need to create an alert policy that is triggered when the volume of matched activities becomes unusual. What should you do first?

A. Enable Microsoft Office 365 auditing.

B. Enable Microsoft Office 365 analytics.

C. Enable Microsoft Office 365 Cloud App Security.

D. Deploy a Microsoft Office 365 add-in to all the users.
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Answer: B

NEW QUESTION 116

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains 100 users.

Microsoft Secure Score for the subscription is shown in the following exhibit.

Use the drop-down menus to select the answer choice that completes each statement based on the the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Andwer Area

fyou st Enaboe Securily defauts 30 Yes r Azure Active Cirectory (AZure AD) Mgrosoft .
fente DY |amewel (b |

¥ 5 i e N EALA b N [ . -
o B2 E . LR Auine -2 g el A R TVURTR, L E 2% R

reade oy [amswer Chioble]

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Afviwel Area
gt :.I‘..‘, e op s .._..', e |||H - .'.:_ At - rectan, .'.:" a A l.l cronpi § -
@ e #nie Oy |arrvwed Chosde|
- ¢ BF Bulhe re Al & Ot Seture SCode ¥
cresie Dy |amwer choloe]

NEW QUESTION 120

- (Exam Topic 4)

Your company has a Microsoft 365 subscription.

The company forbids users to enroll personal devices in mobile device management (MDM). Users in the sales department have personal iOS devices.
You need to ensure that the sales department users can use the Microsoft Power Bl app from iOS devices to access the Power Bl data in your tenant.
The users must be prevented from backing up the app’s data to iCloud. What should you create?

A. a conditional access policy in Microsoft Azure Active Directory (Azure AD) that has a device state condition
B. an app protection policy in Microsoft Intune

C. a conditional access policy in Microsoft Azure Active Directory (Azure AD) that has a client apps condition
D. a device compliance policy in Microsoft Intune

Answer: B

NEW QUESTION 124

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You need to implement a policy to enforce the following requirements:

« If a user uses a Windows 10 device that is NOT hybrid Azure Active Directory (Azure AD) joined, the user must be allowed to connect to Microsoft SharePoint
Online only from a web browser. | he user must be prevented from downloading files or syncing files from SharePoint Online.

« If a user uses a Windows 10 device that is hybrid Azure AD joined, the user must be able connect to SharePoint Online from any client application, download
files, and sync files.

What should you create?

A. a conditional access policy in Azure AD that has Client apps conditions configured

B. a compliance policy in Microsoft Endpoint Manager that has the Device Health settings configured

C. a compliance policy in Microsoft Endpoint Manager that has the Device Properties settings configured
D. a conditional access policy in Azure AD that has Session controls configured

Answer: A

NEW QUESTION 125

- (Exam Topic 4)

You have a Microsoft 365 description that contains a user named Userl.

You need to that Userl can review registration and usage activity reports for Azure Multi-Factor Authentication (Azure MFA) for the subscription. The solution must
meet the following requirements:

» Minimize Costs

« use the principle Of least privilege

What should you assign to userl?
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License o

Azure Actrve Directory Premmum Plan 1

Arure Active Directory Premium Plan 2
Enterprise Mobility = Secunty E3

-_.'_-;l_.;. -
alobal Reader
Report Reade

Securty Administrator

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Lcense bl

Azure Actrve Dwrectory Premmum Plan 1

Azure Active Directory Prémium Plan 2
Enterprise Mobility = Security E3
Role -
slobal Beader
RBepoirt Reader
I Secunty Admunistrator
ge Summary Reports Reader

NEW QUESTION 130
- (Exam Topic 4)
You have a Microsoft 365 subscription.

A security manager receives an email message every time a data loss prevention (DLP) policy match occurs. You need to limit alert notifications to actionable DLP

events.
What should you do?

A. From the Security & Compliance admin center, modify the Policy Tips of a DLP policy.

B. From the Cloud App Security admin center, apply a filter to the alerts.

C. From the Security & Compliance admin center, modify the User overrides settings of a DLP policy.
D. From the Security & Compliance admin center, modify the matched activities threshold of an alert policy.

Answer: D

Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/alert-policies

NEW QUESTION 131
- (Exam Topic 4)

You have an Azure Sentinel workspace that has an Azure Active Directory (Azure AD) connector and an Office 365 connector.

From the workspace, you plan to create a scheduled query rule that will use a custom query. The rule will be used to generate alerts when inbound access to

Office 365 from specific user accounts is detected.

You need to ensure that when multiple alerts are generated by the rule, the alerts are consolidated as a single incident per user account.

What should you do?

A. From Set rule logic, map the entities.

B. From Analytic rule details, configure Severity.
C. From Set rule logic, set Suppression to Off.
D. From Analytic rule details, configure Tactics.

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/map-data-fields-to-entities

NEW QUESTION 135

- (Exam Topic 4)

You have a Microsoft 365 alert named Alert?
as shown in the following exhibit.
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- ~ - o
| i || I
i W "
Y i Yy L

Seventy Alert name Status Lateqgory Activity coumnt Last oCcurrence

You need to manage the status of Alert2. To which status can you change Alert2?

A. The status cannot be changed.

B. investigating only

C. Active or investigating only

D. Investigating, Active, or Dismissed
E. Dismissed only

Answer: D
Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/dIp-configure-view-alerts-policies?view=0365-worl

NEW QUESTION 140

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You create a retention label named Labell as shown in the following exhibit.

Review your settings

MName Eddil
Labell

Descriptions for admins E chil

Heswvihead your settings i
@ L = Description for users Fdit

Retention Edit

You publish Labell to SharePoint sites.
Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

If you create a file in a Microsoft SharePoint | '

library on January 1, 2019, you can [answer choice]. | ' |
|

never delete the file. |

| delete the file before January 1, 2021, :

delete the file after January 1, 2021 i

i o

If you create a file in a Microsoft SharePoint ' v
library on March 15, 2019, the file will [answer choice]. |

l always remain in the library.
| remain in the library until you delete the file.
be deleted automatically on March 15, 2021

A. Mastered
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B. Not Mastered

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/labels

NEW QUESTION 143
- (Exam Topic 4)
You haw a Microsoft 365 subscription that contains the users shown in the following table.

Mame Azure Active Directory (Azure | Security group
AD) role
Ly e tory wites Group 1, Group3
| L Securily aOmeneslralon Aoup . Lroupd
|y - Agura iformahon Protechon woupd, Groups
SCAMINS T 300
Ugard Cloud apphcation administrator Sroup ). Group4

You need to ensure that Userl, User2 , and User3 can use self-service password reset (SSPR). The solution must not affect User 4.
Solution: You enable SSPR for Group2.
Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

By default, self-service password reset is enabled for Directory writers and Security administrator but not for Azure Information Protection administrators and Cloud
application administrators.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-sspr-policy#administrator-reset-p

NEW QUESTION 147

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains 500 Windows 10 devices The subscription uses Microsoft Defender for Endpoint and is integrated with
Microsoft Endpoint Manager. AJl the devices have Defender for Endpoint deployed.

You create a Conditional Access policy as shown in the following table.

Setting Value

Ho— - - = - —- e - - - — - = - —- - - e -

A mtr rowryT I lu!r'1 j et i.q.tl.'_ Irpl.ljr.n.lln r D¢ MAares a« i st

You need to ensure that devices that have a machine risk score of high are blocked. What should you do in Microsoft Endpoint Manager?

A. Apply a security baseline to all the devices.

B. Apply an endpoint detection and response policy to the subscription.
C. Configure the Compliance policy settings.

D. Apply a compliance policy to all the devices.

Answer: B
NEW QUESTION 149

- (Exam Topic 4)
You have a Microsoft Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.

‘Name Member of Multi-factor authentication |

| (MFA) status |
|Userl Groupl, Group2 | Disabled |
|User2 Groupl | Disabled !
L o = 1 = . . _= . = = == |

You create and enforce an Azure AD Identity Protection sign-in risk policy that has the following settings: =» Assignments: Include Groupl, Exclude Group2

> Conditions: Sign in risk of Low and above

> Access: Allow access, Require password multi-factor authentication

You need to identify how the policy affects Userl and User2.

What occurs when each user signs in from an anonymous IP address? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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User1:

Blocked
Can sign in without MFA
Prompted for MFA

|

User2: '

i |
Blocked
Can sign in without MFA
Prompted for MFA

A. Mastered

B. Not Mastered

Answer: A
Explanation:
User1: v
_Blocked
y Can sign in without MFA |
~ Prompted for MFA ~—
User2; VvV
e )
_ Blocked |
Can sign in without MFA
Prompted for MFA

NEW QUESTION 154
- (Exam Topic 4)

You have an on-premises Hyper-V infrastructure that contains the following:

> An Active Directory domain
D’ A domain controller named Serverl
D’ A member server named Server2

A security policy specifies that Serverl cannot connect to the Internet. Server2 can connect to the Internet. You need to implement Azure Advanced Threat

Protection (ATP) to monitor the security of the domain.

What should you configure on each server? To answer, drag the appropriate components to the correct servers. Each component may only be used once, more

than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Components Answer Area

An Azure ATP sensor Serveri:

An Azure ATP standalone Server2:
sensor

An event subscription

A port mirroring source

7

A. Mastered
B. Not Mastered

Answer: A
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Explanation:

Components

| An Azure ATP sensor '

e e e | 1

| An Azure ATP standalone |
| sensor |

R e

NEW QUESTION 156

Answer Area

Serveri: ' AnAzure ATP standalone |
| sensor |

L

I
Server2 | Aport mirroring source
l

- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.
Name Role
User1 Application administrator
User2 Security administrator
User3 Security operator
Userd User administrator

You need to identify which user can enable Microsoft Defender Advanced Threat Protection (Microsoft Defender ATP) roles.

Which user should you identify?

A. Userl
B. User4
C. User3
D. User2

Answer: D

Explanation:
Reference:

https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/rbac

NEW QUESTION 158
- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Identity. You receive the following alerts:

*» Suspected Netlogon privilege elevation attempt

» Suspected Kerberos SPN exposure
* Suspected DCSync attack

To which stage of the cyber-attack kill chain does each alert map? To answer, drag the appropriate alerts to the correct stages. Each alert may be used once.

more

than once, or rot at all. You may need to drag the split bar between panes or scroll to view content

Stages

Compromisad credentials
Domain dominance
jleral mavements

AN CAN

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Suspected Netiogon privilege elevation attempt

Graphical user interface, application Description automatically generated
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NEW QUESTION 161

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains a user named Userl. You plan to use Compliance Manager.

You need to ensure that Userl can assign Compliance Manager roles to users. The solution must use the principle of least privilege.
Which role should you assign to User1?

A. Compliance Manager Assessor

B. Global Administrator

C. Portal Admin

D. Compliance Manager Administrator

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/working-with-compliance-manager?view=0365-wo

NEW QUESTION 164

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains 50 devices- The devices are enrolled in Microsoft Endpomt Manager and have Microsoft Defender for
Endpoint enabled. You need to identify devices that have a pending offline scan. What should you do?

A. From the Microsoft 365 Defender portal, review the Threat & Vulnerability Management dashboard.
B. From the Microsoft 365 Defender portal, review the Threat analytics dashboard

C. From the Microsoft Endpoint Manager admin center, review the Detected malware report

D. From the Microsoft Endpoint Manager admin center, review the Antivirus agent status report.

Answer: A

NEW QUESTION 169

- (Exam Topic 4)

You have a Microsoft 365 subscription. You need to ensure that users can apply retention labels to individual documents in their Microsoft SharePoint libraries.
Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. From the Cloud App Security admin center, create a file policy.

B. From the SharePoint admin center, modify the Site Settings.

C. From the SharePoint & Compliance admin center, create a label.

D. From the SharePoint admin center, modify the records management settings.
E. From the Security & Compliance admin center, publish a label.

Answer: CE

Explanation:
Reference:
https://docs.microsoft.com/en-us/office365/securitycompliance/protect-sharepoint-online-files-with-office-365-|

NEW QUESTION 172

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains a user named Used.

You need to assign Userl permissions to search Microsoft Office 365 audit logs. What should you use?

A. the Azure Active Directory admin center
B. the Microsoft 365 Compliance center

C. the Microsoft 365 Defender portal

D. the Exchange admin center

Answer: A

NEW QUESTION 177

- (Exam Topic 4)

An administrator plans to deploy several Azure Advanced Threat Protection (ATP) sensors.

You need to provide the administrator with the Azure information required to deploy the sensors. What information should you provide?

A. an Azure Active Directory Authentication Library (ADAL) token
B. the public key

C. the access key

D. the URL of the Azure ATP admin center

Answer: D
Explanation:

https://docs.microsoft.com/en-us/azure-advanced-threat-protection/workspace-portal

NEW QUESTION 181

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some questions sets might have more than one correct solution, while others might not have a correct solution.
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After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have an on-premises Active Directory domain named contoso.com.

You install and run Azure AD Connect on a server named Serverl that runs Windows Server. You need to view Azure AD Connect events.

You use the System event log on Serverl. Does that meet the goal?

A. Yes
B. No

Answer: B

Explanation:
References:
https://support.pingidentity.com/s/article/PingOne-How-to-troubleshoot-an-AD-Connect-Instance

NEW QUESTION 182

- (Exam Topic 4)

You have a Microsoft 365 subscription linked to an Azure Active Directory (Azure AD) tenant that contains a user named Userl. You need to grant Userl
permission to search Microsoft 365 audit logs. The solution must use the principle of least privilege. Which rote should you assign to User1?

A. the View-Only Audit Logs role m the Security & Compliance admin
B. the Security reader role in the Azure Active Directory admin center
C. the View-Only Audit Logs role in the Exchange admin center

D. the Compliance Management role in the Exchange admin center

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/search-the-audit-log-in-security-and-compliance?vi

NEW QUESTION 184

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You identify the following data loss prevention (DLP) requirements:

> Prevent any email messages that contain credit card numbers from being sent outside your organization
> Block the external sharing of Microsoft OneDrive content that contains EU passport numbers

> Send administrators email alerts if any rule matches occur.
What is the minimum number of DLP policies and rules you must create to meet the requirements? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Policies: 1 Vv
7
3
Rules: 1 y
2
3
4
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Policies: f
1 WV
7.
3
Rules: 1 y
2
3
i

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure MS-500 dumps!
r_l CEFtSharEd https://www.certshared.com/exam/MS-500/ (321 Q&AS)

NEW QUESTION 188

- (Exam Topic 4)

Please wait while the virtual machine loads. Once loaded, you may proceed to the lab section. This may take a few minutes, and the wait time will not be deducted
from your overall test time.

When the Next button is available, click it to access the lab section. In this section, you will perform a set of tasks in a live environment. While most functionality will
be available to you as it would be in a live environment, some functionality (e.g., copy and paste, ability to navigate to external websites) will not be possible by
design.

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn’t matter how you accomplish the task, if you successfully
perform it, you will earn credit for that task.

Labs are not timed separately, and this exam may more than one lab that you must complete. You can use as much time as you would like to complete each lab.
But, you should manage your time appropriately to ensure that you are able to complete the lab(s) and all other sections of the exam in the time provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to the lab.

Username and password

ExamUser
| L o

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below. Microsoft 365 Username:
admin@LODSe244001@onmicrosoft.com Microsoft 365 Password: &=Q8v@2qGzYz

If the Microsoft 365 portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.
The following information is for technical support only:

Lab instance: 11032396

You need to ensure that a user named Lee Gu can manage all the settings for Exchange Online. The solution must use the principle of least privilege.
To complete this task, sign in to the Microsoft Office 365 admin center.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

> In the Exchange Administration Center (EAC), navigate to Permissions > Admin Roles.

> Select the group: Organization Management and then click on Edit.

> In the Members section, click on Add.

> Select the users, USGs, or other role groups you want to add to the role group, click on Add, and then click on OK.

> Click on Save to save the changes to the role group. Reference:

https://help.bittitan.com/hc/en-us/articles/115008104507-How-do-l-assign-the-elevated-admin-role-Organizatio https://docs.microsoft.com/en-
us/exchange/permissions-exo/permissions-exo

NEW QUESTION 192

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains two users hamed Userl and User2. On January 1. you create the sensitivity label shown in the following
table.
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I #

. Setting Value
Name Label1

| S - - -
Assign permissions now or let users decide ASSIgN Permissions NOw

. - ‘!
User access to content expires | After 21 days

O T O A T RS TR e .

| Assign permussions 1o speahc users and Co-Author: Userl and User

| groups {

On January 2, you publish label to Userl.
On January 3. User 1 creates a Microsoft Word document named Docl and applies Label to the document. On January 4. User2 edits Docl.

On January 15, you increase the content expiry period for Label to 28 days. When will access to Docl expire for User2?

A. January 23
B. January 24
C. January 25
D. January 31

Answer: C

NEW QUESTION 193

- (Exam Topic 4)

You have a Microsoft 365 subscription. Auditing is enabled.

A user named Userl is a member of a dynamic security group named Groupl. You discover that Userl is no longer a member of Groupl.
You need to search the audit log to identify why Userl was removed from Groupl.

Which two actions should you use in the search? To answer, select the appropriate activities in the answer area.

NOTE: Each correct selection is worth one point.

Search Results
Clear
Activities
- Date IF addrews User Activity [
[slm- results for all activities [/

.

= Clear all to show results for al al:tmt:EE...]

Search

Used adminrstratsn activities

[Adsedusee | [Deeteduser | | Setbcense properties |
Crr—m E=mr—
| Updated user I lmm::u:mm

Arure AD group administration activities

[ Added group |Updated group _ Deleted group
I.lddﬂl membe 1o group . Fﬁﬂmw"mﬂﬂé
Application adminsstration activities
|wm-|ﬂl’|"ﬂﬂﬂ | ilﬂllﬂiﬂﬂ-dlwﬁcipﬂ'ldl"' lgﬂm“h ]
melmm' Acded deiegation entity 'lndd.da-dmuhh- service principal J
Setwits pHnipal | -

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/search-the-audit-log-in-security-and-compliance

NEW QUESTION 194

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains several Windows 10 devices. The devices are managed by using Microsoft Endpoint Manager.

You need to enable Microsoft Defender Exploit Guard (Microsoft Defender EG) on the devices. Which type of device configuration profile should you use?

A. Endpoint protection

B. Device restrictions

C. Microsoft Defender for Endpoint
D. identity protection

Answer: A

NEW QUESTION 197
- (Exam Topic 4)
You have a Microsoft 365 E5 subscription.
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You plan to implement Microsoft Sentinel to create incidents based on:

» Azure Active Directory (Azure AD) Identity Protection alerts

* Correlated events from the DeviceProcessEvents table

Which analytic rule types should you use for each incident type? To answer, drag the appropriate rule types to the correct incident types. Each rule type may be
used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

Analytic rules Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Analytic rules Answer Area

NEW QUESTION 201

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some questions sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an on-premises Active Directory domain named contoso.com.

You install and run Azure AD Connect on a server named Serverl that runs Windows Server. You need to view Azure AD Connect events.

You use the Directory Service event log on Serverl. Does that meet the goal?

A. Yes
B. No

Answer: B
Explanation:

References:
https://support.pingidentity.com/s/article/PingOne-How-to-troubleshoot-an-AD-Connect-Instance

NEW QUESTION 204

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You create a retention policy and apply the policy to Exchange Online mailboxes.

You need to ensure that the retention policy tags can be assigned to mailbox items as soon as possible. What should you do?

A. From Exchange Online PowerShell, run Start-RetentionAutoTagLearning

B. From Exchange Online PowerShell, run Start-ManagedFolderAssistant

C. From the Security & Compliance admin center, create a data loss prevention (DLP) policy
D. From the Security & Compliance admin center, create a label policy

Answer: D

Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/labels

NEW QUESTION 205

- (Exam Topic 4)

You have several Conditional Access policies that block noncompliant devices from connecting to services. You need to identify which devices are blocked by
which policies.

What should you use?

A. the Device compliance report in the Microsoft Endpoint Manager admin center
B. the Device compliance trends report in the Microsoft Endpoint Manager admin center
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C. Activity log in the Cloud App Security admin center
D. the Conditional Access Insights and Reporting workbook in the Azure Active Directory admin center

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-access-insights-re

NEW QUESTION 206
- (Exam Topic 4)
You configure Microsoft Azure Active Directory (Azure AD) Connect as shown in the following exhibit.

& Microsoft Azure Active Directory Connect

ik A e Adatum com MSQL_9e71dba74169
Synchronization Settings
SOURCE ANCHOR USER PRINCIPAL NAME
mS-DS CoasistencyGuid wserPrncipalName
SYNC CRITERIA FILTER OBJECTS TO SYNCHRONIZE BY GROUF
AlwayvsProvision Disabled
Eit‘zadm APP AND ATTRIBUTE FILTERING pro Fo o ooy o
: . - .. Emabled
E‘.ffj;om EXTENSION ATTRIBUTE SYNC £y~ ANGE HYBRID DEPLOYMENT
) Disabled
gffﬁfd“ RITEBACK PASSWORD HASH SYNCHRONIZATION
A . Enabled
PASSWORD WRITEBACK USER WRITEBACK
Disabled Disabled
AUTO UPGRADE EXCHANGE MAIL PUBLIC FOLDERS
Swspeaded Disabled
SQL SERVER NAME SQL SERVICE INSTANCE NAME
(localdb)
JADSymc

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

If you reset a password in Azure AD, the password will [answer choice]

be overwritten Y,
be synced to Active Directory
be subject to the Active Directory password policy

If vou jomn a computer to Azure AD,[answer choice]

an object will be provisioned in the Computers container v
an object will be provisioned in the RegisteredDevices container
the device object in Azure will be deleted during synchromzation

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-device-writeback
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NEW QUESTION 210
- (Exam Topic 4)
You have a Microsoft 365 subscription that contains the groups shown in the following exhibit.

N ame Ghoup Type Menrbershup Type Ermai Secunity enabled

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic NOTE: Each correct
selection is worth one point.

Answer Arca

|Answer cholce] can be asigned 1o recenve noncomphance notifications generated by
dence compliance pobcies. |Groupt and Groupd only
aeoup3 and Group only
Groupd, Groupd. ana Grougd only
Groupd. Groupd, and Groupd ondy
soup | Ground. Gioups, and Groupd only
iGroupt, Griypd Group3, Groupd. and Group$

[Answer choke] c:r be assigned device comgiiznce poicies. [T
Geeup! and Groupd only

oroupd ang Groug only

Groupd Getskied. and Groupd only

Group?, Groupd, and GroupS only

Group, Groupd. Group, and Groupd only
Group!. Groupl. Groupd. Groupd, and Group'

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Angwer Area
[Answer cholce] can be assagned to receive noncompliance notificabions generated by Group!, Group?, Group3, Groupd, and Group v
gevice compance poboss
[Answer cholee] can be assigned device comphiance poliies.  Group!, Group2. Geoupd, and Geoug onby v
" .

NEW QUESTION 211
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