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NEW QUESTION 1
What is a key feature of Application Visibility and Control?

A. Automated remediation APIs
B. Retrospective security
C. Scalable policy inheritance
D. Control of protocol-hopping apps that evade traditional firewalls

Answer: D

NEW QUESTION 2
What are two steps organizations must take to secure loT? (Choose two )

A. prevent blackouts
B. update equipment
C. acquire subscription solutions
D. block contractors
E. remediate malfunctions

Answer: CE

NEW QUESTION 3
What two areas present a security challenge for customers? (Choose two.)

A. IT departments
B. OT environments
C. Corporate priorities
D. loT devices
E. Email

Answer: DE

NEW QUESTION 4
Which two Cisco products remediate network, cloud, and endpoint threats? (Choose two.)

A. pxGrid
B. Cisco Security Connector
C. Duo
D. Stealthwatch
E. AMP for Endpoints

Answer: AE

NEW QUESTION 5
What are two solutions for Cisco Cloud Security? (Choose two.)

A. cloud data security
B. cloud-delivered security
C. advanced network security
D. intrusion prevention
E. cloud security

Answer: BE

NEW QUESTION 6
What are three security blind spots that must be addressed? (Choose three.)

A. IT
B. Workloads
C. Applications
D. Networks
E. Email
F. Data

Answer: CDF

NEW QUESTION 7
What does Cisco provide via Firepower's simplified, consistent management?

A. Reduced complexity
B. Improved speed to security
C. Reduced down time
D. Higher value

Answer: 
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B

NEW QUESTION 8
What are two solutions Cisco offers for web security? (Choose two.)

A. CRES
B. NGFW
C. Cloudlock
D. AMP for Web Security
E. Cognitive Intelligence

Answer: DE

NEW QUESTION 9
What do Cisco NGFW fully integrated platforms offer that allow other security components to participate to achieve pervasive and consistent enforcement?

A. Context telemetry, and profiling sources
B. intelligence sources, telemetry, and shared intelligence
C. Telemetry, shared intelligence, and profiling sources
D. Context, telemetry and intelligence sources

Answer: A

NEW QUESTION 10
What are two common customer obstacles? (Choose two.)

A. Limited resources
B. Lack of solution integration
C. Security system blackouts
D. Compliance regulations
E. High turnover of IT professionals

Answer: CD

NEW QUESTION 10
Which two attack vectors are protected by Cyber Threat Defense & Network Analytics? (Choose two.)

A. Cloud
B. Email
C. Endpoints
D. Web
E. Data Center

Answer: BE

NEW QUESTION 11
What are two critical networking challenges? (Choose two.)

A. Orchestration
B. Automation
C. Access
D. Threat protection
E. Visibility

Answer: AC

NEW QUESTION 14
What are three benefits that Cisco Umbrella brings to DNS-Layer Security? (Choose three.)

A. Malware scanning
B. Off-network security
C. Predictive intelligence
D. Breach mitigation
E. Reputation filtering
F. Recursive DNS

Answer: AEF

NEW QUESTION 17
What are two solutions Cisco offers for email security? (Choose two.)

A. Cloudlock
B. AMP for Email Security
C. Umbrella
D. Meraki
E. Tetration
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Answer: AC

NEW QUESTION 21
Which two attack vectors are protected by MFA? (Choose two.)

A. Endpoints
B. Mobile
C. Cloud
D. Web
E. Data center

Answer: DE

NEW QUESTION 24
Which feature of Cognitive Intelligence can separate statistically normal traffic from anomalous traffic?

A. Event classification
B. Anomaly detection
C. Anomaly modeling
D. Trust modeling

Answer: B

NEW QUESTION 27
What does TrustSec assign to the user or device traffic at ingress that enforces the access policy based on the tag in the infrastructure?

A. Ingress VLAN
B. Security Group Tag
C. VXLAN
D. Access Control List

Answer: B

NEW QUESTION 29
How does AMP's file reputation feature help customers?

A. It increases the protection to systems with exact fingerprinting
B. It increases the accuracy of threat detection with Big Data analytics
C. It enables point in time detection through a one-to-one engine
D. It enables secure web browsing with cognitive threat analytics

Answer: C

NEW QUESTION 32
Which two attack vectors are protected by Web Security? (Choose two.)

A. Data Center
B. Email
C. Voicemail
D. Cloud
E. Web

Answer: AE

NEW QUESTION 36
What is a key feature of Duo?

A. Provides SSL VPN
B. Authenticates user identity for remote access
C. Automates policy creation for IT staff
D. Supports pxGrid

Answer: A

NEW QUESTION 37
Which two loT environment layers are protected by AMP for Endpoints? (Choose two.)

A. Internet/Cloud
B. Control Layer
C. Data Center
D. Access Points
E. Things

Answer: BD
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NEW QUESTION 39
Which feature of AnyConnect provides better access security across wired and wireless connections with 802.1X?

A. Trusted Network Detection
B. Secure Layer 2 Network Access
C. Flexible AAA Options
D. AnyConnect with AMP

Answer: D

NEW QUESTION 43
Which two security risks are created by legacy approaches to networking'? (Choose two.)

A. slow containment
B. user vulnerability
C. large attack surface
D. network downtime
E. access points

Answer: CD

NEW QUESTION 44
Which two attack vectors are protected by Malware Protection? (Choose two.)

A. Voicemail
B. Email
C. Web
D. Mobile
E. Data Center

Answer: BD

NEW QUESTION 47
What are two core functionalities of DNS-layer security? (Choose two.)

A. Live threat intelligence
B. Real-time sandboxing
C. Proxy and file inspection
D. Data analytics and monitoring
E. URL filtering

Answer: AB

NEW QUESTION 48
On average, how many days elapse before businesses discover that they have been hacked?

A. 70
B. 50
C. 10
D. 30

Answer: C

NEW QUESTION 49
......
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