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NEW QUESTION 1
Which configuration options are necessary to add a Network Access Device into the ClearPass Policy Manager? (Select two.)

A. ClearPass Admin Password
B. https certificate
C. NAD IP Address
D. Shared Secret
E. CLI Console Password

Answer: CD

NEW QUESTION 2
Which most accurately describes the "Select All Matches" rule evaluation algorithm in Enforcement Policies?

A. Each rule is checked, and once a match is found, the Enforcement profile assigned to that rule is applied and the rule matching stops.
B. All rules are checke
C. And if there is no match no Enforcement profile is applied.
D. Each rule is checked, and once a match is found, the Enforcement profile assigned to that rule ts applied, along with the default Enforcement profile.
E. All rules are checked for any matching rules and their respective Enforcement profiles are applied.

Answer: D

NEW QUESTION 3
Which Authorization Source supports device profile enforcement?

A. OnGuard Repository
B. Endpoints Repository
C. Guest User Repository
D. Local User Repository

Answer: D

NEW QUESTION 4
What services are recommended to be allowed by the pre-authenticated role assigned to the Client during the Captive Portal process? (Choose three.)

A. DHCP options 43 and 150
B. RADIUS to ClearPass
C. HTTPS to ClearPass
D. HTTPS to the Internet
E. DHCP address assignment
F. DNS resolution

Answer: CEF

NEW QUESTION 5
What is a good collector type used for ClearPass to discover devices with static IP addresses?

A. DHCP Collectors
B. Network Functions
C. Active Collectors
D. ClearPass Air Monitors

Answer: B

NEW QUESTION 6
Which items can be obtained from device profiling'? (Select three )

A. Device Category
B. Device Family
C. Device Health
D. Device Type
E. Device Location

Answer: CDE

NEW QUESTION 7
Select all that apply
Match the security description to the term that best fits. Options are used only once.
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A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 8
What is the significance of using the [Allow ALL MAC AUTH] as an Authentication Method for Guests?

A. This removes the reliance on the known or unknown status for MAC authentication.
B. All clients with unknown endpoints will be granted guest access regardless of authorization
C. Client attempts will fail without an additional Authentication method applied.
D. All clients with known endpoints will be granted guest access regardless of authorization.

Answer: A

Explanation: 

https://www.arubanetworks.com/techdocs/Instant_83_WebHelp/Content/Instant_UG/ Authentication/AuthenticationMethods.htm

NEW QUESTION 9
What is a function of the posture token in ClearPass OnGuard? (Select two )

A. Identifies clients that are not security compliant
B. Initiates the Auto-Remediation process
C. Controls access to network resources
D. Denies access to unhealthy clients
E. indicates the Health Status of the Client

Answer: CD

NEW QUESTION 10
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What is RADIUS Change of Authorization (CoA)?

A. It allows ClearPass to transmit messages to the Network Attached Device/Network Attached Server (NAD/NAS) to modify a user’s session status
B. It allows clients to issue a privilege escalation request to ClearPass using RADIUS to switch to TACACS+
C. It is a mechanism that enables ClearPass to assigned a User-Based Tunnel (UBT) between a switch and controller for Dynamic Segmentation
D. It forces the client to re-authenticate upon roaming to an access point controlled by a foreign mobility controller.

Answer: A

Explanation: 
Referencehttp://www.arubanetworks.com/techdocs/ClearPass/Aruba_CPPMOnlineHelp/Content/CPPM_UserG

NEW QUESTION 10
When using Guest Authentication with MAC Caching service template, which statements are true? (Select two.)

A. The guest authentication is provided better security than without using MAC caching
B. The guest authentication is provided better security than without using MAC caching
C. The endpoint status of the client will be treated as "known" the first time the client associates to the network
D. Which wireless SSID and wireless controller must be indicated when configuring the template
E. The client will be required to re-enter their credentials even if still within the MAC-Auth Expiry term

Answer: AD

NEW QUESTION 12
What happens when a client successfully authenticates but does not match any Enforcement Policy rules?

A. A RADIUS Accept is returned and the default Enforcement Profile is applied.
B. A RADIUS reject is returned for the client.
C. A RADIUS Accept is retuned, and the default rule is applied to the device.
D. A RADIUS Accept is returned with no Enforcement Profile applied

Answer: A

NEW QUESTION 13
......
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