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NEW QUESTION 1

On a FlexVPN hub-and-spoke topology where spoke-to-spoke tunnels are not allowed, which command is needed for the hub to be able to terminate FlexVPN
tunnels?

A. interface virtual-access
B. ip nhrp redirect

C. interface tunnel

D. interface virtual-template

Answer: D

NEW QUESTION 2
Refer to the exhibit.

interface: Tunnell
Crypto map tag: Tunnell-head-0, local addr 192.16£.0.1

protected vri: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 152.168.0.2 port 500
PERMIT, flags={crigin is acl,}
§pkts encaps: 0, #pkts encrypt: 0, t#pkts digest: 0
¢pkts decapa: 0, #pkts decrypt: 0, ¢#pkts verify: O
fpkts compressed: 0, #pkts deccmpressed: 0

fpkts not ccmpreased: 0, #pkts compr. failed: 0
§pkts not decompressed: 0, #pkts decompress failed: 0

¢send errors 0, #recv errcrs 0O

local crypto endpt.: 192.168.0.1, remote crypto endpt.: 192.168.0.2
plaintext mtu 1438, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernetl
current outbound spi: 0x3D0OSD003(1023791107)

PFS (Y/N): N, DH group: ncne

Which two tunnel types produce the show crypto ipsec sa output seen in the exhibit? (Choose two.)

A. crypto map
B. DMVPN

C. GRE

D. FlexVPN
E. VTI

Answer: BE

NEW QUESTION 3
Refer to the exhibit.

ASA-4-751015 Local:0.0.0.0:0 Remote:0.0.0.0:0 Username:Unknown SA request
rejected by CAC. Reason: IN-NEGOTIATION SA LIMIT REACHED

A customer cannot establish an IKEv2 site-to-site VPN tunnel between two Cisco ASA devices. Based on the syslog message, which action brings up the VPN
tunnel?

A. Reduce the maximum SA limit on the local Cisco ASA.

B. Increase the maximum in-negotiation SA limit on the local Cisco ASA.
C. Remove the maximum SA limit on the remote Cisco ASA.

D. Correct the crypto access list on both Cisco ASA devices.

Answer: B

NEW QUESTION 4
Which two types of web resources or protocols are enabled by default on the Cisco ASA Clientless SSL VPN portal? (Choose two.)

A.HTTP

B. ICA (Citrix)
C.VNC

D. RDP

E. CIFS

Answer: DE

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/security/asa/asa94/config-guides/cli/vpn/asa-94-vpn-config/webvpn-configure-gateway.html
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NEW QUESTION 5
Which two features provide headend resiliency for Cisco AnyConnect clients? (Choose two.)

A. AnyConnect Auto Reconnect

B. AnyConnect Network Access Manager
C. AnyConnect Backup Servers

D. ASA failover

E. AnyConnect Always On

Answer: CD

NEW QUESTION 6
Refer to the exhibit.

XML profile

<Window staplishwent owRemotel: </ WindowsVPNEstablishment)y

LF =T i

The customer must launch Cisco AnyConnect in the RDP machine. Which IOS configuration accomplishes this task?
A. erypto vpn anyconnect profile Profile 1 flash:RDP.xml
webvpn context Context1
svc platform win seq 1
policy group PolicyGroup1
functions svc-enabled

B. crypto vpn anyconnect profile Profile 1 flash:RDP.xml
webvpn context Context1
browser-attribute import flash:RDP.xml

C. crypto vpn anyconnect profile Profile 1 flash:RDP.xmi
webvpn context Context1
policy group PolicyGroup1
svc profile Profile1
D. crypto vpn anyconnect profile Profile 1 flash:RDP.xml
webvpn context Context1
policy group PolicyGroup1
svc module RDP

Answer: C

Explanation:
Reference: https://community.cisco.com/t5/vpn/starting-anyconnect-vpn-through-rdp-session-on-cisco-891/td-p/2128284

NEW QUESTION 7
Refer to the exhibit.
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(SESSION ID = 17,5A ID =
(SESSION ID = 17,5A ID =
(SESSION ID = 17,SA ID =
(SESSION ID = 17,5A ID =
(SESSION ID = 17,5A ID =
(SESSION ID = 17,SA 1D =
[IKEvZ -> Crypto Engine]

[Crypto Engine -> IKEV2)

(SESSION ID = 17,5A ID =
(SESSION ID = 17,5A ID =
(SESSION ID = 17,5A ID =
(SESSION ID = 17,5A ID =
(SESSION ID = 17,SA ID =

ayload contents:

ENCR

Initiator SPI :

TKEv2: (SESSION ID = 1‘7‘,51 ID = 1) :Processing IKE _AUTH message
TKEv2:IPSec policy validate request sent for profile CloudOne with psh index 1.

IKEv2: (SESSION ID = 17,5A ID = 1):
[IKEv2: (SA ID = 1):[IPsec -> IKEv2] Callback received for the validate proposal - FAILED.

KEvZ-ERROR: (SESS5ION ID = 17,5A ID = 1):: There was no IPSEC policy found for received T3S
KEv2:
TKEv2:
TKEV2:
TKEv2:
TKEvV2:
THKEVZ:
TKEV2:
ITKEV2:
TKEv2:
THEVZ:
TKEv2:

KEw2:
KEv2:

1) :Sending TS unacceptable notify

1) :Get my authentication method

1) :My authentication method is 'PSK'

1) :Get peer's preshared key for 68.72.250.251

1) :Generate my authentication data

1) :Use preshared key for id 6€8.72.250.250, key len 5
Generate IKEvZ authentication data

IKEv2 authentication data generation PASSED

1) :Get my authentication method

1) :My authentication methed i1s '"PSK'

1) :Generating IKE AUTH message

1) :Constructing IDr payload: '€8.72.250.250' of type 'IPv4 address'
1) :Building packet for encryption.

VID IDr AUTH NOTIFY (TS UNACCEFTABLE)

TKEvZ: (SESSION ID = 17,5A ID = 1) :5ending Packet [To €8.72.250.251:500/From 68.72.250.250:500/VRF 10:£0]
3DS27B1DS0DBEEF4 - Responder SPI : B8CE93FTTF2656636 Message id: 1
TKEv2 IKE_AUTH Exchange RESPONSE

Payload contents:

Based on the debug output, which type of mismatch is preventing the VPN from coming up?

A. interesting traffic
B. lifetime
C. preshared key

D. PFS

Answer: B

Explanation:
If the responder's policy does not allow it to accept any part of the proposed Traffic Selectors, it responds with a TS_UNACCEPTABLE Notify message.

NEW QUESTION 8
Refer to the exhibit.
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HUB configuration:

crypto ikev2 profile default

match identity remote fgdn domain cisco.com
identity local fgdn hub.cisco.com

authentication local rsa-sig

authentication remote pre-shared-key cisco

pki trustpoint CA

aaa authorization group cert list default default
virtual-template 1

SPOKE 1 configuration:

crypto ikev?2 profile default

match identity remote fgdn domain cisco.com
identity local fgdn spoke.cisco.com
authentication local rsa-sig

authentication remote pre-shared-key cisco

pki trustpoint CA

aaa authorization group cert list defaunlt defaunlt
virtual-template 1

SPOKE 2 configuration:

crypto ikev2 profile default
match identity remote fgdn domain cisco.com
identity local fgdn spoke2.cisco.com
anthentication local pre-shared-key flexvpn
authentication remote rsa-sig
pPki trustpoint CA
aaa authorization group cert list default default
virtunal-template 1

What is a result of this configuration?

A. Spoke 1 fails the authentication because the authentication methods are incorrect.

B. Spoke 2 passes the authentication to the hub and successfully proceeds to phase 2.

C. Spoke 2 fails the authentication because the remote authentication method is incorrect.
D. Spoke 1 passes the authentication to the hub and successfully proceeds to phase 2.

Answer: A

NEW QUESTION 9
Which redundancy protocol must be implemented for IPsec stateless failover to work?

A. SSO

B. GLBP
C. HSRP
D. VRRP

Answer: C

Explanation:
Reference: https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/17826-ipsec-feat.html

NEW QUESTION 10
Cisco AnyConnect clients need to transfer large files over the VPN sessions. Which protocol provides the best throughput?

A. SSL/TLS

B. L2TP
C.DTLS

D. IPsec IKEv1

The Leader of IT Certification

visit - https://www.certleader.com



CertLeader@ 100% Valid and Newest Version 300-730 Questions & Answers shared by Certleader
Coader of IT Corfifications. https://www.certleader.com/300-730-dumps.html (0 Q&As)

Answer: C

NEW QUESTION 10
Which feature of GETVPN is a limitation of DMVPN and FlexVPN?

A. sequence numbers that enable scalable replay checking
B. enabled use of ESP or AH

C. design for use over public or private WAN

D. no requirement for an overlay routing protocol

Answer: D

NEW QUESTION 15
Refer to the exhibit.

ip access-list extended CCNP
permit 192 .168.0.10
permit 192 .168.0.11

webvpn gateway S5L Gateway
ip address 172.16.0.25 port 443
ss]1 trustpeoint AnyConnect Cert
inservice -

webvpn context SSL Context
gateway SSL Gateway

ss]1 aunthenticate wverify all
inservice

policy group SS5L Policy
functions sve-enabled
sve address-pool “ACPool?” netmask 255 255 255 0
sve dns-server primary 1922 .168.0.100
svec default-domain cisco.com
default-group-policy SSL Policy

Cisco AnyConnect must be set up on a router to allow users to access internal servers 192.168.0.10 and 192.168.0.11. All other traffic should go out of the client's
local NIC. Which command accomplishes this configuration?

A. svc splitinclude 192.168.0.0 255.255.255.0
B. svc split exclude 192.168.0.0 255.255.255.0
C. svc splitinclude acl CCNP
D. svc split exclude acl CCNP

Answer: C

NEW QUESTION 17
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