\i/ Exam Recommend!! Get the Full NSE6_FWB-6.4 dumps in VCE and PDF From SurePassExam
Ll SurePass https://www.surepassexam.com/NSE6_FWB-6.4-exam-dumps.html (56 New Questions)

Passing Certification Exams Made Easy

Fortinet

Exam Questions NSE6 FWB-6.4
Fortinet NSE 6 - FortiWeb 6.4

visit - https://www.surepassexam.com



\-/ Exam Recommend!! Get the Full NSE6_FWB-6.4 dumps in VCE and PDF From SurePassExam
(M SurePags

https://www.surepassexam.com/NSE6_FWB-6.4-exam-dumps.html (56 New Questions)

NEW QUESTION 1
What capability can FortiWeb add to your Web App that your Web App may or may not already have?

A. Automatic backup and recovery
B. High Availability

C. HTTP/HTML Form Authentication
D. SSL Inspection

Answer: C

NEW QUESTION 2
How does an ADOM differ from a VDOM?

A. ADOMs do not have virtual networking

B. ADOMs improve performance by offloading some functions.

C. ADOMs only affect specific functions, and do not provide full separation like VDOMs do.
D. Allows you to have 1 administrator for multiple tenants

Answer: A

NEW QUESTION 3
What must you do with your FortiWeb logs to ensure PCI DSS compliance?

A. Store in an off-site location

B. Erase them every two weeks

C. Enable masking of sensitive data

D. Compress them into a .zip file format

Answer: C

NEW QUESTION 4

When integrating Fortiweb and FortiAnalyzer, why is the selection for FortiWeb Version critical? (Choose two)
A. Defines Log file format

B. Defines communication protocol

C. Defines Database Schema

D. Defines Log storage location

Answer: AD

NEW QUESTION 5

A client is trying to start a session from a page that should normally be accessible only after they have logged in.

When a start page rule detects the invalid session access, what can Fortiweb do? (Choose three.)

A. Reply with a “403 Forbidden” HTTP error

B. Allow the page access, but log the violation

C. Automatically redirect the client to the login page

D. Display an access policy message, then allow the client to continue, redirecting them to their requested page
E. Prompt the client to authenticate

Answer: ABC

NEW QUESTION 6
Refer to the exhibit.

m Geo P Exceptions
Edit Geo IP Block Policy
Mame
Severity Medium -
Trigger Action Please Select v
Exception Exempted_IPs -
-E_ Cancel
+ L'r-.ml.e Mew
D Country Name
1 Japan

FortiWeb is configured to block traffic from Japan to your web application server. However, in the logs, the administrator is seeing traffic allowed from one

particular IP address which is geo-located in Japan.
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What can the administrator do to solve this problem? (Choose two.)

A. Manually update the geo-location IP addresses for Japan.

B. If the IP address is configured as a geo reputation exception, remove it.

C. Configure the IP address as a blacklisted IP address.

D. If the IP address is configured as an IP reputation exception, remove it.

Answer: BC

NEW QUESTION 7

You've configured an authentication rule with delegation enabled on Fortiweb. What happens when a user tries to access the web application?

A. FrotiWeb redirects users to a FortiAuthenticator page, then if the user authenticates successfully, FortiGate signals to FortiWeb to allow access to the web app

B. ForitWeb redirects the user to the web app’s authentication page

C. Fortiweb forwards the HTTP challenge from the server to the client, then monitors the reply, allowing access if the user authenticates successfully
D. FortiWeb replies with a HTTP challenge of behalf of the server, the if the user authenticates successfully, Fortiweb allows the request and also includes

credentials in the request that it forwards to the web app

Answer: A

NEW QUESTION 8

In which two operating modes can FortiWeb modify HTTP packets? (Choose two.)

A. Offline protection

B. Transparent inspection
C. True transparent proxy
D. Reverse proxy

Answer: CD

NEW QUESTION 9
Refer to the exhibits.

Edit Server Pool
Marme servar-pooli
Protocol HTTP
Type
Oifine Protection
True Transparant Proxy
Transparent Inspection
WCCP
Single Server/Server Balance Single Server
Server Health Check availability-check1 -
Load Balancing Algorithm Round Robin -

Persistence session-persistence-cookiel -
Comments L (e
ETEE o
o= CreateNew [#jrait 10
] IPiDomain Status Port HTTPZ  inherit Health Chech Server Hoalth Check Backup Server SSL
1 100121 Enabie GO Drsable Yes
2 10.0.1.22 Enable 40 Dhsable Yes

Name

Use Interface |P

Edit Virtual Server

IPvd Address 10.0.1.8/255.255.255.0
IPvE Address -0
Interface port1

FortiWeb is configured in reverse proxy mode and it is deployed downstream to FortiGate. Based on the configuration shown in the exhibits, which of the following
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statements is true?

A. FortiGate should forward web traffic to the server pool IP addresses.

B. The configuration is incorrec

C. FortiWeb should always be located upstream to FortiGate.

D. You must disable the Preserve Client IP setting on FotriGate for this configuration to work.
E. FortiGate should forward web traffic to virtual server IP address.

Answer: D

NEW QUESTION 10
Which three statements about HTTPS on FortiWeb are true? (Choose three.)

A. For SNI, you select the certificate that Fortiweb will present in the server pool, not in the server policy.

B. After enabling HSTS, redirects to HTTPS are no longer necessary.

C. In true transparent mode, the TLS session terminator is a protected web server.

D. Enabling RC4 protects against the BEAST attack, but is not recommended if you configure Fortiweb to only offer TLS 1.2.

E. In transparent inspection mode, you select which certificate that Fortiweb will present in the server pool, not in the server policy.

Answer: CDE

NEW QUESTION 10
How does offloading compression to FortiWeb benefit your network?

A. free up resources on the database server
B. Free up resources on the web server

C. reduces file size on the client’s storage
D. free up resources on the FortiGate

Answer: B

NEW QUESTION 11

You are using HTTP content routing on FortiWeb. You want requests for web application A to be forwarded to a cluster of web servers, which all host the same
web application. You want requests for web application B to be forwarded to a different, single web server.

Which statement about this solution is true?

A. The server policy applies the same protection profile to all of its protected web applications.

B. You must put the single web server in to a server pool, in order to use it with HTTP content routing.

C. You must chain policies so that requests for web application A go to the virtual server for policy A, and requests for web application B go to the virtual server for
policy B.

D. Static or policy-based routes are not required.

Answer: D

NEW QUESTION 12

Which of the following FortiWeb features is part of the mitigation tools against OWASP A4 threats?
A. Sensitive info masking

B. Poison Cookie detection

C. Session Management

D. Brute Force blocking

Answer: C

NEW QUESTION 15
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