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NEW QUESTION 1

- (Exam Topic 1)

You need to recommend a solution for the user administrators that meets the security requirements for auditing.
Which blade should you recommend using from the Azure Active Directory admin center?

A. Sign-ins

B. Azure AD Identity Protection
C. Authentication methods

D. Access review

Answer: A

Explanation:

References:

https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/concept-sign-ins

NEW QUESTION 2
- (Exam Topic 1)

You need to resolve the issue that targets the automated email messages to the IT team. Which tool should you run first?

A. Synchronization Service Manager
B. Azure AD Connect wizard

C. Synchronization Rules Editor

D. IdFix

Answer: B
Explanation:
References:

https://docs.microsoft.com/en-us/office365/enterprise/fix-problems-with-directory-synchronization

NEW QUESTION 3
- (Exam Topic 2)

How should you configure Azure AD Connect? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

User sign-in settings:

Password Synchronization with single-sign on
Pass-through authentication with single sign-on
Federation with Actrve Director Federation Services (AD ES)

Device options: -

Hybrid Azure AD Join
Enable Device writeback
Disable Device writeback

A. Mastered
B. Not Mastered

Answer: A

Explanation:

User sign-in settings:

Password Synchronization with single-sign on

_Pai;s—-r.l‘nfuugh au&meﬁﬁzaﬁuﬁqt&m_;smglc sign-on |

Device options: v
| Hybrid Azure AD Join
Enable Device writeback
Disable Device wnteback
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NEW QUESTION 4
- (Exam Topic 2)

You need to enable and configure Microsoft Defender for Endpoint to meet the security requirements. What should you do?

A. Configure port mirroring

B. Create the ForceDefenderPassiveMode registry setting
C. Download and install the Microsoft Monitoring Agent
D. Run WindowsDefenderATPOnboardingScripc.cmd

Answer: C

NEW QUESTION 5
- (Exam Topic 3)

Which policies apply to which devices? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

DevicePolicy1: [None

Devicel only

Device3 only

Device2 and Device3 only
Devicel and Device3 only
Devicel, Device2, and Device3

DevicePolicy2: [None

Deviced only

Device2 and Deviced only

Device2, Device3, and Device 4 only

A. Mastered
B. Not Mastered

Answer: A

Explanation:

DevicePolicy1: |None

Devicel only

Device3 only

Device2 and Device3 only

- — e —

Devicel and Device3 only '

T e S —

Devicel, Device2, and Devicel

DevicePolicy2: |None

|Deviced only !
Device2 and Deviced only
Device2, Device3, and Device 4 only

NEW QUESTION 6
- (Exam Topic 3)
You are evaluating which devices are compliant in Intune.

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No
Device2 is compliant. O O
Device5 1s compliant. O O
Device6 is compliant. O O
A. Mastered

B. Not Mastered
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Answer: A
Explanation:
Statements Yes No
M= 1
DeviceZ is compliant. 1N O
T
Device5 1s compliant. QO 'L O
il
Deviceb is comphant. !
o [O] O

NEW QUESTION 7
- (Exam Topic 3)

You are evaluating which finance department users will be prompted for Azure MFA credentials. For each of the following statements, select Yes if the statement is
true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No
A finance department user who has an [P address from the Montreal office will be prompted for Azure O O
MEFA credentials
A finance department user who works from home and who has an [P address of 193.77.140.140 will O O
be prompted for Azure MFA credentials.
A finance department user who has an [P address from the New York office will be prompted for Azure
MFA credentias 2 0

A. Mastered

B. Not Mastered
Answer: A

Explanation:

YES, YES, NO.

Named locations can't have a private IP range, look at
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition

"User IP address The IP address that is used in policy evaluation is the public IP address of the user. For devices on a private network, this IP address is not the
client IP of the user’s device on the intranet, it is the address used by the network to connect to the public internet."

NEW QUESTION 8

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You create an attack surface reduction policy that uses an application control profile as shown in the following exhibit.

i Home Create profile
DaEnESHE Application control
. Basics Configuration settings ~ Scope tags Assignments Review + create
TCRET
B coics Summary
B e Basics
W crdpeant
_ Name ApplicationControlPolicy
il Description ?
& Usen Flatform Windows 10 and later
ah Gaosy Configuration settings
A+
B Tenant Eam ¥HEm
2 App locker application control Enforce Compenents, Store Apps, and Smartictker
ot Baiting ]
Turn on Windows SmariScreen Yes
Scope tags
Assignments
Imcluded groups Group1
Excluded groups Group2

BEEEY coe

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.
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When only a member of Group1 connects v
to a site that is identified as dangerous by
application control, [answer choice]

the site will open without warning
the site will be blocked from opening
the member will receive a security warning

When only a member of Group2 connects v
to a site that is identified as dangerous by |the site will open without warning
application control, [answer choice] the site will be blocked from opening

the member will receive a security warning

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: the member will receive a security warning.

Groupl is included in the policy so SmartScreen will be enabled. SmartScreen will display a warning. Box 2: the site will open without warning.
Group?2 is excluded from the policy so SmartScreen will not be enabled. Therefore, no warning will be displayed.

NEW QUESTION 9

- (Exam Topic 4)

You have a Microsoft 365 subscription.

Yesterday, you created retention labels and published the labels to Microsoft Exchange Online mailboxes. You need to ensure that the labels will be available for
manual assignment as soon as possible.

What should you do?

A. From the Security & Compliance admin center, create a label policy

B. From Exchange Online PowerShell, run Start-RetentionAutoTagLearning

C. From Exchange Online PowerShell, run Start-ManagedFolderAssistant

D. From the Security & Compliance admin center, create a data loss prevention (DLP) policy

Answer: C

NEW QUESTION 10

- (Exam Topic 4)

You have a Microsoft Defender for Endpoint deployment that has custom network indicators turned on. Microsoft Defender for Endpoint protects two computers
that run Windows 10 as shown in the following table.

| Name I Tag
|?| r"'| 1__'!_‘[ 1 L LK 1
Computer? | Tag!
Microsoft Defender foe Endpoint has the device groups shown in the following table.
Rank | Name _______Membership rule :
) Group | 1ag Contains 1 !
IFOUD Name Ends with 2 And Tag Equals Tag! |
| Group | Name Contains comp ,

Answer Area
Statements Yes No
From a web browser on Computer], you can open http//wwav.contoso.com
From a web browser on Computer1, you can open http://www.itwareinc.com)public
From & web browser on Computer2, you can open http//wwawlitwarainc.com
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Answer Arca

Statements Yes No

From a web browser on Computer], you can open http:/www.contoso.com

From a web browser on Computer], you can open hitpy www hitwarenc.com, publc

NEW QUESTION 10

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that has a Microsoft 365 subscription You recently configured the tenant to require multi factor
authentication (MFA) for risky sign ins You need to review the users who required MFA. What should you do?

A. From the Microsoft 365 admin center, review a Security & Compliance report.

B. From the Azure Active Directory admin center, download the sign-ms to a CSV file

C. From the Microsoft 365 Compliance admin center, run an audit log search and download the results to a CSV file
D. From the Azure Active Directory admin center, review the Authentication methods activities.

Answer: D

NEW QUESTION 15

- (Exam Topic 4)

Please wait while the virtual machine loads. Once loaded, you may proceed to the lab section. This may take a few minutes, and the wait time will not be deducted
from your overall test time.

When the Next button is available, click it to access the lab section. In this section, you will perform a set of tasks in a live environment. While most functionality will
be available to you as it would be in a live environment, some functionality (e.g., copy and paste, ability to navigate to external websites) will not be possible by
design.

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn’t matter how you accomplish the task, if you successfully
perform it, you will earn credit for that task.

Labs are not timed separately, and this exam may more than one lab that you must complete. You can use as much time as you would like to complete each lab.
But, you should manage your time appropriately to ensure that you are able to complete the lab(s) and all other sections of the exam in the time provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to the lab.

Username and password

£ C & hitps/floginmicrosoftonime.comfcommon/oauth, H B

= Microsoft

Sign in

Mo account? Create one!
Cant't access your account?

Sign-in options

< ¥

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below. Microsoft 365 Username:
admin@LODSe00019@onmicrosoft.com Microsoft 365 Password: #HSP.ug?$p6un

If the Microsoft 365 portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.
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The following information is for technical support only: Lab instance: 11122308
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u. Microcolt Dffice Home b il Fieg - Cealiree x + - o W
C @& hitps//lodse0D0198-my.sharepoint.oom, personalfad B
OneDrive

+ New ™ "T" Upload ™ 0 Sync CID Flow 1= son~v = v @

-

Files
Name Modified Madified By File Size
Contoso Q2 Disivision Sales:pbix lanuary 14 MOD Administrator 305 KB
Employee Engagement Plan.docx lanuary 14 MOD Administrator 731 KB
Finance,pbix January 14 MOD Administrator 3.18 MB
HR.phix lanuary 14 MOD Adrnistraton 1.42 MB
IT.pbix January 14 MOD Administrator 1.35 MB
Marketing. pbix January 14 MOD Administrator 1.79 MB
MNC460 Sales Team. phix lanuary 14 MOD Administrator S84 KB
Operations Analytics, pbix January 14 MOD Administrator 573 KB
Operations. pbix January 14 MOD Administrator 6.66 MB
Proposed_agents_topics.docx January 14 MOD Administrator 591 KB
Sales.pbnc lanuary 14 MOD Administrator 1.53 MB
X1050 Launch Team. phix January 14 MOD Administrator 1.79 MB

You need to create an eDiscovery case that places a hold on the mailbox of a user named Allan Deyoung. The hold must retain email messages that have a
subject containing the word merger or the word Contoso.
To complete this task, sign in to the Microsoft 365 admin center.

A. Mastered
B. Not Mastered

Answer: A
Explanation:

* 1. Navigate to eDiscovery in the Security & Compliance Center, and then click Create a case.
* 2. On the New Case page, give the case a hame, type an optional description, and then click Save. The case name must be unique in your organization.

New case

Enter a name and description

aive TNis Ca5e 2 Tmendly Name S0 you Can aasly nd I

The new case is displayed in the list of cases on the eDiscovery page. You can hover the cursor over a case hame to display information about the case, including
the status of the case (Active or Closed), the description of the case (that was created in the previous step), and when the case was changed last and who
changed it.

To create a hold for an eDiscovery case:

* 1. In the Security & Compliance Center, click eDiscovery > eDiscovery to display the list of cases in your organization.

* 2. Click Open next to the case that you want to create the holds in.

* 3. On the Home page for the case, click the Hold tab.
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Home Hoid

* 4. On the Hold page, click Create.
* 5. On the Name your hold page, give the hold a name. The name of the hold must be unique in your organization.

Name your hold

Search Export witch tc Advanced el

“ | —

* 6. (Optional) In the Description box, add a description of the hold.

* 7. Click Next.

* 8. Choose the content locations that you want to place on hold. You can place mailboxes, sites, and public folders on hold.
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Choose locations

Location Include

Exchange email None
Office 365 group email n ups, Or teams
Skype for Business

Teams messages

To-Do

Yammer conversations

SharePoint sites Mone
OneDrive accounts | n
Office 365 group sites

Teams sites

Yammer nebworks

Exchange public folders None

X ESEBLPS FLEO0B R

> Exchange email - Click Choose users, groups, or teams and then click Choose users, groups, or teams

again. to specify mailboxes to place on hold. Use the search box to find user mailboxes and distribution groups (to place a hold on the mailboxes of group
members) to place on hold. You can also place a hold on the associated mailbox for a Microsoft Team, a Yammer Group, or an Office 365 Group. Select the user,
group, team check box, click Choose, and then click Done.

Note

When you click Choose users, groups, or teams to specify mailboxes to place on hold, the mailbox picker that's displayed is empty. This is by design to enhance
performance. To add people to this list, type a name (a minimum of 3 characters) in the search box.

* 9. After configuring a query-based hold, click Next.

* 10. Review your settings, and then click Create this hold. Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/ediscovery-cases?view=0365-worldwide#step-4-pla

NEW QUESTION 16

- (Exam Topic 4)

Your on-premises network contains an Active Directory domain that syncs to Azure Active Directory (Azure AD) by using Azure AD Connect. The functional level of
the domain. You need to deploy Windows Hello for Business. The solution must meet the following requirements:

 Ensure that users can access Microsoft 365 services and on-premises resources.

» Minimize administrative efforts

How should you deploy Windows Hello for Business, and which type of trust should you use? To answer, select the appropriate options in the answer area.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 18
- (Exam Topic 4)
Your company has a main office and a Microsoft 365 subscription.

You need to enforce Microsoft Azure Multi-Factor Authentication (MFA) by using conditional access for all users who are NOT physically present in the office.

What should you include in the configuration?

A. a user risk policy

B. a sign-in risk policy

C. a named location in Azure Active Directory (Azure AD)
D. an Azure MFA Server

Answer: C

Explanation:
References:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition

NEW QUESTION 21
- (Exam Topic 4)

You have a Microsoft Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.

! (MFA) status

Name | Member Multi-factor authentication

Userl | Groupl Disabled
|

Userd Groupl, Groupl Enabled

You create and enforce an Azure AD Identity Protection user risk policy that has the following settings:

> Assignments: Include Groupl, Exclude Group?2
> Conditions: Sign in risk of Low and above

> Access: Allow access, Require password change
You need to identify how the policy affects Userl and User2.

What occurs when Userl and User2 sign in from an unfamiliar location? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Must change their password:

R

User1 only
User2 only
Both User1 and User?
i Neither User1 not User2

Prompted for MFA:

! User1 only
User2 only
Both User1 and User2
| Neither User1 not User2

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Passing Certification Exams Made Easy

visit - https://www.surepassexam.com



\-/ Exam Recommend!! Get the Full MS-500 dumps in VCE and PDF From SurePassExam
LI Sure PaSS https://lwww.surepassexam.com/MS-500-exam-dumps.html (321 New Questions)

| !
Must change their password: | '

User1 only
LUserzony . _ . ..
! Both User1 and User2
Neither User1 not User2

Prompted for MFA: v

_Userlonly_ .
User2 only |

“Both User1 and User2
Neither User1 not User2

NEW QUESTION 26

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription and an Sentinel workspace named Sentinell. You need to launch the Guided investigation — Process Alerts notebooks=
in Sentinel. What should you create first?

A. a Log Analytic workspace

B. a Kusto query

C. an Azure Machine learning workspace
D. an Azure logic app

Answer: B

NEW QUESTION 30

- (Exam Topic 4)

Please wait while the virtual machine loads. Once loaded, you may proceed to the lab section. This may take a few minutes, and the wait time will not be deducted
from your overall test time.

When the Next button is available, click it to access the lab section. In this section, you will perform a set of tasks in a live environment. While most functionality will
be available to you as it would be in a live environment, some functionality (e.g., copy and paste, ability to navigate to external websites) will not be possible by
design.

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn’t matter how you accomplish the task, if you successfully
perform it, you will earn credit for that task.

Labs are not timed separately, and this exam may more than one lab that you must complete. You can use as much time as you would like to complete each lab.
But, you should manage your time appropriately to ensure that you are able to complete the lab(s) and all other sections of the exam in the time provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to the lab.

Username and password
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Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below. Microsoft 365 Username:
admin@LODSe00019@onmicrosoft.com Microsoft 365 Password: #HSP.ug?$p6un

If the Microsoft 365 portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.
The following information is for technical support only: Lab instance: 11122308

= Microsoft 4
g

Get your work done
with Office 365

. 9% ¢ @ @

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full MS-500 dumps in VCE and PDF From SurePassExam
Ll SurePass https://www.surepassexam.com/MS-500-exam-dumps.html (321 New Questions)

2" Microsoft X

€ »-f
Y —
s ; .
y | F
Brainstorm
together in Word
. @ . o [
1] .
= Microsoft X
< v

Stay on top of what
matters with Outlook

e & & § @

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



I"_V|Sure Pa&s

Recommend!! Get the Full MS-500 dumps in VCE and PDF From SurePassExam
https://lwww.surepassexam.com/MS-500-exam-dumps.html (321 New Questions)

= Microsoft

ﬂ- o P Mo - +

& & offite.com ot

°° Contoso electronics

Access Office 365 apps and

documents in one place with

Office.com

o & & & ®

Office 365

Good morning

+ R

Start new Outlook
OneMNote Skype
Recommended

559 '}":: rfs:ljled this .5":"9

Excel

Sales Results Overview

Y i OO~ el Sl R
lodse000N 98 sharepoint oo

Recent Finned

Passing Certification Exams Made Easy

Shared with me

OneDrive Woard Excel
Calendar Pecple All apps

You edited this

Jan 15 &

intearated Team Sales Process

Y
—

e g m—
i

Sales Process

dse000198 sharepoint.co

Discover

Org Chart

ledse0D0198. sharepoint.co

3

PowerPoint

You edited this
Jan 15

]
P

- == ——
iy g B

—
——

— -
——

'
I

——— | g e
= —
-

am R —— "
e e ——

B i ——

-
P

-
man ==

visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full MS-500 dumps in VCE and PDF From SurePassExam
Ll Sure PaSS https://www.surepassexam.com/MS-500-exam-dumps.html (321 New Questions)

Recommended
You edited this You edited this ﬁ You edited this
Jan 15 Jan 15 Jan 15
Ad Slogans

Excel . i

P and L Summary Contoso Electronics Outdoor... AD Slogans

lodse000198. sharepoint.co lodse000198.sharepoint.co.. lodse000198.sharepoint.co.

Recent Pinned Shared with me Discover

Recent Pinned Shared with me Discovel

No recent online documents

Share and collaborate with others. To'get started, create a new doctiment
or drag it here to upload and cpen.

T Upload and open... Go to OneDrive

Passing Certification Exams Made Easy

visit - https://www.surepassexam.com



I"_V|Sure Pa&s

Recommend!! Get the Full MS-500 dumps in VCE and PDF From SurePassExam
https://lwww.surepassexam.com/MS-500-exam-dumps.html (321 New Questions)

Recent

OneDrive

SharePoint
Frgugm sitas |

m Sales and Marketing
n Retail
m Communication Site

Go to SharePoint

e M i Fias - Crallive

Mo recent folders

Go to DneDrive

SharePoint

entsites Following

H Contoso Landings
Contoso Web 3
E Executive Corner

+ 1"|Ii-1.e.r\'Jr

Files

You need to ensure that a user named Allan Deyoung uses multi-factor authentication (MFA) for all authentication requests.

$ Upload i O Sync

Name

Contoso Q2 Disivision Sales:pbix
Employee Engagement Plan.docx
Finance.pbix

HR.phix

IT.pbix

Marketing. phix

NCAG0 Sales Team. phix
Operations Analytics, pbix
Operations. pbix
Proposed_agents_topics.docx
Sales.pbnc

X1D5D Launch Team.phix

CO Flow v

Modified

lanuary 14
January 14
lanuary 14
lanuary 14
January 14
January 14
January 14
January 14
January 14
lanuary 14
lanuary 14

lanuary 14

To complete this task, sign in to the Microsoft 365 admin center.

A. Mastered

B. Not Mastered

Answer: A

Explanation:

* 1. Open the Admin Center and go to Users > Active Users
* 2. Open Multi-factor authentication
Don't select any user yet, just open the Multi-factor authentication screen. You will find the button in the toolbar.
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Modified By

MOD Administrator
MOD Administrator
MOD Administrator
MOD Adrmanistr ato:
MOD Administrator
MOD Administrator
MOD Administrator
MOD Administrator
MOD Administrator
MOD Administrator
MOD Administrator
MOD Administrator

File Size

305 KB
731 KB
3.18 MB
1.42 MB
1.35 MB
1.79 MB
584 KB
573 KB
6.66 MB
591 KB
1.53 MB
1.79 M8
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LazyAdmin.nl

Active users

A, Add auser R Add multiple users £ Multi-factor authentication () Refresh L Export Users

Display name | Username Licenses

Elise Mens Q Office 365 E3

info Office 365 F1

Rudy Mens Microsoft Fiow Free Off

* 3. Open the Service settingsBefore we start enabling MFA for the users, we first go through the service settings. The button to the settings screen doesn’t stand
out, but it’s just below the title

multi-fa
users

hentication
service settings

Note: only users licensed to use Microsoft Online Services are eligible for Multi-Factor Authentication, Learn mare about how 1
Before you begin, take a look at the multi-factor auth deployment guide,

bulk update

View: Sign-in allowed users v /O Multi-Factor Auth status:  Any v
MULTI-FACTOR AUTH
PLAY NAME = N
DISPLAY NAME USER NAME STATUS
Elise Mens Disabled
info Disabled
Rudy Mens Disabled

* 4, Setup MFA Office 365
A few settings are important here:

> Make sure you check the App password. Otherwise, users can’t authenticate in some applications (like the default mail app in Android).
> Also, take a look at the remember function. By default, it is set to 14 days.
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multi-factor authentication
users service settings

®  Allow users to create app passwords to sign in to non-browser apps

[T - - E - [ o - - 2
Do not allow users to create app passworas to sign in o non-Drowser apps

Methods available to users

¥ Call to phone

¥ Text message to phone

¥ Motification through mobile app

¥ Vernfication code from mabile app or hardware token

= - - il 1 | AL T = T 3 &

¥ Allow users to remember multi-factor authentication on devices they trust

Uays-betore

i

device must rE-.':;tI-.ﬁn'.u:z:e

* 5. Enable MFA for Office 365 users
After you have set the settings to your liking click on save and then on users (just below the title Multi-factor authentication).
You see the list of your users again. Here you can select single or multiple users to enable MFA.
At the moment you enable Office 365 MFA for a user it can get the setup screen as soon as the users browse to one of the Office 365 products.
'..: -,_.,_.._,_I. = i 'y e l..__ l....\.‘
multi-factor authentication

users service settings

gr-in &lowed use v .D M a ia A ¥
MULTI-FACTOR AUTH
ISPLAY MAME = SER MAME
DISPLAY MAME USE STATUS
Rudy Mens
v Rudhy e Chgabied
quICK Steps
a3 LFe
Reference:

https://lazyadmin.nl/office-365/how-to-setup-mfa-in-office-365/

NEW QUESTION 34

- (Exam Topic 4)

Note: This question is part of series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated
goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant. You create a label named CompanyConfidential in Microsoft Azure Information Protection.

You add CompanyConfidential to a global policy.

A user protects an email message by using CompanyConfidential and sends the label to several external recipients. The external recipients report that they cannot
open the email message.

You need to ensure that the external recipients can open protected email messages sent to them.

Solution: You create a new label in the global policy and instruct the user to resend the email message. Does this meet the goal?

A. Yes
B. No

Answer: A
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NEW QUESTION 35
- (Exam Topic 4)

You need to ensure that a user named Grady Archie can monitor the service health of your Microsoft 365 tenant. The solution must use the principle of least

privilege.

To complete this task, sign in to the Microsoft 365 portal.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

You need to assign the Service Administrator role to Grady Archie.

> In the Microsoft 365 Admin Center, type Grady Archie into the Search for users, groups, settings or tasks search box.

> Select the Grady Archie user account from the search results.

> In the Roles section of the user account properties, click the Edit link.

> Select the Customized Administrator option. This will display a list of admin roles.

> Select the Service admin role.

> Click Save to save the changes. Reference:
https://docs.microsoft.com/en-us/office365/enterprise/view-service-health

NEW QUESTION 37

- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.
Name Microsoft 365 role Role group
Admin1 Global Administrator | None
Admin?2 Compliance admin None
User3 User Compliance Manager Contributors
User4 User Compliance Manager Administrators
Userd User None
You create an assessment hamed Assessmentl as shown in the following exhibit.
Assessment1
Status Created
@ in progress 11152021

Generate report

Overview Controls

Your improvement actions Microsoft actions

Review details about this assessment and understand your progress toward completion.

49% Assessment progress

1083/2169

—————
Your points achieved (1)

0/1066

Microsoft managed points achieved (D

1083/1083

Which users can update the title of Assessmentl, and which users can add User5 to the Compliance Manager Readers role group? To answer, select the
appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area

Can update the Assessment1 title: v

User4 only

Admin2 and User4 only

Admin1, Admin2, and User4 only
Admin1, Admin2, User3, and User4 only

Can add User5 to the Compliance Manager A 4
Admin1 and Admin2 only

Admin1 and User4 only
Admin1, Admin2, and User4 only

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1 = Admin 1, Admin 2, User 4
https://learn.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-setup?view=0365-worldwide Box = 2 Only Admin 1
https://learn.microsoft.com/en-us/microsoft-365/compliance/microsoft-365-compliance-center-permissions?view

NEW QUESTION 39

- (Exam Topic 4)

You have a Microsoft 365 Enterprise E5 subscription. You use Microsoft Defender for Endpoint.

You need to integrate Microsoft Defender for Office 365 and Microsoft Defender for Endpoint Where should you configure the integration?

A. From the Microsoft 365 admin center, select Settings, and then select Services fit add-ins

B. From the Microsoft 365 Defender portal, select Settings and then select Security center.

C. From the Microsoft 365 admin center, select Reports and then select Security & Compliance
D. From the Microsoft 365 Defender portal, select Explorer and then select MDE Settings

Answer: D

NEW QUESTION 44

- (Exam Topic 4)

You have a Microsoft 365 subscription.

A user reports that changes were made to several files in Microsoft OneDrive.

You need to identify which files were modified by which users in the user's OneDrive. What should you do?

A. From the Azure Active Directory admin center, open the audit log
B. From the OneDrive admin center, select Device access

C. From Security & Compliance, perform an eDiscovery search

D. From Microsoft Cloud App Security, open the activity log

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/cloud-app-security/activity-filters

NEW QUESTION 46

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains several Windows 10 devices. The devices are managed by using Microsoft Intune.

You need to enable Windows Defender Exploit Guard (Windows Defender EG) on the devices. Which type of device configuration profile should you use?

A. Endpoint protection

B. Device restrictions

C. Identity protection

D. Windows Defender ATP

Answer: A
Explanation:

References:
https://docs.microsoft.com/en-us/intune/endpoint-protection-windows-10

NEW QUESTION 50
- (Exam Topic 4)
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You have a Microsoft 365 subscription that uses a default domain name of contoso.com. Microsoft Azure Active Directory (Azure AD) contains the users shown in
the following table.

Name Member of
Userl Groupl

User2 Groupl, Group2
User3 Group3

Microsoft Intune has two devices enrolled as shown in the following table:

Name Platform
Devicel Android
Device2 Windows 10
Both devices have three apps named Appl, App2, and App3 installed.

You create an app protection policy named ProtectionPolicyl that has the following settings:
> Protected apps: Appl

> Exempt apps: App2
> Windows Information Protection mode: Block

You apply ProtectionPolicyl to Groupl and Group3. You exclude Group2 from ProtectionPolicyl. For each of the following statements, select Yes if the statement
is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area Yes No

From Dewvicel, Userl can copy data from Appl to Apps. O O
From Device2, Userl can copy data from Appl to App2. O O
From Devicel, Userl can copy data from Appl to App3. O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

From Dewvicel, Userl can copy data from Appl to Apps. D
From Device2, Userl can copy data from Appl to App2. O
From Dewvicel, Userl can copy data from Appl to App3. )

NEW QUESTION 51
- (Exam Topic 4)
Your company has a Microsoft 365 subscription that contains the users shown in the following table.

Name Member of
Userl Groupl
User? Group?
User3 Group3

The company implements Windows Defender Advanced Threat Protection (Windows Defender ATP). Windows Defender ATP includes the roles shown in the
following table:

Name Permission Assigned user group
Rolel View data, Active Groupl
remediation actions,
Alerts investigation
Role? View data, Active Group2
remediation actions
Windows View data, Alerts Group3
Defender ATP investigation, Active
administrator remediation actions,
(default) Manage portal system
settings, Manage security
settings

Windows Defender ATP contains the machine groups shown in the following table:

Rank Machine group Machine | User access
Furst ATPGroupl Devicel | Groupl
Last Ungrouped machines (default) | Device? | Group2
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For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements

User] can run an antrvirus scan on Devicel.
User2 can collect an investigation package from Device2.
User3 can isolate Devicel.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements

Userl can run an antnvirus scan on Devicel.
User2 can collect an investigation package from Device2.
User3 can isolate Devicel.

NEW QUESTION 54
- (Exam Topic 4)

Yes

Yes

)

OO,

No

You have an Azure Acme Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.

r é g W=
LAETEAOET TC

| "
:. . P., | ol W

User : Tﬂotapph(ablt

Rode
None

MNone

U IT_I HLTTIN

LUserd | Not applicable

You discover several security alerts are visible from the Microsoft Defender for Identity portal.
You need to identify which users m contoso.com can dose the security Alerts. Which users should you identify?

A. Userl only
B. Userl and User3 only
C. Userl and User2 only
D. User4 only
E. User3 and User4 only

Answer: E

NEW QUESTION 56
- (Exam Topic 4)

S ity oper

You need to ensure that all users must change their password every 100 days. To complete this task, sign in to the Microsoft 365 portal.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

You need to configure the Password Expiration Policy.

> Sign in to the Microsoft 365 Admin Center.
> In the left navigation pane, expand the Settings section then select the Settings option.

> Click on Security and Privacy.

> Select the Password Expiration Policy.

> Ensure that the checkbox labelled Set user passwords to expire after a number of days is ticked.
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> Enter 100 in the Days before passwords expire field.

> Click Save changes to save the changes.

NEW QUESTION 61
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

Name Multi-factor auth status
User1 Disabled
User2 Enabled
User3 Enforced

You configure the Security Operator role in Azure AD Privileged Identity Management (PIM) as shown in the following exhibit.

Edit role setting - Security Operator

Privileged Identity Management | Azure AD roles

Activation Assignment Notification

Activation maximum duration (hours)

o, V-

On activation,

___...-[3

require () None
(@) Azure MFA

You add assignments to the Security Operator role as shown in the following table.

Name

Assignment type

User1

Eligible

User2

Eligible

User3

Active

Which users can activate the Security Operator role?

A. User2 only

B. User3 only

C. Used and User2 only

D. User2 and User3 only
E. Userl,User2, and User3

Answer: D

NEW QUESTION 65
- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.
You create a data loss prevention (OLP) policy and select Use Notifications to inform your users and help educate them on the proper use of sensitive info.
Which apps will show the policy tip?

A. Outlook on the web and Outlook Win32 only

B. Outlook Win32 and Outlook for IOS and Android only Outlook Win32 only
C. Outlook for iOS and Android only

D. Outlook on the web, Outlook Win32, and Outlook for iOS and Android

E. Outlook on the web only

Answer: A

NEW QUESTION 68
- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.
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Name Role
User1 Global administrator
User2 Compliance administrator
User3 Security administrator
User4 Security operator

You plan to implement Azure Active Directory (Azure AD) Identity Protection. You need to identify which users can perform the following actions:
> Configure a user risk policy.

> View the risky users report.
Which users should you identify? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Configure a user risk policy: v

User1 only

User1 and User3 only

User3 and User4 only

User1, User3, and User4 only
User1, User2, User3, and User4

View the risky users report: v
User1 only

User3 and User4 only

User1, User2, and User3 only

User1, User3, and User4 only

User1, User2, User3, and User4

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-protection

NEW QUESTION 73

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You have a Microsoft SharePoint Online site named Sitel.

The files in Sitel are protected by using Microsoft Azure Information Protection.

From the Security & Compliance admin center, you create a label that designates personal data. You need to auto-apply the new label to all the content in Sitel.
What should you do first?

A. From PowerShell, run Set-ManagedContentSettings.

B. From PowerShell, run Set-ComplianceTag.

C. From the Security & Compliance admin center, create a Data Subject Request (DSR).
D. Remove Azure Information Protection from the Sitel files.

Answer: D
Explanation:
References:

https://docs.microsoft.com/en-us/office365/securitycompliance/apply-labels-to-personal-data-in-office-365

NEW QUESTION 76

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant that contains three users named Userl, User2, and User3. You need to assign roles or role groups to the users as shown in
the following table.

User Role or role group
User1 SharePoint admin
User2 Data Investigator
User3 User admin

What should you use to assign a role or role group to each user? To answer, drag the appropriate tools to the correct roles or role groups. Each tool may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.
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Tools Answer Area

Azure Defender for Servers

User1: Tool
Compliance Manager

User2: Tool
Microsoft 365 admin center

User3: Tool

Security & Compliance
admin center

Trust Center

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, chat or text message Description automatically generated
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/permissions-in-the-security-and-co

NEW QUESTION 78
- (Exam Topic 4)
You have the Microsoft conditions shown in the following table.

Name Pattern Case sensitivity

Conditionl Productl Off
Condition? Product? On

You have the Azure Information Protection labels shown in the following table.

Name Use condition | Label is applied
Labell Condition] Automatically
Label2 Condition? Automatically

You have the Azure Information Protection policies shown in the following table.

Name Applies to Use label Set the default label
Global | Not applicable | None None
Policvl | Userl Labell None
Policy2 | User2 Label2 None

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements Yes No

If a user types "Product] and Product2" in a document and saves [:) *:)
the document in Microsoft Word. the document will be assigned
Labell sensitivity automatically.

If a user types "Product2 and Productl” m a document and saves C:r" O
the document in Microsoft Word, the document will be assigned g
Label2 sensitivity automatically.

If a user types "product2” in a document and save the document in —

) 2 _ : ae ‘\J 0y
Microsoft Word. the document will be assigned Label2 sensitivity U et
automaticallv.

A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Statements Yes NO

. =
If a user types "Product] and Product2” in a document and saves O : O |
the document in Microsoft Word. the document will be assigned "
Labell sensitivity automatically.

If a user types "Product2 and Productl" in a document and saves :_(j ) O
the document in Microsoft Word. the document will be assigned e L
Label2 sensitivity automatically.

If a user types "product2” in a document and save the document in O O '.
Microsoft Word, the document will be assigned Label2 sensitivity |
automatically.

NEW QUESTION 80
- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that uses insider risk management and contains the users shown in the following table.

e ' - —F .F -
Admin nsicder Risk Managemen!
— e S P P S — — ——n
,:_ Armin ._ e :.:..ﬂ =T b "'.F.-, " -!-‘f-_ . r-\.l-\ir *""Il-qlr-‘-\."-l.sl
. 4 ¢
| Admin3 _ | insider Risk Management Analysts {
| Admind nsider Risk Management Invesugalons
i = . F—— -

Which users can use Content explorer?

A. Adminl and Admin2 only

B. Admin4 only

C. Admmz2 and Admin3 only

D. Adminl. Admin2. Admin3, and Admin4
E. Adminl andAdmin4only

Answer: D

NEW QUESTION 85

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com and a Microsoft 365 subscription. Contoso.com contains the groups shown in the
following table.

Name Type
Group1 Office 365

Group?2 Distribution list
Group3 Mail-enabled security
Group4 Security

You plan to create a supervision policy named Policy1.
You need to identify which groups can be supervised by using Policyl. Which groups should you identify?

A. Groupl and Group4 only

B. Groupl only

C. Groupl, Group3, and Group4 only
D. Group2 and Group3 only

E. Groupl, Group2, and Group3 only

Answer: E

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/configure-supervision-policies ?view=0365-worldwi

NEW QUESTION 88

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains a user named Usel. You need to ensure that Userl can review Conditional Access policies.
Solution: You assign Userl the Application Administrator role. Does this meet goal?

A. Yes
B. No

Answer: B
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NEW QUESTION 90
- (Exam Topic 4)

You view Compliance Manager as shown in the following exhibit.

Compliance Manager

Assessments Action items

Default Group
Office 365 - GDPR

306 %
sy W .i"ﬁ!ﬁ“{g
Created Wodifiad
11/8/2018 11/8/2018
Cuet cameier Banmaged Actions
Micromolt Managed Actions

] show Archived -+ Add assessment

Default Group Compliance Scone

Office 365 - NIST 800-53 P, Y
1868 ".j

. faeaz

\b\""‘-\?:_.':"’é

Created Modified

11/8/2018 1l/ef2018

Customar Managod Act ions oof 215

Microsoft Managed Adtions B52 of 853

Default Group Compliancs Scom
Office 365 - 150 27001-2013 '““'i‘\..}
794 “|
g W E;!.L hmjﬁ%
-
Created Modified
11/8/2018 11/8/2018

Cust omer Managed Actions 0 of 6O

Filter

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

To increase the GDPR Compliance Score for Microsoft Office 365, vou must [answer choice].

assign action items
review actions
perform an assessment

create a service request with Microsoft

W

The current GDPR Compliance Score [answer choice].

proves that the organization 1s non-comphant
proves that the orgamization 1s comphant
shows that actions are required to evaluate comphance

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/office365/securitycompliance/meet-data-protection-and-regulatory-regs-using

NEW QUESTION 92
- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a user named Used.

You need to ensure that User! can use the Microsoft 365 compliance center to search audit logs and identify which users were added to Microsoft 365 role groups.
The solution must use the principle of least privilege.
To which role group should you add Userl1?

A. Security Reader

B. View-Only Organization Management

C. Organization Management
D. Compliance Management

Answer: C

NEW QUESTION 96
- (Exam Topic 4)

You have a Microsoft 365 subscription.

You need to enable auditing for all Microsoft Exchange Online users. What should you do?

A. From the Exchange admin center, create a journal rule

B. Run the Set-MailboxDatabase cmdlet

C. Run the Set-Mailbox cmdlet

D. From the Exchange admin center, create a mail flow message trace rule.

Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/office365/securitycompliance/enable-mailbox-auditing

NEW QUESTION 98
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- (Exam Topic 4)

You have a hybrid Azure Active Directory (Azure AD) tenant that has pass- through authentication enabled. You plan to implement Azure AD identity Protection
and enable the user risk policy.

You need to configure the environment to support the user risk policy.

A. Enable password hash synchronization.

B. Configure a conditional access policy.

C. Enforce the multi-factor authentication (MFA) registration policy.
D. Enable the sign-in risk policy.

Answer: C

NEW QUESTION 100

- (Exam Topic 4)

You have a hybrid deployment of Azure Active Directory (Azure AD) that contains two users named Userl and User2.
You need to assign Role Based Access Control (RBAC) roles to Userl and User2 to meet the following requirements:
> Use the principle of least privilege

> Enable Userl to view sync errors by using Azure AD Connect Health

> Enable User2 to configure Azure Active Directory Connect Health Settings Which two roles should you assign?

A. The Monitoring Readers role in Azure AD Connect Health to Userl
B. The Security reader role in Azure AD to User 1

C. The Reports reader role in Azure AD to User 1

D. The Contributor role in Azure AD Connect Health to User 2

E. The Monitoring Contributor role in Azure Connect Health to User 2
F. The Security operator role in Azure AD to User2

Answer: BD

NEW QUESTION 101
- (Exam Topic 4)
You have a Microsoft 365 subscription that contains two groups named Group' and Group2. You have the compliance assessments shown in the following table.

Name Group |
.I * § = —
|
we the improvemeant act e oh AT y the f wying table
Action | Compliance Improvement action Points | Action type
| assessment J
':. : -1 TEaa%¥5 |' !‘ % T P._l = | -_+-.|I
- L . TEATe aNC PUL etenl alDe - | Te ICéE
B~ A | trCT ACCESE 10| .. THe . 10) ! O I
- - - "
Statements Yes No
The compliance score for Cal will increase by 15 points
The compliance score for Ca2 will increase by 15 points
The compliance score for Cad will increase by 10 points
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Yes No Yes

NEW QUESTION 103

- (Exam Topic 4)

You configure several Advanced Threat Protection (ATP) policies in a Microsoft 365 subscription. You need to allow a user named Userl to view ATP reports in
the Threat management dashboard. Which role provides Userlwith the required role permissions?

A. Security reader

B. Message center reader

C. Compliance administrator

D. Information Protection administrator
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Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/office365/securitycompliance/view-reports-for-atp#what-permissions-areneede

NEW QUESTION 104

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription

You need to use Microsoft Cloud App Security to identify documents stored in Microsoft SharePomt Online that contain proprietary information.

What should you create in Cloud App Security?

A. a data source and a file policy

B. a data source and an app discovery policy

C. an app connector and an app discovery policy
D. an app connector and a We policy

Answer: B

NEW QUESTION 109

- (Exam Topic 4)

You need to ensure that unmanaged mobile devices are quarantined when the devices attempt to connect to Exchange Online.
To complete this task, sign in to the Microsoft 365 portal.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
You need to configure the Exchange ActiveSync Access Settings.

> Go to the Exchange admin center.

> Click on Mobile in the left navigation pane.

> On the Mobile Device Access page, click the Edit button in the Exchange ActiveSync Access Settings area.

> Select the Quarantine option under When a mobile device that isn't managed by a rule or personal exemption connects to Exchange.

> Optionally, you can configure notifications to be sent to administrators and a message to be sent to the mobile device user when a device is quarantined.

> Click Save to save the changes.

NEW QUESTION 112

- (Exam Topic 4)

Your network contains an Active Directory domain named contoso.com. The domain contains a VPN server named VPN1 that runs Windows Server 2016 and has
the Remote Access server role installed.

You have a Microsoft Azure subscription.

You are deploying Azure Advanced Threat Protection (ATP)

You install an Azure ATP standalone sensor on a server named Serverl that runs Windows Server 2016. You need to integrate the VPN and Azure ATP.

What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

On VPNI: Configure an authentication provider. v

Configure an accounting provider
Create a connection request policy.

Create a RADIUS client

On Server], enable the following mbound port

1 4=
LIS ]
-

wal
-

lad C b=t
o

[y

T N Y
£.a]
LI

Lad

sl
Ly

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/install-atp-step6-vpn

NEW QUESTION 116
- (Exam Topic 4)
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You have a Microsoft 365 subscription that contains the users shown in the following table.

Name Azure Active Directory (Azure Security group
AD) role

' L ) Eiia : F
= ¥ W ¥ L=

You need to ensure that Userl, User2 , and User3 can use self-service password reset (SSPR). The solution must not affect User 4.
Solution: You create a conditional access policy for Userl, User2, and User3, Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/tutorial-enable-sspr

NEW QUESTION 118

- (Exam Topic 4)

You have a Microsoft 365 tenant that is linked to a hybrid Azure Active Directory (Azure AD) tenant named contoso.com.
You need to enable Azure AD Seamless Single Sign-On (Azure AD SSO) for contoso.com. What should you use?

A. Azure AD Connect

B. the Azure Active Directory admin center
C. the Microsoft 365 Security admin center
D. the Microsoft 365 admin center

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sso-quick-start

NEW QUESTION 121

- (Exam Topic 4)

Please wait while the virtual machine loads. Once loaded, you may proceed to the lab section. This may take a few minutes, and the wait time will not be deducted
from your overall test time.

When the Next button is available, click it to access the lab section. In this section, you will perform a set of tasks in a live environment. While most functionality will
be available to you as it would be in a live environment, some functionality (e.g., copy and paste, ability to navigate to external websites) will not be possible by
design.

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn’t matter how you accomplish the task, if you successfully
perform it, you will earn credit for that task.

Labs are not timed separately, and this exam may more than one lab that you must complete. You can use as much time as you would like to complete each lab.
But, you should manage your time appropriately to ensure that you are able to complete the lab(s) and all other sections of the exam in the time provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to the lab.

Username and password
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S in 10 your accound 4 +

< C & nitps/loginmicrosofionlme.com/rommon/oauth2/ a 6

= Microsoft
Signin

Email, phone, or Skype

Mo account? Create one!
Cant't access your account?

Sign-in options

< ¥

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below. Microsoft 365 Username:
admin@LODSe00019@onmicrosoft.com Microsoft 365 Password: #HSP.ug?$p6un

If the Microsoft 365 portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.
The following information is for technical support only: Lab instance: 11122308

= Microsoft 4

Ly

Get your work done
with Office 365

. 9 @ 9 @
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You need to protect against phishing attacks. The solution must meet the following requirements:

> Phishing email messages must be quarantined if the messages are sent from a spoofed domain.

> As many phishing email messages as possible must be identified.
The solution must apply to the current SMTP domain names and any domain names added later. To complete this task, sign in to the Microsoft 365 admin center.

A. Mastered

B. Not Mastered

Answer: A

Explanation:

* 1. After signing in to the Microsoft 365 admin center, select Security, Threat Management, Policy, then ATP Anti-phishing.

* 2. Select Default Policy to refine it.
* 3. In the Impersonation section, select Edit.

* 4, Go to Add domains to protect and select the toggle to automatically include the domains you own.
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* 5. Go to Actions, open the drop-down If email is sent by an impersonated user, and choose the Quarantine message action.

Open the drop-down If email is sent by an impersonated domain and choose the Quarantine message action.

* 6. Select Turn on impersonation safety tips. Choose whether tips should be provided to users when the system detects impersonated users, domains, or unusual
characters. Select Save.

* 7. Select Mailbox intelligence and verify that it's turned on. This allows your email to be more efficient by learning usage patterns.

* 8. Choose Add trusted senders and domains. Here you can add email addresses or domains that shouldn't be classified as an impersonation.

* 9. Choose Review your settings, make sure everything is correct, select Save, then Close. Reference:
https://support.office.com/en-us/article/protect-against-phishing-attempts-in-microsoft-365-86c425e1-1686-430a https://docs.microsoft.com/en-
us/microsoft-365/security/office-365-security/set-up-anti-phishing-policies?view=

NEW QUESTION 122

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You are creating a retention policy named Retentionl as shown in the following exhibit.

Decide if you want to retain contet, delete it. ot both

Do vou want to retain content?

@ Yes. [ want to retain it

For this long... v 2 vears 1~-’|

Retam the content based on|when it was last modified v

Do vou want us to delete it after this time?
@ Ve () No

(O No, just delete content that's older than (|

[l| vears W

Need more options?

() Use advanced retention settings (1

Back Mext l Cancel

You apply Retentionl to SharePoint sites and OneDrive accounts.
Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

If a user creates a file m a Microsoft SharePomt bbrary on January 1,2019, and modifies the file every six
months, the file will be [answer choice].

[T,

retamed
deleted on Jauary 1,2021
deleted on July 1,2021

If a user creates a file m Microsoft OneDrve on January 1,2019, modifies the file on March 1, 2019, and
deletes the file on May 1, 2019, the user [answer choice].

cannot recover the file

can recover the file unol Javary 1,2020
can recover the file untd March 1,2020
can recover the file yuntl May 1,2020

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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If a user creates a file m a Microsoft SharePomt bbrary on Jamuary 1,2019, and modifies the file every six
months, the file will be [answer choice]

| retained | I
deleted on Javary 1,2021
deleted on July 1,2021

If a user creates a file m Microsoft OneDrnive on January 1,2019, modifies the file on March 1, 2019, and
deletes the file on Mav 1, 2019, the user [answer choice].

cannot recover the file

can recover the file until Jauary 1,2020
'can recover the file untl March 1,2020
can recover the file untl Mav 1,2020

NEW QUESTION 126

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription that contains the users shown in the following table.

Name Role
Userl Compliance Manager Contributor
User2 Compliance Manager Assessor
User3 Compliance Manager Administrator
Userd Portal Admin

You discover that all the users in the subscription can access Compliance Manager reports. The Compliance Manager Reader role is not assigned to any users.
You need to recommend a solution to prevent a user named User5 from accessing the Compliance Manager reports.
Solution: You recommend assigning the Compliance Manager Reader role to User5. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 128

- (Exam Topic 4)

Your company has 500 computers.

You plan to protect the computers by using Windows Defender Advanced Threat Protection (Windows Defender ATP). Twenty of the computers belong to
company executives.

You need to recommend a remediation solution that meets the following requirements:

Windows Defender ATP administrators must manually approve all remediation for the executives Remediation must occur automatically for all other users
What should you recommend doing from Windows Defender Security Center?

A. Configure 20 system exclusions on automation allowed/block lists

B. Configure two alert notification rules

C. Download an offboarding package for the computers of the 20 executives
D. Create two machine groups

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/machine-groupswin defender-advanced-threat-protection

NEW QUESTION 129

- (Exam Topic 4)

You have multiple Microsoft 365 subscriptions.

You need to build an application that will retrieve the Microsoft Secure Score data of each subscription. What should you use?

A. the Microsoft Defender for Endpoint API
B. the Microsoft Graph Security API

C. the Microsoft Office 365 Management API
D. the Azure Monitor REST API

Answer: C

NEW QUESTION 134
- (Exam Topic 4)
Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
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stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have a Microsoft 365 E5 subscription that contains a user named Userl.

The Azure Active Directory (Azure AD) Identity Protection risky users report identifies Userl. For Userl, you select Confirm user compromised.
Userl can still sign in.

You need to prevent Userl from signing in. The solution must minimize the impact on users at a lower risk level.

Solution: You configure the sign-in risk policy to block access when the sign-in risk level is high. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-investigate

NEW QUESTION 138
- (Exam Topic 4)

You have a Microsoft 365 subscription. From the Security & Compliance admin center, you create the retention policies shown in the following table.
Name Location

Policyl OneDrive accounts

Poleiy2 Exchange email, SharePoint sites,
OneDrive accounts, Office 365 groups

Policyl if configured as showing in the following exhibit.

Decide if you want to retain content, delete it. ot both

Do vou want to retain content?

@ Yes, [ wantto retainit (/]

For this long... ¥ 1 vears V

() No. just delete content that's older than (')

1] years v

Delete the content based on [when it was created

Need more options?

() Use advanced retention settings (1)

Back Next Cancel

Policy2 is configured as shown in the following exhibit.
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Decide if you want to retain contet. delete it. ot both

Do vou want to retain content?

@ Yes. [ want to retainit (1)

For this long... v 3 vears V

Retain the content based onfwhen it was created V

Do vou want us to delete it after this ttme?
O Yes . No

() No, just delete content that's older than (!}

1 |I years V

Need more options?

(L) Use advanced retention settings (1)

Back Cancel

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Answer Area Yes No

If a user creates a file in Microsoft OneDrive on January 1, 2018, users can access the file on O O
January 15, 2019

If a user deletes a Microsoft OneDrive file created on January 1,2018, an admimistrator can O O
recover the file on April 15, 2019

If a user deletes a Microsoft OneDrive fille created on Jamuary 1, 2018, an administrator can O O
recover the file on Apnl 15, 2022

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/office365/securitycompliance/retention-policies?redirectSourcePath=%252fen

NEW QUESTION 139

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You have a team named Team1 in Microsoft Teams. You plan to place all the content in Team1 on hold.

You need to identify which mailbox and which Microsoft SharePoint site collection are associated to Team1. Which cmdlet should you use?

A. Get-UnifiedGroup

B. Get-MailUser

C. Get-TeanMessagingSettings
D. Get-TeamChannel

Answer: A

NEW QUESTION 140

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You receive a General Data Protection Regulation (GDPR) request for the custom dictionary of a user. From the Compliance admin center you need to create a
content search.

How should you configure the content searchl1?
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A. Condition: Type Operato

B. Equals any of Value: Office Roaming Service

C. Condition: Title Operator: Equals any of Value: Normal.dot
D. Condition: Type Operator: Equals any of Value: Documents
E. Condition: File type Operator: Equals any of Value: dic

Answer: D

NEW QUESTION 145
- (Exam Topic 4)
You have a Microsoft 365 subscription.

You have a site collection named SiteCollectionl that contains a site named Site2. Site2 contains a document library named Customers.
Customers contains a document named Litware.docx. You need to remove Litware.docx permanently.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

From PowerShell, mn Femove-—
SPOUserProfile

Delete Litware docx from the REecvcle
Bin of Site2.

From PowerShell, mmn Set—
SP0Site.

Delete Litware docx from the Recycle
Bin of SiteCollection] .

From Powershell, mn FEemove—
SPOUserInfo

Delete Litware docx from
Customers.

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Actions Answer Area
From PowerShell, min Remove- | Deete Litware docx foom |
SPOUserProfile Customers. I
Delete Litware docx from the Recvcle Delete Litware docx from the Recvele
Bin of Sitel. Bin of Site2.
e
From PowerShell, run Set- Delete Litware.docx from the Recycle I
sPosite. Bin of SiteCollection]. '
———————————— = |

Delete Litware docx from the Recycle
Bin of SiteCollection].

From Powershell. nin Remove-—
SPOUserInfo

Delete Litware docx from
Customers.

NEW QUESTION 149

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You have 500 computers that run Windows 10.

You plan to monitor the computers by using Windows Defender Advanced Threat Protection (Windows Defender ATP) after the computers are enrolled in
Microsoft Intune.

You need to ensure that the computers connect to Windows Defender ATP. How should you prepare Intune for Windows Defender ATP?

A. Configure an enrollment restriction

B. Create a device configuration profile

C. Create a conditional access policy

D. Create a Windows Autopilot deployment profile
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Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/intune/advanced-threat-protection

NEW QUESTION 152

- (Exam Topic 4)

Please wait while the virtual machine loads. Once loaded, you may proceed to the lab section. This may take a few minutes, and the wait time will not be deducted
from your overall test time.

When the Next button is available, click it to access the lab section. In this section, you will perform a set of tasks in a live environment. While most functionality will
be available to you as it would be in a live environment, some functionality (e.g., copy and paste, ability to navigate to external websites) will not be possible by
design.

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn’t matter how you accomplish the task, if you successfully
perform it, you will earn credit for that task.

Labs are not timed separately, and this exam may more than one lab that you must complete. You can use as much time as you would like to complete each lab.
But, you should manage your time appropriately to ensure that you are able to complete the lab(s) and all other sections of the exam in the time provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to the lab.

Username and password

ExamUser

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below. Microsoft 365 Username:
admin@LODSe244001@onmicrosoft.com Microsoft 365 Password: &=Q8v@2qGzYz

If the Microsoft 365 portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.

The following information is for technical support only: Lab instance: 11032396

You need to ensure that group owners renew their Office 365 groups every 180 days. To complete this task, sign in to the Microsoft Office 365 admin center.

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Set group expiration

* 1. Open the Azure AD admin center with an account that is a global administrator in your Azure AD organization.
* 2. Select Groups, then select Expiration to open the expiration settings.
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E:C’E Groups - Expiration

Group lifetime (in days) *
Settings l

Activity

Troubleshooting + Support

* 3. On the Expiration page, you can:

> Set the group lifetime in days. You could select one of the preset values, or a custom value (should be 31 days or more).
> Specify an email address where the renewal and expiration notifications should be sent when a group has no owner.

> Select which Office 365 groups expire. You can set expiration for:

> All Office 365 groups

> A list of Selected Office 365 groups

> None to restrict expiration for all groups
Save your settings when you're done by selecting Save. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-lifecycle

NEW QUESTION 155

- (Exam Topic 4)

You have a Microsoft 165 ES subscription that contains users named User 1 and User2? You have the audit log retention requirements shown in the following
table.

User | Action Retention period
KiErgrmee g 5 Wi ¥ 1 Ul v ey

Perform all st | * 1O Lmiam

- amAYE 5§ LE f - W - ] 18 = ol i

-~ lF"'r' all “lacr = Fuchang® Online » ol e R 0 yman

You need to create audit retention policies to meet the requirements. The solution must minimize cost and the number of policies.
What is the minimum number of audit retention policies that you should create?

00 w»
A WNPE

Answer: C

NEW QUESTION 156

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription and 5,000 users.

You create several alert policies that are triggered every time activities match rules.

You need to create an alert policy that is triggered when the volume of matched activities becomes unusual. What should you do first?

A. Enable Microsoft Office 365 auditing.

B. Enable Microsoft Office 365 analytics.

C. Enable Microsoft Office 365 Cloud App Security.

D. Deploy a Microsoft Office 365 add-in to all the users.

Answer: B
NEW QUESTION 157
- (Exam Topic 4)

You have a Microsoft 365 subscription that contains 100 users.
Microsoft Secure Score for the subscription is shown in the following exhibit.
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Use the drop-down menus to select the answer choice that completes each statement based on the the information presented in the graphic.
NOTE: Each correct selection is worth one point.
Answer Aréa

il (e

FALR - ¥ BT P & v
ol o ot & W - e € = ¥

eade oy [amswer Chokle]

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Afswer Area
> i‘ I'IH - ¢ Dhvrpstne - -
vy | rvewier Chosge)
cresie Dy |amwer choloe]

NEW QUESTION 158

- (Exam Topic 4)

You have a Microsoft 365 subscription.

All users are assigned a Microsoft 365 E5 license. How long will auditing data be retained?

A. 30 days
B. 90 days
C. 365 days
D. 5 years

Answer: B

Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/search-the-audit-log-in-security-and-compliance

NEW QUESTION 163

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You need to implement a policy to enforce the following requirements:

« If a user uses a Windows 10 device that is NOT hybrid Azure Active Directory (Azure AD) joined, the user must be allowed to connect to Microsoft SharePoint
Online only from a web browser. | he user must be prevented from downloading files or syncing files from SharePoint Online.

« If a user uses a Windows 10 device that is hybrid Azure AD joined, the user must be able connect to SharePoint Online from any client application, download
files, and sync files.

What should you create?

A. a conditional access policy in Azure AD that has Client apps conditions configured

B. a compliance policy in Microsoft Endpoint Manager that has the Device Health settings configured

C. a compliance policy in Microsoft Endpoint Manager that has the Device Properties settings configured
D. a conditional access policy in Azure AD that has Session controls configured

Answer: A

NEW QUESTION 166

- (Exam Topic 4)

Please wait while the virtual machine loads. Once loaded, you may proceed to the lab section. This may take a few minutes, and the wait time will not be deducted
from your overall test time.

When the Next button is available, click it to access the lab section. In this section, you will perform a set of tasks in a live environment. While most functionality will
be available to you as it would be in a live environment, some functionality (e.g., copy and paste, ability to navigate to external websites) will not be possible by
design.

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn’t matter how you accomplish the task, if you successfully
perform it, you will earn credit for that task.

Labs are not timed separately, and this exam may more than one lab that you must complete. You can use as much time as you would like to complete each lab.
But, you should manage your time appropriately to ensure that you are able to complete the lab(s) and all other sections of the exam in the time provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to the lab.

Username and password
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“— e i https/floginmicrosoftonline.comy/commeon/cauth b+ B

= Microsoft
Sign in

Email, phone, or Skype

Mo account? Create one!
Cant't access your account?

Sign-in options

L 3

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below. Microsoft 365 Username:
admin@LODSe00019@onmicrosoft.com Microsoft 365 Password: #HSP.ug?$p6un

If the Microsoft 365 portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.
The following information is for technical support only: Lab instance: 11122308

2. Microsoft e
I’y

Get your work done
with Office 365

e 8 & & @
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Go to DneDrive

SharePoint
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H Contoso Landings
Contoso Web 3
E Executive Corner

Go to SharePoint
¥k
() Microcoh Cifice Home Nl Fies - Crelivee x + B = «
e @& [ Mlods2000198-my.sharepoint.com,/ personal fad T -B

+ Mew ™ "?‘ Upload ™ G Sync CR Flow Vv 5 sonv = v (D

Files
Name Modified Maodified By File Size
Contoso Q2 Disivision Sales:pbix lanuary 14 MOD Administrator 305 KB
Employee Engagement Plan.docx January 14 MOD Administrator 731 KB
Finance.pbix January 14 MOD Administrator 3.1B MB
HR.phix lanuary 14 MOD Adrinistraton 1.42 MB
IT.pbix January 14 MOD Administrator 1.35 MB
Marketing. pbix lanuary 14 MOD Administrator 1.79 MB
NC4E0 Sales Team. phbix January 14 MOD Administrator 584 KB
Operations Analytics, pbix January 14 MOD Administrator S57T3KB
Operations. pbix January 14 MOD Administrator 6.66 MB
Proposed_agents_topics.docx January 14 MOD Administrator 591 KB
Sales.pbnc lanuary 14 MOD Administrator 1.53 MB
X1D50 Launch Team.phix Jlanuary 14 MOD Administrator 1.79 MB

You need to create an Azure Information Protection label to meet the following requirements:
> Content must expire after 21 days.

> Offline access must be allowed for 21 days only.

> Documents must be protected by using a cloud key.

> Authenticated users must be able to view content only.
To complete this task, sign in to the Microsoft 365 admin center.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
* 1. If you haven't already done so, open a new browser window and sign in to the Azure portal. Then navigate to the Azure Information Protection pane.
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For example, in the search box for resources, services, and docs: Start typing Information and select Azure Information Protection.

* 2. From the Classifications > Labels menu option: On the Azure Information Protection - Labels pane, select the label you want to change.

On the Label pane, locate Set permissions for documents and emails containing this label, and select Protect.

* 3. Select Protection.

* 4, On the Protection pane, select Azure (cloud key).

* 5, Select Set permissions to define new protection settings in this portal.

* 6. If you selected Set permissions for Azure (cloud key), this option lets you select users and usage rights.

To specify the users that you want to be able to open protected documents and emails, select Add permissions. Then on the Add permissions pane, select the first
set of users and groups who will have rights to use the content that will be protected by the selected label:

> Choose Select from the list where you can then add all users from your organization by selecting Add

<organization name> - All members. This setting excludes guest accounts. Or, you can select Add any authenticated users, or browse the directory.

When you choose all members or browse the directory, the users or groups must have an email address. In a production environment, users and groups nearly
always have an email address, but in a simple testing environment, you might need to add email addresses to user accounts or groups.

> Change the File Content Expiration setting to 21 days.

> Change the Allow offline access setting to 21 days.

When you have finished configuring the permissions and settings, click OK.

This grouping of settings creates a custom template for the Azure Rights Management service. These templates can be used with applications and services that
integrate with Azure Rights Management.

* 7. Click OK to close the Protection pane and see your choice of User defined or your chosen template display for the Protection option in the Label pane.

* 8. On the Label pane, click Save.

* 9. On the Azure Information Protection pane, use the PROTECTION column to confirm that your label now displays the protection setting that you want:

> A check mark if you have configured protection.
> An x mark to denote cancellation if you have configured a label to remove protection.

> A blank field when protection is not set.

When you clicked Save, your changes are automatically available to users and services. There's no longer a separate publish option.
Reference:

https://docs.microsoft.com/en-us/azure/information-protection/configure-policy-protection

NEW QUESTION 167

- (Exam Topic 4)

You have a Microsoft 365 subscription that has Enable Security defaults set to No in Azure Active Directory (Azure AD).

You have a custom compliance manager template named Regulationl. You have the assessments shown in the following table.

Name Score Status Group Product | Regulation
Assessment1 | 1200 Incomplete | Group1 | Microsoft | Regulation1
365
Assessment2 | 900 Incomplete | Group2 | Microsoft | Regulation2
365
Assessmentl has the improvement actions shown in the following table.
Improvement action Teststatus | Impact | Points | Action |
achieved | type
Enable multi-factor authentication for admins Failed high risk | +27 points |0/27 | Technical |
Enable multi-factor authentication for non-admins | Failed high risk | +27 points | 0/27 Technical |
Assessment2 has the improvement actions shown in the following table. |
Improvement action Test status Impact Points | Action type
achieved
Establish a threat intelligence program | None +9 points 0/9 Operational
Configure a privileged access policy Failed high risk | +15 points | 0/15 Technical

You perform the following actions:
> Enable multi-factor authentication (MFA) for all users.

> Configure a privileged access policy.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

Establish a threat intelligence program will appear as O O
Implemented in Assessment1.

The Assessment1 score will increase by only 54 points. © O

The Assessment2 score will increase by only 78 points. © O
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application Description automatically generated
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-setup?view=0365-worldwide https://docs.microsoft.com/en-
us/microsoft-365/compliance/compliance-manager-improvement-actions?view=0

NEW QUESTION 168

- (Exam Topic 4)

HOTSPOT

You have a Microsoft 365 E5 subscription that contains a security group named Groupl and the users shown in the following table.

- Name Role
| User1 | Compliance admin |
! UserZ | None _ _ |
| User3 | None |

You assign the Compliance Ma.nager- roles to tl;e users as shown in the following table.
| User Role

User2 Compliance Manager Contributor
User3 Compliance Manager Administrator

You add two assessments to Compliance Manager as shown in the following exhibit.
Compliance Manager ; Compliance Manager settings

Assessments halp you implement data protection controls specified by compliance, security, privacy, and data standards, regulations, and laws. Assessmants inClude actions that have been taken by
Micresoft to protect your data, and they're completed when you take action to implement the controls included in the assessment. Learn how 1o ] : k

A Add assessments Iems D Search W Filter = Group
Applied filters:
Assessmient Status Assessment progress Your improvement act..  Microsoft actions Group Product Reguiation
Groupd (2)
Assessment Imcomplete B 0 of 227 completed 355 of 355 compleled Groupl Microsoft 365 CSA COM
Assessment2 Imcomplete B 1 of 177 compéeted 195 of 195 completed Groupl Intune HIPASHITECH
Default Group (1)

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
User1 can edit the title of Assessment1. QO O
To Group1, User2 can add an assessment that uses the HIPA/HITECH (Intune) template. O O

To Group1, User3 can add an assessment that uses the HIPA/HITECH (Office 365) template. O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Text Description automatically generated
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-assessments?view=0365-worl

NEW QUESTION 170

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains 100 users and a Microsoft 365 group named Groupl. All users have Windows 10 devices and use Microsoft
SharePoint Online and Exchange Online.

A sensitivity label named Labell is published as the default label for Groupl. You add two sublabels named Sublabell and Sublabel2 to Labell.

You need to ensure that the settings in Sublabell are applied by default to Groupl. What should you do?

A. Change the order of Sublabell.
B. Modify the policy of Label 1.
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C. Duplicate all the settings from Sublabell to Label 1.
D. Delete the policy of Label! and publish Sublabell.

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365-worldwide

NEW QUESTION 173

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft Teams and contains a user named Userl. You configure information barriers.
You need to identify which information barrier policies apply to Userl. Which cmdlet should you use?

A. Get-InformationBarrierRecipientStatus

B. Get-InformationBarrierPoliciesApplicationStatus
C. Get-InformationBarrierPolicy

D. Get-OrganizationSegment

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/office365/troubleshoot/information-barriers/information-barriers-troubleshooti

NEW QUESTION 176

- (Exam Topic 4)

You have a Microsoft 365 subscription.

Your company uses Jamf Pro to manage macOS devices.

You plan to create device compliance policies for the macOS devices based on the Jamf Pro data. You need to connect Microsoft Endpoint Manager to Jamf Pro.
What should you do first?

A. From the Azure Active Directory admin center, add a Mobility (MDM and MAM) application.
B. From the Endpoint Management admin center, add the Mobile Threat Defense connector.
C. From the Endpoint Management admin center, configure Partner device management.

D. From the Azure Active Directory admin center, register an application.

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/conditional-access-integrate-jamf

NEW QUESTION 179

- (Exam Topic 4)

You have a Microsoft 365 subscription.

A security manager receives an email message every time a data loss prevention (DLP) policy match occurs. You need to limit alert notifications to actionable DLP
events.

What should you do?

A. From the Security & Compliance admin center, modify the Policy Tips of a DLP policy.

B. From the Cloud App Security admin center, apply a filter to the alerts.

C. From the Security & Compliance admin center, modify the User overrides settings of a DLP policy.

D. From the Security & Compliance admin center, modify the matched activities threshold of an alert policy.

Answer: D

Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/alert-policies

NEW QUESTION 182

- (Exam Topic 4)

You have an Azure Sentinel workspace that has an Azure Active Directory (Azure AD) connector and an Office 365 connector.

From the workspace, you plan to create a scheduled query rule that will use a custom query. The rule will be used to generate alerts when inbound access to
Office 365 from specific user accounts is detected.

You need to ensure that when multiple alerts are generated by the rule, the alerts are consolidated as a single incident per user account.

What should you do?

A. From Set rule logic, map the entities.

B. From Analytic rule details, configure Severity.
C. From Set rule logic, set Suppression to Off.
D. From Analytic rule details, configure Tactics.

Answer: A

Explanation:
Reference:
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https://docs.microsoft.com/en-us/azure/sentinel/map-data-fields-to-entities

NEW QUESTION 187

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains 1,000 user mailboxes.

An administrator named Adminl must be able to search for the name of a competing company in the mailbox of a user named User5.
You need to ensure that Adminl can search the mailbox of User5 successfully. The solution must prevent Adminl from sending User5.
Solution: You modify the privacy profile, and then create a Data Subject Request (DSR) case. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 188

- (Exam Topic 4)

You have a Microsoft 365 subscription that includes a user named Userl.

You have a conditional access policy that applies to Microsoft Exchange Online. The conditional access policy is configured to use Conditional Access App
Control.

You need to create a Microsoft Cloud App Security policy that blocks Userl from printing from Exchange Online.

Which type of Cloud App Security policy should you create?

A. an app permission policy

B. an activity policy

C. a Cloud Discovery anomaly detection policy
D. a session policy

Answer: D

NEW QUESTION 192

- (Exam Topic 4)

Note: This question is part of series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated
goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant. You create a label named CompanyConfidential in Microsoft Azure Information Protection.

You add CompanyConfidential to a global policy.

A user protects an email message by using CompanyConfidential and sends the label to several external recipients. The external recipients report that they cannot
open the email message.

You need to ensure that the external recipients can open protected email messages sent to them. Solution: You modify the content expiration settings of the label.
Does this meet the goal?

A. Yes
B. No

Answer: B
NEW QUESTION 197

- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.

Name Role
Admini Groups administrator
Admin2 User administrator

You add internal as a blocked word in the group naming policy for contoso.com. You add Contoso- as prefix in the group naming policy for contoso.com.
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No
Admin1 can create an Office 365 group named Distribution O O
Admin2 can create an Office 365 group named Contoso-Financelnternal. O O
Admin2 can create a secunty group named Contoso-internal O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
User Admin and Global Admin are exempt from group password policies. Reference:
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https://docs.microsoft.com/en-us/microsoft-365/solutions/groups-naming-policy ?view=0365-worldwide

NEW QUESTION 199
- (Exam Topic 4)
A user stores the following files in Microsoft OneDrive:

> File.docx
> ImportantFile.docx

> File_Important.docx
You create a Microsoft Cloud App Security file policy Policyl that has the filter shown in the following exhibit.

Create a filter for the files this policy will act on

FILES MATCHING ALL OF THE FOLLOWING 4 Edit and preview results
X File name W contains words W File LY
&
Apply to:
all files v
Apply to.
-

all file oweners
To which files does Policyl apply?

A. File_Important.docx only

B. File.docx, ImportantFile.docx, and File_Important.docx
C. File.docx only

D. ImportantFile.docx only

E. File.docx and File_Important.docx only

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/cloud-app-security/file-filters

NEW QUESTION 203
- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that has Microsoft Defender for Office 365 enabled. You need to review the zero-hour auto purge (ZAP) configuration for

the subscription.

Which two threat policies should you review? Each correct answer presents part of the solution NOTE: Each correct selection is worth one point,

A. Safe links Built-in protection (Microsoft)

B. Office365 AntiPhish Default (Default)

C. Anti-spam outbound policy (Default)

D. Anti-malware (Default) Default

E. Anti-spam inbound policy

F. Safe attachments Built-in protection (Microsoft)

Answer: CD

NEW QUESTION 208

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You create a retention label named Labell as shown in the following exhibit.
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Review your settings

MName Eddit
Labell

Descriptions for admins E it

I Rieviow your settings Y
@ e & Description for users Fdit

Retention Edit

You publish Labell to SharePoint sites.
Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

If you create a file in a Microsoft SharePaint ' '

library on January 1, 2019, you can [answer choice]. | ' |
|

never delete the file. |

| delete the file before January 1, 2021. _

delete the file after January 1, 2021 i

[T e

If you create a file in a Microsoft SharePoint ! v'
library on March 15, 2019, the file will [answer choice]. | ,

 always remain ini the library. |
| remain in the library until you delete the file.
be deleted automatically on March 15, 2021

I |

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/labels

NEW QUESTION 213
- (Exam Topic 4)
You have a Microsoft Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.

Name | Member of Multi-factor authentication
(MFA) status |
I
Userl | Group1, Group2 Disabled !
User2 Groupl Disabled

You create and enforce an Azure AD Identity Protection sign-in risk policy that has the following settings: =» Assignments: Include Groupl, Exclude Group2

> Conditions: Sign in risk of Low and above
> Access: Allow access, Require password multi-factor authentication
You need to identify how the policy affects Userl and User2.

What occurs when each user signs in from an anonymous IP address? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\-/ Exam Recommend!! Get the Full MS-500 dumps in VCE and PDF From SurePassExam
LI Sure PaSS https://lwww.surepassexam.com/MS-500-exam-dumps.html (321 New Questions)

User1 v

Blocked
Can sign in without MFA
Prompted for MFA

User2: ;v

Blocked
Can sign in without MFA
Prompted for MFA

A. Mastered
B. Not Mastered

Answer: A
Explanation:
User1: v
| Blocked
I Can sign in without MFA
Prompted for MFA

User2: v]

Blocked |
Can sign in without MFA
Prompted for MFA

NEW QUESTION 214

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You create and run a content search from the Security & Compliance admin center. You need to download the results of the content search.
What should you obtain first?

A. an export key
B. a password
C. a certificate
D. a pin

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/export-search-results

NEW QUESTION 219

- (Exam Topic 4)

Please wait while the virtual machine loads. Once loaded, you may proceed to the lab section. This may take a few minutes, and the wait time will not be deducted
from your overall test time.

When the Next button is available, click it to access the lab section. In this section, you will perform a set of tasks in a live environment. While most functionality will
be available to you as it would be in a live environment, some functionality (e.g., copy and paste, ability to navigate to external websites) will not be possible by
design.

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn’t matter how you accomplish the task, if you successfully
perform it, you will earn credit for that task.

Labs are not timed separately, and this exam may more than one lab that you must complete. You can use as much time as you would like to complete each lab.
But, you should manage your time appropriately to ensure that you are able to complete the lab(s) and all other sections of the exam in the time provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to the lab.

Username and password
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ExamUser

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below. Microsoft 365 Username:
admin@LODSe244001@onmicrosoft.com Microsoft 365 Password: &=Q8v@2qGzYz

If the Microsoft 365 portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.
The following information is for technical support only: Lab instance: 11032396

You need to ensure that when users tag documents as classified, a classified watermark is applied to the documents.

To complete this task, sign in to the Microsoft Office 365 admin center.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

* 1. In the admin center, select the Compliance admin center.

* 2. Select Classification > Sensitivity labels.

* 3. Select Create a label, and when the warning appears, select Yes.

* 4, Enter a Label name, Tooltip, and Description. Select Next.

* 5. Turn on Encryption. Choose when you want to assign permissions, whether you want your users' access to the content to expire, and whether you want to
allow offline access.

* 6. Select Assign permissions > Add these email addresses or domains.

* 7. Enter an email address or domain name (such as Contoso.org). Select Add, and repeat for each email address or domain you want to add.

* 8. Select Choose permissions from preset or custom.

* 9. Use the drop-down list to select preset permissions, such as Reviewer or Viewer, or select Custom permissions. If you chose Custom, select the permissions
from the list. Select Save >Save > Next.

*10. Turn on Content marking, and choose the markings you want to use.

* 11. For each marking that you choose, select Customize text. Enter the text you want to appear on the document, and set the font and layout options. Select
Save, and then repeat for any additional markings. Select Next.

* 12. Optionally, turn on Endpoint data loss prevention. Select Next.

* 13. Optionally, turn on Auto labeling. Add a condition. For example, under Detect content that contains, select Add a condition. Enter the condition; for example,
add a condition that if passport, Social Security, or other sensitive information is detected, the label will be added. Select Next.

* 14. Review your settings, and select Create. Your label has been created. Repeat this process for any additional labels you want.

* 15. By default, labels appear in Office apps in this order: Confidential, Internal, and Public. To change the order, for each label, select More actions (the ellipsis),
and then move the label up or down. Typically, permissions are listed from the lowest to highest level of permissions.

* 16. To add a sub-label to a label, select More actions, then Add sub level.

* 17. When finished, choose Publish labels> Choose labels to publish > Add. Select the labels you want to publish, and then select Add > Done > Next.

* 18. By default, the new label policy is applied to everyone. If you want to limit who the policy is applied to, select Choose users or groups > Add. Select who you
want the policy to apply to, and then select Add > Done > Next.

* 19. If you want a default label for documents and email, select the label you want from the drop-down list. Review the remaining settings, adjust as needed, and
then select Next.

* 20. Enter a Name and Description for your policy. Select Next.

* 21. Review your settings, then select Publish. Reference:
https://support.office.com/en-us/article/create-and-manage-sensitivity-labels-2fb96b54-7dd2-4f0c-ac8d-170790d https://docs.microsoft.com/en-
us/microsoft-365/compliance/sensitivity-labels?view=0365-worldwide

NEW QUESTION 220

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains 50 devices- The devices are enrolled in Microsoft Endpomt Manager and have Microsoft Defender for
Endpoint enabled. You need to identify devices that have a pending offline scan. What should you do?
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A. From the Microsoft 365 Defender portal, review the Threat & Vulnerability Management dashboard.
B. From the Microsoft 365 Defender portal, review the Threat analytics dashboard

C. From the Microsoft Endpoint Manager admin center, review the Detected malware report

D. From the Microsoft Endpoint Manager admin center, review the Antivirus agent status report.

Answer: A

NEW QUESTION 221

- (Exam Topic 4)

Your network contains an on-premises Active Directory domain. The domain contains servers that run Windows Server and have advanced auditing enabled.
The security logs of the servers are collected by using a third-party SIEM solution.

You purchase a Microsoft 365 subscription and plan to deploy Azure Advanced Threat Protection (ATP) by using standalone sensors.

You need to ensure that you can detect when sensitive groups are modified and when malicious services are created.
What should you do?

A. Configure Azure ATP notifications

B. Configure Event Forwarding on the domain controllers

C. Configure auditing in the Office 365 Security & Compliance center

D. Modify the Domain synchronizer candidate settings on the Azure ATP sensors

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/configure-event-forwarding

NEW QUESTION 222

- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.
Name | Permanent role assignment
| User1 Global Administrator
User2 Security Administrator
User3 | Privileged Role Administrator
| Userd None

The User Administrator role is configured in Azure AD Privileged Identity Management (PIM) as shown in the following exhibit.
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User Administrator |5 - 4
e X

Activations
Maximum actration duration (hours) @

. = 1| 4

Notitications
Send emal notibaing admins of activation @

L nabie

Incident/Request ticket

Require incidant request heket number dunng actneat ar il

bulti-Factor Authentication

Heguire Azure Multi-Factor Authenbcation for activation @

Require approval

Raguire approval to activate this role®

o i no appravers are selected, Privileged Role Administrators will be approvers by
default.

SELECTED APFROVER ACTION

Mo results

Select approvers
Mo approver selected

You make User4 eligible for the User Administrator role.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
User1 receives an email notification when User4 activates the User @) @
Administrator role.
User2 receives an email notification when User4 activates the User 2 O
Administrator role.
User3 receives an email notification when User4 requests activation of O @

the User Administrator role.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Y,Y,Y
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-email-notifications

NEW QUESTION 223

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com and a Microsoft 365 subscription. All users in contoso.com use the Microsoft
SharePoint Newsfeed.
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You need to ensure that all the users use the Yammer.com service. What should you do?

A. From the Yammer admin center, modify the Usage Policy settings

B. From the SharePoint admin center, modify the Enterprise Social Collaboration settings
C. From the SharePoint admin center, modify the Connected Services settings

D. From the Yammer admin center, modify the Configuration settings

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/yammer/integrate-yammer-with-other-apps/yammer-and-newsfeed

NEW QUESTION 224

- (Exam Topic 4)

You haw a Microsoft 365 subscription.

You receive a General Data Protection Regulation (GOPR) request for the custom dictionary of a user From The Compliance admin center you need to create a
content search, should you configure the content search?

A. Condition: Type Operator Equals any of Value Documents

B. .Condition; Type Operator Equals any of Value Office Roaming Service
C. Condition: Title Operator Equals any of Value Norma

D. dot

E. Condition: We type Operator Equals any of Value dic

Answer: A

NEW QUESTION 226

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains a user named Used.

You need to assign Userl permissions to search Microsoft Office 365 audit logs. What should you use?

A. the Azure Active Directory admin center
B. the Microsoft 365 Compliance center

C. the Microsoft 365 Defender portal

D. the Exchange admin center

Answer: A

NEW QUESTION 229
- (Exam Topic 4)
You have a Microsoft 365 subscription that contains the users shown in the following table.

. fole I
Name Group ;

You enable self-service password reset for Groupl and configure security questions as the only authentication method for self-service password reset.
You need to identify which user must answer security questions to reset his password. Which user should you identify?

A. Userl
B. User2
C. User3
D. User4

Answer: B

NEW QUESTION 234

- (Exam Topic 4)

An administrator plans to deploy several Azure Advanced Threat Protection (ATP) sensors.
You need to provide the administrator with the Azure information required to deploy the sensors. What information should you provide?
A. an Azure Active Directory Authentication Library (ADAL) token

B. the public key

C. the access key

D. the URL of the Azure ATP admin center

Answer: D

Explanation:

https://docs.microsoft.com/en-us/azure-advanced-threat-protection/workspace-portal

NEW QUESTION 236
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- (Exam Topic 4)
You have a hybrid Microsoft 365 deployment that contains the Windows 10 devices shown in the following table.

I Trusted Platform Microsoft |
Name Module (TPM) Joined to Intune
. ! version | | enrolled |
[ ['”-'t‘_‘-.f'u el v2.0 1 H‘x_t_[i*.'r Direx tory Yes ) '

— T

. Azure Active Directory
DeviceZ v2.0 : i Yes
(Azure AD)

Azure Active Directory |
3 Yes !

Device3 v1.3 i
!. (Azure AD) .

You assign a Microsoft Endpoint Manager disk encryption policy that automatically and silently enables BitLocker Drive Encryption (BitLocker) on all the devices.
Which devices will have BitLocker enabled?

A. Device 1, Device2, and Device3
B. Device2 only

C. Devicel and Device2 only

D. Device2 and Device3 only

Answer: B

Explanation:

To silently enable BitLocker, the device must be Azure AD Joined or Hybrid Azure AD Joined and the device must contain TPM (Trusted Platform Module) 2.0.
Reference:

https://docs.microsoft.com/en-us/mem/intune/protect/encrypt-devices

NEW QUESTION 239

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some questions sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an on-premises Active Directory domain named contoso.com.

You install and run Azure AD Connect on a server named Serverl that runs Windows Server. You need to view Azure AD Connect events.

You use the System event log on Serverl. Does that meet the goal?

A. Yes
B. No

Answer: B

Explanation:
References:
https://support.pingidentity.com/s/article/PingOne-How-to-troubleshoot-an-AD-Connect-Instance

NEW QUESTION 241

- (Exam Topic 4)

Note: This question is part of series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated
goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant. You create a label named CompanyConfidential in Microsoft Azure Information Protection.

You add CompanyConfidential to a global policy.

A user protects an email message by using CompanyConfidential and sends the label to several external recipients. The external recipients report that they cannot
open the email message.

You need to ensure that the external recipients can open protected email messages sent to them. Solution: You modify the encryption settings of the label.

Does this meet the goal?

A.Yes
B. No

Answer: B

NEW QUESTION 243

- (Exam Topic 4)

You have a Microsoft 365 subscription linked to an Azure Active Directory (Azure AD) tenant that contains a user named Userl. You need to grant Userl
permission to search Microsoft 365 audit logs. The solution must use the principle of least privilege. Which rote should you assign to User1?

A. the View-Only Audit Logs role m the Security & Compliance admin
B. the Security reader role in the Azure Active Directory admin center
C. the View-Only Audit Logs role in the Exchange admin center

D. the Compliance Management role in the Exchange admin center

Answer: C
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/search-the-audit-log-in-security-and-compliance?vi

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\07 Exam Recommend!! Get the Full MS-500 dumps in VCE and PDF From SurePassExam
L' Sure PHSS https://lwww.surepassexam.com/MS-500-exam-dumps.html (321 New Questions)

NEW QUESTION 246

- (Exam Topic 4)

You create an Azure Sentinel workspace.

You configure Azure Sentinel to ingest data from Azure Active Directory (Azure AD).

In the Azure Active Directory admin center, you discover Azure AD ldentity Protection alerts. The Azure Sentinel workspace shows the status as shown in the
following exhibit.

tnpace

@ Azure Sentinel - Overview Y
'r_:"l."..' D:.l.'. 1y
e _— IMCIDENTS BY STATUS
o aries +14Musnsx 90 &0
| weie Mty e ' KW AL 1 CROSI D (T PORIT I CLORLD QTALSE POSITI
] o m o

In Azure Log Analytics, you can see Azure AD data in the Azure Sentinel workspace.
What should you configure in Azure Sentinel to ensure that incidents are created for detected threats?

A. data connectors
B. rules

C. workbooks

D. hunting queries

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/detect-threats-custom

NEW QUESTION 250

- (Exam Topic 4)

You plan to add a file named ConfidentialHR.docx to a Microsoft SharePoint library.

You need to ensure that a user named Megan Bowen is notified when another user accesses ConfidentialHR.xIsx.
To complete this task, sign in to the Microsoft 365 portal.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
You need to configure an alert policy.

> Go to the Security & Compliance Admin Center.

> Navigate to Alerts > Alert Policies.

> Click on + New alert policy to create a new policy.

> Give the policy a name and select a severity level. For example: Medium.
> In the Category section, select Information Governance and click Next.
> In the Select an activity section, select Any file or folder activity.

> Click Add a condition and select File name.

> Type in the filename ConfidentialHR.xIsx and click Next.

> In the email recipients section, add Megan Bowen and click Next.

> Click Finish to create the alert policy.

NEW QUESTION 252
- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that contains the devices shown in the following table.

Mame Platform Device encryption Enrolled in

Microsoft Intune

You Plan to use the encryption report in Microsoft Endpoint Manager to view devices that have encryption enabled.
Which devices will be included in the encryption report?

A. Devicel only

B. Devicel and Device2 Only

C. Devicel and Device4 Only

D. Devicel, Device2 and Device4 Only

E. Devicel, Device2, Device 3 and Device 4

Answer: C

NEW QUESTION 253
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- (Exam Topic 4)

You have a Microsoft 365 subscription.

You identify the following data loss prevention (DLP) requirements:

> Prevent any email messages that contain credit card numbers from being sent outside your organization
> Block the external sharing of Microsoft OneDrive content that contains EU passport numbers

> Send administrators email alerts if any rule matches occur.
What is the minimum number of DLP policies and rules you must create to meet the requirements? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Policies: : Y
2
3
Rules: 1 v
Z
3
4
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Policies: : Y
2
;"3.
Rules: 1 v
2
3
4

NEW QUESTION 254

- (Exam Topic 4)

You have an Azure subscription and a Microsoft 365 subscription. You need to perform the following actions:
> Deploy Azure Sentinel.

> Collect the Microsoft 365 activity log by using Azure Sentinel.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

Turn on Microsoft Graph
data connect

Add Azure Sentinel

Create a SQL pool in Azure

Synapse Analytics _ @

9®

Connect a data connector

Create an Azure Log
Analytics workspace

Create an Azure Data Lake
Analytics account.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, chat or text message Description automatically generated
Reference:

https://docs.microsoft.com/en-us/azure/sentinel/quickstart-onboard
https://docs.microsoft.com/en-us/azure/sentinel/connect-office-365

NEW QUESTION 256

- (Exam Topic 4)

Please wait while the virtual machine loads. Once loaded, you may proceed to the lab section. This may take a few minutes, and the wait time will not be deducted
from your overall test time.

When the Next button is available, click it to access the lab section. In this section, you will perform a set of tasks in a live environment. While most functionality will
be available to you as it would be in a live environment, some functionality (e.g., copy and paste, ability to navigate to external websites) will not be possible by
design.

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn’t matter how you accomplish the task, if you successfully
perform it, you will earn credit for that task.

Labs are not timed separately, and this exam may more than one lab that you must complete. You can use as much time as you would like to complete each lab.
But, you should manage your time appropriately to ensure that you are able to complete the lab(s) and all other sections of the exam in the time provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to the lab.

Username and password

H oy Fp— e +

< C & htips/loginmicresoftonime.com/common/oauths

Ir
@

= Microsoft
Sign in

Email, phone, or Skype

Mo account? Create one!
Cant't access your account?

Sign-in options

< ¥

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below. Microsoft 365 Username:
admin@LODSe00019@onmicrosoft.com Microsoft 365 Password: #HSP.ug?$p6un

If the Microsoft 365 portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.
The following information is for technical support only: Lab instance: 11122308
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lj berosoft Dfhce Home x il Fileg - Craliree X -+

+ New $ Upload C'i Sync CR Flow Vv 17 sonv = v (D

Files
Name Maodified Modified By File Size
Contoso 02 Disivision Sales:pbix lanuary 14 MOD Admianistrator 305 KB
Employee Engagement Plan.docx January 14 MOD Administrator 731 KB
Finance.phix January 14 MOD Administrator 3.18 MB
HR.phix lanuary 14 MOD Adrministrator 1.42 MB
IT.phix January 14 MOD Administrator 1.35 MB
Marketing. pbix lanuary 14 MOD Administratorn 1.79 MB
NCA60 Sales Team. pbix january 14 MOD Administrator 584 KB
Operations Analytics, pbix January 14 MOD Administrator 573 KB
Operations.pbix January 14 MOD Administrator 6.66 MB
Proposed agents topics.doc lanuary 14 MOD Administrator 591 KB
Sales.pbinc January 14 MOD Administrator 1.53 MB
X1D5D Launch Team.pbix Jlanuary 14 MOD Administrator 1.79 MB

You need to ensure that a user named Allan Deyoung can perform searches and place holds on mailboxes, SharePoint Online sites, and OneDrive for Business
locations. The solution must use the principle of least privilege.
To complete this task, sign in to the Microsoft 365 admin center.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
> After signing in to the Microsoft 365 admin center, navigate to the Security & Compliance Center.
> In the left pane of the security and compliance center, select Permissions, and then select the checkbox next to eDiscovery Manager.

> On the eDiscovery Manager flyout page, do one of the following based on the eDiscovery permissions that you want to assign.

To make a user an eDiscovery Manager: Next to eDiscovery Manager, select Edit. In the Choose eDiscovery Manager section, select the Choose eDiscovery
Manager hyperlink, and then select + Add. Select the user (or users) you want to add as an eDiscovery manager, and then select Add. When you're finished
adding users, select Done. Then, on the Editing Choose eDiscovery Manager flyout page, select Save to save the changes to the eDiscovery Manager
membership.

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/assign-ediscovery-permissions?view=0365-worldwi

NEW QUESTION 259

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You create a supervision policy named Policyl, and you designate a user named User1 as the reviewer. What should Userl use to view supervised
communications?

A. a team in Microsoft Teams

B. the Security & Compliance admin center

C. Outlook on the web

D. the Exchange admin center D18912E1457D5D1DDCBD40AB3BF70D5D

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/supervision-policies ?view=0365-worldwide

NEW QUESTION 264
- (Exam Topic 4)
You haw a Microsoft 365 subscription that contains the users shown in the following table.

Name Azure Active Directory (Azure Security group
AD) role
| ! o i I
i " . ] '] La '}
| S AJUNE I OITaEtion Friotacton of DU o DL 3
ard Sud BpphCabon IMmmniSTrat Sroup 3 Group4
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You need to ensure that Userl, User2 , and User3 can use self-service password reset (SSPR). The solution must not affect User 4.
Solution: You enable SSPR for Groupl. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

By default, self-service password reset is enabled for Directory writers and Security administrator but not for Azure Information Protection administrators and Cloud
application administrators. Thus, we must enable SSPR for User3 by applying it to Group2.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-sspr-policy#administrator-reset-p

NEW QUESTION 265

- (Exam Topic 4)

Please wait while the virtual machine loads. Once loaded, you may proceed to the lab section. This may take a few minutes, and the wait time will not be deducted
from your overall test time.

When the Next button is available, click it to access the lab section. In this section, you will perform a set of tasks in a live environment. While most functionality will
be available to you as it would be in a live environment, some functionality (e.g., copy and paste, ability to navigate to external websites) will not be possible by
design.

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn’t matter how you accomplish the task, if you successfully
perform it, you will earn credit for that task.

Labs are not timed separately, and this exam may more than one lab that you must complete. You can use as much time as you would like to complete each lab.
But, you should manage your time appropriately to ensure that you are able to complete the lab(s) and all other sections of the exam in the time provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to the lab.

Username and password

ExamUser

Sy w1

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below. Microsoft 365 Username:
admin@LODSe244001@onmicrosoft.com Microsoft 365 Password: &=Q8v@2qGzYz

If the Microsoft 365 portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.

The following information is for technical support only:

Lab instance: 11032396

You need to ensure that a user named Lee Gu can manage all the settings for Exchange Online. The solution must use the principle of least privilege.
To complete this task, sign in to the Microsoft Office 365 admin center.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

> In the Exchange Administration Center (EAC), navigate to Permissions > Admin Roles.

> Select the group: Organization Management and then click on Edit.

> In the Members section, click on Add.

> Select the users, USGs, or other role groups you want to add to the role group, click on Add, and then click on OK.
> Click on Save to save the changes to the role group. Reference:
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https://help.bittitan.com/hc/en-us/articles/115008104507-How-do-I-assign-the-elevated-admin-role-Organizatio https://docs.microsoft.com/en-
us/exchange/permissions-exo/permissions-exo

NEW QUESTION 269
- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

~ Name Department | Microsoft 365 role
Admin 1T Groups admin |
Admin2 | IT | User admin |
| Admin3 Research ' User admin

(Admin4 | Finance Groups admin

For contoso.com, you create a group naming policy that has the following configuration.
<Department> - <Group name>
You plan to create the groups shown in the following table.

Name Type
IT-Group1  Microsoft 365
Finance-Group2 | Security

Which users can be used to create each group? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

IT-Group1: -
Admin1 only

Admin1 and Admin2 only

Admin1 and Admin4 only

Admin1, Admin2, and Admin3 only
Admin1, Admin2, Admin3, and Admin4

Finance-Group2: pd
Admind only

Admin1 and Admin4 only

Admin2, Admin3, and Admin4 only
Admin1, AdminZ, Admin3, and Admind

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:

https://office365itpros.com/2020/01/22/using-groups-admin-role/ https://docs.microsoft.com/en-us/azure/active-directory/roles/permissions-reference

NEW QUESTION 271

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a user named Userl.

The Azure Active Directory (Azure AD) Identity Protection risky users report identities Userl. For Userl, you select Confirm user compromised.
Userl can still sign in.

You need to prevent Userl from signing in. The solution must minimize the impact on users at a lower risk level.
Solution: You configure the user risk policy to block access when the user risk level is high. Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-investigate

NEW QUESTION 275
- (Exam Topic 4)
You have a Microsoft 365 subscription that contains a user named User.
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Mame Platform Group

You enroll devices in Microsoft Intune as shown in the following table. Each device has two line of business apps named Appl and App2 installed.

Name | Platform Deployed to  Protected apps

You create application control policies targeted to all the app types in Microsoft Endpoint Manager as shown in the following table.

Name | Platform Deployed to ~ Protected apps

For each of the following statements, Select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
AnTwer Arca

Statements Yed MNa

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Box 1: Yes

Devicel is an Android device in Group3 (and Groupl). Policyl applies to Android devices in Group3. Therefore, Policyl does apply to Devicel.

Box 2: Yes

Policy3 protects Appl for Android devices in Groupl. Devicel is in Groupl (and Group3). Therefore, Appl is protected on Devicel.

Box 3: No

Device2 is an iOS device in Groupl and Group2. Policy2 applies to iOS devices in Group2. However, Policy2 only protects App2. It does not protect Appl.
Policy3 applies to Groupl and protects Appl. However, Policy3 only applies to Android devices in Groupl. It does not apply to iOS devices. Therefore, Policy3
does not apply to Device2 so Appl is not protected on Device2.

NEW QUESTION 280

- (Exam Topic 4)

You have a Microsoft 365 subscription.

Some users access Microsoft SharePoint Online from unmanaged devices. You need to prevent the users from downloading, printing, and syncing files. What
should you do?

A. Run the Set-SPOTenant cmdlet and specify the -ConditionalAccessPolicy parameter.

B. From the Security & Compliance admin center, create a data loss prevention (DLP) policy.

C. From the Microsoft Azure portal, create an Azure Active Directory (Azure AD) Identity Protectionsign-in risk policy
D. From the Microsoft Azure portal, create an Azure Active Directory (Azure AD) conditional access policy

Answer: A
Explanation:

References:
https://docs.microsoft.com/en-us/powershell/module/sharepoint-online/set-spotenant?view=sharepoint-ps https://docs.microsoft.com/en-us/sharepoint/control-
access-from-unmanaged-devices

NEW QUESTION 283

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription and a hybrid Microsoft Exchange Server organization.

Each member of a group named Executive has an on-premises mailbox. Only the Executive group members have multi-factor authentication (MFA) enabled. Each
member of a group named Research has a mailbox in Exchange Online.

You need to use Microsoft Office 365 Attack simulator to model a spear-phishing attack that targets the Research group members.

The email address that you intend to spoof belongs to the Executive group members. What should you do first?

A. From Azure ATP admin center, configure the primary workspace settings

B. From the Microsoft Azure portal, configure the user risk settings in Azure AD Identity Protection
C. Enable MFA for the Research group members

D. Migrate the Executive group members to Exchange Online

Answer: C
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Explanation:

Reference:
https://docs.microsoft.com/en-us/office365/securitycompliance/attack-simulator

NEW QUESTION 284

- (Exam Topic 4)

You have a Microsoft 365 tenant that uses Azure Information Protection to encrypt sensitive content.

You plan to implement Microsoft Cloud App Security to inspect protected files that are uploaded to Microsoft OneDrive for Business.

You need to ensure that at Azure Information Protection-protected files can be scanned by using Cloud App Security

Which two actions should you perform7 Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. From the Cloud App Security admin center, enable file monitoring of software as a service (SaaS) apps.

B. From the Cloud App Security admin center, create an OAuth app policy for apps that have the Have full access to user files permission

C. From the Microsoft 365 compliance admin center create a data loss prevention (EXP) policy that contains an exception for content that contains a sensitive
information type.

D. From the Azure Active Directory admin center, grant Cloud App Security permission to read all the protected content of the tenant

Answer: BD
NEW QUESTION 286

- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.

Name Type Member of
User1 Member Group
User2 Member Group?2
User3 Guest Group1

You assign an enterprise application named Appl to Groupl and User2.
You configure an Azure AD access review of Appl. The review has the following settings:

> Review name: Reviewl

> Start date: 01-15-2020

> Frequency: One time

> End date: 02—-14-2020

> Users to review: Assigned to an application
> Scope: Everyone

> Applications: Appl

> Reviewers: Members (self)

> Auto apply results to resource: Enable

> Should reviewer not respond: Take recommendations
On February 15, 2020, you review the access review report and see the entries shown in the following table:

Name User requires access to App1 Last sign in
User1 Yes February 14, 2020
User2 No response February 1, 2020
User3 No response January 3, 2020

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
On February 20, 2020, User1 can access App1. O O
On February 20, 2020, User2 can access Appl. O ®)

On February 20, 2020, User3 can access App1. O O

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Graphical user interface, text Description automatically generated

NEW QUESTION 291
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