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NEW QUESTION 1
Which three of the following are components of a security rule? (Choose three.)

A. Security String

B. Methods

C. Action

D. User or host profile
E. Trigger

Answer: CDE

Explanation:
Reference: https://docs.fortinet.com/document/fortinac/8.8.0/administration-guide/167668/add-or-modify-a-rule

NEW QUESTION 2
When configuring isolation networks in the configuration wizard, why does a Layer 3 network type allow for more than one DHCP scope for each isolation network

type?

A. There can be more than one isolation network of each type.

B. Any scopes beyond the first scope are used if the Initial scope runs out of IP addresses.
C. Configuring more than one DHCP scope allows for DHCP server redundancy.

D. The Layer 3 network type allows for one scope for each possible host status.

Answer: A

NEW QUESTION 3

View the command and output shown in the exhibit.
>Client -mac *C4:4E:12

Found 1 matches for client

Intel Corporation

DBID = &0&

MAC = 00:03:47:C4:4E:12
IFP = null

Medium = null
Dascription = null
Status = Connected
State = Initial

Type = DynamicClient
Ident = null

UserID = null

ParentID = 57&

Role = HAC-Default

Security Access Value = null

C8 = null

Location = Bulilding 1 Switch SuperStack II Switch 3900-2
Client Not Authenticated = false
Client neeads to authenticate = falsa
Logged On = false

At-Risk = false

Host role = NAC-Dafault

VpnCliant = false

What is the current state of this host?

A. Rogue

B. Registered

C. Not authenticated
D. At-Risk

Answer: A

Explanation:

The exhibit's command and output detail various attributes for a specific host, including the MAC address, connection status, and various other parameters. The
status "Connected" and state "Initial" indicate that the host has been detected on the network but has not yet completed any authentication process. The lines
"Client Not Authenticated = true" and "Client needs to authenticate = false" suggest that the host has not yet been authenticated. Therefore, the current state of the
host is "Not authenticated,” since there is a clear indication that the authentication process has not been completed for this host.

NEW QUESTION 4
What method of communication does FortiNAC use to control VPN host access on FortiGate?

A. RSSO

B. Security Fabric

C. RADIUS accounting
D. SAMLSSO

Answer: B

NEW QUESTION 5
Which command line shell and scripting language does FortiNAC use for WinRM?
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A. Linux
B. Bash
C.DOS
D. Powershell

Answer: D

Explanation:

Open Windows PowerShell or a command prompt. Run the following command to determine if you already have WinRM over HTTPS configured.

Reference: https://docs.fortinet.com/document/fortinac/8.7.0/administration-guide/246310/winrm-device-profile-requirements-and-setup

Admin Guide on p. 362, "Matches if the device successfully responds to a WinRM client session request. User name and password credentials are required. If
there are multiple credentials, each set of credentials will be attempted to find a potential match. The commands are used to automate interaction with the device.
Each command is run via Powershell."

NEW QUESTION 6
Which two methods can be used to gather a list of installed applications and application details from a host? (Choose two.)

A. Agent technology

B. Portal page on-boarding options
C. MDM integration

D. Application layer traffic inspection

Answer: AC

Explanation:

To gather a list of installed applications and application details from a host, two methods can be used:

? Agent technology: FortiNAC uses agent technology to collect all installed applications on an endpoint.

? Integration with MDMs (Mobile Device Management systems): MDMs that support application gathering can be integrated with FortiNAC to collect application
information.

References

? FortiNAC 7.2 Study Guide, page 302

NEW QUESTION 7
In an isolation VLAN which three services does FortiNAC supply? (Choose three.)

A. NTP
B. DHCP
C. Web
D. DNS
E. ISMTP

Answer: BCD

Explanation:
In an isolation VLAN, FortiNAC supplies DHCP and DNS services. The guide specifies that FortiNAC has a DHCP scope defined for a particular VLAN and should
be the only DHCP server available to hosts on that VLAN. Additionally, hosts on the VLAN would get a DNS server configuration of the FortiNAC IP for that VLAN

NEW QUESTION 8
What causes a host's state to change to "at risk"?

A. The host has failed an endpoint compliance policy or admin scan.
B. The logged on user is not found in the Active Directory.

C. The host has been administratively disabled.

D. The host is not in the Registered Hosts group.

Answer: A

Explanation:

Failure — Indicates that the host has failed the scan. This option can also be set manually. When the status is set to Failure the host is marked "At Risk" for the
selected scan.

Reference: https://docs.fortinet.com/document/fortinac/8.3.0/administration-guide/241168/host-health-and-scanning

p. 244 of the Study Guide, "A state of at-risk indicates the host has failed a scan. This could be a compliance scan or an administrative scan."

NEW QUESTION 9

When FortiNAC is managing VPN clients connecting through FortiGate. why must the clients run a FortiNAC agent?
A. To collect user authentication details

B. To meet the client security profile rule for scanning connecting clients

C. To collect the client IP address and MAC address

D. To transparently update the client IP address upon successful authentication

Answer: B

NEW QUESTION 10

Which system group will force at-risk hosts into the quarantine network, based on point of connection?

A. Physical Address Filtering
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B. Forced Quarantine
C. Forced Isolation
D. Forced Remediation

Answer: D

Explanation:
Forced Quarantine, study guide 7.2 pag 245 and 248

NEW QUESTION 10
Which two of the following are required for endpoint compliance monitors? (Choose two.)

A. Persistent agent
B. Logged on user
C. Security rule
D. Custom scan

Answer: AD

Explanation:

DirectDefense’s analysis of FireEye Endpoint attests that the products help meet the HIPAA Security Rule.

In the menu on the left click the + sign next to Endpoint Compliance to open it.

Reference: https://www.fireeye.com/content/dam/fireeye-www/products/pdfs/cg-pci-and-hipaa-compliances.pdf
https://docs.fortinet.com/document/fortinac/7.2.2/administration-guide/92047/add-or- modify-a-scan

NEW QUESTION 14
Which agent is used only as part of a login script?

A. Mobile

B. Passive

C. Persistent
D. Dissolvable

Answer: B

Explanation:

In the context of network access control systems like FortiNAC, a dissolvable agent is typically a piece of software that is executed on the endpoint as part of a
login script or when a user accesses a captive portal. It runs once to gather information or enforce policies and then removes itself from the system, hence the term
"dissolvable." References
? FortiNAC documentation on agent deployment and types of agents.

NEW QUESTION 16
Refer to the exhibit.

Modify User/Host Profile b
Name Conlractor ACCess
ﬁuilding 1 First Floor Ports
YWhere
{Location Selact
.!._-_1,:'.'
YwhoihWnal by
Group Selact
Host [Roke. Contracion
Host [Persistent Agent Yes, Security & Access Value Contracior] Add
Who/What by -
Altrioute Modiy
Calete
¥
wnen Specify Time v | Edit Time
M.Tu.W.Th F.Sa.Su 600 AM - 5.00 PM
Note
Not currenlly in use
OK Cancel

If a host is connected to a port in the Building 1 First Floor Ports group, what must also be true to match this user/host profile?

A. The host must have a role value of contractor, an installed persistent agent or a security access value of contractor, and be connected between 6 AM and 5 PM.
B. The host must have a role value of contractor or an installed persistent agent, a security access value of contractor, and be connected between 9 AM and 5 PM.
C. The host must have a role value of contractor or an installed persistent agent and a security access value of contractor, and be connected between 6 AM and 5
PM.

D. The host must have a role value of contractor or an installed persistent agent or a security access value of contractor, and be connected between 6 AM and 5
PM.

Answer: D
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Explanation:

Looking at the provided exhibit which shows the Modify User/Host Profile window, the following must be true for a host to match the user/host profile:

? The host must be connected to a port within the "Building 1 First Floor Ports" group.

? The host must fulfill at least one of the following attributes:

? The host must be connected between the specified times of 6 AM and 5 PM on any day of the week.

The profile specifies that the host can match the profile by having any one of the listed attributes (Role as Contractor, Persistent Agent installed with specific
security & access value), and the time condition must also be met. Therefore, the correct answer is D, which includes "or" conditions for the role value and

persistent agent and specifies the correct time frame.

NEW QUESTION 19

When you create a user or host profile; which three criteria can you use? (Choose three.)

A. An applied access policy

B. Administrative group membership
C. Location

D. Host or user group memberships
E. Host or user attributes

Answer: CDE

Explanation:

Fortinac-admin-operations, P. 391

NEW QUESTION 24

In which view would you find who made modifications to a Group?
A. The Event Management view

B. The Security Events view

C. The Alarms view

D. The Admin Auditing view

Answer: D

Explanation:

It's important to audit Group Policy changes in order to determine the details of changes made to Group Policies by delegated users.

Reference: https://www.lepide.com/how-to/audit-chnages-made-to-group-policy- objects.html

NEW QUESTION 27

Which two agents can validate endpoint compliance transparently to the end user? (Choose two.)

A. Dissolvable
B. Mobile

C. Passive

D. Persistent

Answer: AD

Explanation:

Both dissolvable and persistent agents can be used to validate endpoint compliance transparently to the end user. The persistent agent stays resident on the
endpoint and performs scheduled scans in the background. The dissolvable agent is a run- once agent that dissolves after reporting its results, leaving no footprint

on the endpoint

NEW QUESTION 29
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