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NEW QUESTION 1

- (Exam Topic 1)

You need to configure app registration in Azure AD to meet the delegation requirements. What should you do? To answer, select the appropriate options in the
answer area. NOTE: Each correct selection is worth one point.

Azure AD tenant-level setting to modify v

Allow users to register application
Users can consent to apps accessing company data on their behalf
Users can request admin consent to apps they are unable to consent to

Role to assign to User1 v
Application administrator
Application developer

Cloud application administrator

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text Description automatically generated

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/roles/delegate-app-roles

NEW QUESTION 2

- (Exam Topic 1)

You need to identify which roles to use for managing role assignments. The solution must meet the delegation requirements.

What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

To manage Azure AD built-in role assignments, use: v
Global administrator
Privileged role administrator
Security administrator

User access administrator

To manage Azure built-in role assignments, use: v
Global administrator
Privileged role administrator
Security administrator

User access administrator

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal https://docs.microsoft.com/en-us/azure/active-
directory/roles/permissions-reference

NEW QUESTION 3
- (Exam Topic 1)
You need to configure the detection of multi-staged attacks to meet the monitoring requirements. What should you do?

A. Customize the Azure Sentinel rule logic.
B. Create a workbook.

C. Add Azure Sentinel data connectors.

D. Add an Azure Sentinel playbook.

Answer: A

NEW QUESTION 4
- (Exam Topic 1)
You need to configure the detection of multi staged attacks to meet the monitoring requirements. What should you do?
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A. Customize the Azure Sentinel rule logic.
B. Create a workbook.

C. Add an Azure Sentinel playbook.

D. Add Azure Sentinel data connectors.

Answer: D

NEW QUESTION 5
- (Exam Topic 1)

You need to implement on-premises application and SharePoint Online restrictions to meet the authentication requirements and the access requirements.
What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

For on-premises applications:

Configure Cloud App Security policies.
Modify the User consent settings for the enterprise applications.
Publish the applications by using Azure AD Application Proxy.

For SharePoint Online:

Configure Cloud App Security policies.
Modify the User consent settings for the enterprise applications.
Publish an application by using Azure AD Application Proxy.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
For on-premises applications:

Configure Cloud App Security policies.
Modify the User consent seftings for the enterprise applications.
Publish the applications by using Azure AD Application Proxy.

For SharePoint Online:

Configure Cloud App Security policies.
Modify the User consent settings for the enterprise applications.
Publish an application by using Azure AD Application Proxy.

NEW QUESTION 6
- (Exam Topic 2)
You create a Log Analytics workspace.

You need to implement the technical requirements for auditing. What should you configure in Azure AD?

A. Company branding
B. Diagnostics settings
C. External Identities
D. App registrations

Answer: B

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/overview-monitoring

NEW QUESTION 7
- (Exam Topic 2)

You need to meet the technical requirements for the probability that user identities were compromised. What should the users do first, and what should you

configure? To answer, select the appropriate options in
the answer area.
NOTE: Each correct selection is worth one point.
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The users must first: v
Provide consent for any app to access the data of Contoso.
Reqister for multi-factor authentication (MFA).

Reqister for self-service password reset (SSPR).

You must configure: v
A sign-in risk policy

A user risk policy

An Azure AD Password Protection policy

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-policies

NEW QUESTION 8
- (Exam Topic 2)
You need to meet the planned changes for the User administrator role. What should you do?

A. Create an access review.

B. Modify Role settings

C. Create an administrator unit.
D. Modify Active Assignments.

Answer: B

Explanation:

Role Setting details is where you need to be: Role setting details - User Administrator Privileged Identity Management | Azure AD roles

Default Setting State

Require justification on activation Yes Require ticket information on activation No On activation, require Azure MFA Yes Require approval to activate No
Approvers None

NEW QUESTION 9
- (Exam Topic 2)
You need to sync the ADatum users. The solution must meet the technical requirements. What should you do?

A. From the Microsoft Azure Active Directory Connect wizard, select Customize synchronization options.
B. From PowerShell, run Set-ADSyncScheduler.

C. From PowerShell, run Start-ADSyncSyncCycle.

D. From the Microsoft Azure Active Directory Connect wizard, select Change user sign-in.

Answer: A

Explanation:
You need to select Customize synchronization options to configure Azure AD Connect to sync the Adatum organizational unit (OU).

NEW QUESTION 10
- (Exam Topic 3)
You need to resolve the issue of the sales department users. What should you configure for the Azure AD tenant?

A. the User settings

B. the Device settings

C. the Access reviews settings
D. Security defaults

Answer: B

NEW QUESTION 10

- (Exam Topic 3)

You need to resolve the issue of the guest user invitations. What should you do for the Azure AD tenant?
A. Configure the Continuous access evaluation settings.

B. Modify the External collaboration settings.

C. Configure the Access reviews settings.

D. Configure a Conditional Access policy.

Answer: B
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NEW QUESTION 12
- (Exam Topic 3)
You need to implement the planned changes for Packagel. Which users can create and manage the access review?

A. User3 only
B. User4 only
C. User5 only
D. User3 and User4
E. User3 and Userb
F. Userdand User5

Answer: E

NEW QUESTION 15
- (Exam Topic 3)
You need to implement the planned changes for litware.com. What should you configure?

A. Azure AD Connect cloud sync between the Azure AD tenant and litware.com
B. Azure AD Connect to include the litware.com domain
C. staging mode in Azure AD Connect for the litware.com domain

Answer: C

NEW QUESTION 18
- (Exam Topic 3)
You need implement the planned changes for application access to organizational data. What should you configure?

A. authentication methods
B. the User consent settings
C. access packages

D. an application proxy

Answer: B

NEW QUESTION 23

- (Exam Topic 3)

You need to resolve the recent security incident issues.

What should you configure for each incident? To answer, drag the appropriate policy types to the correct

issues. Each policy type may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Policy Types Answer Arca

,_

T

IS
i
1
i
il

1

1

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Policy Types Answer Area

eaked credentials: A USET MSK DO

NEW QUESTION 26
- (Exam Topic 3)
You need to resolve the issue of I-.Groupl. What should you do first?
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A. Recreate the IT-Group 1 group.
B. Change Membership type of IT-Groupl to Dynamic Device

C. Add an owner to IT_Groupl.

D. Change Membership type of IT-Groupl to Dynamic User

Answer: A

NEW QUESTION 30
- (Exam Topic 4)

Your network contains an on-premises Active Directory Domain services (AD DS) domain that syncs with an Azure AD tenant. The AD DS domain contains the
organizational units (OUs) shown in the following table.

Name Description
oul Syncs with Azure AD
ou2 Does NOT sync with Azure AD

You need to create a break-glass account named BreakGlass.
Where should you create BreakGlass, and which role should you assign to BreakGlass? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Location: v
Azure AD
ouU1l
ouz2
Role: v
Billing Administrator
Global Administrator
Owner
Privileged Role Administrator
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Location: v
Azure AD
ouUl
ou2
Role:

NEW QUESTION 31
- (Exam Topic 4)

Billing Administrator
Global Administrator
Owner

Privileged Role Administrator

You have a Microsoft 365 tenant.

All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when accessing Microsoft 365 services.
Some users report that they received an MFA prompt on their Microsoft Authenticator app without initiating a sign-in request.

You need to block the users automatically when they report an MFA request that they did not Initiate. Solution: From the Azure portal, you configure the
Block/unblock users settings for multi-factor

authentication (MFA).
Does this meet the goal?
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A. Yes
B. No

Answer: B

Explanation:
You need to configure the fraud alert settings. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings

NEW QUESTION 36

- (Exam Topic 4)

You have an Azure AD tenant that contains a user named Userl Userl needs to manage license assignments and reset user passwords. Which role should you
assign to Userl?

A. License administrator
B. Helpdesk administrator
C. Billing administrator

D. User administrator

Answer: D

NEW QUESTION 38

- (Exam Topic 4)

Your company requires that users request access before they can access corporate applications.

You register a new enterprise application named MyApp1 in Azure Active Dilatory (Azure AD) and configure single sign-on (SSO) for MyApp1.
Which settings should you configure next for MyAppl1?

A. Self-service

B. Provisioning

C. Roles and administrators
D. Application proxy

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/manage-self-service-access

NEW QUESTION 40

- (Exam Topic 4)

Your network contains an on-premises Active Directory domain that syncs to an Azure AD tenant. Users sign in to computers that run Windows 10 and are joined
to the domain.

You plan to implement Azure AD Seamless Single Sign-On (Azure AD Seamless SSO). You need to configure the Windows 10 computers to support Azure AD
Seamless SSO. What should you do?

A. Modify the Local intranet zone settings

B. Configure Sign-in options from the Settings app.

C. Enable Enterprise State Roaming.

D. Install the Azure AD Connect Authentication Agent.

Answer: B

NEW QUESTION 42

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant.

You need to review the Azure AD sign-in logs to investigate sign-ins that occurred in the past. For how long does Azure AD store events in the sign-in logs?

A. 14 days
B. 30 days
C. 90 days
D. 365 days

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/reference-reports-dataretention# how-long-does-azure-ad-store-the-data

NEW QUESTION 43

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.

You purchase the app governance add-on license. You need to enable app governance integration. Which portal should you use?

A. the Microsoft Defender for Cloud Apps portal
B. the Microsoft 365 admin center

C. Microsoft 365 Defender

D. the Azure Active Directory admin center

E. the Microsoft Purview compliance portal
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Answer: A

NEW QUESTION 45

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant.

You create an enterprise application collection named HR Apps that has the following settings:
* Applications: Appl. App?, App3

* Owners: Admin 1

* Users and groups: HRUsers

AH three apps have the following Properties settings:

» Enabled for users to sign in: Yes

» User assignment required: Yes

* Visible to users: Yes

Users report that when they go to the My Apps portal, they only sue Appl and App2-You need to ensure that the users can also see App3. What should you do
from App3?

What should you do from App3?

A. From Users and groups, add HRUsers.

B. Prom Properties, change User assignment required to No.
C. From Permissions, review the User consent permissions.
D. From Single sign on, configure a sign-on method.

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-access-portal https://docs.microsoft.com/en-us/azure/active-
directory/user-help/my-applications-portal-workspaces

NEW QUESTION 47

- (Exam Topic 4)

You have 2,500 users who are assigned Microsoft Office 365 Enterprise E3 licenses. The licenses are assigned to individual users.
From the Groups blade in the Azure Active Directory admin center, you assign Microsoft 365 Enterprise E5 licenses to the users.
You need to remove the Office 365 Enterprise E3 licenses from the users by using the least amount of administrative effort.

What should you use?

A. the Administrative units blade in the Azure Active Directory admin center
B. the Set-AzureAdUser cmdlet

C. the Groups blade in the Azure Active Directory admin center

D. the Sec-MsolUserLicense cmdlet

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/powershell/module/msonline/set-msoluserlicense?view=azureadps-1.0

NEW QUESTION 51

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that has Security defaults disabled. You are creating a conditional access policy as shown in the following
exhibit.
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New

Conditional access policy

Control user access based on conditional
access policy te bring signals together, to
make decisions, and enforce organizational

policies. Learn more

Name *
Policy |
Assignments
Users and groups () S
Specific users included
Cloud apps or actions () 5
All cloud apps
Conditions () S
0 conditions selected
Access controls
Grant (D
>
0 controls selected
Session ()
>

0 controls selected

Enable policy

(Report-only

Use the drop-down menus to select the answer choice that completes each statement based on the information

presented in the graphic.

NOTE: Each correct selection is worth one point.

Control user access based on users and groups
assignment for all users, specific groups of users,

directory roles, or external guest users.
Learn more

Include Exclude

('\} None

() All users

(®) Select users and groups
I:] All guest users (preview) @
|:| Directory roles (preview) @

Users and groups

Select (O

1 user

Userl .
userl@sk200922outlook.onm...

To ensure that User1 is prompted for multi-factor authentication (MFA)
when accessing Cloud apps, you must configure the [answer choice]. [Conditions settings

Enable paolicy setting
Grant settings

Sessions settings

Users and groups setting

To ensure that User1 is prompted for authentication every eight v
hours, you must configure the [answer choice]. | Conditions settings

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

Enable policy setting
Grant settings

Sessions settings

Users and groups setting

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-access-policy-all
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NEW QUESTION 52

- (Exam Topic 4)

You have an Azure subscription that contains the resources shown in the following table. You need to configure access to Vaultl. The solution must meet the
following requirements:

* Ensure that Userl can manage and create keys in Vaultl.

* Ensure that User2 can access a certificate stored in Vaultl.

* Use the principle of least privilege.

Which role should you assign to each user? To answer select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Key Vauit Crypto Officer

| Key Vault Secrets Officer

l.|l—|-’l ey Vault "r-r' fi AT 8 :fl. £ -

Key Vault Certificates Officer

ey Vault Crypto Othcer ‘

|
| ap " -
| i K

p— Y il - . o .
Key Vault Secrets Officer

A. Mastered
B. Not Mastered

Answer: A

Explanation:
A screenshot of a computer Description automatically generated

NEW QUESTION 55

- (Exam Topic 4)

You have an Azure Active Directory (Azure Azure) tenant that contains the objects shown in the following table.

* A device named Devicel

* Users named User1, User2, User3, User4, and User5

* Five groups named Groupl, Group2, Group3, Ciroup4, and Group5 The groups are configured as shown in the following table.

Name Type Membership type Members
Group1 Security Assigned User1, User3, Group2. Group4
Group2 Security Dynamic User User2
Group3 Security Dynamic Device Device1
Groupd4 | Microsoft 365 Assigned Groups
Group5 | Microsoft 365 Assigned Userd
How many licenses are used if you assign the Microsoft Office 365 Enterprise E5 license to Groupl1?
A.2
B.3
C.4
Answer: B
Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/licensing-group-advanced

NEW QUESTION 58

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that uses conditional access policies.

You plan to use third-party security information and event management (SIEM) to analyze conditional access usage.

You need to download the Azure AD log that contains conditional access policy data. What should you export from Azure AD?

A. sign-ins in JSON format
B. sign-ins in CSV format

C. audit logs in JSON format
D. audit logs in CSV format

Answer: C
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/concept-audit-logs

NEW QUESTION 63
- (Exam Topic 4)
Your company purchases 2 new Microsoft 365 ES subscription and an app nhamed App. You need to create a Microsoft Defender for Cloud Apps access policy for
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Appl.
What should you do you first? (Choose Correct Answer based on Microsoft Identity and Access Administrator at microsoft.com)

A. Configure a Token configuration for App1.

B. Add an API permission for App.

C. Configure a Conditional Access policy to use app-enforced restrictions.

D. Configure a Conditional Access policy to use Conditional Access App Control.

Answer: C

Explanation:

https://learn.microsoft.com/en-us/defender-cloud-apps/access-policy-aad

To create a Microsoft Defender for Cloud Apps access policy for Appl, you should configure a Conditional Access policy to use app-enforced restrictions. This will
allow you to control access to your cloud apps based on conditions such as user, device, location, and app state. You can also use app-enforced restrictions to
control access to your cloud apps based on the state of the app, such as whether it's running on a managed or unmanaged device.

NEW QUESTION 65

- (Exam Topic 4)

You have an Azure AD tenant.

You deploy a new enterprise application named Appl.

When users attempt to provide Appl with access to the tenant, the attempt fails.

You need to ensure that the users can request admin consent for Appl. The solution must follow the principle of least privilege.
What should you do first?

A. Enable admin consent requests for the tenant.

B. Designate a reviewer of admin consent requests for the tenant.

C. From the Permissions settings of Appl, grant Appl admin consent for the tenant
D. Create a Conditional Access policy for Appl.

Answer: A

NEW QUESTION 70

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains a user named SecAdminl. SecAdminl is assigned the Security administrator role.
SecAdminl reports that she cannot reset passwords from the Azure AD Identity Protection portal.

You need to ensure that SecAdminl can manage passwords and invalidate sessions on behalf of nonadministrative

users. The solution must use the principle of least privilege. Which role should you assign to SecAdmin1?

A. Authentication administrator

B. Helpdesk administrator

C. Privileged authentication administrator
D. Security operator

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/roles/permissions-reference

NEW QUESTION 73
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the following objects:

> A device named Devicel
f} Users named Userl, User2, User3, User4, and User5

> Groups named Groupl, Group2, Group3, Group4, and Group5 The groups are configured as shown in the following table.

Name Type Membership type Members
Group1 Security Assigned User1, Userd, Group2. Group3
Group? Security Dynamic User User?2
Group3 Security Dynamic Device Devicel
Group4 Microsoft 365 Assigned Userd
Groups Microsoft 365 Dynamic User Users

To which groups can you assign a Microsoft Office 365 Enterprise E5 license directly?

A. Groupl and Group4 only

B. Groupl, Group2, Group3, Group4, and Group5
C. Groupl and Group2 only

D. Groupl only

E. Groupl, Group2, Group4, and Group5 only

Answer: C
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/licensing-group-advanced

NEW QUESTION 75
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- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant.
You need to review the Azure AD sign-ins log to investigate sign ins that occurred in the past. For how long does Azure AD store events in the sign-in log?

A. 14 days
B. 30 days
C. 90 days
D. 365 days

Answer: B

NEW QUESTION 78

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You need to identify users who have leaked credentials. The solution must meet the following requirements.

« Identity sign-Ins by users who ate suspected of having leaked credentials.

» Rag the sign-ins as a high risk event.

» Immediately enforce a control to mitigate the risk, while still allowing the user to access applications. What should you use? To answer, select the appropriate
options in the answer area.

NOTE: Each correct selection is worth one point.

To classify leaked credentials as high-risk, use: v
Azure Active Directory (Azure AD) Identity Protection

Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
Identity Governance

Self-service password reset (SSPR)

To trigger remediation, use v
Client apps not using Modern authentication
Device state

Sign-in risk

User location

User risk

To mitigate the nsk, select: v
Apply app enforced restrictions

Block access

Grant access but require app protection policy
Grant access but require password change

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks

NEW QUESTION 83

- (Exam Topic 4)

Your company has a Microsoft 365 tenant.

The company has a call center that contains 300 users. In the call center, the users share desktop computers and might use a different computer every day. The
call center computers are NOT configured for biometric identification.

The users are prohibited from having a mobile phone in the call center.

You need to require multi-factor authentication (MFA) for the call center users when they access Microsoft 365 services.

What should you include in the solution?

A. a named network location

B. the Microsoft Authenticator app

C. Windows Hello for Business authentication
D. FIDO2 tokens

Answer: D
Explanation:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-passwordless

NEW QUESTION 88

- (Exam Topic 4)

Your network contains an on-premises Active Directory domain that syncs to an Azure Active Directory (Azure AD) tenant.
The tenant contains the groups shown in the following table.
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The tenant contains the users shown in the following table.

Name | Directory-synced

Member of

User No

Group1

User2 NO

Group3

User3 Yes

Group2

You create an access review as shown in the following table.

Setting

Value

Review type

Teams + Groups

Review scope

All users

Group

Group2, Group3

Reviewers

Users review own access

If reviewers don't respond

Remove access

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

User! wall be removed automatically from Groupd if the user does not respond to the review

I

LlEr2 will be removed sutcmatically fram Groupd if the user does not respand to e peviey

Liserd will be removed autcmatically from Groupd if the user doss not respond 1o e review

Answer Area
Statements
regquest.
reduest
request
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements

User! wall be rémoved automatically from Group! if the user does not respond o the review

request.

I

User? will be removed sautematically from Groupd if the user does not respend (o the review

TEquesl

Liserd will ke removed automatically from Group? if the user doss not respond to the review

Tequesl

NEW QUESTION 89
- (Exam Topic 4)

You have an Azure AD tenant that contains a user named Userl. Userl is assigned the User Administrator role.

You need to configure External collaboration settings for the tenant to meet the following requirements: |
*Guest users must be prevented from querying staff email addresses.

*Guest users must be able to access the tenant only if they are invited by Userl.
Which three settings should you configure? To answer, select the appropriate settings in the answer area.

GUBSt USer JCCess restnctions:

Guest uters have the same acfess as members (mast inchusive)

Quest users have imited access 1o propernes and memberchups of directony obpects

Guest user access is restnicted 1o properties and memberships of their own directory objects (most restrictive)

Gluisst imate restnctions:

Anyone i the Organization can invite guest users including guests and non-admins (most inchusive)

Member users and users assgned 1o specific admin rodes can imate guest users including guests with member permissions

Only users assigned 1o specific sdmin roles can nvite Quest uiers
Mo one m the organgaton can invite gquest users. including admins (most restnctive)

Enable guest self-senvice sign up via user
fiows: Mo

Yes
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box1 = User access is restricted to properties and memberships of their own directory objects (most restrictive). This setting ensures that guest users are
prevented from querying staff email addresses and can access the tenant only if they are invited by Userl.

Box2 = Only users assigned to specific admin roles can invite guest users. This setting ensures that guest users can access the tenant only if they are invited by
Userl.

Box3 = This setting enables guest users to sign up for the tenant only if they are invited by Userl.

NEW QUESTION 94

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result these questions will not appear in the review screen.

You have a Microsoft 365 ES subscription. You create a user named Userl.

You need to ensure that Userl can update the status of identity Secure Score improvement actions. Solution: You assign the Exchange Administrator role to
Userl.

A. Yes
B. No

Answer: B

NEW QUESTION 98

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.

You receive more than 100 email alerts each day for failed Azure AD user sign-in attempts. You need to ensure that a new security administrator receives the
alerts instead of you. Solution: From Azure AD, you modify the Diagnostics settings.

Does this meet the goal?

A. Yes
B. No

Answer: A
NEW QUESTION 100

- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

Userl Member
User? Member
Licer2 Guest i}

For which users can you configure the Job title property and the Usage location property in Azure AD? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.
Answer Area

Jobititle propertys | [lisers anly

Liser 1 and User2 only
Liser? and Userd only
Lserl, User? and Uiserd

Usage location properiye [lisees anly

Liserl and User2 only
LEErs wned Ulisi 3 only
Userl, Userd and Userd

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Job title propertys | [Userz anly
LiserT and Users only
by =] W PR

Usage locabwan propertys By iees ooy I

— _F|I|:'
LeEr? and Usae 3 anly
Ulserl Userd: and Userd

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy SC-300 dumps

@ 2 P QsseaQs LJ https://www.2passeasy.com/dumps/SC-300/ (192 New Questions)

NEW QUESTION 102

- (Exam Topic 4)

You have an Azure AD tenant that has multi-factor authentication (MFA) enforced and self-service password reset (SSPR) enabled.

You enable combined registration in interrupt mode. You create a new user named Userl.

Which two authentication methods can Userl use to complete the combined registration process? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. a FID02 security key

B. a hardware token

C. a one-time passcode email

D. Windows Hello for Business

E. the Microsoft Authenticator app

Answer: AE

NEW QUESTION 103

- (Exam Topic 4)

You create a conditional access policy that blocks access when a user triggers a high-seventy sign-in alert. You need to test the policy under the following
conditions;

* A user signs in from another country.

* A user triggers a sign-in risk.

What should you use to complete the test?

A. the Conditional Access What If tool

B. sign-ins logs in Azure AD

C. access reviews in Azure AD

D. the activity logs in Microsoft Defender for Cloud Apps

Answer: A

NEW QUESTION 104

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription. You need to perform the following tasks:

« Identify the locations and IP addresses used by Azure AD users to sign in

* Review the Azure AD security settings and identify improvement recommendations.

« Identify changes to Azure AD users or service principle.

What should you use for each task? To answer, drag the appropriate resources to the correct requirements. Each resource may be used once, more than once, or
not at all. You may need to drag the split bar between panes or scroll to view content.

Resources Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Resources Answer Area

NEW QUESTION 109
- (Exam Topic 4)
You have 2,500 users who are assigned Microsoft Office 365 Enterprise E3 licenses. The licenses are assigned to individual users.

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy SC-300 dumps

@ 2 P QsseaQs LJ https://www.2passeasy.com/dumps/SC-300/ (192 New Questions)

From the Groups blade in the Azure Active Directory admin center, you assign Microsoft 365 Enterprise E5

licenses to the users.

You need to remove the Office 365 Enterprise E3 licenses from the users by using the least amount of administrative effort.
What should you use?

A. the Identity Governance blade in the Azure Active Directory admin center
B. the Set-AzureAdUser cmdlet

C. the Licenses blade in the Azure Active Directory admin center

D. the Set-WindowsProductKey cmdlet

Answer: C

NEW QUESTION 111

- (Exam Topic 4)

Your company recently implemented Azure Active Directory (Azure AD) Privileged Identity Management (PIM).

While you review the roles in PIM, you discover that all 15 users in the IT department at the company have permanent security administrator rights.
You need to ensure that the IT department users only have access to the Security administrator role when required.

What should you configure for the Security administrator role assignment?

A. Expire eligible assignments after from the Role settings details
B. Expire active assignments after from the Role settings details
C. Assignment type to Active

D. Assignment type to Eligible

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure

NEW QUESTION 112

- (Exam Topic 4)

You have an Azure subscription that contains an Azure SQL database named db1.

You deploy an Azure App Service web app named Appl that provide product information to users that connect to Appl anonymously.
You need to provide Appl with Access to dbl. The solution must meet the following requirements:

* Credentials must only be available to Appl.

* Administrative effort must be minimized. Which type of credentials should you use?

A. a user-assigned managed identity

B. an Azure AD user account

C. A SQL Server account

D. a system-assigned managed identity

Answer: D

NEW QUESTION 114

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some gquestion sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result, these questions will not appear in the review screen.

You have an Amazon Web Services (AWS) account, a Google Workspace subscription, and a GitHub account.

You deploy an Azure subscription and enable Microsoft 365 Defender

You need to ensure that you can monitor OAuth authentication requests by using Microsoft Defender for Cloud Apps.

Solution: From the Microsoft 365 Defender portal, you add the Microsoft Azure app connector. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 118

- (Exam Topic 4)

You have a Microsoft 365 tenant.

All users have mobile phones and laptops.

The users frequently work from remote locations that do not have Wi-Fi access or mobile phone connectivity. While working from the remote locations, the users
connect their laptop to a wired network that has internet access.

You plan to implement multi-factor authentication (MFA).

Which MFA authentication method can the users use from the remote location?

A. a notification through the Microsoft Authenticator app
B. security questions

C. voice

D. an app password

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-authenticator-app
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NEW QUESTION 122

- (Exam Topic 4)

You have a Microsoft 365 tenant.

The Azure Active Directory (Azure AD) tenant syncs to an on-premises Active Directory domain.

You plan to create an emergency-access administrative account named Emergencyl. Emergencyl will be assigned the Global administrator role in Azure AD.
Emergencyl will be used in the event of Azure AD functionality failures and on-premises infrastructure failures.

You need to reduce the likelihood that Emergencyl will be prevented from signing in during an emergency. What should you do?

A. Configure Azure Monitor to generate an alert if Emergencyl is modified or signs in.

B. Require Azure AD Privileged Identity Management (PIM) activation of the Global administrator role for Emergencyl.
C. Configure a conditional access policy to restrict sign-in locations for Emergencyl to only the corporate network.

D. Configure a conditional access policy to require multi-factor authentication (MFA) for Emergencyl.

Answer: A
NEW QUESTION 123

- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the objects shown in the following table.

Name Type Directly assigned license
User1 User None
User2 User Microsoft Office 365 Enterprise ES
Group1 Security group Microsoft Office 365 Enterprise ES
Group?2 Microsoft 365 group None
Group3 Mail-enabled secunity group None

Which objects can you add as members to Group3?

A. User2 and Group2 only

B. User2, Groupl, and Group2 only
C. Userl, User2, Groupl and Group2
D. Userl and User2 only

E. User2 only

Answer: E

Explanation:
Reference:
https://bitsizedbytes.wordpress.com/2018/12/10/distribution-security-and-office-365-groups-nesting/

NEW QUESTION 126

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Cloud Apps.

You need to identify which users access Facebook from their devices and browsers. The solution must minimize administrative effort.
What should you do first?

A. From the Microsoft Defender for Cloud Apps portal, unsanctioned Facebook.
B. Create an app configuration policy in Microsoft Endpoint Manager.

C. Create a Defender for Cloud Apps access policy.

D. Create a Conditional Access policy.

Answer: C

NEW QUESTION 128

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named conto.so.com that has Azure AD Identity Protection enabled. You need to Implement a sign-in risk
remediation policy without blocking access.

What should you do first?

A. Configure access reviews in Azure AD.

B. Enforce Azure AD Password Protection.

C. implement multi-factor authentication (MFA) for all users.
D. Configure self-service password reset (SSPR) for all users.

Answer: C

Explanation:

MFA and SSPR are both required. However, MFA is required first. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-remediate- https://docs.microsoft.com/en-us/azure/active-
directory/authentication/howto-sspr-deployment

NEW QUESTION 129
- (Exam Topic 4)
You have an Azure subscription that contains the custom roles shown in the following table.
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Name Type
Rolel Azure Active Directory (Azure AD) role
Role2 Azure subscription role

You need to create a custom Azure subscription role named Role3 by using
roles can you clone to create Role3?

A. Role2 only

B. built-in Azure subscription roles only

C. built-in Azure subscription roles and Role2 only

D. built-in Azure subscription roles and built-in Azure AD roles only

E. Rolel, Role2 built-in Azure subscription roles, and built-in Azure AD roles

Answer: C

NEW QUESTION 132

the Azure portal. Role3 will use the baseline permissions of an existing role. Which

- (Exam Topic 4)

You have a hybrid Microsoft 365 subscription that contains the users show in the following table.

| Name Role
Agmini | Global Administrator
Adgming | Application Administrator

| #r':rr:m _4': \_.J-":';.-Ié“'-:pprl ::al_u-'_-n .ﬂ.::}_rffur-:sh ator
Admind | Application I‘ee:;elt*pe;

[ User1 | None 4

You plan to deploy an on-premises appl. Appl will be registered in Azure AD and will use Azure AD Application Proxy.

You need to delegate the installation of the Application Proxy connector and
of least privilege.

ensure that Userl can register Appl in Azure AD. The solution must use the principle

Which user should perform the installation, and which role should you assign to Users1? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area
User that should perform the installation: | Agmin v |
Admmn!
Admin?
Admind
Assign User1 the role of. | Application Developer v |
Application Administrator
Application Developer
Cloud Application Administratos
Global Admorastiaton
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Answer Arca

User that should perform the in

Assign User1 the role of. | Application Developer

NEW QUESTION 136
- (Exam Topic 4)
You have a Microsoft 365 tenant that uses the domain named fabrikam.com.
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stallation: | Admun

v

Admin

Adman,

Admind

_Apphcation Admunistrator
N AD i

Cloud Appl

i R

Caton Administraton

Global Admanistrator

The Guest invite settings for Azure Active Directory (Azure AD) are configured as
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shown in the exhibit. (Click the Exhibit tab.)

Guest user access

Guest user access restrictions (Preview)
Laarn more

O Guest users have the same access as members (most inclusive)
'H!:' Guest users have limited access to properties and memberships of directory objects

O Guest user access 15 restricted to properties and memberships of their own directory objects (most restrictive)

Guest invite settings

Admins and users in the guest inviter role can invite

Yes Mo

-

Members can invite (1)

Guests can invite (0

Yes

Email One-Time Passcode for guests
LEearm more

Yes Mo

e

Enable guest self-service sign up via user flows (Preview) ©
Learn more

Yes Mo

Collaboration restrictions
[ iy, ¥
\e)

Allow invitations to be sent 10 any domain (most inclusive)

O Deny invitations to the specified domains

Allow invitabions only to the spacified domains (most restrictive)

A user named bsmith@fabrikam.com shares a Microsoft SharePoint Online document library to the users shown in the following table.
Name Email Description

User1 Userl@contoso.com A guest user in fabrikam.com

A user who has never accessed

resources in fabrikam.com

User3 Userd@fabrkam.com A user in fabrikam.com

Which users will be emailed a passcode?

User2 UserZ2@outlook. com

A. User2 only

B. Userl only

C. Userl and User2 only

D. Userl, User2, and User3

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/one-time-passcode

NEW QUESTION 140

- (Exam Topic 4)

Your company has a Microsoft 365 tenant.

All users have computers that run Windows 10 and are joined to the Azure Active Directory (Azure AD)

tenant.

The company subscribes to a third-party cloud service named Servicel. Servicel supports Azure AD authentication and authorization based on OAuth. Servicel is
published to the Azure AD gallery.

You need to recommend a solution to ensure that the users can connect to Servicel without being prompted for authentication. The solution must ensure that the
users can access Servicel only from Azure AD-joined computers. The solution must minimize administrative effort.

What should you recommend for each requirement? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Ensure that the users can connect to Service

without being prompted for authentication; v
An app registration in Azure AD
Azure AD Application Proxy
An enterprise application in Azure AD
A managed identity in Azure AD

Ensure that the users can access Service1 only
from the Azure AD-joined computers: v

Azure AD Application Proxy

A compliance policy

A conditional access policy

An OAuth palicy

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-are-added https://docs.microsoft.com/en-us/azure/active-
directory/conditional-access/require-managed-devices

NEW QUESTION 144

- (Exam Topic 4)

You have an Azure subscription.

Azure AD logs are sent to a Log Analytics workspace.

You need to query the logs and graphically display the number of sign-ins per user.

How should you complete the query? To answer, select the appropriate options in the answer area.
signinLogs
| where ResultType == &

| ¥ | legin_count = count{) by Identity

extend
print
project
render
summarize

| ¥ | columnchart

extend
print
project
render
summarize

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Box 1 = SigninLogs

| where ResultType ==
| summarize login_count = count() by identity
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| render piechart
This query retrieves the sign-in logs, filters the successful sign-ins, summarizes the count of sign-ins per user, and renders the result as a pie chart.
Box 2 = Render

NEW QUESTION 147

- (Exam Topic 4)

Your network contains an Active Directory forest named contoso.com that is linked to an Azure Active Directory (Azure AD) tenant named contoso.com by using
Azure AD Connect.

Attire AD Connect is installed on a server named Server 1.

You deploy a new server named Server? that runs Windows Server 2019.

You need to implement a failover server for Azure AD Connect. The solution must minimize how long it takes to fail over if Serverl fails.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

10 "". I !i~:| [ |"“||"|'I'|“|
| |r |

|\|||. it ”.”

Ty
Eﬁﬁiﬁ!ﬂﬂﬂl uuumunmm

ST T pE S e e

5 Tﬂﬂﬂlﬂl!ﬂ]ﬂ]lﬂlm i rlf”'Eﬁ

il

JILtIJHIlIEiIIiﬁiﬂliﬂiiﬂllh\lﬂllmll E?fu‘}#

mllhﬂ‘HMJM|.|[|.I||. |

A. Mastered
B. Not Mastered

Answer: A

Explanation:

JIE HilllHlllliii III
[[Il[.ll_l[ﬂlﬂllﬂllll]

NEW QUESTION 152

- (Exam Topic 4)

You have a Microsoft 365 tenant that has 5,000 users. One hundred of the users are executives. The executives have a dedicated support team.

You need to ensure that the support team can reset passwords and manage multi-factor authentication (MFA) settings for only the executives. The solution must
use the principle of least privilege.

Which object type and Azure Active Directory (Azure AD) role should you use? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

Object type: L

An administrative unit

A custom administrator role
A dynamic group

A Microsoft 365 group

Role: | B
' Authentication administrator

Groups administrator
Helpdesk administrator
 Password administrator

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area
Dbect type: v
An administrative unit
A custom administrator role
A dynamic group =~ o
A Microsoft 265 group
Role: v

Authentication administrator

Helpdesk administrator
Password administrator

NEW QUESTION 157

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You need to ensure that you tan view Azure Active Directory (Azure AD) audit log information by using Azure Monitor.
What should you do first?

A. Run the Get-AzureADAuditDirectoryLogs cmdlet.
B. Create an Azure AD workbook.

C. Run the Set-AzureADTenantDetail cmdlet.

D. Modify the Diagnostics settings for Azure AD.

Answer: D

NEW QUESTION 160
- (Exam Topic 4)
Your company has an Azure Active Directory (Azure AD) tenant named contosri.com. The company has the business partners shown in the following table.

Mame Descrniption |

users can request access by using package 1.

Users at Fabrikam and Litware use ail then respective domain names for email addresses.

You plan to create an access package named packagel that will be accessible only to the Fabrikam and Litware users.

You need to configure connected organizations for Fabrikam and litware so that any of their users can request access by using packagel.
What is the minimum of connected organization that you should create.

00 w»
A WNPRE

Answer: C

NEW QUESTION 163

- (Exam Topic 4)

You have a Microsoft 365 tenant.

All users have mobile phones and laptops.

The users frequently work from remote locations that do not have Wi-Fi access or mobile phone connectivity. While working from the remote locations, the users
connect their laptop to a wired network that has internet access.

You plan to implement multi-factor authentication (MFA).

Which MFA authentication method can the users use from the remote location?

A. a notification through the Microsoft Authenticator app
B. an app password

C. Windows Hello for Business

D. SMS

Answer: C

Explanation:

In Windows 10, Windows Hello for Business replaces passwords with strong two-factor authentication on PCs and mobile devices. This authentication consists of
a new type of user credential that is tied to a device and uses a biometric or PIN.

After an initial two-step verification of the user during enroliment, Windows Hello is set up on the user's device and Windows asks the user to set a gesture, which

can be a biometric, such as a fingerprint, or a PIN. The user provides the gesture to verify their identity. Windows then uses Windows Hello to authenticate users.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-methods https://docs.microsoft.com/en-us/windows/security/identity-
protection/hello-for-business/hello-overview
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NEW QUESTION 166

- (Exam Topic 4)

You have an Azure AD tenant named contoso.com that has Email one-time passcode for guests set to Yes.
You invite the guest users shown in the following table.

Name Email domain Account type
Guest1 adatum.com Azure AD account
Guest2 outlook.com Microsoft account
Guest3 gmail.com Personal Google account

Which users will receive a one-time passcode, and how long will the passcode be valid? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Users:

‘1

Guest1 only

Guest2 only

Guest3 only

Guest1 and GuestZ2 only
Guest2 and Guest3 only
Guestl1, Guest?2, and Guest3

"'
30 minutes
60 minutes
24 hours
48 hours

Valid for:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Users:

‘(

Guest1 only

Guest2 only

Guest3 only

Guest1 and GuestZ only
Guest2 and Guest3 only
Guest1, Guest2, and Guest3

Valid for:

Ii

30 minutes
60 minutes
24 hours
48 hours

NEW QUESTION 171

- (Exam Topic 4)

Your network contains an on-prernises Active Directory Domain Services (AD DS) domain that syncs with Azure AD and contains the users shown in the following
table.

Name | Organizational unit (OU) }

| Icar ]

In Azure AD Connect. Domain/OU Filtering is configured as shown in the following exhibit.
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For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements

User ¢

f User! accesses Mic

domain controller

Userd can be added |

A. Mastered

oS0

) l‘l‘ .'Ilu-.".'--."l '.\‘f'l.‘l-"":k_ nl I-:r e site as

an use self-service password reset [SSPR) to reset his password

a membes
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B. Not Mastered

Answer: A
Explanation:
Answer Area
Statements
! 'rll ||:'..I
T Lserl acces
domain contro

8 -'.ll

NEW QUESTION 172
- (Exam Topic 4)

.‘.5 rli

- l.:"-':.":-:-' 3 |-|I| r-l-‘-_ =

VUL E -

Yes No

You have an Azure Active Directory (Azure AD) tenant that contains cloud-based enterprise apps. You need to group related apps into categories in the My Apps

portal.

What should you create?

A. tags

B. collections

C. naming policies
D. dynamic groups

Answer: B

Explanation:
Reference:

https://support.microsoft.com/en-us/account-billing/customize-app-collections-in-the-my-apps-portal-2dae6b8a

NEW QUESTION 175
- (Exam Topic 4)

You plan to deploy a new Azure AD tenant.
Which multifactor authentication (MFA) method will be enabled by default for the tenant?

A. Microsoft Authenticator

B. SMS
C. voice call
D. email OTP

Answer: B
NEW QUESTION 177

- (Exam Topic 4)
HOTSPOT

You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains a user named User1.

Userl has the devices shown in the following table.

Name Platform Registered in contoso.com
Device1 Windows 10 Yes
Device2 Windows 10 No
Device3 10S Yes

On November 5, 2020, you create and enforce terms of use in contoso.com that has the following settings:

Expire consents: On

VWV NNV

Frequency: Monthly

Display name: Contoso terms of use
Require users to expand the terms of use: On
Require users to consent on every device: On

Expire starting on: December 10, 2020

On November 15, 2020, Userl accepts Termsl on Device3.
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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Statements Yes No
On November 20, 2020, User1 can accept Terms1 on Device1l. O O
On December 11, 2020, User1 can accept Terms1 on Device2. O O
On December 7, 2020, User1 can accept Terms1 on Device3. O O
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Statements Yes No
On November 20, 2020, User1 can accept Terms1 on Device1. '__Dj O
On December 11, 2020, User1 can accept Terms1 on Device2. 10, O
On December 7, 2020, User1 can accept Terms1 on Deviced. O '_O]

NEW QUESTION 180
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that has the default App registrations settings. The tenant contains the users shown in the following table.

Name Role
Admini Application administrator
Admin2 Application developer
Admin3 Cloud application administrator
User1 User

You purchase two cloud apps named Appl and App2. The global administrator registers Appl in Azure AD. You need to identify who can assign users to Appl,
and who can register App2 in Azure AD.
What should you identify? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Can assign users to App1: v
Admin1 only
Admin3 only
Admin1 and Admin3 only
Admin1, AdminZ, and Admin3 only
Admin1, Admin2, Admin3, and User1

Can register App2 in Azure AD: -
Admin1 only

Admin3 only

Admin1 and Admin3 only

Admin1, Admin2, and Admin3 only
Admini, Admin2, Admin3, and User1

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/add-application-portal-assign-users https://docs.microsoft.com/en-us/azure/active-
directory/develop/active-directory-how-applications-are-added
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NEW QUESTION 185

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains a user named Userl.

You need to ensure that Userl can create new catalogs and add resources to the catalogs they own. What should you do?

A. From the Roles and administrators blade, modify the Service support administrator role.

B. From the identity Governance blade, modify the Entittlement management settings.

C. From the Identity Governance blade, modify the roles and administrators for the General catalog
D. From the Roles and administrators blade, modify the Groups administrator role.

Answer: B

NEW QUESTION 188

- (Exam Topic 4)
Your company has an Azure AD tenant that contains the users shown in the following table.
Name Role

You have the app registrations shown in the following table.

App name [ Used by Microsoft Graph permission

¥ 2 -

BT, v A L ¥ o
'y = | =y 4| ¥ 'I B == 5 [ == o4
=B - " s . 3

A company policy prevents changes to user permissions.
Which user can create appointments in the calendar of each user at the company?

A. Userl
B. User2
C. User3
D. User4

Answer: B

NEW QUESTION 193

- (Exam Topic 4)

You have an Azure subscription.

You need to create two custom roles named Rolel and Role2. The solution must meet the following

requirements:

* Users that are assigned Rolel can create or delete instances of Azure Container Apps.

* Users that are assigned Role2 can enforce adaptive network hardening rules.

Which resource provider permissions are required for each role? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Rolel: w
Microsoft Compute
Microsoft Management
Microsoft.5ecurity

Role2: .

MicrosoftApp
Microsoft. Compute
Microsoft.Network
Microsoft.Security

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

NEW QUESTION 196

- (Exam Topic 4)
You have a Microsoft 365 subscription that contains a user named Userl.
You need to ensure that Userl can create access reviews for Azure AD roles. The solution must use the principal of least privilege.
Which role should you assign to Userl?

A. Privileged role administrator

Role1: v
MicrosoftCompute
M icrosoft. Management
Microsoft.Security
Role2: v

Microsoft.App
Microsoft. Compute
Micrasoft.Network
I‘.-'11£|‘O'5-C‘-'f‘[5E‘ELFTIT"_-" |

B. Identify Governance administrator

C. User administrator
D. User Access Administrate

Answer: B

NEW QUESTION 197

- (Exam Topic 4)
You have an Azure AD tenant that contains the users shown in the following table.

Name Role
Userl Security administrator
User2 Privileged authentication administrator
User3 Service support administrator

User2 reports that he can only configure multi-factor authenticating (MFA) to use the Microsoft Authenticator app.
You need to ensure that User2 can configure alternate MFA methods.
Which configuration is required, and which user should perform the configuration? To answer, select the appropriate options in the answer area.

Answer Area

Configuration:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Enable access reviews.
Enable Azure AD Privileged Identity Management (PIM).
Modify security defaults.

Userl only
User2 only
User3 only
Userl and User2 only
Userl and User3 only
User2 and User3 only
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Answer Area

Configuration:

Enable access reviews.

Modify security defaults.

Enable Azure AD Privileged Identity Management (PIM).

User:

4

Userl only
User2 only
User3 only
Userl and User2 only
Userl and User3 only
User2 and User3 only

NEW QUESTION 200
- (Exam Topic 4)
You have a Microsoft 36S tenant.

You create a named location named HighRiskCountries that contains a list of high-risk countries.
You need to limit the amount of time a user can stay authenticated when connecting from a high-risk country. What should you configure in a conditional access

policy? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.
Answer Arca

Configure HighRiskCountnes by using:

Conhgure Sign-m fnequency by using:

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Graphical user interface, text, application Description automatically generated
Reference:

A cloud app or actwon
A condton
& grant contiol

A weswnn control

A cloud app or action
A Ccondition

A grant control

A sess10n control

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition https://docs.microsoft.com/en-us/azure/active-directory/conditional-

access/concept-conditional-access-session

NEW QUESTION 204
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

Name Type Member of
User1 Member Group1
User2 Member Group1
User3 Guest Group1

Userl is the owner of Groupl.
You create an access review that has the following settings:

> Users to review: Members of a group
> Scope: Everyone
> Group: Groupl

> Reviewers: Members (self)
Which users can perform access reviews for User3?

A. Userl, User2, and User3
B. User3 only

C. Userl only

D. Userl and User2 only

Answer: B
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NEW QUESTION 209

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest.

You discover that when a user account is disabled in Active Directory, the disabled user can still authenticate to Azure AD for up to 30 minutes.

You need to ensure that when a user account is disabled in Active Directory, the user account is immediately prevented from authenticating to Azure AD.
Solution: You configure password writeback. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

NEW QUESTION 212

- (Exam Topic 4)

Your network contains an on-premises Active Directory domain that sync to an Azure Active Directory (Azure AD) tenant. The tenant contains the shown in the
following table.

Name Type Directory synced
User1 User No
User?2 User Yes
User3 Guest No

All the users work remotely.
Azure AD Connect is configured in Azure as shown in the following exhibit.

PROVISION FROM ACTIVE DIRECTORY

4 Azure AD Connect cloud provisionin
p g

This feature allows you to manage provisioning from the cloud.

] ™
I -

vianage provisioning (Freview)

Azure AD Connect sync
Sync Status Enabled

Last Sync Less than 1 hour ago
Password Hash Sync Enabled

USER SIGN IN

a Federation Disabled 0 domains
Seamless single sign-on Disabled 0 domains
Pass-through authentication Enabled 2 agents

Connectivity from the on-premises domain to the internet is lost. Which user can sign in to Azure AD?

A. Userl only

B. Userl and User 3 only
C. Userl, and User2 only
D. Userl, User2, and User3

Answer: B

NEW QUESTION 214
- (Exam Topic 4)
You have an Azure subscription that contains the key vaults shown in the following table.
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Name In resource Number of days to Purge protection
group retain deleted key
vaults
KeyVaultl RG1 15 Enabled
KeyVault2 RG1 10 Disabled
The subscription contains the users shown in the following table.
Name Role
Adminl Key Vault Administrator
Admin2 Key Vault Contributor
Admin3 Key Vault Certificates Officer
Admind Owner

On Junel, Admin4 performs the following actions:
* Deletes a certificate named Certificate! from Key Vaultl
* Deletes a secret named Secretl from KeyVault2
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

NEW QUESTION 219

- (Exam Topic 4)

Statements

Adminl can recover Secretl on June 7.
Admin2 can purge Certificatel on June 12.

Admin3 can purge Certificatel on June 14.

Statements

Adminl can recover Secretl on June 7.
Admin2 can purge Certificatel on June 12.

Admin3 can purge Certificatel on June 14.

You have an Azure Active Directory (Azure AD) tenant named contoso.com.

You plan to bulk invite Azure AD business-to-business (B2B) collaboration users.

Yes No

Yes No

Which two parameters must you include when you create the bulk invite? Each correct answer presents part of the solution
NOTE: Each correct selection is worth one point.

A. email address
B. redirection URL
C. username

D. shared key
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E. password
Answer: AB

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/tutorial-bulk-invite

NEW QUESTION 222

- (Exam Topic 4)

Your network contains an on-premises Active Directory domain that syncs to an Azure Active Directory (Azure AD) tenant

Users sign in to computers that run Windows 10 and are joined to the domain.

You plan to implement Azure AD Seamless Single Sign-On (Azure AD Seamless SSO). You need to configure the computers for Azure AD Seamless SSO.
What should you do?

A. Enable Enterprise State Roaming.

B. Configure Sign-in options.

C. Install the Azure AD Connect Authentication Agent.
D. Modify the Intranet Zone settings.

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sso-quick-start

NEW QUESTION 224

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com.

All users who run applications registered in Azure AD are subject to conditional access policies. You need to prevent the users from using legacy authentication.
What should you include in the conditional access policies to filter out legacy authentication attempts?

A. a cloud apps or actions condition
B. a user risk condition

C. a client apps condition

D. a sign-in risk condition

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/block-legacy-authentication

NEW QUESTION 226

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Cloud Apps and Conditional Access policies. You need to block access to cloud apps
when a user is assessed as high risk.

Which type of policy should you create in the Microsoft Defender for Cloud Apps?

A. OAuth app policy

B. anomaly detection polio
C. access policy

D. activity policy

Answer: C

NEW QUESTION 231
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains a user named Userl and the groups shown in the following table.

Assigned

Dynamic User __

- Group3 Security Dynamic Device
_Group4 Microsoft 365 Assigned

In the tenant, you create the groups shown in the following table.
Assigned
Assigned

Which members can you add to GroupA and GroupB? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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GroupA:

GroupB:

A. Mastered

User1 only

User1 and Group1 only

User1, Group1, and Group2 only

User1, Group1, and Group4 only

User1, Group1, Group2, and Group3 only
User1, Group1, Group2, Group3, and Group4

-

User1 only

User1 and Group4 only

User1, Group1, and Group4 only

User1, Group1, Group2, and Group4 only
User1, Group1, Group2, Group3, and Group4

B. Not Mastered

Answer: A

Explanation:
Reference:

https://bitsizedbytes.wordpress.com/2018/12/10/distribution-security-and-office-365-groups-nesting/

NEW QUESTION 233
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant named contoso.com.

You need to ensure that Azure AD External Identities pricing is based on monthly active users (MAU).

What should you configure?

A. an access review
B. the terms or use
C. a linked subscription

D. a user flow
Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/external-identities/external-identities-pricing

NEW QUESTION 238
- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains two users named Userl and User2.

You need to ensure that Userl can create access reviews for groups, and that User2 can review the history report for all the completed access reviews. The
solution must use the principle of least privilege.
Which role should you assign to each user? To answer, drag the appropriate roles to the correct users. Each role may be used once, more than once, or not at all.
You may need to drag the split bar between panes or scroll to view content
NOTE: Each correct selection is worth one point.

Roles

Answer Area

Global administrator

Global reader

Reports reader

Security op

=

eralon

Security reader

ser admunistrator

A. Mastered

B. Not Mastered

Answer: A
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Explanation:
Roles Answer Area

PSS

 Global administrator User]: | Global administrator
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NEW QUESTION 242
- (Exam Topic 4)
You have a Microsoft 365 tenant.

. | Global reader

[1

All users have computers that run Windows 10. Most computers are company-owned and joined to Azure Active Directory (Azure AD). Some computers are user-

owned and are only registered in Azure AD.

You need to prevent users who connect to Microsoft SharePoint Online on their user-owned computer from downloading or syncing files. Other users must NOT

be restricted.
Which policy type should you create?

A. a Microsoft Cloud App Security activity policy that has Microsoft Office 365 governance actions configured
B. an Azure AD conditional access policy that has session controls configured

C. an Azure AD conditional access policy that has client apps conditions configured

D. a Microsoft Cloud App Security app discovery policy that has governance actions configured

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/cloud-app-security/proxy-intro-aad

NEW QUESTION 246

- (Exam Topic 4)

You have a Microsoft 365 tenant.

The Azure Active Directory (Azure AD) tenant contains the groups shown in the following table.

[ Type

Group Security Hl
Group2 Distnbution

 Group3 | Microsoft 365

Group4 | Mail-enabled secunty

In Azure AD. you add a new enterprise application named Appl. Which groups can you assign to App1?

A. Groupl and Group2 only
B. Group2 only

C. Group3 only

D. Groupl only

E. Groupl and Group4

Answer: C

NEW QUESTION 251
- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription. You create a user named Userl.

You need to ensure that Userl can update the status of identity Secure Score improvement actions. Solution: You assign the SharePoint Administrator role to

Userl
Does this meet the goal?

A.Yes
B. No

Answer: B

NEW QUESTION 254
- (Exam Topic 4)
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Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest.

You discover that when a user account is disabled in Active Directory, the disabled user can still authenticate to Azure AD for up to 30 minutes.

You need to ensure that when a user account is disabled in Active Directory, the user account is immediately prevented from authenticating to Azure AD.
Solution: You configure pass-through authentication. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

NEW QUESTION 259

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains an administrative unit named Departmentl.
Departmentl has the users shown in the Users exhibit. (Click the Users tab.)

Yo i ' & . el BTy T #1

asnooard ONTOSOAIUrEAL Departmentl Administrative Unit

& Departmentl Administrative Unit | Users (Preview)

VIl Bl il el #
ATUNE SALTIVE LARRECTONY

add member : er [ Bulkoperations ~» () Refresh == Columns 3 Preview features '/ Got feedback?
ﬂ This page includes previews available for your evaluation. View previews =3
Search users +T,a' Add filters

2 users found

Mame T User principal name TL User type Directory synced
D . Userl Userl @m3651620615.0nmicrosoft.com hMember Mo
D . User2 User2 @m365x6 29615 onmicrosoft.com hiamber Mo

Departmentl has the groups shown in the Groups exhibit. (Click the Groups tab.)
Dashboard » ContosoAzureAD > Departmentl Administrative Unit

S Departmentl Admlnlstratwe Unit | Groups

el - Azure Actne 1_._!",'
-+ Add Remave f_} Refresh == Columns S Preview features L/ Gotfeedback?
A Search groups +? Add filters
Mame Group Type Membership Type

[:l Group1 Security Assigned
[:l Group? Security Assigned

Departmentl has the user administrator assignments shown in the ASS|gnments exhibit. (Clle the Assignments tab.)

Dashboard LontosoAzuresl) dentity Governance Privileged ldentity Management ContosofzureAD

User Administrator | Asaignments

&l s
- Add assignments '-" Settings : Refrish 4 Expont fx'_x' Got feedback?
Eligible assignments Active assignments Expired assignments
aganch by rmembs AME OF prncips name
Mame Principal name Type Scope

User Administration
User enartmentl A it (Administrative unit)

User Directory

The members of Group2 are shown in the Group2 exhibit. (Click the Group?2 tab.)
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ElaTs -

™ 4 3 ~ » B A |;—__ 01e o

Lasnocarg LONMTOSOMAZIUTES L STOUS o
#g Group2 | Members
Add members C_) Refresh [ Bulk operations . Columns sl Preview features ./ Got feedback?

€ This page includes previews available for your evaluation, View previews =

Direct members

Name User type

] @ User3 Member
D @ Userd Member

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No
Admin1 can reset the passwords of User3 and User4 O O
Admin1 can add User1 to Group 2 O O
Admin 2 can reset the password of User1 O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/roles/administrative-units

NEW QUESTION 260

- (Exam Topic 4)

You have an Azure Active Directory Premium P2 tenant. You create a Log Analytics workspace.

You need to ensure that you can view Azure Active Directory (Azure AD) audit log information by using Azure Monitor.
What should you do first?

A. Run the Set-AzureADTenantDetail cmdlet.

B. Create an Azure AD workbook.

C. Modify the Diagnostics settings for Azure AD.

D. Run the Get-AzureADAuditDirectoryLogs cmdlet.

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/howto-integrate-activity-logs-with-lo

NEW QUESTION 261

- (Exam Topic 4)

You have a Microsoft 365 tenant and an Active Directory domain named adatum.com. You deploy Azure AD Connect by using the Express Settings.
You need to configure self-service password reset (SSPR) to meet the following requirements:

> When users reset their password, they must be prompted to respond to a mobile app notification or answer three predefined security questions.

> Passwords must be synced between the tenant and the domain regardless of where the password was reset.
What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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From the Password reset blade in the Azure Active
Directory admin center, configure:

From Azure AD Connect, enable:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

v

Properties
Registration

Authentication methods
Notifications

v

Federation with Active Directory Federation Semvices (AD FS)
Pass-through authentication
Password hash synchronization
Password writeback

Graphical user interface, text, application Description automatically generated

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-sspr-deployment https://docs.microsoft.com/en-us/azure/active-
directory/authentication/concept-authentication-security-questions

NEW QUESTION 266
- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains three users named Userl, User2, and User3. You have two Azure AD roles that have the Activation
settings shown in the following table.

Name Required Require approval
| Justification on to activate
activation
Raled | Yes MK NG

Approvers

The Azure AD roles have the Assignment settings shown in the following table.

Role Allow permanent | Allow Permanent Require
cligible activate justification on
assignment assignment active assignment
Role1 Yes Yes Yes
Rolel NG Yes Yes

Role |

Eﬁgible_u;ignm;ﬂ?

The Azure AD roles have the eligible users shown in the following table.

Relel

User ], Lsard

wf e

Rolel

Loy

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements

If User1 requests Rolel, the request will be approved automatically.

User? can approve the request of User3 for Role2

User! must provide justification to approve the request of User2 for Rolel
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Answer Area

Statements Yes No
f User1 requests Role1, the request will be approved automatically.
User? can approve the reguest of User? for Role2

. o e

NEW QUESTION 270

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.

All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when accessing Microsoft 365 services.

Some users report that they received an MFA prompt on their Microsoft Authenticator app without initiating a sign-in request.

You need to block the users automatically when they report an MFA request that they did not initiate. Solution: From the Azure portal, you configure the
Notifications settings for multi-factor authentication

(MFA).

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to configure the fraud alert settings. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings

NEW QUESTION 272

- (Exam Topic 4)

You have an Azure AD tenant that contains the users shown in the following table.
[ Name [__M:mhﬂ of Multi-factor authentication (MFA)
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You have the locations shown in the following table.
[ Name | FF‘:’QEEHJH{E{:}"F.ii:’[s’:"iifrﬁéi}'&;iﬁiéé ]
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The tenant contains a named location that Das the following configurations:

* Name: locationl

» Mark as trusted location: Enabled

* IPv4 range: 10.10.0.0/16

MFA has a trusted iPad dress range of 193.17.17.0/24.

You have a Conditional Access policy that has the following settings:

* Name: CAPolicyl

 Assignments

0 Users or workload identities: Group 1 o Cloud apps or actions: All cloud apps

* Conditions

* Locations All trusted locations

* Access controls

o Gant

» Grant access: Require multi-factor authentication

© Session: 0 controls selected

* Enable policy: On

For each of the following statements select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Arca

Statements Yes No
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A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Statements Yes No
_—
fUser1 connects to the tenant from 12 address 10.10.0.150. the user will be prompted for I
] r L} wma J
.-.Lb'.
.
f User? connects (o the tenant from 1P address 10.10.1,160, the user will bé promptad for | |
‘.':,l:l —
a— -
fUser? connects to the tenant from 1P address 192.108.1.20. the user will be prompted for | ]
I|1I!r'.'l'-. L p—
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