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NEW QUESTION
- (Exam Topic 3)

1

A newly installed spoke router is configured for DMVPN with the ip mtu 1400 command. Which configuration allows the spoke to use fragmentation with the

maximum negotiated TCP MTU over GRE?

A. ip tcp adjust-mss 1360crypto ipsec fragmentation after-encryption
B. ip tcp adjust-mtu 1360crypto ipsec fragmentation after-encryption
C. ip tcp adjust-mss 1360crypto ipsec fragmentation mtu-discovery
D. ip tcp adjust-mtu 1360crypto ipsec fragmentation mtu-discovery

Answer: A

Explanation:

https://www.cisco.com/c/en/us/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troublesh

NEW QUESTION 2
- (Exam Topic 3)
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Refer to the exhibit An engineer configured NetFlow but cannot receive the flows from R1 Which two configurations resolve the issue? (Choose two )

A)

R1(config#flow exporter FlowExporter1
R1(config-flow-exporier#destination 10.66.60.66

B)

R4(config #ip access-list extended DDOS
R4(conhig-ext-nacl )5 permit udp any host 10.66.66.66 eq 1090

C)

R3(config)=flow exporter FlowExporteri

R3(config-flow-exporterj=destination 10.66.66.66

D)

R3(config)#ip access-list extended DDOS
R3(config-ext-nacl)#5 permit udp any host 10.66.66.66 eq 1090

E)

R4(config =flow exporter FlowExporter1
R4(config-flow-exporterzdestination 10.66.66.66

A. Option A
B. Option B
C. Option C
D. Option D
E. Option E

Answer: BE

NEW QUESTION
- (Exam Topic 3)

3

Refer to the exhibit.
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A network administrator must block ping from user 3 to the App Server only. An inbound standard access list is applied to R1 interface G0/0 to block ping. The
network administrator was notified that user 3 cannot even ping user 9 anymore. Where must the access list be applied in the outgoing direction to resolve the

issue?

A. R2 interface G1/0
B. R2 interface G0/0
C. SW1 interface G1/10
D. SW1 interface G2/21

Answer: D

NEW QUESTION 4

- (Exam Topic 3)
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Refer to the exhibit.
A shoe retail company implemented the uRPF solution for an antispoofing attack. A network engineer received the call that the branch A server is under an IP
spoofing attack. Which configuration must be implemented to resolve the attack?

A)
R4

interface ethernet0/1
ip unicast RPF check reachable-via any allow-default allow-self-ping

B)
R4

interface ethernet0/1
ip verity unicast source reachable-via any allow-default allow-self-ping

C)
R3

interface ethernet0/1
ip verify unicast source reachable-via any allow-default allow-self-ping

D)
R3

interface ethernet0/1
ip unicast RPF check reachable-via any allow-default allow-self-ping
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 5
- (Exam Topic 3)

A network administrator cannot connect to a device via SSH. The line vty configuration is as follows:

line vty 0 4

location 5421 TE0E2ZTFEE
sassion-timeout 10
tranzport prefarred ssh
transport input all
transport cutput telnet ssh
stopbits 1

Which action resolves this issue?

A. Increase the session timeout

B. Change the stopbits to 10.

C. Configure the transport input SSH
D. initialize the SSH key

Answer: D
NEW QUESTION 6

- (Exam Topic 3)
Refer to the exhibit.
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OSPF 100

The Internet traffic should always prefer Site-A ISP-1 if the link and BGP connection are up; otherwise, all Internet traffic should go to ISP-2 Redistribution is

configured between BGP and OSPF routing protocols and it is not working as expected. What action resolves the issue?

A. Set metric-type 2 at Site-A RTR1, and set metric-type 1 at Site-B RTR2
B. Set OSPF cost 100 at Site-A RTR1, and set OSPF Cost 200 at Site-B RTR2
C. Set OSPF cost 200 at Site: A RTR1 and set OSPF Cost 100 at Site-B RTR2
D. Set metric-type 1 at Site-A RTR1, and set metric-type 2 at Site-B RTR2

Answer: D

Explanation:

OSPF type 1 route is always preferred over a type 2 route for the same destination so we can set metric-type 1 at Site-A RTR1 so that it is preferred over Site-B

RTR2.
Note:

Routes are redistributed in OSPF as either type 1 (E1) routes or type 2 (E2) routes, with type 2 being the default.
— A type 1 route has a metric that is the sum of the internal OSPF cost and the external redistributed cost.

— A type 2 route has a metric equal only to the redistributed cost.

— If routes are redistributed into OSPF as type 2 then every router in the OSPF domain will see the same cost to reach the external networks.

— If routes are redistributed into OSPF as type 1, then the cost to reach the external networks could vary from router to router.

NEW QUESTION 7
- (Exam Topic 3)
Refer to the exhibit.
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An engineer is trying to connect to R1 via Telnet with no success. Which configuration resolves the issue?

facacs server pro d

address ipvd 10.221.10.10
axit

= ip route 10.221.10.10 253.253.253.25% ethernet 01

tacacs server prod
address ipvd 10.221.10.11
exit

ip route 10.221.0.11 255.255.255.255 ethernet 0/1

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B
NEW QUESTION 8

- (Exam Topic 3)
Refer to the exhibit.

EO/1 EO/3 o)
EQ/S2 VLANL0 [ —
) —
UserSW2 Core_Swl MMS/TETP Server
10.221.10.11

snmp-server group NETWVIEW v3 priv read METVIEW
snmp-server group NETADMIN v3 priv read NETVIEW write
NETADMIN

snmp-server community CiscOUs3r RO

R1

snmp-server community CiscOwrus3r RW

A junior engineer configured SNMP to network devices. Malicious users have uploaded different configurations to the network devices using SNMP and TFTP
servers.

Which configuration prevents changes from unauthorized NMS and TFTP servers?

A. access-list 20 permit 10.221.10.11 access-list 20 deny any log!snmp-server group NETVIEW v3 priv read NETVIEW access 20snmp-server group NETADMIN
v3 priv read NETVIEW write NETADMIN access 20 snmp-server community CiscOUs3r RO 20snmp-server community CiscOwrus3r RW 20 snmp-server tftp-
server-list 20

B. access-list 20 permit 10.221.10.11 access-list 20 deny any log!snmp-server group NETVIEW v3 priv read NETVIEW access 20snmp-server group NETADMIN
v3 priv read NETVIEW write NETADMIN access 20 snmp-server community CiscOwrus3r RO 20snmp-server community CiscOUs3r RW 20 snmp-server tftp-
server-list 20

C. access-list 20 permit 10.221.10.11 access-list 20 deny any log

D. access-list 20 permit 10.221.10.11

Answer: A
NEW QUESTION 9

- (Exam Topic 3)
Refer to the exhibit.
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The Customer Edge router (AS 65500) wants to use ASC100 as the preferred ISP for all external routes.

Customer Edge
route-map SETLP

set local-preference 111
!

router bgp 85500

nelghbar 192 168.111.1 remote-as 100
neighbor 192.168.111.1 route-map SETLP out
reighbor 192,168.112.2 remote-as 200

This configuration failed to send routes to AS 100 as the preferred path. Which set of configuration resolves the issue?

reute-map SETLP
set local-preference 111
!

router bgp 65500
neighbor 152.168.111.1 remaote-as 100
neighbor 192.168.111.1 route-map SETLP out

route-map SETLP
sot local-preference 111
!

rowuter bgp 85500
neighbor 192.168.111.1 remote-as 100
neighbor 192.168.111.1 route-map SETLP in

raute-map SETFP
set as-path prepend 111 111
|

router bgp B5500
neighbor 192.168.111.1 remote-as 100
neighbor 182.168.111.1 route-map SETPP ouwt

reute-map SETPP

set as-path prepend 100 100

|

reuter bgp 65500

neighbor 192.168.111.1 remote-as 100
neighbor 192.168.111.1 route-map SETPP in

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 10
- (Exam Topic 3)
Refer to the exhibit.

R1#

router ospf 1

redistribute rip subnets

network 131.108.1.0 0.0.0.255 area 2
network 131.108.2.0 0.8.0.255 area 2
distribute-list 1 out

|

access-list 1 permit 132.108.4.0 0.0.0.255

The R1 OSPF neighbor is not receiving type 5 external LSAs for 132.108.2.0/24 and 132.108.3.0/24 networks. Which configuration command resolves the issue?

Passing Certification Exams Made Easy

visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full 300-410 dumps in VCE and PDF From SurePassExam
Ll Sure PaSS https://www.surepassexam.com/300-410-exam-dumps.html (530 New Questions)

A. access-list 1 permit 132.108.0.0 0.0.1.255
B. access-list 1 permit 132.108.0.0 0.0.3.255
C. access-list 1 permit 132.108.2.0 0.0.0.255
D. access-list 1 permit 132.108.4.0 0.0.3.255

Answer: B
NEW QUESTION 10

- (Exam Topic 3)
Refer to the exhibit.

R 1#show ip interface GigabitEthernetD/0 | include drops
0 verification drops

0 suppressedverification drops

H1#show ip interface GigabitEthernet0/1 | include drops

5 verfication drops

0 suppressedverification drops

R1 is configured with uRPF, and ping to R1 is failing from a source present in the R1 routing table via the GigatxtEthernet 0/0 interface. Which action resolves the
issue?

A. Remove the access list from the interface GigabrtEthernet 0/0

B. Modify the uRPF mode from strict to loose

C. Enable Cisco Express Forwarding to ensure that uRPF is functioning correctly

D. Add a floating static route to the source on R1 to the GigabitEthernet 0/1 interface

Answer: B

NEW QUESTION 13
- (Exam Topic 3)

Acme com Group

112 161

i I
¥ ] 121610 /24
Sie A Sie B

RTG- 1jconfigh®ip vif CompanyA

RTG: jconfig-vrf)® interface GigakitEthernet /0
RTG- liconfig-i# ip wif forwarding CompanyA
RTG-1|config-if# ip address 172 96.2.2 255 255 255.0

Refer to the exhibit. An engineer must configure a per VRF for TACACS+ for company A. Which configuration on RTG-1 accomplishes the task?

aaa new-model

aaa group server tacacs+ Tacacscluster
server-private 172.16.1.1 port 49 key routing
ip tacacs source-interface GigabitEthernet 0/0
ip vrf forwarding CompanyA

aaa new-model

aaa group server tacacs+ Tacacscluster
server-private 172.16.1.3 port 49 key routing
ip tacacs source-interface GigabitEthernet 0/1
ip vrf forwarding CompanyA

aaa new-modal

aaa group server tacacs+ Tacacscluster
sarver-private 172.16.1.1 port 49 key routing
Ip tacacs source-interface GigabitEthernat 01
ip vrf CompanyA

aaa new-model

aaa group server tacacs+ Tacacscluster
server-private 172,16.1.3 port 49 key routing
ip tacacs source-interface GigabitEtherneat 0/0
ip vrif CompanyA

A. Option A
B. Option B
C. Option C
D. Option D
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Answer: D

NEW QUESTION 18

- (Exam Topic 3)

Refer to the exhibit.

|

summary-address 10100 255 25500
|

The none area 0 routers in OSPF still receive more specific routes of 10.1.1.0.10.1.2.0.10.1.3.0 from area 1. Which action resolves the issue?

A. Configure route summarization on OSPF-enabled interfaces.

B. Summarize by using the summary-address 10.1.0.0 255.255.252.0 command.

C. Summarize by using the area range command on ABRs

D. Configure the summary-address 10.1.0.0 255.255.252.0 command under OSPF process.

Answer: C

NEW QUESTION 22

- (Exam Topic 3)

An engineer must override the normal routing behavior of a router for Telnet traffic that is destined to 10.10.10.10 from 10.10.1.0/24 via a next hop of 10.4.4.4.
which is directly connected to the router that is connected to the 10.1.1.0/24 subnet Which configuration reroutes traffic according to this requirement?

accaad-lial 100 parmdl op 10010 1.0 0.0.0.255 host 10.10.10.10 g 23
I

route=map FOLICY parmit 10
match ip address 100
sl ip next-hop recursive 10.4.4.4

acoess-list 100 permit tcp 10.10.1.0 0.0.0.255 host 10.10.10.10 »q 23
|

route-map POLICY pormit 10

match ip address 100

ael ip nexi-hop 10.4. 4.4

route=map POLICY pormit 20
aceess-lisl 100 deny top 10.90.1.0 0.0.0.255 host 10.10.10.10 vg 23

route-map POLICY parmit 10
muatch ip address 100

Al lp nexl-hop 10.4.4.4
route-map POLICY parmit 20

pocess-list 100 parmit lep 1007010 0.0.0.2535 hade 10.10.10.10 »g 23
[

routg-map POLICY pormit 10

matsh ip address 100

Al 1 e Xl-Fop recuer s 10.4.4.4

routs-map POLICY parmit 20

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 25

- (Exam Topic 3)

A newly Installeo router starts establishing an LDP session from another MPLS router to which it is not directly connected. Which LDP message type responds by
target router to the Initiating router using UDP protocol?

A. notification message

B. session message

C. extended discovery message
D. advertisement message

Answer: C

NEW QUESTION 28

- (Exam Topic 3)

Refer to the exhibit.

A network administrator is troubleshooting OSPF adjacency issue by going through the console logs in the router, but due to an overwhelming log message stream
it is impossible to capture the problem Which two commands reduce console log messages to relevant OSPF neighbor problem details so that the issue can be
resolved? (Choose two)

A. debug condition interface

B. debug condition ip

C. debug condition ospf neighbor

D. debug condition session-id ADJCHG
E. debug condition all

Answer: AD

NEW QUESTION 32
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- (Exam Topic 3)

A A e e — A R S
changed state to up

%*LINEFROTO-5-UPDOWN: Line protocel on Interface Ethernet(/2,
changed state to up

%LINEPROTO-5-UPDOWN: Line protocel on Interface Ethernetd/3,
changed state to up

%0SPF-5-ADJCHG: Process 1, Nbr 10.1.1.2 on Ethernet0/0 from
LOADING to FULL, Loading Done

%BGP-3-NOTIFICATION: received from neighbor 192 168.200.1
active 6/7 (Connecticon Ceollision Resclution) 0 bytes
*BGP-5-NBR_RESET: Meighbor 192.168.200.1 active reset (BGP
Notification received)

%BGP-5-ADJCHANGE: neighbor 192.168.200.1 active Down BGP
Notification received

3BGPF SESSION-5-ADJCHANGE: neighbor 192.168.200.1 IPv4 Unicast
topolegy base removed from session BGP Notification received

Refer to the exhibit. An engineer noticed that the router log messages do not have any information about when the event occurred. Which action should the

engineer take when enabling service time stamps to improve the logging functionality at a granular level?

A. Configure the debug uptime option
B. Configure the msec option

C. Configure the timezone option

D. Configure the tog uptime option

Answer: D
NEW QUESTION 35

- (Exam Topic 3)
Refer to the exhibit.

AS 1000
e/0_- ~_el/1
“(.10) (.10)
| | | e0/0)|
Vel el
) ) (1) | _(.2)) ] |
195.1.1.0/24 - — 195.1.2.0/24
(111)  as111  (111)
Ef:'."lj s % — el
1.1.1.0/24
1.1.2.0024

AS111

Router bgp 111
Neighbor 195.1
Neighbor 195.1
Neighbor 195.1
Neighbor 195.1

remote-as 100
allowas-in
remote-as 200

1
1
2
2 allowas-in

o
"
iy
o

AS111 is receiving its own routes from AS200 causing a loop in the network. Which configuration provides loop prevention?
A)
router bgp 111
neighbor 195.1.1.1 as-override
neighbor 195.1.2.2 as-override
B)
router bgp 111
neighbor 195.1.1.1 as-override
no neighbor 195.1.2.2 allowas-in

C)

router bgp 111

no neighbor 195.1.1.1 allowas-in
no neighbor 195.1.2.2 allowas-in

D)
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router bgp 111
heighbor 195.1.2.2 as-override
no neighbor 185.1.1.1 allowas-in

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C
Explanation:

A router discards BGP network prefixes if it sees its ASN in AS-Path as a loop prevention mechanism. The “allowas-in” feature allows routes to be received and
processed even if router detects its own ASN in AS-Path.

NEW QUESTION 36
- (Exam Topic 3)

Refer to the exhibit Which action resolves the issue?

A. Configure host IP address in access-list 16
B. Configure SNMPv3 on the router

C. Configure SNMP authentication on the router
D. Configure a valid SNMP community string

Answer: D

NEW QUESTION 40
- (Exam Topic 3)

]

n
n
L ]
n
Ln
L ]

fshow ip sigrp topology 10.10.10.0 2

- um

EIGRP
OSPF

"..‘ A T E ‘l.l'
N, LA "4t

fsh run | 8 eigrp

Ty’
WOl

Refer to the exhibit. An engineer configured router R3 to redistribute the prefix 10.10.10.0/24 from OSPF into EIGRP R1 has no connectivity to the prefix. Which
action enables receipt of prefixes on R1?

A. R3 is advertising the 10.20.20 0'24 prefix with a TTL of 1, R3 must set the TTL to 2 for this prefix.

B. R1 docs not have a neighbor relationship with R2. The EIGRP process should be cleared on R1.

C. Duplicate router IDs on R1 and R3, R1 should modify its router ID.

D. R1 is not receiving the next-hop IP address of R3. R2 must enable the network 10 20.20.0V24 within EIGRP.

Answer: B

NEW QUESTION 42
- (Exam Topic 3)
What is a function of IPv6 Source Guard?

A. It works with address glean or ND to find existing addresses.
B. It inspects ND and DHCP packets to build an address binding table.
C. It denies traffic from known sources and allocated addresses.
D. It notifies the ND protocol to inform hosts if the traffic is denied by it.
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Answer: A

Explanation:

IPv6 source guard is an interface feature between the populated binding table and data traffic filtering. This feature enables the device to deny traffic when it is
originated from an address that is not stored in the binding table. IPv6 source guard does not inspect ND or DHCP packets;rather, it works in conjunction with IPv6
neighbor discovery (ND) inspection or IPv6 address glean, both of which detect existing addresses on the link and store them into the binding table.

NEW QUESTION 43
- (Exam Topic 3)
Refer to the exhibit.

Rl ghawy i FETD Doy S0 Rl jhures bp ewpp Togsagy Wi
IP-EIGRP Togokogy Taiske for A1 1010 10,307 I CGRP Tapokagy Tabbe hor ALY 10.100002)
RGO, T ssroensse. FID s inacoeviiie
B b i D topakogy sctve | replies. grrhe 011 LT, guesy-crygn. LOCE Srgn
1P B AP Togasingy Leble for A5 10K 0G0 10 N) ) il el | e gl aat |, B et
X FO | i L]

Y rig 1 iy O X | 1

i ! T
| il 1 ¥ ¥ 1
| L

Bt 4

A bank ATM site has difficulty connecting with the bank server. A network engineer troubleshoots the issue and finds that R4 has no active route to the bank ATM
site. Which action resolves the issue?

A. Advertise 10.10.30.0/24 subnet in R1 EIGRP AS.
B. EIGRP peering between R3 and R4 to be fixed.
C. EIGRP peering between R1 and R2 to be fixed.
D. Advertise 10.10.30.0/24 subnet in R3 EIGRP AS.

Answer: D
NEW QUESTION 47

- (Exam Topic 3)
Refer to the exhibit.

EIGRP
R4 AS100
10.1.1.0/24 10.1.2.0/24
172.16.1.0/24
w% 172.16.2.0/24
R1 R2 R3
Routing Table
* 172.16.0.0/24 «

via Fadil
via Fal/1

R4 is experiencing packet drop when trying to reach 172.16.2.7 behind R2. Which action resolves the issue?

A. Insert a /16 floating static route on R2 toward R3 with metric 254
B. Insert a /24 floating static route on R2 toward R3 with metric 254
C. Enable auto summarization on all three routers R1, R2, and R3
D. Disable auto summarization on R2

Answer: D

NEW QUESTION 51
- (Exam Topic 3)
What are the two prerequisites to enable BFD on Cisco routers? (Choose two)

A. A supported IP routing protocol must be configured on the participating routers.

B. OSPF Demand Circuit must run BFD on all participating routers.

C. ICMP must be allowed on all participating routers.

D. UDP port 1985 must be allowed on all participating routers.

E. Cisco Express Forwarding and IP Routing must be enabled on all participating routers.

Answer: CE

NEW QUESTION 52
- (Exam Topic 3)
The summary route is not shown in the RouterB routing table after this below configuration on Router_A.
interface ethernet 0
description location 10:S4289T9EDSF 39
ip address 192 .168.3.1 255.255.255.0
ip summary-address eigrp 1 172.16.80.0 255.255.240.0

Which Router_A configuration resolves the issue by advertising the summary route to Router B?
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interface loopback 0
ip address 172.16.96.1 255.255.255.0
interface Ethernet 0
ip address 192.168.3.1 255.255.255.0

ip summary-address eigrp 1 172.16.80.0 255.255 240.0

vinterface loopback 0
ip address 172.16.81.1 255.255.255.0
interface Ethernet 0
ip address 192.168.3.1 255.255.255.0

ip summary-address eigrp 1 172.16.80.0 255.255.240.0

interface loopback 0
ip address 172.16.79.1 255.255.255.0
interface Ethernet 0
ip address 192.168.3.1 255.255.255.0

ip summary-address eigrp 1 172.16.80.03255.255.240.0

interface loopback 0
ip address 172.18.81.1 255.255.255.0
interface Ethernet 0
ip address 192 168.3.1 255.255.255.0

ip summary-address eigrp 1 172.16.80.0 255.255.240.0

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 53
- (Exam Topic 3)

Flitshow cefinter e0/0

Ethernetl/D is up (if_number 3}
Corresponding hwidb fast_if_number 3
Correspending bwidb firstsw->if_number 3
Internet address is 209.165.200.226/30
ICMP redirects are abways sent

Ber packet load-sharing is disabled

IP unicast RPF chieck is enabled

Input features; uRPF

IP policy routing is disabled

<Output Omitted

Rl

E0/o

Eny1

Rlish cef interface eQf1

EthernetOf] is up (if_number 4)
Corresponding hwidb fast_if_number 4
Corresponding hwidb Tiestaw->il number 4
Imternet address i 200, 165,200,230
ICMP redirects are always sent
Per packet load-sharing is disablad
IP unicast RPF chack is disablad
IF policy rauting s disabled

20utput Omitted=

Reglonal Data Center

I5P-A
E0f1
/ R3
\ ISP-B
E0f1
Ra

Refer to the exhibit. The company implemented uRPF to address an antispoofing attack. A network engineer received a call from the IT security department that

the regional data center is under an IP attack Which configuration must be implemented on R1 to resolve this issue?

interface ethernetl/l
ip verify unicast reverse-path

interface ethernetl/
ip verify unicast reverse-path

interface ethernet0/M

ip unicast RPF check reachable-via any allow-default allow-self-ping

interface ethemet0/0

ip unicast RPF check reachable-via any allow-default allow-self-ping

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 55
- (Exam Topic 3)
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RouterAtshow snmp community
Community name: ILMI
Community Index: ILMI
Community SecurityName: IIMI
storage-type: read-only active
Community name: ccnp
Community Index: cocnp Community SecurityName: ccnp

storage-type: nonvolatile active access-list: 4

Bouterhéshow ip access-lists
Standard 1IF access list 4
10 permit 172.16.1.1]

20 permit 172.168.2.

i0 permitc 172.16.3

Extended IP access

(=

ab Pl B

=

t BRANCHES
.4 any (95 matches)

5 matches)

10 permit 1p 172.16.
20 deny ip any any |

o b L

Refer to the exhibit The SNMP server with IP address 172.16 4 4 cannot access host router A Which configuration command on router A resolves the issue?

A. snmp-server community ccnp

B. access-list 4 permit 172.16.4.0 0.0.0.3
C. access-list 4 permit host 172.16.4.4
D. snmp-server host 172.16.4.4 ccnp

Answer: D

NEW QUESTION 59
- (Exam Topic 3)

Eifcopy tftp flaash:

Address or name of remote host [172.16.2.19]7

Source filename [=2600-i-mz.121.T.bin)7* c2600-i-mz.121-1.T7.bin

Destination filename [c2600=i-mz.l1l21=1.T.bin)]?

Loading c2600=-1i-mz.121-1.T.bin from 172.16.2 . 19(via GLgﬁhltELhnrnﬁl‘_Dfﬂl 1
$Error copying tftp:/f172.16.2.1%/c2600-i-mz.121-1.T.bin (Not esnocugh space
on devica)

R3¥

m—

PC 3 PC 4 TFTP DHCP
Sarve. SEiver

172 . 16.1 .16 J 28 17 1€ .2.16 / W

Refer to the exhibit. The engineer is getting an error when trying to transfer a new IOS file to the router. Which action resolves the issue?

A. Delete some files on the router flash memory.

B. Delete some files on the router NVRAM.

C. Remove any access-list filtering the TFTP file transfer.
D. Split the file into parts to transfer them one by one.

Answer: A

NEW QUESTION 62
- (Exam Topic 3)

WAN Cloud
Switch Switch
Head Office Branch

Router Router i ‘

| L .:_'I')_I-;:.- Ii]

. Metwork ﬁ.dministralur
TACACS+ Server T,
10.100.50.99 192.168.100.36

A network administrator is trying to access a branch router using TACACS+ username and password credentials, but the administrator cannot log in to the router

because the WAN connectivity is down. The branch router has following AAA configuration:
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aaa new-model

aaa authorization commands 15 default group tacacs+

aaa accounting commands 1 default stop-only group tacacs+
aaa accounting commands 15 default stop-only group tacacs+
tacacs-server host 10.100.50.99

tacacs-server key CiSco123

Which command will resolve this problem when WAN connectivity is down?
A. aaa authentication login default group tacacs+ local

B. aaa authentication login default group tacacs+ enable

C. aaa authentication login default group tacacs+ console

D. aaa authentication login console group tacacs+ enable

Answer: A

Explanation:

With the “aaa authentication login default group tacacs+ local " command configured, when logging in, the password supplied will be attempted to be verified by
the TACACS+ server before access is granted. If the server is unavailable/unreachable, then the switch will fall back to using the local authentication database.

NEW QUESTION 63
- (Exam Topic 3)

Rl# configure terminal

El{config)4 hostname CPEL

CPEl(config)# ip domain-name example.com
CPELl (config)# erypto key genarate rsa

General Furposze Keya., Choosing a key modulus greater than

may take

a few minutes.

CPEL (config-line)# legin local

CPEl (config-line)# end

CPEl# copy running-config startup-config
Destination filename [startup-config]?

Building configuration...

[OK]

CPEl1$ ash 10.0.0.1

% No user speclfied nor awvailable for 55H client

The name for the keys will be: CPEl.example.com
Choose the aize of the key modulus in the range of 360 ta 40°
for your

How many bitsz in the modulus [3212]: 204%

¥ Generating 2045 bit RSA keys, keys will be non-exportable...
[OK] (elapsed time waz 2 secondsz)

CPELl (config) ¥ service password-encryption

CPFELl (confiq) # username csadmin secret Securdpds$wird

ZPEl (config) # line vey 0 4

CPEl (config-lins)# transport input telnat ssh

CPEl# ecopy running-cenfig startup-config
Destination filename [startup-config]?

Building configuration...

[OK]

CFEl1§ ssh 10.0.0.1

% No user specified nor available for 55H client

Refer to the exhibit. An administrator must harden a router, but the administrator failed to test the SSH access successfully to the router. Which action resolves the

issue?

A. Configure SSH on the remote device to log m using SSH

B. SSH syntax must be ssh -1 user ip to log in to the remote device
C. Configure enable secret to log in to the device

D. SSH must be allowed with the transport output ssh command
Answer: B

NEW QUESTION 68
- (Exam Topic 3)
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192188 680722

VLAN § 192188 5. 10
VLAN T 182.184.7 10
VLAN 2 192.188.2 10
VLAM 39 192.168.35.10
VLAN 80 192.168.80.18
VLAM & 192 168.8.10

192 1689000/ 25

Refer to Ihe exhibit After an engineer configured a new Cisco rouler as a DHCP server, users reponed iwo primary issues:
» Devices in the HR subnet have intermittent connectivity problems.

® Workstations in the LEGAL subnet cannot obtain IP addresses.

Which configurations must the engineer apply to ROUTER _1 to restore connectivity for the affected devices?

interface GigabitEthernet0/0.5
encapsulation dot1Q 5
ip address 192.168.5.10 255.255.255.0
ip helper-address 192.168.39.100

'

interface GigabitEthernetd/0.80
encapsulation dot1Q 80
ip address 192.168.80.10 255.255.255.128
ip helper-address 192.168.39.100

]

ip dhcp excluded-address 192.168.5.1 192.168.5.10
ip dhep excluded-address 192.168.80.1 192.168.80.10
]

ip dhep pool LEGAL
network 192.168,80.0 255.255.255.128
default-router 192.168.80.10

ip dhep pool HR
network 192.168.5.0 255.255.255.0
default-router 192.168.5.10

interface GigabitEthernet0/0.5
encapsulation dot1Q 5
ip address 192.168.5.10 255.255.255.0
ip helper-address 192.168.39.100
1

interface GigabitEthernet0/0.80
encapsulation dot1Q 80
ip address 192.168.80.10 255.255.255.128
ip helper-address 192.168.39.100
!
ip dhep excluded-address 192.168.80.1 192.168.80.10
L]

ip dhcp pool LEGAL
network 192.168.80.0 255.255.255.128
default-router 192.168.80.10

L]

ip dhep pool HR
network 192.168.5.0 255.255.255.0
default-router 192.168.5.10
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'interface GigabitEthernet0/0.5
encapsulation dotiQ 5

ip address 192.168.5.10 255.255.255.0

ip helper-address 192,168.93.100

in!er‘l‘au GigabitEthernet/(.80
encapsulation doti1Q 80

ip address 192.168.80.10 255.255.255.128

ip helper-address 192.168.39.100
(]

ip dhcp excluded-address 192.168.5.1 192.168.5.1
ip dhep excluded-address 192,168,801 192.168.80.10
]

ip dhcp pool LEGAL

network 192.168,80.0 255.255.255.128

default-router 192.168.80.10
!

ip dhep pool HR
network 192.168.5.0 255.255.255.0
default-router 192.168.5.10

interface GigabitEthernet0/0.5
encapsulation dotiQ §

ip address 192.168.5.10 255.255.255.0

ip helper-address 192.168.39,100

interface GigabitEthernet0/0.80
encapsulation dot1Q 80

ip address 192.168.80.10 255.255.255.128

ip helper-address 192.168.39.100
1

ip dhcp excluded-address 192.168.5.1 192.168.5.5
ip dhep excluded-address 192.168.80.1 192.168.80.110
1

ip dhep pool LEGAL

network 192.168.80.0 255.255.255.128

default-router 192.168.80.10

L]

ip dhecp pool HR
network 192.168.5.0 255.255.255.0
default-router 192.168.5.10

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 69
- (Exam Topic 3)

Rl:
interface Loopbackl

ne ip address

ipvé address 100XA:0:100C::1/64
ipwé snable

ipvé capf 10 area 0

I

interface Loopbackd
no ip address

ipvE address 400A:0:400C::1/64
ipvf enable

ipvE capf 10 area 0

|

intarface Sariall/0

no ip address

ipve address ABOL1:2010:7:000;::/ 64 eui-64d
ipwé enable

ipvé copf network polnt-to-point

ipwé capf 10 area O

ipve traffic-filter DENY TELMET Lod in
gorial restart-dalay O

clock rate 64000

I
ipvé router ospf 10

router-1d 1.1.1.1
leg-adjacancy-changas

I

ipveé access-list DENY TELMET LO4

and

Passing Certification Exams Made Easy

R2:

interface Loopback(

ro ip address

ipwt address 1001:ABC:Z011:7::1/64
ipvé anable

ipvé ocspf 10 area 0

'

interface Seriall/0

no ip addreas

ipwE address ABOL:3011:7:100::/64 eui-64
ipvt enable

ipvé ospf network point-to-point
ipve capf 10 area 0

sarial restart-dalay 0

[ ]
ipvé router ospf 10

router-id 2.2.2.2
log-adjacancy-changas

]

and

saquance 20 dany tcp host 100:ABC:2011:7 host 400R:0:400C:: 1 ag telnet parmit ipvé any any
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Rl
intarface Leopbackl
ne ip address

LpvE snable

ipvé cspf 10 area 0
i
interface Loopbackd
ne ip address

1p¥e ORPI AW ACSE
1

ipvE address 100A:0:100C

. H
intarface Locpback(
ro ip address
164 ipvh address 1001 :ABC:2011:7::1/64
ipvh anable
ipvé ospf 10 area 0

intarface Seriall/0
ro ip address
LEYEs OSPI OECFOrE POLANT=LO-POLOL

ipwh capf 10 area O
intarface Sarisll/o sarial restart-dslay ©
no 1p addrass '

ipwd address ABOL:Z011:7:10035 . 64 wal-6d ipwé rouktesr ompf 10

ipwé anable router-id 2.2.2.2
ipveé oapf neatwork polnt-to-point isg-adjacency-changes
ipvh ospf 10 arsas O '

ipwh traffic-filter DENY TELMET Lod in and
sarial restart-delay C

clock rata 64000

L
ipvé router cspf 10

routar-id 1.1.1.1

log-adjacency-changas

L]

ipvk access-list DENY TELNET LO4
ssquance 210 deny tep Rost 100:ABC;Z011:7 host 400A:0:400C ;1 ag telnat parmit ipwé ey sy
@i

ipvé access-list DENY TELMET LO4
saquance 20 dany tcp host 100:ABC:2011:7 host 400A:0:400C
and

1 ng telnet parmit ipvé any any

1

Refer to the exhibit. An engineer implemented an access list on R1 to allow anyone to Telnet except R2 Loopback0 to R1 Loopback4 How must sequence 20 be
replaced on the R1 access list to resolve the issue?

A. sequence 20 permit tcp host 1001 ABC:2011:7:: 1 host 400A:0:400C::1 eq telnet
B. sequence 20 deny tcp host 400A:0:400C::1 host 1001 :ABC:2011:7::1 eq telnet
C. sequence 20 deny tcp host 1001:ABC:2011:7::1 host 400A:0:400C::1 eq telnet
D. sequence 20 permit tcp host 400A:0:400C::1 host 1001ABC:2011:7::1 eq telnet

Answer: C

NEW QUESTION 71

- (Exam Topic 3)

The network administrator configured CoPP so that all HTTP and HTTPS traffic from the administrator device located at 172.16 1.99 toward the router CPU is
limited to 500 kbps. Any traffic that exceeds this limit must be dropped.

access-list 100 permit ip host 172.16.1.99 any

|

class-map CM-ADMIN match access-group 100

!

policy-map PM-COPP class CM-ADMIN

police 500000 conform-action transmit

!

interface EO/O

service-policy input PM-COPP

CoPP failed to capture the desired traffic and the CPU load is getting higher. Which two configurations resolve the issue? (Choose two.)

A. interface EO/Ono service-policy input PM-COPP!control-planeservice-policy input PM-COPP

B. policy-map PM-COPP class CM-ADMINnNo police 500000 conform-action transmit police 500 conform-action transmit!control-planeservice-policy input PM-
COPP

C. no access-list 100access-list 100 permit tcp host 172.16.1.99 any eq 80

D. no access-list 100access-list 100 permit tcp host 172.16.1.99 any eq 80access-list 100 permit tcp host 172.16.1.99 any eq 443

E. policy-map PM-COPP class CM-ADMINnNo police 500000 conform-action transmit police 500 conform-action transmit

Answer: A

NEW QUESTION 76
- (Exam Topic 3)
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Refer to the exhibit. Not all connected and static routes of router B are received by router A even though EIGRP neighborship is established between the routers.

Which configuration resolves the issue?

A)
router eigrp 100
network 209,165.200.224 0.0.0.7
redistribute static metric 1000 1 255 1 1500
eigrp stub connected

B)

router eigrp 100
network 209.165.200.224 0.0.0.7

C)

router eigrp 100
network 209.165.200.224 0.0.0.31
redistribute static metric 1000 1 255 1 1500

D)
router eigrp 100
network 209.165.200.224 0.0.0.7

redistribute static metric 1000 1 255 1 1500
eigrp stub static

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D
NEW QUESTION 80

- (Exam Topic 3)
Refer to the exhibit.

Status: Chpen v
Filter
Priority = 185w Description
Mete ) This AP APOOEL.C424.3CE2 is no longer

Fabri| conneactad to the switch BLD2-FLR2-
AP ACCESS and port GigabitCthernet1/0/14
Mt

Fabri connected to a WLE, This AP was previously

Cisco DA Center - DESIGM - POLICY  PROVISIOM  ASSURAMCE  PLATFORM o
Dashboards - AP Down - Issue [nstance
Pl AP "APD0DS1.C424.3CEZ" went down. Last Occured Jan 9, 2020 7:15 PM

AP Up Down Chart

Jan 8, 2020 7:15 pm Lo Jan 9, 2020 7:15 prin

S:00p 159 3:00a 6:00a 3003 12:00p 3:00p &:00p
® Dawn - - Mo Data
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The AP status from Cisco DNA Center Assurance Dashboard shows some physical connectivity issues from access switch interface G1/0/14. Which command

generates the diagnostic data to resolve the physical connectivity issues?

A. test cable diagnostics tdr interface GigabitEthernet1/0/14

B. Check cable-diagnostics tdr interface GigabitEthernet1/0/14
C. show cable-diagnostics tdr interface GigabitEthernet1/0/14

D. Verify cable-diagnostics tdr interface GigabitEthernet1/0/14

Answer: A

Explanation:

The Time Domain Reflectometer (TDR) feature allows you to determine if a cable is OPEN or SHORT when it is at fault.

To start the TDR test, perform this task:

Step 1 (Starts the TDR test): test cable-diagnostics tdr {interface {interface-number}}

Step 2 (Displays the TDR test counter information): show cable-diagnostics tdr {interface interface-number}

https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9600/software/release/16-

11/configuration_guide/int_hw/b_1611 int and_hw_9600_cg/checking port_status_and_connectivity pdf

Text, table Description automatically generated

TDE test started o1 interface Gil 414

A TDR test can take a fow seconds to mon on an inrerface
Lise “show cable-diagnostics tdr” wo read the TDE. resulrs.

Wait 10 seconds and e issus the command to show the cable diagnostics reasult;
TOR Test laat Tian PBecemoe
Interfacs eed Loca a Fai sngth Femcts pair Pai tatl
1140404 L0000 Palx & 18 /- 1 T2Is Fair B Mocmal
Eair 5 1% =/- 17 metere Pair rmal
Balx 19 +4= 10 m rs lalr [
Eair O 19 #/~ 1 EET Pair
Motice that the resulte 2re "Mormal™ in the akove example. Cther reculls can bet
+ UDpen: Open circuit, This means that one (or more) pair has "no pin contact”,
b Short: Short circult,

+ Ipedance Mismatched: Bad calia |

NEW QUESTION 82
- (Exam Topic 3)
Refer to the exhibit.

- .'-\,\.
Fal LN
Contractors WLAN \! u’ Yyl

033020 | W Jnziae

L]

mh

1133

Hesiireng fppleation Seraer

fi

o
-I‘Z‘-

| E—
==

An engineer is troubleshooting failed access by contractors to the business application server via Telnet or HTTP during the weekend. Which configuration

resolves the issue?

A)

R1

time-range Contractor

no periodic weekdays 8:00 to 16:30
periodic daily 8:00 to 16:30

B)

R4

time-range Contractor

no periodic weekdays 17:00 to 23:59
periodic daily 8:00 to 16:30

C)

B4

‘no access-list 101 permit tep 10.3.3.0 0.0.0.255 host 10.1.1.2 eq telnet time-range Contractor

D)
R1

‘no access-list 101 permit tcp 10.3.3.0 0.0.0.255 host 10.1.1.3 eq telnet time-range Contractor

A. Option
B. Option
C. Option
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D. Option

Answer: A

NEW QUESTION 83

- (Exam Topic 3)
| 162 168 & 02d
. 162 168 T (V24
a OSPF AREA O ) - EIGRF 100 —— -
“.LI‘I Eth wur. Eth . =N
00 10 99 8e oo 00 » O 10 90 89000 O w

Trl#show route LA
route-map FROM->EIGRP, permit, segquence 10
Match clauses:
ip address (access-1ists): 10
Salb clansaes:
Polioy routing matches: 0 packets, 0 bytes
Ri#show run | sec router
router elgrp 100
network 10.9%6.6%.0 0.0.0.3
no aunto-summary
elgrp router-id 1.1.1.1
router ospf 100
router-id 1.1.1.1
log-adjacency -changes
redistribute eigrp 100 subnets route-map FROM->EIGRP
netwerk 10.99.6%.0 0.0.0.3 area 0
Rl#show ip accass-list
Standard IP access list 10
10 parmit 192.168.16.0, wildcard bits 0.0.3,255%

11 permit 15%2.168.0.0, wildcard bits 0.0.7.255

20 deny any

Refer to the exhibit The engineer configured route redistribution in the network but soon received reports that R2 cannot access 192 168 7 0/24 and 192 168 15
0/24 subnets Which configuration resolves the issue?

Bl {contigq)fip acoess-list standard 10

Bl {config-std-nacl)fne 10 permit

Bl {config-std-nacl)fne 11 permit

Rl {config-std-nacl}#10 permit 192.1668.0.0 0.0.3.255
Bl {config-std-nacl)#1l permit 192, 1G668.08.0 0.0.3.255

Bl (contig) #ip aceoess-list standard 10

Rl (config-std-nacl) fnoe 10 permit

El (config-std-nacl) #no 11 permit

El (config-std-nacl) #10 permit 1%2.168.0.0 0.0.7.

L]
(]
(%]

Bl (config-std-nacl) #11 permit 192.168.8.0 0,0.3.

Pt
i
n

Bl {contiqg)fip access-1ilst standard 10

Bl {config-std-nacl)fne 10 permit

Bl {config-std-nacl)fne 11 permit

Bl {config-std-nacl)#10 permit 15%2,.168.0.0 0.0.3.255
Rl{config-std-nacl)#1ll permit 1%2.168.8.0 0.0.7.25%

Rl (config)#ip access-1list standard 10

Bl (config-std-nacl)#no 10 permit

El (config-std-nacl) $no 11 permit

Bl {config-std-nacl) #10 permit 1%2.168.4.0 0.0,3,255
Rl {config-std-nacl) #11 permit 192,168,120 0.0.3.255

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 84
- (Exam Topic 3)
Which protocol must be secured with MD-5 authentication across the MPLS cloud to prevent hackers from introducing bogus routers?
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A. MP-BGP
B. LSP

C. RSVP
D. LDP

Answer: A

NEW QUESTION 89

- (Exam Topic 3)

The network administrator configured the router for Control Plane Policing to limit OSPF traffic to be policed to 1 Mbps. Any traffic that exceeds this limit must also
be allowed at this point for traffic analysis. The router configuration is:

access-list 100 permit ospf any any

|

class-map CM-OSPF match access-group 100
|

policy-map PM-COPP class CM-OSPF

police 1000000 conform-action transmit
|

control-plane
service-policy output PM-COPP
The Control Plane Policing failed to monitor and police OSPF traffic. Which configuration resolves this issue?

no access st 100
access-dist 100 permit top any any &g 179
access-list 100 permit ospf any amy
access-list 101 permit tcp any any range 22 23
1
'
class-map CM-MGMT

na match access-group 100

match access-group 101
[ ]

cantrol-plane
na service-policy eutput PM-COPP
senvice-policy Input PM-COPP

' ¥

Mo access-list 100

access-list 100 permit tcp any any eqg 178
acceas-lst 100 permit top any any range eq 22
access-ist 100 permit tep any any range eq 23
accessdist 100 permit ospf any any

control-plans
na service-policy eutput PM-COPP
service-policy input PM-COPP

no access-ist 100

access-list 100 permit tcp any any eg 178
acceas-list 100 permit oapf any amy
accessdist 101 permit tcp any any range 22 23
1

'
elase-map CM-MGMT

na match access-group 100
match aceess-group 101

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 92

- (Exam Topic 3)

How do devices operate in MPLS L3VPN topology?

A. P and associated PE routers with IGP populate the VRF table in different VPNs.
B. CE routers connect to the provider network and perform LSP functionality

C. P routers provide connectivity between PE devices with MPLS switching.

D. P routers support PE to PE VPN tunnel without LSP functionality

Answer: C

NEW QUESTION 93
- (Exam Topic 3)
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Net 196.1.0.02¢
Router A EIGRP CCNP

e e, 1921681680028 o o niic ation
password CCNP
Gofo/o
192.168.1.1 19216812 192.168.1.

Subnet
192.168.1.024

Router C
Met 198.1.0.0724
5000
A

RouterAldebug eigrp packets

(UFDATE, REQUEST. QUERY, REFLY, HELLO, UNKENOWN, FROBE, ACK, STUB, SIAQUERY,

EIGRF Fackst dabugging 15 on
RouterAd

SIAREFLY)

*Jan 14 16:39:24 .927: EIGRP: Gil: ignored packet from 192 168 168.2, opcode = 5 (missing

authentication)
*Jan 14 16:39:25.6159: EIGRP: Sending HELLD on Gil - paklen &0

*Jan 14 16:39:25 619 AS 100, Flags Ox0: (WULL), Seq 0/0 interface] 0/0 iidbQ un/rely 0/0

RouterAl

Refer to the exhibit. The services at branch B are down. An engineer notices mal rouler A and router B are not exchanging any routes Which configuration resolves

the issue on router B?
A)
router eigrp 100
network 192.168.168.0

key chain CCNP
key 1
key-string EIGRP

interface serial0/0/0
Ip address 192.168.168.2 255.255.255.0
ip authentication mode eigrp 100 mdS
ip authentication key-chain eigrp 100 EIGRP
negotiation auto

B)

router eigrp 100

network 192.168.168.0

key chain EIGRP
key 1
key-string CCNP

interface serial0/0/0
Iip address 192.168.168.2 255.255.255.0
ip authentication mode eigrp 100 md5
negotiation auto
C)
router eigrp 100
network 192.168.168.0

key chain EIGRP
key 1
key-string CCNP

interface serial0/0/0
ip address 192.168.168.2 255.255.255.0
ip authentication mode eigrp 100 md5
ip authentication key-chain eigrp 100 EIGRP
negotiation auto

D)
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router eigrp 100
network 192.168.168.0

key chain EIGRP

key 1
key-string CCNP

interface serial0/0/0
ip address 192.168.168.2 255.255.255.0
ip authentication key-chain eigrp 100 EIGRP
nagotiation auto

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 97
- (Exam Topic 3)
F_zge_fg_r_go_;he exhibit. ]

An engineer configures SW101 to send OSPFv3 interfaces state change messages to the server. However, only some OSPFv3 errors are being recorded. which
organization resolves the ..?

A. snmp-server enable traps ospfv3 state-change if-state-change

B. snmp-server-enable traps ospfv3 state-change restart-status-change

C. snmp-server-enable traps ospfv3 state-change neighbor-state-change.

D. snmp-server-enable traps ospfv3 state-change if-state-change neighbor-state-change

Answer: D
NEW QUESTION 101

- (Exam Topic 3)
Refer to the exhibit.

S N

| | 1]
o/ AA \eajt EO/1

e e

{
N Ay e —
il Core 5wl NS Server
- i — | 10271100
|4k Viow samoeter A 1ashow flow interface {| Atdshoa floes monitos
twporter Flaw snabyrer] | Interface Etnernesly'l | Fliva dtanator Flowmanstar]
fptian Jz24 oefired || FHF. mondor Fawmanitor] || Descripgion Jier cefieg
opoit profocot NetFlgw Version 9 | dircclion Input Fiaw Recod aiicra-original
ransport Configaration nafhclipl  or P Eaparter:  Fowanabyner]
tination [P agdress: 10.221.10.10 FNF: monitgr Flawmoniterd || Cache:
urte IF address: 1001 2.1 | amection Queput | Type aprmal
roe interfage:  Etherneti)l | watficiplh  om Status illecated
Trarsport Protaga:  UDE T : e 1086 entnes | 145088
eetination Port | =
wice Poet 19398 | Inactive Tamecwl: 15 58S
P Tal At Timedut 1800 secs
g | Jpdate Temeout 500 secs
oyt Festunes Hat Lied | Synchronied Timeout: 600 secs

e R — — e

An engineer configured NetFlow on R1, but the NMS server cannot see the flow from ethernet 0/0 of R1. Which configuration resolves the issue?
A. flow monitor Flowmonitorl source Ethernet0/0

B. interface Ethernet0/1ip flow monitor Flowmonitorl input ip flow monitor Flowmonitorl output
C. interface Ethernet0/Oip flow monitor Flowmonitorl input ip flow monitor Flowmonitorl output
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D. flow exporter FlowAnalyzerl source Ethernet0/0

Answer: C

NEW QUESTION 104

- (Exam Topic 3)

An engineer configured a router with this configuration
ip access-hst DENY TELNET

10 deny tcp any any eq 23 log-input

The router console starts receiving log message :%SEC-6-IPACCESSLOGP: list DENY_TELNET denied tcp 192.168.1.10(1022)(FastEthernet1/0

D508.89gb.003f) ->192.168.2.20(23), 1 packet"

Which action stops messages on the console while still denying Telnet?

A. Configure a 20 permit ip any any command
B. Remove log-Input keyword from the access list.

C. Replace log-input keyword with the log keyword in the access list.

D. Configure a 20 permit ip any any log-input command.

Answer: B

NEW QUESTION 106
- (Exam Topic 3)

OSPF 100

172168 200 r2d 172 16 200 074

172 16 300 07

OEFF 200

ISP (config)# ip wrf EA
I5F (config-vri}# ip vef EB

16P(confag-1£)# router ospf 100 vrf EA
I8P |config-router)§ net 172.16.100.0 0
I5P (config-routec)§ net 172.16.200.0 0.0.0.
157 (config-router) § axit

ISP (config-1if)# routar ospE 200 wef EB

Bramch 015D (config-router)d net 172.16.100.0 0.0.0.255
ISP (config-router) § net 172.16.200.0 0.0,0.255
15P{config-routec) § end

0.
a

0.
0

2
2

55
55

Ares
ares

area
arsa

Refer to the exhibit. A network engineer is provisioning end-to-end traffic service for two different enterprise networks with these requirements
® The OSPF process must differ between customers on HQ and Branch office routers, and adjacencies should come up instantly.
® The enterprise networks are connected with overlapping networks between HO and a branch office Which configuration meets the requirements for a customer

site?
A)
I*'F":_': g #int 130
F‘ config-f)=ip vrf forwarding EA
|fr config-f)ndescription TO>EA2_Branch
lSF‘ o ~'+~ '|=|p address 172,16.200.2 255.255.255.0
SPiconfig-#j#no shut
B)
ISP{configint 1210
ISP (config-M#ip vl forwarding EA
ISP|config-fj=description TO>EA1_HQ
ISP(contig-)¥ip address 172.16.100.2 255.255.255.0
ISP(co ~‘-- fi=no shut

C)
ISP{config-vrT)#int 10/0
ISP(config-fi=p vrf lorwarding EB

ISP{config-#)edescription TO>EB1_HQ
SP(config-f#ip add 172.16.100.2 255.255.255.0
ISP{config-f=no shut
D)

ISP{config-f=int 11/0

ISP ({config-#=ip vrf forwarding EA
ISP(config-Nedescription TOS>EA2Z _Branch

J':‘-P:::-r'. -4 =ip add 172.16.200.2 255.255,255.0
ISP{config-fi"no shut

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 111
- (Exam Topic 3)

Passing Certification Exams Made Easy

visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full 300-410 dumps in VCE and PDF From SurePassExam
Ll SurePass https://www.surepassexam.com/300-410-exam-dumps.html (530 New Questions)

How is the LDP router ID used in an MPLS network?

A. The MPLS LOP router ID must match the IGP router ID.

B. If not configured, the operational physical interface is chosen as the router ID oven d a loopback is configured.

C. The loopback with the highest IP address is selected as the router ID

D. The force keyword changes the router ID to the speeded address without causing any impact.

Answer: D

NEW QUESTION 114

- (Exam Topic 3)

Refer to the exhibit.

*Sep 26 19:50:43.504: SNMP: Packet received via UDP from

192.168.1.2 on GigabitEthemetl/15rParseV35nmphMessage; No
matching Engine ID.

SrParseV3SnmpMessage: Failed.
SrDoSnmp: authentication failure, Unknown Engine |D

*Sep 26 19:50:43,504: SNMP: Report, reqid 29548, errstat 0,
arridx 0

intermet.65.3.15.1.1.4.0=3

*Sep 26 19:50:43,508: SNMP: Packet sent via UDP to 192.168.1.2
process mgmt_req_int: UDP packet being de-queued

Which two commands provide the administrator with the information needed to resolve the issue? (Choose two.)

A. snmp user

B. debug snmp engine-id
C. debug snmpv3 engine-id
D. debug snmp packet

E. showsnmpv3 user

Answer: AE

NEW QUESTION 118
- (Exam Topic 3)

AS 1000

(-10)

192.168.102.0/24

192.168.101.0v24

192.168.1.0/24 192.168.2.0/24

AS 64555

_-rh.,- (.11)

Customer Edge

Refer lo Ihe exhibit. The Customer Edge rouler wants to use AS 100 as the preferred ISP for all external routes and ISP-2 as a backup.

Customer-Edge

route-map SETAS
set as-path prepend 111
I

router bgp 64555

neighbor 192.168.1.1 remote-as 100
neighbor 192.168.2.2 remote-as 200
neighbor 192.168.2.2 route-map SETAS in

After this configuration, all the backup routes have disappeared from the BGP table on the Customer Edge router. Which set of configurations resolves the issue

on the Customer Edge router?
A)
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route-map SETAS
set as-path prepend 111
1

router bgp 64555

neighbor 192.168.2.2 remote-as 100
neighbor 192.168.1.1 remote-as 200
neighbor 192.168.1.1 route-map SETAS in

B)

route-map SETAS
set as-path prepend 200
|

router bgp 64555
neighbor 192.168.1.1 remote-as 100
neighbor 192.168.2.2 remote-as 200
neighbor 192.168.2.2 route-map SETAS in
C)
route-map SETAS
set as-path prepend 200
|

router bgp 64555

neighbor 192.168.1.1 remote-as 100
neighbor 192.168.2.2 remote-as 200
neighbor 192.168.2.2 route-map SETAS out

D)

route-map SETAS
set as-path prepend 111
1

router bgp 64555

neighbor 192.168.1.1 remote-as 100
neighbor 192.168.2.2 remote-as 200
neighbor 192,168.2.2 route-map SETAS out

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 122
- (Exam Topic 3)
What does the MP-BGP OPEN message contain?

A. MPLS labels and the IP address of the router that receives the message

B. the version number and the AS number to which the router belongs

C. IP routing information and the AS number to which the router belongs

D. NLRI, path attributes, and IP addresses of the sending and receiving routers

Answer: B

NEW QUESTION 123

- (Exam Topic 3)

A customer requested a GRE tunnel through the provider network between two customer sites using loopback to hide internal networks. Which configuration on R2
establishes the tunnel with R1?

A. R2(config)# interface Tunnel 1R2(config-if)# ip address 172.20.1.2 255.255.255.0 R2(config-if)# ip mtu 1400R2(config-if)# ip tcp adjust-mss 1360 R2(config-if)#
tunnel source 192.168.20.1 R2(config-if)# tunnel destination 192.168.10.1

B. R2(config)# interface Tunnel 1R2(config-if)# ip address 172.20.1.2 255.255.255.0 R2(config-if)# ip mtu 1400R2(config-if)# ip tcp adjust-mss 1360 R2(config-if)#
tunnel source 10.10.2.2R2(config-if)# tunnel destination 10.10.1.1

C. R2(config)# interface Tunnel 1R2(config-if)# ip address 172.20.1.2 255.255.255.0 R2(config-if)# ip mtu 1500R2(config-if)# ip tcp adjust-mss 1360 R2(config-if)#
tunnel source 192.168.20.1 R2(config-if}# tunnel destination 10.10.1.1

D. R2(config)# interface Tunnel 1R2(config-if}# ip address 172.20.1.2 255.255.255.0 R2(config-if)# ip mtu 1500R2(config-if)# ip tcp adjust-mss 1360 R2(config-if)#
tunnel source 10.10.2.2 R2(config-if)# tunnel destination 10.10.1.1

Answer: D

NEW QUESTION 124
- (Exam Topic 3)
Which IPv6 feature enables a device to reject traffic when it is originated from an address that is not stored in the device binding table?

A. IPv6 Snooping

B. IPv6 Source Guard
C. IPv6 DAD Proxy
D. IPv6 RA Guard
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Answer: B

Explanation:

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipv6_fhsec/configuration/xe-3s/ip6f-xe-3s-book/ip6-src-guar

NEW QUESTION 126
- (Exam Topic 3)
Refer to the exhibit.

Contiguration Quiput
AAA MEW-Model

SENVEr name admin

333 Se55:00-1d common

|

[ACACS server admin

address ip 1011156

kéy T 0V150F1G5E1COT032D
|

line vy 0 4

login authenhcation admin

Debug Qutput:

A84 Qroup Server 1ACacs+ admis

ip 1acacs source-interace GigatatEhemelt

Aaa authenbcaton ilH]l"l admin group [ACACS+ WCal enabe

Oct 22 1238 57 587 AAABIND(OOO0001A) Bing i

Oct 2 12 3857 587, ARAAALI THENLOGIN (0O0000TAL FICk method kst “admin
OCt 22 1238 67 587 ARALALTHE N'ENAB LE (00000
Oct 22 12 3857 587 ARAMLUTHENENABLE(O000001A). Done status GET PASSWORD
Oct 22 12.39.02 327 AAAAUTHEN/ENABLE(0000001A) Processing request action LOGIN
Oct 22 12.3902 327 AAAAUTHENEMNABLE(OO00001A) Done status FAIL - bad password

014) Processing réquest action LOGIN

An administrator configured a Cisco router for TACACS authentication, but the router is using the local enable password instead Which action resolves the issue?

A. Configure the aaa authentication login admin group admin local enable command instead.

B. Configure the aaa authentication login admin group tacacs* local enable none command instead.

C. Configure the aaa authentication login admin group tacacs* local if-authenticated command instead.
D. Configure the aaa authentication login default group admin local if-authenticated command instead.

Answer: C

NEW QUESTION 128
- (Exam Topic 3)
Refer to the exhibit.

ip sla 1
iemp-echo 8.8.8.89
threshold 1000
timecut 2000
fraquancy 5

track 1 ip sla 1
i

ip routes 0.0 :

ip sla schedule 1 life forever start-time now

.0.0 0.
ip route 0.0.0.0 0.

0.0.0 203.0.113.1 name ISPl  track 1
0.0.0 198.51.100.1 name ISP2 Etxackil

An administrator configures a router to stop using a particular default route if the DNS server 8.8.8.8 is not reachable through that route. However, this
configuration did not work as desired and the default route still works even if the DNS server 8.8.8 8 is unreachable. Which two configuration changes resolve the

issue? (Choose two.)

A. Configure two static routes for the 8.8.8.8/32 destination to match the IP SLA probe for each ISP.
B. Associate every IP SLA probe with the proper WAN address of the router.

C. Reference the proper exit interfaces along with the next hops in both static default routes.

D. Use a separate track object to reference the existing IP SLA 1 probe for every static route.

E. Use a separate IP SLA probe and track object for every static route

Answer: AE

NEW QUESTION 133
- (Exam Topic 3)
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100.0.0.0732 is subnetted, 3 subnais
10001 1.1 is directly connected, Loophack(
1002 2.2 [0 S6160] vea 101 1.2, (0048, FastEtherneal Qi)
100.3.3 3 [90M158720] via 10.1.1.14, 000044, FasiEthermet 140

[90M158720] via 10.1.1.2, 00.00:44, FasiEthenel(/
10.0.0.0¢8 15 vanably subnetted, 13 subnets, 4 masks

1001 1.8/30 [930720] via 10.1.1 14, 00 00 44, FasiEthemeat1/0
10.1.1.12/30 s diracily connecled, FasiEihemet1/0
10.1.1. /30 is directly connected, FasiEthemeatiil
1001 1 4730 [B030720] via 1011 2, 00 00 45, FastEihameativD
1001001 40432 15 directly connected, Loopback4l

EX 101180028 [170V33280] via 10.1.1.14, 000 45 FasiEthemeat1/0

[1/W33280] wa 10.1.1.2, D0:00:435, FasiElhemetid

100100 1 50032 is direcily connecled, Loopbacks0
10,100 1 10532 is directly connecied, Loopback10
10.100.1.0¢24 is a summary, 00:00:48, Nulld
100100 1 332 is direcily connecled, Loopback30
10100120532 is directly connecled, Loopback?
100200 10724 s directly connecled, FastEthearmeti1

ExX 10247 100730 (17072174976 via 10.1.1 14, 00 00048, FasiEhamet 140

[17w2174976] via 10.1.1.2, 000045, FastEthemell/

[ ]

SoooOuon oaooao

Refer to the exhibit. R1 must advertise all loopback interfaces IP addresses to neighbors, but EIGRP neighbors receive a summary route. Which action resolves

the issue?

A. Redistribute connected routes into EIGRP Enable
B. EIGRP on loopback Interfaces.

C. Disable auto summarization on R1.

D. Remove the 10.100.1.0/24 static route.

Answer: D

NEW QUESTION 134
- (Exam Topic 3)

Flé¢show time-range

time-range entry: timer (actiwve)
periodic weekend 9:00 to 17:00
used in: IP ACL entry
used in: IP ACL entry

Rlé#¢show ip access-list interface gig0/0

Extended IP access list NO Internet in
10 deny tcp any any e€g www time-range timer
20 deny tcp any any eg 443 time-range timer
30 permit ip any any

factive)
factive)

Refer to the exhibit. Users on a call center report that they cannot browse the internet on Saturdays during the afternoon. Which configuration resolves the issue?

A)

interface gig0/0

ip access-group NO_Internet out

B)

ip access-list extended NO_Internet
15 permit tcp any any eq www

C)

no time-range timer

D)
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time-range timer
no periodic weekend 9:00 to 17:00
periodic weekend 17:00 to 23:59

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 138
- (Exam Topic 3)
Refer to the exhibit.

RZW show ip ospf neighbor

Nalighbor ID Pri Stata Derad T ma Addross Intar facno
192 .166.9%9.2 1 EXCHANGE/ 00:00: 36 192.166.99.1 Seriald/l
router-64

Eilf show ip ospf neighbor

Neilghbor ID Pri Statbe Dead Time Address Interface
192 .168.99.1 1 EXSTART/ - 00:00:33 192 . 168 .99.2 S5eriald/1
192.168.99.1/30 192.168.99.2/30
&7 p 501 _, S0 g Z
GO0/0

10.1.11.1/30

10.1.11.2/30
G0/0

& "-'J.__,.""_

S

An OSPF neighbor relationship between R2 and R3 is showing stuck in EXCHANGE/EXSTART state. The neighbor is established between R1 and R2. The
network engineer can ping from R2 to R3 and vice versa, but the neighbor is still down. Which action resolves the issue?

A. Restore the Layer 2/Layer 3 conectivity issue in the ISP network.
B. Match MTU on both router interfaces or ignore MTU.

C. Administrative "shut then no shut" both router interfaces.

D. Enable OSPF on the interface, which is required.

Answer: B

Explanation:

After two OSPF neighboring routers establish bi-directional communication and complete DR/BDR election (on multi-access networks), the routers transition to the
exstart state. In this state, the

neighboring routers establish a master/slave relationship and determine the initial database descriptor (DBD) sequence number to use while exchanging DBD
packets.

Neighbors Stuck in Exstart/Exchange State

The problem occurs most frequently when attempting to run OSPF between a Cisco router and another vendor’s router. The problem occurs when the maximum
transmission unit (MTU) settings for neighboring router interfaces don’t match. If the router with the higher MTU sends a packet larger that the MTU set on the
neighboring router, the neighboring router ignores the packet.

NEW QUESTION 142
- (Exam Topic 3)
Refer to the exhibit.

T e0/0 771197 eni epr1 200-1.1.0724 54
e

1.1.0/24 ap 10.2.1.0/24

1.2.0/24 = 10.2.2.0/24

An engineer must configure a LAN-to-LAN IPsec VPN between R1 and the remote router. Which IPsec Phase 1 configuration must the engineer use for the local
router?

A. crypto isakmp policy 5authentication pre-share encryption 3deshash sha group 2!crypto isakmp key ciscol123 address 200.1.1.3

B. crypto isakmp policy 5 authentication pre-share encryption 3deshash md5 group 2!crypto isakmp key cisco123 address 200.1.1.3
C. crypto isakmp policy 5 authentication pre-share encryption 3deshash md5 group 2!crypto isakmp key cisco123 address 199.1.1.1
D. crypto isakmp policy 5 authentication pre-share encryption 3deshash md5group 2!crypto isakmp key cisco123! address 199.1.1.1

Answer: A
Explanation:

In the “crypto isakmp key ... address " command, the address must be of the IP address of the other end (which is 200.1.1.3 in this case) so Option A and Option B
are correct. The difference between these two options are in the hash SHA or MD5 method but both of them can be used although SHA is better than MD5 so we
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choose Option A the best answer.

Note: Cisco no longer recommends using 3DES, MD5 and DH groups 1, 2 and 5.

Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_imgmt/configuration/xe-16- 5/sec-ipsec-management-xe-16-5-book/sec-ipsec-usability-
enhance.html

NEW QUESTION 145

- (Exam Topic 3)

A network administrator successfully established a DMVPN tunnel with one hub and two spokes using EIGRP. One of the requirements was to enable spoke-to-
spoke tunnels through the hub router using EIGRP. Which configuration command must the engineer configure to meet the requirement?

A. no ip eigrp 1 mode multipoint
B. no ip eigrp 1 split-horizon

C. no ip eigrp 1 tunnel-redirect
D. no ip eigrp 1 mode mgre

Answer: B

NEW QUESTION 146
- (Exam Topic 3)

R1#show bgp ipv6 unicast 2001:db8::1/128
BGP routing table entry for 2001:db8::1/128, version 3
Paths: (1 available, best #1, table Global-IPv6-Table)
Not advertised to any peer
Local
2001:db8:33:33::33 (metric 128) from 2001:db8:11:11::11 (1.1.1.1)
Origin IGP, metric 0, localpref 100, valid, internal, best
Originator: 3.3.3.3, Cluster list: 1.1.1.1

Refer to the exhibit. An engineer examines the BGP update for the IPv6 prefix 2001:db8::1/128. which should have been summarized into a /64 prefix. Which
sequence of actions achieves the summarization?

A. R1 is a route reflector client of a RR with a router ID of 1.1.1.1. and the originator of the prefix has a router ID of 3.3.3.3. Both routers belong to different AS

B. The prefix is not advertised to any peer and must be advertised using the network statement on R3.

C. Rl is a route reflector with a router ID of 3.3.3.3. and the originator of the prefix is a route reflector client, which has a router ID of 3.3.3.3. Both routers belong to
the same AS Configure an aggregate address on the router with ID 1.1.1.1 for the prefix

D. R1 is a route reflector with a router ID of 1.111. and the originator of the prefix is a route reflector client, which has a router ID of 3.3.3.3. Both routers belong to
the same AS Configure an aggregate address on the router with ID 1.1.1.1 for the prefix

E. R1 is a route reflector client of a RR with a router ID of 1.1.1.1. and the originator of the prefix has a router ID of 3.3.3.3. Both routers belong to the same A

F. Configure an aggregate address on the router with ID 3 3.3.3 for the prefix.

Answer: D

NEW QUESTION 148
- (Exam Topic 3)

anabla secCret 5 <password=

username cisco privilege 15 sacrel 5 <password>
username oparalor password 7 <password=

line why O 4

session-imeaout 240

password 7 <password>

transpor ingut telnet

Refer to the exhibit. The authentication is not working as desired and the user drops into user-exec mode. Which configuration resolves the issue?

a2a new-model

aaa authentication login default local
aaa authorization exec default local

|

line vty 0 4
legin authentication default

authorization exec default

aaa new-model

aaa authentication login default local
aaa authorization priv default 15

|

lira vty O 4
legin authentication default
authorization exec privls

aaa new-model

aaa authentication login local
aaa authonzation exec local

]

lime vty O 4
legin authentication local
authorization exec default

aaa new-model

aaa authentication comman-id default local
aaa authorization exec default local

1

lime vty 0 4

legin authentication default

authorization exec default

A. Option A
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B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 149

- (Exam Topic 3)
10.0.0.2/30 10.0.0,1/30
E0/1 i V.
5] R3
S1Fping 10.0.003 R34
Type escape sequence to abart. hostnarme B3

sending 5, LOD-byie ICMP Echos 1o 10.000.1, timeout & 2 seconds ]

----- enable pacsward cisco

Suceess rate is 100 percent (5/5), round-trip minfavgdmax = 1/1f1 ms|

ric i newsrrodel

J

Flftelrer 10.0.0.1 username admen password 0 c=co
Trying 10.0.0.1 ... Open ]

intorface Etharnatdfl

WCraimedio b NELOLE ot Gy Tovai oty ip address 10.0.0.1 255.255.285.252
1

line can O

fogging synchronous

lirve aun 0

lere wiy 0 4

passwarnd cisco

kogin

W Bt

transport inpat all

|

end

Refer to the exhibit. A network engineer cannot remote access R3 using Telnet from switch S1. Which action resolves the issue?

A. Allow the inbound connection via the exec command on R3.

B. Add the transport input telnet command on R3.

C. Allow to use the ssh -1 admin 10.0.0.1 command on the switch.
D. Add the login admin command on the switch.

Answer: A

NEW QUESTION 151
- (Exam Topic 3)

vef definition Science

address-family ipvd
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i

Intarface E 0/2

Vrf forwarding Science

Ip address 192 .168.1.1 255.255.255.0
Ho shut

i
Interface E 0/3

Vrf forwarding Science
!

Interface E 0/3

Vrf forwarding, Science

Ip address 152.168.2.1 255.255.255.0

Ho shut

Refer to the exhibit. The IT router has been configured with the Science VRF and the interfaces have been assigned to the VRF. Which set of configurations
advertises Science-1 and Science-2 routes using EIGRPAS 111?

router eigrp 111

address-family ipvd ¥rf Science autonomous-system 1
network 182.168.1.0

natwork 192.168.2.0

router eigrp 111

address-family ipvd vif Science
network 192.168.1.0

network 192.168.2.0

router aigrp 111
natwork 192.168.1.0
natwork 192 168 2.0

router eigrp 1

addrass-family ipvd vrf Science autonomous-systam 111
natwork 192.168.1.0

natwork 192.168.2.0

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 155
- (Exam Topic 3)
Which two protocols are used by a P router to transfer VPN traffic between PE routers in an MPLS network? (Choose two.)

A. BGP

B. OSPF
C. MP-BGP
D. LDP

E. RSVP

Answer: CD

NEW QUESTION 157
- (Exam Topic 3)
Refer to the exhibit.
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ipv6 inspect udp idle-time 3600
ipv6 inspect name ipv6-firewall tcp
Ipvb inspect name 1pvb-firewall udp

Ipvb access-list ipvb-internet

deny ipv6 any FECO. /10

deny ipv6 any FFOO /8

permit ipv6 any FF02 /16

permit ipv6 any FFOE: /16

permit udp any any eq domain log

Interface gi0/1

ipv6 traffic-filter ipv6-internet in
ipv6 inspect ipv6-firewall in
ipv6 inspect ipv6-firewall out

A network administrator configured name resolution for IPv6 traffic to be allowed through an inbound access list. After the access list is applied to resolve the
issue, name resolution still did not work. Which action does the network administrator take to resolve the name resolution problem?

A. Remove ipv6 inspect ipv6-firewall in from interface gi0/1

B. Add permit udp any eq domain any log in the access list.

C. inspect ipv6 inspect name ipv6-firewall udp 53 in global config.
D. Add permit any eq domain 53 any log in the access list.

Answer: A

NEW QUESTION 162

- (Exam Topic 3)

A network is configured with IP connectivity, and the routing protocol between devices started having problems right after the maintenance window to implement
network changes. Troubleshoot and resolve to a fully functional network to ensure that:

T N

T

| O3PF Protess IDY Area 0 L1 102 1682 224 ]

Gurdehnes Topology TaEks

L W0 22

i 1R 1302 5

Elv3 EN3

LO; 10901, 102 L 100 3

\\ 1010 14 0624 1010 35 024 )
.'.."-T".:i- B Bt e
1 1010 45 0524 3 s
L 109004 432 Ld: 10105532
LU T2 16 4.4 " LY TEE W D

Topology Diagram
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Guidelings Topology  Tasks

A network is configured with IP connectivity, and the routing
protocol between devices started having problems right after the
maintenance window to implement network changes.
Troubleshoot and resolve o a fully functional network to ensure
that:

1. Inter-area links have link authentication (not area
authentication) using MD5 with the key 1 string CCNP.

2. R3is a DR regardless of R2 status while R1 and R2
establish a DR/BDR relationship.

3. OSPF uses the default cost on all interfaces. Network
reachability must follow OSPF default behavior for traffic
within an area over intra-area \/'S inter-area links.

4. The OSPF external route generated on R4 adds link cost

when traversing through the network to reach R2. A network

command to advertise routes I1s not allowed.
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B2 R4 RS

no ip domain lookup
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R2 R4 RS

A. Mastered
B. Not Mastered

Answer: A

Explanation:

R4

Int range et0/0 — 1

Ip ospf authentication message-digest

Ip ospf message-digest-key 1 md5 CCNP

Router ospf 1

Redistribute connected subnets route-map to-ospf metric-type 1 Copy run start
R5

Int range et0/0 — 1

Ip ospf authentication message-digest

Ip ospf message-digest-key 1 md5 CCNP Interface eth 0/1

Ip ospf cost 10 Copy run start VERIFICATION:Graphical user interface, text, application Description automatically generated
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RZ¥show 1p ospf nel
R2#show 1p pf neighbor

Neighbor ID State Dead Time Address
nterface

10.10.1.1 FULL/BDR 00:00:38 10.10.12.1
thernet0/2

10.10.3.3 FULL/BDR 00:00:30ctivate.Dora3ows
thernetd/1 - - .
r2#j]

NEW QUESTION 166

- (Exam Topic 3)

The network administrator is tasked to configure R1 to authenticate telnet connections based on Cisco ISE using RADIUS. ISE has been configured with an IP
address of 192.168.1.5 and with a network device pointing towards R1 (192.168.1.1) with a shared secret password of Cisco123. If ISE is down, the administrator

should be able to connect using the local database with a username and password combination of admin/cisco123.
The administrator has configured the following on R1:

aaa new-model
]

username admin password cisco123
I

radius server ISE1

address ipv4 192.168.1.5

key Cisco123

I

aaa group server tacacs+ RAD-SERV
server name ISE1

I

aaa authentication login RAD-LOCAL group RAD-SERV

ISE has gone down. The Network Administrator is not able to Telnet to R1 when ISE went down. Which two configuration changes will fix the issue? (Choose two.)

linevty 0 4
login authentication RAD-LOCAL

‘linevty 0 4
login authentication default

line vty 0 4
login authentication RAD-SERV

aaa authentication login RAD-SERV group RAD-LOCAL local

aaa authentication login RAD-LOCAL group RAD-SERV local

A. Option A
B. Option B
C. Option C
D. Option D
E. Option E

Answer: CE
NEW QUESTION 168

- (Exam Topic 3)
Refer to the exhibit.
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=

53243, 006: BOP

19 00:53:43.006: BGP: 10.10.10 .3 closing
SSep 19 D0:53:43.106: RGP Routar

| iOhshow 1p Bgp peighbors 10.10.10.2

[BGF maighbor is-10.30.10.2, remobe AS 65101, sxternal 1ink
' BGP wezsién 4, remote rowter ID 0.0 .0.¢

. BGP = Aotive

read 00:01:35, last wriks 00:01:35, bold time is
is &0 meconds

Defanlt minimem time betwesn advertisement runs is 30 seconds

JConnactinns estah]ished 11 dropped 11
Last reset 00:01:36, due to Peer clossd the seazion
» Extaragl BCP nelghbor may be wp to 3 home

k| Way
Transport (top) path-mtn-discovery anahled
| '.ljﬂﬂil‘- ™F connect iop
Dlabrr 1= =

: “’ vy 10.10.) weat from nsf not aotiwd to

_ : 10,3000, 3 iut from Established to Idle
00353:43.006: RGP S-RDICHONGE: neighbor 10.10.10. 3 Down Usar reset

unhandled major avent oode 178, minor 0

180, koopalive

i Midraps tzacking is enabled, the RIE does have a route to 10.10.10.2

A NOC team receives a ticket that data traffic from RA to RF is not forwarded when the link between the RC-RE path goes down. All routers learn loopback IP

through the IGP protocol. Which configuration resolves?

A. RD(config)#router bgp B5201RD(config-router)# neighbor 10.10.10.2 update-source loopback 0
B. RD(config-router)# neighbor bgp 65101RB(config-router)# neighbor 10.10.10.3 ebgp-multihop 3

C. RB(config)# router bgp
D. RD(config)# router bgp

65101RB(config)#neighbor 10.10.10.3 update-source loopback 0
65201RDI(config-router)# neighbor 10.10.10.2 ebgp-multihop 3

Answer: B

NEW QUESTION 170
- (Exam Topic 3)

182 168 200 024

10 40 D030

routar aigrep 100
1 10000 200 200 1500

network 172.16.23.0
auto-Summary

router ospf 100
routar-id 2.2.2.2

]
S |oser
2 |AREAD i EMGRP AS 100
2
ﬁ‘!p'
. wP
a .'.-1"?
2 L
i
R2 RL
EZ¥sho run | sec router Rl

redistribute ospf 100 metric routsr sigrp 100

network 10.20.0.0 0.0.0.
0.0

Rl#sho run | sec routar

redistribute rip metric 1 10 255 255% 1500
a moatwork 10 .0.0,0
«0.3 auto = 5 umna ry
eligrp router-id 1.1.1.1
router u:l-'pf 100
routsr-1d 1.1.1.1

loeg-adjacency-changes log-adjacency-changes

redistribute sigrp 100 network 10.20.0.0 0.0.0.3 area 0
matric 15000 subnets router rip

network 10.20.0.0 0.0.0.3 redistribute aigep 100 metelc 1
area 0 network 10.0.0.0
o nie

Refer to the exhibit The route to 192 168 200 0 is flapping between R1 and R2 Which set of configuration changes resolves the flapping route?

R2{config#router ospf 100
F2{config-router#ne redistribute eigrp 100
R2iconfig-router Fredistribute eigrp 100 metric 1 subnets

R1{config¥no router rip
R1iconfig #ip route 192.168.200.0 255.255.255.0 10.40.0.2

R2(config @router eigrp 100
R2{config-router j¥ne redistribute espf 100
RZ{config-router eredistribute rip

R1{config =router ospf 100
Riiconfig-router#redistribute rip metric 1 metric-type 1 subnets

A. Option A
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B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 174
- (Exam Topic 3)

Ra#

Interface FastEthernet1/0

ip address 10,1.1.14 255.255.255,252

ip access-group VENDOR in

ip authentication mode eigrp 100 mds

ip authenfication key-chain eigrp 100 EIGRPKEY
speed 100

full-duplex

|
interface loopback 100

ip address 10.199.100.1 255.255.255.255
|
router eigrp 100

network 10.1.1.8 0.0.0.3

network 10.1.1.12 0.0.0.3

NG aulo-summany

elgrp router-id 100.4.4.4

neighbor 10.1.1.13 FastEthernet1/0
redistribute connected

[
router bgp 65001

no synchronization

bgp log-neighbor-changes

network 100.4 4.4 mask 255.255.255.255
neighbor 10.1.1.13 remote-as 63001

No aulo-summany

I
ip access-list extended WVENDOR

permit tcp 192.168.32.0 0.0.7.255 host 10.199.100.1 eq 22 time-range VENDOR_ACCESS
!
time-range VENDOR_ACCESS
periodic weekend 22:00 10 23:00

Refer to the exhibit A network engineer received a call from the vendor for a failed attempt to remotely log in to their managed rooter loopback interface from 192

168.40 15 Which action must the network engineer take to resolve the issue?

A. The IP access list VENDOR must be applied to interface loopback 100

B. The time-range configuration must be changed to use absolute instead of periodic

C. The EIGRP configuration must be updated to include a network statement for loopback 100
D. The source IP summarization must be updated to include the vendor source IP address
Answer: C

NEW QUESTION 179
- (Exam Topic 3)
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Ri#show ip flow export
Flow export v9 is enabled for main cache
Export source and destination details
VRF ID : Default
Source(l) 10.0.0.10 (GigabitEthernet2/0)
Destination(l) 192.168.10.1 (656)
Version 9 flow records
254 flows exported in 41 udp datagrams
0 flows failed due to lack of export packet
0 export packets were sent up to proocess level
41 export packets were dropped due to no fib
0 export packets were dropped due to adjacency issues
0 export packets were dropped due to fragmentation failures
0 export packets were dropped due to encapsulation fixup failures

Rid#show ip flow interface
GigabitEthernet2/0
ip flow ingress

10.10.10.2 10.10.10.3
m® LTT R
10.10.10.4
GF1/0 GE2/O
GLOSO i
10.10.10.1 GED/O Data center
u = - 1' l 192.168.10.1
10.10.10.3 10.10.10.5

Refer to the exhibit An enterprise operations team must monitor all application server traffic in the data center The team finds that traffic coming from the hub site
from R3 and R6 rs monitored successfully but traffic destined to the application server is not monitored Which action resolves the issue?
A)

Ré4(config#int gigabitEthernet 10
R4(conhg-f#ip flow ingress

B)

R1({conhg#int gigabitEthernet 0/0
R1{config-if=ip flow egress
C)
Rd({config=int gigabitEthernet 2/0
R4(config-=ip flow egress
D)
R3(config =int gigabitEthernet 0/0
R3(config-iN=ip flow egress

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 182

- (Exam Topic 3)

What is LDP label binding?

A. neighboring router with label

B. source prefix with label

C. destination prefix with label

D. two routers with label distribution session

Answer: C

Explanation:
Text Description automatically generated with medium confidence
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For every IGP [P prefix in its IP routing table. each LSR creates a local binding—that is, it binds
a label to the IPv4 prefix. The LSR then distributes this binding to all its LDP neighbors. These
received bindings become remote bindings. The neighbors then store these remote and local
hindings in a special table, the label information base (LIB ). Each LSR has only one local binding

NEW QUESTION 187
- (Exam Topic 3)

=
==

.:"'_
=/

Refer to the exhibit. R1 uses SP1 as the primary path. A network engineer must force all SSH traffic generated from R1 toward SP2. Which configuration

accomplishes the task?
A)

ip access-list extended match_SSH

permit tcp any any eq 22

1

route-map PBR_SSH permit 10
match ip address match_SSH
set ip next-hop 10.20.20.1
1

interface Gig0/0
ip policy route-map PBR_SSH

B)

ip access-list extended match_SSH
permit tcp any any eq 22

]

route-map PBR_SSH permit 10
match ip address match_SSH
set ip next-hop 10.10.10.1

1

ip local policy route-map PBR_SSH

C)

ip access-list extended match_SSH
permit tcp any any eq 22

l

route-map PBR_SSH permit 10
match ip address match_SSH

set ip next-hop 10.20.20.1
1

ip local policy route-map PBR_SSH

D)

ip access-list extended match_SSH
permit tcp any any eq 22

1

route-map PBR_SSH permit 10
match ip address match_SSH
set ip next-hop 10.20.20.1

!

interface Gig0/1
ip policy route-map PBR_SSH

A. Option
B. Option
C. Option
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D. Option

Answer: C

NEW QUESTION 191
- (Exam Topic 3)

ip access-list extended CoPP-I1CHP
parmit lemp any any echo

'

ip access-list extended CoPP-BGP
permit toep any eq bgp any established
i

ip access-1ist extended CoPP-EIGRP
permit eligrp any host 224.0.0.10

]

Class-map match-all CoPP-CLASS

match access-group name CoPP-1OMP
match access-group name CoPP-BGP
match access-group nama CoPP-EIGRP

Refer to the exhibit A CoPP policy is implemented to allow specific control traffic, but the traffic is not matching as expected and is getting unexpected behavior of
control traffic. Which action resolves the issue?

A. Use match-any instruction in class-map

B. Create a separate class map against each ACL.
C. Create a separate class map lor ICMP traffic.

D. Use default-class to match ICMP traffic

Answer: A
NEW QUESTION 193

- (Exam Topic 3)
Refer to the exhibit.

Lo0: 1111
R1
i "__:-._,____,-_
l. ™ I
1/ % 4
192 164,120 - . . w 192,168, 13.0/24
2/ 3
I e | | T
R2 R3
Lo: 2.2.2.2 Lo0: 3.3.3.3

An engineer has configured R1 as EIGRP stub router. After the configuration, router R3 failed to reach to R2 loopback address.
Which action advertises R2 loopback back into the R3 routing table?

A. Add a static route for R2 loopback address in R1 and redistribute it to advertise to R3.

B. Use a leak map on R1 that matches the required prefix and apply it with the distribute list command toward R3.
C. Use a leak map on R3 that matches the required prefix and apply it with the EIGRP stub feature.

D. Add a static null route for R2 loopback address in R1 and redistribute it to advertise to R3.

Answer: B

Explanation:

The EIGRP stub feature is useful to prevent unnecessary EIGRP queries and to filter some routes that you advertise. What if you want to configure your router as
a stub router but still make an exception to some routes that it advertises? That is possible with the leak-map feature. This is how to configure leak-map in this
guestion:

R1(config)#ip access-list standard R2_L0O R1(config-std-nacl)#permit host 2.2.2.2 R1(config)#route-map R2_L0O_LEAK R2(config-route-map)#match ip address
R2_L0 R1(config)#router eigrp 1

R1(config-router)#eigrp stub leak-map R2_L0_LEAK

NEW QUESTION 196
- (Exam Topic 3)
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L0 \;\, Fiof1 E0f3 o
ey * —

Core 5“‘1 MS Server

FE e e e = 10.221.10.11
Rifcanfigil ip verily drop-rate compute window 60

Rillcankipgii ip verby drop-rate compule interval 60
Iij_||;{||"|f||ll:|h Ip varaly drop-rate notily hold-down 60
Rl{canfigi interface ethernet 0/
Rlleanfig-if# ip werify unicast notdication threshold 75000
Rljcanlig-if]# samp wrap ip verify drop-rate

||:1|,l:{ll"lrl|:: |8 @ mi

Refer to the exhibit. An engineer configured SNMP traps to record spoofed packets drop of more than 48000 a minute on the ethernet0/0 interlace. During an IP
spoofing attack, the engineer noticed that no notifications have been received by the SNMP server. Which configuration resolves the issue on R1?

A. ip verity unicast notification threshold 48000
B. ip verify unicast notification threshold 8000
C. ip verify unicast notification threshold 800
D. ip verify unicast notification threshold 80

Answer: C
NEW QUESTION 198

- (Exam Topic 3)
Refer to the exhibit.

i kil [0 #
VLAMS

FTP Server Switch
| e T L%
Username: cisco Tosite 12
B cwanrd Ciser :
File 1 download KOS hin
Interface VLANZ
CAUsersiFIPServers ping 10001 1 adkdress 100001 255 2557550
1
[ 1 tites ol
igigdinng VRGO T wilh 32 bytes ol data | i Htp source-interface vian 2
Repdy Irom 100401 Rfes= 32 Tams« T TTL = 64
Reply from 10000.1: Bates= 32 time= Temg TTL =64 - - -
Fegely Tronmy 10001 Eptes = 32 Tofrve= Terek TTL =64 swtchacopy fipffoiscocisooi@I0umD, 2205 tEn flash:y
Reply from 10041 bytes= 32 (ame= 10 TTL=64 Paestenation lename (K25 bin)?

Accessing Hpydfoscorcisco@ 10002405 bin.,
Ping statistics for 100001 s

Packeic Sent = d Recerud = d Lo = 0 0% o | | - MEmer opening fpoifciscoiciseai@10.0.0.208 bin (Mo such file or directory)
Agpecad muate sognd Erips times b mill-seconds

elirormam « Lims, Maximum « 1ms, Avesage = 1ms

An engineer cannot copy the 10S.bin file from the FTP server to the switch.
Which action resolves the issue?

A. Allow file permissions to download the file from the FTP server.

B. Add the 10S.bin file, which does not exist on FTP server.

C. Make memory space on the switch flash or USB drive to download the file.
D. Use the copy flash:/ ftp://cisco@10.0.0.2/I0S.bin command.

Answer: B

NEW QUESTION 201
- (Exam Topic 3)

o . TE
1] B}

*Bap § OB 21 50 0R1: BEF: 10.0.0.17 went fre:a Idle &6 Astive

FEap 5 0L 31 58 BS5:- BEF: 10 .0.0.17 open sctive.  local sddress 10 .0 0. 18

*Sap 5 05 31 58 987 BGF 10 0 0. 17 resd request no-op

T Eap 5 0% 31 58 %11 | = ) 19 T want from Active tae Cpanfant

"Eap 5 0%:31 58 S511: BSF. 10 . 0.0.17 samding OFEN, werslisa 4, =y as: 63101, Boldiiss
L8] asconds

T Eap GE: 31 98 911 BEF: QA0.0.0.17 send msesage typs 1. length (imcl. besder) 51

5
5 D531 538.927: BOF. 10.0.0.17 remsia cloas
“Zap 5 0531 30 331 mEr 10.0.0.17 -zeset the seddlen
B O5:31-50.931: DGFWEF state: 19.0.0.17 want from nef net_sctive te

REd
"Eep 5 05 04 27 D63 BCF 10,0 0 10 passive opag ta 10 0 0 17
*Sap 8 O85:)4 22 03 BGF: 10.0.0.10 passive opap failed - L0 0 01T ip mot update-
FIrCE Loopinackl 8 address 1R.10.1%. %)
“Sap 5 05 0 22 063 mar 10 .0.0.10 remsta comaectlon attaRgt falled. lecal addieas
L. 9.2.17
T
= LRI | SRR /
0 y \ \
E- * .I:Ir .MH-.. B BASN : ELRDRET ]
L | ,I;I‘ -: | - LT
AT - ; -!lui“
|

N LA AN

Refer to the exhibit. The traffic from spoke to hub is dropping. The operations team observes:
» R2-R3 link is down due to the fiber cut.

» R2 and R5 receive traffic from R1 in AS 65101.

» R3 and R5 receive traffic from R4 in AS 65201.

Which configuration resolves the issue?

A)
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O’ Exa
[fsureP522
R6(config#router bgp 65101
R6({cenfig-router)#no neighbor 10.0.0.17 update-source Loopback0

B)

R5(config)#router bgp 65101
R5(config-router)#no neighbor 10.0.0.18 update-source Loopback0

C)
R6(config)®#router bgp 65201
R6(config-router j¥neighbor 10.10.10.5 remote-as 65101
R6(config-router)#¥neighbor 10.10.10.5 update-source Loopback0
R6(config-router)#neighbor 10.10.10.5 ebgp-multihop 3
D)
R5(config)#router bgp 65101
R5(config-router)#neighbor 10.10.10.6 remote-as 65201
R5(config-router)#neighbor 10.10.10.6 update-source Loopback0
R5(config-routerj#neighbor 10.10.10.6 ebgp-multihop 3

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 202
- (Exam Topic 3)

10.1.1.10/24
PC1
_—;i
o - o . i
~T10.1.1.1/24 ..
/ o7 —ap
m? \
' Area-0 |
Y192 168 12.0/24 ;
- _1 )
H.-"-l-.__ '."_._:;T-'-. - - -
i .r"-f.-_' ': -‘--\-‘H--"\-\.
192, 168.4.0/24
f
——— o | —— LY '--_?.:.',. )
e - e
\ - e -
10.1.3. 1424 10.1.4.1/24 )~
T Area-245 —
PC2 PC3
— —
10.1.3.10/24 10.1.4.10/24

Refer to the exhibit A network administrator is troubleshooting to reduce the routing table of R4 and R5 to learn only the default route to communicate from Inter-
Area and Intra-Area networks Which configuration resolves the issue?
A)

R-12default area 245
R-4sdefault area 245 default-cost
R-5=default area 245 default-cost

R-1=area 245 stub no-summary

B)
H-1Zarea 245 stub no-summary

R-45area 245 stub

H-52area 245 stub
0
R-12default area 245 default-cost

R.4#default area 245
R-52default area 245

D)
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R-1Zarea 245 stub
H-4%area 245 stub no-summary

R-5Zarea 245 stub no-summarv

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 204
- (Exam Topic 3)

Bloonfig-if) #
Spok 1 Bilconfig-1if)#
Bilconfig-if) 8
Biconfig-if)#§
Blconfig-if)#

Al 2 E0F1 18 Diconfig-1if)#
o Diconfig-if}#

Diconfig=1£)#

AT S Diconfig-if1d
Spokn 7 Diconfig=if)#
Diconfig=-if)#

do sh run int «0/1 | b int
interface Ethernetl/1

ip address 78.1.1.8 255.255.255.0
ipvé enable

ospfvl 1 ipvl area 1

Cleonfigl® interface EthernatdS/1_T8
Clconfig-subif)§ encap dotlq T8
Clconfig-sublif)# ip add 78.1.1.7 255, 255.25%.0
Cleonfig-gubif}d ocspfvd 1 ipvd area O

do sh run int «0/1 | b int
interface Ethernet0/1

no ip addreas

ipvh address 37::3/64

ipvEé enable

ipvé ospf 1 area 0O

Refer to the exhibit. A network engineer receives a report that Spoke 1 users can perform bank transactions with the server located at the Center site, but Spoke 2

users cannot. Which action resolves the issue?

A. Configure the Spoke 2 users IP on the router B OSPF domain
B. Configure encapsulation dotlqg 78 on the router C interface.
C. Configure IPv6 on the routers B and C interfaces

D. Configure OSPFv2 on the routers B and C interfaces

Answer: C

NEW QUESTION 207
- (Exam Topic 3)

An administrator attempts to download the pack NBAR?2 file using TFTP from the CPE router to another device over the Gi0/0 interface. The CPE is configured as

below:
hostname CPE
|
ip access-list extended WAN
<. >
remark => All UDP rules below for WAN 1D; S420T92E35F99
permit udp any eq domain any
permit udp any any aq tftp
deny udp any any
!
interface GigabitEthernet0/0
<..>
ip access-group WAN in
< >
i

tftp-server flash:pp-adv-csr1000v-1612.1a-37-53.0.0. pack

The transfer fails. Which action resolves the issue?

A. Change the WAN ACL to permit the UDP port 69 to allow TFTP

B. Make the permit udp any eq tftp any entry the last entry in the

WAN ACL.

C. Change the WAN ACL to permit the entire UDP destination port range

D. Shorten the file name to the 8+3 naming convention.

Answer: B

NEW QUESTION 209
- (Exam Topic 3)

Passing Certification Exams Made Easy

visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full 300-410 dumps in VCE and PDF From SurePassExam
Ll Sure PaSS https://www.surepassexam.com/300-410-exam-dumps.html (530 New Questions)

Configuration
flow axportear Flow-to-collector

transpoart udp 28601

axport-protocol neatflow-vs
¥

flow monitor My-natflow
axporter Flow-to-collector

intarfaca GigabitEtharnatl
rhl--u":"._::-! 100 M:.;l.".ni'[l'iﬂl-l'l'!‘ :r‘:"hr’fui'h
vrf forwarding Mgmt-intf

negotiation auto

sh flow sxporter statis

failed to sand

ip addreas 192.168.100.50 255 _255.

destination 192 .168.100.17 vrf Mgmt-inte

racord netflow ipvd original-input

failed to sand 256783312

2TRBATEEIB4

,_F_
[ =]

' and tha r...r‘.qq-.'r.u:'nt intarface is configured as follows

Refer to the exhibit. A network administrator configured NetFlow data, but the data is not visible at the NetFlow collector. Which configuration allows the router to

send the records?

A. Configure the management interface in the global routing table to send the records.
B. Configure a different interface to send the records.

C. Configure the NetFlow collector to listen at export-protocol netflow-v5.

D. Rectify NetFlow collector reachability from the management interface.

Answer: B

NEW QUESTION 211
- (Exam Topic 3)
Refer to the exhibit.

10.10,10.0:24

10.10.10.10:24

t

figlfip access-list sxtanded UDP-ACL

ext-nacl) fparmit udp any any
axt-nacl) fexit

| froute-map VIA-R2 parmit 10
route-map) imatch ip address UDP-ACL
route-map) fset ip neaxt-hop 10.10.11.2
route-map) laxlt

| dinterfaocs Gi0/1

-Lf) #ip policy routes-map VIA-R2

-1 £} land

TCP traffic should be reaching host 10.10.10.10/24 via R2. Which action resolves the issue?

A. TCP traffic will reach the destination via R2 without any changes

B. Add a permit 20 statement in the route map to allow TCP traffic

C. Allow TCP in the access list with no changes to the route map

D. Set IP next-hop to 10.10.12.2 under the route-map permit 10 to allow TCP traffic.

Answer: C

NEW QUESTION 213
- (Exam Topic 3)

Which two components are required for MPLS Layer 3 VPN configuration? (Choose two)

A. Use pseudowire for Layer 2 routes
B. Use MP-BGP for customer routes
C. Use OSPF between PE and CE

D. Use a unique RD per customer VRF
E. Use LDP for customer routes

Answer: CD

NEW QUESTION 215
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- (Exam Topic 3)

Customer ABC BGP Peering

BGPAS IO

' BGP AS 100
| DSPEVIIPVE

5W100#sh ip bgp ipvé uni summ
BSP router identifier 100.0.0.1, local AS number 100
BGP table wersion is 1, main routing table version 1

Nelghbor v AS MsgRovd MsgSent ThlVer InQ OutQ Up/Down State/PfxRed
2001 :ABC:AABE:1100:1122:1111:2222 : AARL
4 10d ] L] 1 ] 0 00:00:58 ]

SW100#sh ip bgp ipvé unicaat
SW100§

Rlfsh ip bgp ipwé uni
BGP table version im 4, local router ID is 1.1.1.1

Network Hext Hop Metric LocPrf Weight Path
* 4 2001::4/128 2001::4 o 100 0300 i
*»i 2002::2/128 2001::2 o 100 Di

R1#
Rl¥sh ipvé route
0 2001::2/128 [110/1)
via FE80::5200:C3FF:FE0L:E600, GigabitEthernet(/0
B 2002::2/128 [200/0)

via 2001::2

O5PFvd IPvE

Refer to the exhibit SW100 cannot receive routes from R1 Which configuration resolves the issue?

R1
router bgp 100
address-family ipvé
neighbor 2001::2 route-reflector<client
neighbor 2001:ABC:AABB:1100:1122:1111:2222: AAA2 route-reflector-client

R2
router bgp 100
address-family ipve
neighbor 2001::2
neighbar 2001::1 next-hop-self

R1
reuter bgp 100
address-family ipvé
neighbor 2001::2 route-reflectorclient
neighbor 2001:ABC:AABB:1100:1122:1111:2222: AAAD route-reflector-client

R2
router bgp 100
address-family ipve
neighbor 2001::2
neighbor 2001::1 as-override
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R1

router bgp 100
address-family ipve
no synchronization

R2

router bgp 100
address-family ipvé
no synchronization

SW100

reuter bgp 100
address-family ipvé
no synchronization

R1

router bgp 100
address-family ipvé
redistribute connected

R2

router bgp 100
address-family ipvé
redistribute connected

A. Option A
B. Option B
C. Option C
D. Option C

Answer: A

NEW QUESTION 220

- (Exam Topic 3)

A network administrator is troubleshooting a high utilization issue on the route processor of a router that was reported by NMS The administrator logged into the
router to check the control plane policing and observed that the BGP process is dropping a high number of routing packets and causing thousands of routes to
recalculate frequently. Which solution resolves this issue?

A. Police the cir for BGP, conform-action transmit, and exceed action transmit.

B. Shape the pir for BGP, conform-action set-prec-transmit, and exceed action set-frde-transmit.
C. Shape the cir for BG

D. conform-action transmit, and exceed action transmit.

E. Police the pir for BGP, conform-action set-prec-transmit, and exceed action set-clp-transmit.

Answer: D

Explanation:
CIR (Committed Information Rate) is the minimum guaranteed traffic delivered in the network.
PIR (Peak Information Rate) is the top bandwidth point of allowed traffic in a non busy times without any guarantee.

Two Rates & Three Colors

Information Rate [bps)

PIR _

&

wellow
CIR —
green
L4 |
Committed Peak
Information Infarmation
Rate Rate

+ Policing: is used to control the rate of traffic flowing across an interface. During a bandwidth exceed (crossed the maximum configured rate), the excess traffic is
generally dropped or remarked. The result of traffic policing is an output rate that appears as a saw-tooth with crests and troughs. Traffic policing can be applied to
inbound and outbound interfaces. Unlike traffic shaping, QoS policing avoids delays due to queuing. Policing is configured in bytes.

+ Shaping: retains excess packets in a queue and then schedules the excess for later transmission over increments of time. When traffic reaches the maximum
configured rate, additional packets are queued instead of being dropped to proceed later. Traffic shaping is applicable only on outbound interfaces as buffering and
gueuing happens only on outbound interfaces. Shaping is configured in bits per second.
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o 9
= ™ _Traffic Hate
L L
= Policing ¥

Tima Time
i o
= = Traffic Rate
@ [ M
- Shaping " | [

|
Time Time

Therefore in this case we can only policing, not shaping as traffic shaping is applicable only on outbound interfaces as buffering and queuing happens only on
outbound interfaces. Moreover, BGP traffic is not important so we can drop the excess packets without any problems.

And we only policing the PIR traffic so that the route processor is not overwhelmed by BGP calculation. Note: The “set-prec-transmit” is the same as “transmit”
command except it sets the IP Precedence level as

well. The “set-clp-transmit” sets the ATM Cell Loss Priority (CLP) bit from 0 to 1 on the ATM cell and

transmits the packet.

NEW QUESTION 223
- (Exam Topic 3)

ip sla 1

icep=-echo 8.B.B.8

thresheld 1000

timeout 2000

fraquency 5
ip sla schedule 1 life forever start-time now

I
track 1 ip sla 1

'
ip route 0.0.0.0 0.0.0.0 Ethernet0/0 203.0.113.1 name ISPl track
1
ip route 0.0.0.0 0.0.0.0 Ethernet0d/1 198.51.100.1 2 name ISF2

Refer to the exhibit. After recovering from a power failure. Ethernet0/1 stayed down while Ethernet0/0 returned to the up/up state The default route through ISP1
was not reinstated m the routing table until Ethernet0/1 also came up Which action resolves the issue?

A. Reference the track object 1 in both static default routes

B. Remove the references to the interface names from both static default routes

C. Configure the default route through ISP1 with a higher administrative distance than 2.
D. Add a static route to the 8 8.8 8/32 destination through the next hop 203.0.113.1

Answer: D

NEW QUESTION 228

- (Exam Topic 3)

An engineer creates a default static route on a router with a hop of 10.1.1.1. On inspection, the engineer finds the router has two VRFs, Red and Blue. The next
hop is valid for both VRFs and exists in each assigned VRF. Which configuration achieves connectivity?

A

ip rowute vr! BLUE 0.0.00 565 255 268 1568 101.1.1
p route wri RED 0.0.0.0 55255 388 258 18.1.1.1

B)

C)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A
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NEW QUESTION 230
- (Exam Topic 3)
Refer to the exhibit.

ip vif CCNP

rd 1:1

interface Ethernet1

ip vrf forwarding CCNP

interface Ethernet2
ip vrf forwarding CCNP

ip address 10.1.1.1 255.255.255.252
I

ip address 10.2.2.2 255.255,255.252

Which configuration enables OSPF for area 0 interfaces to adjacency with a neighboring router with the same VRF?

A. router ospf 1 vrf CCNP interface Ethernetlip ospf 1 area 0.0.0.0 interface Ethernet2 ip ospf 1 area 0.0.0.0
B. router ospf 1 interface Ethernetlip ospf 1 area 0.0.0.0 interface Ethernet2 ip ospf 1 area 0.0.0.0

C. router ospf 1 vrf CCNP network 10.1.1.1 0.0.0.0 area Onetwork 10.2.2.2 0.0.0.0 area O

D. router ospf 1 vrif CCNPnetwork 10.0.0.0 0.0.255.255 area 0

Answer: C

NEW QUESTION 233
- (Exam Topic 3)

An engineer received a ticket about a router that has reloaded. The monitoring system graphs show different traffic patterns between logical and physical

interfaces when the router is rebooted. Which action resolves the issue?

A. Configure the snmp ifindex persist command globally.

B. Clear the logical interfaces with snmp ifindex clear command

C. Configure the snmp ifindex persist command on the physical interfaces.

D. Trigger a new snmpwalk from the monitoring system to synchronize interface OIDs

Answer: A

NEW QUESTION 236
- (Exam Topic 3)
Refer to the exhibit.
ipv8 dhcp pool DHCPPOOL

address prefix 2001:0:1:4::/64 lifetime infinite infinite

interface FastEthernatl/0

ip address 10.0.0.1 255.255.255.240

duplex auto

speed auto

ipve address 2001:0:1:4::1/64
ipv6 enable

ipv6 nd ra suppress

ipve ospf 1 area 1

ipv6 dhep server DHCPPOOL

Reachability between servers in a network deployed with DHCPV6 is unstable. Which command must be removed from the configuration to make DHCPv6

function?

A. ipv6 dhcp server DHCPPOOL
B. ipv6 address 2001:0:1:4::/64
C. ipv6 nd ra suppress

D. address prefix 2001:0:1:4::/64 lifetime infinite infinite

Answer: C

NEW QUESTION 240
- (Exam Topic 3)
Refer to the exhibit.

73¢% lin c O
f No axaec
¢ and

Lf axltT
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An administrator is attempting to disable the automatic logout after a period of inactivity. After logging out the console stopped responding to all keyword inputs.
Remote access through SSH still work resolves the issue?

A. Configure the exec command on line con 0.

B. Configure the absolute-timeout command on line con 0.

C. Configure the default exec-timeout command on line con 0.
D. Configure the no exec-timeout command on line con O.

Answer: D

NEW QUESTION 244

- (Exam Topic 3)

The network administrator configured the router for Control Plane Policrg so that inbound SSH traffic is policed to 500 kbps This policy must apply to traffic coming
in from 101010 0<24 and 192 168 10.0/24 networks

access-list 100 permit ip 10.10.10.0 0.0.0.255 any

access-ist 100 permit tep 192,163,100 0.0.0.253 any &g 22
]

class-map CLASS-55H

match access-group 100
!
pelicy-map PM-COPP

class CLASS-55H

police 500000 conform-action transmit
1
interface EOVD

service-policy input PM-COPP

|
Interface EQV1
service-policy input PM-COPP

The Control Rane Policing is not applied to SSH traffic and SSH is open to use any bandwidth available. Which configuration resolves this issue?

no access-list 100

access-list 100 permit tep 10.10.10.0 0.0.0.255 any eg 22
access-list 100 permit tep 192.168.10.0 0.0.0.265 any eq 22
1

palicy-map PM-COPP

class CLASS-55H

no police S00000 conform-action transmit

police 500000 conform-action transmit exceed-action drop

interface EONO
no service=policy input PM-COPP
[]

interface EO/1
no service=policy input PM-COPP
[ ]

contrel-plane
service-policy input PM-COPP

no access-list 100
access-list 100 permit tcp 10.10.10.0 0.256 any eq 22

0.0.
access-list 100 permit tcp 192.168.10.0 0.0.0.253 any eq 22
!

interfnce EQM
no service-policy input PM-COPP
I

Interface EO/1
no service-policy input PM-COPP
1

control-plane
service-policy input PM-COPP

no access-list 100
access-list 100 permit tcp 10.10.10.0 0.0.0.258 any eq 22
access-list 100 permit tcp 192.168.10.0 0.0.0.253 any eq 22

A)
no access-list 100

access-list 100 permit tcp 10.10.10.0 0.0.0.255 any eq 22
access-list 100 permit tep 192.168.10.0 0.0.0.269 any eq 22
[

policy-map PM-COPP

class CLASS-5SH

no police 300000 conform-action transmit

police 500000 conform-action transmit exceed-action drop
B)

interface EQ/0

no service-policy input PM-COPP

interface EO/1
no service-policy input PM-COPP
1

control-plane
service-policy input PM-COPP

C)
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no access-list 100

access-list 100 permit tep 10.10.10.0 0.0.0.2556 any eq 22
access-list 100 permittcp 192.168.10.0 0.0.0.255 any eq 22
[]

interf::e EQ/O
no service-policy input PM-COPP
L]

int!rface EO0/1
no service-policy input PM-COPP
L]

control-plane
service-policy input PM-COPP

D)
no access-list 100

access-list 100 permit tcp 10.10.10.0 0.0.0.255 any eq 22
access-list 100 permit tcp 192.168.10.0 0.0.0.255 any eq 22

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 246
- (Exam Topic 3)

Loapbak 0:10.10.10.1
Primary link

s ]
——1
HPAS Servar Secondary link
10.65.66.66
R3
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Refer to the exhibit. An engineer configured NetFlow on R1, but the flows do not reach the NMS server from R1
Rircanfigflew menitor FlowMenitort
R 1iconfig-flow-monitor jHdestination 10,66,66,66

R 1icanfig&flow exporter FlowExporter!
R 1{config-low-exponer@destination 10.66.66.6¢

Rl{configFinterface Ethernetd0
RI{canfig-if#ip flow manitor Flowmaonitoer! input
R1lconfig-if#ip flow meniter Flowmaonitor! output

Rl{config =interface Ethernet1
R1{canfig-if#ip flow monitor Flowmaonitor! input
B 1iconfig-ifistip flow moniter Flewmoniter! output

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 247
- (Exam Topic 3)
Refer to the exhibit.
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Routers R1 and R2 have established a network adjacency using EIGRP, and both routers are advertising subnets to its neighbor. After issuing the show ip EIGRP
topology all-links command in R1, some prefixes are no showing R2 as a successor. Which action resolves the issue?

A. Rectify the incorrect router ID in R2.

B. Enable split-horizon.

C. Configure the network statement on the neighbor.
D. Resolve the incorrect metric on the link.

Answer: D

NEW QUESTION 251
- (Exam Topic 3)
Refer to the exhibit.

outer bap 65001

10 synchroniZation

bgp router-id 10.100.1.20
bap log-neighbor-changes
network 10.1.1.0 mask 255.255.255.252

-

network 10.1.1.12 mask 255,255.255.252

network 10.100.1.50 mask 255.256.255.255

timers bgp 20 60

neighbor B2 peer-group

neighbor R4 peer-group

neighbor 10.1.1.2 remote-as 65001

neighbor 10.1.1.2 peer-group R2

-|s:|:_-':'r'|::-:r 10.1.1.14 remote-as 65001

neighbor 10.1.1.14 peer-group R4

no auto-summary
While troubleshooting a BGP route reflector configuration, an engineer notices that reflected routes are missing from neighboring routers. Which two BGP
configurations are needed to resolve the issue? (Choose two)

. neighbor 10.1.1.14 route-reflector-client
. heighbor R2 route-reflector-client

. neighbor 10.1.1.2 allowas-in

. heighbor R4 route-reflector-client

. heighbor 10.1.1.2 route-reflector-client

mooOw>

Answer: AE

NEW QUESTION 255
- (Exam Topic 3)
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i
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FoutE-®ap CCNP deny 106 nateh i address 10
match route-type loocal st tag 200
i

access-list 10 permit 172.016.2.32
1

#ligh ip route
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redistribute cigrp 100 ml:‘-'l‘."l.' 100 subnets routc-map COXP

network 172.16.1.0 0.0. area 0 ip forward-protocol nd

i ¥

ip forward-protocol md i
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Refer to the exhibit. Which configuration resolves the route filtering issue on R1 to redistribute all the routes except 172.16.2.48/28?

A)

R1(config#route-map CCNP deny 10
R1(config-route-map j#no match route-type local
R1(config-route-map j#¥match route-type external type-1
R1(config)#route-map CCNP permit 20

B)

R1(config)#route-map CCNP deny 10
R1(config-route-map )#no match route-type local
R1(config-route-map }# match route-type level-2
R1(config #¥route-map CCNP permit 20
C)
R1(config j#route-map CCNP deny 10
R1(config-route-map }#no match route-type local
R1(config-route-map J#match route-type external
R1(config#route-map CCNP permit 20

D)

R1(config #route-map CCNP deny 10
R1({config-route-map }#no match route-type local

R 1(config-route-map j#match route-type external type-2
R 1(config)#route-map CCNP permit 20

A. Option A
B. Option B
C. Option C
D. Option D
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Answer: D

NEW QUESTION 256
- (Exam Topic 3)

'PE# show snmp mib ifmibh ifindex detail

Description 1fIndex Active Persistent Saved TrapStatus
Leopbackl E yes disabled ne  enabled
FigabitEthernetl 1 YEes disabled TV enabled
FigabitEthernetl 3 yes disabled no enabled
rigabitEthernetl, 123 1 YES disabled o disabled
VoIF=-Nulll 5 yes disabled yu) enabled
Loopbackd 7 Y disabled no =nabled
Nulld B VES disabled L enapled
L0 back2 2 Vi g dizsablad pn] afnabled
zigabitEthernetd 4 yEE disabled no enabled
GlgabltEthernet?2 2 yes disabled ) enabled

Refer to the exhibit. After reloading the router an administrator discovered that the interface utilization graphs displayed inconsistencies with their previous history

in the NMS. Which action prevents this issue from occurring after another router reload in the future?

A. Rediscover all the router interfaces through SNMP after the router is reloaded
B. Save the router configuration to startup-config before reloading the router

C. Configure SNMP to use static OIDs referring to individual router interfaces

D. Configure SNMP interface index persistence on the router

Answer: D

NEW QUESTION 258
- (Exam Topic 3)
Refer to the exhibit.
Tunnel IP
192.168.1.6/24

20.0/24
(-2)

An engineer must establish multipoint GRE tunnels between hub router R6 and branch routers R1, R2, and R3. Which configuration accomplishes this task on R1?

A)
interface Tunnel 1
ip address 192.168.1.1 255.255.255.0
tunnel source e0/1
tunnel mode gre multipoint
ip nhrp nhs 192.168.1.6
ip nhrp map 192.168.1.6 192.1.10.86
B)
interface Tunnel 1
ip address 192.168.1.1 255.255.255.0
tunnel source e0/1
tunnel mode gre multipoint
ip nhrp network-id 1
ip nhrp nhs 192.168.1.6
ip nhrp map 192.168.1.6 192.1.10.1
ip nhrp map 192.168.1.2 192.1.20.2
ip nhrp map 192.168.1.3 192.1.30.3
C)
interface Tunnel 1
ip address 192.168.1.1 255.255.255.0
tunnel source e0/0
tunnel mode gre multipoint
ip nhrp nhs 192.168.1.6
ip nhrp map 192.168.1.6 192.1.10.1
ip nhrp map 192.168.1.2 192.1.20.2
ip nhrp map 192.168.1.3 192.1.30.3

D)

interface Tunnel 1

ip address 192.168.1.1 255.255.255.0
tunnel source a0/0

tunnel mode gre multipoint

ip nhrp network-id 1

ip nhrp nhs 192.168.1.6

ip nhrp map 192.168.1.6 192.1.10.6
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

Explanation:

We have an example of how to configure DMVPN Phase Il and we show the configuration here for your reference:
Diagram Description automatically generated

HeadQuarter

Tunnel agdreas

192_168.100.254
MNEMA address

A4 44 44 4

s

Tunnal addross Tunnel address

162,168,100 1 182 168.100.2
NEMA address NE::’l-:-.;'flﬂr;ss
L g SZa

DMVPN Phase Il — Dynamic Mapping
Text Description automatically generated

Hub Spoke 1 Spoke 2
nterface tunnel 1 interface tunnel 1 interface tunne| 1
poadidress 192 168 100,254 ip acdress 192168 100.1 ip address 162 168, 100.2
255.255.255.0 255.255.255.0 2505.255.255.0
wnnel source 44,44 ,.44.4 tunnel source 11,11.11.1 tunnel saurce 12.12,12.2
tunnel made gre multipoint tunnel mode gre multipoint tuninel mocle gre multipoint
p g network 10 ip nhrp netwaork: 10 ip nhrp network 10
ip nhrp map 192.168.100.254  ip nhrp map 192,168,100, 254
44 44 44 4 44 44 44 4
ip nhrp nhs 192163, 100,254 ip nhrp nhs 192_168.100.254

Note: Although Phase Il — Dynamic Mapping is “dynamic” but we still need to add a static entry for the hub because without that entry, the NHRP registration
cannot be sent.

NEW QUESTION 261
- (Exam Topic 3)

Refer to the exhibit. An engineer notices a connectivity problem between routers R1 and R2. The frequency of this problem is high during peak business hours.
Which action resolves the issue?

A. Increase the MTU on the interfaces that connect R1 and R2.

B. Increase the available bandwidth between R1 and R2.

C. Decrease the EIGRP keepallve and hold down timers on R1 and R2.
D. Set static EIGRP neighborship between R1 and R2.

Answer: B
NEW QUESTION 263

- (Exam Topic 3)
Refer to the exhibit.
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|-- ACL for CoPP Routing class-map

access-list 120 permit tep any gt 1024 eq bgp log
access-list 120 permit tcp any bgp gt 1024 established
access-list 120 permit tep any gt 1024 eq 639

access-list 120 permit tcp any eq 639 gt 1024 established
access-list 120 permit tcp any eq 646
access-list 120 permit udp any eq 646

access-list 120 permit ospf any

access-list 120 permit ospf any host 224.0.0.5
access-list 120 permit ospf any host 224.0.0.6
access-list 120 permit eigrp any
access-list 120 permit eigrp any host 224.0.0.10
access-list 120 permit udp any any eq pim-auto-rp
The control plane is heavily impacted after the CoPP configuration is applied to the router. Which command removal lessens the impact on the control plane?

A. access-list 120 permit udp any any eq pim-auto-rp
B. access-list 120 permit eigrp any host 224.0.0.10

C. access-list 120 permit ospf any
D. access-list 120 permit tcp any gt 1024 eq bgp log

Answer: A

NEW QUESTION 266
- (Exam Topic 3)

Which two labet distribution methods are used by routers in MPLS? (Choose two )

A. targeted hello message
B. LDP discovery hello message

C. LDP session protection message

D. downstream unsolicited
E. downstream on demand

Answer: DE

NEW QUESTION 267
- (Exam Topic 3)
What are the two goals of micro BFD sessions? (Choose two.)

A. The high bandwidth member link of a link aggregation group must run BFD
B. Run the BFD session with 3x3 ms hello timer

C. Continuity for each member link of a link aggregation group must be verified

D. Eny member link on a link aggregation group must run BFD
E. Each member link of a link aggregation group must run BFD.

Answer: CE

Explanation:

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute_bfd/configuration/xe-16-8/irb-xe-16-8-book/irb-micr

NEW QUESTION 268
- (Exam Topic 3)
Refer to the exhibits.

172
172
172
172
172

= o I o |

172
172
172
172

172
172
172

oo REnen

172

1
i
1
-1
i §

«16

1E.

16
16
16
16
16
16

11.0/24
11.1/3z2
12.0/24
12.1/32
13.0/24

024
1/32
0/24

L1532

oS24
0724
o/24

.of24

o W e L R R

router eigrp 111
natwork 172.1.0.0
network 172 _16.0.0
no auko=-Summary

London - “show ip route” output

Gateway of last resort is not ast

172.1.0.0/16 is variably subnatted,

5

is directly connected,
is directly connected,
is directly connected,
ia di:tttly connactad
[90/76B00) wvim 172.1.11.2, 00:00:50, Ectharnet0/0

ia directly
is directly
is directly
is dirtﬁ;ly
[120/1) wia
[120/1) wia
[90/156160]
[90/156160])

connected,
connected,
connocted,
connes ted,
172.1.11.2, 00:00:08, Ethernatd/ 0

172.1.11.2, 00:00:08, Ethernatd/ 0

via 172.1.12.3, 00:00:50, EtharnatD/l
via 172.1.12.3, 00:00:50, Ethernetd/1

Rome - "show run | section router®™ output

subnets, 2 masks
Ethacnatd/ 0
Ethernetd/0
Ethernetd/1
Etharnatl/1

172.16.0.0/16 is variably subnetted, B subnats, 2 masks

LeapbackD
Ethernetd/0
Loopbackl
Loapbackl
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LAN Segments LAN Segments
172.16.1.0/24 172.16.3.0/24
1T216.2.0/24 172.16.4.0024
Giasi T {1 172.1.11.0/24 & Vo S—
“ % eliD 100 Mbps s0/0 ¥ ™
(1) o o0/ 1.2)
1 Gbps L
1T21.12.0024 1721130024
alil el
A
(-3) ' ¥%. (3)
Barcelona
LAN Segments
172.16.5.0/24
172.16.6.0/24

London must reach Rome using a faster path via EIGRP if all the links are up but it failed to take this path Which action resolves the issue?

A. Increase the bandwidth of the link between London and Barcelona

B. Use the network statement on London to inject the 172 16 X 0/24 networks into EIGRP.

C. Change the administrative distance of RIP to 150

D. Use the network statement on Rome to inject the 172 16 X 0/24 networks into EIGRP

Answer: D

NEW QUESTION 271
- (Exam Topic 3)

IPv6 is enabled in the infrastructure to support customers with an IPv6 network over WAN and to connect the head office to branch offices in the local network.
One of the customers is already running IPv6 and wants to enable IPv6 over the DMVPN network infrastructure between the headend and branch sites. Which

configuration command must be applied to establish an mGRE IPv6 tunnel neighborship?

A. tunnel protection mode ipv6

B. ipv6 unicast-routing

C. ipv6 nhrp holdtime 30

D. tunnel mode gre multipoint ipv6

Answer: D

Explanation:

The command “tunnel mode gre multipoint ipv ” sets the encapsulation mode of the tunnel to mMGRE IPv6.

NEW QUESTION 272
- (Exam Topic 3)
Refer to the exhibit.

Gi0/2

R1

12204 i %

—ai il R2

| Gi0/ il
192.168.130.0/24 - %__ Gio/3
£ T

175 e _
-?.Eﬂ.n?ﬂ.ﬂ.fa{) mﬁ_@

R3

Which policy configuration on R1 forwards any traffic that is sourced from the 192 168 130 0'24 network to R2?

A)

access-list 1 permit 192.168.130.0 0.0.0.255
1

interfuce Ginr2
ip policy route-map test
1

;ome-map test permit 10
match ip address 1
set ip next-hop 172.20.20.1

B)
access-list 1 permit 192.168.130.0 0.0.0.255
]

interface Gi0/A1
ip policy route-map test
]

.rclutt-rnap test permit 10
match ip address 1
setip next-hop 172.20.40.1

C)
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access-list 1 permit 192.168.130.0 0.0.0.255
1

interface Gi0/2
ip policy route-map test
1

route-map test permit 10

match ip address 1

set ip next-hop 172.20.20.2

D)

access-list 1 permit 192.168.130.0 0.0.0.255
|

l:l"'ltil'f;lt.‘:i GioNM
ip policy route map test
1

route-map test permit 10
match ip address 1
set ip next-hop 172.20.40.2

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 276
- (Exam Topic 3)
Which table is used to map the packets in an MPLS LSP that exit from the same interface, via the same next hop, and have the same queuing policies?

A.RIB
B. FEC
C. LDP
D. CEF

Answer: B

NEW QUESTION 281
- (Exam Topic 3)
Refer to the exhibit. An engineer is trying to log in to R1 via R3 loopback address. Which action resolves the issue?

A. Add transport input SCP

B. Add transport input none

C. Remove the IPv6 traffic filter from R1, which is blocking the Telnet.
D. Remove the IPv6 traffic from R1, which is blocking the SSH

Answer: C

NEW QUESTION 286
- (Exam Topic 3)

Refer to the exhibit An engineer observes that every time the ICMP packet is lost at a polling interval, track 1 goes down, which causes unnecessary disruption
and instability in the network. The engineer does not want the traffic to be rerouted if the loss of ICMP packets is negligible. If the packet loss is persistent for a
longer duration, the track must go down and the traffic must be rerouted. Which action resolves the issue?

A. Change the IP SLA schedule to run only at certain intervals.
B. Increase the threshold value from 1000 to 1500.

C. Increase the timeout value from 1000 to 1500

D. Define a delay timer under track 1.

Answer: D

NEW QUESTION 290

- (Exam Topic 3)

A network administrator must optimize the segment size of the TCP packet on the DMVPN IPsec protected tunnel interface, which carries application traffic from
the head office to a designated branch. The TCP segment size must not overwhelm the MTU of the outbound link. Which configuration must be applied to the
router to improve the application performance?
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interface tunnel30

ip mtu 1400

ip tep packet-size 1360
|

crypto ipsec fragmentation after-encryption

interface tunneldo
ip mtu 1400

ip tcp payload-size 1360
!
crypto ipsec fragmentation befare-encryption

interface tunnel30

ip mtu 1400

ip tep adjust-mss 1360
i

;:n.rptn- ipsec fragmentation after-encryption

~interface tunnei30
ip miu 1400
ip tcp max-segment 1360
I

crypto ipsec fragmentation before-encryption

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C
NEW QUESTION 295

- (Exam Topic 3)
Refer to the exhibit.

LAN Segments LAN Segments
172.16.8.0/24 172.16.4.0/24
172.16.9.0/24 172.16.5.0/24
172.16.10.0124 172.16.6.0/24
172.16.11.0/24 172.16.7.0/24

w o (-2) OSPF Area0 (1) A (1) EIGRP ()i

¥R e0r0 000 ™ eon 00/0 ¥

10.1.1.0/24 10.1.2.0/24
LA Chicago NewYork

The network administrator configured the Chicago router to mutually redistribute the LA and NewYork routes with OSPF routes to be summarized as a single route

in EIGRP using the longest summary mask:

router eigrp 100
redistribute ospf 1 metric 1010 1010 10
router ospf 1

redistribute eigrp 100 subnets
|

intErface E 0/0
ip summary-address eigrp 100 172,16.0.0 255.255.0.0

After the configuration, the New York router receives all the specific LA routes but the summary route. Which set of configurations resolves the issue on the

Chicago router?
r» interface E 0M1
ip summary-address eigrp 100 172.16.0.0 255.255.0.0

interface E 0/
ip summary-address eigrp 100 172.16.8.0 255.255.252.0

router eigrp 100
summary-address 172.16.8.0 255.255.252.0

router eigrp 100
summary-address 172.16.0.0 255.255.0.0

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 298
- (Exam Topic 3)
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Shei - Show ip eigrp lopology
F 152 168 2 024, 1 sucoessors FD s 20400
v 102 168 11.2 (Z81800) 1 20256), E im0
i 192 1688 12 3 i 20002048000 [ ihweimast) Y
P isd 168 12 024 1 sucrcessns FD s 237800
v Conreedled Ehermai’
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ik 192 188 12 3 |5683200/T6R00 ), E1hwsrmes 01
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P i%2 168 11 D24 1 sorceastws, FD & 1530800
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Sl - Show run | section rouler slgip
roules e 00
varsanco 2
etewnih, 152 1CRA. Y 0
mSwnrE 1597 16l 210
nedwork 192 168 1100
mbdwork 192 168 120

D 182 168 13 024 [SIUS63200) vio 192 168 12.3, 00 00 23, Ethernetd 't

Refer to the exhibit. Sitel must perform unequal cost load balancing toward the segments behind Site2 and Site3. Some of the routes are getting load balanced

but others are not. Which configuration allows Sitel to load balance toward all the LAN segments of the remote routers?

Site2

router eigrp 100
variance 3

Site2

router eigrp 100
variance 2

Site3

router eigrp 100
variance 2

Site1
router eigrp 100

variance 3

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D
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NEW QUESTION 300
- (Exam Topic 3)
What is the function of BFD?

A. It provides uniform failure detection regardless of media type.

B. It creates high CPU utilization on hardware deployments.

C. It negotiates to the highest version if the neighbor version differs.
D. It provides uniform failure detection on the same media type.

Answer: A

NEW QUESTION 303

- (Exam Topic 3)
!rr ~ ’ \V WA e -"-f -
____1, ER

R
R1
service limestamps debug datetime maer
service timestamps log datetirme msec
|
clack timezone EET 2 0
]
e

Rlsshow clock

*23:50:13.297 EET S5at Now 14 2020

Rlm

!'N-:l'.r 14 21:49.59.607; 1P: 5=10,1.1.1 {local), d=224.0.0.5 (Cthernat0/0), lan B0, |ocal feature, Logical MN locali 14), riype O
II|'|1|'\. FALSE, sendsel! FALSE, mitu O, fwdchk FalLsE

| *Maw 14 21:49:59.607: 1P: s=10.1.1.1 {local], d=224.0.0.5 (Ethernet0 D), len B0, sending broad/multicast

| *Mow 14 21:49:59.607: 1P; 5=10,1.1.1 {local), d=224.0.0.5 [Ethernat0f0), len B0, sending full packet

| *Mov 14 215000336 1P 5210.2.2.4 [EthernetDy 1), d=224.0.0.5, len 80, revd O

"How 14 21:50:00.336: IP: £=10.2.2.4 {EthernetD/1), d=224.0.0.5, len £0, input feature, packet consumed, MCI Check(101)
| riype 0. forus FALSE, sendsell FALSE mitu 0 Pwddchk FALSE

Refer to the exhibit. An engineer cannot determine the time of the problem on R1 due to a mismatch between the router local clock and legs. Which command

synchronizes the time between new log entries and the local clock on R1?

A. service timestamps debug datetime msec show.timezone
B. service timestamps log datetime locatetime msec

C. service timestamps datebug datetime localtime msec

D. service timestamps log datetime msec show-timezone

Answer: B

NEW QUESTION 304
- (Exam Topic 3)
Which feature minimizes DoS attacks on an IPv6 network?

A. IPv6 Binding Security Table

B. IPv6 Router Advertisement Guard
C. IPv6 Prefix Guard

D. IPv6 Destination Guard

Answer: D

Explanation:
The Destination Guard feature helps in minimizing denial-of-service (DoS) attacks. It performs

address resolutions only for those addresses that are active on the link, and requires the FHS binding table to be populated with the help of the IPv6 snooping
feature.The feature enables the filtering of IPv6 traffic based on the destination address, and blocks the NDP resolution for destination addresses

that are not found in the binding table. By default, the policy drops traffic coming for an unknown destination.

Reference: https://www.cisco.com/c/en/us/td/docs/routers/7600/ios/15S/configuration/guide/7600_1 5 0s_book/IPv6_Security.pdf

NEW QUESTION 306
- (Exam Topic 3)
Which 0S1 model is used to insert an MPLS label?

A. between Layer 5 and Layer 6
B. between Layer 1 and Layer 2
C. between Layer 3 and Layer 4
D. between Layer 2 and Layer 3

Answer: D

NEW QUESTION 310
- (Exam Topic 3)
Refer to the exhibit.
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Dallas_Rouber:

ineface GigablEtharmetO/0id. 364
doscrplion Guest_\VWifi_10 66,46 023
encapsulation dol10 364

ip addrens 10.66 46 1 255 2552540
Ip helper-address 10,192,104 212

ip helper-addreas 10191103140

ip access.gioup GUEST-ACCESS In
ip access-group GUEST-AGCCESS-OUT oul
na ip redirecta

na ip unreachables

no ip proxy-anp

ip access-hsl éxtanded GUEST-ACCESS
remark Intemel Acesss Only

penmit udp any any aq booipo

permit udp any any €Q boolps

deny tpany 10000 E!'.E&:}.ISS?ES
gany ipany 1721600 0152535 255
deny  ipany 192 1680000 253 255
dany ip any 224.0.00 31 DEE 355255
deny pany 1692510049 0.255.29%
deny ipany 127.00.00 255 255 255
deny Ip any 192.0,2.0 000255

deny ipanyhestoono

permit ip 10 66.42.000 0.255 any
parmit ip 10 66 46 0 0.0.0 255 any

pormil udp any any €4 boolps
parmmit udp any any &a booipe
permit udp any any g domain
pormit udp any any

penmit imp any any

1 4 tem amy any aslabiahed

5::‘?; ll;lp.lngr 10,00 6 0.255 TE?;’:"’:E
damy i any 172.16.0.0 0.15 :-.'l-r 255
deny ipany 192.168.0.0 0.0 255 2?‘.’1_
deny Ip any 224,00 0 31 255 ?::5 ib-.:
deny Ip any 1632540 I:I;:l 0 E:‘.\.-.E:_-:‘r
dany p any 127.0 0.0 0255 2%5 255
dany ip ANy nz.0.2.0000.255

deny ip anyhosi 0 0.0.0

o ; T
<.i%1 extended GUEST-ACCESS.OU
'fnif:::-u;cd to pock inbound trafme lo Guest Matwvorks

pormil 120 host 10,192,103 124 ¢g 15871 any

After a new regional office is set up,not all guests can access the internet via guest WiFi. Clients are getting the correct IP address from guest Wi-Fi VLAN 364.

which action resolves the issue ?

A. Allow 10.66.46.0/23 in the outbound ACL

B. Allow DNS traffic through the outbound ACL

C. Allow DNS traffic through the inbound ACL
D. Allow 10.66.46.0/23 in the inbound ACL

Answer: C

NEW QUESTION 313
- (Exam Topic 3)

The network administrator configured R1 for Control Plane Policing so that the inbound Telnet traffic is policed to 100 kbps. This policy must not apply to traffic

coming in from 10.1.1.1/32 and 172.16.1.1/32. The administrator has configured this:
access-list 101 permit tcp host 10.1.1.1 any eq 23

access-list 101 permit tcp host 172.16.1.1 any eq 23

]

class-map CoPP-TELNET
match access-group 101

!

policy-map PM-CoPP
class CoPP-TELNET

police 100000 conform transmit exceed drop

!
control-plane
service-policy input PM-CoPP

The network administrator is not getting the desired results. Which set of configurations resolves this issue?

A. control-planeno service-policy input PM-CoPP!interface Ethernet 0/Oservice-policy input PM-CoPP
B. control-planeno service-policy input PM-CoPP service-policy input PM-CoPP

C. no access-list 101access-list 101 deny tcp host 10,1,1.1 any eq 23access-list 101 deny tcp host 172,16.1.1 any eq 23 access-list 101 permit ip any any
D. no access-list 101access-list 101 deny tcp host 10,1.1.1 any eq 23access-list 101 deny tcp host 172.16.1.1 any eq 23 access-list 101 permit ip any

any'interface EO/Oservice-policy input PM-CoPP

Answer: C

Explanation:

Packets that match a deny rule are excluded from that class and cascade to the next class (if one exists) for classification. Therefore if we don’t want to CoPP

traffic from 10.1.1.1/32 and 172.16.1.1/32, we must “deny” them in the ACL.
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NEW QUESTION 314
- (Exam Topic 3)
Refer to the_ exhibit.

w A T
o

oW

ISy

LY

R1 is configured with IP SLA to check the availability of the server behind R6 but it kept failing. Which configuration resolves the issue?

A. R6(config)# ip sla responder

B. R6(config)# ip sla responder udp-echo ip address 10.10.10.1 port 5000
C. R6(config)# ip access-list extended DDOSR6(config ext-nac)# 5 permit icmp host 10.66 66.66 host 10.10.10.1
D. R6(config)# ip access-list extended DDOSR6(confg ext-nac)# 5 permit icmp host 10.10.10.1 host 10.66.66.66

Answer: D

Explanation:

In this IP SLA tracking, we don't need a IP SLA Responder so the command “ip sla responder” on R6 is not necessary.

We also notice that the ACL is blocking ICMP packets on both interfaces E0/0 & EO/1 of R6 so we need to allow ICMP from source 10.10.10.1 to destination

10.66.66.66.

NEW QUESTION 318
- (Exam Topic 3)

What are two characteristics of IPv6 Source Guard? (Choose two.)

. requires that validate prefix be enabled
. recovers missing binding table entries

mooOw2>

Answer: DE

Explanation:

. requires IPv6 snooping on Layer 2 access or trunk ports
. used in service provider deployments to protect DDoS attacks
. requires the user to configure a static binding

IPv6 Source Guard uses the IPv6 First-Hop Security Binding Table to drop traffic from unknown sources or bogus IPv6 addresses not in the binding table. The
switch also tries to recover from lost address information, querying DHCPV6 server or using IPv6 neighbor discovery to verify the source IPv6 address after

dropping the offending packet(s).

Reference: https://blog.ipspace.net/2013/07/first-hop-ipv6-security-features-in.html

NEW QUESTION 321
- (Exam Topic 3)
Refer to the exhibit.

Passing Certification Exams Made Easy

visit - https://www.surepassexam.com



[fsureP522

Recommend!! Get the Full 300-410 dumps in VCE and PDF From SurePassExam
https://www.surepassexam.com/300-410-exam-dumps.html (530 New Questions)

R2ishow ip algrp nalghbars
IP-EIGRP nelghbors for process 100

Rliashow ip algrp nalghbors
1P-EIGRP noighbors for process 100

Rl Confiquration:
key chain cisco
key 2
key-string abc
|
interface Loopback0
ip address 10.10.1.1 255.255.255.0
!
interface Seriall/0
ip address 192.168.10.1 255.255.255.0
ip suthentication mode eigrp 100 md5
ip authentication key-chain eigrp 100 cisco
serial restart-delay 0
]
router eigrp 100
network 10.10.1.0 0.0.0.255
network 192.168.10.0
no auto-summary

H Addross Intorfaca Hold Uptime SRTT RTO (0 Seq

[sec) ins) Cnt Nun
1 192.168.10.1 Sel/0 12 0010019 1 5000 2 0
*Jan 1 15:40:21.295: ADUAL-5-NBRCHANGE: IP-EIGRP(0) 100: Meighbor 192.168.10.1 (Seriall/0) is down: retry limit excecded
*Jan 1 15:40:51.567: ADUAL=-3-NBRCHANGE: IP-EIGRP(0) 100: Neighbor 192.168.10.1 (Seriall/0) is up: new adjacency
*Jan 1 15:42:11.107: ADUAL-3-NBRCHANGE: IP-EIGRP(0) 100: Nelghbor 192.168.10.1 (Seriall/0) is down: retry limit exceeded
*Jan 1 15:42:14.879: ADUAL-5-NRRCHANGE: IP-RIGRP(0) 100: Neighbor 192,168.10.1 (Seriall/0) is up: now adjaconcy

R2 configuration:
keay chain cisco
key 1
key-string 123
kay 2
key-string abc
!
interface Loopback0
ip address 10.10.2.2 255.255.255.0
!
interface Seriall/0
ip address 192.168.10.2 255.255.255.0
ip authentication mode eigrp 100 md5
ip authentication key-chain eigrp 100 cisco
no fair-queus
:
router eigrp 100
network 10.10.2.0 0.0.0.25%
network 192.168.10.0
no auto-summary

R1 and R2 are configured for EIGRP peering using authentication and the neighbors failed to come up. Which action resolves the issue?

A. Configure a matching key-id number on both routers

B. Configure a matching lowest key-id on both routers

C. Configure a matching key-chain name on both routers
D. Configure a matching authentication type on both router

Answer: A
NEW QUESTION 325

- (Exam Topic 3)
Refer to the exhibit.

TSep 26 19:50:43.504: SNMP: Packet received via UDP from
182 168.1.2 on GigabitEthernet(/15rParseV3Snmphessage:
matching Engine 10.

SrParseVV3SnmpMeszage: Failed,
SrloSnmp: authentication failure, Unknown Engine 1D

*Sep 26 19:50:43.504: SNMP: Repont, reqid 29548, errstat 0,
erridx 0
internet.6.3.15.1.1.4.0=3

process_mgmt_req_int: UDP packet being de-queued

*Sep 26 19:50:43.508: SNMP: Packet sent via UDP to 192.168.1.2

Mo

Which two commands provide the administrator with the information needed to resolve the issue? (Choose two.)

A. Show snmp user

B. debug snmp engine-id
C. debug snmpv3 engine-id
D. debug snmp packet

E. showsnmpv3 user

Answer: AD

Explanation:

There are 3 values in the SNMPVv3 header that must match for the communication to take place: snmpEnginelD, snmpEngineTime, snmpEngineBoots. The error
received indicates a problem with the EnginelD value: “authentication failure, Unknown Engine ID”
To specify the Engine ID, we can use the command “show snmp user”. The following example specifies the username as abcd with Engine ID:

00000009020000000C025808:
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Routerzshow snmp user abcd

User name: abcd

Engine ID: 00000009020000000C025808
storage-type: nonvolatile active access-list: 10
Rowstatus: active

Authentication Protocol: MD5

Privacy protocol: 3DES

Group name: VacmGroupName

Group name: VacmGroupName

The “debug snmp packet” command displays all SNMP packets that are arriving and being replied to.

NEW QUESTION 330
- (Exam Topic 3)
What action is performed for untagged outgoing labels in an MPLS router?

A. Convert the incoming MPLS packet to an untagged packet and then do a FIB lookup
B. Convert the incoming MPLS packet to an untagged packet and then do a RIB lookup.
C. Convert the untagged packet to a labeled packet and forward it to the next router

D. Convert the incoming MPLS packet to an IP packet and forward it to the next router.

Answer: C
NEW QUESTION 335

- (Exam Topic 3)
Refer to the exhibit.

Tlfsh ip route
Codes: L - local, C - connected, 5 - static, R - RIF, M - mobile, B - BG
D - EIGRP, EX - EIGR? external, O - 0SPF, Ih - OSPF inter area

=
-.:I - :':c:[.-_- '.:"_-‘.'- ":":-'I'Irl‘l -'Irl-'lll i| -._!'| E :-.;:P_ '.:F:'.'I-I -':':"-'-r.rl.i! 1..r.[.|| )

El - CSPF external type 1, B? - OSPF external type 2

- 18-I5, su = I5-I5 summary, L1 - T5-I5 level-1, Li - I5-T5 level-2

{a = 15-15 inter area, ' - candidate default, U - per-usar statiec route
UK, P = periogic downloaded static route;, H NHHE. L = L15E

| = application route

t = renlicated route, ¥ - next hop override, p - overrides [rom PER
=T Folaa pamAaEE 4 * &
Gateway of last resort 18 not get

, Ethernet0/0

variably subnetted, 2 subnets, 21 masks

" T, B ANEERA L ' am o4F 4 AR TR RS
L |-\..-\.l.u.l\J.'l:l.-  LERTHE LTINS R TR I | |lr..".-.|.r-;'2| .l'.l.L'u.'.'EI

149 1Cf AAE
172.16.0.0/16 §

i

firectly connected, Ethernet/0
00/32 is directly connected, EthernetD/{

192.168.1.0/24 is variably subr

i Ls | > > 1 L -
tked, 7 subnets, 2 mask
iy A

o 'II Ila\ ia fv¥amP L1} Tel ] s Tadal L1a I."-l s s Lo 1]
192, 168.1.0/24 18 directly connected, Loopbackl
Iy

192, 168.1,100/32 is directly connected, LoopbackD

The R2 loopback interface is advertised with RIP and EIGRP using default values. Which configuration changes make R1 reach the R2 loopback using RIP?

A. R1(config)# router rip R1(config-router)# distance 90

B. R1(config)# router rip R1(config-router)# distance 100

C. R1(config)# router eigrp 1R1(config-router)# distance eigrp 130 120
D. R1(config)# router eigrp 1R1(config-router)# distance eigrp 120 120

Answer: C
Explanation:

distance (AD Number u want to change to) (neighbor IP) (Wildcard Mask) (access-list number)

NEW QUESTION 339
- (Exam Topic 3)
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192.168.101.0/24

AS 100 {.1}_/

WA
ISP | i,

(N,

192.153.11.&."2\

AS 1I:HJEI,
(A0) w2 (10)
L

i LY
Internet Cloud

&

192.168.102.0v24

™ (2) AS 200
V.
I\E R_,.I IEP‘E

/2

Aﬁﬂ.‘liﬂﬂ

AS 111
EO00N "~ 2~ E 0N

(1) RS ()
Customer Edge

ISP-1

ip as-path access-list 1 permit “111

i

router bop 100

neighbor 192.168.101.10 remgte-as 1000
neighber 192.168.11.111 rem&te-as 111

neighbor 192.168.11.111 filter-list 1 in

Refer to the exhibit. AS 111 mut not be used as a transit AS, but ISP-1 is getting ISP-2 routes from AS 111. Which configuration stops Customer AS from being

used as a transit path on ISP-1?

A. ip as-path access-list 1 permit *$

B. ip as-path access-list 1 permit_111
C. ip as-path access-list 1 permit."

D. ip as-path access-list 1 permit ~111$

Answer: A

NEW QUESTION 342
- (Exam Topic 3)

I - DNA TRV POLICY (o TR TETE A RURANCT

Status

g o . OV3PFF g dbvoers

OSPF Adjacency Failed on Device " 10.30.255.101" Interface
TenGigabitEthernet1/0/23 with Neighbor 10.30.255.2

Refer to the exhibit. An engineer is investigating an OSPF issue reported by the Cisco DNA Assurance Center. Which action resolves the issue?

A. One of the neighbor links is down Bring the interface up by running shut and no shut

B. One of the interfaces is using the wrong MTU Match interface MTU on both links

C. An ACL entry blocking multicast on the interfaces Allow multicast through the interface ACL

D. One of the interfaces is using the wrong authentication Match interface authentication on both links

Answer: B

NEW QUESTION 347
- (Exam Topic 3)
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FEltshow ip route ospf

Refer to the exhibit. An engineer configured two ASBRs, 10.4.17.6 and 10.4.15.5, in an OSPF network to redistribute identical routes from BGR However, only
prefixes from 10.4.17.6 are installed into the routing table on R1. Which action must the engineer take to achieve load sharing for the BGP-originated prefixes?

A. The ASBRs are advertising the redistributed prefixes with the iBGP metric and must be modified to Type 1 on ASBR 10.4.17.6.

B. The ASBRs are advertising the redistributed prefixes with a different admin distance and must be changed to 110 on ASBR 10.4.15.5.
C. The admin distance of the prefixes must be adjusted to 20 on ASBR 10.4.15.5 to advertise prefixes to R1 identically from both ASBRs.
D. The ASBRs are advertising the redistributed prefixes as Type 1 and must be modified to Type 2

Answer: D

NEW QUESTION 352
- (Exam Topic 3)
Refer to the exhibit.

i iV mbhipw it ARRDCIiAR LoD

An administrator is troubleshooting a time synchronization problem for the router time to another Cisco 10S XE-based device that has recently undergone
hardening. Which action resolves the issue?

A. Allow NTP in the ingress ACL on 10.1.225.40 by permitting UDP destined to port 123.

B. Ensure that he CPE router has a valid route to 10.1.255. 40 for NTP and rectify if not reachable.
C. NTP service is disabled and must be enabled on 10.1.225.40.

D. Allow NTP in the ingress ACL on 10.1.255.40 by permitting TCP destined to port 123.

Answer: C

NEW QUESTION 355
- (Exam Topic 3)
What is a MPLS PHP label operation?

A. Downstream node signals to remove the label.

B. It improves P router performance by not performing multiple label lookup.

C. It uses implicit-NULL for traffic congestion from source to destination forwarding
D. PE removes the outer label before sending to the P router.

Answer: A

NEW QUESTION 356

- (Exam Topic 3)

What must a network architect consider for RTs when planning for a single customer full-mesh VPN m an MPLS Layer 3 network?
A. RT must be globally unique within the same VPN

B. RT must be globally identical within the same VPN

C. RT values must be Afferent from the RD values in the same VPN

D. Each RT value must be identical to an RD value within the same VPN.

Answer: D

NEW QUESTION 357
- (Exam Topic 3)
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Intemet

Refer to the exhibit. Router R1 peers with two ISPs using static routes to get to the internet. The requirement is that R1 must prefer ISP-A under normal
circumstances and failover to ISP-B if the connectivity to ISP-A is lost. The engineer observes that R1 is load balancing traffic across the two ISPs Which action
resolves the issue by sending traffic to ISP-A only with failover to ISP-B?

A. Configure OSPF between R1. ISP-

B. and ISP-B for dynamic failover if any ISP link to R1 fails

C. Configure two static routes on R1. one pointing to ISP-A and another pointing to ISP- B with 222 admin distance

D. Change the bandwidth of the interface on R1 so that interface to ISP-A has a higher value than the interface to ISP-B

E. Configure two static routes on R1. one pointing to ISP-B with more specific routes and another pointing to ISP-A with summary routes

Answer: D
NEW QUESTION 359

- (Exam Topic 3)
Which router translates the customer routing information into VPNv4 routes to exchange VPNv4 routes with other devices through MP-BGP?

NEW QUESTION 360
- (Exam Topic 3)

RS#

Sep 19 08:29:51.088: BGP: 10.10.10.2 cpen active, local address 10.0.0.14
“Sep 19 08:29:51.120: BGP: 10.10.10.2 read request no-op

*Sep 19 08:29:51,124: BGP: 10.10.10.2 cpen failed: Conmmction refused by
remote host, cpen active delayed 12588ms (20000ms max, 60% jitter)

R2#show ip bgp neighbors 10.10.10.5
BOP neighbor is 10.10.10.5, remcote AS 65101, internal link
BGF wversion 4, remcts routsar ID 0.0.0.0
BGF state = Aotive
Last read 00:01:18, last write 00:01:18, hold time is 15, kespalive
interval iz 3 seconds
Configured hold time is 135, keepalive interval is 3 seconds
Minimym holdtime from peighbor is 0 seconds
Address tracking is enabled, the RIBE does have a route to 10.10.10.3
Connections satablished 13; dropped 13
Last reset 00:01:18, dus to User resst
Transport(tcp) path-mtu-discovery i3 enablad
No active TCF connection
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Refer to the exhibit A customer reported a failure and intermittent disconnection between two office buildings site X and site Y The network team finds that site X
and site Y are exchanging email application traffic with the data center network Which configuration resolves the issue between site X and site Y?
A)

RC(config)= ip prefix-list Customer seq 5 permit 192.168.30.1/32
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B)
RC(config =router bgp 65101

RC(conhg-router)# neighbor 10.0.0.18 prefix-list Customer in
C)

RF(config)#no ip prefix-list Customer seq 5 deny 192,168.1.1/32
D)

RF(config)srouter bgp 65201
RF{confia-router ¥ neiahbor 10.0.0.17 prefix-list Customer out

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 362
- (Exam Topic 3)

Users report issues with reachability between areas as soon as an engineer configured summary routes between areas in a multiple area OSPF autonomous

system. Which action resolves the issue?

A. Configure the summary-address command on the ASBR.
B. Configure the summary-address command on the ABR.
C. Configure the area range command on the ABR.

D. Configure the area range command on the ASBR.

Answer: C
Explanation:

For OSPF, we can only summary at the ABR with the command “area range” or at the ASBR with the
command “summary-address” -> Therefore answer A and answer B are not correct.

In this question, the most likely problem is that when doing summarization, the network mask is configured wrong and summarization doesn’t work because of the
misconfiguration. When configuring the area range command, make sure that the summarization mask is in the form of a prefix mask rather than a wildcard mask

(that is, 255.255.255.0 instead of 0.0.0.255).
Good reference: https://www.configrouter.com/troubleshooting-route-summarization-ospf-14082/

NEW QUESTION 365
- (Exam Topic 3)
Refer to the exhibit.

ve accesa-=-list INTERMET

permit ipvé 2001:DBE:ADS9:BAZ1::/64 2001:DBE:COAB:BAld:: /€4

permit tcp 2001:DB8:AD5%:BAZl::/64 2001:DB8:CO0AB:BAl3::/64 eqg telnet
ermit tcp Z2001:DBB:ADSS:BA2Ll::/64 any eg http

permit i1pve 2001:DBE:ADSY:: /48 any

leny ipvEé any any log

While monitoring VTY access to a router, an engineer notices that the router does not have any filter and anyone can access the router with username and

password even though an ACL is configured.
Which command resolves this issue?

A. access-class INTERNET in

B. ip access-group INTERNET in
C. ipv6 traffic-filter INTERNET in
D. ipv6 access-class INTERNET in

Answer: D

NEW QUESTION 366
- (Exam Topic 3)
Refer to the exhibit.
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D\7 SureP3&s

kl# show ip cspf database self-originate

.....

After configuring OSPF in R1, some external destinations in the network became unreachable. Which action resolves the issue?

A. Clear the OSPF process on R1 to flush stale LSAs sent by other routers.

B. Change the R1 router ID from 10.255.255.1 to a unique value and clear the process.
C. Increase the SPF delay interval on R1 to synchronize routes.

D. Disconnect the router with the OSPF router ID 0.0.0.0 from the network.

Answer: B

NEW QUESTION 370
- (Exam Topic 3)

Area 1 OSPF Area (
[ 40 R1 a
>ost 40 0 i]
:i o0s - Cost 1( ':‘,."'
R4 AR o
Cost 40 10.10.10.0/24 Cost 40 Cost 10

R2 RG

R3 WX Costdd A Cost 10 ' P

W %, AL W

10.10.20.0/24

Refer to the exhibit Which action ensures that 10 10 10 0/24 reaches 10 10 20 0/24 through the direct link between R1 and R2?

A. Configure R1 and R2 LAN links as nonpassive.

B. Configure R1 and R2 links under area 1

C. Configure OSPF link cost to 1 between R1 and R2
D. Configure OSPF path cost to 3 between R1 and R2

Answer: B

NEW QUESTION 371

- (Exam Topic 3)

An engineer configures PBR on R5 and wants to create a policy that matches traffic destined toward 10.10.10.0/24 and forward 10.1.1.1. The traffic must also
have its IP precedence set to 5.All other traffic should be forward toward 10.1.1.2 and have its IP precedence set to 0.Which configuration meets the
requirements?

A. access-list 1 permit 10.10.10.0 0.0.0.255 access-list 2 permit anyroute-map CCNP permit 10 match ip address 1set ip next-hop 10.1.1.1 set ip precedence
5!route-map CCNP permit 20 match ip address 2set ip next-hop 10.1.1.2set ip precedence Oroute-map CCNP permit 30

B. access-list 100 permit ip any 10.10.10.0 0.0.0.255 route-map CCNP permit 10match ip address 100 set ip next-hop 10.1.1.1 set ip precedence O!route-map
CCNP permit 20 set ip next-hop 10.1.1.2set ip precedence 5lroute-map CCNP permit 30

C. access-list 1 permit 10.10.10.0 0.0.0.255 route-map CCNP permit 10match ip address 1set ip next-hop 10.1.1.1 set ip precedence 5!route-map CCNP permit 20
set ip next-hop 10.1.1.2set ip precedence 0

D. access-list 100 permit ip any 10.10.10.0 0.0.0.255 route-map CCNP permit 10match ip address 100 set ip next-hop 10.1.1.1 set ip precedence 5!route-map
CCNP permit 20 set ip next-hop 10.1.1.2set ip precedence 0

Answer: D

NEW QUESTION 374
- (Exam Topic 3)
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R18sh ipvh route egrp

IPv6 Routing Table default - 1 entries

Codes: C - Connected, L - Local, 5 - Static, U - Per-user Static route
B - BGP, HA - Home Agent, MR - Mobile Router, R - RIP
11 - ISIS LY, 12 - 155 L2, 1A - ISIS imterarea, 15 - 1515 summarny
D - EIGRP, EX - EIGRP external, ND - Newghbor Discovery, | - LISP
O - OSPF Intra, O1 - OSPF Inter, OE] - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2

R1g

R1&show ipvb egrp neighbors

EIGRP-IPvG Neighbors for AS{1)

H Addres Interface  Hold Uptime SRTT RTO Q Seq
[sec) {mis) Cnt Mum
0 Uink-locsl address: Falf0 11 00:04:22 1593 5000 0 15
FEBOD::CODS:22FF:FETE:1
Blg

IPv6 EIGRP AS1

28
128

R1 . Lo10 2002::11

- R2 g aap
Lot 2002::2

A Vol : -

‘f." FE1/0 FEQNM o Loi12 2002

128

R2sshow run

interiace Loopback10

no ip address

ipvl address 2002 17128
ipwh e 1

|

inlerface Loopback!1

no ip addross

pvE address 2002 2128
ipv6 egrp 1

|

nieriace Loopback!2

no ip address

ipv6 address 2002 3128
ipvi egrp 1

|

interface FastEthemet(
no ip address

duplox auto

spéed auto

ipvE addrass autoconhy
IpvG igrp 1

]

ipvG router egrp 1
Slub summary
no shutdown

—

R1 cannot receive the R2 Interfaces with individual prefixes. What must be reconfigured to advertise R2 Interfaces to R1?

A. EIGRP process on R2 by removing the stub command Keyword summary

B. interface FastEthernet0/1 on R2 with an EIGRP summary for all three loopback prefixes

C. EIGRP process on R2 with the command stub summary receive-only
D. EIGRP process on R2 with the command stub summary connected

Answer: D

NEW QUESTION 378
- (Exam Topic 3)
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adminflinux:~5 telnet 198.51.100.64
Trying 198.

e oo
1.100.64...

n

Connected to 198.51.100.64.

Escape character is '*~]°'.
Jaer Access

Password: admin

CPE> exit

Connection closed by foreign host.
adminBlinux:~5 ssh 196.51.100.%
admin@l98.51.100.€4"3
FPermission denied, please try again.
admin@l198.51.100,.64"s password: admin

Permission denied, please tr

I 3 ¥y again.
admin@l98.51.100.64"'s password: admin
Connection closed by 198.51,100.84 port 22

admin@linux:~3

Refer to the exhibit. An administrator can log in to the device using Telnet but the attempts to log in to the same device using SSH with the same credentials fail

Which action resolves this issue?

A. Configure SSH service on the router

B. Configure transport input all on the VTY lines to allow SSH
C. Configure to use the Telnet user database for SSH as well
D. Configure the VTY lines with login local

Answer: A

NEW QUESTION 382
- (Exam Topic 3)
—_— 5

Routerd show Logging

inme aanlEled | maagnEas ArEEred f AAARAAAY FATSA .""'h‘] M TpdbEs
asbigs SHILATS ¥ Aarea g - - =ty ¥ ES-dYRd SEEETsdla by b B =

. - T ! - 44 L} - - -
.'*.-‘..1-"..'!'.‘.'1,. JLECE AL nATOL
&

amm Frm=prmym ey
ags

Easdws ssasil = §
ing: level debugping, § messages logged, xmi disabled
LITeIing Qliabled

BL1EOT gaingi level decugging, U mezlages L0ggeld;, I Jacied

Refer to the exhibit. A network engineer lost remote access to the router due to a network problem. The engineer used the console to access the router and
noticed continuous logs on the console terminal. Which configuration limits the number of log messages on the console to critical and higher seventy level

messages?

A. term no monitor

B. logging console 2
C. no logging console
D. logging console 5

Answer: D

NEW QUESTION 387
- (Exam Topic 3)
Refer to the exhibit.
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nfi |!1p access-list standard EIGRP-FILTER
f1g nacl) ¢permit 10.10.10.0 0.0.0.255
|1rﬂub=' eigrp 10
1 | idistributa-list route-map EIGRF in

ni | froute-map EIGRP permilt 10
imatch ip address EIGRP-FILTER

ghow 1p route aigrp

An engineer must filter incoming EIGRP updates to allow only a set of specific prefixes. The distribute list is tested, and it filters out all routes except network
10.10.10.0/24. How should the engineer temporarily allow all prefixes to be learned by the routers again without adjusting the existing access list?

A. A permit 20 statement should be added before completing the ACL with the required prefixes, and then the permit 20 statement can be removed.

B. A permit any statement should be added before completing the ACL with the required prefixes and then the permit any statement can be removed.

C. A continue statement should be added within the permit 10 statement before completing the ACL with the required prefixes, and then the continue statement
can be removed.

D. An extended access list must be used instead of a standard access list to accomplish the task

Answer: C

NEW QUESTION 391
- (Exam Topic 3)
Which control plane process allows the MPLS forwarding state to recover when a secondary RP takes over from a failed primary RP?

A. MP-BGP uses control plane services for label prefix bindings in the MPLS forwarding table

B. LSP uses NSF to recover from disruption *i control plane service

C. FEC uses a control plane service to distribute information between primary and secondary processors
D. LDP uses SSO to recover from disruption in control plane service

Answer: C

NEW QUESTION 394
- (Exam Topic 3)
Which method provides failure detection in BFD?

A. short duration, high overhead
B. short duration, low overhead
C. long duration, high overhead
D. long duration, low overhead

Answer: B
NEW QUESTION 396

- (Exam Topic 3)
Refer to the exhibit.

Fl#show ip route ospf
10.0.0,0/24 i3 subnetted, 7 subnets

0 EZ 10.4.9.0 [110/200] wia 10.4.17.6, 00:00:43,
;—‘-l‘-'-;t'-;f 3

[110/200] wia 10.4.15.5, 00:06:43,
.:-r'LEL =L —1. S 4L
0 1A 4.27.0 110/21 wia 10.4.15.5%, 00:06:44,
FastEthernet(/1
0 Ed 10.4.49.0 [110/200] via 10.4.17.6, 00:06:43,
FastEthernet/

An engineer configures two ASBRs 10 4 17.6 and 10 4 15 5 in an OSPF network to redistribute routes from EIGRP However, both ASBRs show the EIGRP routes

as equal costs even though the next-hop router 10 4 17 6 is closer to R1 How should the network traffic to the EIGRP prefixes be sent via 10 4.17.6?

A. The administrative distance should be raised to 120 from the ASBR 10.4.15 5.

B. The redistributed prefixes should be advertised as Type 1

C. The ASBR 10 4 17 6 should assign a tag to match and assign a lower metnc on R1
D. The administrative distance should be raised to 120 from the ASBR 104.17.6

E. The admitstrative distance should be raised to 120 from the ASBR 104 15.5.

F. The redistributed prefixes should be advertised as Type 1.

G. The ASBR 10 4 17 6 should assign a tag to match and assign a tower metnc on R1
H. The administrative distance should be raised to 120 from the ASBR 104 17 6

Answer: B

NEW QUESTION 398
- (Exam Topic 3)
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POP 1

10.12.12.12/32
Head Office
v - 6.1,
| v £73 A1 10 172.16.1.0/24
| GEOD WAN
1 192.168.10.0/24
10.11.11.11/32

10.13.13.13/32

Rllfinterface Tunnell
ip address 172.16.1.11 255.255.255.0
tunnel source 192.168.10.11
tunnel mode gre multipoint
ip nhrp map multicast dynamic POP2
ip nhrp network-id 11

Refer to the exhibit A company builds WAN infrastructure between the head office and POPs using DMVPN hub-and-spoke topology to provide end-to-end
communication All POPs must maintain point-to-point connectivity with the head office Which configuration meets the requirement at routers R12 and R13?

R12%

interface TunnelD

ip nhrp map multicast 192.168.10.11

ip nhrp map 172.16.1.11 192.168.10.11

ip nhrp network-id 12

ip nhrp nhs 172.16.1.11

R13#

interface Tunnel0

ip nhrp map multicast 192.168.10.11
ip nhrp map 172.16.1.11 192.168.10.11
ip nhrp network-id 13

ip nhrp nhs 172.16.1.11

R12#

interface Tunnel0

ip nhrp map multicast 172.16.1.11

ip nhrp map 172.16.1.11 192.168.10.11
ip nhrp network-id 12

ip nhrp nhs 192.168.10.11

R13#
interface Tunnel0
ip nhrp map multicast 172.16.1.11
ip nhrp map 172.16.1.11 192.168.10.11
ip nhrp network-id 13
ip nhrp nhs 192.168.10.11

"y Configure routers R12 and R13 as

interface Tunnel0

ip nhrp map multicast 172.16.1.11

ip nhrp map 172.16.1.11 192.168.10.11
ip nhrp network-id 11

ip nhrp nhs 192.168.10.11

Configure routers R12 and R13 as

interface Tunnel0

ip nhrp map multicast 192.168.10.11
ip nhrp map 172.16.1.11 192.168.10.11
ip nhrp network-id 11

ip nhrp nhs 172.16.1.11

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D
NEW QUESTION 402

- (Exam Topic 3)
Drag and drop the descriptions from the left onto the corresponding MPLS components on the right.
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FEC rauters in the core of the provider netwaork known as P routers
5P all traffic to e forsarded using the same path and same label
= routers that connect to the customer routers known as PE

i oukars

- used far exchanging label mapping infarmation betwesn MPLS

enabled routers

LD path alandg which the traffic o acress an MPLS nebinark

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Table Description automatically generated

NEW QUESTION 407
- (Exam Topic 3)
Refer to the exhibit.

Riiconfigi#ipvs prefiz-list PRE-PEND-PREFIX permit 2001-db8:0:a:-/64
Ri(configiroute-map PRE-PEND permit 10

K 1{conhg-ravte-map @match ipve address prefix-list PRE-PEMD-PREFIX
R canfig-roule-mapitsel as-path prepend 65412

RA{config ¥Wrouler bgp 68412

R 1{conhig-router#address-Temily ipve o
R1(config-router-an#neighbor 2001 :dbf 0:2C::2 route-map PRE-FEND oul

R1 has a route map configured, which results in a loss of partial IPv6 prefixes for the BGP neighbor, resulting in service degradation. How can the full service be
restored?

A. The neighbor requires a soft reconfiguration, and this will clear the policy without resetting the BGP TCP connection.

B. The prefix lit requires all prefixes that R1 is advertising to be added to it, and this will allow additional prefixes to be advertised.
C. The route map requires a deny 20 statement without set conditions, and this will allow additional prefixes to be advertised.

D. The route map requires a permit 20 statement without set conditions, and this will allow additional prefixes to be advertised.

Answer: D

NEW QUESTION 410
- (Exam Topic 3)
What is the purpose of the DHCPv6 Guard?

A. It messages between a DHCPv6 server and a DHCPV6 client ( or relay agent).
B. It shows that clients of a DHCPV5 server are affected.

C. It block DHCPv6 messages from relay agents to a DHCPv6 server.

D. It allows DHCPV6 replay and advertisements from (rouge) DHCPv6 servers.
Answer: A

Explanation:

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipv6_fhsec/configuration/xe-16/ip6fxe- 16-book/ip6-dhcpv6e-guard.html

NEW QUESTION 412
- (Exam Topic 3)
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R2#show policy-map control-plane
Control Plane
Service-policy inpul. CoPP
Class-map. S5H (malch-all)
29 packets, 2215 bytes
5 minute offered rate 0000 bps
Match access-group 100

Class-map: ANY (match-all)
46 packets, 3878 bytes
5 minute offered rate 0000 bps, drop rale 0000 bps
Match: access-group 188
drop

Class-map class-defaull (match-any)
41 packets, 5687 bytes
5 minute offered rate 0000 bps, drop rate 0000 bps
Match: any

R2#Hshow access-list 100
Extended IP access list 100
10 deny tcp any any eq 22 (14 matches)
20 permit top host 192 168.12 1 any eq 22 (29 matches)
R2#4show access-hst 199
Extended IP access list 199
10 permit ip any any (51 matcheas)

Refer to the exhibit. Which action limits the access to R2 from 192.168.12.17

A. Swap sequence 10 with sequence 20 in access-list 100.

B. Modify sequence 20 to permit tcp host 192.168.12.1 eq 22 any to access-list 100
C. Swap sequence 20 with sequence 10 in access-list 100

D. Modify sequence 10 to deny tcp any eq 22 any to access-list 100.

Answer: C
NEW QUESTION 414

- (Exam Topic 3)
Refer to the exhibit.

router ospfv3 1

router-id 10.1.1.1

address-family ipv4 unicast
passive-interface Loopback(
exit-address-family

address-family 1pv6 unicast
passive-interface Loopback0
exit-address-family

interface Loopback(

ip address 10.1.1.1 255.255.255.255
ipv6 address 2001:DBB::1/64

ospfv3 10 ipvd area 10

ospfv3 10 ipv6 area 0

interface GigabitEthernet2

ip address 10.10.10.1 255.255.255.0
ipv6 enable

ospfv3 10 ipvd area 10

ospfv3 10 ipv6 area 0

An administrator must configure the router with OSPF for IPv4 and IPv6 networks under a single process. The OSPF adjacencies are not established and did not
meet the requirement. Which action resolves the issue?

A. Replace OSPF process 10 on the interface with OSPF process 1, and configure an additional router ID with IPv6 address.

B. Replace OSPF process 10 on the interface with OSPF process 1, for the VPv6 addressma nd remove process route ID with IPv6 address.
C. Replace OSPF process 10 on the interface with OSPF process 1, and remove process 10 from the global configuration.

D. Replace OSPF process 10 on the interface with OSPF process 1 for the IPv4 address, and remove process 10 from the global configuration.

Answer: C
NEW QUESTION 417
- (Exam Topic 3)

A network is configured with CoPP to protect the CORE router route processor for stability and DDoS protection. As a company policy, a class named class-default
is preconfigured and must not be modified or deleted. Troubleshoot CoPP to resolve the issues introduced during the maintenance window to ensure that:
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Topology Diagram

Guidelines Topology Tasks

A network is configured with CoPP to protect the CORE
router route processar for stability and DDoS proteclion. As
a company policy, a class named class-default is
preconfigured and must not be modified or deleted.

the mainteanance window 1o ensure that

1. Dynamic routing policies are under CoPP-CRITIGAL
and are allowed only from the 10.10.x.x range.

2. Telnet, 35H, and ping are under CoPP-IMPORTANT
and are allowed strictly wfrom 10.10.x.x 1o the CORE
router (Hint: you can venfy using Loopback)

3. All devices ping (UDF) any CORE router interface
successiully Yo/from the 10.10.x.x range and do not

allow any ather |P addrass

NORMAL (Hint: Traceroute port range 33434 33464).

WAN

WAN CORE MGMT

CORE
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WAM CORE MGMT

WM CORE RGEMT

A. Mastered
B. Not Mastered

Answer: A

Explanation:

CORE

policy-mao CoPP

class CoPP-CRITICAL

police 1000000 50000 50000 conform-action transmit exceed-action transmit
Text Description automatically generated with medium confidence

CORE# Copy run start TESTING: CORE
Graphical user interface Description automatically generated with medium confidence
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MGMT
Graphical user interface, text Description automatically generated

NEW QUESTION 422
- (Exam Topic 3)
Refer to the exhibit.

A network engineer receives a fault ticket about traffic drops from BANK SITE to BANK Users can reach BANK SITE Y from router RA as a source.
Routers RB and RD are acting as route reflectors. Which configuration resolves the issue?

A. RC(config)#router bgp 65201RC(config-router)#neighbor 10.10.10.4 route-reflector-client
B. RF(config)#router bgp 65201RF(config-router)#neighbor 10.10.10.6 route-reflector-client
C. RC(config)#router bgp 65201RC(config-router)#neighbor 10.10.10.2 route-reflector-client
D. RB(config)router bgp 65201RB(config-router)#neighbor 10.10.10.3 route-reflector-client

Answer: A
NEW QUESTION 427

- (Exam Topic 3)
Refer to the exhibit.

7

o

i

192.168.1.0024

. il

:

3
h

,.5"—"3_ - Hubd show Lp rooto eigrp
:,h",-—"-'_:' coutpab omitbeds
- i 192, 168, 1. 0424 |90,/9TI2300] wha 192, 96R.0. L1, 000041, Tinmeld
1} 1902, 168 2. 004 |90/9TIRA00] wia 192,068,012, 0000 41, Tunneld
I 198 L6E. 3, 0424 |90/7T3LR000] wia 192, 066.0.13, 0D:00:41, Tunneld
Hiubd show fun | section rosber sigip
- . router algrp oo
o — i
address-Lanily lpvd anicast sutonomous-gys len ]
]
topology baso
- exib-af-togology

192.168.2.424

 —

-
S

Al t- addrass- Caml Ly

nebwork 192.168.6.1 0.0.9.0

( 192188.3.028 )

SN—

i

Spoke routers do not learn about each other's routes in the DMVPN Phase2 network. Which action resolves the issue?

A. Remove default route from spoke routers to establish a spoke-to-spoke tunnel.
B. Configure a static route in each spoke to establish a spoke-to-spoke tunnel.

C. Rectify incorrect wildcard mask configured on the hub router network command.
D. Disable EIGRP split horizon on the TunnelO interface of the hub router.

Answer: D
NEW QUESTION 431

- (Exam Topic 3)
Refer to the exhibit.

FiZ%# show ip ospf neighbor

ri¢ debug ip ospf hello

23:46:58,.703: O5PF-1 HELLO Etl/1: Mismatched hellc
parameters from 1
*Feb 22 23:46:58.703: OSPF-1 HELLO Etl/1: Dead R 30 C 20, Hellc
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The connected routers do not show up as OSPF neighbors. Which action resolves the issue?

A. Change the R1 dead timer to 20.
B. Change the R2 dead timer to 20.
C. Change the R2 hello timer to 20.
D. Change the R1 hello timer to 20.

Answer: A

NEW QUESTION 433
- (Exam Topic 3)

1060 606 RE

REEshow ip sk respander
Genesal 1P SLA Besponder anCanral pact 1967
Genedal 1P 5LA Responder onControl V2 part 1167
General PALA Resporder i Disabled

Perrnanent Port 1P SLA Rosponder |
Permamenk Port 1P SLA Besponder is: Bisabded

L ™ £t
—~ A ]m.us.zm:sm S ey PR TR W
0/ P
':':I @M!.l&!&ul.zf!ﬂ L R D 165000 6

Elfping 106060 &

T REZg SEGUENLE T3 abark
Sending %, 100-byte ICMP Echos 1o 10 50,606, imeout i I seconds:
{118

Success rate is 100 percent [5/5], round-trip min/avg/ma = 111 ms

[3T]

ip sy G50

udp-plier 1OS0.GO.6 L6384 coder g7 293 codec-sze 10
bas LA

irequesty 5

i 52 sEhisduls G50 e forover SLaET-lime Riw

R1ashow ip ¥a
BFELAL Latest Ope rataor Suvmary
Cizdag:  actie, * mattwe, = pnding

i} Type Deitnabion Skl Betum  Lad
ims}  Code  Wam
*B50 Wdp-jinee 100 60.B0LG * Mo cavuechi 32 sooorsd ap
an ]

Refer to the exhibit. Which configuration resolves the IP SLA issue from R1 to the server?

A. R6(config)#ip sla responder

B. R6(config)#ip sla responder udp-echo ipaddress 10.60.60.6 po 5000
C. R6(config)#ip sla 650 R6(config-ip-sla)ff udp-jitter 10.60.60.6
D. R6(config)#ip sla schedule 10 life forever start-time now

Answer: A
NEW QUESTION 434

- (Exam Topic 3)
Exhibit.

F28 show ip eigrp topology 10.1.3.0 255.255.255.0

IF-EIGRF (AS 1) : topology entry for 10.1.3.0/24

Stats is Passive, Quary origin flag is 1, 1 Successor(s), FD is 307200
Routing Descriptor Blocks:

10.1.2.3 (Etharnetl), from 10.1.2.3, Send flag is Ox0
Composite metric is (307200/281600), Routs i3 Intarnal
Vector matric
Mini=nen bandwidth is 10000 Xbit
Total delay is 2000 microseconds
Reliability is 255/255
Load ig 1/25%
Mini=aem MTU i3 1500
Hop count is 1
10.1.2.4 (Ethecrnetl), frem 10.1.2.4, Send flag iz Ox0
Composite metric is (312320/286720), Routs i3 Internal
Vector metric
Minimum bandwidth is 10000 EBit
Total delay is 2200 microseconds
Raliability is 2557258
Load is 1/255
Minis=um MTU i3 1500
Hop count is 1

LW M
0
DG | Hm”
LAY M
] T
[ Hmm w O 1 [] srsam
- \ jLEERTF. ] j AT ML 2HM |
PO R4S
o0
- _
B AASE

Refer to the exhibit. A network is configured for EIGRP equal-cost load balancing, but the traffic destined to

the servers is not load balanced. Link metrics from router R2 to R3 and R4 are the same. Which delay value must be configured to resolve the issue?

A. 208 oon R3 EOQ/O
B. 120 on R4 EO/1
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C. 120/on R3 EO/1
D. 2200 on R4 EO/1

Answer: C
NEW QUESTION 438

- (Exam Topic 3)
How does LDP operate in an MPLS network?

A. When topology changes occur such as a router failure, LDP generates peer discovery messages that terminate the LDP season to propagate an LSP change.

B. When an adjacent LSR receives LDP discovery message

C. TCP two-way handshake ensures that the LDP session has unidirectional connectivity.
D. Peer routers establish the LDP session, and the LDP neighbors maintain and terminate the session by exchanging messages

E. LDP notification messages allow LERs to exchange label information to determine the next hops within a particular LSP.

Answer: D

NEW QUESTION 441
- (Exam Topic 3)
Which function does LDP provide in an MPLS topology?

A. It enables a MPLS topology to connect multiple VPNs to P routers.
B. It provides hop-by-hop forwarding in an MPLS topology for LSRs.
C. It exchanges routes for MPLS VPNSs across different VRFs.

D. It provides a means for LSRs to exchange IP routes.

Answer: B

Explanation:

LDP provides a standard methodology for hop-by-hop, or dynamic label, distribution in an MPLS network by assigning labels to routes that have been chosen by
the underlying Interior Gateway Protocol (IGP) routing protocols. The resulting labeled paths, called label switch paths (LSPs), forward label traffic across an MPLS

backbone to particular destinations.

Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/mp_ldp/configuration/12-4t/mp-ldp- 12-4t-book.pdf

NEW QUESTION 442

- (Exam Topic 3)
Hub
[ e pr 172.19.5.0/28
o GEQT
10.10.1.0/24 11 192 .168. 1000724
New ISP WAN Cloud
10.10.12.0/24
Spoked
Rl A2 R3
intearface Tunnall interface Tonnall intarface Tenneld

ip address 172.19.3. 01 25%.733.2535.0 ip sddreas 172.19.5.7 235 353 .255.0

ip nhrp suthentication télisco ip nhrp suthentication t#liscd

ip nhep map sulticast dynamic ip nhrp map sulticast 162, 148.100.11
ip nhrp network-1d 19 ip nhrp map 172.19.5.1 182 .1@68.109.11
ip ospf network broadcast ip nhrp ostwork-id 1@

ip ospf prierity 233 ip osplf network brosdoast

tusnal source 192 168.108.11 ip ospf prisrity @

tumnal sods gre sulcipolst tonnal source 152 168 _1900.13

unnal kay 100 tunnal destinatien 197 . 168._1040.11

tunnal kay 100

ip address 172.19.5.3 253 135 355.49
ip nhrp suthsntication tEliSCH

ip nhrp map suiticast 183.168.100.11
ip nhrp map 172.1%.5.1 193.148.100.11
ip nhrp metwork-id 16

ip ospf network brosdcast

ip ospf priority O

tumnal souros 192 .168.100.13

tonnal destisstios 192 168, 100.11
rumnal ey 100

Refer to the exhibit. An organization is installing a new L3 MPLS link to establish DM VPN Phase 2 tunnels between the hub and two spoke routers Which

additional configuration should the engineer implement on each device to achieve optimal routing between the spokes?

A)

interface Tunnel0

no tunnel destination 192.168.100.11

tunnel mode mplis traffic-eng

B)
interface TunnelO
ip ospf priority 1
ip ospf network non-broadcast
C)
interface TunnelO

no tunnel destination 192.168.100.11
tunnel mode gre multipoint

D)
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interface Tunnel0
ip ospf priority 253
ip ospf network point-to-multipoint

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 447
- (Exam Topic 3)
Which mechanism provides traffic segmentation within a DMVPN network?

A. RSVP
B. BGP

C. MPLS
D. iPsec

Answer: C

Explanation:

To use the DMPVN - Traffic Segmentation Within DMVPN feature you must configure Multiprotocol Label Switching (MPLS) by using the mpls ip command.
Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_dmvpn/configuration/xe- 16/sec-conn-dmvpn-xe-16-book/sec-conn-dmvpn-dmvpn.html

NEW QUESTION 450
- (Exam Topic 3)
Refer to the exhibit.

RirAgshow ip egrp topolodgy all-Enks

IP-EIGRP Topology Tabke for AS{11D{10.1.6 1)
snip

P 10.200 1 0724, 1 successors, FD s 21026560

via 10.1.1 2 (21026560/20514560). Senall/0

via 101 2 2 (46T740736/20514560). Senaln

via 10.1.3 2 (46740736/46228736), Serial1/2

Which action makes 10.1.3.2 the feasible successor to reach 10. 200. 1 0/24 for location S42T447E33F95?

A. Increase path bandwidth lower than 1011 2 and lower than 1012 2 between RtrA and the destination

B. Increase path bandwidth higher than 10.1 2 2 and lower than 101.1.2 between RtrA and the destination.
C. Increase path bandwidth higher than 1011 2 and lower than 1012 2 between RtrA and the destination

D. Increase path bandwidth higher than 10.1 2 2 and higher than 10.1.1.2 between RtrA and the destination

Answer: A

NEW QUESTION 454
- (Exam Topic 3)

R (conligyg ip vt CCNP

R1 (config-viT# rd 1:100

R1 {config-vrij exit

R1 (configy# interface Loopback0

R1 {config-iNy# ip address 10.1.1.1 255.255.255.0

R1 {config-ifg# ip vif forwarding CCNP

R1 (config-if# exit

R1 (config)# exit

R1% ping vif CCNP 10.1.1.1

% Unrecognized host or address, or protocol not running.

Refer to the exhibit Which command must be configured to make VRF CCNP work?

interface Loopbackl
ip address 10.1.1.1 266.265.255.0
wrf forwarding CCHP

interface Loopbackd
ip address 10.1.1.1 265.255.255.0

interface Loopbackl
wif forwarding CCMP

interface Loopback(
Ip address 10.1.1.1 255.255.255.0
ip vrf forwarding CCNP

A. Option A
B. Option B
C. Option C
D. Option D
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Answer: B

NEW QUESTION 455
- (Exam Topic 3)
An engineer creates a Cisco DNA Center cluster with three nodes, but all the services are running on one host node. Which action resolves this issue?

A. Restore the link on the switch interface that is connected to a cluster link on the Cisco DNA Center
B. Click the master host node with all the services and select services to be moved to other hosts

C. Enable service distribution from the Systems 360 page.

D. Click system updates, and upgrade to the latest version of Cisco DNA Center.

Answer: C

Explanation:

To deploy Cisco DNA Center on a three-node cluster with High Availability (HA) enabled, complete the following procedure:

Step 1: Configure Cisco DNA Center on the first node in your cluster... Step 2: Configure Cisco DNA Center on the second node in your cluster... Step 3: Configure
Cisco DNA Center on the third node in your cluster... Step 4: Enable high availability on your cluster:

*a. In the Cisco DNA Center GUI, click and choose System Settings. The System 360 tab is displayed

by default.

* b. In the Hosts area, click Enable Service Distribution.

After you click Enable Service Distribution, Cisco DNA Center enters into maintenance mode. In this mode, Cisco DNA Center is unavailable until the redistribution
of services is completed. You should take this into account when scheduling an HA deployment.

Reference: https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automationand- management/dna-
center/1-3-3-0/ha_guide/b_cisco_dna_center_ha guide_1 3 3 0.html

Therefore we can choose “Enable Service Distribution” to distribute services to other host nodes.

NEW QUESTION 457
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