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NEW QUESTION 1
- (Topic 4)
Which two security features are available when implementing NTP? (Choose two.)

A. symmetric server passwords

B. dock offset authentication

C. broadcast association mode

D. encrypted authentication mechanism
E. access list-based restriction scheme

Answer: DE

NEW QUESTION 2

- (Topic 4)

An engineer must implement a configuration to allow a network administrator to connect to the console port of a router and authenticate over the network. Which
command set should the engineer use?

A. aaa new-modelaaa authentication login default enable

B. aaa new-modelaaa authentication login console local

C. aaa new-model aaa authentication login console group radius
D. aaa new-modelaaa authentication enable default

Answer: B

NEW QUESTION 3

- (Topic 4)

A network administrator wants to install new VolP switches in a small network closet but is concerned about the current heat level of the room. Which of the
following should the administrator take into consideration before installing the new equipment?

A. The power load of the switches

B. The humidity in the room

C. The fire suppression system

D. The direction of airflow within the switches

Answer: D

Explanation:

This is because the direction of airflow within the switches can affect the heat level of the room, as the switches can either exhaust or intake hot air from the
environment. The network administrator should take into consideration the direction of airflow within the switches before installing the new equipment, and ensure
that the switches are aligned in the same direction and have enough space for ventilation. The network administrator should also avoid mixing switches with
different airflow directions, as this can create a hot spot and reduce the cooling efficiency. The source of this answer is the Cisco ENCOR v1.1 course, module 2,
lesson 2.1: Implementing Device Hardening.

NEW QUESTION 4

- (Topic 4)

An engineer must contigure a rou'.er to allow users to run specHic configuration commands by validating the user against the router database. Which configuration
must be applied?

A. aaa authentication network default local
B. aaa authentication exec default local

C. aaa authorization exec default local

D. aaa authorization network default local

Answer: C

NEW QUESTION 5
- (Topic 4)
Refer to the exhibit.
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Allow AAA Overrde M Enabled
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Enable Session Timeout ;a'um
7 Sesson Timeout (secs)
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Oragnostic Channel _Enabled

Timeout Value (secs)

Mawmum Allowed
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URL ACL  None
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An engineer configures a new WLAN that will be used for secure communications; however, wireless clients report that they are able to communicate with each

other. Which action resolves this issue?

A. Enable Client Exclusions.

B. Disable Aironet IE

C. Enable Wi-Fi Direct Client Policy
D. Enable P2P Blocking.

Answer: D

NEW QUESTION 6
- (Topic 4)
By default, which virtual MAC address does HSRP group 30 use?

A. 00:05:0c:07:ac:30
B. 00:00:0c:07:ac:1le
C. 05:0c:5e:ac:07:30
D. 00:42:18:14:05:1e

Answer: B

NEW QUESTION 7
- (Topic 4)

A customer has 20 stores located throughout a city. Each store has a single Cisco access point managed by a central WLC. The customer wants to gather

analysis for users in each store. Which technique supports these requirements?

A. angle of arrival
B. hyperlocation
C. trilateration

D. presence

Answer: B

NEW QUESTION 8
- (Topic 4)

A network engineer must configure a switch to allow remote access for all feasible protocols. Only a password must be requested for device authentication and all

idle sessions must be terminated in 30 minutes. Which configuration must be applied?
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line vty 0 15
password cisco
transport input all
exec-timeout 0 30

line console 0
password cisco
exec-timeout 30 0

line vty 0 15

password cisco
transport input telnet ssh
exec-timeout 30 0

username cisco privilege 15 cisco
line vty 0 15

transport input telnet ssh

login local

exec-timeout 0 30

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 9
- (Topic 4)

An engineer must configure router R1 to validate user logins via RADIUS and fall back to the local user database if the RADIUS server is not available. Which

configuration must be applied?

A. aaa authorization exec default radius local
B. aaa authorization exec default radius

C. aaa authentication exec default radius local
D. aaa authentication exec default radius

Answer: C

NEW QUESTION 10
- (Topic 4)

Refer to the exhibit.
FaTE B3 (FaETLTASTOeT i~V 110)

Mello Time ¢ mec Max Age 70 sec Torward Delsy 15 ssc

Bridas [D Priorivy 32769 (priorivy 32768 syu-id-ext 1)

Address 00th. Cdbe .e080

Hello Time 2 mec Max Age 10 mec Forward Delay 15 mec
Interface Role Ste Cost Frio.Nor Type
Fa3-0-7 Desg FWD 2 128.9 P2p Bousd (PVST)
fais0-10 Deng ¥WD 2 128,12 P2p Bound (PVST)
Fai-0-11 Boar FwWD 7 i20.13 Plp
Fals0s12 Altm BLE 2 130.14 PIp

FFhENF HMET1
Bridge
Aoot

DEWilak spanning-tres mst

viane mappod: 10,20

address 001b.0d8e .«080 priorivy 2769 (2768 wymid 1)
addrwss 001B.7363.4300 priority I2TED (I2VER wymid 1)
port Fal-O-13 cont & ren bhops 19

e DUEPUT orealtied

Which two commands ensure that DSW1 becomes the root bridge for VLAN 10 and 20? (Choose two.)

A. spanning-tree mst

1 priority 1

B. spanning-tree mstp vlan 10.20 root primary
C. spanning-tree mil 1 root primary

D. spanning-tree mst 1 priority 4096

E. spanning-tree mst vlan 10.20 priority root
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Answer: DE

NEW QUESTION 10
- (Topic 4)

no aaa new-model
username admin privilege 15 secret cisco123
ip http secure-port 445

Refer to the exhibit Which command must be applied to complete the configuration and enable RESTCONF?

A. ip http secure-server

B. ip http server

C. ip http secure-port 443

D. ip http client username restconf

Answer: A

NEW QUESTION 14
- (Topic 4)
A customer requires their wireless network to be fully functional, even if the wireless controller fails. Which wireless design supports these requirements?

A. FlexConnect
B. mesh

C. centralized
D. embedded

Answer: A

Explanation:

This is because FlexConnect is a feature that allows wireless access points to operate in standalone mode when they lose connectivity to the wireless LAN
controller. FlexConnect enables the access points to switch the data traffic locally, without sending it to the controller, and to perform local authentication, without
relying on the central server. FlexConnect also allows the access points to maintain the wireless network functionality, such as SSIDs, security policies, and QoS,
even if the wireless controller fails. FlexConnect is suitable for branch locations or remote offices that have limited WAN bandwidth or reliability. The source of this
answer is the Cisco ENCOR v1.1 course, module 7, lesson 7.3: Implementing FlexConnect.

NEW QUESTION 15
- (Topic 4)
An engineer must protect the password for the VTY lines against over-the-shoulder attacks. Which configuration should be applied?

A. service password-encryption

B. username netadmin secret 9 $9$vFpMf8elb4RVV8%seZ/bDA
C. username netadmin secret 7$1$42J36k33008Pyh4QzwXyZ4
D. line vty 0 15 p3ssword XD822j

Answer: A

Explanation:

cisco(config)#username test privilege 15 password test777 cisco(config)#do s running-config | include user
username test privilege 15 password 0 test777

cisco(config)#service password-encryption cisco(config)#do s running-config | include user

username test privilege 15 password 7 044FOE151B761B19 cisco(config)#

cisco(config)#do wr

Building configuration... [OK]

cisco(config)#

NEW QUESTION 17
- (Topic 4)
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interface GigabitEthernet1
ip address 10.10.10.1 255.255.255.0
[

éccess-lisl 10 permit 10.10.10.1
[

monitor session 10 type erspan-source
source interface Gi1
destination
erspan-id 10
ip address 192.168.1.1
I

Refer to the exhibit. Which command filters the ERSPAN session packets only to interface GigabitEthernet1?

A. source ip 10.10.10.1

B. source interface gigabitethernetl ip 10.10.10.1
C. filter access-group 10

D. destination ip 10.10.10.1

Answer: C

NEW QUESTION 19
DRAG DROP - (Topic 4)
Drag and drop the automation characteristics from the left onto the corresponding tools on the right. Not all options are used.

Puppet

based on Python

proprietary syntax in configuration files based on Ruby

high availability offered through a multi-primary architecture Che

Ruby syntax in configuration files

A. Mastered
B. Not Mastered

Answer: A

Explanation:

I Puppet
i basad on Python '
I proprietary syntax in configuration files based on Ruby

proprietary syntax in configuration files based on Ruby i svalabiity i Hiroxich & Tiuki-prner architaciins

[
| high availability offered through a multi-primary architecture et

— o e e e e e e e e e e e e e e e e e

™ Ruby syntax in configuration files
Ruby syntax in configuration files

L

NEW QUESTION 23
- (Topic 4)
What is the result of applying this access control list?

ip access-list extended STATEFUL
10 permit tcp any any established
20 deny ip any any

A. TCP traffic with the URG bit set is allowed
B. TCP traffic with the SYN bit set is allowed
C. TCP traffic with the ACK bit set is allowed
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D. TCP traffic with the DF bit set is allowed
Answer: C
NEW QUESTION 24

DRAG DRORP - (Topic 4)
Drag and drop the characteristics from the left onto the orchestration tools that they describe on the right.

Chef
declarative
uses Ruby
uses Python BaltStack
procedural
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Chef
declarative
uses Ruby
|
Liges RLDY i procedural
4 uses Python GaltStack
1
B - ! uses Pythan I
|
procedural
declarative

NEW QUESTION 29

- (Topic 4)

An engineer is connected to a Cisco router through a Telnet session. Which command must be issued to view the logging messages from the current session as
soon as they are generated by the router?

A. logging buffer

B. service timestamps log uptime
C. logging host

D. terminal monitor

Answer: D

NEW QUESTION 31
- (Topic 4)
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line con O
password cisco
stopbits 1

line aux 0
stopbits 1

line vty 0 4

end

router#sh run | i usernamejaaa
no aaa new-model

usemame user password 0 user
router#

Refer to the exhibit Which configuration enables password checking on the console line, using only a password?
A)

router(config# line con 0
router(config-ine ® exec-timeout 0 0

B)

router(config® line con 0
router(config-ine # login
©)
router(config# line con 0
router(config-kne # login local

D)

router(config)# line vty 0 4
router(config-ine # login

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 33

- (Topic 4)

How does Protocol Independent Multicast function?

A. In sparse mode, it establishes neighbor adjacencies and sends hello messages at 5- second intervals.
B. It uses the multicast routing table to perform the multicast forwarding function.

C. It uses unicast routing information to perform the multicast forwarding function.

D. It uses broadcast routing information to perform the multicast forwarding function.

Answer: C

NEW QUESTION 34
- (Topic 4)
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- ¥
- -

SwitchZ (config=-mon-erspan-dst) §destination
Switchl (config-mon—-erspan=-dat) §aource
S8witchZ (config-mon-eraspan-dat=-arc) §

Linux i Switch unmanaged - switch =0 Switch2 Linux
Switchlishow ip int br
Interfacea IP-Addreas OR? Method Statusa Protocol
GigabicEtharnetl 1%2.168.1.1 YES manual up up
GigabitEthernot2 172.16.40.10 ¥ES manual administratively down down
Loopbackd 172.16.10.10 YES manual up up
Switch? fshow ip int br
Intarface IP-Addreasa OR7? Method Statuas Pratocol
GigabitEthernetl 192.168.1.2 ¥YES manual up up
GigabitEthernetl 172.16.20.10 YES manual up up
Locpbackl 10.10.10.10 YES manual up up

Switchl (config) fmonitor session 1 type erspan-source

Switchl (config-mon—exrspan—scc) fsource interface gigabitethernetl
Switchl {(config-mon—exaspan—scc) fdestination

Switchl {config-mon-ezspan—scc—dst) ferspan-id 110

Switchl {cnnfig-mn“a raspan—-arc-dsat) #ip address 10.10.10.10
Switchl (config-mon-erspan-src-dst) forigin ip address 172.16.10.10

Switch2 (config) monitor sesaion 1 typs erspan-destination

-
-

interface Gigabitethernet?2

SwitchZ (config-mon-erspan-dst-src) fip address 10.10.10.10

Refer to the exhibit. An engineer must configure an ERSPAN tunnel that mirrors traffic from linux1 on Switchl to Linux2 on Switch2. Which command must be
added to the destination configuration to enable the ERSPAN tunnel?

A. (config-mon-erspan-dst-src)# origin ip address 172.16.10.10
B. (config-mon-erspan-dst-src)# erspan-id 172.16.10.10

C. (config-mon-erspan-dst-src)# no shut
D. (config-mon-erspan-dst-src)# erspan-id 110

Answer: D

NEW QUESTION 38
DRAG DROP - (Topic 4)

Drag the characteristics from the left onto the routing protocols they describe on the right.

uses virtual links (o link an area that does not have a connection |
to the backbone

EIGRP

hello packets are sent by default every 5 seconds on
high-bandwidth finks

default cost is based on interface bandwidth only

| S— — —il

metric is calculated using bandwidth and delay by default

A. Mastered
B. Not Mastered

Answer: A

Explanation:
uses virtual links to link an area that does not have a connection |
to the backbane ;

hello packets ane sent by default every 5 seconds on
high-bandwidth links

hello packets are sent by default every 5 seconds on |
high-bandwidth links i

: default cost is based on interface bandwidth only |
........................ ‘
meetric is cabculated using bandwidth and delay by default 1

NEW QUESTION 40
- (Topic 4)

Based on the router's API output in JSON format below, which Python code will display the value of the “hostname" key?
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"response”: [{
“family™: "Switches",
“macAddress”: "00:42:50:62:99:00",
“hostname”: “SwitchiDF14",
"upTime™: "352 days, 6:17:26:10",
“lastUpdated™: “2020-07-12 21:15:29"
|

json_data = json.loads(response.text)
print(json_data[response][0][hostname])

json_data = json.loads(response.text)
print(json_data[response’][family’][hostname’])

json_data = response.json()
print{json_data[ response’][0]['hostname”))

json_data = response.json{)
print(json_data[ response’)[family][hostname’))

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 45
- (Topic 4)

An engineer must configure a new WLAN that allows a user to enter a passphrase and provides forward secrecy as a security measure. Which Layer 2 WLAN

configuration is required on the Cisco WLC?

A. WPA2 Personal
B. WPA3 Enterprise
C. WPA3 Personal
D. WPA2 Enterprise

Answer: C

NEW QUESTION 46
- (Topic 4)
When using BFD in a network design, which consideration must be made?

A. BFD is used with first hop routing protocols to provide subsecond convergence.
B. BFD is more CPU-intensive than using reduced hold timers with routing protocols.
C. BFD is used with dynamic routing protocols to provide subsecond convergence.
D. BFD is used with NSF and graceful to provide subsecond convergence.

Answer: C

NEW QUESTION 50
- (Topic 4)

username clsco privilege 15 noescape secret 5 FTu$9cyE438490035mB8TQSnv&E502x
useérname clsco autocommand show startup-config

aaa authentication login default local-case enable

aaa authorization exec default local

An engineer applies this configuration to router R1. How does R1 respond when the user ‘cisco’ logs in?
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A. It displays the startup config and then permits the user to execute commands
B. It places the user into EXEC mode and permits the user to execute any command

C. It displays the startup config and then terminates the session.

D. It places the user into EXEC mode but permits the user to execute only the show startup-config command

Answer: A

NEW QUESTION 55
- (Topic 1)
What is used to perform OoS packet classification?

A. the Options field in the Layer 3 header
B. the Type field in the Layer 2 frame

C. the Flags field in the Layer 3 header
D. the TOS field in the Layer 3 header

Answer: D
Explanation:

Type of service, when we talk about PACKET, means layer 3

NEW QUESTION 57
- (Topic 1)

Which method should an engineer use to deal with a long-standing contention issue between any two VMs on the same host?

A. Adjust the resource reservation limits
B. Live migrate the VM to another host
C. Reset the VM

D. Reset the host

Answer: A

NEW QUESTION 60
- (Topic 1)
What is the function of a VTEP in VXLAN?

A. provide the routing underlay and overlay for VXLAN headers

B. dynamically discover the location of end hosts in a VXLAN fabric

C. encapsulate and de-encapsulate traffic into and out of the VXLAN fabric
D. statically point to end host locations of the VXLAN fabric

Answer: C
NEW QUESTION 63

- (Topic 2)
Refer to the exhibit.

DaWZish spanning-tree vlan 10
VLANOO10
S8panning tree enabled protocol ratp
Reat ID Pricrity 41086
Address 0D1B8.7362.4300
This bridge is the root
Helle Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 4106 (priority 4096 ays-id-ext 20)
Addresas 0018.7362.4300
Hello Time 2 s=c Max Age 20 ssc Forward Delay 135 sec
Aging Time 300
Interface Role Sts Cost Prio.Nbr Type
Fal/0/7 Deag FWD 2 128.9 P2p Pear (3TP)
Fal/0/10 Desg FWD 4 128.12 Pip Pear (8TP)
Fal/0/11 Deag FWD 2 128.13 P2p Peer (3TP)
Fal/0/12 Desg EFWD 2 128.14 PZp Peer (3TP)

What is the result when a switch that is running PVST+ is added to this network?

A. DSW2 operates in Rapid PVST+ and the new switch operates in PVST+
B. Both switches operate in the PVST+ mode

C. Spanning tree is disabled automatically on the network

D. Both switches operate in the Rapid PVST+ mode.

Answer: A

Explanation:
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From the output we see DSW2 is running in RSTP mode (in fact Rapid PVST+ mode as Cisco does not support RSTP alone). When a new switch running PVST+
mode is added to the topology, they keep running the old STP instances as RSTP (in fact Rapid PVST+) is compatible with PVST+.

NEW QUESTION 64
- (Topic 2)
In a Cisco StackWise Virtual environment, which planes are virtually combined in the common logical switch?

A. management and data
B. control and management
C. control, and forwarding
D. control and data

Answer: B
NEW QUESTION 68

DRAG DRORP - (Topic 2)
Drag and drop the tools from the left onto the agent types on the right.

Puppect
Ansiblc
SaltSrack Bt hims

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Puppct
:I_______:“"i"‘ ______ _I'I | SamStack
. sokse | | P
S e e S e S e Araiblc

NEW QUESTION 73
- (Topic 2)
Which technology does VXLAN use to provide segmentation for Layer 2 and Layer 3 traffic?

A. bridge domain
B. VLAN

C.VRF

D. VNI

Answer: D

Explanation:
VXLAN has a 24-bit VXLAN network identifier (VNI), which allows for up to 16 million (= 224) VXLAN segments to coexist within the same infrastructure. This
surely solve the small number of traditional VLANS.

NEW QUESTION 78
- (Topic 2)
When are multicast RPs required?

A. RPs are required only when using protocol independent multicast dense mode.

B. By default, the RP is needed penodically to maintain sessions with sources and receivers.
C. RPs are required for protocol Independent multicast sparse mode and dense mode.

D. By default, the RP Is needed only start new sessions with sources and receivers.

Answer: D

NEW QUESTION 79

- (Topic 2)

What is the difference between a RIB and a FIB?

A. The RIB is used to make IP source prefix-based switching decisions
B. The FIB is where all IP routing information is stored
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C. The RIB maintains a mirror image of the FIB
D. The FIB is populated based on RIB content

Answer: D

Explanation:

CEF uses a Forwarding Information Base (FIB) to make IP destination prefix- based switching decisions. The FIB is conceptually similar to a routing table or
information base. It maintains a mirror image of the forwarding information contained in the IP routing table. When routing or topology changes occur in the
network, the IP routing table is updated, and those changes are reflected in the FIB. The FIB maintains next-hop address information based on the information in
the IP routing table. Because there is a one-to-one correlation between FIB entries and routing table entries, the FIB contains all known routes and eliminates the
need for route cache maintenance that is associated with earlier switching paths such as fast switching and optimum switching.

Note: In order to view the Routing information base (RIB) table, use the “show ip route” command. To view the Forwarding Information Base (FIB), use the “show
ip cef” command. RIB is in Control plane while FIB is in Data plane.

NEW QUESTION 84
- (Topic 2)
In a Cisco SD-WAN solution, how Is the health of a data plane tunnel monitored?

A. with IP SLA
B. ARP probing
C. using BFD
D. with OMP

Answer: C

NEW QUESTION 85
- (Topic 2)
Refer to the exhibit.

209.165.200.225

.100] WEB SERVER
10.1.1.0/24

An engineer must configure static NAT on R1 lo allow users HTTP access to the web server on TCP port 80. The web server must be reachable through ISP 1 and
ISP 2. Which command set should be applied to R1 to fulfill these requirements?

A. ip nat inside source static tcp 10.1.1.100 80 209.165.200.225 80 extendableip nat inside source static tcp 10.1.1.100 80 209.165.201.1 80 extendable
B. ip nat inside source static tcp 10.1.1.100 80 209.165.200.225 80ip nat inside source static tcp 10.1.1.100 80 209.165.201.1 80

C. ip nat inside source static tcp 10.1.1.100 80 209.165.200.225 80ip nat inside source static tcp 10.1.1.100 8080 209.165.201.1 8080

D. ip nat inside source static tcp 10.1.1.100 80 209.165.200.225 80 no-aliasip nat inside source static tcp 10.1.1.100 80 209.165.201.1 80 no-alias

Answer: B

NEW QUESTION 90
- (Topic 2)
Refer to the exhibit.
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18sh ip bgp
AGP table version is 2, loocal router ID is 13.13.13.1

Status codes: s suppressed, d damped, h history, * valid, > best, 1 -
internal,

r RIB-failure, S Stale, m multipath, b backup-path, f RT-
IFilter,

x best-external, a additional-path, ¢ RlIB-compressed,
Origin codes: i - IGP, e - EGP, 7 - incomplete
PKI validation codes: V valid, I invalid, N Not found

Network Next
op Matrie LocPrf Weight Path
# 172.16.1.0/24 13.13.13.3 0
200 300 &
"> 12.12.12.2 0
200 300 &

An engineers reaching network 172 16 10 0/24 via the R1-R2-R4 path. Which configuration forces the traffic to take a path of R1-R3-R4?

A)

R1(configi#route-map RM_AS_PATH_PREPEND

R1(config-route-map)#set as-path prepend 200 200

R1(config-route-map }2exit

R1{config#router bgp 100

R1(config-routerjzneighbor 12.12.12.2 route-map RM_AS_PATH_PREPEND in
R1(config-router)#end

R1i#clear ip bgp 12.12.12.2 soft in

B)

R1(config)&router bgp 100
R1(config-router)#neighbor 13.13.13.3 weight 1
R1(config-router)#end

©)

R2(config)}#¥route-map RM_MED permit 10
R2(config-route-map)#set metric 1
R2(config-route-map J#exit

R2(config #router bgp 200

R2(config-routerj#neighbor 12.12.12.1 route-map RM_MED out

R2(config-router)#end
R2#clear ip bgp 12.12.12.1 soft out

D)

'R1(config)#route-map RM_LOCAL_PREF permit 10
R1(config-route-map)#set local-preference 101
R1(config-route-map )#exit
R1(config)#router bgp 100
R1(config-router#neighbor 13.13.13.3 route-map RM_LOCAL_PREF in
R1(config-router)¥end
R1#clear ip bgp 13.13.13.3 soft in

A. Option A
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B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 93
- (Topic 2)

Which threat defence mechanism, when deployed at the network perimeter, protects against zero-day attacks?

A. intrusion prevention
B. stateful inspection
C. sandbox

D. SSL decryption

Answer: C

Explanation:

Reference: https://www.cisco.com/c/en/us/products/collateral/security/amp-appliances/datasheet-c78-733182.html“File analysis and sandboxing: Secure Malware
Analytics’ highly secure environment helps you execute, analyze, and test malware behavior to discover previously unknown ZERO-DAY threats. The integration
of Secure Malware Analytics’ sandboxing technology into Malware Defense results in more dynamic analysis checked against a larger set of behavioral indicators.

NEW QUESTION 96

- (Topic 2)

Which outcome is achieved with this Python code?
client.connect ( ip, port= 22, username= usr, password= pswd )

stdin, stdout, stderr = client.exec_command ( 'show ip bgp 192.168.101.0 bestpath'\n ' )

print (stdout)

A. connects to a Cisco device using SSH and exports the routing table information
B. displays the output of the show command in a formatted way

C. connects to a Cisco device using SSH and exports the BGP table for the prefix
D. connects to a Cisco device using Telnet and exports the routing table information

Answer: C

NEW QUESTION 101
- (Topic 2)
Refer to the exhibit.

0 packets, 0 bytes
5 minute offered rate 0000 bps, drop rate 0000 bps
Match: access-group name SNMP
police:
cir 8000 bps, bc 1500 bytes
conformed O packets, 0 bytes; actions:
transmit
exceeded 0 packets, 0 bytes; actions:
drop
conformed 0000 bps, exceeded 0000 bps

Class-map: class-default (match-any)
13858 packets, 1378745 bytes
5 minute offered rate 0000 bps, drop rate 0000 bps
Match: any

How does the router handle traffic after the CoPP policy is configured on the router?

A. Traffic coming to R1 that does not match access list SNMP is dropped.
B. Traffic coming to R1 that matches access list SNMP is policed.

C. Traffic passing through R1 that matches access list SNMP is policed.
D. Traffic generated by R1 that matches access list SNMP is policed.

Answer: C

NEW QUESTION 104

- (Topic 2)

What is required for a virtual machine to run?

A. a Type 1 hypervisor and a host operating system

B. a hypervisor and physical server hardware
C. only a Type 1 hypervisor
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D. only a Type 2 hypervisor

Answer: B

NEW QUESTION 108

- (Topic 2)

A customer wants to provide wireless access to contractors using a guest portal on Cisco ISE. The portal Is also used by employees A solution is implemented, but
contractors receive a certificate error when they attempt to access the portal Employees can access the portal without any errors. Which change must be
implemented to allow the contractors and employees to access the portal?

A. Install a trusted third-party certificate on the Cisco ISE.

B. Install an Internal CA signed certificate on the contractor devices
C. Install an internal CA signed certificate on the Cisco ISE

D. install a trusted third-party certificate on the contractor devices.

Answer: C

NEW QUESTION 113
- (Topic 2)
Which method is used by an AP to join HA controllers and is configured in NVRAM?

A. stored WLC information

B. DNS

C. IP Helper Addresses

D. Primary/Secondary/Tertiary/Backup

Answer: A

Explanation:
An AP can be “primed” with up to three controllers—a primary, a secondary, and a tertiary. These are stored in nonvolatile memory so that the AP can remember
them after a reboot or power failure.

NEW QUESTION 117
DRAG DRORP - (Topic 2)
Drag and drop characteristics of PIM dense mode from the left to the right.

LT

ST

A. Mastered
B. Not Mastered

Answer: A
Explanation:

PIM-DM supports only source trees — that is, (S,G) entries—and cannot be used to build a shared distribution tree.

NEW QUESTION 120

- (Topic 2)

An engineer configures GigabitEthernet 0/1 for VRRP group 115. The router must assume the primary role when it has the highest priority in the group. Which
command set is required to complete this task?
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interface thernet'
haﬁ:ﬁﬁﬁﬂj 2652852540
wvrrp 115 ip 10.10.10.1

virp 115 authentication 4065304497

Ronster(config- = wirp 118 priorty 100

Router( confgf = standby 1135 priority 100
Router contg-f = standby 119 preempt

Router{confg- @ wrrp 118 track 1 decrement 10
Routeri config.« @ virp 118 preempt

Router(config- % virp 118 track 1 decrement 100
Router{confg-f & wirp 118 preempt

. Option A
. Option B
. Option C
. Option D

o0 w>

Answer: C

NEW QUESTION 123
- (Topic 2)
Why would a log file contain a * next to the date?

A. The network device was receiving NTP time when the log messages were recorded.

B. The network device was unable to reach The NTP server when the log messages were recorded
C. The network device is not configured to use NTP.

D. The network device is nor configured to use NTP time stamps for logging

Answer: B

NEW QUESTION 127
DRAG DRORP - (Topic 2)
Drag and drop the descriptions from the left onto the routing protocol they describe on the right.

OSPF

summares ¢an be created anywhere in the IGP topology

Uses areas to sagment 3 network

summanes can be created in speafic parts of the IGP topology E1GRP

A. Mastered
B. Not Mastered

Answer: A

Explanation:

DSPF
summanes can be created anywhers in the 1GP topology

- —— surmmanes can be created anywhers in the [GP topology

uses areas to segment a network
...... i o LSS arsas 1o sagment a netwark

summanes can be created n specfic pants of the IGP topology FIGRP

| summaries can be created in specific parts of the IGP opology |
i

NEW QUESTION 131
- (Topic 2)
Refer to the exhibit.
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An engineer is troubleshooting an application running on Apple phones. The application Is receiving incorrect QoS markings. The systems administrator confirmed

that ail configuration profiles are correct on the Apple devices. Which change on the WLC optimizes QoS for these devices?

A. Enable Fastlane

B. Set WMM to required

C. Change the QoS level to Platinum
D. Configure AVC Profiles

Answer: C
NEW QUESTION 136

- (Topic 2)
Refer to the exhibit.

10.33.1.0/30

10.1.65.0/30

ISP#2#

Jan 4 11:34:10.819: %TCP-6-BADAUTH: No MDS5 digest from 10.1.65.2(179) to 10.1.65.1(50608) tableid - 0
Jan 4 11:34:10.847: %BGP-5.ADJCHANGE: neighbor 10.33.1.1 Up

Jan 4 11:34:12.831: % TCP-6-BADAUTH: No MDS5 digest from 10.1.65.2(179) to 10.1.65.1(59608) tableid - O
Jan 4 11:34:12.839: %TCP-8-BADAUTH: No MDS5 digest from 10.1,65.2(179) to 10.1.65.1(59608) tableid - 0
Jan 4 11:34:22 271: %TCP-8-BADAUTH: No MDS5 digest from 10.1,65.2(61827) to 10.1.65,1(179) tableid - 0
Jan 4 11:34:24 259: %TCP-6-BADAUTH: No MDS5 digest from 10.1.65.2(61827) to 10.1.65.1(178) tableid - 0
Jan 4 11:34:26.187: % TCP-6-BADAUTH: No MDS5 digest from 10.1.65.2(179) to 10.1.65.1(31268) tableid — 0

An engineer attempts to establish BGP peering between router CORP and two ISP routers. What is the root cause for the failure between CORP and ISP#27?

A. Router ISP#2 is configured to use SHA-1 authentication.

B. There is a password mismatch between router CORP and router ISP#2.
C. Router CORP is configured with an extended access control list.

D. MD5 authorization is configured incorrectly on router ISP#2.

Answer: B

NEW QUESTION 139
- (Topic 2)
When firewall capabilities are considered, which feature is found only in Cisco next- generation firewalls?

A. malware protection

B. stateful inspection

C. traffic filtering

D. active/standby high availability

Answer: A

NEW QUESTION 142
DRAG DROP - (Topic 2)
Drag and drop the characteristics from the left onto the infrastructure deployment models they describe on the right.

Passing Certification Exams Made Easy

visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy 350-401 dumps

@ 2 P QsseaQs LJ https://www.2passeasy.com/dumps/350-401/ (747 New Questions)

Cir-Fremises
casy to scale the capacity up and down
infrastructure requires large and regular investments
highly agile Flond
highly customizable

A. Mastered
B. Not Mastered
Answer: A
Explanation:

R R RO —— -

| casy to scale the capacity up amnd down r

e ettt | infrastructure requires large and regular ineestments

e e mee e e e wen me ee me mee |

infrastructure roguines lon and ular mvestmeoents

JUE R r SRR T gi _m‘g_ _____ | highly suztomizable

I highly agile | (Coud
_______________ T

-— == = = = = = = = = | easy to scals the copacity up and down ‘
] highly customizable L

“““““““ R s highly agilc ]

NEW QUESTION 144
- (Topic 2)

PC-1

172.16.0.2 WEB SERVER

b 192.168.0.5

Refer to the exhibit. PC-1 must access the web server on port 8080. To allow this traffic, which statement must be added to an access control list that is applied on
SW?2 port GO/0 in the inbound direction?

A. permit host 172.16.0.2 host 192.168.0.5 eq 8080
B. permit host 192.168.0.5 host 172.16.0.2 eq 8080
C. permit host 192.168.0.5 eq 8080 host 172.16.0.2
D. permit host 192.168.0.5 it 8080 host 172.16.0.2

Answer: C

Explanation:
The inbound direction of GO/0 of SW2 only filter traffic from Web Server to PC-1 so the source IP address and port is of the Web Server.

NEW QUESTION 148

- (Topic 2)

Which two actions, when applied in the LAN network segment, will facilitate Layer 3
CAPWAP discovery for lightweight AP? (Choose two.)

A. Utilize DHCP option 17.

B. Configure WLC IP address on LAN switch.

C. Utilize DHCP option 43.

D. Configure an ip helper-address on the router interface
E. Enable port security on the switch port

Answer: CE

Explanation:
Reference: https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless- controllers/119286-lap-notjoin-wlc-tshoot.html
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NEW QUESTION 152
- (Topic 2)
What is one primary REST security design principle?

A. fail-safe defaults

B. password hash

C. adding a timestamp in requests
D. OAuth

Answer: A
Explanation:
Reference: https://yurisubach.com/2017/04/04/restful-api-security-principles/“Fail-safe defaultsAccess to any resource (like API endpoint) should be denied by

default. Access granted only in case of specific permission.

NEW QUESTION 153
- (Topic 2)
Refer to the exhibit.

Switch1# show interfaces trunk

I Output omitted for brevity

Port Mode Encapsulation Status Native
Gi1/0/20 auto 802 1q trunking 10

Port Vians aliowed on trunk
Gi1/0/20 1-4094

Switch2# show interfaces trunk

| Output omitted for brevity
Port Mode Encapsulation Status Native

Gi1/0/20 auto 802.1q trunking 10

Port Vians aliowed on trunk
GI1/0/20 1-4094

The trunk does not work over the back-to-back link between Switchl interface Gig1/0/20 and Switch2 interface Gig1/0/20. Which configuration fixes the problem?

A)

Switch1(config)#interface gig1/0/20
Switch1(config-if)#switchport mode dynamic auto
B)

SwitchZ2(config)Zinterface gig1/0/20
SwitchZ(config-if)zswitchport mode dynamic desirable
C)

Switch1(config)%interface gig1/0/20
Switch1(config-if)#switchport trunk native vian 1
Switch2(config)#interface gig1/0/20
Switch2(config-if)#switchport trunk native vian 1
D)

Switch2(config)#interface gig1/0/20
Switch2(config-if)¥switchport mode dynamic auto

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B
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NEW QUESTION 154
- (Topic 2)

An engineer must create an EEM applet that sends a syslog message in the event a change happens in the network due to trouble with an OSPF process. Which

action should the engineer use?

event manager applet LogMessage
event routing network 172.30.197.0/24 type all

A. action 1 syslog msg "OSPF ROUTING ERROR"
B. action 1 syslog send "OSPF ROUTING ERROR"
C. action 1 syslog pattern "OSPF ROUTING ERROR"
D. action 1syslog write "OSPF ROUTING ERROR"

Answer: C
NEW QUESTION 157

- (Topic 2)
Refer to the exhibit.

>>> netconf_data["GigabitEthemet”][0]["enabled”)
u'false’

>>> netconf_data["GigabitEthemet"][1]["enabled"]
u'true’

>>> netconf_data["GigabitEthermnet®][2]["enabled”)
u'false’

>>> netconf_data["GigabitEthernet”)[0)["description®]
u'my description’

Which Python code snippet prints the descriptions of disabled interfaces only?
A)

for interface in netconf_data["GigabitEthernet"]:
if interface["disabled"] 1= "true'
print(interface["description™])

B)

for interface in netconf_data["GigabitEthernet"]:
print(interface["enabled”])
print(interface["description”])
C)
for interface in netconf_data["GigabitEthernet"]:
if interface["enabled"] I= 'false’.
print(interface["description”))

D)

for interface in netconf_data["GigabitEthernet”]
if interface["enabled"] 1= "true’
print(interface["description”])

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 159
- (Topic 2)
Which two GRE features are configured to prevent fragmentation? (Choose two.)
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A. TCP MSS

B. PMTUD

C. DF bit Clear

D. MTU ignore
E.IP MTU

F. TCP window size

Answer: AE

Explanation:
The ip tcp adjust-mss only affects TCP streams. Other kinds of IP traffic - UDP. SCTP. DCCP. ICMP. ESP. AH, to name just a few -
wion't be influenced by the iip tcp adjust-mss command, and so their datagrams must be fragmented at the IP laver, That's why it is
necessary w0 properly configure the ip miu command 1o let the router know how large the fragments of non-TCP-carrying IP packets
can be

NEW QUESTION 162
- (Topic 2)
How are map-register messages sent in a LISP deployment?

A. egress tunnel routers to map resolvers to determine the appropriate egress tunnel router
B. ingress tunnel routers to map servers to determine the appropriate egress tunnel router
C. egress tunnel routers to map servers to determine the appropriate egress tunnel router
D. ingress tunnel routers to map resolvers to determine the appropnate egress tunnel router

Answer: C

Explanation:

During operation, an Egress Tunnel Router (ETR) sends periodic Map- Register messages to all its configured map servers.

NEW QUESTION 165
- (Topic 2)

A customer wants to use a single SSID to authenticate loT devices using different passwords. Which Layer 2 security type must be configured in conjunction with

Cisco ISE to achieve this requirement?
A. Fast Transition

B. Central Web Authentication

C. Cisco Centralized Key Management
D. Identity PSK

Answer: D

NEW QUESTION 166

- (Topic 2)
Refer to the exhibit.

L4 - RS1—p A T

'Accept': 'application/yang-data+json’',

'"Content-Type': 'application/yang-data+json'
b
data = json.dumps ( {

'Cisco-I0S-XE-native:GigabitEthernset': |

"ipt: {
'addresa': |
'primary': |
'addreas': "10.10.10.1",
'mask"': '255.255.255.0°'
}
}
}

}
}) .
verify = Falae)

N
$ Print the HTTP response code
print ('Response Cede: ' + atr(response.status_code))

After the code is run on a Cisco 10S-XE router, the response code is 204. What is the result of the script?
A. The configuration fails because another interface is already configured with IP address 10.10.10.1/24.
B. The configuration fails because interface GigabitEthernet2 is missing on the target device.

C. The configuration is successfully sent to the device in cleartext.

D. Interface GigabitEthernet2 is configured with IP address 10.10.10.1/24

Answer: D
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NEW QUESTION 167

DRAG DRORP - (Topic 2)

An engineer creates the configuration below. Drag and drop the authentication methods from the left into the order of priority on the right. Not all options are used.
Ri1#shrun|iaaa

aaa new-model

aaa authentication login default group ACE group AAA_RADIUS local-case
aaa session-id common

Ri1#
A8A servers of 484 RADIUS group
local configured username in non-Case-sensitrve format
lecal configured username n Case-senstve format

AMA servers of ACE group

tacacs serviers of group ACE
If no method works, then deny login,
A. Mastered

B. Not Mastered
Answer: A

Explanation:

priority 1: AAA servers of ACE group

priority 2: AAA servers of AAA_RADIUS group

priority 3: local configured username in case-sensitive format priority 4: If no method works, then deny login

NEW QUESTION 170
- (Topic 2)
Refer to the exhibit.

Eia rordpews s

| sy cnrdhpraiar vl ow e e Bl ol (R, T
B i

W oordig @ o o recie sosroe Mae VI RS T RRAA N T

A network architect has partially configured static NAT. which commands should be asked to complete the configuration?

A. R1(config)#interface GigabitEthernet0/0 R1(config)#ip pat outside R1(config)#interface GigabitEthernetO/1 R1(config)#ip pat inside
B. R1(config)#interface GigabitEthernet0/0 R1(config)#ip nat outside R1(config)#interface GigabitEthernet0/1 R1(config)#ip nat inside
C. R1(config)#interface GigabitEthernet0/0 R1(config)#ip nat inside R1(config)#interface GigabitEthernet0/1 R1(config)#ip nat outside
D. R1(config)#interface GigabitEthernet0/0 R1(config)#ip pat inside R1(config)#interface GigabitEthernetO/1 R1(config)#ip pat outside

Answer: B

NEW QUESTION 171
- (Topic 2)
Which two parameters are examples of a QoS traffic descriptor? (Choose two)

A. MPLS EXP bits
B. bandwidth
C.DSCP

D. ToS
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E. packet size

Answer: AC

NEW QUESTION 172
- (Topic 2)

A network monitoring system uses SNMP polling to record the statistics of router interfaces The SNMP queries work as expected until an engineer installs a new

interface and reloads the router After this action, all SNMP queries for the router fail What is the cause of this issue?

A. The SNMP community is configured incorrectly

B. The SNMP interface index changed after reboot.

C. The SNMP server traps are disabled for the interface index
D. The SNMP server traps are disabled for the link state.

Answer: B

NEW QUESTION 173
- (Topic 2)

An engineer must create an EEM script to enable OSPF debugging in the event the OSPF neighborship goes down. Which script must the engineer apply?

event manager applet ENABLE_OSPF_DEBUG

event syslog pattem "% OSPF-5-ADJCHG: Process 5, Nbr 1.1.1.1 on Senal(/0 from LOADING to FULL"
action 1.0 cli command "enable”

action 2.0 ch command "debug ip ospf event”

action 3.0 ch command "debug ip ospf ad|”

action 4.0 syslog pnonty informational msg "ENABLE_OSFF_DEBUG"

» event manager applet ENABLE_OSPF_DEBUG

event syslog pattem "%OSPF-5-ADJCHG: Process 5, Nbr 1.1.1.1 on Senal0/0 from LOADING to FULL"
action 1.0 ch command "debug ip ospf event”

action 2.0 ch command "debug ip ospf adj”

action 3.0 sysiog pnonty informational msg "ENABLE_OSPF_DEBUG"

 event manager applet ENABLE_OSPF_DEBUG

event syslog pattemn "%0OSPF-5-ADJCHG: Process 6, Nbr 1.1.1.1 on Serial0/0 from FULL to DOWN"
action 1.0 cli command "enable”

action 2.0 ch command "debug ip ospf event”

action 3.0 cli command "debug ip ospf adj”

action 4.0 syslog prionty informational msg "ENABLE_OSPF_DEBUG"

event manager applet ENABLE_OSPF_DEBUG

event syslog pattem "%0OSPF-1-ADJCHG: Process 5, Nbr 1.1.1.1 on Senal0/0 from FULL to DOWN"
action 1.0 ch command "debug ip ospf event”

action 2.0 chi command "debug ip ospf adj”

action 3.0 syslog pnionty informational msg "ENABLE_OSPF_DEBUG

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 176
- (Topic 2)
Refer to the exhibit.
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Person#1:
First Name is Johnny
Last Name is Table
Hobbies are:
* Running
|+ Video games

Person#2:

First Name is Billy
Last Name is Smith
Hobbies are:

* Napping
» Reading

Which JSON syntax is derived from this data?

A)

{[{First Name'": ‘Johnny’, ‘Last Name" Table’, ‘Hobbies': [Running’, Video gamesT}, {First Name': 'Billy', ‘Last Mame”. 'Smith’, "Hobbies'
[Napping’, ‘Reading[}]}

B)

[Person': [{First Mame”: 'Johnny', ‘Last Name" Table’, Hobbies': "Running’, Video games’), [First Name': "Bily’, 'Last Name': "Smith’, 'Habbies’
MHapping', 'Reading}])

C)

[[[First Name” ‘Johnny', ‘Last Name” Table', ‘Hobbies"” ‘Running’, ‘Hobbies" Video games’), [First Name” ‘Billy', "Last Name" “Smith’
‘Hobbies': 'Mapping’, ‘Hobtees': ‘Reading’)])

D)

[Person" [{First Name' “Johnny', "Last Name" Table’, Hobbies' [Running’, 'Video gamesT}, (First Name" ‘Billy’, "Last Name": "Smith'
Hobbies" [Napping', 'Reading )]}

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 178
- (Topic 2)
Which two items are found in YANG data models? (Choose two.)

A. HTTP return codes
B. rpc statements

C. JSON schema

D. container statements
E. XML schema

Answer: CE
NEW QUESTION 182
DRAG DROP - (Topic 2)

Drag and drop the snippets onto the blanks within the code to construct a script that configures BGP according to the topology. Not all options are used, and some
options may be used twice.
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AS 85001 BGP AS: B5000
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

crouters
< hod b by
of bl =l | B2 ISP
o Lot -gp | ne gl

«f you-bgp  eighbors
Lion-byp sddress-fanily>
<ioe-bgpas-vel>
<ion ~bgp ipvd>

o =bagp: ipvd-usicasts

<ios-bgp nei >
<ion-bgp:i 85001
Lhon=lgp o

</ hos-bgp  neighbors
of baa~bagp: Lpvl ~unlcas >
</ ios-bap: igwis
</ bas =agp : na-yrils
o) pon =bgp  address - fani Ly>
o o e g
fgeutery
</ natives
</ eonflge

coonfiy mmlne: mes urs:istl parans  enl nesetoonl base:l. 0" smlass“urn: LeLl parsss sl s netoonf base:l 0%
chative mmlass"http:/ cisco. con/ne/yang/Cisco-I0S-XE-native” mmins: lon-bagpe hetp:/ elese . con/ne/yang Ciice -I0S-XE-kqp™»
£ o ~bgp dd»

tul-hw-.u.rl 192 168 1.1 ! </ Lon-bagp: Lds
<ioa-bgp: remste- s> BEO01

«/ 1en=-byp  remote-a8>

<io8-bgp: af-nameFenicant</ Los ~byp | af-nane >

</ Loa=bagp: L
tienrinbound</ios -bgp: seft-reconf iqurationy

= e
Chpet 5P
B 152 08812 P 182 16811

AS B5001 BGP AS 5000

S

T1o2mware| |eresr2] [ es5000
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NEW QUESTION 183
- (Topic 2)
Refer to the exhibit.

10.104.111.1.0/30

10.104.121.0/30

G0/0

G0N

10.104.110.0/24

2| G0/0
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On which interfaces should VRRP commands be applied to provide first hop redundancy to PC-01 and PC-02?

A. G0/0 and GO/1 on Core

B. G0/0 on Edge-01 and G0O/0 on Edge-02
C. G0/1on Edge-01 and G0/1 on Edge-02
D. G0/0 and G0O/1 on ASW-01

Answer: C

NEW QUESTION 188
- (Topic 2)
What is the process for moving a virtual machine from one host machine to another with no downtime?

A. high availability

B. disaster recovery
C. live migration

D. multisite replication

Answer: C

NEW QUESTION 189
- (Topic 2)
What is the responsibility of a secondary WLC?

A. It shares the traffic load of the LAPs with the primary controller.

B. It avoids congestion on the primary controller by sharing the registration load on the LAPSs.
C. It registers the LAPs if the primary controller fails.

D. It enables Layer 2 and Layer 3 roaming between Itself and the primary controller.

Answer: C

NEW QUESTION 194
- (Topic 2)
Which DHCP option provides the CAPWAP APs with the address of the wireless controller(s)?

Answer: A

Explanation:
DHCP Option 43

DHCP option 43 1s an option used for providing Wireless LAN Controller IP addresses to the AP. The DHCP
option 43 1s used to notify the AP to convert into CAPWAP AP

NEW QUESTION 199
- (Topic 2)
How does a fabric AP fit in the network?

A. ltis in local mode and must be connected directly to the fabric border node
B. Itis in FlexConnect mode and must be connected directly to the fabric edge switch.
C. Itis in FlexConnect mode and must be connected directly to the fabric border node
D. Itis in local mode and must be connected directly to the fabric edge switch.

Answer: D

NEW QUESTION 200
- (Topic 2)
Refer to the exhibit.
MU 1armauen 1 Uut=un £

exit

!

ip cef

!

interface GigabitEthernet 0/0/0

ip address 172.16.6.2 255.255.255.0

Which command set must be added to the configuration to analyze 50 packets out of every 100?
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A)
interface GigabitEthernet 0/0/0
ip flow monitor FLOW-MONITOR-1 sampler SAMPLER-1 input

B)
sampler SAMPLER-1

no mode random 1-out-of 2
mode percent 50

interface GigabitEthernet 0/0/0
ip flow monitor FLOW-MONITOR-1 sampler SAMPLER-1 input

C)

flow monitor FLOW-MONITOR-1
record vd_r1
sampler SAMPLER-1

interface GigabitEthernet 0/0/0
ip flow monitor FLOW-MONITOR-1 sampler SAMPLER-1 input

D)

sampler SAMPLER-1
mode random 1-out-of 2
flow FLOW-MONITOR-1

interface GigabitEthernet 0/0/0
ip flow monitor SAMPLER-1 input

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 204
- (Topic 2)
Which technology uses network traffic telemetry, contextual information, and file reputation to provide insight into cyber threats?

A. threat defense

B. security services

C. security intelligence
D. segmentation

Answer: C

NEW QUESTION 206
- (Topic 2)
Which technology is used as the basis for the cisco sd-access data plane?

A. IPsec
B. LISP

C. VXLAN
D. 802.1Q

Answer: C
Explanation:

A virtual network identifier (VNI) is a value that identifies a specific virtual network in the data plane.

NEW QUESTION 211
- (Topic 1)
Which component of the Cisco Cyber Threat Defense solution provides user and flow context analysis?

A. Cisco Firepower and FireSIGHT
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B. Cisco Stealth watch system
C. Advanced Malware Protection
D. Cisco Web Security Appliance

Answer: B

NEW QUESTION 215

- (Topic 1)
Lordon HeswYork
NewTorklihoe etherchantel sommary
g--u- ———————— !!F—'g Elaga: D - down P - In port-chesnel

I - stand-alone s - sunpended
Mo« Hot-standby (LALP omly)

London{confighsnietace range fal/1.2 * Layer3 § - Layerd

L ondkond config-f-range Eswilchp unk encapsulation dol1q « In use f - falled to allocate aggregator

L oncon{config-f-range iEswitchp mdade ank - vnteltadle for bundling
London{conti f-range channel-group 1 mode active » Widcing to b agyregeted

f W 4 - default port
L anchand config-of-range jend abar of chaasal-grovps in-wse: i

EEC M

LONGONS Nusber of aggregators: 1
Group Port-channgl Protocol Ports
- L} - - L
1 Pal(50) PhgP Fa@/L(I) Fai/2(D)
HewTard

HesYorkfthos stherchanne]l port-chasnel
Chasnel-group listing:
Group: 1
Port-channels in the group:

Port-channel: Pol

Age of the Pprt-channel o Qi B0 Lde: 2y

Logical slot/port = 3l Numsber of porty = B

G = i HotStandly port = mull
Port state = Port-ghanne] |

Protocal =  PaGF

Port Security = HMyabled

E;afer to the exhibit. Communication between London and New York is down. Which command set must be applied to the NewYork switch to resolve the issue?
NewYork(config)#no interface po1
NewYork(config)#interface range fa0/1-2
NewYork(config-ifj#channel-group 1 mode negotiate
NewYork(config-ifj#end
NewYork#

NewYork(config)#no interface po1
NewYork(config)#interface range fa0/1-2
NewYork(config-ifyj¥channel-group 1 mode on
NewYork(config-ifj#end

NewYork#

NewYork(config)#no interface po1
NewYork(config)#interface range fa0/1-2
NewYork(config-if)¥channel-group 1 mode auto
NewYork(config-ifj#end

NewYork#

D)
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NewYork(config)#no interface po1
NewYork(config)#interface range fa0/1-2
NewYork(config-ifjfchannel-group 1 mode passive

NewYork(config-ifj#end
NewYork#

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 219
- (Topic 1)
Which method of account authentication does OAuth 2.0 within REST APIs?

A. username/role combination
B. access tokens

C. cookie authentication

D. basic signature workflow

Answer: B

Explanation:

The most common implementations of OAuth (OAuth 2.0) use one or both of these tokens:

+ access token: sent like an API key, it allows the application to access a user’s data; optionally, access tokens can expire.

+ refresh token: optionally part of an OAuth flow, refresh tokens retrieve a new access token if they have expired. OAuth2 combines Authentication and
Authorization to allow more sophisticated scope and validity control.

NEW QUESTION 220
- (Topic 1)
Refer to the exhibit.

Router# traceroute 10.10.10.1

Type escape sequence to abort.
Tracing the route to 10.10.10.1

0.0.0.1 5 msaec S5 msec 5 msec
0.5.0.1 15 msec 17 msec 17 msec
0.10.10.1 = * =

- - -

1
2
3

An engineer is troubleshooting a connectivity issue and executes a traceoute. What does the result confirm?

A. The destination server reported it is too busy
B. The protocol is unreachable

C. The destination port is unreachable

D. The probe timed out

Answer: D

Explanation:

In Cisco routers, the codes for a traceroute command reply are:

I — success* — time outN — network unreachableH — host unreachableP — protocol unreachableA — admin deniedQ — source quench received (congestion)? —
unknown (any other ICMP message)In Cisco routers, the codes for a traceroute command reply are:

I — success* — time outN — network unreachableH — host unreachableP — protocol unreachableA — admin deniedQ — source quench received (congestion)? —
unknown (any other ICMP message)

NEW QUESTION 225
- (Topic 1)
What is a consideration when designing a Cisco SD-Access underlay network?

A. End user subnets and endpoints are part of the underlay network.
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B. The underlay switches provide endpoint physical connectivity for users.
C. Static routing is a requirement,
D. It must support IPv4 and IPv6 underlay networks

Answer: B

Explanation:
https://www.cisco.com/c/en/us/td/docs/solutions/CVD/Campus/cisco-sda-design-guide.html#Underlay

NEW QUESTION 226

- (Topic 1)

In a wireless Cisco SD-Access deployment, which roaming method is used when a user moves from one access point to another on a different access switch
using a single WLC?

A. Layer 3

B. inter-xTR
C. auto anchor
D. fast roam

Answer: B

Explanation:

A fabric edge node provides onboarding and mobility services for wired users and devices (including fabric-enabled WLCs and APs) connected to the fabric. It is a
LISP tunnel router (XTR) that also provides the anycast gateway, endpoint authentication, and assignment to overlay host pools (static or DHCP), as well as group-
based policy enforcement (for traffic to fabric endpoints).

From Cisco's guide, under SDA roaming - When a client on a fabric enabled WLAN, roams from an access point to another access point on a different access-
switch, it is called Inter- XTR, like a highway. Intra is within intra is between. Like interstate highways. That's how |

remember. https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config- guide/b_wl_16_10_cg/mobility.html

NEW QUESTION 230
- (Topic 1)
Which design principle slates that a user has no access by default to any resource, and unless a resource is explicitly granted, it should be denied?

A. least privilege

B. fail-safe defaults

C. economy of mechanism
D. complete mediation

Answer: B

NEW QUESTION 235
- (Topic 1)
Which entity is responsible for maintaining Layer 2 isolation between segments In a VXLAN environment?

A. switch fabric
B. VTEP

C. VNID

D. host switch

Answer: C

Explanation:

ar -

The 24-bit VNID is used to identify Layer 2 segments and to maintain Layer 2 isolation between the segments VXLAN uses an 8-byte VXLAN header that

consists of a 24-bit VNID and a few reserved bits. The VXLAN header together with the original Ethernet frame goes in the UDP payload. The 24-bit VNID is used
to identify Layer 2 segments and to maintain Layer 2 isolation between the segments.

Reference: https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/vxlan/configuration/guide/b_Cisco_Nexus_9000_Series_ NX-
OS_VXLAN_Configuration_Guide_7x/b_Cisco_Nexus_9000_Series NX- OS_VXLAN_Configuration_Guide_7x_chapter_010.html

NEW QUESTION 240
- (Topic 1)

R18show crypto isakmp sa

IPvd4 Crypto ISAKMP SA

dst src state conn-id status
209.165.201.6 209.165.201.1 QM IDLE 1001 ACTIVE

Refer to the exhibit. After configurating an IPsec VPN, an engineer enters the show command to verify the ISAKMP SA status. What does the status show?
A. ISAKMP SA is authenticated and can be used for Quick Mode.

B. Peers have exchanged keys, but ISAKMP SA remains unauthenticated.

C. VPN peers agreed on parameters for the ISAKMP SA

D. ISAKMP SA has been created, but it has not continued to form.

Answer: B
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Explanation:
The ISAKMP SA has been authenticated. If the router initiated this exchange, this state transitions immediately to QM_IDLE, and a Quick Mode exchange begins.
https://www.ciscopress.com/articles/article.asp?p=606584

NEW QUESTION 242
- (Topic 1)
which entity is a Type 1 hypervisor?

A. Oracle VM VirtualBox
B. VMware server

C. Citrix XenServer

D. Microsoft Virtual PC

Answer: C

NEW QUESTION 246
- (Topic 1)
Which congestion queuing method on Cisco IOS based routers uses four static queues?

A. Priority

B. custom

C. weighted fair
D. low latency

Answer: A

NEW QUESTION 247
- (Topic 1)

iy
IH' *E

MR

Il

Refer to the exhibit. Which two commands are needed to allow for full reachability between AS 1000 and AS 2000? (Choose two)

A. R1#network 192.168.0.0 mask 255.255.0.0

B. R2#no network 10.0.0.0 255.255.255.0

C. R2#network 192.168.0.0 mask 255.255.0.0

D. R2#network 209.165.201.0 mask 255.255.192.0
E. R1#no network 10.0.0.0 255.255.255.0

Answer: BC

NEW QUESTION 248
DRAG DROP - (Topic 1)
Drag and drop the threat defense solutions from the left onto their descriptions on the right.
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Umbredia prowvades matware protection on endpoints
AMPYE provides IPS/IDS capabilities
FTD performs sacunty analybics by collecting network flows
StealthWatch protedts against email threat vector
ESA provides DNS protechon
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Umbrela | LMPaE
| a1 . i 1
I_ _____________
FTD I Steaithiateh
| ]
Stealthiwatch ESa
Esa I Umbreda
1

NEW QUESTION 249
- (Topic 1)
Refer to the exhibit.

R1

interface GigabitEthernet(0/0

ip address 192.168.250.2 255.255.255.0
standby 20 ip 192.168.250.1

standby 20 pricricy 120

R2
interface GigabitEthernet0/0

ip address 192.168.250.3 255.255.255.0
standby 20 ip 192.168.250.1

standby 20 prioricy 110

What are two effects of this configuration? (Choose two.)

A. R1 becomes the active router.

B. R1 becomes the standby router.

C. If R2 goes down, R1 becomes active but reverts to standby when R2 comes back online.
D. If R1 goes dow

E. R2 becomes active and remains the active device when R1 comes back online.

F. If R1 goes down, R2 becomes active but reverts to standby when R1 comes backonline.

Answer: AD
NEW QUESTION 254
- (Topic 1)

Which outbound access list, applied to the WAN interface of a router, permits all traffic except for http traffic sourced from the workstation with IP address
10.10.10.17?
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A)

ip access-list extended 100

deny tcp host 10.10.10.1 any eq 80
permit ip any any

B)

Ip access-hst extended 200

deny tcp host 10.10.10.1 eq 80 any
permit Ip any any

C)

Ip access-list extended NO HTTP
deny tcp host 10.10.10.1 any eq 80

D)

Ip access-list extended 10
deny tcp host 10.10.10.1 any eq 80
permit ip any any

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 256

- (Topic 1)

A network engineer is configuring Flexible Netflow and enters these commands Sampler Netflowl
Mode random one-out-of 100 Interface fastethernet 1/0 Flow-sampler netflowl

Which are two results of implementing this feature instead of traditional Netflow? (Choose

two.)

A. CPU and memory utilization are reduced.

B. Only the flows of top 100 talkers are exported

C. The data export flow is more secure.

D. The number of packets to be analyzed are reduced
E. The accuracy of the data to be analyzed is improved

Answer: AD

NEW QUESTION 261
- (Topic 1)

Aaa nev-model

aaa authsntication login authorizationlist tacacs+
tacacs-server host 192 .168.0.202

tacacs-server key ciscotestkey

line vty 04

login authentication authorizationlist

Refer to the exhibit. What is the effect of this configuration?

A. When users attempt to connect to vty lines 0 through 4, the device will authenticate them against TACACS+ if local authentication fails

B. The device will authenticate all users connecting to vty lines 0 through 4 against TACACS+
C. The device will allow users at 192.168.0.202 to connect to vty lines 0 through 4 using the password ciscotestkey
D. The device will allow only users at 192.166.0.202 to connect to vty lines 0 through 4

Answer: B

NEW QUESTION 266
- (Topic 1)
Refer to the exhibit.
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SW1®sh monitor session all

Session 1

Type
Source RSPAN VLAN

Type
Source Ports
Both
Destination Ports
Encapsulation
Ingress

Remote Destination Session
S

Local Session

Fa@/14
Fa0/15
Native
Disables

An engineer configures monitoring on SW1 and enters the show command to verify operation. What does the output confirm?

A. SPAN session 1 monitors activity on VLAN 50 of a remote switch

B. SPAN session 2 only monitors egress traffic exiting port FastEthernet 0/14.

C. SPAN session 2 monitors all traffic entering and exiting port FastEthernet 0/15.
D. RSPAN session 1 is incompletely configured for monitoring

Answer: D

Explanation:

SW1 has been configured with the following commands: SW1(config)#monitor session 1 source remote vlan 50 SW1(config)#monitor session 2 source interface
fa0/14 SW1(config)#monitor session 2 destination interface fa0/15
The session 1 on SW1 was configured for Remote SPAN (RSPAN) while session 2 was configured for local SPAN. For RSPAN we need to configure the

destination port to complete the configuration.

Note: In fact we cannot create such a session like session 1 because if we only configure Source RSPAN VLAN 50 (with the command monitor session 1 source

remote vlan 50) then we will receive a Type: Remote Source Session (not Remote Destination Session).

NEW QUESTION 269
- (Topic 1)

Which AP mode allows an engineer to scan configured channels for rogue access points?

A. sniffer
B. monitor
C. bridge
D. local

Answer: B

NEW QUESTION 272
- (Topic 1)

Which device makes the decision for a wireless client to roam?

A. wireless client

B. wireless LAN controller
C. access point

D. WCS location server

Answer: A

NEW QUESTION 276
- (Topic 1)
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Refer to the exhibit. Which set of commands on router r R1 Allow deterministic translation of private hosts PC1, PC2, and PC3 to addresses in the public space?

R1(config)#¥ip nat inside source static 10.10.10.101 155.1.
uwiqﬂbmirm-mumio 10.10.102 155.1.
- - 55.1.

D nat inside source stadc 10.10.10.103 1

R 1(config #p nat inside source static 10.10.10.101 155.1.1.101
R1(config¥ip nat inside source static 10.10.10.102 155.1.1.102
R 1(config Wip nat inside source static 10.10.10.103 155.1.1.103

C)

RouterR 1(config #@nt 100

RouterR 1({config-if)#p nat inside

RouterR 1(config-f #ext

RouterR 1(config nt 10/1

RouterR 1(config-d)#p nat outside

RouterR 1(

RouterR 1(config ®access-iist 1 10.10.10.0 0.0.0.255

RouterR 1(config)ip nat pool POOL 155 1.1.101 155.1.1 103 netrnask 255 255 295 0
RouterR 1(config ip nat inside source list 1 pool POOL

RouterR 1(config #int 10,0
RouterR 1(config-f)#ip nat inside

RouterR 1(config-A)sext

RouterR 1(config #nt f0/1

RouterR 1(config-f)#p nat outside

RouterR1(

RouterR 1(config Waccess-kst 1 10.10.10.0 0.0.0.255

RouterR 1(config kp nat inside source list 1 interface V1 overicad

A. Option A
B. Option B
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C. Option C
D. Option D

Answer: A

NEW QUESTION 279
- (Topic 1)

Pkt nane ] oy S ]
interfaie 0] tatgrToce OB ]
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Refer to the exhibit. An engineer attempts to configure a trunk between switch swl and switch SW2 using DTP, but the trunk does not form. Which command

should the engineer apply to switch SW2 to resolve this issue?

A. switchport mode dynamic desirable
B. switchport nonegotiate

C. no switchport

D. switchport mode access

Answer: A

NEW QUESTION 283
- (Topic 1)
Which characteristic distinguishes Ansible from Chef?

A. Ansible lacs redundancy support for the master serve
B. Chef runs two masters in an active/active mode.

C. Ansible uses Ruby to manage configuration

D. Chef uses YAML to manage configurations.

E. Ansible pushes the configuration to the clien

F. Chef client pulls the configuration from the server.

G. The Ansible server can run on Linux, Unix or Window
H. The Chef server must run on Linux or Unix.

Answer: C

NEW QUESTION 284
- (Topic 1)
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Refer to the exhibit. An engineer configures CoPP and enters the show command to verify the implementation. What is the result of the configuration?

A. All traffic will be policed based on access-list 120.

B. If traffic exceeds the specified rate, it will be transmitted and remarked.
C. Class-default traffic will be dropped.

D. ICMP will be denied based on this configuration.

Answer: A

NEW QUESTION 287
- (Topic 1)
Which controller is capable of acting as a STUN server during the onboarding process of Edge devices?

A. vBond

B. vSmart

C. vManage
D. PNP server

Answer: A

NEW QUESTION 292
- (Topic 1)
What are two benefits of virtual switching when compared to hardware switching? (Choose two.)

A. increased MTU size

B. hardware independence

C. VM-level isolation

D. increased flexibility

E. extended 802.1Q VLAN range

Answer: CD

NEW QUESTION 293
- (Topic 1)
Refer to the exhibit.
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Gi1/0 Gi1n Gi1/0 Gi1n

A 2 A 2
.254 192.168.12.0/24 192.168.23.0/24
192.168.1.0/124 192.168.3.0/24
N

» Frame 7: 186 bytes on wire (B48 bites), 106 bytes captured (848 bits) on interface @
» Ethernet II, Src: Vmuare _Be:02:84 (00:50:56:8e:02:44), Dst: Ciscolnc_B8b:36:d1 (00:1d:al:8b:36:d1)

« Internet Protocol_Version_d, 1 192.168.1.1, Dst: 192.168.3.1
0180 .... = Version: 4

svee 0101 = Header Length: 20 bytes

> Differentiated Services Fleld: Ox00 (DSCP: C50, ECN: Not-ECT)
Total Length: 952
Identification: Ox03c7 (967)

> Header checksum: @x0000 [validation disabled]
Source: 192.168.1.1
Destination: 192.168.3.1
[Source GeoIP: Unknown]

!Dﬂtin-l‘tiun GeolP: Unknown]

w ernet Control Message Protocol
Type: E (Echo (ping) request)
Code: @

Checksum: Bxf783 [correct]
Identifier (BE): 1 (OxDOO1)
Identifier (LE): 256 (Ox0100)
Sequence mmber (BE): 123 (@x@d7b)
Sequence number (LE): 31488 (@x7bod)
> [No response seen]
» Data (64 bytes)

Which troubleshooting a routing issue, an engineer issues a ping from S1 to S2. When two actions from the initial value of the TTL? (Choose two.)

A. The packet reaches R3, and the TTL expires
B. R2 replies with a TTL exceeded message
C. R3 replies with a TTL exceeded message.
D. The packet reaches R2 and the TTL expires
E. R1 replies with a TTL exceeded message
F. The packet reaches R1 and the TTL expires.

Answer: AD

Explanation:
Source MAC in the capture is VMWare, MAC is Cisco. Routers first check the TTL before any further process, subtract 1 at R1. Send to R2, subtract and you
have ZERO. Discard packet and reply with ICMP Time Exceeded message from that point, don't even bother checking the Route table for further processing.

NEW QUESTION 298
- (Topic 1)
If the noise floor is -90 dBm and wireless client is receiving a signal of -75 dBm, what is the SNR?

A. 15
B.1.2
C.-165
D. .83

Answer: A

NEW QUESTION 303

- (Topic 1)

Which command set configures RSPAN to capture outgoing traffic from VLAN 3 on interface GigabitEthernet 0/3 while ignoring other VLAN traffic on the same
interface?

A)

LT Rt s s o '“1[‘!!" 'I.IIH""
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 305
- (Topic 1)

An engineer must configure HSRP group 300 on a Cisco I10S router. When the router is functional, it must be the must be the active HSRP router. The peer router
has been configured using the default priority value. Which command set is required?

standby 300 priority 110
standby 300 timers 1 110

standby version 2
standby 300 priority 110
standby 300 preempt

standby 300 priority 90
standby 300 preempt

D)

standby version 2
standby 300 priority 90
standby 300 preempt

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 310
- (Topic 1)
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ip vrf BLUE

interface Vlianll

description GLOBAL INTERFACE
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= b ﬁ'i:lr"??‘g dl . AV . 1. & .-'4 Fat= T l-.l?l.-'l

|

access-1list 101 permit ip 10.10.5.0 ).0.255 10.10.1
FEE AEE SEE |
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=
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tion VRF_BLUE
forwarding BLUE
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[ o (=]
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o il A

oute-map VRF_TO_GLOBAL

Refer to the exhibit. An engineer attempts to create a configuration to allow the Blue VRF to leak into the global routing table, but the configuration does not
function as expected. Which action resolves this issue?

A. Change the access-list destination mask to a wildcard.

B. Change the source network that Is specified in access-list 101.
C. Change the route-map configuration to VRF_BLUE.

D. Change the access-list number in the route map

Answer: A

NEW QUESTION 314
- (Topic 1)
Where is radio resource management performed in a cisco SD-access wireless solution?

A. DNA Center
B. control plane node
C. wireless controller
D. Cisco CMX

Answer: C

Explanation:

Fabric wireless controllers manage and control the fabric-mode APs using the same general model as the traditional local-mode controllers which offers the same
operational advantages such as mobility control and radio resource management. A significant difference is that client traffic from wireless endpoints is not
tunnelled from the APs to the wireless controller. Instead, communication from wireless clients is encapsulated in VXLAN by the fabric APs which build a tunnel to
their first-hop fabric edge node. Wireless traffic it tunneled to the edge nodes as the edge nodes provide fabric
services such as the Layer 3 Anycast Gateway, policy, and traffic enforcement. https://www.cisco.com/c/en/us/td/docs/solutions/CVD/Campus/cisco-sda-design-
guide.html

NEW QUESTION 319
- (Topic 1)
How does an on-premises infrastructure compare to a cloud infrastructure?

A. On-premises can increase compute power faster than cloud

B. On-premises requires less power and cooling resources than cloud

C. On-premises offers faster deployment than cloud

D. On-premises offers lower latency for physically adjacent systems than cloud.

Answer: D

NEW QUESTION 321
- (Topic 1)
Which TCP setting is tuned to minimize the risk of fragmentation on a GRE/IP tunnel?

A. MTU
B. Window size
C. MRU
D. MSS

Answer: D

Explanation:

The TCP Maximum Segment Size (TCP MSS) defines the maximum amount of data that a host is willing to accept in a single TCP/IP datagram. This TCP/IP
datagram might be fragmented at the

IP layer. The MSS value is sent as a TCP header option only in TCP SYN segments. Each side of a

TCP connection reports its MSS value to the other side. Contrary to popular belief, the MSS value

is not negotiated between hosts. The sending host is required to limit the size of data in a single
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TCP segment to a value less than or equal to the MSS reported by the receiving host. TCP MSS takes care of fragmentation at the two endpoints of a TCP
connection, but it does not handle the case where there is a smaller MTU link in the middle between these two endpoints.
PMTUD was developed in order to avoid fragmentation in the path between the endpoints. It is

NEW QUESTION 326
- (Topic 1)
What is the output of this code?

def get_credentials():
creds={"username’; ‘cisco’, "password"; 'c3677dcBaed e36c0bfbE6fed308614245")
return (creds.get('username’))

print(get_credentials())

A. username Cisco
B. get_credentials
C. username

D. CISCO

Answer: D
NEW QUESTION 328

- (Topic 1)
An engineer measures the Wi-Fi coverage at a customer site. The RSSI values are recorded as follows:

Which two statements does the engineer use to explain these values to the customer? (Choose two)

A. The signal strength at location C is too weak to support web surfing

B. Location D has the strongest RF signal strength

C. The RF signal strength at location B is 50% weaker than location A

D. The signal strength at location B is 10 dB better than location C

E. The RF signal strength at location C is 10 times stronger than location B

Answer: CE

NEW QUESTION 333
- (Topic 1)
“HTTP/1.1 204 content” is returned when cur —| —x delete command is issued. Which situation has occurred?

A. The object could not be located at the URI path.

B. The command succeeded in deleting the object

C. The object was located at the URI, but it could not be deleted.
D. The URI was invalid

Answer: B

Explanation:
HTTP Status 204 (No Content) indicates that the server has successfully fulfilled the request and that there is no content to send in the response payload body.

NEW QUESTION 334
- (Topic 1)
What is one benefit of implementing a VSS architecture?

A. It provides multiple points of management for redundancy and improved support
B. It uses GLBP to balance traffic between gateways.

C. It provides a single point of management for improved efficiency.

D. It uses a single database to manage configuration for multiple switches

Answer: C

Explanation:

Support Virtual Switching System (VSS) to provide resiliency, and increased operational efficiency with a single point of management;

VSS increases operational efficiency by simplifying the network, reducing switch

management overhead by at least 50 percent. — Single configuration file and node to manage. Removes the need to configure redundant switches twice with
identical policies.

NEW QUESTION 335
- (Topic 4)
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A network administrator is designing a new network for a company that has frequent power spikes. The company wants to ensure that employees can the best
solution for the administrator to recommend?

A. Generator

B. Cold site

C. Redundant power supplies
D. Uninterruptible power supply

Answer: D

Explanation:

This is because an uninterruptible power supply (UPS) is a device that provides backup power to a network device or a computer in case of a power outage or a
power spike. A UPS can prevent data loss, corruption, or damage to the device by providing a smooth and continuous power supply. A UPS can also protect the
device from power surges, brownouts, or voltage fluctuations. The source of this answer is the Cisco ENCOR v1.1 course, module 2, lesson 2.1: Implementing
Device Hardening.

NEW QUESTION 338
- (Topic 4)
Which of the following security methods uses physical characteristics of a person to authorize access to a location?

A. Access control vestibule
B. Palm scanner

C. PIN pad

D. Digital card reader

E. Photo ID

Answer: B

Explanation:

This is because a palm scanner is a type of biometric security method that uses the physical characteristics of a person’s palm, such as the shape, size, and vein
patterns, to authorize access to a location. A palm scanner is more reliable and secure than other methods, such as a PIN pad or a digital card reader, which can
be easily stolen, lost, or shared. A palm scanner is also more hygienic and convenient than other biometric methods, such as a fingerprint scanner or a facial
recognition system, which can be affected by dirt, oil, or lighting conditions. The source of this answer is the Cisco ENCOR v1.1 course, module 2, lesson 2.2:
Implementing Device Access Control.

NEW QUESTION 339
- (Topic 4)
Which two features are available only in next-generation firewalls? (Choose two.)

A. virtual private network

B. deep packet inspection
C. stateful inspection

D. application awareness
E. packet filtering

Answer: CD
NEW QUESTION 342

- (Topic 4)
Refer to the exhibit.

e e
y POy} Fa -
f a0/ Falii2 weitch
P
Swilch-1 Swilch-2
Config Conhg t
interface range Fasttthermnet O/1 - O/2 interface range FasiEthemet 0/1 - 02
swilchport mode trunk switchport mode trunk
channel-group i mode passive channel-group 3 mode passive
no shut na shiut
axit axit

An LACP port channel is configured between Switch-1 and Switch-2, but It falls to come up. Which action will resolve the issue?

A. Configure Switch-1 with channel-group mode active

B. Configure Switch-2 with channel-group mode desirable.
C. Configure Switch-1 with channel-group mode on.

D. Configure SwKch-2 with channel-group mode auto
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Answer: A

NEW QUESTION 343

DRAG DROP - (Topic 4)

Drag the drop the description from the left onto the routing protocol they describe on the
right.

SR
=
=T

e T FEELT

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 348
- (Topic 4)
Which device, in a LISP routing architecture, receives and de-encapsulates LISP traffic for endpoints within a LISP-capable site?

A. MR
B. ETR
C. OMS
D.ITR

Answer: B

NEW QUESTION 352
- (Topic 4)
An engineer applies this EEM applet to a router:
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event manager applet Test
event timer watchdog time 600
action 1.0 cli command "enable"
action 2.0 cli command “term exec prompt timestamp"
action 3.0 cli command “term length 0"
action 4.0 cli command "show ip arp | in 0005.4210.0049"
action 5.0 regexp ".*(ARPA).*" $_cli_result
action 6.0 if $_regexp_result eq 1
action 7.0 syslog msg $_cli_result
action 8.0 end

What does the applet accomplish?

A. It generates a syslog message every 600 seconds on the status of the specified MAC address.
B. It checks the MAC address table every 600 seconds to see if the specified address has been learned.
C. It compares syslog output to the MAC address table every 600 seconds and generates an event when there is a match.

D. It compares syslog output to the MAC address table every 600 seconds and generates an event when no match is found.

Answer: B

NEW QUESTION 356
- (Topic 4)
How do the RIB and the FIB differ?

A. FIB contains routes learned through a dynamic routing protocol, and the RIB contains routes that are static or directly connected.

B. RIB contains the interface for a destination, and the FIB contains the next hop information.
C. FIB is derived from the control plane, and the RIB is derived from the data plane.
D. RIB is derived from the control plane, and the FIB is derived from the RIB.

Answer: D

NEW QUESTION 360
- (Topic 4)
What does the statement print(format(0.8, '.0%")) display?

A. 80%
B. 8%

C. .08%
D. 8.8%

Answer: B

NEW QUESTION 364
- (Topic 4)
What is stateful switchover?

A. mechanism used to prevent routing protocol loops during an RP switchover
B. mechanism to take control from a failed RP while maintaining connectivity
C. First Hop Redundancy Protocol for host gateway connectivity

D. cluster protocol used to facilitate switch faitover

Answer: D

NEW QUESTION 366
- (Topic 4)
What is one being of implementing a data modetag language?

A. accuracy of the operations performed

B. uses XML style of data formatting

C. machine-oriented logic and language-facilitated processing.
D. conceptual representation to simplify interpretation.

Answer: A

NEW QUESTION 368
- (Topic 4)
Which of the following protocols has a default administrative distance value of 90?

A. RIP

B. EIGRP
C. OSPF
D. BGP
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Answer: B

Explanation:

This is because EIGRP is an advanced distance vector routing protocol that uses a composite metric to calculate the best path to a destination. EIGRP has a
default administrative distance value of 90, which means that it is more trustworthy than RIP (120) or OSPF (110), but less trustworthy than BGP (20). The source
of this answer is the Cisco ENCOR v1.1 course, module 4, lesson 4.1: Implementing EIGRP.

NEW QUESTION 369
- (Topic 4)
What do Chef and Ansible have in common?

A. They rely on a declarative approach.

B. They rely on a procedural approach.

C. They use YAML as their primary configuration syntax.
D. They are clientless architectures.

Answer: B

NEW QUESTION 373
- (Topic 4)
When a DNS host record is configured for a new Cisco AireOS WLC, which hostname must be added to allow APs to successfully discover the WLC?

A. CONTROLLER-CAPWAP-CISCO
B. CISCO-CONTROLLER-CAPWAP
C. CAPWAP-CISCO-CONTROLLER
D. CISCO-CAPWAP-CONTROLLER

Answer: D

NEW QUESTION 377

- (Topic 4)

A technician is assisting a user who cannot connect to a website. The technician attempts to ping the default gateway and DNS server of the workstation.
According to troubleshooting methodology, this is an example of:

A. a divide-and-conquer approach.
B. a bottom-up approach.

C. a top-to-bottom approach.

D. implementing a solution.

Answer: C

Explanation:

This is because a top-to-bottom approach is a troubleshooting methodology that starts from the highest layer of the OSI model and works its way down to the
lowest layer. The technician is using this approach by first testing the network layer connectivity with the ping command, which uses the ICMP protocol. If the ping
is successful, the technician can move on to the next layer, such as the transport layer or the application layer. If the ping fails, the technician can troubleshoot the
lower layers, such as the data link layer or the physical layer. The source of this answer is the Cisco ENCOR v1.1 course, module 10, lesson 10.3: Applying
Troubleshooting Methodologies.

NEW QUESTION 380
- (Topic 4)

MOrior Sassian 11 ype erspars-Sourcs
Source Nieclace CALIENermet]l
geslrafon

arspan-ag 1/

ip address 10 10 10 10

crgm P addess 100010 10

Refer to the exhibit. Which command set completes the ERSPAN session configuration?
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monitor session 12 type erspan-destination
destination interface GigabitEthernet4
source
erspan-id 12
ip address 10.10.10.10

monitor session 11 type erspan-destination
destination interface GigabitEthernet4
source
erspan-id 12
ip address 10.100.10.10

monitor session 11 type erspan-destination
destination interface GigabitEthernet4
source
erspan-id 11
ip address 10.10.10.10

monitor session 12 type erspan-destination
destination interface GigabitEthernet4
source
erspan-id 11
ip address 10.10.10.10

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 384
- (Topic 4)

Admrstrator

2=

Radwus
PC1 PC
Servet <
1001024

Refer to the exhibit. Which command set enables router R2 to be configured via NETCONF?
A)

R1(config)# username Netconf privilege 15 password example_password
R1(config# netconf-yang
R1(config)}# netconf-yang feature candidate-datastore

B)

R1(config)# snmp-server manager
R1(config)¥ snmp-server community ENCOR ro

C)
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R1(config)# snmp-server manager
R1(config)# snmp-server community ENCOR rw

D)

R1(config)# netconf
Ri(config)# 1p http secure-server

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 388
- (Topic 4)
What is a characteristics of Cisco SD-WAN?

A. operates over DTLS/TLS authenticated and secured tunnels
B. requires manual secure tunnel configuration

C. uses unique per-device feature templates

D. uses control connections between routers

Answer: A

NEW QUESTION 390
- (Topic 4)
Which function does a virtual switch provide?

A. CPU context switching (or multitasking between virtual machines
B. RAID storage for virtual machines

C. emulation of power for virtual machines.

D. connectivity between virtual machines

Answer: D

Explanation:

This is because a virtual switch is a software-based switch that operates at the data link layer of the OSI model and provides connectivity between virtual
machines that are running on the same physical host or different hosts. A virtual switch can also connect virtual machines to external networks, such as the
Internet or a local area network, by using physical network adapters on the host. A virtual switch can perform the same functions as a physical switch, such as
learning MAC addresses, forwarding frames, and applying VLANSs. The source of this answer is the Cisco ENCOR v1.1 course, module 9, lesson 9.1:
Implementing Network Virtualization.

NEW QUESTION 393

- (Topic 4)

A company hires a network architect to design a new OTT wireless solution within a Cisco

SD-Access Fabric wired network. The architect wants to register access points to the WLC to centrally switch the traffic. Which AP mode must the design include?

A. Bridge

B. Fabric

C. FlexConnect
D. local

Answer: D

NEW QUESTION 394
- (Topic 4)
What is one method for achieving REST API security?

A. using built-in protocols known as Web Services Security

B. using a combination of XML encryption and XML signatures
C. using a MD5 hash to verify the integrity

D. using HTTPS and TLS encryption

Answer: D
NEW QUESTION 397
- (Topic 4)

A customer wants to connect a device to an autonomous Cisco AP configured as a WGB. The WGB is configured properly: however, it fails to associate to a
CAPWAP- enabled AP. Which change must be applied in the advanced WLAN settings to resolve this issue?
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A. Enable Aironet IE.

B. Enable passive client.
C. Disable AAA override.

D. Disable FlexConnect local switching.

Answer: A

NEW QUESTION 400
- (Topic 4)

list=[1, 2, 3, 4]

list[3] = 10

print(list)

Refer to the exhibit. What is the value of the variable list after the code is run?

Answer: B

NEW QUESTION 401
- (Topic 4)
Befer to the exhibit.

RECOTOINg

|
A

B

==
—— N

PC1
17216400 /24

R2# show ip routs

5 Tracling
172.16.250.4. 730 i
1172.
172.
3 | 2 172.
- 2 172
FTP  Web e
Server | Server 173,
17216.1.0.24 3 172.

tha routa to 172.16.1.2
16.250.1 2 msac
16.250.5 5 maoo
16.250.1 2 msec
16.250.1 2 msac
16.250.5 5 msea

16.250.1 2 m=ec
16.1.2 6 msoo 5 msec 5 msec

Codas: C - connected, 8 - static, I - IGRP, R - RIP, M - mobila, B - BGP
D - EIGRP, EX - EICRP external, ¢ - OSPF, IA - OSPF inter arva
N1l = OSPF NSSA external type 1, NZ - OSPF NSSA axtarnal type 2
El - OSPF axtarnal type 1, E2 - OSPF extarnal typa 2, E - EGP
i - I5-I8, L1 - I5-I8 lewel-l, 12 - IS-1I5 level-2, * - candidate dafault
U = par-usar static route, o - ODR
Gateway of last resort is not set
4 172.16.0.0/16 is directly connected, Loopback®
172.16.0.0/16 iz variably subnetted, 2 subnets, 2 masks
C 172.16.40.0/24 is directly connacted, Gigabit Etharnat 0/1

(1] 172.16.1.0/24 [110/7445] wvia 172.16.250.1, 00:39:08, Gigabit Ethernat 0/0

[110/7445] wia 172.16.250.5, 00:39:08, Gigabit Ethernet 0/4

Clients are reporting an issue with the voice traffic from the branch site to the central site. What is the cause of this issue?

A. The voice traffic is using the link with less available bandwidth.
B. There is a routing loop on the network.

C. Traffic is load-balancing over both links, causing packets to arrive out of order.
D. There is a high delay on the WAN links.

Answer: C

Explanation:

Traffic is load-balancing over both links, causing packets to arrive out of order. This can cause voice quality issues, such as jitter and delay. To avoid this problem,
voice traffic should be sent over a single path, using a routing protocol that supports unequal-cost load balancing, such as EIGRP. The source of this answer is the
Cisco ENCOR v1.1 course, module 4, lesson 4.3: Implementing EIGRP.

NEW QUESTION 403
- (Topic 4)
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ip access-list extended 101

10 deny 1ip any any

|

event manager applet Block_Users
action 1.9 cli command “enable”

action 2.9 cli command "configure terminal”

action 3.8 cli command "interface GigabitEthernetl”
action 4.2 cli command "ip access-group 181 in”
action 5.8 cli command “ip access-group 101 out”™

Refer to the exhibit. An engineer builds an EEM script to apply an access list. Which statement must be added to complete the script?

A. event none

B. action 2.1 cli command "ip action 3.1 ell command 101"
C. action 6.0 ell command "ip access-list extended 101"
D. action 6.0 cli command "ip access-list extended 101"

Answer: A

NEW QUESTION 407
- (Topic 4)

Which configuration filters out DOT1X messages in the format shown below from being sent toward Syslog server 10.15.20.337

A)

logging discriminator DOTIX facility drops DOTIX
logging host 10.15.20.33 discriminator DOTIX

B)

logging discrnminator DOT1X msg-body drops DOTX
logging host 10.15.20.3) discriminator DOTX

C)

logging discriminator DOTIX mnemonics includes DOTX
ogging host 10.15.20.33 discnminator DOTIX

D)

logging discriminator DOT1X mnemonics includes DOTIX
logging host 10.15.20.33 discriminator DOTX

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 408
DRAG DROP - (Topic 4)

Drag and drop the code snippets from the bottom onto the blanks in the code to construct a request that configures a deny rule on an access list?

{
"ip": {
"access-list": {
"ios-acl:extended":

"ios-acl:name": "ato",

"ios-acl:| | IO |
"ios-acl:sequence”: "111111",
"ios-acl:ace-rule": |

"jos-acl:action": " 1",
"jos-acl:protocol": " |
"ios-acl:any": "",
"ios-acl: gy .
}
}
}
}
}
}
| deny access-list-seq-rule dst-any . ip
A. Mastered

B. Not Mastered
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Answer: A

Explanation:

{

wip”:

{

"access-list": |{
"ios-acl:extended": |(

"ios-acl:any": ""®
e e e e e A M mmn

"jos=acl: access-list-seg-rule

"ios-acl:name": "ato",

"jos-acl: dst-any v
"ios-acl:sequence”: "111111",
"ios-acl:ace-rule": |{

"jos-acl:action": " deny =,
"ios-acl:protocol”: "| P 1 ®

— -

B me e a aw e o

—

e aprn A e e —

NEW QUESTION 413

- (Topic 4)

Which JSON script is properly formatted?
A)

"Session":{

"title":"Writing 201",
"grade":"11",
"location":"Maine",

"river": [

{
"name":"Mississippi”,
"state"."Louisiana",
"ranking":"13"

}
]
}

o))
"paint":[
{
"typE" : I1induur"’
"color":"white",
"sheen":"satin"
H
D)
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“file™:
[

"name":"File_4616,
"location":"User_files",
"bytes":"13070",

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

Explanation:

Option A is the properly formatted JSON script. JSON (JavaScript Object Notation) is a standard text-based format for representing structured data based on
JavaScript object syntax. It is commonly used for transmitting data in web applications (e.g., sending some data from the server to the client, so it can be displayed
on a web page, or vice versa). The JSON syntax rules are as follows12:

? Data is in name/value pairs, separated by commas. A name/value pair consists of a field name (in double quotes), followed by a colon, followed by a value:
"name": "value".

? Curly braces hold objects. An object can contain multiple name/value pairs: {"name": "value", "name": "value", ...}.

? Square brackets hold arrays. An array can contain multiple values, separated by commas: ["value", "value", ...].

? Values can be strings (in double quotes), numbers, booleans (true or false), null, objects, or arrays.

Option A follows these rules and is a valid JSON script. It defines an object with four name/value pairs: "name"”, "age", "hobbies", and "address". The value of
"name" is a string, the value of "age" is a number, the value of "hobbies" is an array of strings, and the value of "address" is another object with two name/value
pairs: "city" and "country”. The object is enclosed in curly braces and the name/value pairs are separated by commas.

Option B is not a valid JSON script because it uses single quotes instead of double quotes for the field names and string values. JSON requires double quotes for
strings12.

Option C is not a valid JSON script because it does not use commas to separate the name/value pairs. JSON requires commas to separate the data elements
within an object or an array12.

Option D is not a valid JSON script because it uses a semicolon instead of a colon to separate the field name and the value. JSON requires a colon to separate the
name and the value in a name/value pairl2. References: 1. JSON Introduction, 2: JSON Syntax

NEW QUESTION 415

- (Topic 4)

A company recently rearranged some users' workspaces and moved several users to different desks. The network administrator receives a report that all of the
users who were moved are having connectivity issues. Which of the following is the most likely reason?

A. Ports are error disabled.

B. Ports are administratively down.
C. Ports are having an MDIX issue.
D. Ports are trunk ports.

Answer: A

Explanation:

This is because ports can become error disabled when they detect certain errors or violations on the network, such as a loop, a security breach, or a duplex
mismatch. When a port is error disabled, it shuts down and stops forwarding traffic until it is manually re-enabled by the administrator. The users who were moved
to different desks may have plugged their devices into ports that were configured with different settings or security policies than their original ports, and this may
have triggered the error disable state. The source of this answer is the Cisco ENCOR v1.1 course, module 3, lesson 3.3: Implementing EtherChannel.

NEW QUESTION 418
- (Topic 4)
In which two ways does the routing protocol OSPF differ from EIGRP? (Choose two.)

A. OSPF supports an unlimited number of hop

B. EIGRP supports a maximum of 255 hops.

C. OSPF provides shorter convergence time than EIGRP.
D. OSPF is distance vector protoco

E. EIGRP is a link-state protocol.

F. OSPF supports only equal-cost load balancin

G. EIGRP supports unequal-cost load balancing.

H. OSPF supports unequal-cost load balancin

I. EIGRP supports only equal-cost load balancing.

Answer: AD

NEW QUESTION 422

- (Topic 4)

A customer has a wireless network deployed within a multi-tenant building. The network provides client access, location-based services, and is monitored using
Cisco DNA Center. The security department wants to locate and track malicious devices based on threat signatures. Which feature is required for this solution?

A. Cisco aWIPS policies on the WLC
B. Cisco aWIPS policies on Cisco DNA Center
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C. malicious rogue rules on the WLC
D. malicious rogue rules on Cisco DNA Center

Answer: B
NEW QUESTION 425

- (Topic 4)
Refer to the exhibit.

An engineer must create a manually triggered EEM applet to enable the R2 router interface and assign an IP address to it. What is required to complete this
configuration?

A. R2(config-applel)# event oir

B. R2(config-apple)#action 4 cli command "ip add 172.16.1.1 0.0.0.255"
C. R2(config)# event manager session cli username

D. R2(config-apple)# event none sync yes

Answer: D

NEW QUESTION 430
- (Topic 4)
Which element is unique to a Type 2 hypervisor?

A. memory
B. VM OS
C. host OS
D. host hardware

Answer: C
NEW QUESTION 434

- (Topic 4)
A firewall address of 192 166.1.101 can be pinged from a router but, when running a traceroute to It, this output is received

E)Lccn-aa-xmhmm“

What is the cause of this issue?

A. The firewall blocks ICMP traceroute traffic.

B. The firewall rule that allows ICMP traffic does not function correctly
C. The firewall blocks ICMP traffic.

D. The firewall blocks UDP traffic
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Answer: D

NEW QUESTION 438
- (Topic 4)
By default, which virtual MAC address does HSRP group 22 use?

A. c0:42:01:67:05:16
B. c0:07:0c:ac:00:22
C. 00:00:0c:07:ac:16
D. 00:00:0c:07:ac:22

Answer: D

NEW QUESTION 440

- (Topic 4)

An engineer must configure Interface and sensor monitoring on a router. The NMS server is located in a trusted zone with IP address 10.15.2.19. Communication
between the router and the NMS server must be encrypted and password-protected using the most secure algorithms. Access must be allowed only for the NMS
server and with the minimum permission levels needed. Which configuration must the engineer apply?

A)

ip access-list standard nms
permit 10.15.2.19 255.255.255.255

snmp-server view ro cisco included
snmp-server view ro ifEntry included

snmp-server group nms v3 priv read ro access nms
snmp-server user user! nms v3 auth 3des Password1 pri aes 192 Password123

B)

ip access-list standard nms
permit 10.15.2.19 0.0.0.0

snmp-server view rw iso included
snmp-server view rw ifEntry included

snmp-server group nms v3 auth write rw access nms
snmp-server user useri nms v3 auth des Password1 pri des Password123
C)

ip access-list extended nms
permit 1 host 10.15.2.19 any

snmp-server view ro internet included
snmp-server view ro ifEntry included

snmp-server group nms v3 priv notify ro access nms
snmp-server user user1 nms v3 encrypted auth md5 Password1 pri 3des Password123

D)

ip access-list standard nms
permit 10.15.2.19 0.0.0.0

snmp-server view ro iso included

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

Explanation:

Option A is the correct configuration to apply interface and sensor monitoring on a router with the given requirements. This option uses SNMPv3, which is the
most secure version of SNMP that supports encryption and authentication. The configuration steps are as follows12:

? Create an access list named nms that permits only the NMS server with IP address 10.15.2.19 to access the router: ip access-list standard nms and permit
10.15.2.19 0.0.0.0.

? Create a view named rw that includes all the SNMP objects: snmp-server view rw included.

? Create a group named nms that uses SNMPv3 with privacy (encryption) and authentication, and assigns the view rw and the access list nms to the group: snmp-
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server group nms v3 priv read rw access nms.
? Create a user named nms that belongs to the group nms and uses DES for authentication and AES for encryption, with the passwords despass and aespass

respectively: snmp-server user nms nms v3 auth des despass priv aes 192 aespass.

Option B is incorrect because it does not use encryption for SNMP communication, which is required by the question. The noauth keyword in the snmp-server
group command means that no authentication or encryption is used, which makes the SNMP packets vulnerable to eavesdropping and tamperingl.

Option C is incorrect because it does not use the most secure algorithms for SNMP communication, which is required by the question. The md5 and des keywords
in the snmp-server user command mean that MD5 and DES are used for authentication and encryption respectively, which are considered weak and outdated
algorithms. AES and SHA are recommended instead1.
Option D is incorrect because it does not restrict the access to the NMS server only, which is required by the question. The snmp-server community command
creates a community string that acts as a password for SNMP access, but it does not specify an access list to limit the source IP addresses that can use the
community string. Therefore, any device that knows the community string can access the router via SNMP1. References: 1: Configuring SNMPv3, 2: SNMP
Configuration Guide, Cisco I0S XE Gibraltar 16.12.x

NEW QUESTION 441
- (Topic 4)

1 3ms 5ms
2 4ms Bms

3 4ms Bms

4ms Bms
4ms 6ms

4dms 6ms

-~ O Oh 5L

4dms 6ms

<output truncated>

3ms
4ms

4ms

4ms
4ms
4ms

4ms

>traceroute www.crmABC.com
Tracing route to www.crmABC.com [192.168.100.1]

10.10.10.1
10.100.100.1
10.100.200.1

10.100.100.1
10.100.200.1
10.100.100.1
10.100.200.1

Refer to the exhibit Users cannot reach the web server at 192.168 100 1. What is the root cause for the failure?

A. The server is attempting to load balance between links 10.100 100.1 and 10 100.200.1.

B. The server is out of service.

C. There is a loop in the path to the server.

D. The gateway cannot translate the server domain name.

Answer: C

NEW QUESTION 445

- (Topic 4)
Line vLy -

SS—— - - ;
CXCL il Wik &
¥ .

- W -

‘-':-‘ - .
IEE.T i N | T 1 &
e l--lr - -

T - =
eXes - e ) b T -

4 O0T4Il LA OCAL

-

Refer to lhe exhibit. An engineer must update the existing configuation to achieve these resu ts:
* Only administrators from the 192.168 1.0.'?4 subnet can access the vty lines.
* Access to the vty lines using clear-text protocols is prohibited. Which command set should be appled?

A)
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access-list 1 permit 192.168.1.0 255.255.255.0
line vty 0 15

access-class 1in

transport input telnet rlogin

B)

access-list 1 permit 192.168.1.0 0.0.0.255
line vty 0 15

access-class 1in
line vty 0 15

access-class 1in
transport input none

C)

access-list 1 permit 192.168.1.0 0.0.0.255
line vty 0 15

access-class 1in

transport input ssh

D)

access-list 1 permit 192.168.1.0 0.0.0.255
line vty 0 15
access-class 1in

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation:

Option B is the correct command set to update the existing configuration to achieve the desired results. The configuration steps are as follows12:

? Define a standard access list that permits only the administrators from the 192.168.1.0/24 subnet to access the vty lines. In this case, the access list is named
ADMIN and it allows any host with an IP address in the range of 192.168.1.1 to 192.168.1.254 to access the vty lines: ip access-list standard ADMIN and permit
192.168.1.0 0.0.0.255.

? Apply the access list to the vty lines using the access-class command. This command restricts incoming and outgoing connections between a particular vty and
the addresses in the access list. In this case, the access list ADMIN is applied to the vty lines 0 to 15 in the inbound direction, which means that only the hosts that
match the access list can initiate a connection to the vty lines: line vty 0 15 and access-class ADMIN in.

? Disable the clear-text protocols such as Telnet for the vty lines using the transport input command. This command specifies which protocols are allowed for
incoming connections. In this case, only SSH is allowed for the vty lines, which is a secure protocol that encrypts the data between the client and the server:
transport input ssh.

Option A is incorrect because it does not apply the access list to the vty lines, which is required to restrict the access to the administrators from the 192.168.1.0/24
subnet. Without the access-class command, any host can attempt to connect to the vty lines12.

Option C is incorrect because it does not disable the clear-text protocols for the vty lines, which is required to prohibit the access to the vty lines using unsecure
protocols. Without the transport input ssh command, both Telnet and SSH are allowed for the vty lines by default12.

Option D is incorrect because it uses an extended access list instead of a standard access list, which is not recommended for controlling access to the vty lines. An
extended access list requires more configuration and processing than a standard access list, and it cannot be applied directly to the vty lines. It has to be applied to
each interface that can be used to access the vty lines, which increases the complexity and the possibility of errors12. References: 1: Controlling Access to a
Virtual Terminal Line, 2: Configuring Secure Shell

NEW QUESTION 450
- (Topic 4)
Which router is elected the IGMP Querier when more than one router is in the same LAN segment?

A. The router with the shortest uptime

B. The router with the lowest IP address
C. The router with the highest IP address
D. The router with the longest uptime

Answer: B

NEW QUESTION 452

- (Topic 4)

Refer to the exhibit.

R2#

"May 27 15:33:59.642: OSPF-1 ADJ Gi1: Send DBD to 192.168.201.137 seq 0xDET opt 0x52 fMag 0x7 len 32

“May 2T 15:33:59.642: OSPF-1 ADJ Gi1: Retransmitting DBD to 192.168.201.137 [15]
“May 27 156:33:59.645: OSPF-1 ADJ Gi1: Rov DBD from 182.188.201.137 seq OxDET opl 0x52 Nag 0x2 len 112 miu 2100 state EXSTART
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The OSPF neighborship fails between two routers. What is the cause of this issue?

A. The OSPF router ID is missing on this router.

B. The OSPF process is stopped on the neighbor router.
C. There is an MTU mismatch between the two routers.
D. The OSPF router ID is missing on the neighbor router.

Answer: C

Explanation:

cisco_R2(config-subif)#do debug ip osp adj OSPF adjacency debugging is on
cisco_R2(config-subif)#ip mtu 1111 <<<<<<<<<<<<<<<< cisco_R2(config-subif)#
cisco_R2(config-subif)# cisco_R2(config-subif)#do clear ip ospf

Illdebug shows this: cisco_R2(config-subif)#

*Dec 23 13:02:27.164: OSPF-1 ADJ Et0/0.10: Rcv DBD from 6.6.6.6 seq 0x19FD opt 0x52
flag Ox7 len 32 mtu 1500 state EXSTART <<<<<<<<<<<<<

*Dec 23 13:02:27.164: OSPF-1 ADJ Et0/0.10: Nbr 6.6.6.6 has larger interface MTU
<<

*Dec 23 13:02:27.164: OSPF-1 ADJ Et0/0.10: Rcv DBD from 6.6.6.6 seq 0x26B opt 0x52
flag 0x2 len 112 mtu 1500 state EXSTART

*Dec 23 13:02:27.164: OSPF-1 ADJ Et0/0.10: Nbr 6.6.6.6 has larger interface MTU

*Dec 23 13:02:27.395: OSPF-1 ADJ Et0/0.10: Rcv DBD from 6.6.6.6 seq 0x26B opt 0x52
flag 0x2 len 112 mtu 1500 state EXSTART

NEW QUESTION 456
- (Topic 4)

"Ape 6 133507 B29. AAAJALUTHENAL OGIN (00000055) Pick method kst “delault’
*Apr 6 133507 B26: TPLUS: Queung AAA Authenticabon request BS lor processing
"Apr 6 133507 826 TPLUS(OO000055) login timer started 1020 sec tmeout

*Apr 6 13.3507 826 TPLUS: processing aulhenbcation star request id 85

"Apr 6 133507 826 TPLUS: Authentication start packel created for 85()

"Apt 6 133507 826 TPLUS: Using server 10 108 60 182

*Apr 6 133507 830 TPLUS{O00000S5YO/NB WAIT: socket event 2

"Apr 6 133507 830 TPLUS{DO0000S5YO/NS WAIT. wrote entire 38 byles request
"Apr 6 133507 830 TPLUS(O00000S5YO/READ socket event 1

“Apr 6 13-35:07 830 TPLUS{00000055 YO/READ Would block while reading

*Apr 6 13:35:07 886 TPLUS{00000055)O/READ- socket event 1

data)

*Apr 6 133507 886 TPLUS{D00000S5yOVREAD: socket event 1

*Apr 6 133507 886 TPLUS{ODO00O0S5yYO/READ read entire 18 bytes response
"Apr 6 133507 888 TPLUS(O00000SS YOV22S5FEZDC. Processing the reply packet

*Apt 6 133507 886 TPLUS: Invaliid AUTHEN pachet (check keys)

"Apr 6 13:350 :

*Apr 6 13:35:07 826 TPLUS(D0000055)0/NB_ WAIT/225FE20C: Started 5 sec timeout

*Apr 8 133507 B8 TPLUS(DOOD0OSS yOVREAD: read entire 12 header byltes (expect § byles

*Apr 6 133507 B8 TPLUS: received bad AUTHEN packet length = 6, expected 43874

Refer to the exhibit. An engines configured TACACS” to authenticate remote users but the configuration is not working as expected Which configuration must be

applied to enable access?
A)

R1(config® ip tacacs source.interface Gig 0/0

B)

R1(config# tacacs server prod
R1(config-server-tacacs ¥ key cisco123

C)

R1(config)® aaa authorization exec default group tacacs+ local

D)

R1(config® tacacs server prod
R1(config-server-tacacs)® port 1020

A. Option A
B. Option B
C. Option C
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D. Option D

Answer: C

NEW QUESTION 460

- (Topic 4)

Which JSON script is properly formatted?
A)

[ “Lodging™:
{
"type":B&B,
"location”:Oceanfront,
"contact™:946-230-7462

]

B)

{

“frames”: [

{
“type":"premium”,
“matenal”:"wood"”,

“shape”."square”

}
]
)

C)

"subject”: {

(
“title™:"Sewing”

"hsting":"elective”

"session”:"Summer”

)
]
]

D)

[‘class™: {
“title”: "Science”
“"Grade":"11",
“location™: "Room C",

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

Explanation:

Option A is the properly formatted JSON script. JSON (JavaScript Object Notation) is a standard text-based format for representing structured data based on
JavaScript object syntax. It is commonly used for transmitting data in web applications (e.g., sending some data from the server to the client, so it can be displayed
on a web page, or vice versa). The JSON syntax rules are as follows12:

? Data is in name/value pairs, separated by commas. A name/value pair consists of a field name (in double quotes), followed by a colon, followed by a value:
"name": "value".

? Curly braces hold objects. An object can contain multiple name/value pairs: {"name": "value", "name": "value", ...}.

? Square brackets hold arrays. An array can contain multiple values, separated by commas: ["value”, "value”, ...].

? Values can be strings (in double quotes), numbers, booleans (true or false), null, objects, or arrays.

Option A follows these rules and is a valid JSON script. It defines an object with four name/value pairs: "name", "age", "hobbies", and "address". The value of
"name" is a string, the value of "age" is a number, the value of "hobbies" is an array of strings, and the value of "address" is another object with two name/value
pairs: "city" and "country”. The object is enclosed in curly braces and the name/value pairs are separated by commas.

Option B is not a valid JSON script because it uses single quotes instead of double quotes for the field names and string values. JSON requires double quotes for
strings12.

Option C is not a valid JSON script because it does not use commas to separate the name/value pairs. JSON requires commas to separate the data elements
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within an object or an array12.
Option D is not a valid JSON script because it uses a semicolon instead of a colon to separate the field name and the value. JSON requires a colon to separate the
name and the value in a name/value pairl2. References: 1: JSON Introduction, 2: JSON Syntax

NEW QUESTION 463
- (Topic 4)
What is a characteristic of the Cisco DMA Center Template Editor feature?

A. It facilitates software upgrades lo network devices from a central point.

B. It facilitates a vulnerability assessment of the network devices.

C. It provides a high-level overview of the health of every network device.

D. It uses a predefined configuration through parameterized elements or variables.

Answer: D

Explanation:

This is because the Cisco DNA Center Template Editor feature is a tool that allows the network administrator to create and deploy configuration templates to
multiple network devices. The configuration templates use parameterized elements or variables, which are placeholders for values that can be customized for each
device. For example, a variable can represent the hostname, IP address, or interface number of a device. The parameterized elements or variables can be defined
manually or automatically using the Cisco DNA Center inventory. The source of this answer is the Cisco ENCOR v1.1 course, module 8, lesson 8.5: Implementing
Network Configuration Management.

NEW QUESTION 465
DRAG DROP - (Topic 4)
Drag and drop the code snippets from the bottom onto the blanks in the Python script to convert a Python object into a JSON string. Not all options are used.

import

data = {

"measurement”: "freeMemory”,
"maxDataPointa™: 30,

"alert™: True,

"policy™: "l1.2.1",

"devices"™: [{"model®™: "Cisco 2921 ISR"™, "ipwv4™: '10.10.10.1"}]
}
model = data["devices"] [0] ["model™]
json_string = (data)
print ( )
model

A. Mastered
B. Not Mastered

Answer: A
Explanation:

https://stackoverflow.com/questions/45834577/turn-python-object-into-json-output

NEW QUESTION 469
- (Topic 4)
Which technology reduces the implementation of STP and leverages both unicast and multicast?

A.VSS

B. VXLAN
C.VPC
D. VLAN

Answer: B

NEW QUESTION 470
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SIMULATION - (Topic 4)
Simulation 04
Configure OSPF on both routers according to the topology to achieve these goals:

Gl ineis Topology R5kE A1 R

Q5PF Process 1D 1

Area
Lol Lod:
1.1.1.1 /32 z.zi.z__,fsz

1

EO/D EQ/O
1 .

192.168.0.0 /24

i i S sl sl s s s ) s e i i s iy s Sl il s el s i it e

Guidelines Topology Tasks R1 R2
o

Configure OSPF on both routers according to the topology
to achieve these goals

1. Ensure that all networks are advertised between the
routers without using the “network” statement under the
“router ospf’ configuration section.

2. Configure a single command on both routers to ensure:
The DR/BDR election does not occur on the link
between the OSPF neighbors.

No extra OSPF host routes are generated.

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Solution:

R1

Router ospf 1 Int loop0

Ip ospf 1 area O Int et0/0

Ip ospf 1 area 0

Ip ospf network point-to-point Copy run start
R2

Router ospf 1 Int loop0

Ip ospf 1 area O Int et0/0

Ip ospf 1 area 0

Ip ospf network point-to-point Copy run start
Verification:-
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NEW QUESTION 472
- (Topic 4)
Refer to the exhibit.
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Rl#traceroute

Frotocol [ip]:

Targat IP address: 3.3.3.3
Sourcs address: 1.1.1.1
MNMumaric display [n]:
Tiswout in seconds: [3]:
Proba ocount [3]:

Minimus Time to Live [1):

Nusber of hops [9]:
Loose, Strict, Record, Timsstasp, Verbose [RV]:
Type aSCaps SoQuonos \E\u abort .

Continued ---3> "

tsafe tagjo [F.TH

hl Tt o

Looss , Striot, Record, Timestasp , Verbose [none ] : Record

N, o

Illllt#ﬂl'.Ezjiiii' |

-

Tracing the routes to 3.3.3.3

1 10.99.69.2 36 msec
Received packet has options
Total optlion bytas = 40, padded length=40
Record routs:
{10.99.65.1) <#>

{(0.0.0.0)
Maximum Tima to Live [30]: (0.0.0.0)
Port Wumbar [33434]: End of list

===-gutput omitted---

2 10.99.69.6 IA
Rsceived packet has options
Total option bytes = 40, padded length=40

Record route:

(10.99.69.1)
(10.99.69.5) <*>»
(0.0.0.0)
(0.0.0.0)

End of list

A
-==--output omitted---

The traceroute fails from R1 to R3. What is the cause of the failure?

A. The loopback on R3 Is in a shutdown stale.

B. An ACL applied Inbound on loopbackO of R2 Is dropping the traffic.
C. An ACL applied Inbound on fa0/1 of R3 is dropping the traffic.

D. Redistribution of connected routes into OSPF is not configured.

Answer: C

NEW QUESTION 477
- (Topic 4)

Which of the following attacks becomes more effective because of global leakages of users' passwords?

A. Dictionary

B. Brute-force

C. Phishing

D. Deauthentication

Answer: A

Explanation:

This is because a dictionary attack is a type of password cracking attack that uses a list of common or previously leaked passwords to guess the credentials of a
user. A dictionary attack becomes more effective because of global leakages of users’ passwords, as the attacker can use the leaked passwords as a source for

the dictionary. The source of this answer is the Cisco ENCOR v1.1 course, module 2, lesson 2.3: Implementing Wireless Security.

NEW QUESTION 479
DRAG DROP - (Topic 4)

Drag and drop the tools from the left onto the agent types on the right.

Ansile
Teralorm
Chef [Pt -Bana
Iy
A. Mastered
B. Not Mastered
Answer: A
Explanation:
E Aoy e [ |
I Arvsile |
t Tasralionm ] ; Teadon d
L Chet J Agent -Based
Y | Chet ]
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NEW QUESTION 481

- (Topic 4)

An engineer must configure a multicast UDP jitter operation. Which configuration should be applied?
A)

Router(config¥ip sla 1
Router(config)#udp-jitter 192.0.2.115 65051 num-packets 20

B)

Router{config)#ip sla 1
Router(config)#udp jitter 10.0.0.1 source-ip 192.168.1.1

C)

Router(config#ip sla 1
Router(config)#udp-itter 192.0.2.115 65051

D)
Router(config)#lp sla 1
Router(config#udp jitter 239.1.1.1 65051 end-point list List source-ip 192.168.1.1

A. Option
B. Option
C. Option
D. Option

Answer: D
NEW QUESTION 484

- (Topic 4)
How does Cisco Express Forwarding switching differ from process switching on Cisco devices?

A. Cisco Express Forwarding switching uses adjacency tables built by the CDP protocol, and process switching uses the routing table.

B. Cisco Express Forwarding switching uses dedicated hardware processors, and process switching uses the main processor.

C. Cisco Express Forwarding swithing saves memory by storing adjacency tables in dedicated memory on the line cards, and process switching stores all tables in

the main memory.

D. Cisco Express Forwarding switching uses a proprietary protocol based on I1S-1S for MAC address lookup, and process switching uses the MAC address table.

Answer: C

NEW QUESTION 485
- (Topic 4)
Refer to the exhibit.

ISP
Gig0/1
|Gig0/0

‘ VLAN 300

10.0.0.0/24

Rl:
interface Gi0/0
standby version 2

Gig0/1 standby 300 ip 10.0.0.1
standby 300 prieority 110

R2:

Gig0/0  interface Gi0/0
standby version 2
standby 300 ip 10.0.0.1

Refer to the exhibit. An engineer must implement HSRP between two WAN routers. In the event R1 tails and then regains operational status, it must allow 100

seconds for the routing protocol to converge before preemption takes effect. Which configuration is required?
A)
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R1:
interface Gi0/0
standby 300 preempt

R2:
interface Gi0/0
standby 300 delay sync 100

B)

R1:
interface Gi0/0
standby 300 preempt

R2:
interface Gi0/0
standby 300 delay minimum 100

C)

R1:

interface Gi0/0

standby 300 preempt

standby 300 delay minimum 100

D)

R2:

interface Gi10/0

standby 300 preempt
standby 300 delay sync 100

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation:

Option B is the correct configuration to implement HSRP between two WAN routers with the given requirement. The configuration steps are as follows12:

? Define the HSRP group number and the virtual IP address for the group using the standby <group> ip <address> command. In this case, the group nhumber is
300 and the virtual IP address is 10.10.10.1: standby 300 ip 10.10.10.1.

? Configure HSRP preemption and preemption delay using the standby <group> preempt [delay [minimum] <seconds>] command. Preemption allows a router with
higher priority to take over the active role from a router with lower priority.

Preemption delay is the time that a router waits before taking over the active role in the HSRP group. In this case, the preemption delay is 100 seconds, which
means that R1 will wait for 100 seconds before preempting R2 after R1 regains operational status: standby 300 preempt delay minimum 100.

? Configure the HSRP priority for the router using the standby <group> priority <value> command. The priority determines which router is the active router and
which router is the standby router. The higher the priority, the more likely the router is to become the active router. In this case, R1 has a priority of 200 and R2 has
a priority of 100, which means that R1 is the preferred active router and R2 is the standby router: standby 300 priority 200 on R1 and standby 300 priority 100 on
R2.

Option A is incorrect because it does not configure HSRP preemption and preemption delay, which are required by the question. Without preemption, R2 will
remain the active router even if R1 has a higher priority and regains operational status. Without preemption delay, R1 will attempt to preempt R2 immediately,
which may cause routing instability12.

Option C is incorrect because it configures HSRP preemption delay with the reload keyword, which means that the delay period applies only to the first interface-
up event after the router has reloaded. This does not meet the requirement of the question, which states that the delay period should apply to any interface-up
event after R1 fails and then regains operational status12.

Option D is incorrect because it configures HSRP preemption delay with the sync keyword, which means that the delay period applies only to the first interface-up
event after the router has reloaded, and only if such an event occurs within 360 seconds from reload. This does not meet the requirement of the question, which
states that the delay period should apply to any interface-up event after R1 fails and then regains operational status, and without any time limit12. References: 1:
Configuring HSRP, 2: HSRP Configuration Guide

NEW QUESTION 486
- (Topic 4)
Which NTP mode must be activated when using a Cisco router as an NTP authoritative server?

A. primary

B. server

C. broadcast client
D. peer
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Answer: D

NEW QUESTION 490

- (Topic 4)
< Areao D

Ga/ 1 172.16.1.0/24
172.16.2.0/24

- ~T] __==== [*Fi]

m1 o

192.168.1.0/74
192.16G8.7 0574
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"
L1
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Refer to the exhibit. Which two configurations enable R1 and R2 to advertise routes into OSPF? (Choose two)
A)

R2

router ospf 0

network 172.16.1.0 255.255.255.0 area 0

network 172.16.2.0 2552552550 area 0

B)

R2

router ospf 0

network 172.16.1.0 0.0.0.255 area 0
network 172.16.2.0 255.255.255.0 area 0

©)

R1

router ospf 0

network 192.168.1.0 0.0.0.255 area 0
network 192.168.2.0 0.0.0.255 area 0

D)

R2

router ospf 0

network 172.16.1.0 0.0.0.255 area 0
network 172.16.2.0 0.0.0.255 area 0

E)

R

router ospf 0

network 192.168.1.0 255.255.255.0 area 0
network 192.168.2.0 255.255.255.0 area 0

A. Option A
B. Option B
C. Option C
D. Option DE) Option E

Answer: CD

NEW QUESTION 492
DRAG DROP - (Topic 4)
Drag and drop the LISP components on the left to the correct description on the right.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 495
- (Topic 4)
Refer to the exhibit.
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EMIE show stherchansel susmssy

Flags = g 1 r g e,
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ta ' FaT F i B LY

current configuration : l4l bytes
vif definiction STAFF

interface GigabitEchernecl
vif forwvarding STArr
noe ip address
negotiaction auto
no mop enabled
ne mop sysid
end

An engineer must assign an IP address of 192.168.1.1/24 to the GigabitEtherenetl interface. Which two commands must be added to the existing configuration to

accomplish this task? (Choose two.)

A. Router(config-vrf)#ip address 192.168.1.1 255.255.255.0
B. Router(config-vrf)#address-family ipv4

C. Router(config-if)y#address-family ipv4

D. Router(config-vrf)#address-family ipv6

E. Router(config-if)#ip address 192.168.1.1 255.255.255.0

Answer: BE

NEW QUESTION 496
- (Topic 4)
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if name == ' main °':
a maini()

Refer to the exhibit. What is printed to the console when this script is run?

A. a key-value pair in tuple type
B. a key-value pair in list type

C. a key-value pair in string type
D. an error

Answer: C

NEW QUESTION 499
- (Topic 4)

ElMchow g ool reesgibon

RMFshow ip ospd irlertace Tasth M 101

FtEthermnet 171 i up, birse prolocol i§ up

inderaet Addreas 102 168 0 %00 Area O

Process 1D 1. Router 1D 10.0.0 5, Nebwork Type BROADCAST. Cost 1
Transend Delay i 1 sec. Siale DR, Priority 1
Demspnated Router (I0) 1000 5 intertece address 192 1880 %

Mo Bachup Seignalad router on Mis nataork

Temar mtarval corfigursd, Hala 10 Dead 40 Wk 40 Reranimt 5
oab-teryhd ot 40
Higllo due n 00 00 00

Sepports Link-tocal Sigratng 1LLS)

Crico NEF haipar fuppon snabisd

IETF WSF hpipdd suppon enabind

Index 217, Bodd Quius lengh 0

Meod Gl leiidy

Lasd Bood soan length & O masmem = 0

Last food scan W S 0 Meec Mmadmum 5 0 mied

Msaghtsr Count is 0 Adjacent resghbeor count is 0
Sappress hebio for O reaghieon s |

R2ipeng 162 168 0 8 &bl woe 1500

Type esCape Seguence b sl

Sendng 5 1500-byte ICMP Echea o 152 188 04 temeout ia ] peconds
Packa! et with Tw DF b sed

=

Success rade i 100 peroend (%5 round-np mnevgimas = B8 mm

R)show @ opl rsghibol

R suhow ip capl mteriace fastE temel 11

FastEmerne! 111 @ up, e profodd i up

interrad Acdress 150 1600 429 Area 0

Process 1D 1, Rouder 1D 9000 ) Network Type BROADCAST, Cost 1
Tinniiml Deldy & 1 4o Slale DR Prigrey 1

Designaded Rogter (109 1000 ), interiace address 190 160 08

Ho backup Seugnated router on Bes nebwon

Timsae ey aly configured Madg 10 Dead 40 Wal 40 Retransmd 5
oob-dea yne Wil 40
Hedla due m 00 00 08

Supports Link-Socal Sonaing (LLS)

Cridd NSF helped tuppor enabled

TETF NSF Peipssr supgde! snadisd

Inage 203 So0d quaus engh O

M Dl 000y}

Last Bobd Sai ndth B 0 marrmem s 0

Lazt food coan bme o O mtes maomum 5 0 meec

Heghbor Court 5 0 Ag@cent resghbor count i5 0
Suppresa hedla lor O neighbor(s )

Repang 192 158 0 % @bt e 1500

Type e4Cape Seguinds 10 Bbor

Senarg 5, 1500-byte IOMP Eotos i 192 1830 5 bmeoul 3 2 seconds
Packot send wih tha DF b s

inin

Swpccess rabe i 100 percent (5] roond-inp mendivgmae = BN270 ma

Refer to the exhibit.

Why does the OSPF neighborship fail between the two interfaces?

A. The IP subnet mask is not the same.

B. There is a mismatch in the OSPF interface network type.
C. The OSPF timers are different.

D. The MTU is nor the same.

Answer: A
NEW QUESTION 503

- (Topic 4)
How does a Type 1 hypervisor function?

A. It runs directly on a physical server and depends on a previously installed operating system.
B. It runs directly on a physical server and includes its own operating system.

C. It runs on a virtual server and depends on a previously installed operating systems

D. It runs on a virtual server and includes its own operating system.

Answer: B

Explanation:

A type 1 hypervisor, also known as a bare-metal or native hypervisor, runs directly on the physical server and its underlying hardware. It does not depend on a
previously installed operating system, but rather includes its own operating system that is designed to run virtual machines. A type 1 hypervisor provides excellent
performance and stability, as it has direct access to the hardware resources and can allocate them to the virtual machines. A type 1 hypervisor is typically used in
enterprise environments, where multiple virtual machines run on a single server.

Reference: What is a Hypervisor? Types of Hypervisors 1 & 2 - phoenixNAP

NEW QUESTION 505
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- (Topic 2)
What occurs when a high bandwidth multicast stream is sent over an MVPN using Cisco hardware?

A. The traffic uses the default MDT to transmit the data only if it isa (S,G) multicast route entry

B. A data MDT is created to if it is a (*, G) multicast route entries

C. A data and default MDT are created to flood the multicast stream out of all PIM-SM neighbors.

D. A data MDT is created to allow for the best transmission through the core for (S, G) multicast route entries.

Answer: D

NEW QUESTION 509
- (Topic 2)

KF/Q/0/CR00 BRDR-10ahow route Ipvd 0 0 0 0
Mowting entry for 0.0.0.0/0
Encwn via “bgp 430017, distance 10, setric 0, candidats defaulit path
Tag 63002, type sxtermal
installed Jan 2 90 :40:599 089 for CO:01:10
Routing Descriptor Blecks
100.65.19 .1, from 109.4% 19 .1, MGF axtarmal
Routs mestric is O
o advertising protos

RF/Q/0/CHPO0 BRDR-18show run router ocepf
router ospf 1
redistribute bgp 63001 route-pelicy BGP-TO-OSPT
ares 0
mple traffic-eng

interface Loopbachd
interface GCigabitEkthernetl/0/0/0. 92

interface GigabitEthernetl/0/0/0 3132
mples traffic-eng router-id Loopbackd

EF/Q/0/CPU0 BRDRE-18show rpl route-policy BGF-TO-OSPF
routs-policy BGP-TO-0SPMF

Aif destination in (0.90.0.0/9) thea

et metric-type type-i

endif

set matric-type type-1

set cepf-matric 100
end-policy

Refer to the exhibit. Router BRDR-1 is configured to receive the 0.0.0.0/0 and 172.17.1.0/24 network via BGP and advertise them into OSPF are 0. An engineer

has noticed that the OSPF domain is receiving only the 172.17.1.0/24 route and default route 0.0.0.0/0 is still missing. Which configurating must engineer apply to
resolve the problem?

router ospf 1
defauit-information originate always
end

router ospf 1
redistribute bgp 65001 metric 100 route-policy BGP-TO-OSPF
end

router ospf 1
default-metric 100
end

router ospf 1
defauit-information originate
end

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 514
- (Topic 2)
What is the function of cisco DNA center in a cisco SD-access deployment?
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A. It is responsible for routing decisions inside the fabric

B. It is responsible for the design, management, deployment, provisioning and assurance of the fabric network devices.
C. It possesses information about all endpoints, nodes and external networks related to the fabric

D. It provides integration and automation for all nonfabric nodes and their fabric counterparts.

Answer: B
NEW QUESTION 517

- (Topic 2)
Refer to the exhibit.

monitor session 1 source vian 10 - 12 rx
monitor session 1 destination intarface gigabitethernet(/l

An engineer must configure a SPAN session. What is the effect of the configuration?

A. Traffic sent on VLANSs 10, 11, and 12 is copied and sent to interface g0/1.
B. Traffic sent on VLANs 10 and 12 only is copied and sent to interface gO/1.
C. Traffic received on VLANSs 10, 11, and 12 is copied and sent to Interface g0/1.
D. Traffic received on VLANs 10 and 12 only is copied and sent to interface g0/1.

Answer: C

NEW QUESTION 520
- (Topic 2)
Which new enhancement was implemented in Wi-Fi 6?

A. Wi-Fi Protected Access 3

B. 4096 Quadrature Amplitude Modulation Mode

C. Channel bonding

D. Uplink and Downlink Orthogonal Frequency Division Multiple Access

Answer: D

NEW QUESTION 522
- (Topic 2)
Which OSPF networks types are compatible and allow communication through the two peering devices?

A. broadcast to nonbroadcast

B. point-to-multipoint to nonbroadcast
C. broadcast to point-to-point

D. point-to-multipoint to broadcast

Answer: A

Explanation:

The following different OSPF types are compatible with each other:

+ Broadcast and Non-Broadcast (adjust hello/dead timers)

+ Point-to-Point and Point-to-Multipoint (adjust hello/dead timers)

Broadcast and Non-Broadcast networks elect DR/BDR so they are compatible. Point- topoint/multipoint do not elect DR/BDR so they are compatible.

NEW QUESTION 525

- (Topic 2)

An engineer is configuring local web authentication on a WLAN. The engineer chooses the Authentication radio button under the Layer 3 Security options for Web
Policy. Which device presents the web authentication for the WLAN?

A. ISE server

B. local WLC

C. RADIUS server
D. anchor WLC

Answer: B

Explanation:

“The next step is to configure the WLC for the Internal web authentication. Internal web authentication is the defaultweb authentication type on WLCs.”

In step 4 of the link above, we will configure Security as described in this question. Therefore we can deduce thisconfiguration is for Internal web authentication.
This paragraph was taken from the link https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wlan-security/69340-web-auth-config.html#c5 :

NEW QUESTION 530
- (Topic 2)
Refer to the exhibit.
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An engineer must create a configuration that prevents R3from receiving the LSA about 172.16.1.4/32.Which configuration set achieves this goal?

OnR1
ip prefix-list INTO-AREA1 seq 5 deny 172.16.1.4/32
ip prefix-list INTO-AREA1 seq 10 permit 0.0.0.0/0 le 32

router ospf 200
area 1 filter-list prefix INTO-AREA1 out

OnR3
ip access-list standard R4_L0
deny host 172.16.1.4

permit any

router ospf 200
distribute-list R4_LO in

On R1

ip prefix-list INTO-AREA1 seq 5 deny 172.16.1.4/32
ip prefix-list INTO-AREA1 seq 10 permit 0.0.0.0/0 le 32

router ospf 200
area 1 filter-list prefix INTO-AREA1 in

On R3
ip prefix-list INTO-AREA1 seq 5 deny 172.16.1.4/32
ip prefix-list INTO-AREA1 seq 10 permit 0.0.0.0/0 le 32

router ospf 200
area 1 filter-list prefix INTO-AREA1 in

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 532
- (Topic 2)

RP/O/O/CP0 :R28debug isis adjacencies

RP/O/O/CPUO :Apr 2 20:57:00.421 : isis[1010): RECV P2P 1IN (L2)
from GigabitEthernet0/0/0/0 SNPA falé6.3ebe.a’bc: System ID R2,
Holdtime 30, length 1429

RP/O/O/CPUO:Apr 2 20:57:01.761 : isis[1010]: SEND P2P IIH (L1)
on GigabitEthernet0/0/0/0: Holdtime 30s, Length 41

Refer to the exhibit. A network operator is attempting to configure an IS-IS adjacency between two routers, but the adjacency cannot be established. To
troubleshoot the problem, the operator collects this debugging output. Which interfaces are misconfigured on these routers?

A. The peer router interface is configured as Level 1 only, and the R2 interface is configured as Level 2 only

B. The R2 interface is configured as Level 1 only, and the Peer router interface is configured as Level 2 only
C. The R2 interface is configured as point-to-point, and the peer router interface is configured as multipoint.
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D. The peer router interface is configured as point-as-point, and the R2 interface is configured as multipoint.

Answer: C

NEW QUESTION 536

- (Topic 2)

A network engineer configures a WLAN controller with increased security for web access. There is IP connectivity with the WLAN controller, but the engineer
cannot start a management session from a web browser. Which action resolves the issued

A. Disable JavaScript on the web browser

B. Disable Adobe Flash Player

C. Use a browser that supports 128-bit or larger ciphers.
D. Use a private or incognito session.

Answer: C

NEW QUESTION 540

- (Topic 2)

A network administrator is implementing a routing configuration change and enables routing debugs to track routing behavior during the change. The logging
output on the terminal is interrupting the command typing process. Which two actions can the network administrator take to minimize the possibility of typing
commands incorrectly? (Choose two.)

A. Configure the logging synchronous global configuration command

B. Configure the logging delimiter feature

C. Configure the logging synchronous command under the vty

D. Press the TAB key to reprint the command in a new line

E. increase the number of lines on the screen using the terminal length command

Answer: CD
NEW QUESTION 544

- (Topic 2)
Refer to the exhibit.

R1¥show ip bap

BGEF tabla varsion s 32, local routar 1D s 192.168.101.5

Status codes. S suppressed, d damped, h history, ™ vahd, > bast, 1 - intarnal
r RiIB-fanlure, S Stale, m mullipath, b backup-path, 1 RT-Filler,
x best-external, a additional-path, c RIB-compressed,

Origin codes: i - IGP, e - EGP, ? - incomplete

RPKI vahdation codes: V vald, | invahd, N Not found

Network Next Hop Metric LocPrf Weight Path
. 192.168.102.0 192.168.101.18 80 0 64517 i
o 192.168.101.14 80 80 0 64516 1
5 162 .168.101.10 0 64515 64515 i
L% 182 168 101 2 32768 645131
< 192.168.101.6 80 0D 64514 64514 |

Which IP address becomes the active next hop for 192.168.102 0/24 when 192.168.101.2 fails?

A.192.168.101.18
B. 192.168.101.6

C.192.168.101.10
D. 192.168.101.14

Answer: A

Explanation:

The >’ shown in the output above indicates that the path with a next hop of 192.168.101.2 is the current best path.
Path Selection Attributes: Weight > Local Preference > Originate > AS Path > Origin > MED >

External > IGP Cost > eBGP Peering > Router ID

BGP prefers the path with highest weight but the weights here are all 0 (which indicate all routes

that are not originated by the local router) so we need to check the Local Preference.

Answer

'192.168.101.18' path without LOCAL_PREF (LocPrf column) means it has the default value of 100.

Therefore we can find the two next best paths with the next hop of 192.168.101.18 and 192.168.101.10.

We have to move to the next path selection attribute: Originate. BGP prefers the path that the

local router originated (which is indicated with the “next hop 0.0.0.0”). But none of the two best

paths is self-originated.

The AS Path of the next hop 192.168.101.18 is shorter than the AS Path of the next hop 192.168.101.10 then the next hop 192.168.101.18 will be chosen as the
next best path.

NEW QUESTION 547
- (Topic 4)
Reter to the exhibit.
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A client requests a new SSID that will use web-based authentication and external RADIUS servers. Which Layer 2 security mode must be selected?

A. WPA + WPA2
B. WPA2 + WPA3
C. Static WEP

D. None

Answer: A

NEW QUESTION 549

- (Topic 4)

A company recently decided to use RESTCONF instead of NETCONF and many of their NETCONF scripts contain the operation
<edit-config>(operation="create”).Which RESTCONF operation must be used to replace these statements?

A. POST

B. GET

C. PUT

D. CREATE

Answer: A

NEW QUESTION 552
- (Topic 4)
Which two results occur if Cisco DNA Center loses connectivity to devices in the SD- Access fabric? (Choose two)

A. Cisco DNA Center is unable to collect monitoring data in Assurance.

B. All devices reload after detecting loss of connection to Cisco DNA Center.
C. Already connected users are unaffected, but new users cannot connect
D. Users lose connectivity.

E. User connectivity is unaffected.

Answer: AE

NEW QUESTION 553
- (Topic 4)
Refer to the exhibit.
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NST)

Address
Coat
Part

DSWissh spaaning-tree

Bridge ID Priority

Spanning tres snabled protocol matp
Root [D Priority

32769

0018.7362.4200

d

13 (FastEthernatl- 0-11)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

32769 (priority 3I27ES mys-1d-ext 1)

[
vos OUtput ommitied

Address C01b. OdBe .«080
Hello Time i sec Hax Age 20 sec Forward Deley 15 mee
Interface Role Ste Cost Prio.Nbr Type
Fals0-? Desg MWD 2 128.9 Plp Dound (PVET)
Fals0-10 Desg FPWD 2 126.12 P2p Bound (PVET)
Fals0-11 Root PWD 2 120.13 Py
Fral-o-12 Alta BLE 2 128. 14 Pip
DEWidsh spanning-tres mst
#RERR MST vians mapped: 10,20
Pridge address 001b.0dbe.«000 priorivy 32769 (32760 eysid 1)
Root address 0010.7363.4300 priority 32749 (32768 oysid 1)
port Fal-s0-11 cost 2 rem hops 19

Which two commands ensure that DSW1 becomes root bridge for VLAN 10 and 20?

A. spanning-tree mst 1 priority 1

B. spanning-tree mst 1 root primary

C. spanning-tree mstp vlan 10,20 root primary
D. spanning-tree mst vlan 10,20 priority root
E. spanning-tree mst 1 priority 4096

Answer: BE

NEW QUESTION 554
- (Topic 4)

Profie Name
Type

SSID

Satus

Radio Polely

Interface/Inteface
Group(G)

Myumicast Vian Feature
Broadcast SSID
NAS-ID

| Cscn

WLAN

(Csco

B enabled

[WPAZ)[Auth{802.1X))

(Moddfications done under secunty tab wil appear after applyng the changes.)

] enatied
_Etn-u-d

Refer to the exhibit. Clients report that they cannot connect to this SSID using the provided PSK. Which action will resolve this issue?

A. Apply the correct interface to this WLAN.

B. Apply the changes this SSID.

C. Select the PSK under authentication key management.
D. Define the correct Radio Policy.

Answer: A

NEW QUESTION 556
- (Topic 4)
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Web Server FTP Server

ﬁ ﬁ

172162 04’24

Int Giga 0/0

 Int Giga 0/1

Internet

172.16.1.0 /24

Int Giga 0/2

Refer to the exhibit. An engineer must allow the FTP traffic from users on 172.16.1.0 /24 to 172.16.2.0 /24 and block all other traffic. Which configuration must be
applied?
A)

R1(configy access-list 120 deny any any

R1(config}# access-list 120 permit tcp 172.16.1.0 0.0.0.255 172.16.2.0 0.0.0.255 21
R1(config ¥interface giga 0/0

R1(config-if#ip access-group 120 out

B)

R1(config)# access-list 120 permit tcp 172.16.1.0 0.0.0.255 21 172.16.2.0 0.0.0.255
R1{config #interface giga 0/2

R1(conhg-if)#¥ip access-group 120 in

C)

'R1(config= access-list 120 permit tep 172.16.1.0
R1(config)® access-list 120 permit tcp 172.16.1.0
R1(config =interface giga 0/2
R1(config-if=ip access-group 120 in
D)

R1{config)# access-list 120 permit tcp 172.16.1.0 0.0.0.255 21 172.16.2.0 0.0.0.255
R1(config)¥ access-list 120 permit udp 172.16.1.0 0.0.0.255 21 172.16.2.0 0.0.0.255
R1(config¥interface giga 0/2
R1(confia-if#ip access-aroup 120 out

0
1

oo

0.0.255 172.16.2.0 0.0.0.255 2
.0.0.258 172.16.2.0 0.0.0.255 2

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 561
- (Topic 4)
Refer to the exhibit.

R1#show access-list 100

Extended IP access list 100
10 deny ip any any
20 permit ip 192.168.0.0 0.0.255.255 any
30 permit ip any 192.168.0.0 0.0.255.255
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Extended access-list 100 is configured on interface GigabitEthernet 0/0 in an inbound direction, but it does not have the expected behavior of allowing only packets
to or from 192.168.0.0/16. Which command set properly configures the access list?

A. R1(config)#no access-list 100 seq 10 R1(config)#access-list 100 seq 40 deny ip any any
B. R1(config)#ip access-list extended 100 R1(config-ext-nacl)#no 10

C. R1(config)#no access-list 100 deny ip any any

D. R1(config)#ip access-list extended 100 R1(config-ext-nacl)#5 permit to any any

Answer: A

NEW QUESTION 565
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