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NEW QUESTION 1
Which of the following nmap parameters scans a target for open TCP ports? (Choose two.)
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Answer: CE

NEW QUESTION 2
Which of the statements below are correct regarding the following commands, which are executed on a Linux router? (Choose two.)

ip6tables —A FORWARD -s fe80::/64 -3 DROP
ip6tables —-A FORWARD -d fe80::/64 -j DROP

A. Packets with source or destination addresses from fe80::/64 will never occur in the FORWARD chain

B. The rules disable packet forwarding because network nodes always use addresses from fe80::/64 to identify routers in their routing tables
C. ip6tables returns an error for the second command because the affected network is already part of another rule

D. Both ip6tables commands complete without an error message or warning

E. The rules suppress any automatic configuration through router advertisements or DHCPv6

Answer: DE

NEW QUESTION 3
When the default policy for the netfilter INPUT chain is set to DROP, why should a rule allowing traffic to localhost exist?

A. All traffic to localhost must always be allowed

B. It doesn’t matter; netfilter never affects packets addressed to localhost

C. Some applications use the localhost interface to communicate with other applications

D. syslogd receives messages on localhost

E. The iptables command communicates with the netfilter management daemon netfilterd on localhost to create and change packet filter rules

Answer: C

NEW QUESTION 4
CORRECT TEXT
What command creates a SSH key pair? (Specify ONLY the command without any path or parameters)

A. Mastered
B. Not Mastered

Answer: A

Explanation:

ssh-keygen

NEW QUESTION 5

What is the name of the network security scanner project which, at the core, is a server with a set of network vulnerability tests?
A. NetMap

B. OpenVAS

C. Smartscan

D. Wireshark

Answer: B

NEW QUESTION 6

With fail2ban, what is a ‘jail’?

A. A netfilter rules chain blocking offending IP addresses for a particular service

B. A group of services on the server which should be monitored for similar attack patterns in the log files
C. Afilter definition and a set of one or more actions to take when the filter is matched

D. The chroot environment in which fail2ban runs

Answer: C

NEW QUESTION 7
The program vsftpd, running in a chroot jail, gives the following error:
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/bin/vsftpd: error while loading shared librarie
cannot open shared object file: No such file or directory.
Which of the following actions would fix the error?

A. The file /etc/ld.so.conf in the root filesystem must contain the path to the appropriate lib directory in the chroot jail
B. Create a symbolic link that points to the required library outside the chroot jail

C. Copy the required library to the appropriate lib directory in the chroot jail

D. Run the program using the command chroot and the option--static_libs

Answer: C

NEW QUESTION 8
In which CIFS share must printer drivers be placed to allow Point'n’Print driver deployment on Windows?

A. winx64drv$

B. print$

C. The name of the share is specified in the option print driver share within each printable share in smb.conf
D. pnpdrivers$

E. NETLOGON

Answer: B

NEW QUESTION 9
What option for BIND is required in the global options to disable recursive queries on the DNS server by default?

. allow-recursive-query ( none; );
. allow-recursive-query off;

. recursion { disabled; };

. recursion { none; };

. recursion no;
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Answer: E

NEW QUESTION 10
Which of the following DNS records could be a glue record?

A. nsl.labA198.51.100.53

B. 1abNS198.51.100.53

C. nsl.labNS198.51.100.53
D. ns1.A198.51.100.53

E. nsl.labGLUE198.51.100.53

Answer: A

NEW QUESTION 10
What word is missing from the following excerpt of a named.conf file?
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A. networks
B. net

C. list

D. acl

E. group

Answer: D

NEW QUESTION 13
In a BIND zone file, what does the @ character indicate?
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A. It's the fully qualified host name of the DNS server

B. It's an alias for the e-mail address of the zone master

C. It's the name of the zone as defined in the zone statement in named.conf
D. It's used to create an alias between two CNAME entries

Answer: C

NEW QUESTION 15
Which statements about the Alias and Redirect directives in Apache HTTPD’s configuration file are true? (Choose two.)

A. Alias can only reference files under DocumentRoot
B. Redirect works with regular expressions

C. Redirect is handled on the client side

D. Alias is handled on the server side

E. Alias is not a valid configuration directive

Answer: CD

NEW QUESTION 17
Which http_access directive for Squid allows users in the ACL named sales_net to only access the Internet at times specified in the time_acl named sales_time?

A. http_access deny sales_time sales_net

B. http_access allow sales_net sales_time

C. http_access allow sales_net and sales-time
D. allow http_access sales_net sales_time

E. http_access sales_net sales_time

Answer: B

NEW QUESTION 19
Which global option in squid.conf sets the port number or numbers that Squid will use to listen for client requests?

A. port

B. client_port
C. http_port
D. server_port
E. squid_port

Answer: C

NEW QUESTION 24
When using mod_authz_core, which of the following strings can be used as an argument to Require in an Apache HTTPD configuration file to specify the
authentication provider? (Choose three.)

A. method
B. all

C. regex
D. header
E. expr

Answer: ABE

NEW QUESTION 29
In response to a certificate signing request, a certification authority sent a web server certificate along with the certificate of an intermediate certification authority
that signed the web server certificate. What should be done with the intermediate certificate in order to use the web server certificate with Apache HTTPD?

A. The intermediate certificate should be merged with the web server’s certificate into one file that is specified in SSLCertificateFile

B. The intermediate certificate should be used to verify the certificate before its deployment on the web server and can be deleted

C. The intermediate certificate should be stored in its own file which is referenced in SSLCaCertificateFile

D. The intermediate certificate should be improved into the certificate store of the web browser used to test the correct operation of the web server
E. The intermediate certificate should be archived and resent to the certification authority in order to request a renewal of the certificate

Answer: A

NEW QUESTION 31

CORRECT TEXT

Which directive in a Nginx server configuration block defines the TCP ports on which the virtual host will be available, and which protocols it will use? (Specify

ONLY the option name without any values.)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
listen

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\07 Exam Recommend!! Get the Full 202-450 dumps in VCE and PDF From SurePassExam
L' Sure PHSS https://lwww.surepassexam.com/202-450-exam-dumps.html (119 New Questions)

NEW QUESTION 35
How is the LDAP administrator account configured when the rootdn and rootpw directives are not present in the slapd.conf file?

A. The default account admin with the password admin are used
B. The account is defined by an ACL in slapd.conf

C. The default account admin is used without a password

D. The account is defined in the file /etc/ldap.secret

E. The account is defined in the file /etc/ldap.root.conf

Answer: B

NEW QUESTION 40
Which of the following PAM modules allows the system administrator to use an arbitrary file containing a list of user and group names with restrictions on the
system resources available to them?

A. pam_filter
B. pam_limits
C. pam_listfile
D. pam_unix

Answer: B

NEW QUESTION 44
When are Sieve filters usually applied to an email?

A. When the email is delivered to a mailbox

B. When the email is relayed by an SMTP server

C. When the email is received by an SMTP smarthost
D. When the email is sent to the first server by an MUA
E. When the email is retrieved by an MUA

Answer: A

NEW QUESTION 47
After the installation of Dovecot, it is observed that the dovecot processes are shown in ps ax like this:

312487 S 0:00 dovecot/imap

31253 7 S 0:00 dovecot/imap-login

In order to associate the processes with users and peers, the username, IP address of the peer and the connection status, which of the following options must be
set?

A. --with-linux-extprocnames for ./configure when building Dovecot
B. sys.ps.allow_descriptions = 1 in sysctl.conf or /proc

C. proc.all.show_status = 1 in sysctl.conf or /proc

D. verbose_proctitle = yes in the Dovecot configuration

E. process_format = “%u %l %s” in the Dovecot configuration

Answer: D

NEW QUESTION 49
The Samba configuration file contains the following lines:

host allow = 192.168.1.100 192.168.2.0/255.255.255.0 1local host

nost deny = 192.168.2.31

interfaces = 192.168.1.0/255.255.255.0192.168.2.0/255.255.255.0

A workstation is on the wired network with an IP address of 192.168.1.177 but is unable to access the Samba server. A wireless laptop with an IP address
192.168.2.93 can access the Samba server. Additional trouble shooting shows that almost every machine on the wired network is unable to access the Samba
server.

Which alternate host allow declaration will permit wired workstations to connect to the Samba server without denying access to anyone else?

A. host allow = 192.168.1.1-255

B. host allow = 192.168.1.100192.168.2.200localhost

C. host deny = 192.168.1.100/255.255.255.0192.168.2.31localhost

D. host deny = 192.168.2.200/255.255.255.0192.168.2.31localhost

E. host allow = 192.168.1.0/255.255.255.0192.168.2.0/255.255.255.0 localhost

Answer: DE

NEW QUESTION 50
Given the following Squid configuration excerpt: cache_dir ufs /var/spool/squid3/ 1024 16 256
Which of the following directories will exist directly within the directory /var/spool/squid3/? (Choose two.)
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Answer: AC

NEW QUESTION 54

There is a restricted area in a site hosted by Apache HTTPD, which requires users to authenticate against the file /srv/www/security/sitepasswd.
Which command is used to CHANGE the password of existing users, without losing data, when Basic authentication is being used?

A. htpasswd —c /srv/iwww/security/sitepasswd user
B. htpasswd /srv/iwwwi/security/sitepasswd user

C. htpasswd —n /srviwwwi/security/sitepasswd user
D. htpasswd —D /srv/iwww/security/sitepasswd user

Answer: A

NEW QUESTION 55

Using its standard configuration, how does fail2ban block offending SSH clients?
A. By rejecting connections due to its role as a proxy in front of SSHD.

B. By modifying and adjusting the SSHD configuration.

C. By creating and maintaining netfilter rules.

D. By creating null routes that drop any answer packets sent to the client.

E. By modifying and adjusting the TCP Wrapper configuration for SSH

Answer: B

NEW QUESTION 59

Which of the following commands can be used to connect and interact with remote TCP network services? (Choose two.)

. nettalk
nc

. telnet
cat

. hetmap

moow>

Answer: BC

NEW QUESTION 63
Which command is used to administer IPv6 netfilter rules?

A. iptables
B. iptablesv6
C. iptables6
D. ip6tables
E. ipv6tables

Answer: D

NEW QUESTION 64
Which netfilter table contains built-in chains called INPUT, OUTPUT and FORWARD?

A. ipconn
B. filter
C. nat

D. default
E. masq

Answer: B

NEW QUESTION 65
Which of these tools provides DNS information in the following format?

Wwww.example.com has address 172.25.25.55

www.example.com has address 172.25.25.63

A. dig
B. nslookup
C. host
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D. named-checkconf
E. named-checkzone

Answer: B

NEW QUESTION 67
A zone file contains the following lines:

SORIGIN example.com

host2.example.org. IN A2 15958.51.100.102

and is included in the BIND configuration using this configuration stanza:
zone "example.com" {

type master;

file "db.example.com";

bi
Which problem is contained in this configuration?

A. The zone statement is the BIND configuration must contain the cross-zone-data yes; statement.

B. The zone cannon contain records for a name which is outside the zone’s hierarchy.

C. The $ORIGIN declaration cannot be used in zone files that are included for a specific zone name in the BIND configuration.
D. An A record cannot contain an IPv4 address because its value is supposed to be a reverse DNS name.

E. Names of records in a zone file cannot be fully qualified domain name

Answer: C

NEW QUESTION 69
A BIND server should be upgraded to use TSIG. Which configuration parameters should be added if the server should use the algorithm hmac-md5 and the key
skrKc4DoTzi/taklIPi7JZA=="
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A
TSIG server.example.com. {
algorithm hmac-md5;
secret "skrRcé4DoTzi/takIlPi7J2A==";
i

B
key.server.example .com. {
algorithm hmac-md5;
secret skrKc4DoTzi/takIlPi7JZA==;
bi

C
key.server.example.com. {
algorithm hmac-md5;
secret "skrKc4DoTzi/takIlPi7JZA==";
bi

D
key.server .example.com. {
algorithm=hmac-md5;
secret="skrKc4DoTzi/takIlPi7JZ2A==";
|

E
key.server .example.com.
algorithm hmac-mdS
secret "skrKc4DoTzi/takIlPi7JZ2A==";

A. Option A

B. Option B

C. Option C

D. Option D

E. Option E

Answer: C

NEW QUESTION 73
Which option in named.conf specifies which host are permitted to ask for domain name information from the server?

A. allowed-hosts
B. accept-query
C. permit-query
D. allow-query
E. query-group
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Answer: D

NEW QUESTION 76

CORRECT TEXT

Which doveadm sub-command displays a list of connections of Dovecot in the following format? (Specify ONLY the command without any parameters.)
username # proto (pids) (1ps)

usera 1 imap (31519) (158.51.100.14)

userb 1 imap (31e0B8) (203.0.113.129)

A. Mastered

B. Not Mastered
Answer: A

Explanation:
who

NEW QUESTION 81
What is the name of the Dovecot configuration variable that specifies the location of user mail?

mbox

. mail_location
. user_dir

. maildir

. user_mail_dir

moo®mp>

Answer: B

NEW QUESTION 85
In the main Postfix configuration file, how are service definitions continued on the next line?

A. Itisn’t possibl

B. The service definition must fit on one line.

C. The initial line must end with a backslash character (\).

D. The following line must begin with a plus character (+).

E. The following line must begin with white space indentation.

F. The service definition continues on the following lines until all of the required fields are specifie

Answer: D

NEW QUESTION 89
Which of these sets of entries does the following command return?

ldapsearch -x " (| (cn=marie) (! (telephoneNumber=9%)))"

A. Entries that don’t have a cn of marie or don’t have a telephoneNumber that begins with 9.
B. Entries that have a cn of marie or don’t have a telephoneNumber beginning with 9.

C. Entries that have a cn of marie and a telephoneNumber that ending with 9.

D. Entries that don’'t have a cn of marie and don't have a telephoneNumber beginning with 9.
E. Entries that have a cn of marie or have a telephoneNumber beginning with 9.

Answer: C
NEW QUESTION 91
CORRECT TEXT

Which attitude of an object in LDAP defines which other attributes can be set for the object? (Specify ONLY the attribute name without any values.)

A. Mastered
B. Not Mastered

Answer: A
Explanation:

class

NEW QUESTION 94

Which option within the ISC DHCPD configuration file defines the IPv4 DNS server address(es) to be sent to the DHCP clients?

A. domain-name-servers
B. domain-server
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C. name-server
D. servers

Answer: A

NEW QUESTION 96

Which of the following PAM modules sets and unsets environment variables?

A. pam_set

B. pam_shell
C. pam-vars
D. pam-env

E. pam_export

Answer: D

NEW QUESTION 101

Which of the following lines is valid in a configuration file in /etc/pam.d/?

A. authrequired pam_unix.sotry_first_pass nullok
B. authtry_first_pass nullok, require pam_unix.so
C. authrequired:pam_unix.so(try_first_pass nullok)
D. authpam_unix.so(required try_first_pass nullok)

Answer: A

NEW QUESTION 104

Which of the following values can be used in the OpenLDAP attribute olcBackend for any object of the class olcBackendConfig to specify a backend? (Choose

three.)

A. xml
B. bdb
C. passwd
D. Idap
E. text

Answer: BDE

NEW QUESTION 106
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