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NEW QUESTION 1
Which of the following nmap parameters scans a target for open TCP ports? (Choose two.)
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Answer: CE

NEW QUESTION 2
Which Linux user is used by vsftpd to perform file system operations for anonymous FTP users?

A. The Linux user which runs the vsftpd process

B. The Linux user that owns the root FTP directory served by vsftpd

C. The Linux user with the same user name that was used to anonymously log into the FTP server

D. The Linux user root, but vsftpd grants access to anonymous users only to globally read-/writeable files
E. The Linux user specified in the configuration option ftp_username

Answer: E

NEW QUESTION 3
Which of the following sshd configuration should be set to no in order to fully disable password
based logins? (Choose two.)

A. PAMAuthentication

B. ChallengegeResponseAuthentication
C. PermitPlaintextLogin

D. UsePasswords

E. PasswordAuthentication

Answer: BE

NEW QUESTION 4

The content of which local file has to be transmitted to a remote SSH server in order to be able to log into the remote server using SSH keys?

. ~/.ssh/authorized_keys
. ~I.ssh/config

. ~/.ssh/id_rsa.pub

. ~/.sshfid_rsa

E. ~./ssh/known_hosts

o0 w>

Answer: A

NEW QUESTION 5

What is the name of the network security scanner project which, at the core, is a server with a set of network vulnerability tests?

A. NetMap

B. OpenVAS
C. Smartscan
D. Wireshark

Answer: B

NEW QUESTION 6
The program vsftpd, running in a chroot jail, gives the following error:

/bin/vsftpd: error while loading shared librari
Loy .

cannot open shared object Ifile: No such file ©

Which of the following actions would fix the error?

A. The file /etc/ld.so.conf in the root filesystem must contain the path to the appropriate lib directory in the chroot jail
B. Create a symbolic link that points to the required library outside the chroot jail

C. Copy the required library to the appropriate lib directory in the chroot jail

D. Run the program using the command chroot and the option--static_libs

Answer: C

NEW QUESTION 7
How must Samba be configured such that it can check CIFS passwords against those found in
/etc/passwd and /etc/shadow?
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A. Set the parameters “encrypt passwords = yes” and “password file = /etc/passwd”

B. Set the parameters “encrypt passwords = yes”, “password file = /etc/passwd” and “password algorithm = crypt”
C. Delete the smbpasswd file and create a symbolic link to the passwd and shadow file

D. It is not possible for Samba to use /etc/passwd and /etc/shadow directly

E. Run smbpasswd to convert /etc/passwd and /etc/shadow to a Samba password file

Answer: D

NEW QUESTION 8
Which of these tools, without any options, provides the most information when performing DNS queries?

A. dig

B. nslookup

C. host

D. named-checkconf
E. named-checkzone

Answer: A

NEW QUESTION 9
What option for BIND is required in the global options to disable recursive queries on the DNS server by default?

. allow-recursive-query ( none; );
. allow-recursive-query off;

. recursion { disabled,; };

. recursion { none; };

. recursion no;

mooOw>

Answer: E

NEW QUESTION 10
Which of the following DNS records could be a glue record?

A. nsl.labA198.51.100.53

B. 1abNS198.51.100.53

C. ns1.labNS198.51.100.53
D. ns1.A198.51.100.53

E. ns1.labGLUE198.51.100.53

Answer: A

NEW QUESTION 10
Which Apache HTTPD directive enables HTTPS protocol support?

A. HTTPSEnNgine on
B. SSLEngine on

C. SSLEnable on

D. HTTPSEnable on
E. StartTLS on

Answer: B

NEW QUESTION 13
When using mod_authz_core, which of the following strings can be used as an argument to Require in an Apache HTTPD configuration file to specify the
authentication provider? (Choose three.)

A. method
B. all

C. regex
D. header
E. expr

Answer: ABE

NEW QUESTION 18
In response to a certificate signing request, a certification authority sent a web server certificate along with the certificate of an intermediate certification authority
that signed the web server certificate. What should be done with the intermediate certificate in order to use the web server certificate with Apache HTTPD?

A. The intermediate certificate should be merged with the web server’s certificate into one file that is specified in SSLCertificateFile

B. The intermediate certificate should be used to verify the certificate before its deployment on the web server and can be deleted

C. The intermediate certificate should be stored in its own file which is referenced in SSLCaCertificateFile

D. The intermediate certificate should be improved into the certificate store of the web browser used to test the correct operation of the web server
E. The intermediate certificate should be archived and resent to the certification authority in order to request a renewal of the certificate

Answer: A
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NEW QUESTION 21
CORRECT TEXT

Which directive in a Nginx server configuration block defines the TCP ports on which the virtual host will be available, and which protocols it will use? (Specify
ONLY the option name without any values.)

A. Mastered
B. Not Mastered

Answer: A
Explanation:

listen

NEW QUESTION 25
When trying to reverse proxy a web server through Nginx, what keyword is missing from the following configuration sample?

location / {

http://proxiedserver-8080;

A. remote_proxy
B. reverse_proxy
C. proxy_reverse
D. proxy_pass
E. forward_to

Answer: D

NEW QUESTION 28
If there is no access directive, what is the default setting for OpenLDAP?

A
access to *
by * read
B
access to *
by anonymous none
by * read
C
access to *
by anonymous auth
by * read
D
access to *
by anonymous  write
by * read
A. Option A
B. Option B
C. Option C
D. Option D
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Answer: B

NEW QUESTION 31
How is the LDAP administrator account configured when the rootdn and rootpw directives are not present in the slapd.conf file?

A. The default account admin with the password admin are used
B. The account is defined by an ACL in slapd.conf

C. The default account admin is used without a password

D. The account is defined in the file /etc/ldap.secret

E. The account is defined in the file /etc/ldap.root.conf

Answer: B

NEW QUESTION 35
In a PAM configuration file, which of the following is true about the required control flag?

A. If the module returns success, ho more modules of the same type will be invoked
B. The success of the module is needed for the module-type facility to succee

C. If it returns a failure, control is returned to the calling application

D. The success of the module is needed for the module-type facility to succee

E. However, all remaining modules of the same type will be invoked

F. The module is not critical and whether it returns success or failure is not important
G. If the module returns failure, no more modules of the same type will be invoked

Answer: C

NEW QUESTION 39

CORRECT TEXT

What is the name of the root element of the LDAP tree holding the configuration of an OpenLDAP server that is using directory based configuration? (Specify
ONLY the element’s name without any additional information.)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
slapd

NEW QUESTION 40
CORRECT TEXT
In order to specify alterations to an LDAP entry, what keyword is missing from the following LDIF file excerpt?

dn: cn=8ome Person, dc=example, dc=com

changetype:

Specify the keyword only and no other information.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
add

NEW QUESTION 44
A company is transitioning to a new DNS domain hame and wants to accept e-mail for both domains for all of its users on a Postfix server.
Which configuration option should be updated to accomplish this?

. mydomain

. mylocations

. mydestination
. myhosts

. mydomains

mooOo®pP

Answer: C

NEW QUESTION 46
CORRECT TEXT
What is the path to the global Postfix configuration file? (Specify the full name of the file, including path.)

A. Mastered
B. Not Mastered
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Answer: A

Explanation:
letc/postfix/main.cf

NEW QUESTION 48
After the installation of Dovecot, it is observed that the dovecot processes are shown in ps ax like this:

31248 7 S 0:00 dovecot/imap

31253 ? S 0:00 dovecot/imap-login

In order to associate the processes with users and peers, the username, IP address of the peer and the connection status, which of the following options must be
set?

. --with-linux-extprocnames for ./configure when building Dovecot
. sys.ps.allow_descriptions = 1 in sysctl.conf or /proc

. proc.all.show_status = 1 in sysctl.conf or /proc

. verbose_proctitle = yes in the Dovecot configuration

. process_format = “%u %l %s” in the Dovecot configuration

mooOw2>

Answer: D

NEW QUESTION 51
Which Postfix command can be used to rebuild all of the alias database files with a single invocation and without the need for any command line arguments?

A. makealiases
B. newaliases
C. postalias

D. postmapbuild

Answer: B

NEW QUESTION 56
Which of the following authentication mechanisms are supported by Dovecot? (Choose three.)

A. ldap
B. digest-md5
C. cram-md5
D. plain
E. krb5

Answer: BCD

NEW QUESTION 58
In order to join a file server to the Active Directory domain intra.example.com, the following smb.conf has been created:

[global]
workgroup = intra.example.com
netbios name = Fileserver
server role = member server

idmap config * : backend = tdb
idmap config * : range = 10000-195589

winbind enum users = yes

winbind enum group = yes
The command net ads join raises an error and the server is not joined to the domain. What should be done to successfully join the domain?

A. Change server role to ad member server to join an Active Directory domain instead of an NT4 domain.

B. Add realm = intra.example.com to the smb.conf and change workgroup to the domain’s netbios workgroup name.

C. Manually create a machine account in the Active Directory domain and specify the machine account’'s name with —U when starting net ads join.

D. Remove the winbind enum users and winbind enum groups since winbind is incompatible with Active Directory domains.

E. Remove all idmap configuration stanzas since the id mapping is defined globally in an Active Directory domain and cannot be changed on a member server.

Answer: E

NEW QUESTION 62
What does the samba-tool testparm command confirm regarding the Samba configuration?
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A. The configuration loads successfully.

B. The service operates as expected.

C. The Samba services are started automatically when the system boots.

D. The netffilter configuration on the Samba server does not block any access to the services defined in the configuration.
E. All running Samba processes use the most recent configuration versio

Answer: A

NEW QUESTION 65
The Samba configuration file contains the following lines:

host allow = 192.168.1.100 192.168.2.0/255.255.235.0 1local host

host deny = 192.168.2.31

interfaces = 192.168.1.0/255.255.255.0192.168.2.0/255.255.255.0

A workstation is on the wired network with an IP address of 192.168.1.177 but is unable to access the Samba server. A wireless laptop with an IP address
192.168.2.93 can access the Samba server. Additional trouble shooting shows that almost every machine on the wired network is unable to access the Samba
server.

Which alternate host allow declaration will permit wired workstations to connect to the Samba server without denying access to anyone else?

A. host allow =192.168.1.1-255

B. host allow = 192.168.1.100192.168.2.200localhost

C. host deny = 192.168.1.100/255.255.255.0192.168.2.31localhost

D. host deny = 192.168.2.200/255.255.255.0192.168.2.31localhost

E. host allow = 192.168.1.0/255.255.255.0192.168.2.0/255.255.255.0 localhost

Answer: DE

NEW QUESTION 66

CORRECT TEXT

What command displays NFC kernel statistics? (Specify ONLY the command without any path or parameters.)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
nfsstat

NEW QUESTION 70
The following Apache HTTPD configuration has been set up to create a virtual host available at www.example.com and www?2.example.com:

<VirtualHost *:80>

ServerName www.example.com
ServerName www2 example.com
ServerAdmin webmaster@example com
DocumentR oot /var'www
<Directory /srv/www/>

Require all granted
</Directory>

< /Virtual Host>

Even though Apache HTTPD correctly processed the configuration file, requests to both names are not handled correctly. What should be changed in order to
ensure correct operations?

A. The configuration must be split into two VirtualHost sections since each virtual host may only haveone name.
B. The port mentioned in opening VirtualHost tag has to be appended to the ServerName declaration’s values.
C. Both virtual host names have to be placed as comma separated values in one ServerName declaration.

D. Both virtual host names have to be mentioned in the opening VirtualHost tag.

E. Only one Server name declaration may exist, but additional names can be declared in ServerAlias options.

Answer: C

NEW QUESTION 74
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Which Apache HTTPD configuration directive is used to specify the method of authentication, e.g. None or Basic?

A. AuthUser
B. AllowedAuthUser
C. AuthType
D. AllowAuth

Answer: C

NEW QUESTION 76
Which of the following are logging directives in Apache HTTPD? (Choose two.)

A. TransferLog
B. CustomLog
C. ErrorLog

D. ServerLog
E. VHostLog

Answer: AB

NEW QUESTION 80
Which option within a Nginx server configuration section defines the file system path from which the content of the server is retrieved?

A. location

B. htdocs

C. DocumentRoot
D. root

E. base_dir

Answer: D

NEW QUESTION 85
With Nginx, which of the following directives is used to proxy requests to a FastCGl application?

A. fastcgi_pass

B. fastcgi_proxy

C. proxy_fastcgi

D. proxy_fastcgi_pass
E. fastcgi_forward

Answer: A

NEW QUESTION 90
For what purpose is TCP/IP stack fingerprinting used by nmap?

A. Itis used to determine the remote operating system.

B. It is used to filter out responses from specific servers.

C. Itis used to identify duplicate responses from the same remote server.
D. It is used to masquerade the responses of remote servers.

E. Itis used to uniquely identify servers on the network for forensic

Answer: A

NEW QUESTION 91
Which FTP names are recognized as anonymous users in vsftp when the option anonymous_enable is set to yes in the configuration files? (Choose two.)

A. anonymous

B. ftp

C. In the described configuration, any username which neither belongs to an existing user nor has another special meaning is treated as anonymous user.
D. nobody

E. guest

Answer: AB

NEW QUESTION 95
Which of the following commands can be used to connect and interact with remote TCP network services? (Choose two.)

. nettalk
nc

. telnet
cat

. hetmap

moow>»

Answer: BC

NEW QUESTION 99
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Which command is used to administer IPv6 netfilter rules?

A. iptables
B. iptablesv6
C. iptables6
D. ip6tables
E. ipv6tables

Answer: D

NEW QUESTION 100

Which netfilter table contains built-in chains called INPUT, OUTPUT and FORWARD?
A. ipconn

B. filter

C. nat

D. default

E. masq

Answer: B

NEW QUESTION 102
Which of these tools provides DNS information in the following format?

www.example.com has address 172.25.25.55
www.example.com has address 172.25.25.63

Wwww.example.com has TIPv6e address fdb4:8fbc:36€el::101f

A. dig

B. nslookup

C. host

D. named-checkconf

E. named-checkzone

Answer: B

NEW QUESTION 103

CORRECT TEXT
According to the configuration below, what is the full e-mail address of the administrator for this domain?

SORIGIN example.com

2 IN SOCA mars.example.com pluto.example.com |

2C16073142
1C800
3e00

eC4B00
8e400 )

A. Mastered
B. Not Mastered

Answer: A

Explanation:
admin@mars.example.com

NEW QUESTION 104
What is the purpose of DANE?

A. Verify the integrity of name information retrieved via DNS.

B. Allow secure dynamic DNS updates.

C. Invalidate name information stored on caching name servers to speed up DNS updates.
D. Discover which servers within a DNS domain offer a specific service.

E. Provide a way to verify the association of X 509 certificates to DNS host name
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Answer: E

NEW QUESTION 108

CORRECT TEXT

Which doveadm sub-command displays a list of connections of Dovecot in the following format? (Specify ONLY the command without any parameters.)
username # proto (pids) (1ps)

usera 1 imap (31519) (158.51.100.14)

userb 1 imap (31e0B8) (203.0.113.129)

A. Mastered

B. Not Mastered
Answer: A

Explanation:
who

NEW QUESTION 112
Which of the following statements allow the logical combinations of conditions in Sieve filters? (Choose two.)

A. allof

B. anyof
C. noneof
D. and

E. or

Answer: AE

NEW QUESTION 114

CORRECT TEXT

Which option in the Postfix configuration makes Postfix pass email to external destinations to another SMTP-server? (Specify ONLY the option name without any
values.)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
relay server

NEW QUESTION 116
What is the name of the Dovecot configuration variable that specifies the location of user mail?

mbox

. mail_location
. user_dir

. maildir

. user_mail_dir

moowp»

Answer: B

NEW QUESTION 120
Which of the following values can be used in the OpenLDAP attribute olcBackend for any object of the class olcBackendConfig to specify a backend? (Choose
three.)

A. xml
B. bdb
C. passwd
D. Idap
E. text

Answer: BDE

NEW QUESTION 125
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