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NEW QUESTION 1
When tokenizing credit card data, what security practice should be employed with the original data before it is stored in a data lake?

A. Encoding

B. Backup

C. Encryption
D. Classification

Answer: C

NEW QUESTION 2
When evaluating cloud-based services for backup, which of the following is MOST important to consider from a privacy regulation standpoint?

A. Data classification labeling

B. Data residing in another country
C. Volume of data stored

D. Privacy training for backup users

Answer: A

NEW QUESTION 3
Which of the following system architectures BEST supports anonymity for data transmission?

A. Client-server
B. Plug-in-based
C. Front-end

D. Peer-to-peer

Answer: A

NEW QUESTION 4
Which of the following poses the GREATEST privacy risk for client-side application processing?

A. Failure of a firewall protecting the company network

B. An employee loading personal information on a company laptop

C. A remote employee placing communication software on a company server
D. A distributed denial of service attack (DDoS) on the company network

Answer: C

NEW QUESTION 5
Which of the following is the BEST indication of an effective records management program for personal data?

A. Archived data is used for future analytics.

B. The legal department has approved the retention policy.
C. All sensitive data has been tagged.

D. A retention schedule is in place.

Answer: D

NEW QUESTION 6
Which of the following vulnerabilities is MOST effectively mitigated by enforcing multi-factor authentication to obtain access to personal information?

A. End users using weak passwords

B. Organizations using weak encryption to transmit data
C. Vulnerabilities existing in authentication pages

D. End users forgetting their passwords

Answer: A

NEW QUESTION 7

An organization has a policy requiring the encryption of personal data if transmitted through email. Which of the following is the BEST control to ensure the
effectiveness of this policy?

A. Provide periodic user awareness training on data encryption.

B. Implement a data loss prevention (DLP) tool.

C. Conduct regular control self-assessments (CSAS).

D. Enforce annual attestation to policy compliance.

Answer: B

NEW QUESTION 8
As part of a major data discovery initiative to identify personal data across the organization, the project team has identified the proliferation of personal data held as
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unstructured data as a major risk. What should be done FIRST to address this situation?

A. Identify sensitive unstructured data at the point of creation.
B. Classify sensitive unstructured data.

C. Identify who has access to sensitive unstructured data.

D. Assign an owner to sensitive unstructured data.

Answer: A

NEW QUESTION 9
Which key stakeholder within an organization should be responsible for approving the outcomes of a privacy impact assessment (PIA)?

A. Data custodian

B. Privacy data analyst
C. Data processor

D. Data owner

Answer: D

NEW QUESTION 10
What is the BEST way for an organization to maintain the effectiveness of its privacy breach incident response plan?

A. Require security management to validate data privacy security practices.

B. Involve the privacy office in an organizational review of the incident response plan.
C. Hire a third party to perform a review of data privacy processes.

D. Conduct annual data privacy tabletop exercises.

Answer: A

Explanation:
Because many privacy incidents are also security incidents, the development of a privacy incident response plan should be performed in close cooperation with the
security manager to avoid duplication of effort and to utilize existing response plan resources and practices.

NEW QUESTION 10
What should be the PRIMARY consideration of a multinational organization deploying a user and entity behavior analytics (UEBA) tool to centralize the monitoring
of anomalous employee behavior?

A. Cross-border data transfer

B. Support staff availability and skill set
C. User natification

D. Global public interest

Answer: B

NEW QUESTION 12

Which of the following is the BEST way for an organization to limit potential data exposure when implementing a new application?
A. Implement a data loss prevention (DLP) system.

B. Use only the data required by the application.

C. Encrypt all data used by the application.

D. Capture the application’s authentication logs.

Answer: A

NEW QUESTION 15

An email opt-in form on a website applies to which privacy principle?

A. Accuracy

B. Consent

C. Transparency

D. Integrity

Answer: B

NEW QUESTION 18

Which of the following BEST represents privacy threat modeling methodology?

A. Mitigating inherent risks and threats associated with privacy control weaknesses
B. Systematically eliciting and mitigating privacy threats in a software architecture
C. Reliably estimating a threat actor’s ability to exploit privacy vulnerabilities

D. Replicating privacy scenarios that reflect representative software usage

Answer: A

NEW QUESTION 20

Your Partner of IT Exam visit - https://www.exambible.com



We recommend you to try the PREMIUM CDPSE Dumps From Exambible
exam blb|@ https://www.exambible.com/CDPSE-exam/ (120 Q&AS)

Which of the following is a PRIMARY consideration to protect against privacy violations when utilizing artificial intelligence (Al) driven business decisions?

A. De-identifying the data to be analyzed

B. Verifying the data subjects have consented to the processing
C. Defining the intended objectives

D. Ensuring proper data sets are used to train the models

Answer: B

NEW QUESTION 24
Which of the following should be of GREATEST concern when an organization wants to store personal data in the cloud?

A. The organization’s potential legal liabilities related to the data
B. The data recovery capabilities of the storage provider

C. The data security policies and practices of the storage provider
D. Any vulnerabilities identified in the cloud system

Answer: C

NEW QUESTION 29
Which of the following is MOST important when designing application programming interfaces (APIs) that enable mobile device applications to access personal
data?

A. The user’s ability to select, filter, and transform data before it is shared
B. Umbrella consent for multiple applications by the same developer

C. User consent to share personal data

D. Unlimited retention of personal data by third parties

Answer: C

NEW QUESTION 34
It is MOST important to consider privacy by design principles during which phase of the software development life cycle (SDLC)?

A. Application design

B. Requirements definition
C. Implementation

D. Testing

Answer: D

NEW QUESTION 38
Which of the following is the BEST way to distinguish between a privacy risk and compliance risk?

A. Perform a privacy risk audit.

B. Conduct a privacy risk assessment.

C. Validate a privacy risk attestation.

D. Conduct a privacy risk remediation exercise.

Answer: A

NEW QUESTION 43
An online business posts its customer data protection notice that includes a statement indicating information is collected on how products are used, the content
viewed, and the time and duration of online activities. Which data protection principle is applied?

A. Data integrity and confidentiality
B. System use requirements

C. Data use limitation

D. Lawfulness and fairness

Answer: A

NEW QUESTION 47

Which of the following describes a user’s “right to be forgotten”?

A. The data is being used to comply with legal obligations or the public interest.
B. The data is no longer required for the purpose originally collected.

C. The individual objects despite legitimate grounds for processing.

D. The individual’s legal residence status has recently changed.

Answer: A

NEW QUESTION 51

An organization is creating a personal data processing register to document actions taken with personal data. Which of the following categories should document
controls relating to periods of retention for personal data?
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A. Data archiving
B. Data storage

C. Data acquisition
D. Data input

Answer: A

Explanation:

However, the risks associated with long-term retention have compelled organizations to consider alternatives; one is data archival, the process of preparing data
for long-term storage. When organizations are bound by specific laws to retain data for many years, archival provides a viable opportunity to remove data from
online transaction systems to other systems or media.

NEW QUESTION 54
Which of the following should be the FIRST consideration when selecting a data sanitization method?

A. Risk tolerance

B. Implementation cost
C. Industry standards
D. Storage type

Answer: D

NEW QUESTION 56
Which of the following is the PRIMARY obijective of privacy incident response?

A. To ensure data subjects impacted by privacy incidents are notified.
B. To reduce privacy risk to the lowest possible level

C. To mitigate the impact of privacy incidents

D. To optimize the costs associated with privacy incidents

Answer: C

NEW QUESTION 60

Which of the following helps to ensure the identities of individuals in two-way communication are verified?
A. Virtual private network (VPN)

B. Transport Layer Security (TLS)

C. Mutual certificate authentication

D. Secure Shell (SSH)

Answer: C

NEW QUESTION 63
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