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NEW QUESTION 1

- (Exam Topic 4)

You have an Azure subscription named Subscription1.

You deploy a Linux virtual machine named VM1 to Subscriptionl. You need to monitor the metrics and the logs of VM1.
D18912E1457D5D1DDCBD40AB3BF70D5D

What should you use?

A. the AzurePerformanceDiagnostics extension
B. Azure HDInsight

C. Linux Diagnostic Extension (LAD) 3.0

D. Azure Analysis Services

Answer: A

NEW QUESTION 2

- (Exam Topic 4)

Lab Task

Task 5

A user named Debbie has the Azure app installed on her mobile device.

You need to ensure that debbie@contoso.com is alerted when a resource lock is deleted.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Create an Azure Resource Manager service principal. You can use the Azure portal, Azure PowerShell, or the Azure CLI to do this. You need to specify a name
and a role for the service principal, such as Contributor.

Grant permission to the service principal to access the secrets in the key vault. You can use the Azure portal, Azure PowerShell, or the Azure CLI to do this. You
need to assign the Key Vault Secrets User role to the service principal at the scope of the key vault or individual secrets.

Enable template deployment for the key vault. You can use the Azure portal, Azure PowerShell, or the Azure CLI to do this. You need to set the
enabledForTemplateDeployment property of the key vault to true.

Reference the secrets in the template by using their resource ID. You can use the listSecrets function to get the resource ID of a secret in the key vault. You need
to specify the name of the key vault and the name of the secret as parameters.

Deploy the template by using Azure PowerShell, Azure CLI, or REST API. You can use the

New-AzResourceGroupDeployment cmdlet, the az deployment group create command, or the Deployments - Create Or Update REST API to do this. You need to
provide the template file or URI and any required parameters. You also need to provide the credentials of the service principal.

NEW QUESTION 3

- (Exam Topic 4)

You have an Azure Container Registry named Registry1.

You add role assignment for Registryl as shown in the following table.

User Role
User1 AcrPush

User2 | AcrPull

Userd | AcrimageSigner
Userd | Contributor

Which users can upload images to Registryl and download images from Registryl? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Upload images v

User1 only

User1 and User4 only

User1, User3, and User4

User1, User2, User3, and User4

Download images v
User2 only

User1 and User2 only

User2 ad User4 only

User1, User2, and User4

User1, User2, User3, and User4

A. Mastered
B. Not Mastered

Answer: A
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Explanation:

Box 1: Userl and User4 only

Owner, Contributor and AcrPush can push images. Box 2: Userl, User2, and User4
All, except AcrimagineSigner, can download/pull images.

Access Resource Create/delete Push ’ Pull Delete image Change
Reole/Permission Manager registry image image data policies
Dwner X X X X X !
Contribute A X X b X X
Reader X X
AcrPush X X
AcrFull X
AcrDelete u X

Acrimagesigner

References:
https://docs.microsoft.com/bs-latn-ba/azure/container-registry/container-registry-roles

NEW QUESTION 4
- (Exam Topic 4)

aign

images

You have an Azure subscription that contains a user named Userl. You need to ensure that Userl can create managed identities. The solution must use the

principle of least privilege.
What should you do?

A. Create a resource group and assign Userl to the Managed Identity Contributor role.

B. Create a management group and assign Userl the Managed Identity Operator role.

C. Create an organizational unit (OU) and assign Userl the User administrator Azure AD role.
D. Create management group and assign Userl the Hybrid Identity Administrator Azure AD role.

Answer: A

NEW QUESTION 5
- (Exam Topic 4)

You are testing an Azure Kubernetes Service (AKS) cluster. The cluster is configured as shown in the exhibit. (Click the Exhibit tab.)

Subscription Microsoft Azure Sponsorship
Resource group AzureBackupRG eastus2 1
Region East US

Kubernetes cluster name akscluster2

Kubernetes version 1.115

DNS name prefix akscluster2

Node count 3

Node size Standard DS2 v2

Virtual nodes (preview) Disabled

Enable RBAC No

HTTP appﬁcaﬁon routing Yes

Network configuration Basic

Enable container monitoring No

You plan to deploy the cluster to production. You disable HTTP application routing.

You need to implement application routing that will provide reverse proxy and TLS termination for AKS services by using a single IP address.

What should you do?

A. Create an AKS Ingress controller.

B. Install the container network interface (CNI) plug-in.
C. Create an Azure Standard Load Balancer.

D. Create an Azure Basic Load Balancer.

Answer: A
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Explanation:

An ingress controller is a piece of software that provides reverse proxy, configurable traffic routing, and TLS termination for Kubernetes services.
References:

https://docs.microsoft.com/en-us/azure/aks/ingress-tls

NEW QUESTION 6

- (Exam Topic 4)

On Monday, you configure an email notification in Microsoft Defender for Cloud to notify userl

@contoso.com about alerts that have a severity level of Low, Medium, or High. On Tuesday, Microsoft Defender for Cloud generates the security alerts shown in
the following table.

Time Description Severity
01:00 Failed RDP brute force attack Medium
01:01 Successful RDP brute force attack High
06:10 Suspicious process executed High
09:00 Malicious SQL activity High
11:15 Network communication with a malicious | Low

machine detected
13:30 SuspICIous process executed High
14:00 Failed RDP brute force attack Medium
16:01 successful RDP brute force attack High
23:20 Possible outgoing spam activity detected Low
23:25 Modified system binary discovered in High
dump file
23:30 Malicious SQL activity High

How many email notifications will userl @contoso.com receive on Tuesday? To answer, select the appropriate options in the answer area. NOTE: Each correct

selection is worth one point.

Answer Area

Total number of Microsoft Defender for Cloud email notifications about an RDP brute force attack

on Tuesday:

=
1
2
3

Total number of Microsoft Defender for Cloud email notifications on Tussday:

3
4
9
1"

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Answer Area

Total number of Microsoft Defender for Cloud email notifications about an RDP brute force attack |4 ¥
on Tuesday: 4 o

2

Total number of Microsoft Defender for Cloud email notifications on Tuesday:
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NEW QUESTION 7

- (Exam Topic 4)

You have an Azure subscription that contains a resource group named RG1. RG1 contains a virtual machine named VM1 that uses Azure Active Directory (Azure
AD) authentication.

You have two custom Azure roles named Rolel and Role2 that are scoped to RG1.

The permissions for Rolel are shown in the following JSON code.

“permissions®: [

“"actions™: [

"Microsoft.Compute/virtualMachines/*"

1.

"notActions”: |
"Microsoft.Compute/virtualMachines /delete”

1

1]

"dataActions": []

"notDatafctions™:

(]

]
The permissions for Role2 are shown in the following JSON code.
"permissions”: [
"actions™: [
"Microsoft.Compute/virtualMachines,/*"
] »
"notActions”: [];

“dataActions": [],

"notDataActions™: []

You assign the roles to the users shown in the following table.

— —— =

Roie- '

e —

NII‘HE

1
.
-
i
|
1

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes No

User1 can delete VM1
Userd can delete VI

User3 can sign in to VM1 by using Azure AD credentials

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements Yes No

User1 can delete VM1 Il

User2 can delete VM1 !

User3 can sign in to VM1 by using Azure AD credentials 'O
NEW QUESTION 8

- (Exam Topic 4)
You have an Azure subscription that contains an Azure key vault named Vaultl. On January 1, 2019, Vaultl stores the following secrets.
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Enabled False

Expires

NotBefore $/1/1% 12:00:00 aM
Created 12/20/18 2:55:00 PM
Updated 12/20/18 2:55:00 PM
ContentType

Tags

TagTable

VaultName vaultl

Nams Passwordl

Version

Id https://vaultl.vault.azure.net:443/secrets/Passwordl
Enabled True

Expires : 5/1/19 12:00:00 AM
NotBefore 3/1/1% 12:00:00 AM
Created 12/20/18 3:00:00 PM
Updated 12/20/18 3:00:00 BM
ContentType

Tags

TagsTable :

VaultName : vaultl

Names Password?2

Version

Id https://vaultl.vault.azure.net:443/secrets/Password2

Which can each secret be used by an application? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Passwordl:

Password?:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

. IF

Always

Never

Only after May 1, 2019

é
Never

Always
Only between March 1, 201% and May 1. 201¢%

Box 1: Never Password1 is disabled.
Box 2: Only between March 1, 2019 and May 1, Password2:

Expires

NotBefore

Reference:

https://docs.microsoft.com/en-us/powershell/module/azurerm.keyvault/set-azurekeyvaultsecretattribute

NEW QUESTION 9
- (Exam Topic 4)

You have an Azure subscription that contains an Azure Active Directory (Azure AD) tenant and a user named User1.

The App registrations settings for the tenant are configured as shown in the following exhibit.

App registrations

You plan to deploy an app named App1l.

You need to ensure that Userl can register Appl in Azure AD. The solution must use the principle of least privilege.

Which role should you assign to Userl?

A. App Configuration Data Owner for the subscription
B. Managed Application Contributor for the subscription
C. Cloud application administrator in Azure AD

D. Application developer in Azure AD.

Passing Certification Exams Made Easy

visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy az-500 dumps

@ 2 P QsseaQs LJ https://www.2passeasy.com/dumps/az-500/ (377 New Questions)

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/roles/delegate-by-task

NEW QUESTION 10
- (Exam Topic 4)
You have an Azure subscription named Sub1 that contains the Azure key vaults shown in the following table.

Resource g-r;::up j

Name | Reéiun

- #* - o
5 = - —
bt R P 2L - - -

-
|-

4

In Subl, you create a virtual machine that has the following configurations:
* Name:VM1

* Size: DS2v2

* Resource group: RG1

* Region: West Europe

* Operating system: Windows Server 2016

You plan to enable Azure Disk Encryption on VM1.

In which key vaults can you store the encryption key for VM1?

A. Vaultl or Vault3 only

B. Vaultl, Vault2, Vault3, or Vault4
C. Vaultl only

D. Vaultl or Vault2 only

Answer: C

Explanation:
"Your key vault and VMs must be in the same subscription. Also, to ensure that encryption secrets don't cross regional boundaries, Azure Disk Encryption requires
the Key Vault and the VMs to be co-located in the same region.” https://docs.microsoft.com/en-us/azure/virtual-machines/windows/disk-encryption-key-vault

NEW QUESTION 10
- (Exam Topic 4)
You have an Azure subscription name Subl that contains an Azure Policy definition named Policyl. Policyl has the following settings:

> Definition location: Tenant Root Group

> Category: Monitoring
You need to ensure that resources that are noncompliant with Policyl are listed in the Azure Security Center dashboard.
What should you do first?

A. Change the Category of Policyl to Security Center.
B. Add Policyl to a custom initiative.

C. Change the Definition location of Policyl to Sub1.
D. Assign Policyl to Subl.

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/governance/policy/overview

NEW QUESTION 13
- (Exam Topic 4)
You have an Azure subscription that contains an Azure SQL database named SQLDB1. SQLDB1 contains the columns shown in the following table.

Mame Data type Sample value

e = s S S e |

=& ey et i 3, ¥

For the Email and Birthday columns, you implement dynamic data masking by using the default masking function.

Which value will the users see in each column? To answer, drag the appropriate values to the correct columns. Each value may be used once, more than once, or
not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
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Values " Answer Area
Q0001 -{ Email Value
& =L 1 _|_ LI_| jj _.I_.nl
Birthday Value
A010-000-XX
OO .
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Values - Answer Area

i
LR

NEW QUESTION 18

- (Exam Topic 4)

Your network contains an on-premises Active Directory domain named adatum.com that syncs to Azure Active Directory (Azure AD). Azure AD Connect is installed
on a domain member server named Serverl.

You need to ensure that a domain administrator for the adatum.com domain can modify the synchronization options. The solution must use the principle of least
privilege.

Which Azure AD role should you assign to the domain administrator?

A. Security administrator
B. Global administrator
C. User administrator

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect-accounts-permissions

NEW QUESTION 20

- (Exam Topic 4)

You have an Azure subscription that contains an instance of Azure Firewall Standard named AzFWL You need to identify whether you can use the following
features with AzFW1.:

* TLS inspection

* Threat intelligence

 The network intrusion detection and prevention systems (IDPS) What can you use?

A. TLS inspection only

B. threat intelligence only

C. TLS inspection and the IDPS only

D. threat intelligence and the IDPS only

E. TLS inspection, threat intelligence, and the IDPS

Answer: E

NEW QUESTION 21

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains three security groups named Groupl, Group2, and Group3 and the users
shown in the following table.

Name Role Member of
Userl Application administrator Groupl
User2 Application developer Group?2
User3 Cloud application administrator Group3

Group3 is a member of Group?2.
In contoso.com, you register an enterprise application named Appl that has the following settings:

>
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Owners: Userl

> Users and groups: Group2
You configure the properties of Appl as shown in the following exhibit.

A Save X Discard Delete Got feedback

Enabled for users to sign-in? e | Yes | No
Name* o Appl
Homepage URL e

Logo e
AP
Select a file [=

Application ID o 75082794-3617-4347-3c6d-88cidas64072 =
Object ID o 4026ab6c-ef57-4c0f-2028-F6d635cdeBSS D]
User assignment required? e Yes | No

Visible to users o Yes | No

Notes o

For each of the following statements, select Yes if the statement is true. Otherwise, select no.
NOTE: Each correct selection is worth one point.

Statements Yes No

User1 has Appl listed on his My Apps portal.

User2 has Appl listed on her My Apps portal.

User3 has Appl listed on her My Apps portal.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Text Description automatically generated

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-access-portal

NEW QUESTION 24

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some guestion sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Subscription. The subscription contains 50 virtual machines that run Windows Server 2012 R2 or Windows Server 2016.

You need to deploy Microsoft Antimalware to the virtual machines. Solution: You add an extension to each virtual machine.

Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

You can use Visual Studio to enable and configure the Microsoft Antimalware service. This entails selecting Microsoft Antimalware extension from the dropdown
list under Installed Extensions and click Add to configure with default antimalware configuration.

References:

https://docs.microsoft.com/en-us/azure/security/fundamentals/antimalware
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NEW QUESTION 29

- (Exam Topic 4)

You plan to implement an Azure function named Functionl that will create new storage accounts for containerized application instances.

You need to grant Functionl the minimum required privileges to create the storage accounts. The solution must minimize administrative effort.
What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Assign role to: v

A group account
A system-assigned managed identity

A user account

A user-assigned managed identity

Role assignment to create: v

Built-in role assignment
Classic administrator role assignment

Custom role-based access control (RBAC) role assignment

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview https://docs.microsoft.com/en-us/azure/active-
directory/managed-identities-azure-resources/howto-assign-access

NEW QUESTION 34

- (Exam Topic 4)

Your company has an Active Directory forest with a single domain, named weylandindustries.com. They also have an Azure Active Directory (Azure AD) tenant
with the same name.

After syncing all on-premises identities to Azure AD, you are informed that users with a givenName attribute starting with LAB should not be allowed to sync to
Azure AD.

Which of the following actions should you take?

A. You should make use of the Synchronization Rules Editor to create an attribute-based filtering rule.

B. You should configure a DNAT rule on the Firewall.

C. You should configure a network traffic filtering rule on the Firewall.

D. You should make use of Active Directory Users and Computers to create an attribute-based filtering rule.

Answer: A

Explanation:
Use the Synchronization Rules Editor and write attribute-based filtering rule. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-change-the-configuration

NEW QUESTION 38
- (Exam Topic 4)
You have an Azure subscription that contains an app named Appl. Appl has the app registration shown in the following table.

API Permission | Type Admin ' Status
' consent
‘ l required |
Microsoft. Graph User.Read '| Delegated P | None
Microsoft.Graph Calendars.Read 5'-q-l-r_1.r'--1.' Pl :': MNone

You need to ensure that Appl can read all user calendars and create appointments. The solution must use the principle of least privilege.
What should you do?

A. Add a new Delegated API permission for Microsoft.Graph Calendars.ReadWrite.

B. Add a new Application API permission for Microsoft.Graph Calendars.ReadWrite.

C. Select Grant admin consent.

D. Add a new Delegated API permission for Microsoft.Graph Calendars.ReadWrite.Shared.
Answer: A

Explanation:

Reference:
https://docs.microsoft.com/en-us/graph/permissions-reference#calendars-permissions

NEW QUESTION 39
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- (Exam Topic 4)
You have an Azure subscription that contains virtual machines. You enable just in time (JIT) VM access to all the virtual machines.
You need to connect to a virtual machine by using Remote Desktop. What should you do first?

A. From Azure Directory (Azure AD) Privileged Identity Management (PIM), activate the Security administrator user role.

B. From Azure Active Directory (Azure AD) Privileged Identity Management (PIM), activate the Owner role for the virtual machine.
C. From the Azure portal, select the virtual machine, select Connect, and then select Request access.

D. From the Azure portal, select the virtual machine and add the Network Watcher Agent virtual machine extension.

Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/connect-logon

NEW QUESTION 42
- (Exam Topic 4)

You have a network security group (NSG) bound to an Azure subnet.

Name

Description

Protocol

SourcePortRange
DestinationPortRange
SourcelddressPrefix
DestinationAddressPrefix
SourceApplicationSecurityGroups
DastinationhApplicationSecurityGroups
Acocass

Priority

Direction

Narme

PrevisionIngState

Description

Protocol

SourcePortRange
DestinationPortRange
SourcelAddressPrefix
DestinationAddressPrefix
SourcefpplicationSecurityGroups
DestinationipplicationSecurityGroups
Acoass

Priority

Direction

Hama

Description

Protocol

SourcePortRange
DestinaticnPortRange
SourcelddressPrefix
DestinationAddressPrefix
SourcelpplicationSecurityGroups
DestinationApplicationSecurityGroups
Acosas

Priority

Direction

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.

Traffic destined for an Azure Storage account is [answer choice),

You run Get-AzureRmNetworkSecurityRuleConfig and receive the output shown in the following exhibit.

DenyStoragelAccess

-
{*)
=)
{*}
{Storagem)
[]
[]
Deny
105
Cutbound

StorageEA2Allow
Sucosedsd

W
{*)
[443)
{*])
{Storage/EastUS2)
[]
[]

Allow

104

Cutbound

Contoso FTF

TCP
{*])
{21)
{1.2.3.4/32)
{10.0.0.5/32)
[]
[1]
Allow
S04
Inbound

v

able to connect to East US

able to connect to East US 2

able to connect to West Europe
prevented from connecting to all regions

FTP connections from 1.2.3.4 t0 10.0.0.10/32 are [answer choice]. \ 4
allowed
dropped
forwarded
A. Mastered

B. Not Mastered

Answer: A
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Explanation:
Box 1: able to connect to East US 2

The StorageEA2Allow has DestinationAddressPrefix {Storage/EastUS2} Box 2: dropped

Reference:

https://docs.microsoft.com/en-us/azure/virtual-network/manage-network-security-group

NEW QUESTION 46
- (Exam Topic 4)

You have an Azure subscription that contains a user named Userl and a storage account named storagel. The storagel account contains the resources shown in

the following table.

Name Type
container1 | Container
folder File Share
table Table

In storagel, you create a shared access signature (SAS) named SAS1 as shown in the following exhibit.

Allcrwed services (1)

|:| Blch ﬂ Fite |____j Queue |:| Table

Allowed resource types

Service Container Object

A e e e
Adeved pErmmissons

Ba s ; e Mab g i
n Reau Wnite u Uelete Lt

Allowed blob index permissions

Ee&ag/ Wnle Fulter

start and expiry gate/Time

Lrn it 1701 33
End 1O /2023
(UTC+01:00) Belgrade, Bratislava Budapest Ljubliana P

Allowed IP addresses

= F i'!'l' - |L,.-- sFf T2 15 65162 1.5

Alligvved protocols

1
(@) HTTPS only () HTTPS and HTTP

Preferrad routmni

(@) Basic (default)

Ly
4

'ﬂ Some routing options are cisabled because the endpoints are not published

Signing kay

k‘T '] ] R

To which resources can User! write on July 1, 2022 by using SAS1 and key 1? To answer, select the appropriate options in the answer area. NOTE: Each correct

selection is worth one point.
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Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

NEW QUESTION 50

SAST;

neyl.

SAST

container and folder1 only "@
folder! only

container and folder1 only

folder1 and table1 only

container! and table1 only

containeri, folder1, and table1

container 1, iciderl, and tablel b §
folder! only

contamer and foldet1 only

folderl and tablel only

contamer1 and table! only

container, folder1, and tablel

container and folder1 only %
folder1 only

container and folder1 only

Key1:

folder1 and table1 only
container! and table1 only
containerl, folder1, and tablel

container 1, foideri, and tabie! v
folder? only

container| and folder only

folder! and table! only

i

(' m’

comtainer1, lolder!, and tablel

- (Exam Topic 4)
You have an Azure subscription that contains an Azure key vault named ContosoKeyl. You create users and assign them roles as shown in the following table.
Name Subscription role assignment | ContosoKey1 role assignment
User1 Owner None
User? Secunty Admin None
Userd None User Access Administrator
Userd None Key Vault Contnibutor

You need to identify which users can perform the following actions:

;’ Delegate permissions for ContsosKeyl.

> Configure network access to ContosoKeyl.
Which users should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Delegate permissions for ContosoKey1 v

Configure network access to ContosoKey1 v

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

User1 only

User1 and User2 only

User1 and User3 only

User1 and User4 only

User1, User2, and User3 only
User1, User2, User3, and User4

User1 only

User1 and User2 only

User1 and User3 only

User1 and User4 only

User1, User2, and User3 only
User1, User2, User3, and Userd

https://docs.microsoft.com/en-gb/azure/key-vault/general/rbac-guide

NEW QUESTION 55
- (Exam Topic 4)

You are troubleshooting a security issue for an Azure Storage account You enable Azure Storage Analytics logs and archive It to a storage account. What should
you use to retrieve the diagnostics logs?

A. Azure Storage Explorer
B. SQL query editor in Azure

C. Azure Monitor

D. Azure Cosmos DB explorer

Answer: A

NEW QUESTION 60

- (Exam Topic 4)

You have an Azure subscription that contains the virtual machines shown in the following table.
__Name | Resourcegroup |  Status
VM1 | RG1 | Stopped (Dealiocated)

VM2 | RG2 | Stopped (Deallocated)

You create the Azure policies shown in the following table.

Policy definition Resource type Scope
Not allowed virtualMachines RG1
| resource types
Allowed resource virtualMachines RG2
types |

You create the resource locks shown in the following table.

Name Type Created on
Lock1 Read-only | VM1
Lock2 Read-only | RG2

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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Answer Area

Statements Yes No
You can start VM1. O @
You can start VM2 O O
You can create a virtual machine in RG2 ) O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking

NEW QUESTION 65
- (Exam Topic 4)
You have the Azure resource shown in the following table.

Name Type . Parent

P 1 5r e aes

You need to meet the following requirements:

* Internet-facing virtual machines must be protected by using network security groups (NSGs).
* All the virtual machines must have disk encryption enabled.

What is the minimum number of security that you should create in Azure Security Center?

00w
A WDNPEF

Answer: D

NEW QUESTION 68
- (Exam Topic 4)

You have an Azure subscription named Subl that contains an Azure Storage account named Contosostoragel and an Azure key vault named Contosokeyvaultl.

You plan to create an Azure Automation runbook that will rotate the keys of Contosostoragel and store them in Contosokeyvaultl.

You need to implement prerequisites to ensure that you can implement the runbook.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.
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Actions Answer Area

Run Set-AzureRmKeyVaultAccessPolicy

Create an Azure Automation account

Import PowerShell modules to the Azure @

Automation account @

Create a user-assigned managed identity

©O

Create a connection resource in the Azure
Automation account

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Step 1: Create an Azure Automation account

Runbooks live within the Azure Automation account and can execute PowerShell scripts. Step 2: Import PowerShell modules to the Azure Automation account
Under ‘Assets’ from the Azure Automation account Resources section select ‘to add in Modules to the runbook. To execute key vault cmdlets in the runbook, we
need to add AzureRM.profile and AzureRM.key vault.

Step 3: Create a connection resource in the Azure Automation account

You can use the sample code below, taken from the AzureAutomationTutorialScript example runbook, to authenticate using the Run As account to manage
Resource Manager resources with your runbooks. The AzureRunAsConnection is a connection asset automatically created when we created ‘run as accounts’
above. This can be found under Assets -> Connections. After the authentication code, run the same code above to get all the keys from the vault.
$connectionName = "AzureRunAsConnection" try

{

# Get the connection "AzureRunAsConnection "

$servicePrincipalConnection=Get-AutomationConnection -Name $connectionName "Logging in to Azure..."

Add-AzureRmAccount °

-ServicePrincipal

-Tenantld $servicePrincipalConnection.Tenantld °

-Applicationld $servicePrincipalConnection.Applicationld °

-CertificateThumbprint $servicePrincipalConnection.CertificateThumbprint

}

References:

https://www.rahulpnath.com/blog/accessing-azure-key-vault-from-azure-runbook/

NEW QUESTION 73

- (Exam Topic 4)

Your network contains an on-premises Active Directory domain named corp.contoso.com.

You have an Azure subscription named Subl that is associated to an Azure Active Directory (Azure AD) tenant named contoso.com.

You sync all on-premises identities to Azure AD.

You need to prevent users who have a givenName attribute that starts with TEST from being synced to Azure AD. The solution must minimize administrative effort.
What should you use?

A. Synchronization Rules Editor

B. Web Service Configuration Tool

C. the Azure AD Connect wizard

D. Active Directory Users and Computers

Answer: A

Explanation:
Use the Synchronization Rules Editor and write attribute-based filtering rule. References:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-change-the-configuration

NEW QUESTION 75

- (Exam Topic 4)

You have an Azure subscription named Subl.

You have an Azure Active Directory (Azure AD) group named Groupl that contains all the members of your IT team.

You need to ensure that the members of Groupl can stop, start, and restart the Azure virtual machines in Subl. The solution must use the principle of least
privilege.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.
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| Answer Area
Actions

| Create a JSON file.

Run the Update-AzureRmManagementGroup cmdlet.

Create an XML file.

Run the New-AzureRmRoleDefinition cmdlet,

. — S == — . — —

Run the New-AzureRmRoleaAssignment cmdlet.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:
https://www.petri.com/cloud-security-create-custom-rbac-role-microsoft-azure

NEW QUESTION 76

- (Exam Topic 4)

You have an Azure subscription that contains 100 virtual machines and has Azure Security Center Standard tier enabled.

You plan to perform a vulnerability scan of each virtual machine.

You need to deploy the vulnerability scanner extension to the virtual machines by using an Azure Resource Manager template.
Which two values should you specify in the code to automate the deployment of the extension to the virtual

machines? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. the user-assigned managed identity

B. the workspace ID

C. the Azure Active Directory (Azure AD) ID

D. the Key Vault managed storage account key
E. the system-assigned managed identity

F. the primary shared key

Answer: AC

NEW QUESTION 78

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.onmicrosoft.com. The User administrator role is assigned to a user named Adminl.
An external partner has a Microsoft account that uses the userl@outlook.com sign in.

Adminl attempts to invite the external partner to sign in to the Azure AD tenant and receives the following error message: “Unable to invite user
userl@outlook.com Generic authorization exception.”

You need to ensure that Adminl can invite the external partner to sign in to the Azure AD tenant.

What should you do?

A. From the Roles and administrators blade, assign the Security administrator role to Admin1.
B. From the Organizational relationships blade, add an identity provider.

C. From the Custom domain names blade, add a custom domain.

D. From the Users blade, modify the External collaboration settings.

Answer: D

Explanation:
You need to allow guest invitations in the External collaboration settings.

NEW QUESTION 81

- (Exam Topic 4)

You create an Azure subscription with Azure AD Premium P2.

You need to ensure that you can use Azure Active Directory (Azure AD) Privileged Identity Management (PIM) to secure Azure roles.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.
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Actions Answer Area

Discover privileged roles.

Sign up PIM for Azure AD roles.

Consent to PIM.

Discover resources.

Verify your identity by using multi-factor
authentication (MFA).

A. Mastered
B. Not Mastered

Answer: A

Explanation:

* 1. Verify your identity with MFA
* 2. Consent to PIM

* 3. Sign up PIM for AAD Roles

NEW QUESTION 85
- (Exam Topic 4)

You have an Azure subscription that contains an Azure SQL server named SQL1. SQL1 contains. You need to use Microsoft Defender for Cloud to complete a

vulnerability assessment for DB1. What should you do first?

A. From Advanced Threat Protection types, select SQL injection vulnerability.

B. Configure the Send scan report to setting.
C. Set Periodic recurring scans to ON.
D. Enable the Microsoft Defender for SQL plan.

Answer: A

NEW QUESTION 89
- (Exam Topic 4)

You have an Azure subscription named Sub 1 that is associated to an Azure Active Directory (Azure AD) tenant named contoso.com. The tenant contains the

users shown in the following table.

MName Role

Jsprd slobal administrator

e B .

ST s securty admimnistraton

= T a5 ol
LY o ] +wECUrTTY réeader

]
Se-4 ense agministrat

Each user is assigned an Azure AD Premium P2 license.
You plan lo onboard and configure Azure AD identity Protection.

Which users can onboard Azure AD Identity Protection, remediate users, and configure policies? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point
Answer Area

Jsers who can onboard Azure AD identity Protection:

Users wha can remediate users and configure policies:

A. Mastered
B. Not Mastered

Answer: A
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Explanation:
Answer Area

_ - - A 1.-\\- . 1 D T - B Il
Users who can onboard Azure AD identity Prolectior i

[l i o - e s PAFRE W N T T P P ey = &
Lzers who Can remediate wsers and oot Wure polickes. (Usarl and

NEW QUESTION 91

- (Exam Topic 4)

You have an Azure subscription that contains the resources shown in the following table.
Name | _ Type

4 - {

b=

')

You plan to deploy an Azure Private Link service named APL1. Which resource must you reference during the creation of APL1?

A. VMSS1
B. VM1
C.SQL
D.LB1

Answer: D

NEW QUESTION 96

- (Exam Topic 4)

Lab Task

Task 7

You need to ensure that connections through an Azure Application Gateway hamed Homepage-AGW are inspected for malicious requests.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Enable Web Application Firewall (WAF) for the application gateway. You can use the Azure portal, Azure PowerShell, or the Azure CLI to do this. You need to
select a WAF policy and a WAF mode for the application gateway. You can choose a predefined policy or create a custom policy with your own rules and
exclusions.

Configure WAF policy settings. You can use the Azure portal, Azure PowerShell, or the Azure CLI to do this. You need to select the managed rulesets and rule
groups that you want to enable or disable for the WAF policy. You can also configure custom rules to match specific patterns or conditions and take actions such
as blocking or logging requests.

Monitor WAF logs. You can use different types of logs in Azure to manage and troubleshoot the application gateway and the WAF policy. You can access some of
these logs through the portal, such as metrics and health probes. You can also export the logs to Azure Storage, Event Hubs, or Log Analytics and view them in
different tools, such as Azure Monitor, Excel, or Power BI.

NEW QUESTION 97

- (Exam Topic 4)

Lab Task

use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password. place your cursor in the Enter password box and click on the password below. Azure Username: Userl -28681041@ExamUsers.com
Azure Password: GpOAe4@IDg

If the Azure portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.

The following information is for technical support purposes only: Lab Instance: 28681041

Task 9

You need to ensure that the rg110d28681041n1 Azure Storage account is encrypted by using a key stored in the KeyVault28681041 Azure key vault.

A. Mastered
B. Not Mastered

Answer: A
Explanation:

To ensure that the rg1lod28681041n1 Azure Storage account is encrypted by using a key stored in the KeyVault28681041 Azure key vault, you can follow these
steps:
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> In the Azure portal, search for and select the storage account named rg110d28681041n1.
> In the left pane, select Encryption.

> In the Encryption pane, select Customer-managed key.

> In the Customer-managed key pane, select Select from Key Vault.

> In the Select from Key Vault pane, enter the following information:

> Key vault: Select the KeyVault28681041 Azure key vault.

> Key: Select the key you want to use.

> Select Save.

NEW QUESTION 99
- (Exam Topic 4)
You have two Azure virtual machines in the East US2 region as shown in the following table.

' Name | Operating system | Type | Tier |
VM1 | Windows Server 2008 R2 A3 Basic
VM2 | Ubuntu 16.04-DAILY-LTS | Lds | Standard |

You deploy and configure an Azure Key vault.
You need to ensure that you can enable Azure Disk Encryption on VM1 and VM2.

What should you modify on each virtual machine? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

VM1 v
The operating system version

The tier

The type

VM2 v

The operating system version
The tier
The type

A. Mastered
B. Not Mastered

Answer: A
Explanation:

VM1: The Tier
The Tier needs to be upgraded to standard.

Disk Encryption for Windows and Linux laaS VMs is in General Availability in all Azure public regions and Azure Government regions for Standard VMs and VMs

with Azure Premium Storage.
VMZ2: the operating system
References:

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/generation-2#generation-1-vs-generation-2-ca

NEW QUESTION 103
- (Exam Topic 4)
You have an Azure subscription that contains the resources shown in the following table.

Name Type
storagel Storage account
Vaultl Azure Key vault
Vault2 Azure Key vault

You plan to deploy the virtual machines shown in the following table.
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Name Role

VM1 »  Storage Blob Data Reader for storagel
. Key Vault Reader for Vauitl

VM2 » Storage Blob Data Reader for storagel
* Key Vault Reader for Vaultl

VM3  Storage Blob Data Reader for storagel
= Key Vault Reader for Vaultl
» Key Vault Reader for Vault2

VM4 » Storage Blob Data Reader for storagel
« Key Vault Reader for Vaultl
* Key Vault Reader for Vault2

You need to assign managed identities to the virtual machines. The solution must meet the following requirements:
> Assign each virtual machine the required roles.

> Use the principle of least privilege.
What is the minimum number of managed identities required?

o0 w»
A WNPE

Answer: B

Explanation:

We have two different sets of required permissions. VM1 and VM2 have the same permission requirements. VM3 and VM4 have the same permission
requirements.

A user-assigned managed identity can be assigned to one or many resources. By using user-assigned managed identities, we can create just two managed
identities: one with the permission requirements for VM1 and VM2 and the other with the permission requirements for VM3 and VM4.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview

NEW QUESTION 107

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com

You need to configure diagnostic settings for contoso.com. The solution must meet the following requirements:
* Retain logs for two years.

* Query logs by using the Kusto query language

* Minimize administrative effort. Where should you store the logs?

A. an Azure Log Analytics workspace
B. an Azure event hub
C. an Azure Storage account

Answer: A

Explanation:
https://docs.microsoft.com/en-us/azure/azure-monitor/log-query/get-started-queries

NEW QUESTION 110

- (Exam Topic 4)

You are securing access to the resources in an Azure subscription.

A new company policy states that all the Azure virtual machines in the subscription must use managed disks. You need to prevent users from creating virtual
machines that use unmanaged disks.

What should you use?

A. Azure Monitor

B. Azure Policy

C. Azure Security Center
D. Azure Service Health

Answer: B
NEW QUESTION 115
- (Exam Topic 4)

Your company has an Azure subscription named Subscriptionl. Subscriptionl is associated with the Azure Active Directory tenant that includes the users shown in
the following table.
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Name Role
Userl Global administrator
User2 Billing administrator
User3 Owner
Userd Account Admin

The company is sold to a new owner.
The company needs to transfer ownership of Subscriptionl.

Which user can transfer the ownership and which tool should the user use? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

User: v
Userl
User?2
User3
User4
Tool: v

Azure Account Center
Azure Cloud Shell
Azure PowerShell
Azure Security Center

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Table Description automatically generated
Reference:

https://docs.microsoft.com/en-us/azure/cost-management-billing/manage/billing-subscription-transfer

NEW QUESTION 120
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

Mame Member of Multi-factor authentication (MFA) status
Usert Lroupl, Lroupd Disabled
Lser? Group? Dicabled

The tenant contains the named locations shown in the following table.

: Name | 1P address rar_'og: | Trusted location
| Seattle | 193.77.10.0/24 | Vet
| Boston 154.12.18.0/24 NO

You create the conditional access policies for a cloud app named Appl as shown in the following table.

|
! Name | Include Exclude Condition Grant .
| Palicy? Group1 Group2 Locations: Boston Block access
Licationg: i Srant access. Require
- . . . OCations: ANy
Palicy 2 Lrouj Wone % multi-factor
! Iocation
authentication
| Policy Groupd roup ] Locations: Boston Biock access
A arant access, Require
: | Locahons: Any
Folicy4 Users None locati = multi-factor
oCation
| authenticaton

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 125

- (Exam Topic 4)

You have an Azure subscription that contains a resource group named RG1 and a security group serverless RG1 contains 10 virtual machine, a virtual network

VNET1, and a network security group (NSG) named NSGL1. ServerAdmins can access the virtual machines by using RDP.

You need to ensure that NSG1 only RDP connections to the virtual for a maximum of 60 minutes when a member of ServerAdmins requests access.
What should you configure?

A. an Azure Active Directory (Azure AD) Privileged identity Management (PIM) role assignment.
B. ajustin time (JIT) VM access policy in Azure Security Center

C. an azure policy assigned to RG1.

D. an Azure Bastion host on VNET1.

Answer: B

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/security-center/just-in-time-explained

NEW QUESTION 127

- (Exam Topic 4)

You have an Azure subscription named Sub1 that contains the resource groups shown in the following table.

—

| Name | Location

- " #
- R i
[ § & 4

L. — —

—— —

You create the Azure Policy definition shown in the following exhibit.

You assign the policy to Subl.
You plan to create the resources shown in the following table.

NMame Type Location

Resource group

= = o . - - T, F. o E =
Pobject1 Pul P address

oy W o - W L

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Anzwer Area

NEW QUESTION 131
- (Exam Topic 4)

You have an Azure subscription named Subcriptionl that contains an Azure Active Directory (Azure AD) tenant named contosos.com and a resource group hamed

RG1.

Statements

You create a custom role named Rolel for contoso.com.
You need to identify where you can use Rolel for permission delegation. What should you identify?

A. contoso.com only

B. contoso.com and RGT only

C. contoso.com and Subscription1 only
D. contoso.com, RG1, and Subcriptionl

Answer: A

Explanation:

.dl"",:..._:‘!‘.._. :\_' a1

https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles

NEW QUESTION 133
- (Exam Topic 4)

You have an Azure subscription that contains a user named Userl. Userl is assigned the Reader role for the subscription.

You plan to create a custom role named Rolel and assign Rolel to Userl.

You need to ensure that Userl can create and manage application security groups by using the Azure portal. Which two permissions should you add to Rolel? To

answer, select the appropriate permission in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Add permissions

Yes Mo

Yes MNo

| Microsoft Manitering Insights
Microsoft SecurityGraph

Microsoft Monitoring Insights
Enabée your wiorkforce 1o be productive
on all thesr deseces, whike keeping your
organization’s information protected

Microseft Monitoring Insights
Microsoft DynamicsTelemetry

Microsoft Network

Connect cloud and on-premises
infrastructure and sendces o provide
your customers and wsers the best

Microsoft Operations Management
A simplified management solution for
any entespnse

Microsoft Policy Insights
Summanze policy states for the
subscnpbon level policy definiion

Microsoft Portal

Build, manage, and manior af Azure
praducts in a single, unified console

| | Microsoft Power Bl Dedicated

Manage Power Bl Premium dedicated
capacities for excusive use by an

organization
| Microsoft Power Platform Microsoft Project Babylon Microsoft Purview | | Microsoft Resource Graph
Microsof PowerPlatform Macrosolt ProjectBabylon Microsoft Punview Powestul tool to query, explore, and
analyze vour choud resoirces af scale
A. Mastered
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B. Not Mastered

Answer: A

Explanation:
* 1. Microsoft Portal 2. Microsoft Network
https://learn.microsoft.com/en-us/azure/azure-resource-manager/management/azure-services-resource-providers

NEW QUESTION 136

- (Exam Topic 4)

You have an Azure subscription named Subl. Subl contains a virtual network named VNetl that contains one subnet named Subnetl.

You create a service endpoint for Subnetl.

Subnetl contains an Azure virtual machine named VM1 that runs Ubuntu Server 18.04.

You need to deploy Docker containers to VM1. The containers must be able to access Azure Storage resources and Azure SQL databases by using the service
endpoint.

A. Create an application security group and a network security group (NSG).
B. Edit the docker-compose.yml file.
C. Install the container network interface (CNI) plug-in.

Answer: C

Explanation:

The Azure Virtual Network container network interface (CNI) plug-in installs in an Azure Virtual Machine. The plug-in supports both Linux and Windows platform.
The plug-in assigns IP addresses from a virtual network to containers brought up in the virtual machine, attaching them to the virtual network, and connecting them
directly to other containers and virtual network resources. The plug-in doesn’t rely on overlay networks, or routes, for connectivity, and provides the same
performance as virtual machines.

The following picture shows how the plug-in provides Azure Virtual Network capabilities to Pods:

Existing vitual network

£ -
#

AZure
Firewall

Containers

|

I |

! A S = @}
I

|

1 Internet

Service Endpoints

Azure Services

References:

https://docs.microsoft.com/en-us/azure/virtual-network/container-networking-overview

On-premises

NEW QUESTION 140
- (Exam Topic 4)
You have an Azure subscription that contains the virtual machines shown in the following table.

~_Name | Location | Virtual network name |
VM1 East US VNET1
VM2 West US VNET?2
VM3 East US VNET1

| VM4 West US VNET3

All the virtual networks are peered. You deploy Azure Bastion to VNET2.
Which virtual machines can be protected by the bastion host?

A. VM1, VM2, VM3, and VM4
B. VM1, VM2, and VM3 only
C. VM2 and VM4 only

D. VM2 only

Answer: A

Explanation:

https://docs.microsoft.com/en-us/azure/bastion/vnet-peering
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NEW QUESTION 141

- (Exam Topic 4)

You have an Azure subscription.

You need to create and deploy an Azure policy that meets the following requirements:

> When a new virtual machine is deployed, automatically install a custom security extension.

> Trigger an autogenerated remediation task for non-compliant virtual machines to install the extension.
What should you include in the policy? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Definition effect v
Append

DeploylfNotExists
EnforceOPAConstraint
EnforceRegoPaolicy

Modify

Assignment remediation task v

A managed identity that has the Contributor role

A managed identity that has the User Access Administrator role
A service principal that has the Contributor role

A service principal that has the User Access Administrator role

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/governance/policy/how-to/remediate-resources

NEW QUESTION 144
- (Exam Topic 4)
You have the Azure virtual machines shown in the following table.

Name Location Connected to
VM1 West US 2 VNET1/Subnet1
VM2 West US 2 VNET1/Subnet?
VM3 Nest US 2 VNET 1/Subnet?2
VM4 East US VNET2/Subnet3
VM5 West US 2 VNETS/Subnets

Each virtual machine has a single network interface.
You add the network interface of VM1 to an application security group named ASG1.
You need to identify the network interfaces of which virtual machines you can add to ASG1. What should you identify?

A. VM2 only

B. VM2, VM3, VM4, and VM5
C. VM2, VM3, and VM5 only
D. Vm2 and Vm3 only

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/application-security-groups

NEW QUESTION 146

- (Exam Topic 4)
You have an Azure subscription that contains the resources shown in the following table.
Name * Type Description
- 1 ¢ Oroag ] 1 e vl e

You need to ensure that ServerAdmins can perform the following tasks: Create virtual machine to the existing virtual network in RG2 only.
The solution must use the principle of least privilege.

Which two role-based access control (RBAC) roles should you assign to ServerAdmins? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. the Contributor role for the subscription
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B. the Network Contributor role for RG2

C. A custom RBAC role for the subscription

D. a custom RBAC role for RG2

E. the Network Contributor role for RG1.

F. the Virtual Machine Contributor role for RG1.

Answer: DF

NEW QUESTION 148

- (Exam Topic 4)

You have an Azure subscription named Subl.

In Azure Security Center, you have a workflow automation named WF1. WF1 is configured to send an email message to a user named User1.
You need to modify WF1 to send email messages to a distribution group named Alerts. What should you use to modify WF1?

A. Azure Application Insights
B. Azure Monitor

C. Azure Logic Apps Designer
D. Azure DevOps

Answer: C

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/security-center/workflow-automation
https://docs.microsoft.com/en-us/learn/modules/resolve-threats-with-azure-security-center/6-exerciseconfigure-p

NEW QUESTION 150

- (Exam Topic 4)

You are configuring and securing a network environment.

You deploy an Azure virtual machine named VML that is configured to analyze network traffic. You need to ensure that all network traffic is routed through VM1.
What should you configure?

A. a system route
B. a network security group (NSG)
C. a user-defined route

Answer: C

Explanation:

Although the use of system routes facilitates traffic automatically for your deployment, there are cases in which you want to control the routing of packets through a
virtual appliance. You can do so by creating user defined routes that specify the next hop for packets flowing to a specific subnet to go to your virtual appliance
instead, and enabling IP forwarding for the VM running as the virtual appliance.

Note: User Defined Routes

For most environments you will only need the system routes already defined by Azure. However, you may need to create a route table and add one or more routes
in specific cases, such as:

> Force tunneling to the Internet via your on-premises network.
> Use of virtual appliances in your Azure environment.

> In the scenarios above, you will have to create a route table and add user defined routes to it.
Reference:
https://github.com/uglide/azure-content/blob/master/articles/virtual-network/virtual-networks-udr-overview.md

NEW QUESTION 155

- (Exam Topic 4)

You have an Azure Sentinel workspace that contains an Azure Active Directory (Azure AD) connector, an Azure Log Analytics query named Queryl and a
playbook named Playbookl.

Queryl returns a subset of security events generated by Azure AD.

You plan to create an Azure Sentinel analytic rule based on Queryl that will trigger Playbookl. You need to ensure that you can add Playbook1 to the new rule.
What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Create the rule and set the type to: -
Fusion
Microsoft Secunty incident creation
Scheduled

Configure the playbook to include: -

A managed connector

A system-assigned managed identity
A trigger

Diagnostic settings
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

NEW QUESTION 159

- (Exam Topic 4)

Your company has an Azure subscription named Subl that is associated to an Azure Active Directory (Azure AD) tenant named contoso.com.
The company develops an application named Appl. Appl is registered in Azure AD.

You need to ensure that Appl can access secrets in Azure Key Vault on behalf of the application users. What should you configure?

A. an application permission without admin consent

B. a delegated permission without admin consent

C. a delegated permission that requires admin consent
D. an application permission that requires admin consent

Answer: B
Explanation:

Delegated permissions - Your client application needs to access the web API as the signed-in user, but with access limited by the selected permission. This type of
permission can be granted by a user unless the permission requires administrator consent.

NEW QUESTION 160

- (Exam Topic 4)
You have an Azure subscription named Subcriptionl that contains the resources shown in the following table.
i i
Name | " | Descrigtion
ventHUD | ATUME DT HUDS Yol applicoble
A1 AZure Uala Factony Mot appdeable
The MVA send seounty rvent messaces in e Common Feen
AA REAtOTE WML ApDlainee TNVA ‘

| Format (CEF

You have an Azure subscription named Subcription2 that contains the following resources:
> An Azure Sentinel workspace

> An Azure Event Grid instance
You need to ingest the CEF messages from the NVAs to Azure Sentinel. NOTE: Each correct selection is worth one point.

Angwer Ared

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 162

- (Exam Topic 4)

You have an Azure Storage account named storagel that has a container named containerl. You need to prevent the blobs in containerl from being modified.
What should you do?

A. From containerl, change the access level.

B. From containerl add an access policy.

C. From containerl, modify the Access Control (1AM) settings.
D. From storagel , enable soft delete for blobs.

Answer: B
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Explanation:

References:

https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-immutable-storage?tabs=azure-portal

NEW QUESTION 167
- (Exam Topic 4)

You have 10 virtual machines on a single subnet that has a single network security group (NSG). You need to log the network traffic to an Azure Storage account.
Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Install the Network Performance Monitor solution.
B. Enable Azure Network Watcher.

C. Enable diagnostic logging for the NSG.

D. Enable NSG flow logs.

E. Create an Azure Log Analytics workspace.

Answer: D

Explanation:

A network security group (NSG) enables you to filter inbound traffic to, and outbound traffic from, a virtual machine (VM). You can log network traffic that flows

through an NSG with Network Watcher's NSG flow log
capability. Steps include:

> Create a VM with a network security group

> Enable Network Watcher and register the Microsoft.Insights provider

> Enable a traffic flow log for an NSG, using Network Watcher's NSG flow log capability
> Download logged data

> View logged data Reference:
https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-nsg-flow-logging-portal

NEW QUESTION 172
- (Exam Topic 4)
You have an Azure AD tenant that contains the users shown in the following table.

You enable passwordless authentication for the tenant.

| Name User device
User1 Android mobile device with facial recognition
UserZ wWindows device with Windows Hello for Business

compatible harc

il'.'lul -Ii L >

Which authentication method can each user use for passwordless authentication? To answer, drag the appropriate authentication methods to the correct users.
Each authentication method may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Authentication methods Answer Area

FIDO2 security key only

Microsaft Authenticator app only

Microsoft Authenticator app and
Windows Hello for Business anly

Windows Hello for Business and FIDO2
security key only

Microsaft Authenticator app, Windows
Hello for Business, and FIDO2 security key

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Authentication methods

FIDO2 security key only

Microsoft Authenticator app only

Windows Hello for Business only

Microsoft Authenticator app and
Windows Hello for Business only

Windows Hello for Business and FIDO2
security key only

Microsoft Authenticator app, Windows
Hello for Business, and FIDO2 security key

NEW QUESTION 175
- (Exam Topic 4)
You have an Azure subscription that contains the custom roles shown in the following table.

Answer Area

Userl:

User2:

Name Type
Role1 | Azure Active Directory (Azure AD)
Role2 | Azure subscription

Name

Type

Role3

Azure AD

Role4

Azure subscription

In the Azure portal, you plan to create new custom roles by cloning existing roles. The new roles will be configured as shown in the following table.

Which roles can you clone to create each new role? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Role3:

Role1 only

Built-in Azure AD roles only

Role1 and built-in Azure AD roles only
Role1, built-in Azure AD roles, and built-in Azure subscription roles

Role4:

Role2 only

Built-in Azure AD roles only
Role2 and built-in Azure subscription roles only
Role2, built-in Azure subscription roles, and built-in Azure AD roles

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/roles/custom-create https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal

NEW QUESTION 179
- (Exam Topic 4)

You have an Azure subscription that contains an Azure web app named 1 and a virtual machine named VM1. VM1 runs Microsoft SQL Server and is connected to
a virtual network named VNetl. Appl, VM1, and Vent are in the US Central Azure region.

You need to ensure that Appl can connect to VM1. The solution must minimize costs.

A. NAT gateway integration

B. Azure Front Door

C. regional virtual network integration

D. gateway-required virtual network integration
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E. Azure Application Gateway integration

Answer: C

NEW QUESTION 180
- (Exam Topic 4)
You have an Azure virtual machines shown in the following table.

Name Operating system Region | Resource group
VM1 Windows Server 2012 East US RG1
: West
_ VM2 Wm_dpws Server 2012—32 | Europe RG1 )
, West |
VM3 Windows Server 2016 Europe RG2
VM4 Red Hat Enterprise Linux7.4 | EastUS | RG2

You create an Azure Log Analytics workspace named Analytics1 in RG1 in the East US region. Which virtual machines can be enrolled in Analytics1?

A. VM1 only

B. VM1, VM2, and VM3 only
C. VM1, VM2, VM3, and VM4
D. VM1 and VM4 only

Answer: C

Explanation:
Note: Create a workspace

> In the Azure portal, click All services. In the list of resources, type Log Analytics. As you begin typing, the list filters based on your input. Select Log Analytics.

> Click Create, and then select choices for the following items:

Provide a name for the new Log Analytics workspace, such as DefaultLAWorkspace. OMS workspaces are now referred to as Log Analytics workspaces.

Select a Subscription to link to by selecting from the drop-down list if the default selected is not appropriate. For Resource Group, select an existing resource group
that contains one or more Azure virtual machines. Select the Location your VMs are deployed to. For additional information, see which regions Log Analytics is
available in.

NEW QUESTION 185

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant.

You need to prevent nonprivileged Azure AD users from creating service principals in Azure AD. What should you do in the Azure Active Directory admin center of
the tenant?

A. From the Properties Wade, set Enable Security defaults to Yes.

B. From the Properties blade, set Access management fen Azure resources to No

C. From the User settings blade, set Users can register applications to No

D. From the User settings blade, set Restrict access to Azure AD administration portal to Yes.

Answer: C

NEW QUESTION 186

- (Exam Topic 4)

You have an Azure subscription that contains several Azure SQL databases and an Azure Sentinel workspace.

You need to create a saved query in the workspace to find events reported by Advanced Threat Protection for Azure SQL Database.
What should you do?

A. From Azure CLI run the Get-AzOperationallnsightsworkspace cmdlet.

B. From the Azure SQL Database query editor, create a Transact-SQL query.

C. From the Azure Sentinel workspace, create a Kusto Query Language query.

D. From Microsoft SQL Server Management Studio (SSMS), create a Transact-SQL query.

Answer: C

NEW QUESTION 190

- (Exam Topic 4)

You have an Azure AD tenant named contoso.com that has Azure AD Premium P1 licenses. You need to create a group named Groupl that will be assigned the
Global reader role.

Which portal should you use to create Groupl and which type of group should you create? To answer, select the appropriate options in the answer area. NOTE:
Each correct selection is worth one point
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
https://learn.microsoft.com/en-us/azure/active-directory/roles/groups-create-eligible

NEW QUESTION 191

- (Exam Topic 4)

You have an Azure web app named webappl.

You need to configure continuous deployment for webappl by using an Azure Repo.
What should you create first?

A. an Azure Application Insights service
B. an Azure DevOps organization

C. an Azure Storage account

D. an Azure DevTest Labs lab

Answer: B

NEW QUESTION 196

- (Exam Topic 4)

You have an Azure subscription that contains an Azure key vault named Vaultl. In Vaultl, you create a secret named Secretl.

An application developer registers an application in Azure Active Directory (Azure AD). You need to ensure that the application can use Secretl.
What should you do?

A. In Azure AD, create a role.

B. In Azure Key Vault, create a key.

C. In Azure Key Vault, create an access policy.

D. In Azure AD, enable Azure AD Application Proxy.

Answer: C

Explanation:

"You may need to configure the target resource to allow access from your application. For example, if you request a token to Key Vault, you need to make sure
you have added an access policy that includes your application's identity. Otherwise, your calls to Key Vault will be rejected, even if they include the token"
https://docs.microsoft.com/en-us/azure/app-service/overview-managed-identity ?tabs=dotnet

NEW QUESTION 198

- (Exam Topic 4)

You have an Azure subscription named Subl that is associated to an Azure Active Directory (Azure AD) tenant named contoso.com.
You are assigned the Global administrator role for the tenant. You are responsible for managing Azure Security Center settings.

You need to create a custom sensitivity label. What should you do first?

A. Create a custom sensitive information type.

B. Elevate access for global administrators in Azure AD.

C. Upgrade the pricing tier of the Security Center to Standard.
D. Enable integration with Microsoft Cloud App Security.

Answer: A

Explanation:
First, you need to create a new sensitive information type because you can't directly modify the default rules. References:
https://docs.microsoft.com/en-us/office365/securitycompliance/customize-a-built-in-sensitive-information-type

NEW QUESTION 203

- (Exam Topic 4)

You have an Azure subscription.

You create a new virtual network named VNet1.

You plan to deploy an Azure web app named App1l that will use VNetl and will be reachable by using private IP addresses. The solution must support inbound and
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outbound network traffic.
What should you do?

A. Create an Azure App Service Hybrid Connection.
B. Configure regional virtual network integration.

C. Create an App Service Environment

D. Create an Azure application gateway.

Answer: D

NEW QUESTION 205

- (Exam Topic 4)

Your company plans to create separate subscriptions for each department. Each subscription will be associated to the same Azure Active Directory (Azure AD)
tenant.

You need to configure each subscription to have the same role assignments. What should you use?

A. Azure Security Center

B. Azure Policy

C. Azure AD Privileged Identity Management (PIM)
D. Azure Blueprints

Answer: D

Explanation:

Just as a blueprint allows an engineer or an architect to sketch a project's design parameters, Azure Blueprints enables cloud architects and central information
technology groups to define a repeatable set of

Azure resources that implements and adheres to an organization's standards, patterns, and requirements.

Blueprints are a declarative way to orchestrate the deployment of various resource templates and other artifacts such as:

> Role Assignments
> Policy Assignments
> Azure Resource Manager templates

> Resource Groups
Reference:
https://docs.microsoft.com/en-us/azure/governance/blueprints/overview

NEW QUESTION 207

- (Exam Topic 4)

You have an Azure subscription that uses Microsoft Defender for Cloud.

You need to use Defender for Cloud to review regulatory compliance with the Azure CIS 1.4,0 standard. The solution must minimize administrative effort.
What should you do first?

A. Assign an Azure policy.
B. Manually add the Azure CIS 1.4.0 standard.
C. Disable one of the Out of the box standards.
D. Add a custom initiative.

Answer: A

NEW QUESTION 211

- (Exam Topic 4)

You have an Azure subscription that contains an Azure Blob storage account bolbl. You need to configure attribute-based access control (ABAC) for blobl.
Which attributes can you use in access conditions?

A. blob index tags only

B. blob index tags and container names only

C. file extensions and container names only

D. blob index tags, file extensions, and container names

Answer: A

NEW QUESTION 212

- (Exam Topic 4)

Lab Task

Task 2

You need to ensure that the events in the NetworkSecurityGroupRuleCounter log of the

VNETOI-Subnet0-NSG network security group (NSG) are stored in the 10gs31330471 Azure Storage account for 30 days.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Enable diagnostic resource logging for the NSG. You can use the Azure portal, Azure PowerShell, or the Azure CLI to do this. You need to select the Rule counter
category under Logs and choose

the 10gs31330471 storage account as the destination.

Configure the retention policy for the storage account to keep the logs for 30 days. You can use the Azure portal, Azure PowerShell, or the Azure CLI to do this.
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You need to specify the days parameter as 30 for the Set-AzStorageServiceProperty cmdlet or the az storage logging update command.
View and analyze the logs in the storage account. You can use any tool that can read JSON files, such as Azure Storage Explorer or Visual Studio Code. You can
also export the logs to any visualization tool, SIEM solution, or IDS of your choice

NEW QUESTION 217

- (Exam Topic 4)

You have an Azure subscription that contains an Azure SQL database named SQL1. You plan to deploy a web app named App1.
You need to provide Appl with read and write access to SQL1. The solution must meet the following requirements:

> Provide Appl with access to SQL1 without storing a password.

> Use the principle of least privilege.

> Minimize administrative effort.

Which type of account should Appl use to access SQL1, and which database roles should you assign to Appl? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.

Account type: A

Azure Active Directory User
Managed identity

Service Principal

Roles: 4
db datawriter only
db_datareader and db_datawriter

db owner only

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:
https://docs.microsoft.com/en-us/azure/app-service/tutorial-connect-msi-sqgl-database?tabs=windowsclient%2Cd

NEW QUESTION 220

- (Exam Topic 4)

You have an Azure AD tenant that contains 500 users and an administrative unit named AU1.

From the Azure Active Directory admin center, you plan to add the users to AU1 by using Bulk add members. You need to create and upload a file for the bulk add.
What should you include in the file?

A. only the display name of each user

B. only the user principal name (UPN) of each user

C. only the object identifier of each user

D. only the user principal name (UPN) and object identifier of each user
E. Only the user principal name (UPN) and display name of each user

Answer: E
NEW QUESTION 224
- (Exam Topic 3)

You need to delegate the creation of RG2 and the management of permissions for RG1. Which users can perform each task? To answer select the appropriate
options in the answer area. NOTE: Each correct selection is worth one point
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Adming and Admin3 only
Admir3 and Admind only
Adming, Admind, and Admind only
Admin, Adming, Admind and Acmind
Admind only
Admint and Admigd only
=
.-'L_ L |'--' _1|] 'fl I-!i-_'." I: p. ||".
Admin] AdminZ, and Admind only
Admin, Agamind, Admind and Admind

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Graphical user interface, text, application, chat or text message Description automatically generated
Box 1: Admin3 only

The Contributor role has the necessary write permissions to create the resource group. Box 2: Admin4 only

You need Owner level access to be able to manage permissions. The Contributor role can do most things but cannot modify permissions on existing objects.

NEW QUESTION 225
- (Exam Topic 1)
You need to configure SQLDB1 to meet the data and application requirements.

Which three actions should you recommend be performed in sequence? To answer, move the appropriate actions from the list of actions to the answer area and

arrange them in the correct order.

Actions Answer Area

From the Azure portal, create an
Azure AD administrator for
LitwareSQLServer1

In SQLDB1, create contained
database users.

Connect to SQLDB1 by using
Microsoft SQL Server Management
Studio (SSMS) @

In Azure AD, create a system-assigned
managed identity.

In Azure AD, create a user-assigned
managed identity.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

From the Azure portal, create an Azure AD administrator for LitwareSQLServerl Connect to SQLDB1 by using SSMS

In SQLDB1, create contained database users https://www.youtube.com/watch?v=pEPyPsGEevw

NEW QUESTION 226
- (Exam Topic 1)
You need to meet the identity and access requirements for Groupl. What should you do?
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A. Add a membership rule to Groupl.
B. Delete Groupl. Create a new group named Groupl that has a membership type of Office 365. Add users and devices to the group.
C. Modify the membership rule of Groupl.

D. Change the membership type of Groupl to Assigne
E. Create two groups that have dynamic membership
F. Add the new groups to Groupl.

Answer: D

Explanation:

https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-membership Scenario:

Litware identifies the following identity and access requirements: All San Francisco users and their devices must be members of Groupl.
The tenant currently contain this group:

Name | Type | Description
' | A group that has the Dynamic User membership type,
) contains all the San Francisco users, and provides
Group1 I Security group access to many Azure AD applications and Azure
i resources.
References:

https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-membership https://docs.microsoft.com/en-us/azure/active-
directory/fundamentals/active-directory-groups-create-azure-porta

NEW QUESTION 230

- (Exam Topic 1)

You need to configure WebAppl to meet the data and application requirements.
Which two actions should you perform? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Upload a public certificate.
B. Turn on the HTTPS Only protocol setting.

C. Set the Minimum TLS Version protocol setting to 1.2.
D. Change the pricing tier of the App Service plan.

E. Turn on the Incoming client certificates protocol setting.

Answer: BE

Explanation:
Refer https://docs.microsoft.com/en-us/azure/app-service/app-service-web-configure-tls-mutual-auth

NEW QUESTION 235
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