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NEW QUESTION 1

HOTSPOT - (Topic 6)

HOTSPOT

Your network contains an on-premises Active Directory domain. The domain contains the servers shown in the following table.

Name Operating system Configuration

Server1 | Windows Server 2022 Domain controller
Server? | Windows Server 2016 Member server
Server3 | Server Core installation of Windows Member server

Server 2022

You purchase a Microsoft 365 E5 subscription.

You need to implement Azure AD Connect cloud sync.

What should you install first and on which server? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

v

Install:

|

iThe Azure AD Applicatiag Proxy connector g
Azure AD Connect

The Azure AD Connect provisioning agent

Active Directory Federation Services (AD FS)

-

Server: | v

Serverl only

Server2 only

Server3 only

Serverl or Server2 only
Serverl or Server3 only
Serverl, Server2, or Server3

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: The Azure AD Connect provisioning agent Install the Azure AD Connect provisioning agent

How is Azure AD Connect cloud sync different from Azure AD Connect sync?

With Azure AD Connect cloud sync, provisioning from AD to Azure AD is orchestrated in Microsoft Online Services. An organization only needs to deploy, in their
on-premises or laaS-hosted environment, a light-weight agent that acts as a bridge between Azure AD and AD. The provisioning configuration is stored in Azure
AD and managed as part of the service.

Box 2: Serverl or Server2 only.

Cloud provisioning agent requirements include:

* An on-premises server for the provisioning agent with Windows 2016 or later.

This server should be a tier 0 server based on the Active Directory administrative tier model. Installing the agent on a domain controller is supported.

Note: Windows Server Core is a minimal installation option for the Windows Server operating system (OS) that has no GUI and only includes the components
required to perform server roles and run applications.

NEW QUESTION 2

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You plan to implement Microsoft 365 compliance policies to meet the following requirements:

? ldentify documents that are stored in Microsoft Teams and SharePoint Online that contain Personally Identifiable Information (PII).
? Report on shared documents that contain PII.

What should you create?

A. an alert policy

B. a data loss prevention (DLP) policy
C. aretention policy

D. a Microsoft Cloud App Security policy
Answer: B

Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about- dip?view=0365-worldwide

NEW QUESTION 3
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- (Topic 6)

You have a Microsoft 365 subscription.

You discover that some external users accessed center for a Microsoft SharePoint site. You modify the sharePoint sharing policy to prevent sharing, outside your
organization. You need to be notified if the SharePoint sharing policy is modified in the future. Solution: From the Security $ Compliance admin center you create a
threat management

policy.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 4

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription that contains a user named Userl. You need to enable Userl to create Compliance Manager assessments.
Solution: From the Microsoft 365 admin center, you assign Userl the Compliance data admin role.

Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:

Reference:
https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/permissions-in-the-security-and-compliance-center.md

NEW QUESTION 5

- (Topic 6)

You have a Microsoft 365 subscription.

You register two applications named Appl and App2 to Azure AD.

You need to ensure that users who connect to App1 require multi-factor authentication (MFA). MFA is required only for Appl. What should you do?

A. From the Microsoft Entra admin center, create a conditional access policy

B. From the Microsoft 365 admin center, configure the Modem authentication settings.

C. From the Enterprise applications blade of the Microsoft Entra admin center, configure the Users settings.
D. From Multi-Factor Authentication, configure the service settings.

Answer: A

Explanation:

Use Conditional Access policies

If your organization has more granular sign-in security needs, Conditional Access policies can offer you more control. Conditional Access lets you create and
define policies that react to sign in events and request additional actions before a user is granted access to an application or service.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/admin/security-and-compliance/set-up-multi-factor-authentication

NEW QUESTION 6

- (Topic 6)

Your company has a Microsoft 365 E5 tenant that contains a user named Userl. You review the company’s compliance score.
You need to assign the following improvement action to Userl:Enable self-service password reset.

What should you do first?

A. From Compliance Manager, turn off automated testing.

B. From the Azure Active Directory admin center, enable self-service password reset (SSPR).

C. From the Microsoft 365 admin center, modify the self-service password reset (SSPR) settings.
D. From the Azure Active Directory admin center, add Userl to the Compliance administrator role.

Answer: D
Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-improvement-actions?view=0365-worldwide
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-users-assign-role-azure-portal

NEW QUESTION 7
HOTSPOT - (Topic 6)
You have an Azure AD tenant that contains the users shown in the following table.
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Name Member of

User1 Group1
User2 Group?2
User3 Group3

Your company uses Microsoft Defender for Endpoint. Microsoft Defender for Endpoint contains the roles shown in the following table.

Name Permission Assigned
user group

Microsoft Defender View data, Alerts Group3

for Endpoint investigation, Active

administrator remediation actions,

(default) Manage security settings

Role1 View data, Alerts Group1

investigation
Role2 View data Group?2

Microsoft Defender for Endpoint contains the device groups shown in the following table.

Rank Device group Device User access

name
1 | ATP1 Device1 Group1
Last | Ungrouped devices | Devicel Group?2

(default)

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE; Each correct selection is worth one point.

Answer Area
Statements Yes No
User! can run an antivirus scan on Device2,
User2 can collect an investigation package from Dewvicel.
Usard can isolate Device1,
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes No

User1 can run an antivirus scan on Device2.

User2 can collect an investigation package from Device2.

User3 can isolate Device. | ¢ |
R |
NEW QUESTION 8
- (Topic 6)
You have a Microsoft 365 tenant that contains the groups shown in the following table.
Name Type
Group1 Distribution ;
Group?2 Mail-enabled security
Group3 Security

You plan to create a new Windows 10 Security Baseline profile. To which groups can you assign to the profile?
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A. Group3 only

B. Groupl and Group3 only

C. Group2 and Group3 only

D. Groupl. Group2. and Group3

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/mem/intune/protect/security-baselines-configure#create-the-profile

https://docs.microsoft.com/en-us/microsoft-365/admin/create-groups/compare-groups?view=0365-worldwide

NEW QUESTION 9
HOTSPOT - (Topic 6)

You have a Microsoft 365 tenant that contains devices enrolled in Microsoft Intune. The devices are configured as shown in the following table.

Name

Platform

Device1 Windows 10

Device2 Android

Device3 I0S

You plan to perform the following device management tasks in Microsoft Endpoint Manager:
? Deploy a VPN connection by using a VPN device configuration profile.
? Configure security settings by using an Endpoint Protection device configuration profile.

You support the management tasks.

What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

VPN device configuration profile:

Endpoint Protection device configuration profile:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

VPN device configuration profile:

Endpoint Protection device configuration profile:

NEW QUESTION 10
- (Topic 6)

Device1 only
Device1 and Device2 only
Device1 and Device3 only

Device1, Device2 and Device3

Device1 only

Device1 and Device2 only
Device1 and Device3 only
Device1, Device2 and Device3

Device1 only
Device1 and Device2 only

Device1 and Device2 only
Device1 and Device3 only
Device1, Device2 and Device3

You purchase a new computer that has Windows 10, version 2004 preinstalled.

You need to ensure that the computer is up-to-date. The solution must minimize the number of updates installed.

What should you do on the computer?

A. Install all the feature updates released since version 2004 and all the quality updates released since version 2004 only.

B. install the West feature update and the latest quality update only.
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C. install all the feature updates released since version 2004 and the latest quality update only.
D. install the latest feature update and all the quality updates released since version 2004.

Answer: B

NEW QUESTION 10

- (Topic 6)

Your network contains an on-premises Active Directory domain. The domain contains 2,000 computers that run Windows 10.
You purchase a Microsoft 365 subscription.

You implement password hash synchronization and Azure AD Seamless Single Sign-On (Seamless SSO).

You need to ensure that users can use Seamless SSO from the Windows 10 computers. What should you do?

A. Join the computers to Azure AD.

B. Create a conditional access policy in Azure AD.

C. Modify the Intranet zone settings by using Group Policy.
D. Deploy an Azure AD Connect staging server.

Answer: A

NEW QUESTION 15

- (Topic 6)

Your company has multiple offices.

You have a Microsoft 365 E5 tenant that uses Microsoft Intune for device management. Each office has a local administrator.
You need to ensure that the local administrators can manage only the devices in their respective office.

What should you use?

A. scope tags

B. configuration profiles

C. device categories

D. conditional access policies

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/fundamentals/scope-tags

NEW QUESTION 19
HOTSPOT - (Topic 6)
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.

Name Member of
Userl Groupl
User2 Group2
User3 Groupl,. Group2

You integrate Microsoft Intune and contoso.com as shown in the following exhibit.
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Configure
Microsoft Intune
Hsave Xoiscard @
MDM user scope @ | MNone All
Select groups S
Groups Group1

MDM terms of use URL @ | bttps://portal. manage.microscft.com/TermsofUse.aspx
MDM discovery URL @ https://enroliment.manage.microsoft.com/enrolimentserver/discov ...

MDM compliance URL @ | https://portal. manage.microsoft.com/?portalAction=Compliance

Restore default MDM URLs

MaM User scope @ MNone All

Select groups

b

Groups Group?2

MAM Terms of use URL @

MaM Discovery URL @ https://wip.mam.manage.microsoft.com/Enroll

MAM Compliance URL ©®

Festore default MAM URLs
You purchase a Windows 10 device named Devicel.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
If User1 joins Device1 to contoso.com, Device1 is enrolled in Intune automatically. ®) ®)
If User2 joins Devicel to contoso.com, Devicel is enrolled in Intune automatically. O O
If User3 registers Device1 in contoso.com, Devicel is enrolled in Intune automatically. ) O
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Statements Yes No

If User1 joins Device1 to contoso.com, Device1 is enrolled in Intune automatically. ,"Q_ | ®
If User2 joins Device1 to contoso.com, Device1 is enrolled in Intune automatically. @) To X
If User3 registers Device1 in contoso.com, Device1 is enrolled in Intune automatically. O 0

NEW QUESTION 21
- (Topic 6)
You have a Microsoft 365 tenant that contains a Windows 10 device named Devicel and the Microsoft Endpoint Manager policies shown in the following table.
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Name Type

Block execution of potentially
obfuscated scripts (js/vbs/ps)

Policy1 Attack surface reduction | Audit mode

(ASR)

Policy2 Microsoft Defender ATP | Disable
Baseline

Policy3 Device configuration Mot configured
profile

The policies are assigned to Devicel.
Which policy settings will be applied to Devicel?

A. only the settings of Policyl
B. only the settings of Policy2
C. only the settings of Policy3
D. no settings

Answer: D

NEW QUESTION 26

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription.

From Azure AD Privileged Identity Management (PIM), you configure Role settings for the Global Administrator role as shown in the following exhibit.

Activation
Setting
ACTVaTION maximum duration (hours)
On activaton, reguire
Require justification on actrvation
Raguare hicket information on attwvahon
Requare approval 10 actnvate

Approers

Agsignment
Setting
Allow permanent eligible assignment
Expire eligible assignments after
Allpw permanent aCtive assigrment
Expire altive assignments after
Regquire Arure Multi-Factor Authenhication on Minve assgnment

Require justification on active assignment

State

8 hour(s)
Azure MFA
Yes

Mo

=]

Mone

State

No

3 monthys)
NO

15 day(s)
Vet

Yot

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.
Answer Area

A user that is assigned the Global Administrator role as active [answer cholce].

You can make the Global Administrator role available to activation reguests [answer chaice].

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: will lose the role after eight hours

From exhibit: Activation, Activation maximum duration (hours): 8 hour(s)

Box 2: for up to three months
We see from exhibit: Assignment, Expire eligible assignment after: 3 month(s)

NEW QUESTION 28
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HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Office 365.

The subscription has the default inbound anti-spam policy and a custom Safe Attachments policy.

You need to identify the following information:

» The number of email messages quarantined by zero-hour auto purge (ZAP)

* The number of times users clicked a malicious link in an email message

Which Email & collaboration report should you use? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one
point.

Answer Arca

To identify the number of emails quarantined by ZAP:  Theeat protection status | ™
Mailflow status report
Spoof detections

Threat protection status

URL threat protection

To identify the number of times users clicked a malicious bnk  Mailflow status report -

LEULE T 14 i flow status report

Spoof detections
Threat protection status
URL threat protection

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Arca

To identify the number of emails quarantined by ZAP:  Theeat protection status | ™
Mailflow status report
_Spoofdetections _
[ Threat protecton status
" URL threat protection

To identify the number of times users clicked a malicious bnk | Mailflow status report b
in an email: |

Threat protection status
URL threat protection

NEW QUESTION 31

- (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint. From Microsoft Defender for Endpoint you turn on the Allow or block file
advanced feature. You need to block users from downloading a file named Filel.exe.

What should you use?

A. an indicator
B. a suppression rule
C. a device configuration profile

Answer: A
NEW QUESTION 36

- (Topic 6)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Role

User1 | Reports Reader
User2 | Exchange Administrator
User3 | User Experience Success Manager

Which users can review the Adoption Score in the Microsoft 365 admin center?

A. User! only

B. User2onry

C. Userl and User2 only

D. User! and User3 only

E. Userl, User2. and User3

Answer: E
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NEW QUESTION 38
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Member of

Usert Group1, Group?2
User2 Group2, Group3

User3 Group1, Group3

In Microsoft Endpoint Manager, you have the Policies for Office apps settings shown in the following table.
Name Priority | Applies to
Policy1 0 Group1

Policy?2 1 Group?2
Policy3 2 Group3

The policies use the settings shown in the following table.

Name Cursor movement Clear cache on close
Policy1 Logical Disabled
Policy2 Not configured Enabled
Policy3 Visual Enabled
For each of the following statements, select Yes if the statement is true. Otherwise, select

No.
NOTE: Each correct selection is worth one point.

Statements Yes No
User1 has their cache cleared on close. @

User2 has Cursor movement setto Visual. O

User3 has Cursor movement set to Visual. O O

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Statements Yes No
. s
User1 has their cache cleared onclose. O O |
User2 has Cursor movement setto Visual. O I_(:)_I
User3 has Cursor movement setto Visual. O :_O_I

NEW QUESTION 42

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You onboard all devices to Microsoft Defender for Endpoint

You need to use Defender for Endpoint to block access to a malicious website at www.contoso.com.

Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct answer is worth one point.

A. Create a web content filtering policy.
B. Configure an enforcement scope.

C. Enable Custom network indicators.
D. Create an indicator.
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E. Enable automated investigation.

Answer: AC

NEW QUESTION 45
- (Topic 6)

You have a Microsoft 365 subscription that uses Microsoft 365 Defender.
You need to compare your company's security configurations to Microsoft best practices and review improvement actions to increase the security posture.

What should you use?

A. Microsoft Secure Score
B. Cloud discovery

C. Exposure distribution
D. Threat tracker

E. Exposure score

Answer: A

NEW QUESTION 50
HOTSPOT - (Topic 6)

HOTSPOT
You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint and contains the devices shown in the following table.
Name | Operating system Tag
Devicel Windows 10 Inventory
Computer1 | Windows 10 Inventory?2
Device3 Android Inventory3

Defender for Endpoint has the device groups shown in the following table.

Rank Name Matching rule

1 Group1 Tag Contains Inventory
And 05 in Android

2 Group2 Naome Starts with Device

And Tag Ceonteins Inventory

Last Ungrouped devices
(default)

Not applicable

You create an incident email notification rule configured as shown in the following table.

Setting Value
Name Rule1
Alert seventy Low
Device group scope Group1, Group2
Recipient email address | User1@contoso.com

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Answer Area

Statements

If a high-severity incident is triggered for Device1, an incident email notification will be sent.

If a low-severity incident is triggered for Computer1, an incident nofification email will be

sent.

If a low-severity incident is tnggered for Dewvice3, an incident notification email will be sent.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: No

Devicel is in Group2 as Name starts with Device and Tag contains Inventory. However, the Group2 has alert severity low.

Box 2: No

Computerl does not belong to either Groupl or Group2

Box 3: Yes

Device3 belongs to both Groupl and Group2.

Note: Understanding alert severity
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Microsoft Defender Antivirus and Defender for Endpoint alert severities are different because they represent different scopes.
The Microsoft Defender Antivirus threat severity represents the absolute severity of the detected threat (malware), and is assigned based on the potential risk to
the individual device, if infected.

NEW QUESTION 54

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Office 365 Advanced Threat Protection (ATP) settings and policies for Microsoft Teams, SharePoint, and
OneDirive.

Solution: From the Microsoft 365 admin center, you assigh SecAdminl the SharePoint admin role.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp?view=0365-worldwide

NEW QUESTION 58
HOTSPOT - (Topic 6)
You have a Microsoft 365 subscription that contains the users shown in the following table.

Name | Group MFA
Status
Userl | Group1 | Enabled

User2 | Group1, | Enforced
Group?

You have the named locations shown in the following table.

Named location IP range
Montreal 133.107.0.0/16
Toronto 193.77.10.0/24

You create a conditional access policy that has the following configurations:
* Users or workload identities: o Include: Groupl
0 Exclude: Group2
* Cloud apps or actions: Include all cloud apps
* Conditions:
o Include: Any location o Exclude: Montreal
» Access control: Grant access, Require multi-factor authentication Userl is on the multi-factor authentication (MFA) blocked users list.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
Answer Arca

Statements Yes Mo

User1 can access Microsoft Office 365 from a device that has an P address of
133.107.10.20

User! can access Microsoft Office 365 from a device that has an |P address of
193.77.10.15

User2 can access Microsoft Office 365 from a device that has an IP address of
193.77.10.20

A. Mastered
B. Not Mastered
Answer: A

Explanation:
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Answer Arca

Statements Yes MNo

User] can access Microsoft Office 365 from a device that has an |P address of

133.107.10.2

LLE N Y

User! can access Microsoft Office 365 from a device that has an |P address of

193.77.10.15

User? can access Microsoft Office 365 from a device that has an |IP address of

103 T B
a0 0 1020

NEW QUESTION 62

DRAG DROP - (Topic 6)

You have a Microsoft 365 subscription.

You need to meet the following requirements:

» Report a Microsoft 365 service issue.

* Request help on how to add a new user to an Azure AD tenant.

What should you use in the Microsoft 365 admin center? To answer, drag the appropriate features to the correct requirements. Each feature may be used once,
more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
Features Answer Area

Y P ——— = o
WESSAgE CEnier o report iSues regarding a Microsoft 365 senice

Mew senace neguest

To réguest halp on how 1o add 2 new user 1o the tanant

Froguct feedback

Servte health

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Features Answer Area

1 Meccans confe _ < = - Py T T : _. T

lefLage Center To report Sues regarding a Microsoft 365 service: || New senaice request i
| e A L TR TR 4 =
! MW SEnice request - -

= T
o recuest halp on how 1o add a new user 1o the tenant | | Message center i

| Product feedback

| Serace health

NEW QUESTION 63

- (Topic 6)

You have a Microsoft 365 E3 subscription that uses Microsoft Defender for Endpoint Plan 1.
Which two Defender for Endpoint features are available to the subscription? Each correct
answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. advanced hunting

B. security reports

C. digital certificate assessment
D. device discovery

E. attack surface reduction (ASR)

Answer: BE

Explanation:

B: Overview of Microsoft Defender for Endpoint Plan 1, Reporting

The Microsoft 365 Defender portal (https://security.microsoft.com) provides easy access to information about detected threats and actions to address those
threats.

The Home page includes cards to show at a glance which users or devices are at risk, how many threats were detected, and what alerts/incidents were created.
The Incidents & alerts section lists any incidents that were created as a result of triggered alerts. Alerts and incidents are generated as threats are detected across
devices.

The Action center lists remediation actions that were taken. For example, if a file is sent to quarantine, or a URL is blocked, each action is listed in the Action
center on the History tab.

The Reports section includes reports that show threats detected and their status. E: What can you expect from Microsoft Defender for Endpoint P1?

Microsoft Defender for Endpoint P1 is focused on prevention/EPP including:

Next-generation antimalware that is cloud-based with built-in Al that helps to stop ransomware, known and unknown malware, and other threats in their tracks.
(E) Attack surface reduction capabilities that harden the device, prevent zero days, and offer granular control over access and behaviors on the endpoint.
Device based conditional access that offers an additional layer of data protection and breach prevention and enables a Zero Trust approach.

The below table offers a comparison of capabilities are offered in Plan 1 versus Plan 2.
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o
-
1
LY

Capabilities

Unified security tools and centralized management
Next-generation antimalware

Attack surface reduction rules

Device control (e.g.: USB)

Endpoint firewall

Network protection

Web control / category-based URL backing
Device-based conditional access

Controlled folder access

APls, SIEM connector, custom TI

NS ININ I N N NN SN

Application control

Endpoint detection and response
Automated investigation and remediation
Threat and vulnerability management
Threat intelligence (Threat Analytics)
Sandbox (deep analysis)

&S | S S S | S| %S TSNS S S S S S | S S

Microsoft Threat Experts**

**Includes Targeted Attack Notifications (TAN) and Experts On Demand (EOD).
Customers must apply for TAN, EOD is available for purchase as an add-on

Incorrect:

Not A: P2 is by far the best fit for enterprises that need an EDR solution including automated investigation and remediation tools, advanced threat prevention and
threat and vulnerability management (TVM), and hunting capabilities.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/defender- endpoint-plan-1
https://techcommunity.microsoft.com/t5/microsoft-defender-for-endpoint/microsoft-defender-for-endpoint-plan-1-now-included-in-m365-e3/ba-p/3060639

NEW QUESTION 64

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription.

You plan to use a mailbox named Mailbox1 to analyze malicious email messages. You need to configure Microsoft Defender for Office 365 to meet the following
requirements:

 Ensure that incoming email is NOT filtered for Mailbox1.

« Detect impersonation and spoofing attacks on all other mailboxes in the subscription. Which two settings should you configure? To answer, select the
appropriate settings in the

answer area.

Answer Area

Policies Rules
-h:\ fnti-phishing (=) Tenant Allow/Block Lists
"% Anti-spam €L Email authentication settings
fﬁ*& Anti-malware i:':t DKIM
L Safe Attachments 2% Advanced delivery
{2+ Safe Links “4 Enhanced filtering
Ie. Quarantine policies

A. Mastered
B. Not Mastered

Answer: A

Explanation:
? Safe Attachments policy: This policy allows you to specify how to handle email attachments that might contain malware. You can create a custom policy for
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Mailbox1 and set the action to Do not scan attachments. This will ensure that incoming email is not filtered for Mailbox1. You can also enable the Redirect
attachment option to send a copy of the original attachment to another mailbox for analysis1.

? Anti-phishing policy: This policy helps you protect your organization from impersonation and spoofing attacks. You can create a default policy for all other
mailboxes in the subscription and enable the following features: Impersonation protection, Spoof intelligence, and Domain authentication. These features will help
you detect and block emails that try to impersonate your users, domains, or trusted senders2.

NEW QUESTION 67

FILL IN THE BLANK - (Topic 6)

You have a Microsoft 365 subscription.

From Microsoft 365 Defender, you create a role group named US eDiscovery Managers by copying the eDiscovery Manager role group.

You need to ensure that the users in the new role group can only perform content searches of mailbox content for users in the United States.
Solution: From Windows PowerShell, you run the New-complianceSecurityFilter cmdlet with the appropriate parameters.

Does this meet the goal?

AYes

A. No

Answer: A

NEW QUESTION 72

- (Topic 6)

Your network contains an on-premises Active Directory domain named contoso.com.

For all user accounts, the Logon Hours settings are configured to prevent sign-ins outside of business hours.

You plan to sync contoso.com to an Azure AD tenant.

You need to recommend a solution to ensure that the logon hour restrictions apply when synced users sign in to Azure AD.
What should you include in the recommendation?

A. pass-through authentication

B. conditional access policies

C. password synchronization

D. Azure AD ldentity Protection policies

Answer: A

Explanation:
Reference:
https://nickblog.azurewebsites.net/2016/10/17/azure-ad-pass-through-authentication/

NEW QUESTION 76

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You create an account tor a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint and OneDrive.
Solution: From the Azure Active Directory admin center, you assign SecAdminl the Teams Administrator role.

Does this meet the goal?

A. Yes
B. no

Answer: B

NEW QUESTION 81
- (Topic 6)
You have a Microsoft 365 E5 subscription. You need to create a mail-enabled contact. Which portal should you use?

A. the Microsoft 365 admin center

B. the SharePoint admin center

C. the Microsoft Entra admin center

D. the Microsoft Purview compliance portal

Answer: A
NEW QUESTION 85

- (Topic 6)
You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Office 365. You have the policies shown in the following table.

Name Type
Policyl | Anti-phishing
Policy2 | Anti-spam
Policy3 | Anti-malware
Policy4d | Safe Attachments

All the policies are configured to send malicious email messages to quarantine. Which policies support a customized quarantine retention period?

A. Policyl and Policy2 only
B. Policy2 and Policy4 only
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C. Policy3 and Policy4 only
D. Policyl and Policy3only

Answer: A

NEW QUESTION 86

- (Topic 6)

You have a Microsoft 365 E5 subscription that contains a user named Userl You create a retention label named Retentionl that is published to all locations.
You need to ensure that Userl can label email messages by using Retentionl as soon as possible.

Which cmdlet should you run in Microsoft Exchange Online PowerShell?

A. Start-MpScan

B. Start-Process

C. Start-ManagedFolderAssistant
D. Start-AppBackgroundTask

Answer: C

NEW QUESTION 87

- (Topic 6)

You have Windows 10 devices that are managed by using Microsoft Endpoint Manager. You need to configure the security settings in Microsoft Edge.
What should you create in Microsoft Endpoint Manager?

A. an app configuration policy
B. an app

C. a device configuration profile
D. a device compliance policy

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/deployedge/configure-edge-with-intune

NEW QUESTION 88

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 subscription that contains a Microsoft SharePoint Online site named Sitel. Sitel has he files in the following table.

Numbcr of IP
Mare
addeses Ir the Y
e idors |
= 3
r 1
=L b ]
| TReAO 17 -

The Sitel users are assigned the roles shown in the following table.

MNome | Role
s s

Ll Wi

You create a data less prevention (DLP) policy names Policyl as shown in the following exhibit.
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Review vour settings

emDal? namne v

Chooee the informaltion to protect

(TS e I'.A.Pl' ']

Mame your policy
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How many files will be visible to userl and User2 after Policy' is applied to answer, selected select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

ATl Arcasd

ERH P
3
&
3
Lac Iy
E]
-
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Arnwel Ared
Le=1: 11
-I‘
l: J
&
3
Lac |
r;_‘
3
-

NEW QUESTION 93
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the devices shown in the following table.
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Name Group
Device1l | DeviceGroup1
Device2 | DeviceGroup2

At 08:00. you create an incident notification rule that has the following configurations:
* Name: Notification!

* Notification settings

o Notify on alert seventy: Low o Device group scope: All (3)

o Details: First notification per incident

* Recipients: Userl@contoso.com, User2@contoso.com

At 08:02. you create an incident notification rule that has the following configurations:
* Name: Notification

* Notification settings

o Notify on alert severity: Low. Medium

o Device group scope: DevtceGroupl, DeviceGroup2

* Recipients: Userl@contoso.com

in Microsoft 365 Defender, alerts are logged as shown in the following table.

Time | Alert name Severity Impacted assets
08:05 | Activity1 Low Devicel
08:07 | Activity1 Low Device1
08:08 | Activity1 Medium Device1
08:15 | Activity2 Medium Device2
08:16 | Activity2 Medium Devicel
08:20 | Activity1 High Device1
08:30 | Activity3 Medium Device2
08:35 | Activity2 High Device2

For each of the following statements, select Yes if the statement is true. Otherwise, select No1.
NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes Mo

User1 @ contoso.com will receie two incident notification emails for the alert at 08:05
User2 @contoso.com will receive an incident notification email for the alert at 08:07.

User] @contoso.com will receive an incident notification email for the alert at 08:20.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements Yes No

) I
User1 @contoso.com will receive two incident notification emails for the alert at 08:05 '
User2 @contoso.com will receive an incident notification email for the alert at 08:07. I I

User1 @contoso.com will receive an incident notification email for the alert at 08:20, !

NEW QUESTION 94

- (Topic 6)

You have a Microsoft 365 E5 tenant that contains 100 Windows 10 devices.

You plan to deploy a Windows 10 Security Baseline profile that will protect secrets stored in memory.
What should you configure in the profile?

A. Microsoft Defender Credential Guard
B. BitLocker Drive Encryption (BitLocker)
C. Microsoft Defender

D. Microsoft Defender Exploit Guard

Answer: A

NEW QUESTION 96

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



[fsureP522

Recommend!! Get the Full MS-102 dumps in VCE and PDF From SurePassExam
https://lwww.surepassexam.com/MS-102-exam-dumps.html (312 New Questions)

DRAG DROP - (Topic 6)

You have a Microsoft 365 E5 subscription that contains the devices shown in the following table.

Type Number of devices | Operating system Enroliment status
Corporate 150 Windows 11 Azure AD-joined,
Microsoft Intune-
managed
Bring your own 25 Windows 11 Unmanaged
device (BYOD)

You need to onboard the devices to Microsoft Defender for Endpoint. The solution must minimize administrative effort.
What should you use to onboard each type of device? To answer, drag the appropriate onboarding methods to the correct device types. Each onboarding method

may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Onboarding method

A local scrpt

Group Policy

Integration with Microsoft Defender for Cloud

Microsoft intune

Virtual Desktop Infrastructure (VDM scnpts

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Onboarding method

i B i it

Device Type

Corporate:

gvoilx

Device Type

e e N T R gy

e e Tt metar i S R T ) B i e i ¥ s L s i Bl i

NEW QUESTION 99
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft Intune and contains the devices shown in the following table.

Platform

Intune

Device1

10S

Enrolled

Device?2

macOS

Not enrolled

You need to onboard Devicel and Device2 to Microsoft Defender for Endpoint.
What should you use to onboard each device? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Passing Certification Exams Made Easy

Devicel: | Microsoft Endpoint Manager it

A local scipt

Group Policy

An app from the Google Play store
Integration with Microsoft Detfender for Cloud

Device2: | A local script -
Group Policy
Microsoft Endpoint Manager

An app from the Google Play store
Integration with Microsoft Defender for Cloud
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Devicel: | Microsoft Endpoint Manager ¥
A local script
_ Group Policy

i Microsoft Endpoint Manager

Integration with Microsoft Defender for Cloud

Device2: | A local script td
Jrjocalscpt |
Group Pohcy

Microsoft Endpoint Manager
An app from the Google Play store
Integration with Microsoft Defender for Cloud

NEW QUESTION 101

HOTSPOT - (Topic 6)

You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365.

You need to identify the settings that are below the Standard protection profile settings in the preset security policies.

What should you use? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
Answer Area

Portak  Microsoft 365 Defender portal b
Microsoft 365 admin center

Microsoft 365 Defender portal

Microsoft Purview comphance portal

Feature:  Configuration analyzer o]

Configuration analyzer

Preset secunty policies
Threat tracker

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Portak  Microsoft 365 Defender portal b
Microsoft 365 admin center
Microsoft 365 Defender portal
Microsoft Purview comphance portal

Feature: Configuration analyzer -
‘Configuration analyzer
Preset security policies
Threat tracker

NEW QUESTION 106
HOTSPOT - (Topic 6)

HOTSPOT
Y(?ursc,:oﬁpany uses Microsoft Defender for Endpoint. Microsoft Defender for Endpoint includes the device groups shown in the following table.
Rank Device group Members
1 Group1 Tag Equals demo And 05 In Windows 1@
2 Group? Tag Equals demo
3 Group3 Domain Equals adatum.com
-4 Group4 Domain Equals adatum.com And 05 In Windows 10
Last | Ungrouped devices (default) | Not applicable

You onboard a computer named computerl to Microsoft Defender for Endpoint as shown in the following exhibit.
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Settings Endpoints computer?
0 i p

computeri

Device summary

Risk level ()

None

Device details

Domain

adatum.com

0s

Windows 10 64-bit
Version 21H2
Build 19044.2130

Use the drop-down menus to select the answer choice that completes each statement.
NOTE: Each correct selection is worth one point.

Answer Area

computer1 will be a member of [answer chaice]. -
I Group3 only
GroupA only
Groups and Groupd only
Ungrouped devices

If you add the tag demo to Computer1, the computer will be a member of [answer choice]. -
erur_'-T anly
Group1 and Group2 only
Group, Groupd, Group s, and Group4
Ungrouped devices

A. Mastered

B. Not Mastered
Answer: A
Explanation:

Box 1: Group3 and Group4 only Computerl has no Demo Tag.
Computerl is in the adatum domain and OS is Windows 10. Box 2: Groupl, Group2, Group3 and Group4

NEW QUESTION 110
- (Topic 6)
You have the sensitivity labels shown in the following exhibit.
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Home = sensitivity

Labels Label policies Auto-labeling(preview)

Sensitivity labels are used to classify email messages, documents, sites, and more.
When a label is applied (automatically or by the user), the content or site is protected
based on the settings you choose. For example, you can create labels that encrypt

files, add content marking, and control user access to specific sites. Leam more
about sensitivity labels

-+ Create alabel = Publishlabels () Refresh

Name! Order Created by Last modified
Label1 ... 0-highest Prvi 04/24/2020
~ Label2 =l - Prvi 04/24/2020
Label3 ... D-highest Prvi 04/24/2020
Labeld ... 0-highest Prvi 04/24/2020
= Label5 -+ B Prvi 04/24/2020
Label6 0-hiahest Prvi 04/24/2020

Which labels can users apply to content?

A. Label3, Label4, and Label6 only

B. Labell, Label2. Label3. Label4. Label5. and Label6
C. Labell, Label2, and Label5 only

D. Labell, Label3, Label4, and Label6 only

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365-worldwide

NEW QUESTION 111
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 tenant that contains the users shown in the following table.

Name | Member of
User1 | Group1
User2 | Group2

You purchase the devices shown in the following table.

Name Platform
Device1l | Windows 10
Device2 | Android

In Microsoft Endpoint Manager, you create an enrollment status page profile that has the following settings:
? Show app and profile configuration progress: Yes

? Allow users to collect logs about installation errors: Yes

? Only show page to devices provisioned by out-of-box experience (OOBE): No

? Assignments: Group2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
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Statements Yes No
If User1 enrolls Device1 in Microsoft Endpoint Manager, the enroliment Q Q
status page will appear.
If User2 enrolls Device1 in Microsoft Endpoint Manager, the enrollment @) 9]
status page will appear.
If User2 enrolls Device2 in Microsoft Endpoint Manager, the enroliment O O
status page will appear.
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Statements Yes No
If User1 enrolls Device1 in Microsoft Endpoint Manager, the enroliment O CG__I
status page will appear.
If User2 enrolls Device1 in Microsoft Endpoint Manager, the enrollment |h[-j}m| 9]
status page will appear. T
- -
If User2 enrolls Device2 in Microsoft Endpoint Manager, the enroliment o 0O '

status page will appear.

NEW QUESTION 116

- (Topic 6)

You have a Microsoft 365 E5 tenant. You configure sensitivity labels.

Users report that the Sensitivity button is unavailability in Microsoft Word for the web. The sensitivity button is available in Word for Microsoft 365.
You need to ensure that the users can apply the sensitivity labels when they use Word for the web.

What should you do?

A. Copy policies from Azure information Protection to the Microsoft 365 Compliance center
B. Publish the sensitivity labels.

C. Create an auto-labeling policy

D. Enable sensitivity labels for files in Microsoft SharePoint Online and OneDrive.

Answer: B

NEW QUESTION 118

- (Topic 6)

Your on-premises network contains an Active Directory domain.

You have a Microsoft 365 subscription.

You need to sync the domain with the subscription. The solution must meet the following requirements:

On-premises Active Directory password complexity policies must be enforced. Users must be able to use self-service password reset (SSPR) in Azure AD. What
should you use?

A. password hash synchronization

B. Azure AD Identity Protection

C. Azure AD Seamless Single Sign-On (Azure AD Seamless SSO)
D. pass-through authentication

Answer: D

Explanation:

Azure Active Directory (Azure AD) Pass-through Authentication allows your users to sign in to both on-premises and cloud-based applications using the same
passwords.

This feature is an alternative to Azure AD Password Hash Synchronization, which provides the same benefit of cloud authentication to organizations. However,
certain organizations

wanting to enforce their on-premises Active Directory security and password policies, can choose to use Pass-through Authentication instead.

Note: Azure Active Directory (Azure AD) self-service password reset (SSPR) lets users reset their passwords in the cloud, but most companies also have an on-
premises Active Directory Domain Services (AD DS) environment for users. Password writeback allows password changes in the cloud to be written back to an on-
premises directory in real time by using either Azure AD Connect or Azure AD Connect cloud sync. When users change or reset their passwords using SSPR in
the cloud, the updated passwords also written back to the on-premises AD DS environment.

Password writeback is supported in environments that use the following hybrid identity models:

Password hash synchronization Pass-through authentication

Active Directory Federation Services

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-
sspr-writeback

NEW QUESTION 120
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- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a computer that runs Windows 10.

You need to verify which version of Windows 10 is installed.

Solution: From the Settings app, you select Update & Security to view the update history. Does this meet the goal?

A. Yes
B. No

Answer: B
NEW QUESTION 124

HOTSPOT - (Topic 6)
Your company has a Microsoft 365 subscription that uses an Azure AD tenant named contoso.com. The tenant contains the users shown in the following table.

Name Role Office 365 role group
Useri None Compliance Data
Administrator
User2 Global Administrator | None

You create a retention label named Label 1 that has the following configurations:

* Retains content for five years

» Automatically deletes all content that is older than five years

You turn on Auto labeling for Labell by using a policy named Policyl. Policyl has the following configurations:
« Applies to content that contains the word Merger

* Specifies the OneDrive accounts and SharePoint sites locations You run the following command.
Set-RetentionConpliancePolicy Policyl -RestrictiveRetention Strue -Force

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Answer Arca
Statements Yes Mo
User1 can add Exchange email as a location to Policy1
LiserZ can remove SharePoint sites from Policy1
User2 can add the word Acquisition to Policy
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Answer Area

Statements Yes No

PR —

User1 can add Exchange email as a location to Policy1 !

I

User2 can remove SharePoint sites from Policy1

User2 can add the word Acquisition to Policy1.

NEW QUESTION 127

- (Topic 6)

You have a Microsoft 365 E5 subscription that uses Azure Advanced Threat Protection (ATP).
You need to create a detection exclusion in Azure ATP. Which tool should you use?

A. the Security & Compliance admin center

B. Microsoft Defender Security Center

C. the Microsoft 365 admin center

D. the Azure Advanced Threat Protection portal
E. the Cloud App Security portal

Answer: D
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Explanation:
Reference:
https://docs.microsoft.com/en-us/defender-for-identity/what-is https://docs.microsoft.com/en-us/defender-for-identity/excluding-entities-from-detections

NEW QUESTION 130

- (Topic 6)

You have a new Microsoft 365 E5 tenant.

You need to enable an alert policy that will be triggered when an elevation of Microsoft Exchange Online administrative privileges is detected.
What should you do first?

A. Enable auditing.

B. Enable Microsoft 365 usage analytics.

C. Create an Insider risk management policy.
D. Create a communication compliance policy.

Answer: A

Explanation:

Microsoft Purview auditing solutions provide an integrated solution to help organizations effectively respond to security events, forensic investigations, internal
investigations, and compliance obligations. Thousands of user and admin operations performed in dozens of Microsoft 365 services and solutions are captured,
recorded, and retained in your organization's unified audit log. Audit records for these events are searchable by security ops, IT admins, insider risk teams, and
compliance and legal investigators in your organization. This capability provides visibility into the activities performed across your Microsoft 365 organization.
Note: Permissions alert policies

Example: Elevation of Exchange admin privilege

Generates an alert when someone is assigned administrative permissions in your Exchange Online organization. For example, when a user is added to the
Organization Management role group in Exchange Online.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/audit-solutions-overview https://learn.microsoft.com/en-us/microsoft-365/compliance/alert-policies

NEW QUESTION 132

- (Topic 6)

Your network contains an on-premises Active Directory domain named contoso.local. The domain contains five domain controllers.
Your company purchases Microsoft 365 and creates an Azure AD tenant named contoso.onmicrosoft.com.

You plan to install Azure AD Connect on a member server and implement pass-through authentication.

You need to prepare the environment for the planned implementation of pass-through authentication.

Which three actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. From a domain controller install an Authentication Agent

B. From the Microsoft Entra admin center, confiqure an authentication method.
C. From Active Director,' Domains and Trusts add a UPN suffix

D. Modify the email address attribute for each user account.

E. From the Microsoft Entra admin center, add a custom domain name.

F. Modify the User logon name for each user account.

Answer: ABE

Explanation:

Deploy Azure AD Pass-through Authentication Step 1: Check the prerequisites

Ensure that the following prerequisites are in place. In the Entra admin center

* 1. Create a cloud-only Hybrid Identity Administrator account or a Hybrid Identity administrator account on your Azure AD tenant. This way, you can manage the
configuration of your tenant should your on-premises services fail or become unavailable.

(E) 2. Add one or more custom domain names to your Azure AD tenant. Your users can sign in with one of these domain names.

(A) In your on-premises environment

* 1. Identify a server running Windows Server 2016 or later to run Azure AD Connect. If not enabled already, enable TLS 1.2 on the server. Add the server to the
same Active Directory forest as the users whose passwords you need to validate. It should be noted that installation of Pass-Through Authentication agent on
Windows Server Core versions is not supported.

* 2. Install the latest version of Azure AD Connect on the server identified in the preceding step. If you already have Azure AD Connect running, ensure that the
version is supported.

* 3. Identify one or more additional servers (running Windows Server 2016 or later, with TLS 1.2 enabled) where you can run standalone Authentication Agents.
These additional servers are needed to ensure the high availability of requests to sign in. Add the servers to the same Active Directory forest as the users whose
passwords you need to validate.

* 4. Etc.

(B) Step 2: Enable the feature

Enable Pass-through Authentication through Azure AD Connect.

If you're installing Azure AD Connect for the first time, choose the custom installation path. At the User sign-in page, choose Pass-through Authentication as the
Sign On method. On successful completion, a Pass-through Authentication Agent is installed on the same server as Azure AD Connect. In addition, the Pass-
through Authentication feature is enabled on your tenant.

Incorrect:

Not C: From Active Directory Domains and Trusts, add a UPN suffix Not D. Modify the email address attribute for each user account. Not F. Modify the User logon
name for each user account.

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/hybrid/connect/how-to-connect-pta- quick-start

NEW QUESTION 133

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You plan to implement Microsoft Purview policies to meet the following requirements: Identify documents that are stored in Microsoft Teams and SharePoint that
contain

Personally Identifiable Information (PII). Report on shared documents that contain Pll. What should you create?
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A. a data loss prevention (DLP) policy

B. a retention policy

C. an alert policy

D. a Microsoft Defender for Cloud Apps policy

Answer: A

Explanation:

Demonstrate data protection

Protection of personal information in Microsoft 365 includes using data loss prevention (DLP) capabilities. With DLP policies, you can automatically protect
sensitive information across Microsoft 365.

There are multiple ways you can apply the protection. Educating and raising awareness to where EU resident data is stored in your environment and how your
employees are permitted to handle it represents one level of information protection using Office 365 DLP.

In this phase, you create a new DLP policy and demonstrate how it gets applied to the IBANs.docx file you stored in SharePoint Online in Phase 2 and when you
attempt to send an email containing IBANS.

? From the Security & Compliance tab of your browser, click Home.

? Click Data loss prevention > Policy.

? Click + Create a policy.

? In Start with a template or create a custom policy, click Custom > Custom policy > Next.

? In Name your policy, provide the following details and then click Next: a. Name: EU Citizen Pl Policy b. Description: Protect the personally identifiable
information of European citizens

? Etc.

Reference:

https://learn.microsoft.com/en-us/compliance/regulatory/gdpr-discovery-protection-reporting-in-office365-dev-test-environment

NEW QUESTION 136

HOTSPOT - (Topic 6)

Your on-premises network contains an Active Directory domain and a Microsoft Endpoint Configuration Manager site.

You have a Microsoft 365 E5 subscription that uses Microsoft Intune.

You use Azure AD Connect to sync user objects and group objects to Azure Directory (Azure AD) Password hash synchronization is disabled.

You plan to implement co-management.

You need to configure Azure AD Connect and the domain to support co-management. What should you do? To answer, select the appropriate options in the
answer area. NOTE: Each correct selection is worth one point.

Argwer frea
Configuie yord Anure AL poan
Frishie v e witsbark
Eriiee pasiond hash Byncie oizaton

. # Th [IoemueT

A an alieniatee LN 20l
FAHE T B BETVEDE DO LD Deoend
EECHIET & WOTVELE PN el FionT

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Ardwer drea
Configuie hylrd Aduce AL poin
Ergbie oegce writshback,
Eraibbe pariswond hash L (s R !
s grn afemateeg LS gl |
AT & BETVECE WL TION DOan
ELECHAIET & WOTVELE PR el FionT

NEW QUESTION 139

- (Topic 6)

Your company has three main offices and one branch office. The branch office is used for research.

The company plans to implement a Microsoft 365 tenant and to deploy multi-factor authentication.

You need to recommend a Microsoft 365 solution to ensure that multi-factor authentication is enforced only for users in the branch office.
What should you include in the recommendation?

A. Azure AD password protection

B. a Microsoft Intune device configuration profile
C. a Microsoft Intune device compliance policy
D. Azure AD conditional access

Answer: D

NEW QUESTION 144

- (Topic 6)

You have a Microsoft 365 subscription. You have a user named Userl. You need to ensure that Used can place a hold on all mailbox content. What permission
should you assign to Userl?

A. the Information Protection administrator ide from the Azure Active Directory admin center.

B. the eDiscovery Manager tote from the Microsoft 365 compliance center.
C. the Compliance Management role from the Exchange admin center.
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D. the User management administrator role from the Microsoft 365 admin center.

Answer: B

NEW QUESTION 145
HOTSPOT - (Topic 6)

You have a Microsoft 365 tenant that has Enable Security defaults set to No in Azure Active Directory (Azure AD).

The tenant has two Compliance Manager assessments as shown in the following table.

Name | Score Status | Assessment Your Microsoft | Group Regulation
progress |improvement| actions
actions
SPE00 15444 | Incomplete | 72% 3 of 450 887 of 887 | Group1| Microsoft| NIST 800-
completed completed 365 53
Data 14370 | Incomplete | 70% 3 of 489 835 of 835 | Group2| Microsoft| Data
Protection completed completed 365 Protection
Baseline Baseline
The SP800 assessment has the improvement actions shown in the following table.
Improvement action Test status |  Impact Points achieved | Regulations
Establish a threat intelligence Mone +9 points | 0/9 | NIST 800-53, Data Protection
program J Baseline
Establish and document a None +9 points | 0/9 | NIST 800-53, Data Protection
configuration management program e Baseline

You perform the following actions:

? For the Data Protection Baseline assessment, change the Test status of Establish a threat intelligence program to Implemented.

? Enable multi-factor authentication (MFA) for all users.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
Statements

Establish a threat intelligence program will appear as Implemented in
the SP800 assessment.

The SP800 assessment score will increase by 54 points.

The Data Protection Baseline score will increase by 9 points.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Statements

Establish a threat intelligence program will appear as Implemented in
the SP800 assessment.

The SP800 assessment score will increase by 54 points.

The Data Protection Baseline score will increase by 9 points.

NEW QUESTION 150

DRAG DROP - (Topic 6)

You have a Microsoft 365 subscription.

You need to review reports to identify the following:

* The storage usage of files stored in Microsoft Teams
» The number of active users per team

Yes No
O (@
@, @)
O @)

Yes No

"%
|94
i
@, 39[

Which report should you review for each requirement? To answer, drag the appropriate reports to the correct requirements. Each report may be used once, more

than once, or not at all. You may need to drag the split bar between panes or scroll to view content

Repait Reguihements
The Sevioe usage feporl o fesm The storage usage of files stored n Microsoft Teams:
The Cmelrive utage report
Nigmiber of active e per Mcrosofy Team
Thet SharePoind Lde usage répodt
The Tesemd ulSge FEpart in TEsmL

The Uiser activity repoit im Teams

A. Mastered
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B. Not Mastered
Answer: A

Explanation:
R podt Reguirements

| Thee cevice usage report in Teams The siorage weage of fles siored in Microsol Teama || The Shanefoint ife ukage report

....................

Powmber of acthve ppees pec Micropoft Teary | The Teama pusge repoet in Seamd

1 The SharePoant sie usage report [

| Thee Teams utage repon in Teams

NEW QUESTION 154

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the users shown in the following table.

Name UPN suffix
User1l | Contoso.com
User2 | Fabrikam.com

The domain syncs to an Azure AD tenant named contoso.com as shown in the exhibit. (Click the Exhibit tab.)

PROVISION FROM ACTIVE DIRECTORY
Azure AD Connect cloud provisioning

This feature allows you to manage provisioning from the cloud.

Manage provisioning (Preview]}

Azure AD Connect sync
Sync Status Enabled
Last Sync Less than 1 hour ago
Password Hash Sync Enabled

USER SIGN-IN
Federation Disabled 0 domains
Seamless single sign-on Enabled 1 domain
Pass-through authentication  Enabled 2 agents

User2 fails to authenticate to Azure AD when signing in as user2@fabrikam.com. You need to ensure that User2 can access the resources in Azure AD.
Solution: From the on-premises Active Directory domain, you assign User2 the Allow logon locally user right. You instruct User2 to sign in as
user2@fabrikam.com.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

This is not a permissions issue.

The on-premises Active Directory domain is named contoso.com. To enable users to sign on using a different UPN (different domain), you need to add the domain
to Microsoft 365 as a custom domain.

NEW QUESTION 156

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E3 subscription.

You plan to launch Attack simulation training for all users.

Which social engineering technique and training experience will be available? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area

Social engineering technique: s Lo
Credential harvest_ %
Link to malware
Malware attachment

Training experience: »
Identity Theft
Mass Market Phishing
Web Phishing
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: Credential Harvest

Attack simulation training offers a subset of capabilities to E3 customers as a trial. The trial offering contains the ability to use a Credential Harvest payload and the
ability to select 'ISA Phishing' or 'Mass Market Phishing' training experiences. No other capabilities are part of the E3 trial offering.

Note: In Attack simulation training, multiple types of social engineering techniques are available:

Credential Harvest Malware Attachment Link to Malware

Etc.

Box 2: Mass Market Phishing

NEW QUESTION 158
HOTSPOT - (Topic 6)
You have three devices enrolled in Microsoft Endpoint Manager as shown in the following table.

Name Platform BitLocker Drive Member of
Encryption (BitLocker)

Devicel | Windows 10 | Disabled Group3

Device2 | Windows 10 | Disabled GroupZ, Group3

Device3 | Windows 10 | Disabled Group2

The device compliance policies in Endpoint Manager are configured as shown in the following table.

Name Platform Require BitLocker | Assigned
Policyl | Windows 10 and later | Reguire Yes
Policy2 | Windows 10 and later | Not configured Yes
Policy3 | Windows 10 and later | Require No

The device compliance policies have the assignments shown in the following table.
Name | Assigned to

Policy! | Group3

Policy2 | Group2

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full MS-102 dumps in VCE and PDF From SurePassExam
Ll Sure PaSS https://www.surepassexam.com/MS-102-exam-dumps.html (312 New Questions)

Answer Area
Statements Yes No
Devicel 1s comphant.
Device2 is compliant.
Device3 is compliant. :
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Answer Area
Statements Yes No
]__ 1
Devicel i1s comphant. J
— ey
Device2 is compliant. | O
Device3 is compliant. v |
NEW QUESTION 160
- (Topic 6)
You have a Microsoft 365 subscription that contains the domains shown in the following exhibit.
Domains
-+ Add domain = Buydomain () Refresh
Domain name | Status [T Crhoote columns

O Subl.contoso221018.onmicrosoft.com (D... : A Possible service issues
O contoso.com : @ ncomplete cetup

Ll contoso221018.onmicrosoft.com © @ Beanthy

| Sub2.contoso221018.onmicrosoft.com © ircomplete setup

Which domain name suffixes can you use when you create users?

A. only Subl.contoso221018.onmicrosoft.com

B. onlycontoso.com and Sub2.contoso221018.onmicrosoft.com

C. onlvcontoso0221018.onmicrosoft.com, Sub.contoso221018.onmicrosoft.com, and Sub2.contos0221018.onmicrosoft.com
D. all the domains in the subscription

Answer: B
NEW QUESTION 164
- (Topic 6)

You have a Microsoft 365 E5 subscription that contains the following user:
? Name: Userl
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? UPN: userl@contoso.com

? Email address: userl@marketmg.contoso.com

? MFA enrollment status: Disabled

When Userl attempts to sign in to Outlook on the web by using the userl@marketing.contoso.com email address, the user cannot sign in.
You need to ensure that Userl can sign in to Outlook on the web by using userl@marketing.contoso.com.

What should you do?

A. Assign an MFA registration policy to User1.
B. Reset the password of Userl.

C. Add an alternate email address for User1.
D. Modify the UPN of Userl.

Answer: D

Explanation:

Microsoft’'s recommended best practices are to match UPN to primary SMTP address. This article addresses the small percentage of customers that cannot
remediate UPN'’s to match.

Note: A UPN is an Internet-style login name for a user based on the Internet standard RFC 822. The UPN is shorter than a distinguished name and easier to
remember. By convention, this should map to the user's email name. The point of the UPN is to consolidate the email and logon hamespaces so that the user only
needs to remember a single name.

Configure the Azure AD multifactor authentication registration policy

Azure Active Directory (Azure AD) Identity Protection helps you manage the roll-out of Azure AD multifactor authentication (MFA) registration by configuring a
Conditional Access policy to require MFA registration no matter what modern authentication app you're signing in to.

Reference:

https://docs.microsoft.com/en-us/windows/win32/ad/naming-properties#userprincipalname

NEW QUESTION 167

- (Topic 6)
You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.
Name Platform Azure Active Directory (Azure AD)
Device1 Windows 10 Joined
Device2 Windows 10 Registered
Device3 Windows 10 Not joined or registered
Deviced Android Registered

You plan to review device startup performance issues by using Endpoint analytics. Which devices can you monitor by using Endpoint analytics?

A. Devicel only

B. Devicel and Device2 only

C. Devicel, Device2, and Device3 only

D. Devicel, Device2, and Device4 only

E. Devicel, Device2, Device3, and Deviced

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/analytics/overview

NEW QUESTION 172

- (Topic 6)

You have a Microsoft 365 subscription.

You suspect that several Microsoft Office 365 applications or services were recently updated.

You need to identify which applications or services were recently updated.

What are two possible ways to achieve the goal? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. From the Microsoft 365 admin center review the Service health blade

B. From the Microsoft 365 admin center, review the Message center blade.
C. From the Microsoft 365 admin center review the Products blade.

D. From the Microsoft 365 Admin mobile agg, review the messages.

Answer: BD

Explanation:

The Message center in the Microsoft 365 admin center is where you would go to view a list of the features that were recently updated in the tenant. This is where
Microsoft posts official messages with information including new and changed features, planned maintenance, or other important announcements.

The messages displayed in the Message center can also be viewed by using the Office

365 Admin mobile app. Reference:

https://docs.microsoft.com/en-us/office365/admin/manage/message-center https://docs.microsoft.com/en-us/office365/admin/admin-overview/admin-mobile-app

NEW QUESTION 176

- (Topic 6)

You have a Microsoft 365 subscription.

You have the retention policies shown in the following table.

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



|'\_'/|Sure Pa&s

Recommend!! Get the Full MS-102 dumps in VCE and PDF From SurePassExam
https://lwww.surepassexam.com/MS-102-exam-dumps.html (312 New Questions)

Name | Location | Retain items Start the At the end of the
for a specific | retention period retention period
period based on
Policy1 | SharePoint | 1 years When items were | Delete items automatically
sites created
Policy2 | SharePoint | 2 years When items were | Do nothing
sites last modified

Both policies are applied to a Microsoft SharePoint site named Sitel that contains a file named Filel.docx.

Filel.docx was created on January 1, 2022 and last modified on January 31,2022. The file was NOT modified again.

When will Filel.docx be deleted automatically?

A. January 1,2023
B. January 1,2024
C. January 31, 2023
D. January 31, 2024

E. never
Answer: D

Explanation:

Retention wins over deletion. Note:
Explanation for the four different principles:
* 1. Retention wins over deletion. Content won't be permanently deleted when it also has retention settings to retain it. While this principle ensures that content is
preserved for compliance reasons, the delete process can still be initiated (user-initiated or system- initiated) and consequently, might remove the content from

users' main view. However, permanent deletion is suspended.

* 2. Etc. Reference:
https://learn.microsoft.com/en-us/microsoft-365/compliance/retention

NEW QUESTION 177

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You need to identify which users accessed Microsoft Office 365 from anonymous IP addresses during the last seven days.

What should you do?

A. From the Cloud App Security admin center, select Users and accounts.

B. From the Microsoft 365 security center, view the Threat tracker.

C. From the Microsoft 365 admin center, view the Security & compliance report.
D. From the Azure Active Directory admin center, view the Risky sign-ins report.

Answer: A

NEW QUESTION 181
HOTSPOT - (Topic 6)
You have a Microsoft 365 subscription that contains the administrative units shown in the following table.

Name Members

AU1

Group1, User2

AUZ2

GroupZ, User3, User4

The groups contain the members shown in the following table.

Name Members
Group1 | User1
Group? | User2, User4

The users are assigned the roles shown in the following table.

Name Role Scope
User1 None Not applicabie
User2 Password Administrator AU
User3 License Administrator Organization
User4 None Not applicable

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE; Each correct selection is worth one point.
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Answer Arca
Statements Yes No
User2 can reset the password of User1,
User2 can reset the password of Userd.
User3 can assign licenses to Userl.
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

Statements Yes No

User2 can reset the password of User1, I "
User2 can reset the password of User4. [ |

User3 can assign licenses to Userl. |

NEW QUESTION 184

HOTSPOT - (Topic 5)

You are evaluating the use of multi-factor authentication (MFA).

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes Mo

Users will have 14 days to register for MFA after they sign in for the first time.
Users must use the Microsoft Authenticator app to complete MFA.

After registering, users must use MFA for every sign-in

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area
Statements Yes No

Users will have 14 days to register for MFA after they sign in for the first time. !
Users must use the Microsoft Authenticator app to complete MFA. 1 I

After registering, users must use MFA for every sign-in. 1O,

NEW QUESTION 187
HOTSPOT - (Topic 5)
You need to ensure that Admin4 can use SSPR.

Which tool should you use. and which action should you perform? To answer, select the appropriate options m the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

NEW QUESTION 190
HOTSPOT - (Topic 5)

ACION:  Enahle password writehack. |
Enable app registrations.

Enable password writeback
Enable password hash synchronization.
Disable password hash synchronization.

Tool: Azure AD Connect v

Synchronization Rules Editor
Microsoft Entra admin center

AClION: | Enable password writehack. £
_Epable app_registrations. _ _ _

Enable password wrileback
Enable password hash synchronization.

Disable password hash synchronization.

| #"'-;'L.’IF'.i'hE." Connect
' LSynehrenization Rules-Editbr
Microsoft Entra admin center

You need to ensure that the Microsoft 365 incidents and advisories are reviewed monthly.
Which users can review the incidents and advisories, and which blade should the users use? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Users: [admini and Admin3 only ~
Admin1 only

Admin1, Adming, and Admin3 only
Admin1, Admin2, Admin3, and Admind

Blade: | Service Health *
Reports

Service Health

' Message center
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Answer Area

NEW QUESTION 191
- (Topic 3)

Users: I

Admin1 and Admin3 only = I
Adminl only

|

| Admin1 and Admin3 only

Admmnl, AdminZ, and Admin3 only

Adminl, Admin2, Admin3, and Admind

Blade: l Service Health ol |
Reports
Service Health

Message center

You need to configure the compliance settings to meet the technical requirements. What should you do in the Microsoft Endpoint Manager admin center?

A. From Compliance policies, modify the Notifications settings.

B. From Locations, create a new location for noncompliant devices.

C. From Retire Noncompliant Devices, select Clear All Devices Retire State.
D. Modify the Compliance policy settings.

Answer: D

Explanation:
Reference:

https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started

NEW QUESTION 193
- (Topic 2)

You need to meet the technical requirement for the EU PII data. What should you create?

A. a retention policy from the Security & Compliance admin center.

B. a retention policy from the Exchange admin center

C. a data loss prevention (DLP) policy from the Exchange admin center

D. a data loss prevention (DLP) policy from the Security & Compliance admin center

Answer: A

Explanation:
References:

https://docs.microsoft.com/en-us/office365/securitycompliance/retention-policies
EU PII wants both documents and email message to be preserved so S&C Admin Center for Retention. If this was for Email only, this probably could have been

done in EAC.

NEW QUESTION 194
- (Topic 2)

You need to recommend a solution for the security administrator. The solution must meet the technical requirements.

What should you include in the recommendation?

A. Microsoft Azure Active Directory (Azure AD) Privileged Identity Management
B. Microsoft Azure Active Directory (Azure AD) Identity Protection

C. Microsoft Azure Active Directory (Azure AD) conditional access policies

D. Microsoft Azure Active Directory (Azure AD) authentication methods

Answer: B

Explanation:
References:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-conditions#sign-in-risk states clearly that Sign-in risk

NEW QUESTION 195
- (Topic 1)

On which server should you use the Defender for identity sensor?

A. Serverl
B. Server2
C. Server3
D. Server4d
E. Servers5

Answer: A
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Explanation:

However, if the case study had required that the DCs can't have any s/w installed, then the answer would have been a standalone sensor on Server2. In this

scenario, the given answer is correct. BTW, ATP now known as Defender for Identity.

NEW QUESTION 198

- (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Cloud Apps.

You need to be notified when a single user downloads more than 50 files during any 60- second period.
What should you configure?

A. a session policy

B. afile policy

C. an activity policy

D. an anomaly detection policy

Answer: D

NEW QUESTION 199
- (Topic 6)

You have a Microsoft Azure Active Directory (Azure AD) tenant named Contoso.com. You create a Microsoft Defender for identity instance Contoso.

The tenant contains the users shown in the following table.

Name Member of group Azure AD role
User1 | Defender for identity Contoso None

Administralors |

User2 | Defender for identity Contoso Users | None

User3 | None Security admarustrator
Userd | Defender for identity Contoso Users - Global adminestrator

You need to modify the configuration of the Defender for identify sensors.

Solutions: You instruct User4 to modify the Defender for identity sensor configuration. Does this meet the goal?

A. Yes
B. No

Answer: A
NEW QUESTION 200
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription.
You configure a new alert policy as shown in the following exhibit.

How do you want the alert to be triggered?

O Every time an activity matches the rule

O When the volume of matched activities reaches a threshold

More than orequalto 15 activities
During the last 60 minutes
On Allusers v

(@ When the volume of matched activities becomes unusual

On  Allusers

You need to identify the following:
? How many days it will take to establish a baseline for unusual activity.
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? Whether alerts will be triggered during the establishment of the baseline.
What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

How many days it will take to establish the baseline:

Whether the alerts will be triggered during the
establishment of the baseline:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

How many days it will take to establish the baseline:

Whether the alerts will be triggered during the
establishment of the baseline:

NEW QUESTION 202
- (Topic 6)
You have a Microsoft 365 E5 subscription.

You create a Conditional Access policy that blocks access to an app named Appl when users trigger a high-risk sign-in event.

Alerts will be triggered.
Alerts will not be triggered.

Alerts will be triggered only after the process to
establish the baseline has been running for one day.

Alerts will not be triggered. |

Alerts will be triggered only after the process to
establish the baseline has been running for one day.

You need to reduce false positives for impossible travel when the users sign in from the corporate network.

What should you configure?

A. exclusion groups
B. multi-factor authentication (MFA)
C. named locations
D. user risk policies

Answer: C

NEW QUESTION 207
- (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Office 365 and contains a user named Userl.

Userl emails a product catalog in the PDF format to 300 vendors. Only 200 vendors receive the email message, and Userl is blocked from sending email until the

next day.

You need to prevent this issue from reoccurring. What should you configure?

A. anti-spam policies

B. Safe Attachments policies
C. anti-phishing policies

D. anti-malware policies

Answer: A
NEW QUESTION 211

- (Topic 6)
You have a Microsoft 365 tenant.

You plan to manage incidents in the tenant by using the Microsoft 365 security center. Which Microsoft service source will appear on the Incidents page of the

Microsoft 365
security center?
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A. Microsoft Defender for CloudUse the
B. Microsoft Purview

C. Azure Arc

D. Microsoft Defender for Identity

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender/investigate- alerts?view=0365-worldwide

NEW QUESTION 214

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You need to be alerted when Microsoft 365 Defender detects high-severity incidents. What should you use?

A. a custom detection rule
B. a threat policy

C. an alert policy

D. a notification rule

Answer: C

NEW QUESTION 215
HOTSPOT - (Topic 6)
You have a hybrid deployment of Azure AD that contains the users shown in the following table.

Name Description

User1 | Azure AD Connect sync account
User2 | Contributor for Azure AD Connect
Health

User3 | Application administrator in Azure
AD

You need to identify which users can perform the following tasks:

* View sync errors in Azure AD Connect Health.

» Configure Azure AD Connect Health settings.

Which user should you identify for each task? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

View sync errors in Azure AD Connect Health: | User2

v}

Uszerl

User3

Configure Azure AD Connect Health settings: l User! v ’

Userd
[ Usar3

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

View synd efmors in AZure AD Connect Health: ll__le.efé.

Useri

.

User3

Configure Azure AD Connect Health settings: | Liser]

User?
User3

NEW QUESTION 216

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 tenant.

You need to create a custom Compliance Manager assessment template.

Which application should you use to create the template, and in which file format should the template be saved? To answer, select the appropriate options in the

answer area.
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NOTE: Each correct selection is worth one point.
Application: v

Microsoft Excel
Microsoft Forms
Microsoft Word
Visual Studio Code

File format; v

csv
dbx
docx
dotx
json
xlsx
xltx

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Application: v
' Microsoft Excel |
Microsoft Forms
Microsoft Word

Visual Studio Code

File format: w
[CSV_!
dbx
docx
dotx
json
xlsx
XItx

NEW QUESTION 217

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Member of Multi-factor authentication (MFA) method

registered
User1 Group1 Microsoft Authenticator app (push notification)
User2 Group?2 Microsoft Authenticator app (push notification)

User3 Group1 None

You configure the Microsoft Authenticator authentication method policy to enable passwordless authentication as shown in the following exhibit.
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Enable and Target  Configure

eace (@D

Inchude Bxcluce

Target {:} Al users (®) Select groups

Add groups
Name

Groupl

Both Userl and User2 report that they are NOT prompted for passwordless sign-in in the Microsoft Authenticator app.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Type

Group

Registration Authentication mode

=

‘\‘-"Iq‘I
|

NOTE: Each correct selection is worth one point.

Answer Area

Statements

User1 will be prompted for passwordless authentication ance User] sets up phone sign-in in
the Microsoft Authenticator app.

User2 will be prompted for passwordless authentication once User2 sets up phone sign-in in
the Microsoft Authenticator app.

User3 can use passwordless authentication without further action.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: Yes

Userl is member of Groupl.
Userl has MFA registered method of Microsoft Authenticater app (push notification) The Microsoft Authenticator authentication method policy is configured for
Groupl, registration is optional, authentication method is any.
Note: Microsoft Authenticator can be used to sign in to any Azure AD account without using a password. Microsoft Authenticator uses key-based authentication to
enable a user credential that is tied to a device, where the device uses a PIN or biometric. Windows Hello for Business uses a similar technology.

This authentication technology can be used on any device platform, including mobile. This technology can also be used with any app or website that integrates

with Microsoft Authentication Libraries.

Box 2: No

User2 is member of Group?2.
The Microsoft Authenticator authentication method policy is configured for Groupl, not for Group2.

Box 3: No

User3 is member of Groupl.

User3 has no MFA method registered.

User3 must choose an authentication method.
Note: Enable passwordless phone sign-in authentication methods
Azure AD lets you choose which authentication methods can be used during the sign-in process. Users then register for the methods they'd like to use.

NEW QUESTION 221

HOTSPOT - (Topic 6)

You have a Microsoft 365 subscription that contains the users shown in the following table.

Yes

p-o-n

Name Member of Azure Active Directory (Azure AD) role
Userl Groupl Global administrator
User2 Group2 Cloud device administrator

You configure an Enrollment Status Page profile as shown in the following exhibit.
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Settings

The enroliment status page appears during initial device setup. If enabled,

users can see the installation progress of assigned apps and profiles.

Show app and profile installation progress. Yes

Show time limit error when installation takes

longer than specified number of minutes. | 80
Show custom message when time limit error Yes @D
occurs.
Allow users to collect logs about instalattion " Yes '
errors. ' ;
Only show page to devices provisioned by [
out-of-box experience (OOBE) =3 No
Block device use until all apps and profiles are " Yes ]
installed \ '
You assign the policy to Groupl.
You purchase the devices shown in the following table.
Name Platform
Devicel Windows 10

Device2 Android

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Statements

If User1 performs the initial device enroliment for Device1, the Enroliment
Status Page will show.

If User1 performs the initial device enroliment for Device2, the Enroliment
Status Page will show.

If User2 performs the initial device enroliment for Device2, the Enroliment
Status Page will show.

A. Mastered

B. Not Mastered
Answer: A
Explanation:

Statements

If User1 performs the initial device enroliment for Device1, the Enroliment
Status Page will show.

If User1 performs the initial device enroliment for Device2, the Enroliment
Status Page will show.

If User2 performs the initial device enroliment for Device2, the Enroliment
Status Page will show.

NEW QUESTION 224
HOTSPOT - (Topic 6)
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You have a Microsoft 365 subscription that uses an Azure AD tenant named contoso.com. The tenant contains the users shown in the following table.
From the Sign-ins blade of the Microsoft Entra admin center for which users can Userl and User2 view the sign-ins? To answer, select the appropriate options in
the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

User1 can view the sign-ins for the following users: l'—'“" 1, User2, User3, and Userd v |
User1 only
User1 and User2 only
User1, User2, and User3 only

User1, User?, User3, and Userd

User2 can view the sign-ins for the following users: l User and User2 only . --_|
User2 only
Userl, User2, and User3 only
Userl, User2, User3, and User4

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

User? can view the sign-ins for the following users: l User!, User2, User3, and Userd .,l
User1 only
User1 and User2 only

User1, User2, and User3 only

Userl, User?, Userd, and Userd

User2 can view the sign-ins for the following users: [ Userl and User2 only _ "']
User2 only
§ User and Userzony |
Userl, User2, and User3 only
Userl, User2, User3, and Userd

NEW QUESTION 226

- (Topic 6)

You have a Microsoft 365 subscription that contains a user named Userl.

You need to ensure that Userl can search the Microsoft 365 audit logs from the Security & Compliance admin center.
Which role should you assign to Userl1?

A. View-Only Audit Logs in the Security & Compliance admin center
B. View-Only Audit Logs in the Exchange admin center

C. Security reader in the Azure Active Directory admin center

D. Security Reader in the Security & Compliance admin center

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/search-the-audit-log-in-security-and-compliance ?view=0365-worldwide

NEW QUESTION 228

- (Topic 6)

You have a hybrid Azure Active Directory (Azure AD) tenant and a Microsoft Endpoint Configuration Manager deployment.
You have the devices shown in the following table.

Name Platform Configuration
Devicel Windows 10 Hybrid joined to on-premises Active Directory and
Azure AD only
Device2 Windows 10 Joined to Azure AD and enrolled in Configuration
Manager only
Device3 Windows 10 Enrolled in Microsoft Endpoint Manager and has
the Configuration Manager agent installed only

You plan to enable co-management.
You need to identify which devices support co-management without requiring the installation of additional software.
Which devices should you identify?

A. Devicel only
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B. Device2 only

C. Device3 only

D. Device2 and Device3 only

E. Devicel, Device2, and Device3

Answer: D

NEW QUESTION 230
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