CertLeader.m 100% Valid and Newest Version MS-101 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/MS-101-dumps.html (394 Q&As)

MS-101 Dumps

Microsoft 365 Mobility and Security (beta)

https://lwww.certleader.com/MS-101-dumps.html

-]
=
8
=
j =
g::.
:.‘;l
=
]
T
l:.
ll:.

The Leader of IT Certification visit - https://www.certleader.com



CertLeader@ 100% Valid and Newest Version MS-101 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/MS-101-dumps.html (394 Q&As)

NEW QUESTION 1

- (Exam Topic 1)

You need to ensure that the support technicians can meet the technical requirement for the Montreal office mobile devices.
What is the minimum of dedicated support technicians required?

ooy
w~ P

Answer: B

Explanation:
References:
https://docs.microsoft.com/en-us/sccm/mdm/deploy-use/enroll-devices-with-device-enroliment-manager

NEW QUESTION 2

- (Exam Topic 1)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain named contoso.com that is synced to Microsoft Azure Active Directory (Azure AD).

You manage Windows 10 devices by using Microsoft System Center Configuration Manager (Current Branch).

You configure a pilot for co-management.

You add a new device named Devicel to the domain. You install the Configuration Manager client on Devicel.

You need to ensure that you can manage Devicel by using Microsoft Intune and Configuration Manager. Solution: You create a device configuration profile from
the Device Management admin center.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

It looks like the given answer is correct. There is an on-premises Active Directory synced to Azure Active Directory (Azure AD) So the co-management pathl - Auto-
enroll existing clients 1. Hybrid Azure AD 2. Client agent setting for hybrid Azure AD-join 3. Configure auto-enrollment of devices to Intune 4. Enable co-

management in Configuration Manager
https://docs.microsoft.com/en-us/mem/configmgr/comanage/tutorial-co-manage-client

NEW QUESTION 3

- (Exam Topic 2)

You need to protect the U.S. PII data to meet the technical requirements. What should you create?
A. a data loss prevention (DLP) policy that contains a domain exception

B. a Security & Compliance retention policy that detects content containing sensitive data

C. a Security & Compliance alert policy that contains an activity

D. a data loss prevention (DLP) policy that contains a user override

Answer: A

NEW QUESTION 4

- (Exam Topic 2)

You need to meet the requirement for the legal department.

Which three actions should you perform in sequence from the Security & Compliance admin center? To answer, move the appropriate actions from the list of
actions to the answer area and arrange them in the correct order.

Actions Answer Area
Create a data loss prevention (DLP) policy.
Create an eDiscovery case.
Create a label.
Run a content search.
Create a label policy.
Create a hold.
Assign eDiscovery permissions.

Publish a label.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:
https://www.sherweb.com/blog/ediscovery-office-365/

NEW QUESTION 5
- (Exam Topic 2)
You need to meet the technical requirement for large-volume document retrieval. What should you create?

A. a data loss prevention (DLP) policy from the Security & Compliance admin center
B. an alert policy from the Security & Compliance admin center

C. afile policy from Microsoft Cloud App Security

D. an activity policy from Microsoft Cloud App Security

Answer: D

Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/activity-policies-and-alerts

NEW QUESTION 6
- (Exam Topic 3)
You need to configure the compliance settings to meet the technical requirements. What should you do in the Microsoft Endpoint Manager admin center?

A. From Compliance policies, modify the Notifications settings.

B. From Locations, create a new location for noncompliant devices.

C. From Retire Noncompliant Devices, select Clear All Devices Retire State.
D. Modify the Compliance policy settings.

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started

NEW QUESTION 7

- (Exam Topic 3)

You need to configure automatic enroliment in Intune. The solution must meet the technical requirements. What should you configure, and to which group should
you assign the configurations? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Configure: v

Device configuration profiles Enroliment restrictions
The mobile device management (MDM) user scope
1The mobile application management (MAM) user scope

Group: \ 4
UserGroup1
UserGroup2
DeviceGroup1
DeviceGroup?2

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Text Description automatically generated with medium confidence
Reference:
https://docs.microsoft.com/en-us/mem/intune/enroliment/windows-enroll

NEW QUESTION 8

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
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After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint, and OneDrive.
Solution: From the Microsoft 365 admin center, you assign SecAdminl the Exchange admin role. Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:

You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp?view=0365-worldwi

NEW QUESTION 9

- (Exam Topic 4)
You have a Microsoft 365 E5 tenant that contains a Microsoft SharePoint Online site named Sitel. Sitel contains the files shown in the following table.
Name Number of IP addresses in the file
File1.docx 1
File2.txt 2
File3.xlsx 5

You create a sensitivity label named Sensitivityl and an auto-label policy that has the following configurations:
> Name: AutoLabell

> Label to auto-apply: Sensitivityl
> Rules for SharePoint Online sites: Rulel-SPO

> Choose locations where you want to apply the label: Sitel Rule1-SPO is configured as shown in the following exhibit.

Edit rule

Name *

Rulel-SPO

Description
Rule1 desc ription

Conditions

We'll apply this policy to content that matches these conditions.

Content contains sensitive info types (8]
Default All of these 8]
Sensitive info types

IP Address Accuracy | 85 .Iﬂi 1DD Instance count 2 to, Any fi]

Add

Create group

- Add condition

m Cancel

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes No

Sensitivity1 is applied to File1.docx. @) O
Sensitivity1 is applied to File2.txt.
Sensitivity1 is applied to File3.xIsx.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-automatically?view=0365-w https://docs.microsoft.com/en-
us/microsoft-365/compliance/sensitivity-labels?view=0365-worldwide

NEW QUESTION 10

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365.

You need to identify the settings that are below the Standard protection profile settings in the preset security policies.

What should you use? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area
Portal:  Microsoft 365 Defender poral v
Microsoft 365 admin center
Microsoft Purview complhiance portal
Feature - '|-'|__:_.‘ WTION analyze v
Preset secunity policies
Thieat tracker
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Answer Area
Portalk Microsoft 365 Defender porta b4
L |

rosoft 365 admin center

=

"!ESE'.Ielmderm

o

I

Microsoft Purview comphance portal

Freset secunty policies

Threat tracker

NEW QUESTION 10

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant that has sensitivity label support enabled for Microsoft and SharePoint Online.
You need to enable unified labeling for Microsoft 365 groups.

Which cmdlet should you run?
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A. set-unifiedGroup

B. Set-Labelpolicy

C. Execute-AzureAdLebelSync
D. Add-UnifiedGroupLinks

Answer: B

NEW QUESTION 14

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You need to create a data loss prevention (DLP) policy that is configured to use the Set headers action. To which location can the policy be applied?

A. OneDrive accounts

B. Exchange emaill

C. Teams chat and channel messages
D. SharePoint sites

Answer: B
NEW QUESTION 17

- (Exam Topic 4)
You create two device compliance policies for Android devices as shown in the following table.

R T 10105 SMember of % 1lowed I,rlﬂlfrrl i Assigned 1o
| Androad, 105, Windows ( MIDM) Yo
Windows ( MDA ) - Ly
% Ly L
) 1! L LY W } “I .'1 %

You have the Android devices shown in the following table

Name L ser Configuration

Androad | L/serl Not encrvpled

The users belong to the groups shown in the following table.

User Group
Userl _| Groupl : : :
User2 | Groupl,Group2
User3 Group2

The users enroll their device in Microsoft Intune.
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Tes No
The device of Userl i1s compliant. O )
The device of User2 is compliant. @) Q
The device of User3 is compliant. O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/intune-user-help/enroll-your-device-in-intune-android

NEW QUESTION 19

- (Exam Topic 4)

Your company uses Microsoft Azure Advanced Threat Protection (ATP) and Windows Defender ATP. You need to integrate Windows Defender ATP and Azure
ATP.

What should you do?

A. From Azure ATP, configure the notifications and reports.

B. From Azure ATP, configure the data sources.

C. From Windows Defender Security Center, configure the Machine management settings.
D. From Windows Defender Security Center, configure the General settings.

Answer: B
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Explanation:
References:
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/integrate-wd-atp

NEW QUESTION 22
- (Exam Topic 4)
You have a Microsoft Azure Activity Directory (Azure AD) tenant contains the users shown in the following table.

Mame Member of B
Userl | Group]
User2 Group2
User3 Group3

Group3 is a member of Groupl.
Your company uses Windows Defender Advanced Threat Protection (ATP). Windows Defender ATP contains the roles shown in the following table.

Name Permission Assigned user group

Windows Defender ATP contains the device groups shown in the following table

Rank Machine group Machine L ser access
ALPI Device | i

¥ ¥ a | T '
L_as! ngrouped machines (delault Lev

|.1i| 1

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No
Userl can run an antivirus scan on Device2. () O
User2 can collect an investigation package from Devicel. @, @
User3 can isolate Devicel (L )

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/user-roles-windows

NEW QUESTION 26
- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Mailbox size
Usert 2 MB
User? 15 MB
User3 25 MB
Userd 20 MB

You have a Microsoft Office 365 retention label named Retentionl that is published to Exchange email.

You have a Microsoft Exchange Online retention policy that is applied to all mailboxes. The retention policy contains a retention tag named Retention2.
Which users can assign Retentionl and Retention2 to their emails? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Users who can assign Retention1

Users who can assign Retention2

A. Mastered

B. Not Mastered

Answer: A

Explanation:

W

User4 only

User3 and User4 only
User2, User3, and User4 only
User1, User2, User3, and User4

v

User4 only

User3 and User4 only
User2, User3, and User4 only
User1, User2, User3, and User4

Graphical user interface, text, application, chat or text message Description automatically generated

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/retention-policies-exchange?view=0365-worldwide

NEW QUESTION 30
- (Exam Topic 4)
You have a Microsoft 365 subscription that contains the alerts shown in the following table.

Name Severity Status Comment Category
Alert1 Medium Active Comment! | Threat management
Alert2 Low Resolved Comment2 | Other

Which properties of the alerts can you modify?

A. Status only

B. Status and Comment only
C. Status and Severity only
D. Status, Severity, and Comment only

E. Status, Severity, Comment and Category

Answer: B

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/update-alert?view=0365-worldwide#

NEW QUESTION 31
- (Exam Topic 4)

—

.‘i_.ﬂl'l‘ll."
Userl
User2

| User3

—

1 -
Groupl

| Group2

| Groupl. Group2

You integrate Microsoft Intune and contoso.com as shown in the following exhibit.

The Leader of IT Certification

You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.
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Configure

; ;
Group1
AL @  hitps://portal. manage.micrascft.com/ TermsofUse.aspx
DA d LD hitps://enroliment.manage.microsoft.com/enrolimentserver/discov ...
MOM co ance URL @ @ hitpsy//portal.manage.microsoft.comy 'portalaction=Complhance
sl I
LI b -.:;
Group2
i ] “
1AM Discovi .0 https:// wip.mam.manage.microsoft.com/Enroll
I L O

You purchase a Windows 10 device named Devicel.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
If User1 joins Device1 to contoso.com, Device1 is enrolled in Intune automatically. O O
If User2 joins Device1 to contoso.com, Device1 is enrolled in Intune automatically. @ ®)
If User3 registers Device1 in contoso.com, Device1 is enrolled in Intune automatically. O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/enroliment/windows-enroll

NEW QUESTION 34
- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that uses Microsoft Intune. You have devices enrolled in Intune as shown in the following table.

Name Platform Member of | Scope (Tags)
Device1| Windows 10 | Group1, Group3 | Tag1
Devicel | Android Group2 Tag2

You create the device configuration profiles shown in the following table.
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Name Platform Assignments: Assignments: | Scope tags
Included groups | Excluded groups

Profile1 | Windows 10 | Group1 Group3 Tag1, Tag2
and later

Profile2 | Android All devices Group2 Tag1, Tag2
Enterprise

Profile3 [ Android GroupZ2, Group3 Group3 Tag1l
Enterprise

Profile4 | Windows 10 | Group3 None Default
and later

Which profiles will be applied to each device? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Device1:

Device?2:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

No profiles
Profile1 only
Profile4 only

Profile1 and Profile4 only
Profile1, Profile1, and Profiled4 only

No profiles

Profile1 only
Profile2 only
Profile3 only

Profile1 and Profile2 only
Profile2 and Profile3 only

Graphical user interface, text, application, table Description automatically generated

NEW QUESTIO

N 37

- (Exam Topic 4)
Your company uses on-premises Windows Server File Classification Infrastructure (FCI). Some documents on the on-premises file servers are classified as

Confidential.

You migrate the files from the on-premises file servers to Microsoft SharePoint Online.
You need to ensure that you can implement data loss prevention (DLP) policies for the uploaded file based on the Confidential classification.
What should you do first?

A. From the SharePoint admin center, configure hybrid search.

B. From the SharePoint admin center, create a managed property.
C. From the Security & Compliance Center PowerShell, run the New-DataClassification cmdlet.
D. From the Security & Compliance Center PowerShell, run the New-DIpComplianceRule cmdlet.

Answer: B

Explanation:
References:

https://docs.microsoft.com/en-us/microsoft-365/compliance/protect-documents-that-have-fci-or-other-properties

NEW QUESTION 42
- (Exam Topic 4)
You have a Microsoft Office 365 subscription.

You need to delegate eDiscovery tasks as shown in the following table.

The Leader of IT

Certification
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User [ Task | i 70 |
Userl e Decrypt Microsoft Azure Rights Management (Azure

RMS )-protected content.

View the eDiscovery cases created by Userl.

Configure case settings

Place content on hold. .

View the eDiscovery cases created by Userl.

Export data from Advanced eDiscovery.

User2

® @ ® & @

The solution must follow the principle of the least privilege.
To which role group should you assign each user? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Userl: v
eDiscovery Administrator
eDiscovery Manager
Records Management
Reviewer

Security Administrator

User2: v
eDiscovery Administrator
eDiscovery Manager
Records Management
Reviewer

Security Administrator

A. Mastered
B. Not Mastered

Answer: A
Explanation:

References:
https://docs.microsoft.com/en-us/office365/securitycompliance/assign-ediscovery-permissions

NEW QUESTION 43
- (Exam Topic 4)

You have a Microsoft Azure Active Directory (Azure AD) tenant named contoso.com. You have three applications named Appl, App2, and App3 that have the

same file format.
Your company uses Windows Information Protection (WIP). WIP has the following configurations:

> Windows Information Protection mode: Silent
> Protected apps: Appl

> Exempt apps: App2

From Appl, you create a file named Filel.

What is the effect of the configurations? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

You can open Filel from: X
Appl only

Appl and App2 only
Appl and App3 onlv
Appl. App2 and App3

If vou open Filel in App1, App2, and v
App3, an action will be logged for: Appl only

App3 only

Appl and App2 only
App2 and App3 only
Appl, App2, and App3

A. Mastered
B. Not Mastered

Answer: A

Explanation:

The Leader of IT Certification
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You can open Filel from:

[App1 and App2 only,
Appl and App3 only
Appl, App2 and App3

If vou open Filel in Appl. App2. and
App3, an action will be logged for:

NEW QUESTION 44
- (Exam Topic 4)

Appl only

App2 and App3 only
Appl.

App2. and App3

You have a Microsoft 365 subscription that contains a user named Userl and a Microsoft SharePoint Online site named Sitel. Userl is assigned the Owner role
for Sitel. To Sitel, you publish the file plan retention labels shown in the following table.

Name

Retention
period

During the retention period

Retention

5 years

Retain items even If users delete

RetentionZ

5 years

Mark items as a record

Retention3

5 years

Mark items as a regulatory record

Name

File?

FileZ

Filel

Filed

Sitel contains the files shown in the following table.
Label
None
Retention
Retention?
Retention3

Which files can Userl rename, and which files can Userl delete? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Arca

A. Mastered
B. Not Mastered

Answer: A

Explanation:

The Leader of IT Certification

Rename:

Delete;

| File1, File2. and File3 only

&
File1 only
File1 and File2 only

File1, File2, and File3 only

File1, File2, File3, and File4

File1 and File2 only v
File1 only

File1 and File2 only

File1, File2, and File3 only

File1, File2, File3, and File4
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Answer Arca

Rename: | Filel. File2. and File3 only {TJI
Filel only

Filel and File2 onl

Delete: File1 and File2 only s v
File1 only
File1, File2, and File2 only
File1, File2, File3, and Filed

NEW QUESTION 47

- (Exam Topic 4)

Your company has a Microsoft 365 subscription. The subscription contains 500 devices that run Windows 10 and 100 devices that run iOS.
You need to create Microsoft Intune device configuration profiles to meet the following requirements:

* Configure Wi-Fi connectivity to a secured network named ContosoNet.

* Require passwords of at least six characters to lock the devices.

What is the minimum number of device configuration profiles that you should create?

0w >
N AP

Answer: C

NEW QUESTION 52

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals- Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain named contoso.com that is synced to Microsoft Azure Active Directory (Azure AD).

You manage Windows 10 devices by using Microsoft System Center Configuration Manager (Current Branch).

You configure pilot co-management

You add a new device named Device 1 to the domain. You install the Configuration Manager client on Devicel.

You need to ensure that you can manage Devicel by using Microsoft Intune and Configuration Manager. Solution: You add Devicel to a Configuration Manager
device collection.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 54

- (Exam Topic 4)

You have a Microsoft 365 ES tenant.

You have the alerts shown in the following exhibit.

View alerts

::l Severity Alert name Status Tags Category Activity count Last occurrence..
1 @ Wedum Aulgr? Bstrog Threat management 1 3 st ago
: ® H gh AT Eavr roupcd Fer=id g i 1 et a0

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.
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Angwer Arca

For Alertl, you can change Stans 10
rrers it OF Seaohercd onby
s hicjating of [earmwiasd ondy

mveitigating Pesobeed O Db

Eor Rty oL Can
change Statin 1o Diarmaied only
hare Statis I reue O A e Dy
P e T 10 L amaaied Of 'wiihigat '] iy
fhange Stahn 00 Drprmied lieesligalan] o Al

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Armwer Area
0] .'“:,I'ul o 1 oy
et :,l' W o iy
el :|_J! 'pd T Lot | I M
¥ ! (]
Wange il e DNy
(" TR o C-t il
L Jr ity 3 a1 filigal LHE
! ji- LAl (] Pt |

NEW QUESTION 55
- (Exam Topic 4)
Your network contains an Active Directory domain named contoso.com. The domain contains the file servers shown in the following table.
Name IP address
Serverl 192.168.1.10
Server2 192.168.2.10

A file named Filel.abc is stored on Serverl. A file named File2.abc is stored on Server2. Three apps named Appl, App2, and App3 all open files that have the
.abc file extension.

You implement Windows Information Protection (WIP) by using the following configurations:
> Exempt apps: App2

> Protected apps: Appl
> Windows Information Protection mode: Block

> Network boundary: IPv4 range of: 192.168.1.1-192.168-1.255
You need to identify the apps from which you can open Filel.abc.
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No
You can open Filel.abc in Appl. O @
You can open Filel.abe in App2. O O
You can open Filel.abe in App3. @, Q

A. Mastered
B. Not Mastered

Answer: A
Explanation:

References:
https://docs.microsoft.com/en-us/windows/security/information-protection/windows-information-protection/crea

NEW QUESTION 59
- (Exam Topic 4)
You have a Microsoft 365 E5 tenant that contains the users shown in the following table.
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Name | Member of
User1 | GroupT
User2 | GroupZ

You purchase the devices shown in the following table.

Name F_’latform
Devicel | Windows 10
Device2 | Android

In Microsoft Endpoint Manager, you create an enrollment status page profile that has the following settings: £»

Show app and profile configuration progress: Yes
> Allow users to collect logs about installation errors: Yes
> Only show page to devices provisioned by out-of-box experience (OOBE): No

> Assignments: Group2
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

If User1 enrolls Device1 in Microsoft Endpoint Manager, the enrollment O O
status page will appear.
If User2 enrolls Device1 in Microsoft Endpoint Manager, the enroliment O ®)
status page will appear.
If User2 enrolls Device2 in Microsoft Endpoint Manager, the enroliment Q O
status page will appear.

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated

Reference:

https://docs.microsoft.com/en-us/mem/intune/enroliment/windows-enrollment-status

NEW QUESTION 63

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription. The subscription contains users that have the following types of devices:
» Windows 10

* Android

*OS

On which devices can you configure the Endpoint DLP policies?

A. Windows 10 only

B. Windows 10 and Android only
C. Windows 10 and macO Sonly
D. Windows 10, Android, and iOS

Answer: C

Explanation:

Endpoint data loss prevention (Endpoint DLP) extends the activity monitoring and protection capabilities of DLP to sensitive items that are physically stored on
Windows 10, Windows 11, and macOS (Catalina 10.15 and higher) devices. Once devices are onboarded into the Microsoft Purview solutions, the information
about what users are doing with sensitive items is made visible in activity explorer and you can enforce protective actions on those items via DLP policies.
https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dlp-learn-about?view=0365-worldwide

NEW QUESTION 67

- (Exam Topic 4)

HOTSPOT

You have a Microsoft 365 tenant.

You need to create a custom Compliance Manager assessment template.

Which application should you use to create the template, and in which file format should the template be saved? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.
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Application: ,

Microsoft Excel
Microsoft Forms
Microsoft Word
Visual Studio Code

File format:
CSV
dbx
docx
dotx
json
xlsx
x1tx

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-templates-create?view=0365

NEW QUESTION 71

- (Exam Topic 4)

Your company has 5,000 Windows 10 devices. All the devices are protected by using Windows Defender Advanced Threat Protection (ATP).
You need to view which Windows Defender ATP alert events have a high severity and occurred during the last seven days.

What should you use in Windows Defender ATP?

A. the threat intelligence API
B. Automated investigations
C. Threat analytics

D. Advanced hunting

Answer: B

Explanation:

References:

https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/investigate-alertswi defender-advanced-threat-protection
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/automatedinvestigat windows-defender-advanced-threat-protection

NEW QUESTION 73

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Office 365 Advanced Threat Protection (ATP) settings and policies for Microsoft Teams, SharePoint, and
OneDirive.

Solution: From the Azure Active Directory admin center, you assign SecAdminl the Teams Service Administrator role.

Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:

You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp?view=0365-worldwi

NEW QUESTION 76
- (Exam Topic 4)
You have a Microsoft 365 tenant that contains the groups shown in the following table.
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| Name Type _
‘ Group1 | Distribution .|

Group2 | Mail-enabled security |
| Group3 _[_St;{yrity_ — _ __‘

You plan to create a new Windows 10 Security Baseline profile. To which groups can you assign to the profile?

A. Group3 only

B. Groupl and Group3 only

C. Group2 and Group3 only

D. Groupl. Group2. and Group3

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/mem/intune/protect/security-baselines-configure#create-the-profile https://docs.microsoft.com/en-us/microsoft-365/admin/create-
groups/compare-groups?view=0365-worldwide

NEW QUESTION 81

- (Exam Topic 4)

Your company has a Microsoft Azure Active Directory (Azure AD) tenant named contoso.com and a Microsoft 365 subscription. The company recently hired four
new users who have the devices shown in the following table.

Name . Operating system

You configure the Microsoft 365 subscription to ensure that the new devices enroll in Microsoft Intune automatically.

A. Userl and User2 only

B. User 1, User2, and User only
C. Userl, User2.User3, and User4
D. User2 only

Answer: D

NEW QUESTION 85

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

You need to prevent users from accessing your Microsoft SharePoint Online sites unless the users are connected to your on-premises network.

Solution: From the Device Management admin center, you create a trusted location and a compliance policy. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Conditional Access in SharePoint Online can be configured to use an IP Address white list to allow access. References:
https://techcommunity.microsoft.com/t5/Microsoft-SharePoint-Blog/Conditional-Access-in-SharePoint-Onlinea

NEW QUESTION 88

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You need to implement Windows Defender Advanced Threat Protection (ATP) for all the supported devices enrolled in mobile device management (MDM).
What should you include in the device configuration profile? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one paint.
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Platform:

Settings:

v

Android

108

Windows 10 and later
Windows 8.1 and later

Offboard package
Onboard package
Windows Defender Applicaion Guard
Windows Defender Firewall

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:

https://docs.microsoft.com/en-us/intune/advanced-threat-protection

NEW QUESTION 89

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant.
You need to ensure that administrators are notified when a user receives an email message that contains malware. The solution must use the principle of least
privilege.
Which type of policy should you create and which Microsoft 365 compliance center role is required to create the pokey? To answer, select the appropriate options
in the answer area.

NOTE: Each correct selection is worth one point.
Arwer Ares

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Arawer Area

NEW QUESTION 94
- (Exam Topic 4)
You have a Microsoft Azure Active Directory (Azure AD) tenant named sk180818.onmicrosoft.com. The tenant contains the users shown in the following table.

it

Name Username Tvype
Liserl Liserl {@sk 1808 1B.onmicroso fi.com Member
UserZ User2(@sk 180818.onmicroso ft.com Member
User3 User3@sk180818.onmicroso ft.com Member
Userd Userd@gmail.com Guest
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In Azure Information Protection, you create a label named Labell as shown in the following exhibit.

Protection settings

Select the protection action type

Set permissions

Set user-defined permissions (Preview)

USERS PERMISSIONS
AuthenticatedUsers Viewer
sk180818.onmicrosofi.com Reviewer
User1@sk180818.onmicrosoft.com Co-0wner
User2@sk180818.onmicrosoft.com Co-Author

Labell is applied to a file named Filel.

You send Filel as an email attachment to Userl, User2, User3, and User4.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements
Yes No
User2 can modify File1. [i:} .j':y
User3 can print File1. (O )
User4 can read File1. ) ()

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/information-protection/configure-usage-rights#rights-included-in-permis

NEW QUESTION 99

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Active Directory (Azure AD) tenant that contains a user named Userl. Your company purchases a Microsoft 365 subscription.

You need to ensure that Userl is assigned the required role to create file policies and manage alerts in the Cloud App Security admin center.

Solution: From the Cloud App Security admin center, you assign the App/instance admin role for all Microsoft Online Services to User1l.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

App/instance admin: Has full or read-only permissions to all of the data in Microsoft Cloud App Security that deals exclusively with the specific app or instance of
an app selected.

Reference:

https://docs.microsoft.com/en-us/cloud-app-security/manage-admins
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NEW QUESTION 103

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains a user named Userl.

You need to ensure that Userl can search the Microsoft 365 audit logs from the Security & Compliance admin center.
Which role should you assign to User1?

A. View-Only Audit Logs in the Security & Compliance admin center
B. View-Only Audit Logs in the Exchange admin center

C. Security reader in the Azure Active Directory admin center

D. Security Reader in the Security & Compliance admin center

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/search-the-audit-log-in-security-and-compliance?vi

NEW QUESTION 104

- (Exam Topic 4)

Your company has a Microsoft Azure Active Directory (Azure AD) tenant named contoso.com. You sign for Microsoft Store for Business.
The tenant contains the users shown in the following table.

Name Microsoft Store for Business role Azure AD role
Userl | Purchaser | None
User? Basic Purchaser None
User3 None Application administrator
Userd None Cloud application administrator
Users None None

Microsoft Store for Business has the following Shopping behavior settings:
> Allow users to shop is set to On

> Make everyone a Basic Purchaser is set to Off
You need to identify which users can install apps from the Microsoft for Business private store. Which users should you identify?

A. Userl, User2, User3, User4, and User5
B. Userl only

C. Userl and User2 only

D. User3 and User4 only

E. Userl, User2, User3, and User4 only

Answer: C

Explanation:

Allow users to shop controls the shopping experience in Microsoft Store for Education. When this setting is on, Purchasers and Basic Purchasers can purchase
products and services from Microsoft Store for Education.

References:

https://docs.microsoft.com/en-us/microsoft-store/acquire-apps-microsoft-store-for-business

NEW QUESTION 107

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that has Microsoft Defender for Endpoint integrated with Microsoft Endpoint Manager.
Devices are onboarded by using Microsoft Defender for Endpoint.

You plan to block devices based on the results of the machine risk score calculated by Microsoft Defender for Endpoint.

What should you create first?

A. a device configuration policy

B. a device compliance policy

C. a conditional access policy

D. an endpoint detection and response policy

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/advanced-threat-protection-configure

NEW QUESTION 108
- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that includes the following active eDiscovery case:

> Name: Casel
> Included content: Groupl, Userl, Sitel

> Hold location: Exchange mailboxes, SharePoint sites, Exchange public folders The investigation for Casel completes, and you close the case.
What occurs after you close Casel? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Holds are turned off for: v
User1 only

All locations
Site1 and Group1 only

Holds are placed on a delay hold for: bk
30 days

90 days
120 days

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Graphical user interface, text, application Description automatically generated

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/close-or-delete-case?view=0365-worldwide

NEW QUESTION 112

- (Exam Topic 4)
You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.
Name Platform

Devicel | Windows 10 Enterprise
Device2 | 10S

Device3 | Android

Deviced | Windows 10 Pro

The devices are managed by using Microsoft Intune.
You plan to use a configuration profile to assign the Delivery Optimization settings. Which devices will support the settings?

A. Devicel only

B. Devicel and Device4

C. Devicel, Device3, and Device4d

D. Devicel, Device2, Device3, and Device4

Answer: A

NEW QUESTION 117

- (Exam Topic 4)

You have several devices enrolled in Microsoft Endpoint Manager.

You have a Microsoft Azure Active Directory (Azure AD) tenant that includes the users shown in the following table.

Mame Member of

e

- '. e
The device type restrictions in Endpoint Manager are configured as shown in the following table.

Priority | Name | Allowed platform | Assigned to

A Tal¥ |
=t; "N

B AR

- " 3
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Answer Arca

Statements Yes MNo

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements Yes Mo

NEW QUESTION 120

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals- Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

You discover that some external users accessed content on a Microsoft SharePoint site. You modify the SharePoint shoring policy to prevent sharing outside your
organization.

You need to be notified if the SharePoint sharing policy is modified m the future. Solution: From the SharePoint admin center, you modify the sharing settings.
Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 124

- (Exam Topic 4)

You have a Microsoft 365 subscription.

All users have their email stored in Microsoft Exchange Online.

In the mailbox of a user named Userl. you need to preserve a copy of all the email messages that contain the word ProjectX.
What should you do first?

A. From the Exchange admin center create a mail flow rule.

B. From Microsoft 365 Defender, start a message trace.

C. From Microsoft Defender for Cloud Apps, create an activity policy.

D. From the Microsoft Purview compliance portal, create a label and a label policy.

Answer: D

NEW QUESTION 129

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant.

You need to create a policy that will trigger an alert when unusual Microsoft Office 365 usage patterns are detected.
What should you use to create the policy?

A. the Microsoft 365 admin center

B. the Microsoft Purview compliance portal

C. the Microsoft Defender for Cloud Apps portal
D. the Microsoft Apps admin center

Answer: B

NEW QUESTION 132
- (Exam Topic 4)
You have a Microsoft 365 subscription.
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You need to be notified if users receive email containing a file that has a virus. What should you do?

A. From the Exchange admin center, create a spam filter policy.

B. From the Security & Compliance admin center, create a data governance event.
C. From the Security & Compliance admin center, create an alert policy.

D. From the Exchange admin center, create a mail-flow rule.

Answer: D

Explanation:

You can inspect email attachments in your Exchange Online organization by setting up mail flow rules. Exchange Online offers mail flow rules that provide the
ability to examine email attachments as a part of your messaging security and compliance needs. When you inspect attachments, you can then take action on the
messages that were inspected based on the content or characteristics of those attachments.

NEW QUESTION 137

- (Exam Topic 4)

Your company has a Microsoft 365 E5 tenant.

Users access resources in the tenant by using both personal and company-owned Android devices. Company policies requires that the devices have a threat level
of medium or lower to access Microsoft Exchange Online mailboxes.

You need to recommend a solution to identify the threat level of the devices and to control access of the devices to the resources.

What should you include in the solution for each device type? To answer, drag the appropriate components to the correct devices. Each component may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Solutions Answer Area

An app protection policy Personal devices: Solution

A compliance policy

A configuration profile

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, application, Word Description automatically generated

NEW QUESTION 142
- (Exam Topic 4)
From the Microsoft Azure Active Directory (Azure AD) Identity Protection dashboard, you view the risk events shown in the following exhibit.

Sign-ins from unfamiliar locations

O et 20 ESCohumns N Detsty W Downisad ) Pafie

o Agphy & uner (i pobey for stomat: mitigabon, =

15807 0208 20,08 b7 o 2508

WAER P LOCATION SIGNIM TEE 1JTE STATIES
RS0 Admanisteatos ST IRNE 1eD Skoppe, Soopaid, F. Tugotlaw FOI R0 e 3 Active
REOD Admenistealed AT A1 heantieal O, Canada PEA0T01E 1R2E Aciive
0 Admanictraton Sl 4T 148,11 Orlanda, FL United State: 20018 B0k 14 Artive

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.
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To require multi-factor authentication when signing in to unfamiliar locations == Y
vou must create a [answer choice] named location in Azure AD

sign-in risk policy
user risk policy

To avoid generating alerts when signing in to the Montreal location, create v
[answer choice] a named location in Azure AD
a sign-mn nsk policy

a user risk policy

A. Mastered
B. Not Mastered

Answer: A
Explanation:

References:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-getstarted https://docs.microsoft.com/en-us/azure/active-directory/identity-
protection/howto-sign-in-risk-policy https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/quickstart-configure-named-location

NEW QUESTION 146

- (Exam Topic 4)
You have the sensitivity labels shown in the following exhibit.
ame = sensitivity
Labels Label palicies Auto-labeling(preview)

Sensitivity labels are used to classify email messages, documents, sites, and more.
When a label is applied (automatically or by the user), the content or site is protected
based on the settings you choose. For example, you can create labels that encrypt
files, add content marking, and control user access to specific sites. Lear 2

Create alabel = Publishlabels ) Refresh
Name Order Created by Last modified

Labeld i D-Hiqhest Prvi 04/24/2020
- Label2 e g Prvi 04/24/2020
Label3 .-~ 0-highest Prvi 04/24/2020
Labeld .. O-highest Prvi 04/24/2020
= Label5 o+ B Prvi 04/24/2020
Label6 0-hiahest Prvi 04/24/2020

Which labels can users apply to content?

A. Label3, Label4, and Label6 only

B. Labell, Label2. Label3. Label4. Label5. and Label6
C. Labell, Label2, and Label5 only

D. Labell, Label3, Label4, and Label6 only

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365-worldwide

NEW QUESTION 148

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant.

You plan to deploy a monitoring solution that meets the following requirements:

> Captures Microsoft Teams channel messages that contain threatening or violent language.

> Alerts a reviewer when a threatening or violent message is identified.
What should you include in the solution?

A. Data Subject Requests (DSRs)
B. Insider risk management policies
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C. Communication compliance policies
D. Audit log retention policies

Answer: C

NEW QUESTION 150

- (Exam Topic 4)

You have a Microsoft 365 subscription.

From the Security & Compliance admin center, you create a content search of a mailbox.

You need to view the content of the mail messages found by the search as quickly as possible. What should you select from the Content search settings?

A. Export report
B. Export results
C. Re-run

D. View results

Answer: B

Explanation:

There is no ‘View Results” option. You can preview results but that will only show up to 100 emails. To guarantee you're getting all results, you'll need to export
them to a PST file.

References:

https://docs.microsoft.com/en-us/microsoft-365/compliance/limits-for-content-search

NEW QUESTION 153

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription that contains a user named Userl. You need to enable Userl to create Compliance Manager assessments.
Solution: From the Microsoft 365 admin center, you assign Userl the Compliance admin role. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/pe

NEW QUESTION 157

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses a default domain named contoso.com. You have two users named User 1 and User2.

From the Security & Compliance admin center, you add User1 to the ediscovery Manager role group. From the Security & Compliance admin center, Userl
creates a case named Casel

You need to ensure that Userl can add User2 as a case member. The solution must use the principle of least privilege.

To which role group should you add User2?

A. eDiscovery Manager
B. eDiscovery Administrator
C. Security Administrator

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/add-or-remove-members-from-a-case-in-advanced

NEW QUESTION 159
- (Exam Topic 4)

Your company has a Microsoft 36S subscription that uses an Azure Active Directory (Azure AD) tenant named contoso.com. The company stores 2 TBs of data in

SharePoint Online document libraries.
The tenant has the labels shown in the following table.

Name Type
| el Sensilivily labe
| anel/ Retention labe

Label3 Azure nfo maticon Frotechtion labe

From the Azure portal, you active unified labeling.
For each of the following statements, select yes if the statement is true Otherwise , select No. NOTE: Each correct selection is worth one point.
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Answer Area

Statements Yes No
! 30
y tent y U ation
‘ ¥
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes No

NEW QUESTION 163

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant.

You plan to create a custom Compliance Manager assessment template based on the ISO 27001:2013 template.
You need to export the existing template.

Which file format should you use for the exported template?

A. CSV
B. XLSX
C. JSON
D. XML

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-templates?view=0365-worldw

NEW QUESTION 165

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain. The domain contains domain controllers that run Windows Server 2019. The functional level of the
forest and the domain is Windows Server 2012 R2.

The domain contains 100 computers that run Windows 10 and a member server named Serverl that runs Windows Server 2012 R2.

You plan to use Serverl to manage the domain and to configure Windows 10 Group Policy settings. You install the Group Policy Management Console (GPMC)
on Serverl.

You need to configure the Windows Update for Business Group Policy settings on Serverl.

Solution: You raise the forest functional level to Windows Server 2016. You copy the Group Policy Administrative Templates from a Windows 10 computer to the
Netlogon share on all the domain controllers.

Does this meet the goal?

A. yes
B. No

Answer: B
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NEW QUESTION 167

- (Exam Topic 4)

You have a Microsoft 365 tenant

You have a line-of-business application named App1l that users access by using the My Apps portal.

After some recent security breaches, you implement a conditional access policy for Appl that uses Conditional Access App Control,

You need to be alerted by email if impossible travel is detected for a user of Appl. The solution must ensure that alerts are generated for Appl only.
What should you do?

A. From Microsoft Cloud App Security, create a Cloud Discovery anomaly detection policy.
B. From Microsoft Cloud App Security, modify the impossible travel alert policy.

C. From Microsoft Cloud App Security, create an app discovery policy.

D. From the Azure Active Directory admin center, modify the conditional access policy.

Answer: B

Explanation:
References:
https://docs.microsoft.com/en-us/cloud-app-security/cloud-discovery-anomaly-detection-policy

NEW QUESTION 168

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender Advanced Threat Protection (Microsoft Defender ATP).
When users attempt to access the portal of a partner company, they receive the message shown in the following exhibit.

This website is blocked by your
organization. Contact your
administrator for more information

Hosted by www.contoso.com

Back to safety

Windows Daefander SmartScreen

You need to enable user access to the partner company’s portal. Which Microsoft Defender ATP setting should you modify?

A. Custom detections
B. Advanced hunting
C. Alert notifications
D. Indicators

E. Alert suppression

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/manage-indicators

NEW QUESTION 172

- (Exam Topic 4)

Your company has a Microsoft 365 tenant.

The company sells products online and processes credit card information.

You need to be notified if a file stored in Microsoft SharePoint Online contains credit card information. The file must be removed automatically from its current
location until an administrator can review its contents.

What should you use?

A. a Security & Compliance data loss prevention (DLP) policy
B. a Microsoft Cloud App Security access policy

C. a Security & Compliance retention policy

D. a Microsoft Cloud App Security file policy

Answer: D

NEW QUESTION 174

- (Exam Topic 4)

You deploy Microsoft Azure Information Protection.

You need to ensure that a security administrator named SecAdminl can always read and inspect data protected by Azure Rights Management (Azure RMS).
What should you do?

A. From the Security & Compliance admin center, add Userl to the eDiscovery Manager role group.

B. From the Azure Active Directory admin center, add Userl to the Security Reader role group.

C. From the Security & Compliance admin center, add Userl to the Compliance Administrator role group.
D. From Windows PowerShell, enable the super user feature and assign the role to SecAdmin1.

Answer: D
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Explanation:
References:
https://docs.microsoft.com/en-us/azure/information-protection/configure-super-users

NEW QUESTION 176

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Defender Advanced Threat Protection (Microsoft Defender ATP).
All the devices in your organization are onboarded to Microsoft Defender ATP.

You need to ensure that an alert is generated if malicious activity was detected on a device during the last 24 hours.

What should you do?

A. From Alerts queue, create a suppression rule and assign an alert

B. From the Security & Compliance admin center, create an audit log search

C. From Advanced hunting, create a query and a detection rule

D. From the Security & Compliance admin center, create a data loss prevention (DLP) policy

Answer: C
Explanation:

Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/custom-detectionru

NEW QUESTION 178

- (Exam Topic 4)

You have a Microsoft 365 subscription.

Your company has a customer ID associated to each customer. The customer IDs contain 10 numbers followed by 10 characters. The following is a sample
customer ID: 12-456-7890-abc-de-fghij.

You plan to create a data loss prevention (DLP) policy that will detect messages containing customer IDs. D18912E1457D5D1DDCBD40AB3BF70D5D
What should you create to ensure that the DLP policy can detect the customer IDs?

A. a sensitive information type
B. a sensitivity label

C. a supervision policy

D. a retention label

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/custom-sensitive-info-types?view=0365-worldwide

NEW QUESTION 181

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Active Directory (Azure AD) tenant that contains a user named Userl. Your company purchases a Microsoft 365 subscription.

You need to ensure that Userl is assigned the required role to create file policies and manage alerts in the Cloud App Security admin center.

Solution: From the Azure Active Directory admin center, you assign the Compliance administrator role to User1.

Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/cloud-app-security/manage-admins

NEW QUESTION 185

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a computer that runs Windows 10.

You need to verify which version of Windows 10 is installed.

Solution: From the Settings app, you select System, and then you select About to view information about the system.

Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
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Reference:
https://support.microsoft.com/en-us/windows/which-version-of-windows-operating-system-am-i-running-628be

NEW QUESTION 190
- (Exam Topic 4)
You have a Microsoft Azure Activity Directory (Azure AD) tenant contains the users shown in the following table.

Name ' Member of
Userl | Group|
User2 | Group?2
User3 | Group3

Group3 is a member of Groupl.
Your company uses Windows Defender Advanced Threat Protection (ATP). Windows Defender ATP contains the roles shown in the following table.

Name ! Permission ' Assigned user group
Windows Delender ATP | View data, Alerts investigation, Active | None
admunmstrator (default) remediation actions. Manage secunty
{ i wclling . i .
Rolel ~ View data, Alents investigation | Group |
Rolel View data | Group.

Windows Defender ATP contains the device groups shown in the following table.

Rank Machine group . Machine Lser access
. | | ATPI | Devicel ‘ Group |
Last . Ungrouped machines (default) | Device2 | None
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Statements Yes No
Userl can view Devicel in Windows Defender Security Center. O O
User2 can sign in to Windows Defender Security Center. O O
User3 can view Devicel in Windows Defender Security Center. Q O
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Statements Yes

o}

Userl can view Devicel in Windows Defender Security Center.

72\

L

User2 can sign in to Windows Defender Security Center.

1~
O

User3 can view Devicel in Windows Defender Security Center.

NEW QUESTION 194

- (Exam Topic 4)
HOTSPOT
f | SR actions [l T . | I
| et | 2 = | r= o
| .. 31 of 450 887 of 887 Microsoft | NIST 800-
SPEOO 15444 Incomplete | 72% ; i | . i Group | .., i ;-J
completed | completed 1] }
Lata | | Data
= : = 3 of 489 183500835 | . . | Microsoft | -°°
Frotection 14570 ncomplete | 0% =2 ; | o oroups | ... Frotecton
| Bacia .-,_.I"I"|}|-'l,r?{: Compieled 1 302 z 2
| Sasenng | | i Bazedine
The SP800 assessment has the improvement actions shown in the following table.
Answer Area
Statements Yes No

Establish a threat intelligence program will appear as Implemented in the SPE00
assessment,
The SPB00 assessment score will increase by 54 points.

The Data Protection Baseline score will increase by 9 points.
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A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Statements Yes HNo
Establish a threat intelligence program will appear as Implemented in the SPE00 T _.
assessment.
The SPE00 assessment score will increass by 54 points £ S
The Data Protection Baseline score will increase by 9 points. : »
NEW QUESTION 196
- (Exam Topic 4)
HOTSPOT
You have a Microsoft 365 E5 tenant that contains the users shown in the following table.
Name Member of
Usert UserGroup1
User? UserGroup?
User3 UserGroup3
The tenant contains the devices shown in the following table.
Name Owner Installed apps Platform Microsoft Intune
Devicel User1 None Windows 10 | Enrolled
Device? User2 App2 Android Mot enrolled
Device3d Userd None 105 Not enrolled
You have the apps shown in the following table.
Name Type
App1 105 store app
App2 Android store app
App3 Microsoft store app

You plan to use Microsoft Endpoint Manager to manage the apps for the users.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
App1 can be assigned as a required install for User3. ® Q
App2 can be uninstalled from Device2 by using Microsoft Endpoint Manager. O ®)
App3 can be installed automatically for UserGroup1 D, O
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Graphical user interface, text, application Description automatically generated
Reference:

https://docs.microsoft.com/en-us/mem/intune/apps/apps-deploy https://docs.microsoft.com/en-us/mem/intune/apps/apps-windows-10-app-deploy

NEW QUESTION 201

- (Exam Topic 4)

Your network contains an on-premises Active Directory domain that syncs to Azure Active Directory (Azure AD).

The domain contains two servers named Serverl and Server2 that run Windows Server 2016. Serverl has the File Server Resource Manager role service
installed.

You need to configure Serverl to use the Azure Rights Management (Azure RMS) connector. You install the Microsoft Management connector on Serverl.
What should you do next on Serverl?

A. Run the GenConnectorConfig.ps1 script.
B. Configure the URL of the AIPMigrated group.
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C. Enable BitLocker Drive Encryption (BitLocker).

D. Install a certification authority (CA).
Answer: A

Explanation:

If you want to use the server configuration tool for the RMS connector, to automate the configuration of registry settings on your on-premises servers, download
and run the GenConnectorConfig.ps1 script.

References:

https://docs.microsoft.com/en-us/azure/information-protection/install-configure-rms-connector#installing-the-rm

NEW QUESTION 202
- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Office 365. You have the policies shown in the following table.

Name Type

E 4
Policyl | Anti-phishing
Policy | Anti-spam
Policy3 | Anti-malware
Policyd | Safe Attachments

All the policies are configured to send malicious email messages to quarantine. Which policies support a customized quarantine retention period?

A. Policyl and Policy2 only
B. Policy2 and Policy4 only
C. Policy3 and Policy4 only
D. Policyl and Policy3only

Answer: A

NEW QUESTION 206

- (Exam Topic 4) You have a Microsoft 365 E5 tenant. You configure sensitivity labels.

Users report that the Sensitivity button is unavailability in Microsoft Word for the web. The sensitivity button is available in Word for Microsoft 365.

You need to ensure that the users can apply the sensitivity labels when they use Word for the web. What should you do?

A. Copy policies from Azure information Protection to the Microsoft 365 Compliance center

B. Publish the sensitivity labels.
C. Create an auto-labeling policy

D. Enable sensitivity labels for files in Microsoft SharePoint Online and OneDrive.

Answer: B

NEW QUESTION 210
- (Exam Topic 4)

You have a data loss prevention (DIP) policy.
You need to increase the likelihood that the DLP policy will apply to data that contains medical terms from the International Classification of Diseases (ICD-9-CM).
The solution must minimize the number of false positives.
Which two settings should you modify? To answer, select the appropriate settings in the answer area. NOTE: Each correct selection is worth one point.

Content contains

Any of these ¥

Pll Identifiers
Sensitive info type

LL5. Social Security Number {SSN)

Add -

r :
and - |

Any of these ¥

Medical Terms
Sensitive info type

International Classification of Diseases (ICD-9-CM)

Acld -

A. Mastered
B. Not Mastered

The Leader of IT Certification

Instance count

min
1

max
any

Instance count

i
1

max
any

Match accuracy

min
S0

100

Match accuracy

min
50

Ligtek s

100
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Answer: A

Explanation:

References:

https://docs.microsoft.com/en-us/office365/securitycompliance/data-loss-prevention-policies https://docs.microsoft.com/en-us/office365/securitycompliance/what-
the-sensitive-information-types-look-for#i

NEW QUESTION 211

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You are deploying Microsoft Intune.

You successfully enroll Windows 10 devices in Intune.

When you try to enroll an iOS device in Intune, you get an error. You need to ensure that you can enroll the iOS device in Intune. Solution: You create the Mobility
(MDM and MAM) settings. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 213

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You plan to connect to Microsoft Exchange Online PowerShell and run the following cmdlets:

> Search-MailboxAuditLog
> Test-ClientAccessRule
> Set-GroupMailbox

> Get-Mailbox
Which cmdlet will generate an entry in the Microsoft Office 365 audit log?

A. Search-MailboxAuditLog

B. Test-ClientAccessRule

C. Set-GroupMailbox

D. Get-Mailbox D18912E1457D5D1DDCBD40AB3BF70D5D

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/search-the-audit-log-in-security-and-compliance?vi

NEW QUESTION 215

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant that contains 500 Windows 10 devices. The devices are enrolled in Microsoft intune.
You plan to use Endpoint analytics to identify hardware issues.

You need to enable Window health monitoring on the devices to support Endpoint analytics What should you do?

A. Configure the Endpoint analytics baseline regression threshold.
B. Create a configuration profile.

C. Create a Windows 10 Security Baseline profile

D. Create a compliance policy.

Answer: B

NEW QUESTION 218

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Defender for Cloud Apps. You configure a session control policy to block downloads from SharePoint
Online sites. Users report that they can still download files from SharePoint Online sites.

You need to ensure that file download is blocked while still allowing users to browse SharePoint Online sites. What should you configure?

A. an access policy

B. a data loss prevention (DLP) policy
C. an activity policy

D. a Conditional Access policy

Answer: A

NEW QUESTION 219

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant that contains 500 Windows 10 devices and a Windows 10 compliance policy.

You deploy a third-party antivirus solution to the devices. You need to ensure that the devices are marked as compliant.

Which three settings should you modify in the compliance policy? To answer, select the appropriate settings in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area

Windows 10 compliance policy
Windows 10 and later

Encryption
Encryption of data storage on device Require

Device Security

Firewall Require L Molconhgured  J
Trusted Platform Module (TPM) Require
Antivirus Hequire P onfigured ]
Antispyware Require L Not confiqured ____J
Defender

Microsoft Defender Antimahwvare Mot configured
Microsoft Defender Antimahware minimunm Mot configured
VErsIon
Microsoft Defender Antimalware secunty T Kegquwre Not configured
intelligence up-do-date
Real-time protection L.  Regure Mot configured

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Graphical user interface Description automatically generated

Reference:

https://docs.microsoft.com/en-us/mem/intune/protect/compliance-policy-create-windows

NEW QUESTION 222

- (Exam Topic 4)

Your company uses Microsoft Cloud App Security.

You plan to integrate Cloud App Security and security information and event management (SIEM). You need to deploy a SIEM agent on a server that runs
Windows Server 2016.

What should you do? To answer, select the appropriate settings in the answer area. NOTE: Each correct selection is worth one point.

First action to perform v

Install Java 8.

Install Microsoft WET Framework 3.5.

Add the Windows Internal Database feature

Add the Setup and Boot Event Collection feature

Second action to perform v
Run the Set-MMagent cmdlet.

Add the Setup and Boot Event Collection feature

Run the java command and specify the -jar parameter

Run the Install-WindowsFeature cmdlet and specify the -source parameter.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/integrate-your-siem-server-with-office-365-cas

NEW QUESTION 225

- (Exam Topic 4)

You have a Microsoft 365 subscription.

All users have their email stored in Microsoft Exchange Online.

In the mailbox of a user named User 1. You need to preserve a copy of all the email messages that contain the word Project X.
WDM should you do?

A. From the Security & Compliance admin center, create an eDiscovery case.
B. From the Exchange admin center, create a mail now rule.

C. From the Security fit Compliance adman center, start a message trace.

D. From Microsoft Cloud App Security, create an access policy.

Answer: D
Explanation:

References:
https://docs.microsoft.com/en-us/office365/securitycompliance/ediscovery-cases#step-2-create-a-new-case
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NEW QUESTION 226

- (Exam Topic 4)

You have a document in Microsoft OneDrive that is encrypted by using Microsoft Azure Information Protection as shown in the following exhibit.
Protection settings &

LRI RS HYOR (AD RMS)

Select the protection action type @

@ Set permissions
I:} Set user-defined permissions (Preview)

USERS PERMISSIONS

M365x901434.onmicrosoft.com Co-Owner

+ Add permissions

Content expiration

Always Mever

Mumber of days the content is valid

30 W

Allow offline access
Balance security requirements (includes access after revocation) with the flexibility to open protected
content without an Internet connection. More information and recommended settings

Always Mever

Mumber of days the content is available without an Internet connection

7 |

Protection template |D - template id is automatically generated after template is saved

Protection template ID - template id is automatically generated after template is saved

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

If vou copy the file to your local computer, vou [answer choice]. v
cannot open the document

can open the document indefinitelv

can open the document for up to 7 days
can open the document for up to 30 days

If vou email the document to a user outside vour organization. v
the user [answer choice]. cannot open the document

can open the document indefinitely

can open the document for up to 7 days
can open the document for up to 30 days

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/azure/information-protection/configure-policy-protection

NEW QUESTION 227

- (Exam Topic 4)

You use Windows Defender Advanced Threat Protection (Windows Defender ATP). You have the Windows Defender ATP machine groups shown in the following
table.

Name Rank Members
Group] ! Operating system in Windows 10
Group2 2 Name ends with London
Group3 3 Operating system in Windows Server
2016
Ungrouped _
machines (default) Last Not applicable

You plan to onboard computers to Windows Defender ATP as shown in the following table.
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Name

Operating system

Computer1-London Windows 10

Serveri-London

Windows Server 2016

To which machine group will each computer be added? To answer, select the appropriate options in the answer are.

NOTE: Each correct selection is worth one point.

Computer1-London:

Serveri-London:

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Computer1-London

Server1-London:

NEW QUESTION 230
- (Exam Topic 4)

v

Group1
Group?2
Group3
Ungrouped machines

Group1
Group2
Group3

Ungrouped machines

Group1,

Group2

Group3

Ungrouped machines

Group1

:_G I'Dl..lp? -.I

Group3

Ungrouped machines

You have a Microsoft 365 tenant.

You plan to manage incidents in the tenant by using the Microsoft 365 security center.
Which Microsoft service source will appear on the Incidents page of the Microsoft 365 security center?

A. Microsoft Cloud App Security

B. Azure Sentinel

C. Azure Web Application Firewall

D. Azure Defender
Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender/investigate-alerts ?view=0365-worldwide

NEW QUESTION 232
- (Exam Topic 4)

You configure a conditional access policy. The locations settings are configured as shown in the Locations exhibit. (Click the Locations tab.)
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Control user access based on their physical
location.,

(41}

The users and groups settings are configured as shown in the Users and Groups exhibit. (Click Users and Groups tab.)

X

Users and groups

Members of the Security reader group report that they cannot sign in to Microsoft Active Directory (Azure AD) on their device while they are in the office.

You need to ensure that the members of the Security reader group can sign in in to Azure AD on their device while they are in the office. The solution must use the
principle of least privilege.

What should you do?

A. From the conditional access policy, configure the device state.

B. From the Azure Active Directory admin center, create a custom control.
C. From the Intune admin center, create a device compliance policy.

D. From the Azure Active Directory admin center, create a named location.

Answer: D

Explanation:
References:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition

NEW QUESTION 236

- (Exam Topic 4)

Your company uses Microsoft Defender Advanced Threat Protection (Microsoft Defender ATP). The devices onboarded to Microsoft Defender ATP are shown in
the following table.

Name Machine group

Devicel ATPI

Device2 ATPI1

Device3 ATP2

The alerts visible in the Microsoft Defender ATP alerts queue are shown in the following table.

Name Machine

Alertl Devicel

Alert2 Device2

Alert3 Device3

You create a suppression rule that has the following settings:
> Triggering IOC: Any I0C
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5\"' Action: Hide alert

> Suppression scope: Alerts on ATP1 machine group
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
After you create the suppression rule, Alert1 is visible in the alerts queue. O .:::,
After you create the suppression rule, Alert3 is visible in the alerts queue. C} O
After you create the suppression rule, a new alert triggered on Device2 is i: _)

visible in the alerts queue.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
A suppression rule will not affect alerts that are already in the alerts queue. Only new alerts will be suppressed.

NEW QUESTION 239

- (Exam Topic 4)

Your company has a Microsoft 365 subscription that uses an Azure Directory (Azure ADO tenant named Contoso.com. The tenant contains the users shown in the
following table.

You create a relation label named Labell that has the following configurations: Retains content for five years.

Automatically deletes all content that is older than five years.

You turn on Auto labeling for Labell b using a policy named Policyl. Policyl has the following configurations:

« Retains content for five years

» Automatically deletes all content that is older than five years

You turn on Auto labeling for Label 1 by using a policy named Policyl. Policy has the following configurations:

* Applies to content that contains the word Merger

* Specifies the OneDrive accounts and SharePoint sites locations You run the following command

Set RetentionConpliancePolicy Policyl RestrictiveRelention $true Force

For each of the following statements select Yes if the statement is true Otherwise, select No NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
i 111 e @ 1l & Alion 1 y
B/ can remove rePoint sites leom Policy
ord can add the 1 Acq Poli
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area

Statements Yes Mo
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NEW QUESTION 243

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.

You run an eDiscovery search that returns the following Azure Rights Management (Azure RMS) — encrypted content:

> Microsoft Exchange emails
> Microsoft OneDrive documents

> Microsoft SharePoint documents
Which content can be decrypted when you export the eDiscovery search results?

A. Exchange emails only

B. SharePoint documents, OneDrive documents, and Exchange emails
C. OneDrive documents only

D. SharePoint documents and OneDrive documents only

E. SharePoint documents only

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/export-search-results?view=0365-worldwide

NEW QUESTION 247

- (Exam Topic 4)

You have a Microsoft 365 F5 subscription.

You plan to deploy 100 new Windows 10 devices.

You need to order the appropriate version of Windows 10 for the new devices. The version must Meet the following requirements.
Be serviced for a minimum of 24 moths.

Support Microsoft Application Virtualization (App-V) Which version should you identify?

A. Window 10 Pro, version 1909
B. Window 10 Pro, version 2004
C. Window 10 Pro, version 1909
D. Window 10 Enterprise, version 2004

Answer: D

Explanation:

Reference:

https://docs.microsoft.com/en-us/windows/release-health/release-information https://docs.microsoft.com/en-us/windows/application-management/app-v/appv-
supported-configurations

NEW QUESTION 250

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain. The domain contains domain controllers that run Windows Server 2019. The functional level of the
forest and the domain is Windows Server 2012 R2.

The domain contains 100 computers that run Windows 10 and a member server named Serverl that runs Windows Server 2012 R2.

You plan to use Serverl to manage the domain and to configure Windows 10 Group Policy settings. You install the Group Policy Management Console (GPMC)
on Serverl.

You need to configure the Windows Update for Business Group Policy settings on Serverl.

Solution: You copy the Group Policy Administrative Templates from a Windows 10 computer to Serverl. Does this meet the goal?

A. yes
B. No

Answer: A

NEW QUESTION 252

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

From the Security & Compliance admin center, you create a role group named US eDiscovery Managers by copying the eDiscovery Manager role group.
You need to ensure that the users in the new role group can only perform content searches of mailbox content for users in the United States.

Solution: From the Security & Compliance admin center, you modify the roles of the US eDiscovery Managers role group.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 257
- (Exam Topic 4)
HOTSPOT
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Your network contains an Active Directory forest named contoso.com that is synced to Microsoft Azure Active Directory (Azure AD).
You use Microsoft System Center Configuration Manager (Current Branch) for device management. You have the Windows 10 devices shown in the following

table.

\ ame _ Cn_liecﬁﬂn |
Devicel Collectionl
Device?2 Collection2

You configure Configuration Manager co-management as follows:

> Automatic enrollment in Intune: Pilot

> Pilot collection: Collection2

You configure co-management workloads as shown in the following exhibit.

Properties x

Erablemert  Workdoads  Sagng

For vhrdoas 10 devices that are in 8 co-management state. you can hane Mecrosoht
Intune s1an drfaert workdoads Choose Pilot inture 10 have infune manage
the workicacs for only cherts i the Prlot group (specifiec [ater i thes wzard) H you are
not ready o move workicads 1o infune  select Conbguration Manager

Leger more
Cofipration Manager  Plot btune tune

Complance polces f

Rescurce scoess pokces A

Virsows | pdste pokoes @

Endpore Protecton f

I ==

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No
Microsoft Intune manages the compliance policies for Devicel. O O
Configuration Manager manages the Windows Update policies for Devicel. O Q
Microsoft Intune manages Endpoint Protection for Device2. O O
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Statements Yes No
. . i i =
Microsoft Intune manages the compliance policies for Devicel. ) ! '
u _— " . . =
Configuration Manager manages the Windows Update policies for Devicel. Lk
[ & + L] r_-.l ‘1
Microsoft Intune manages Endpoint Protection for Device2. D] Q

NEW QUESTION 259

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.

You plan to implement records management and enable users to designate documents as regulatory records. You need to ensure that the option to mark content
as a regulatory record is visible when you create retention labels.

What should you do first?

A. Configure custom detection rules.
B. Create an Exact Data Match (EDM) schema.
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C. Run the Sec-RegulacoryComplianceUl cmdlet.
D. Run the Sec-LabelPolicy cmdlet.

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/declare-records?view=0365-worldwide

NEW QUESTION 263

- (Exam Topic 4)

You have a Microsoft 365 subscription.

From the subscription, you perform an audit log search, and you download all the results. You plan to review the audit log data by using Microsoft Excel.
You need to ensure that each audited property appears in a separate Excel column. What should you do first?

A. From Power Query Editor, transform the JSON data.

B. Format the Operations column by using conditional formatting.
C. Format the AuditData column by using conditional formatting.
D. From Power Query Editor, transform the XML data.

Answer: A

Explanation:

After you search the Office 365 audit log and download the search results to a CSV file, the file contains a column named AuditData, which contains additional
information about each event. The data in this column is formatted as a JSON object, which contains multiple properties that are configured as property:value pairs
separated by commas. You can use the JSON transform feature in the Power Query Editor in Excel to split each property in the JSON object in the AuditData
column into multiple columns so that each property has its own column. This lets you sort and filter on one or more of these properties

References:

https://docs.microsoft.com/en-us/microsoft-365/compliance/export-view-audit-log-records

NEW QUESTION 264
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant and a Microsoft 365 E5 subscription. The tenant contains the users shown in the following table.

Name Role
Userl Secunty admimistrator
User? Security oparator
User3 Secunty reader
Llserd Comphance administrator

You plan to implement Microsoft Defender Advanced Threat Protection (Microsoft Defender ATP).
You verify that role-based access control (RBAC) is turned on in Microsoft Defender ATP.
You need to identify which user can view security incidents from the Microsoft Defender Security Center. Which user should you identify?

A. Userl
B. User2
C. User3
D. User4

Answer: A

NEW QUESTION 265

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Office 365 Advanced Threat Protection (ATP) settings and policies for Microsoft Teams, SharePoint, and
OneDirive.

Solution: From the Azure Active Directory admin center, you assign SecAdminl the Security administrator role.

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 269

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

You need to prevent users from accessing your Microsoft SharePoint Online sites unless the users are connected to your on-premises network.

Solution: From the Endpoint Management admin center, you create a device configuration profile.

Does this meet the goal?

A. Yes
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B. No
Answer: B
Explanation:

You need to create a trusted location and a conditional access policy.

NEW QUESTION 273
- (Exam Topic 4)

You have 100 computers that run Windows 8.1 and are enrolled in Upgrade Readiness. Two of the computers are configured as shown in the following table.

=z

! Name Architecture Memory Applications installed
Computer1 64 -bit | 1GB App1 -
| Computer? 12-bit 2 B Appd

From Upgrade Readiness, you view the applications shown in the following table.

Name UpgradeDecision
Ready to upgrade

- -
ADPpP

J"{;']F}:" Raview in progress

You enroll a computer named Computer3 in Upgrade Readiness. Computer3 has the following configurations:

> 8 GB of memory
b’ 64-bit architecture

> An application named App3 installed App3 is installed on Computer3 only.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes

Computer1 has an UpgradeDecision status of Ready to upgrade. ()

Computer2 has an UpgradeDecision status of Ready to upgrade.

Computer3 has an UpgradeDecision status of Ready to upgrade. O

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements Yes

Computer1 has an UpgradeDecision status of Ready to upgrade. ()

Computer2 has an UpgradeDecision status of Ready to upgrade. ()

Computer3 has an UpgradeDecision status of Ready to upgrade. 'O

|

NEW QUESTION 275
- (Exam Topic 4)
You have a Microsoft 365 tenant.

No

O O

O

You plan to implement Endpoint Protection device configuration profiles. Which platform can you manage by using the profile?

A. Android

B. CentOS Linux
C.i0s

D. Window 10

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-protection-configure

NEW QUESTION 279

The Leader of IT Certification

visit - https://www.certleader.com



CertLeaderm 100% Valid and Newest Version MS-101 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/MS-101-dumps.html (394 Q&As)

- (Exam Topic 4)
You have a Microsoft 365 tenant that contains the compliance policies shown in the following table.
Name | Require BitLocker - Require the device to be at or under the
machine risk score

| Policy1 Required High
| Policy2 | Not configured | Medium
Policy3 | Required | Low
The tenant contains the devices shown in the following table.
Name BitLocker Drive, Microsoft Defender for Policies applied
Encryption Endpeint risk status
_ . (BitLocker) | |
| Devicel Configured High Policy1, Policy3
| Device2 | Not configured | Medium L Policy2, Policy3
| Device3 | Not configured ‘ Low L Policy1, Policy2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements Yes No

Device1 is marked as compliant. O O
Device?2 is marked as compliant. O O

Device3 is marked as compliant. O O

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Graphical user interface, text, application Description automatically generated

NEW QUESTION 280
- (Exam Topic 4)
You have a Microsoft 365 E5 tenant

You create a data toss prevention (DLP) policy to prevent users from using Microsoft Teams to share internal documents with external users.

To which two locations should you apply the policy? To answer, select the appropriate locations in the answer area.
NOTE: Each correct selection is worth one point.

Choose locations to apply the policy

A [ ] [ s R

L - L]
: :
. " .
. -
&) o -
.
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Choose locations to apply the policy

T b

NEW QUESTION 281

- (Exam Topic 4)

Your company purchases a cloud app named App1l.

You need to ensure that you can use Microsoft Cloud App Security to block downloads in Appl. Appl supports session controls.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions ANnswer Area

Deploy Azure Active Directory
(Azure AD) Application Proxy.

From the Cloud App Security admin
center, add an app connector.

Signin to App1. @

Create a conditional access policy @

©O

From the Azure Active Directory admin
center, configure the Diagnostic settings

From the Azure Active Directory admin
center, add an app reqistration for App1.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:
https://docs.microsoft.com/en-us/cloud-app-security/getting-started-with-cloud-app-security

NEW QUESTION 283
- (Exam Topic 4)
Your company uses Windows Defender Advanced Threat Protection (ATP). Windows Defender ATP contains the device groups shown in the following table.

Rank _ Machine group _ Member

" " .1".
i Lk

You onboard computers to Windows Defender ATP as shown in the following table.
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| Naine
Computerl
Computer2

Of which groups are Computerl and Computer2 members? To answer, select the appropriate options in the answer area.

Operating svstem
Windows 10
Windows Server 2016

NOTE: Each correct selection is worth one point.

Computerl:

Computer2:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Computerl:

Computer2:

NEW QUESTION 287
- (Exam Topic 4)

:

Groupl only
Group2 only

Groupl and Group2
Ungrouped machines

Y

Groupl only
Group3 only

Group1 and Group3

Groupl only
Group2 only

s m— — o —

Group1 and Group2 ,

Ungrouped machines

Y

Groupl only
Group3 only

s — — o . — e — . o—

Groupl and Group3

You need to grant a user a named Userl access to download compliance reports from the Security & Compliance reports from the Security from the Security &

Compliance admin center. The solution must use the principle of least privilege.

What should you do?

A. Add Userl to the Security Reader role group

B. Create a new role group that has the Preview role and add User1 to the role group.

C. Add userl to the Compliance Administrator role group.
D. Add Userl to the Service Assurance User role group.

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/download-existing-reports?view=0365-worldwide

NEW QUESTION 289
- (Exam Topic 4)
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Your company has a Microsoft 365 subscription that contains the domains shown in the following table.

Can enroll devices to Microsoft Intune by using

Mame
auto-discovery

The company plans to add a custom domain named fabrikam.com to the subscription and then to enable enrollment of devices to Intune by using auto discovery
for Tabrikam.com.
You need to add a DNS record to the fabrikam.com zone. Which record type should you use for the new record?

A. SRV
B. PTR
C. CNAME
D. TXT

Answer: C

NEW QUESTION 293

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains a user named Userl. Your company purchases a Microsoft 365 subscription.
You need to ensure that Userl is assigned the required role to create file policies and manage alerts in the Cloud App Security admin center.
Solution: From the Azure Active Directory admin center, you assign the Compliance administrator role to Userl.

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 294

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more

than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain. The domain contains 2,000 computers that run Windows 8.1 and have applications installed as
shown in the following table.

Name Application count l Used by -I
App T L | Finance departiment, sales department

App. 10 Marketing departmen

You enroll all the computers in Upgrade Readiness.

You need to ensure that Appl and App2 have an UpgradeDecision status of Ready to upgrade. Solution: You set the ReadyForWindows status of App2 to Highly
adopted.

Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

Appl has a “low install count” (2% or less) so will be Ready to upgrade. We just need to change the setting for App2.
References:

https://docs.microsoft.com/en-us/windows/deployment/upgrade/upgrade-readiness-identify-apps

NEW QUESTION 299

- (Exam Topic 4)

Your company has digitally signed applications.

You need to ensure that Microsoft Defender Advanced Threat Protection (Microsoft Defender ATP) considers the digitally signed applications safe and never
analyzes them.

What should you create in the Microsoft Defender Security Center?

A. a custom detection rule

B. an allowed/blocked list rule
C. an alert suppression rule
D. an indicator

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/manage-indicators

NEW QUESTION 301

- (Exam Topic 4)

Your company has a Microsoft 365 E3 subscription.

All devices run Windows 10 Pro and are joined to Microsoft Azure Active Directory (Azure AD).
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You need to change the edition of Windows 10 to Enterprise the next time users sign in to their computer. The solution must minimize downtime for the users.
What should you use?

A. Windows Autopilot

B. Windows Update

C. Subscription Activation
D. an in-place upgrade

Answer: C

Explanation:
https://docs.microsoft.com/en-us/windows/deployment/windows-10-subscription-activation

NEW QUESTION 303

- (Exam Topic 4)

You have 2,500 Windows 10 devices and a Microsoft 365 E5 tenant that contains two users named Userl and
User2. The devices are not enrollment in Microsoft Intune.

In Microsoft Endpoint Manager, the Device limit restrictions are configured as shown in the following exhibit.
Device limit restrictions

eline how many dewnces sach Wser caf e

Priarity MName Device limit Assighed
et 1 ¥ e

In Azure Active Directory (Azure AD), the Device settings are configured as shown in the following exhibit.

('l TimFead % - Py it d b

n calh more on ko this wetting works

Require Multi-Factor Auth 1o join dénces

- -

Manmum number of devices per usar (1)
5 W

From Microsoft Endpoint Manager, you add User2 as a device enrollment manager (DEM). For each of the following statement, select Yes if the statement is true.
Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Anca

Statements Yes MNo

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Arca

Statements Yes No

NEW QUESTION 306

- (Exam Topic 4)

You have two conditional access policies named Policyl and Policy2. Policyl has the following settings:
> Assignments:

> Users and groups: Userl

> Cloud apps or actions: Office 365 Exchange Online

> Conditions: 0 conditions selected
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Access controls:

> Grant: Grant access

> Session: 0 controls selected Enable policy: On

> Policy2 has the following settings:

> Assignments:

> Users and groups: Userl

> Cloud apps or actions: Office 365 Exchange Online

> Conditions: 0 conditions selected
Access controls:

> Grant: Block access

> Session: 0 controls selected Enable policy: On
You need to ensure that Userl can access Microsoft Exchange Online only from devices that are marked as compliant.
What should you do?

A. Modify the Grant settings of Policy2.

B. Disable Policy2.

C. Modify the Conditions settings of Policy2.
D. Modify the Grant settings of Policyl.

Answer: C

NEW QUESTION 307

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You need to be notified if users receive email containing a file that has a virus. What should you do?

A. From the Exchange admin center, create an in-place eDiscovery & hold.

B. From the Security & Compliance admin center, create a data governance event.
C. From the Exchange admin center, create an anti-malware policy.

D. From the Security & Compliance admin center, create a safe attachments policy.

Answer: C

Explanation:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/set-up-atp-safe-attachments-policie

NEW QUESTION 310

- (Exam Topic 4)

You plan to use Azure Sentinel and Microsoft Cloud App Security. You need to connect Cloud App Security to Azure Sentinel.
What should you do in the Cloud App Security admin center?

A. From Automatic log upload, add a log collector.
B. From Automatic log upload, add a data source.
C. From Connected apps, add an app connector.

D. From Security extension, add a SIEM agent.

Answer: D

NEW QUESTION 312

- (Exam Topic 4)

You have a Microsoft 365 tenant.

All users are assigned the Enterprise Mobility + Security license.

You need to ensure that when users join their device to Microsoft Azure Active Directory (Azure AD), the device is enrolled in Microsoft Intune automatically.
What should you configure?

A. Enrollment restrictions from the Intune admin center

B. device enrollment managers from the Intune admin center

C. MAM User scope from the Azure Active Directory admin center
D. MDM User scope from the Azure Active Directory admin center

Answer: D

Explanation:
References:
https://docs.microsoft.com/en-us/intune/windows-enroll

NEW QUESTION 315

- (Exam Topic 4)

You have a Microsoft 365 tenant that contains two groups named Groupl and Group2.

You need to prevent the members or Groupl from communicating with the members of Group2 by using Microsoft Teams. The solution must comply with
regulatory requirements and must not affect other user in the tenant.

What should you use?

A. information barriers

B. communication compliance policies
C. moderated distribution groups
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D. administrator units in Azure Active Directory (Azure AD)

Answer: A

NEW QUESTION 319

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain. The domain contains 2,000 computers that run Windows 8.1 and have applications installed as
shown in the following table.

Name Application count Used by

App1 U | Finance department, sale

ApP. 100 l Marketing department

You enroll all the computers in Upgrade Readiness.

You need to ensure that Appl and App2 have an UpgradeDecision status of Ready to upgrade. Solution: You set the importance status of App2 to Low install
count.

Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

If an app is installed on less than 2% of the targeted devices, it's marked Low install count. Two percent is the default value. You can adjust the threshold in the
readiness settings from 0% to 10%. Desktop Analytics automatically marks these apps as Ready to upgrade.

Reference:

https://docs.microsoft.com/en-us/configmgr/desktop-analytics/about-deployment-plans

NEW QUESTION 322
- (Exam Topic 4)
You have a Microsoft 365 subscription.

You need to identify which administrative users performed eDiscovery searches during the past week. What should you do from the Security & Compliance admin

center?

A. Perform a content search

B. Create a supervision policy
C. Create an eDiscovery case
D. Perform an audit log search

Answer: D

NEW QUESTION 326

- (Exam Topic 4)

You have several devices enrolled in Microsoft Intune.

You have a Microsoft Azure Active Directory (Azure AD) tenant that includes the users shown in the following table.

Nanie Role Member of
Userl Cloud device admunstrator | Groupl
User2 | Intune admimistrator CGrroup2
1-. L‘:'; _"'I-.--"|Il. _‘1 M

The device limit restrictions in Intune are configured as shown in the following table.

Priovity |  Name | Device limit | Assigned to
1l | Policyl |15 _ | Group2 |
| 2 | Policy2 1o | Groupl |
| Default. | Allusers 5 | All users

ke S S + S .

You add User3 as a device enrollment manager in Intune.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Userl can enroll a maximum of 10 devices in Intune. O O
User2 can enroll a maximum of 10 devices in Intune O O
User3 can enroll an unlimited number of devices in Intune. ) O

A. Mastered
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B. Not Mastered
Answer: A
Explanation:

References:
https://docs.microsoft.com/en-us/sccm/mdm/deploy-use/enroll-devices-with-device-enrollment-manager

NEW QUESTION 327

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a user named User1.

The subscription has a single anti-malware policy as shown in the following exhibit.

An email message that contains text and two attachments is sent to Userl. One attachment is infected with malware.
How will the email message and the attachments be processed?

A. Both attachments will be remove

B. The email message will be quarantined, and Used will receive an email message without any attachments and an email message that includes the following
text: 'Malware was removed.'

C. The email message will be quarantined, and the message will remain undelivered.

D. Both attachments will be remove

E. The email message will be quarantined, and Userl will receive a copy of the message containing the original text and a new attachment that includes the
following text: 'Malware was removed."

F. The malware-infected attachment will be remove

G. The email message will be quarantined, and Userl will receive a copy of the message containing only the uninfected attachment.

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/anti-malware-protection?view=036

NEW QUESTION 329

- (Exam Topic 4)

Your company has a Microsoft 365 subscription that uses an Azure Active Directory (Azure AD) tenant named contoso.com. The tenant contains the users shown
in the following table.

Name Role Office 365 role group
Userl None Compliance data administrator
User2 Global admimstrator None

You create a retention label named Labell that has the following configurations:
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> Retains content for five years

> Automatically deletes all content that is older than five years
You turn on Auto labeling for Labell by using a policy named Policyl. Policyl has the following configurations:

> Applies to content that contains the word Merger

> Specifies the OneDrive accounts and SharePoint sites locations You run the following command.
Set-RetentionCompliancePolicy Policyl —RestrictiveRetention $true

-Force

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Userl can add Exchange email as a location to Policy1. (:} C)
User2 can remove SharePoint sites from Policy1. @) B
User2 can add the word Acquisition to Policy1. (’) )

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/powershell/module/exchange/policy-and-compliance-retention/set-retentionco

NEW QUESTION 330

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You configure a data loss prevention (DIP) policy.

You discover that users are incorrectly marking content as false positive and bypassing the OLP policy. You need to prevent the users from bypassing the DLP
policy.

What should you configure?

A. incident reports
B. actions

C. exceptions

D. user overrides

Answer: D

Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/data-loss-prevention-policies

NEW QUESTION 332

- (Exam Topic 4)

HOTSPOT

You have a Microsoft 365 E5 subscription linked to an Azure Active Directory (Azure AD) tenant. The tenant contains a group named Groupl and the users shown
in the following table:

Name Role
Admin -"'x:i_l"lt.:IT.rJ1]-_!|| Access administrator
Admin2 | Sec urity administrator
Admin3 User administrator
The tenant has a conditional access policy that has the following configurations: Name: Policyl
Assignments:

- Users and groups: Groupl
- Cloud aps or actions: All cloud apps

> Access controls:
> Grant, require multi-factor authentication

> Enable policy: Report-only

You set Enabled Security defaults to Yes for the tenant.

For each of the following settings select Yes, if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements

Admin1 can set Enable policy for Policy1 to On.
Admin2 can set Enable policy for Policy1 to Off.

Admin3 can set Users and groups for Policy1 to All users.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Yes

-

No

()

Report-only mode is a new Conditional Access policy state that allows administrators to evaluate the impact of Conditional Access policies before enabling them in

their environment. With the release of report-only mode:

> Conditional Access policies can be enabled in report-only mode.

> During sign-in, policies in report-only mode are evaluated but not enforced.

> Results are logged in the Conditional Access and Report-only tabs of the Sign-in log details.

> Customers with an Azure Monitor subscription can monitor the impact of their Conditional Access policies using the Conditional Access insights workbook.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-report-on

NEW QUESTION 335
- (Exam Topic 4)

You have a Microsoft Azure Active Directory (Azure AD) tenant named contoso.onmicrosoft.com. Your company implements Windows Information Protection

(WIP).
You need to modify which users and applications are affected by WIP.

What should you do? To answer, select the appropriate options m the answer area. NOTE: Each correct selection is worth one point.

To modify which users are affected bv WIP. configure:

b4

The Azure AD app registration
The Azure AD device settings
The MAM User scope

The mobile device management (MDM) authority

To modifv which applications are affected bv WIP. configure:

Y

App configuration policies
App protection policies
Compliance policies

Device configuration profiles

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/windows/security/information-protection/windows-information-protection/crea

NEW QUESTION 337
- (Exam Topic 4)
You have retention policies in Microsoft 365 as shown in the following table.

Name Location
Policyl | OneDrnive accounts
Policy2 Exchange email. Exchange public folders, Office 3635 groups.
OneDrnive accounts, SharePownt sites

Policyl is configured as shown in the Policyl exhibit. (Click the Policyl tab.)
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Policy2 is configured as shown in the Policy2 exhibit. (Click the Policy?2 tab.)
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For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements . Yes
If a user creates a file in Microsoft OneDrive on January 1, 2018, ®

users will be able to access the file on Januarv 15. 2020.

O¥

If a user deletes a Microsoft OneDrive file that was created on ® O
January 1. 2018. an administrator will be able to recover the file on = -
April 15, 2020.

If a user deletes a Microsoft OneDrive file that was created on & O

January 1. 2018, an administrator will be able to recover the file on

D

April 15, 2023,

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:

https://docs.microsoft.com/en-us/office365/securitycompliance/retention-policies#the-principles-of-retention-or

NEW QUESTION 340

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant.

You create a retention label named Retentionl as shown in the following exhibit.
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Review your settings

Name
Retention1

Description for admins
Description for users Edit

File plan descriptors Edit
Reference Id:1

Business function/denartment Legal
Category. Compliance

Authority type: Legal

Retention Edit
[ years

Retain only

Based on when it was created

When users attempt to apply Retentionl, the label is unavailable. You need to ensure that Retentionl is available to all the users. What should you do?

A. Create a new label policy

B. Modify the Authority type setting for Retention!

C. Modify the Business function/department setting for Retention 1.
D. Use a file plan CSV template to import Retention1.

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-apply-retention-labels?view=0365-worldwid

NEW QUESTION 344
- (Exam Topic 4)
You have a Microsoft 365 tenant.

You discover that administrative tasks are unavailable in the Microsoft Office 365 audit logs of the tenant. You run the Get-AdminAuditLogConfig cmdlet and

receive the following output:

Runspaceld 1 deblldad-clid-ddbf-aSGa-1cO55d01n8TE
AdminduditiogEnabled : True

Logl vl : Verbose
TestCmdletLogglngEnabled : Falze
.-'“1-'.H-.Ll.lﬂ'.ll.\.:-':;i.'m{l]lr!-a S et
AdainduditLogParamseTters o)
Adminduditiogixcludedimdlets i £}
AdainavditiogageL Smit ;G o D el
LoadBalancerfount [ |
RefreshInterval 1 18
ParvitlonInfo : ]

L
unifiedauditLogingestionEnabled @ False
UnitTiedauditilogFlimstOptInDate
Adaingisplayhame

Exchangeversion : .10 (14.0.100.0)
Fame : DeEFauly
tistinguishediame i EN=Default,CNsConfiguration,CHsContoso, cnaicrosoft. com, OUsMicrosoft Exchange

Hosted Grganizations ,OL=FFO, Dlsextest Dlsmicrosoft  BL=com
Tdent LTy t FFO . entest . microgolt _com/Microsalt Exchange Hosted
prgenizations /ConEoso. onmicrosof . com/Cont lguratlon/Default
Hejec tlategary
ODbiectClacs : [msExchidminfivditlogConfig)
WhenChanged
When reated
WhenC hangedUuTC
Whend reatedUTE

Exchangelbjectld ! 2E875alT 049 -4759-98 34 -beXSETESLT 3D
Crganizationld 1 FF.extest.sicrosoft.com/ Microsoft Exchange Hosted
Organizations/Contoto . onmicrosafr. . com - FFO,.extest.microgaft . comiHicrosaft Exchange Hoited

Organizationg/Contoso . onmicrotoft.com/Conf Iguration
Id 1 FFO.extest.sicrosoft.com/Microsoft L'\-\.w'.-'\al'-ge Hozsted

SGrganiiasticons / Contéso,.onmicrosott . com/Configuration/Defaulit

Guid i 0B@75alf -bdSe-d769-083d-beI5BTOILF 2D
originatingServer

Iswval id : True

ObjectStete L NEw
You need to ensure that administrative tasks are logged in the Office 365 audit logs. Which attribute should you modify?
A. TestCmdletLoggingEnabled

B. UnifiedAuditLogIngestionEnabled
C. AdminAuditLogEnabled
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Answer: B

Explanation:
References:
https://docs.microsoft.com/en-us/powershell/module/exchange/policy-and-compliance-audit/set-adminauditlogc

NEW QUESTION 349

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft intune.

in the Microsoft Endpoint Manager admin center, you discover many stale and inactive devices, You enable device clean-up rules
What can you configure as the minimum number of days before a device a removed automatically?

Answer: D

NEW QUESTION 351

- (Exam Topic 4)

Your network contains an Active Directory domain named contoso.com. The domain contains 100 Windows 8.1 devices. You plan to deploy a custom Windows 10
Enterprise image to the Windows 8.1 devices. You need to recommend a Windows 10 deployment method. What should you recommend?

A. a provisiong package
B. an in place upgrade
C. wipe and load refresh
D. Windows Autopilot

Answer: C

Explanation:

https://docs.microsoft.com/en-us/windows/deployment/deploy-windows-mdt/upgrade-to-windows-10-with-the

In-place upgrade differs from computer refresh in that you cannot use a custom image to perform the in-place upgrade. In this article we will add a default Windows
10 image to the production deployment share specifically to perform an in-place upgrade.
https://docs.microsoft.com/en-us/windows/deployment/deploy-windows-mdt/refresh-a-windows-7-computer-wi To complete a computer refresh you will: Back up
data and settings locally, in a backup folder. Wipe the partition, except for the backup folder. Apply the new operating system image. Install other applications.
Restore data and settings.

NEW QUESTION 356
- (Exam Topic 4)
You have a Microsoft 365 subscription.
You are configuring permissions for Security & Compliance.
You need to ensure that the users can perform the tasks shown in the following table.
Name Iask
Userl Download all Secunity & Compliance reports
User2 Create and manage Security & Comphance
_ alerts

The solution must use the principle of least privilege.
To which role should you assign each user? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Userl: ¥
Records Management
Security Administrator
Security Reader
Supervisorv Review

Userl: v
Compliance Administrator
Organization Management
Security Administrator
Security Reader
Supervisory Review

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:
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https://docs.microsoft.com/en-us/office365/securitycompliance/permissions-in-the-security-and-compliance-cen

NEW QUESTION 359

- (Exam Topic 4)

HOTSPOT

You configure a data loss prevention (DLP) policy named DLP1 as shown in the following exhibit.

Choose the types of content to protect

This policy will protect that matches these requirements, You can choose sensitve info types and
existing labels

Conlent contains
" L] Q L

Any of these =

Sensitive info type Match accuracy
min max
Credit Card Number B85 1040

Retention labels
1 year
M -

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.

DLP1 cannot be applied fo [answer choice]. v
Exchange email ]
SharePoint sites
OneDrive accounts |
DLP1 will be applied only to documents that have [answer choice]. 4

both a credit card number and the 1 year label applied
either a credit card number or the 1 year label applied
between 85 and 100 credit card numbers

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/data-loss-prevention-policies?view=0365-worldwid

NEW QUESTION 364

- (Exam Topic 4)
You have a Microsoft 365 subscription that contains the users shown in the following table.
Name Role
Userl | Exchange administrator
User2 Security admimstrator
User3 None

You run the following cmdlet.
Set-MailboxAuditBypassAssociation —ldentity User2
—AuditByPassEnabled $true

The users perform the following actions:

b’ Userl accesses an item in the mailbox of User2.
D’ User2 modifies a mailbox item in the mailbox of User3.

> User3 signs in to her mailbox.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes No

The action performed by Userl is audited.

The action performed by User2 is audited.
The action performed by User3 is audited.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/powershell/module/exchange/set-mailboxauditbypassassociation?view=exchan

NEW QUESTION 366

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals- Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You are deploying Microsoft Intune.

You successfully enroll Windows 10 devices in Intune.

When you try to enroll an iOS device in Intune, you get an error. You need to ensure that you can enroll the iOS device in Intuen.

Solution: You configure the Apple MDM Push certificate. Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 371

- (Exam Topic 4)

Your company has a Microsoft 365 subscription.

You implement Microsoft Azure Information Protection.

You need to automatically protect email messages that contain the word Confidential in the subject line. What should you create?

A. a mail flow rule from the Exchange admin center

B. a message trace from the Security & Compliance admin center

C. a supervision policy from the Security & Compliance admin center
D. a sharing policy from the Exchange admin center

Answer: A
Explanation:

References:
https://docs.microsoft.com/en-us/azure/information-protection/configure-exo-rules

NEW QUESTION 375
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