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NEW QUESTION 1
- (Exam Topic 1)
You need to meet the authentication requirements for leaked credentials. What should you do?

A. Enable federation with PingFederate in Azure AD Connect.

B. Configure Azure AD Password Protection.

C. Enable password hash synchronization in Azure AD Connect.
D. Configure an authentication method policy in Azure AD.

Answer: C
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/security/fundamentals/steps-secure-identity

NEW QUESTION 2

- (Exam Topic 1)

You need to identify which roles to use for managing role assignments. The solution must meet the delegation requirements.

What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

To manage Azure AD built-in role assignments, use: v
Global administrator
Privileged role administrator
Security administrator

User access administrator

To manage Azure built-in role assignments, use: v
Global administrator
Privileged role administrator
Security administrator

User access administrator

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal https://docs.microsoft.com/en-us/azure/active-
directory/roles/permissions-reference

NEW QUESTION 3
- (Exam Topic 1)
You need to configure the detection of multi-staged attacks to meet the monitoring requirements. What should you do?

A. Customize the Azure Sentinel rule logic.
B. Create a workbook.

C. Add Azure Sentinel data connectors.

D. Add an Azure Sentinel playbook.

Answer: A
NEW QUESTION 4
- (Exam Topic 1)

You need to implement on-premises application and SharePoint Online restrictions to meet the authentication requirements and the access requirements.
What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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For on-premises applications:

Configure Cloud App Security policies.
Modify the User consent settings for the enterprise applications.
Publish the applications by using Azure AD Application Proxy.

Faor SharePoint Online:

Configure Cloud App Security policies.
Modify the User consent settings for the enterprise applications.
Publish an application by using Azure AD Application Proxy.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
For on-premises applications:

Configure Cloud App Security policies.
Maodify the User consent settings for the enterprise applications.
Publish the applications by using Azure AD Application Proxy.

Faor SharePoint Online:

émnﬂguré C|UJd App.Sqecurit:_a;pulir:i“es_
Modify the User consent settings for the enterprise applications.
Publish an application by using Azure AD Application Proxy.

NEW QUESTION 5
- (Exam Topic 2)
You create a Log Analytics workspace.

You need to implement the technical requirements for auditing. What should you configure in Azure AD?

A. Company branding
B. Diagnostics settings
C. External Identities
D. App registrations

Answer: B

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/overview-monitoring

NEW QUESTION 6
- (Exam Topic 2)

You need to locate licenses to the A. Datum users. The solution must need the technical requirements. Which type of object should you create?

A. A Dynamo User security group
B. An OU

C. A distribution group

D. An administrative unit

Answer: D

NEW QUESTION 7
- (Exam Topic 2)

You need to meet the technical requirements for the probability that user identities were compromised. What should the users do first, and what should you

configure? To answer, select the appropriate options in
the answer area.
NOTE: Each correct selection is worth one point.
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The users must first: v
Provide consent for any app to access the data of Contoso.
Reqister for multi-factor authentication (MFA).

Reqister for self-service password reset (SSPR).

You must configure:  d
A sign-in risk policy

A user risk policy

An Azure AD Password Protection policy

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-policies

NEW QUESTION 8
- (Exam Topic 2)
You need to sync the ADatum users. The solution must meet the technical requirements. What should you do?

A. From the Microsoft Azure Active Directory Connect wizard, select Customize synchronization options.
B. From PowerShell, run Set-ADSyncScheduler.

C. From PowerShell, run Start-ADSyncSyncCycle.

D. From the Microsoft Azure Active Directory Connect wizard, select Change user sign-in.

Answer: A

Explanation:

You need to select Customize synchronization options to configure Azure AD Connect to sync the Adatum organizational unit (OU).

NEW QUESTION 9
- (Exam Topic 3)
You need to resolve the issue of the sales department users. What should you configure for the Azure AD tenant?

A. the User settings

B. the Device settings

C. the Access reviews settings
D. Security defaults

Answer: B
NEW QUESTION 10

- (Exam Topic 3)
You implement the planned changes for SSPR.

What occurs when User3 attempts to use SSPR? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area
Mumber of authentication methods required: -
Authentication methods that can be used: -
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Mumber of authentication methods required: | 2 i
Authentication methods that can be used: | Email and phone only >
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NEW QUESTION 10
- (Exam Topic 3)
You need implement the planned changes for application access to organizational data. What should you configure?

A. authentication methods
B. the User consent settings
C. access packages

D. an application proxy

Answer: B

NEW QUESTION 11

- (Exam Topic 3)

You need to resolve the recent security incident issues.

What should you configure for each incident? To answer, drag the appropriate policy types to the correct

issues. Each policy type may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Policy Types Answer Arca
An suthentication method policy saked cradentiak
A Conditional Access policy
A sigr-in from & suspecious browss
A 30110 TE5K Poi
esources accessed from an anonymous IP address
A user nisk policy =
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Palicy Types Answer Area
An authentication method policy I Leaked credentials: | A user nsk pol
A -r-I" anal drea Al
. =& 4 580 TOMM 2 suspecious browser | A Si90-in sk palicy
- = =
I"I‘ EJR-AM FISK PRIy
_ T T e Aesources accessed from an anonymous IP acdress: | A sign-in risk policy
I.'l'. el ThSR Ry

NEW QUESTION 16
- (Exam Topic 3)
You need to resolve the issue of I-.Groupl. What should you do first?

A. Recreate the IT-Group 1 group.

B. Change Membership type of IT-Groupl to Dynamic Device
C. Add an owner to IT_Groupl.

D. Change Membership type of IT-Groupl to Dynamic User

Answer: A

NEW QUESTION 17

- (Exam Topic 4)

Your network contains an on-premises Active Directory Domain services (AD DS) domain that syncs with an Azure AD tenant. The AD DS domain contains the
organizational units (OUs) shown in the following table.

Name Description
ou1l Syncs with Azure AD
ou2 Does NOT sync with Azure AD

You need to create a break-glass account named BreakGlass.
Where should you create BreakGlass, and which role should you assign to BreakGlass? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure SC-300 dumps!
rJ CEFtShEI‘Ed https://www.certshared.com/exam/SC-300/ (192 Q&AS)

Answer Area

Location: f
Azure AD
oul
ouz2
Role: | v

Billing Administrator

Global Administrator

Owner

Privileged Role Administrator

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Location: v
Azure AD
Qu1
ouz2
Role: v

Billing Administrator
Global Administrator
Owner

Privileged Role Administrator

NEW QUESTION 22

- (Exam Topic 4)

You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.

Yon receive more than 100 email alerts each day for tailed Azure Al) user sign-in attempts. You need to ensure that a new security administrator receives the
alerts instead of you. Solution: From Azure AD, you create an assignment for the Insights at administrator role. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 25

- (Exam Topic 4)

You have an Azure AD tenant that contains a user named Userl Userl needs to manage license assignments and reset user passwords. Which role should you
assign to Userl?

A. License administrator
B. Helpdesk administrator
C. Billing administrator

D. User administrator

Answer: D

NEW QUESTION 29

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory domain.

The on-premises network contains a VPN server that authenticates to the on-premises Active Directory

domain. The VPN server does NOT support Azure Multi-Factor Authentication (MFA). You need to recommend a solution to provide Azure MFA for VPN
connections.
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What should you include in the recommendation?

A. Azure AD Application Proxy

B. an Azure AD Password Protection proxy
C. Network Policy Server (NPS)

D. a pass-through authentication proxy

Answer: C

NEW QUESTION 32

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant.

You need to review the Azure AD sign-in logs to investigate sign-ins that occurred in the past. For how long does Azure AD store events in the sign-in logs?

A. 14 days
B. 30 days
C. 90 days
D. 365 days

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/reference-reports-dataretention# how-long-does-azure-ad-store-the-data

NEW QUESTION 33

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.

You have 100 IT administrators who are organized into 10 departments. You create the access review shown in the exhibit. (Click the Exhibit tab.)

Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role,

Review name * Admin review

Description (O

Start date * 12/18/2020 i
Frequency | Monthly ~]
Duratiﬂn {in da}rs :-:-‘: ————_———-—-{} 14

End (O ': End by  Occurrences |

Mumber of times 0

' |
Users
Scope (®) Everyone
Review role membership (permanent and eligible) *
Application Administrator and 72 others
Reviewers
Reviewers | (Preview) Manager v |

(Preview) Fallback reviewers (i)

hegan Bowen

s Upon completion settings

You discover that all access review requests are received by Megan Bowen.
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You need to ensure that the manager of each department receives the access reviews of their respective department.
Solution: You set Reviewers to Member (self).
Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 34

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant.

You create an enterprise application collection named HR Apps that has the following settings:
« Applications: Appl. App?, App3

* Owners: Admin 1

 Users and groups: HRUsers

AH three apps have the following Properties settings:

» Enabled for users to sign in: Yes

» User assignment required: Yes

* Visible to users: Yes

Users report that when they go to the My Apps portal, they only sue Appl and App2-You need to ensure that the users can also see App3. What should you do
from App3?

What should you do from App3?

A. From Users and groups, add HRUsers.

B. Prom Properties, change User assignment required to No.
C. From Permissions, review the User consent permissions.
D. From Single sign on, configure a sign-on method.

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-access-portal https://docs.microsoft.com/en-us/azure/active-
directory/user-help/my-applications-portal-workspaces

NEW QUESTION 38

- (Exam Topic 4)

You have a Microsoft 365 ES subscription that user Microsoft Defender for Cloud Apps and Yammer. You need prevent users from signing in to Yammer from high-
risk locations.

What should you do in the Microsoft Defender for Cloud Apps portal?

A. Create an access Policy.

B. Create an activity policy.

C. Unsanction Yammer.

D. Create an anomaly detection policy.

Answer: A

NEW QUESTION 39

- (Exam Topic 4)

You have 2,500 users who are assigned Microsoft Office 365 Enterprise E3 licenses. The licenses are assigned to individual users.
From the Groups blade in the Azure Active Directory admin center, you assign Microsoft 365 Enterprise E5 licenses to the users.
You need to remove the Office 365 Enterprise E3 licenses from the users by using the least amount of administrative effort.

What should you use?

A. the Administrative units blade in the Azure Active Directory admin center
B. the Set-AzureAdUser cmdlet

C. the Groups blade in the Azure Active Directory admin center

D. the Sec-MsolUserLicense cmdlet

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/powershell/module/msonline/set-msoluserlicense?view=azureadps-1.0

NEW QUESTION 43

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that has Security defaults disabled. You are creating a conditional access policy as shown in the following
exhibit.
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Conditional access policy

Control user access based on conditional
access policy te bring signals together, to
make decisions, and enforce organizational

policies. Learn more Learn more

Mame ¥ LFM
Policy1 m“’l () None
() All users

Assignments

Users and groups () S
Specific users included

Cloud apps or actions () 5

Control user access based on users and groups
assignment for all users, specific groups of users,
directory roles, or external guest users.

Exclude

(®) Select users and groups
I:] All guest users (preview) @
|:| Directory roles (preview) @

Users and groups

All cloud apps

Select (i)
Conditions ()

> 1 user
0 conditions selected

Usen

Access controls

Grant (D

0 controls selected

Session () S

0 controls selected

Enable policy

o

useri@sk200922outlook.onm...

Use the drop-down menus to select the answer choice that completes each statement based on the information

presented in the graphic.
NOTE: Each correct selection is worth one point.

To ensure that User1 is prompted for multi-factor authentication (MFA)
when accessing Cloud apps, you must configure the [answer choice].

To ensure that User1 is prompted for authentication every eight
hours, you must configure the [answer choice].

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

Conditions settings
Enable paolicy setting
Grant settings

Sessions settings

Users and groups setting

-
Conditions settings
Enable policy setting
Grant settings
Sessions settings
Users and groups setting

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-access-policy-all
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NEW QUESTION 47

- (Exam Topic 4)

You have an Azure subscription that contains the resources shown in the following table. You need to configure access to Vaultl. The solution must meet the
following requirements:

* Ensure that Userl can manage and create keys in Vaultl.

* Ensure that User2 can access a certificate stored in Vaultl.

* Use the principle of least privilege.

Which role should you assign to each user? To answer select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

User Key Vault Cert i ficel v
Key Vauit Cry ;:f“-l #ices '
Key Vault Secrets Office |
User? Keyv Vault Certificates Officer -
Vault Certificates Officer
‘d-_‘.r Vaull Lrypto | Othcer |

- Lilss o o ™ -
Key Vault Secrets Officer

A. Mastered
B. Not Mastered

Answer: A

Explanation:
A screenshot of a computer Description automatically generated

NEW QUESTION 49

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result these questions will not appear in the review screen.

You have a Microsoft 365 ES subscription. You create a user namedUser1.

You need to ensure that Userl can update the status of identity Secure Score improvement actions. Solution: You assign the Security Operator role Userl.
Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 51

- (Exam Topic 4)

You have a Microsoft Exchange organization that uses an SMTP' address space of contoso.com.

Several users use their contoso.com email address for self-service sign up to Azure Active Directory (Azure AD).

You gain global administrator privileges to the Azure AD tenant that contains the self-signed users.

You need to prevent the users from creating user accounts in the contoso.com Azure AD tenant for self-service sign-up to Microsoft 365 services.
Which PowerShell cmdlet should you run?

A. Set-MsolCompanySettings

B. Set-MsolDomainFederationSettings
C. Update-MsolfederatedDomain

D. Set-MsolDomain

Answer: A

Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/directory-self-service-signup

NEW QUESTION 53

- (Exam Topic 4)

You have an Azure AD tenant.

You deploy a new enterprise application named App1.

When users attempt to provide Appl with access to the tenant, the attempt fails.

You need to ensure that the users can request admin consent for Appl. The solution must follow the principle of least privilege.
What should you do first?

A. Enable admin consent requests for the tenant.

B. Designate a reviewer of admin consent requests for the tenant.

C. From the Permissions settings of Appl, grant Appl admin consent for the tenant
D. Create a Conditional Access policy for Appl.
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Answer: A

NEW QUESTION 58

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.

Users authorize third-party cloud apps to access their data.

You need to configure an alert that will be triggered when an app requires high permissions and is authorized by more than 20 users.
Which type of policy should you create in the Microsoft Defender for Cloud Apps portal?

A. anomaly detection policy
B. OAuth app policy

C. access policy

D. activity policy

Answer: C

NEW QUESTION 59

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant.

You configure self-service password reset (SSPR) by using the following settings:
* Require users to register when signing in: Yes

« Number of methods required to reset: 1

What is a valid authentication method available to users?

A. home prions

B. mobile app notification

C. a mobile app code

D. an email to an address in your organization

Answer: C

NEW QUESTION 61

- (Exam Topic 4)

You have a Microsoft 365 tenant.

In Azure Active Directory (Azure AD), you configure the terms of use.

You need to ensure that only users who accept the terms of use can access the resources in the tenant. Other users must be denied access.
What should you configure?

A. an access policy in Microsoft Cloud App Security.

B. Terms and conditions in Microsoft Endpoint Manager.
C. a conditional access policy in Azure AD

D. a compliance policy in Microsoft Endpoint Manager

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/terms-of-use

NEW QUESTION 63
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that has multi-factor authentication (MFA) enabled. The account lockout settings are configured as shown in
the following exhibit.
Account

Temporarily lock accounts in the multi-factor authentication service il there are
oo many denied authentication attempts in a row. This festure only applies to
users whe enter & PIN o authenticate.

Mumber of MFA denials to trigger sccount lockour =
L= A
‘Minores until saccount lockout counter 15 reset ™

Minurss wntil aceownt £ aummmiﬂlty unblocksd =
| 30

s e mEEE

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

A user aecount will be locked st it the user enters the wiong [snswer chodoe] three times. [ornan sihrees
Maciowofy Rutheniticator app o200
e LRTER |
I user accemant 5 lockesd, tha e cary sean o aggeann suscessiully alter lanswer chalce]
trlnubed. Iy
s
.

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure SC-300 dumps!
D CEr‘tShafEd https://www.certshared.com/exam/SC-300/ (192 Q&AS)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
App code 60

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings#account-lockout

NEW QUESTION 68
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant.
You need to review the Azure AD sign-ins log to investigate sign ins that occurred in the past. For how long does Azure AD store events in the sign-in log?

A. 14 days
B. 30 days
C. 90 days
D. 365 days

Answer: B

NEW QUESTION 69
- (Exam Topic 4)

Your network contains an on-premises Active Directory domain that syncs to an Azure Active Directory (Azure AD) tenant.

The tenant contains the groups shown in the following table.

 Name | Source ] Member of

Group | Chaud sl ik
s $

|--.'-’._'l'-"_'. F o Song

The tenant contains the users shown in the following table.

Name | Directory-synced Member of
Userl | No Group1
User2 | Nc Group3
User3 | Yes Group2

You create an access review as shown in the following table.

Setting

Value

Review type

Teams = Groups

Review scope

All users

Group

GroupZ2, Group3

Reviewers

Users review own access

If reviewers don't respond

Remove access

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area
Statements
User! wall be removed automatically from Groupd if the user does not respond to the r-:".-'lr:n]:
request.
Lizerd will be removed sutematically from Groupd if the user does not respond to The peview
recuest
LIsers will be removed automartically fram {_.rclup-r_: if the user dost nal fespand o e review
request
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements
User! wall be removed automatically from Groupd if the user does not respond to the r-:".-'lr:n]:
request.
Lizerd will be removed sutematically from Groupd if the user does not respond to The peview
recuest

LIsers will be removed automartically fram {_.rclup-r_: if the user dost nal fespand o e review

Tequest
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NEW QUESTION 73
- (Exam Topic 4)
A user named Userl attempts to sign in to the tenant by entering the following incorrect passwords:

Pa55w0rd12
Pa55w0rd12
Pa55w0rd12
Pa55w.rd12
Pa55w.rd123
Pa55w.rd123
Pa55w.rd123
Pa55word12
Pa55word12
Pa55word12

Pa55w.rd12

You need to identify how many sign-in attempts were tracked for Userl, and how Userl can unlock her account before the 300-second lockout duration expires.
What should identify? To answer, select the appropriate

NOTE: Each correct selection is worth one point.

VYV VVNVNVVVYVY

Tracked sign-in attempts v
4
9
10
11
Unlock by v

Clearing the browser cache
Signing in by using inPrivate browsing mode
Performing a self-service password reset (SSPR)

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, table Description automatically generated

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-sspr-deployment

NEW QUESTION 76

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.

You have 100 IT administrators who are organized into 10 departments. You create the access review shown in the exhibit. (Click the Exhibit tab.)
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Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name * | Admin review

Description (0

Start date * 12/18/2020 B8
Frequency Monthly » |
Duraﬁnn {IIH ﬂﬂ}fﬂ G, ——————————-ﬂ 14
End ) Z:_. Mever End by Occurrences .-
Mumber of times
End date U7 2021 =
Lisers
Scope (®) Everyone
Review role membership (permanent and eligible) *

Application Administrator and 72 others
Reviewers
Reviewers (Preview) Manager S

(Preview) Fallback reviewers (O
Megan Bowen

v Upon completion settings

You discover that all access review requests are received by Megan Bowen.

You need to ensure that the manager of each department receives the access reviews of their respective department.

Solution: You modify the properties of the IT administrator user accounts. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

Reference:

D18912E1457D5D1DDCBD40AB3BF70D5D
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

NEW QUESTION 78
- (Exam Topic 4)
You need to support the planned changes and meet the technical requirements for MFA.

Which feature should you use, and how long before the users must complete the registration? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

Feature: | Ml

An authentication \rH:Th-'.-rJ policy

A Condimional Access policy

An MEA registration policy

The Multi-Factor Authentication Server settings

Grace period. |

dl

14 days !

28 days

A. Mastered
B. Not Mastered
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Answer: A
Explanation:
Answer Area
Feature: | i &
An authentication TH-‘I'u o policy
inditonal Access policy
An MFA registration policy
The Multi-Factor Authentication Server settings
Grace perod; | d
14 days !
28 days

NEW QUESTION 80

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result these questions will not appear in the review screen.

You have a Microsoft 365 ES subscription. You create a user named Userl.

You need to ensure that Userl can update the status of identity Secure Score improvement actions. Solution: You assign the Exchange Administrator role to
Userl.

A. Yes
B. No

Answer: B

NEW QUESTION 85

- (Exam Topic 4)

You have a Microsoft 365 tenant.

All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when accessing Microsoft 365 services.

Some users report that they received an MFA prompt on their Microsoft Authenticator app without initiating a sign-in request.

You need to block the users automatically when they report an MFA request that they did not Initiate. Solution: From the Azure portal, you configure the Account
lockout settings for multi-factor authentication

(MFA).

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to configure the fraud alert settings. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings

NEW QUESTION 90
- (Exam Topic 4)
You have an Azure AD tenant that contains the users shown in the following table.

Name User risk level

L]
1 = % i
iseri LAWY

-

| r.l“I| .n.'ll.'., ] Y

= 2 Vil Lk = i
- -

Jser3 | High

You have the Azure AD ldentity Protection policies shown in the following table.

Type Users User risk Sign-in risk Controls
Iser nsk Al Low and above nconfigured | Block access
: . [ I - . .
" S1gn-in nsk Al Jnconhgured High Block access |

You review the Risky users report and the Risky sign-ins report and perform actions for each user as shown in the following table.
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For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area
Statements
Liser] can sign in by
Liserd can sign in by
User3 can signin fro
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Answer Area
Statements
User! cansianin by

User2 can sign in by

Liserd cansignin fr

NEW QUESTION 92
- (Exam Topic 4)

Yoo
using multi-factor authentication (MFA),
using mula-factor authentication (MFA)
m an an M P addres

Yes

using mud bi-factor authentication (MFA),

using mulb-factor authentcabon (MFA)

No

No

Your network contains an Active Directory forest named contoso.com that is linked to an Azure Active Directory (Azure AD) tenant named contoso.com by using

Azure AD Connect.

You need to prevent the synchronization of users who have the extensionAttribute15 attribute set to NoSync.

What should you do in Azure AD Connect?

A. Create an inbound synchronization rule for the Windows Azure Active Directory connector.

B. Configure a Full Import run profile.

C. Create an inbound synchronization rule for the Active Directory Domain Services connector.

D. Configure an Export run profile.
Answer: C

Explanation:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-change-the-configuration

NEW QUESTION 97
- (Exam Topic 4)

You have an Azure subscription that uses Azure AD Privileged Identity Management (PIM). You need to identify users that are eligible for the Cloud Application
Administrator role. Which blade in the Privileged Identity Management settings should you use?

A. Azure resources

B. Privileged access groups
C. Review access

D. Azure AD roles

Answer: D

NEW QUESTION 98
- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

Guaranteed success with Our exam guides

visit - https://www.certshared.com



Certshared now are offering 100% pass ensure SC-300 dumps!
rJ CEFtShal"Ed https://www.certshared.com/exam/SC-300/ (192 Q&AS)

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.

You receive more than 100 email alerts each day for failed Azure AD user sign-in attempts. You need to ensure that a new security administrator receives the
alerts instead of you. Solution: From Azure AD, you modify the Diagnostics settings.

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 101

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.

You have 100 IT administrators who are organized into 10 departments. You create the access review shown in the exhibit. (Click the Exhibit tab.)

Create an access review

- - - s 34 F BB i L § 1 { [ A resl
ACCEsS reviews allow reviewers [0 attest 1o whether use gl EaC 1O D& i a Moe

Review name *
Description
Start date * [ |
Frequency Wt "
Duration lin d-.'l','.-. _—-——__————ﬂ
'

=.a
LISers
Scope ® Evgryone
HEviewers
Reviewers Eview) M e
LY 4

You discover that all access review requests are received by Megan Bowen.
You need to ensure that the manager of each department receives the access reviews of their respective department.
Solution: You add each manager as a fallback reviewer. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

NEW QUESTION 106

- (Exam Topic 4)

You have an Azure AD tenant that has multi-factor authentication (MFA) enforced and self-service password reset (SSPR) enabled.

You enable combined registration in interrupt mode. You create a new user named Userl.

Which two authentication methods can Userl use to complete the combined registration process? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. a FID02 security key

B. a hardware token

C. a one-time passcode email
D. Windows Hello for Business
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E. the Microsoft Authenticator app

Answer: AE

NEW QUESTION 109
- (Exam Topic 4)

Your company has an Azure Active Directory (Azure AD) tenant named contoso.com. The company has a business partner named Fabrikam, Inc.

Fabrikam uses Azure AD and has two verified domain names of fabrikam.com and litwareinc.com. Both domain names are used for Fabrikam email addresses.
You plan to create an access package named packagel that will be accessible only to the users at Fabrikam. You create a connected organization for Fabrikam.
You need to ensure that the packagel will be accessible only to users who have fabrikam.com email addresses. What should you do? To answer, select the

appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

To allow access tor users who have fabnkam.com email
addresses, configure

To block access for users who have litwareinc.com email
addresses, configure

b 4

An access package assignment in Identity Governance
An access package policy in Identity Governance

A conditional access policy in Azure AD

The External collaboration settings in Azure AD

L 4

An access package assignment in ldentity Governance
An access package policy in Identity Governance

A conditional access policy in Azure AD

The External collaboration settings in Azure AD

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Text Description automatically generated
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-access-package-re https://docs.microsoft.com/en-us/azure/active-
directory/governance/entitlement-management-access-package-cr

NEW QUESTION 111
- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel and the users shown in the following table.

The users have the devices shown in the following table. You create the following two Conditional Access policies:

* Name: CAPolicyl
* Assignments
0 Users or workload identities: Group 1

o Cloud apps or actions: Office 365 SharePoint Online o Conditions

Filter for devices: Exclude filtered devices from the policy Rule syntax: device.displayName -starts With "Device*"

0 Access controls Grant: Block access

Session: 0 controls selected o Enable policy: On
* Name: CAPolicy2

* Assignments

0 Users or workload identities: Group2

o Cloud apps or actions: Office 365 SharePoint Online o Conditions: 0 conditions selected

» Access controls

o Grant: Grant access

Require multifactor authentication o Session:
0 controls selected

 Enable policy: On

All users confirm that they can successfully authenticate using MFA.
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes

Ls

aerl
c

can access Sitel from Devicel

er? can access Sitel from Device?

Userd can access Sitel from Device:

A. Mastered
B. Not Mastered
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Answer: A

Explanation:
A screenshot of a computer Description automatically generated

NEW QUESTION 116

- (Exam Topic 4)

You have 2,500 users who are assigned Microsoft Office 365 Enterprise E3 licenses. The licenses are assigned to individual users.
From the Groups blade in the Azure Active Directory admin center, you assign Microsoft 365 Enterprise E5

licenses to the users.

You need to remove the Office 365 Enterprise E3 licenses from the users by using the least amount of administrative effort.

What should you use?

A. the Identity Governance blade in the Azure Active Directory admin center
B. the Set-AzureAdUser cmdlet

C. the Licenses blade in the Azure Active Directory admin center

D. the Set-WindowsProductKey cmdlet

Answer: C

NEW QUESTION 121
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.
1

Name Role
User1 Conditional Access administrator
User?2 Authentication administrator
User3 Security administrator
Userd Secunty operator

You plan to implement Azure AD ldentity Protection.

Which users can configure the user risk policy, and which users can view the risky users report? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Configure the user risk policy: v
User3 only

User3 and User4 only

User1, User2, and User3 only
User1, User3, and User4 only
User1, User2, User3, and User4

View the risky users report: v
User3 only

User3 and User4 only

User1, User2, and User3 only
User1, User3, and User4 only
User1, User2, User3, and User4

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text Description automatically generated

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-protection

NEW QUESTION 125
- (Exam Topic 4)
You have an Azure AD tenant contains the users shown in the following table.

=

Name

Role

| Uss
|[ slobal Admunistrator

In Azure AD Privileged Identity Management (PIM), you configure the Global Administrator role as shown in the following exhibit.
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Echt
Setting State
ACtivat uim di i hou | | Irs
JLire ficat n actvat ¥
equire icket information W livat A
activation re ATu P FS i
A [ proval liva M
Approvers None
Assignment
Setting State
Allow permanent eligible assignment Yes
EXpire gugibie assignments atter
Allow permanent active assignment (=
XOIre a as I_;".I'!'r‘l 15 atlés
[ Jire Aruy B i r Authent | | 1 a 1| t |
i T T I | Y Al e as ] 1ent |

User 1 is eligible for the Global Administrator role.

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Arca

Statements Yes Mo

User1 requires Azure Multi-Factor Authentication (MFA) to activate the Global
Admimsstrator role

Userd can approve all activation requests for the Clobal Administrator role

Userd and User3 can eait the Global Admimistrator role assignment

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Statements Yes No

User1 requires Azure Multi-Factor Authentication (MFA) to activate the Global I |
Adrminestrator role
User2 can approve all activation reguests for the Global Adminstrator role |
User2 and User3 can ecit the Global Admiristrator role assignment I

NEW QUESTION 127

- (Exam Topic 4)

You have a Microsoft 365 tenant.

The Azure Active Directory (Azure AD) tenant syncs to an on-premises Active Directory domain.

You plan to create an emergency-access administrative account named Emergencyl. Emergencyl will be assigned the Global administrator role in Azure AD.
Emergencyl will be used in the event of Azure AD functionality failures and on-premises infrastructure failures.
You need to reduce the likelihood that Emergencyl will be prevented from signing in during an emergency. What should you do?

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure SC-300 dumps!
rJ CEFtShEI‘Ed https://www.certshared.com/exam/SC-300/ (192 Q&AS)

A. Configure Azure Monitor to generate an alert if Emergencyl is modified or signs in.

B. Require Azure AD Privileged Identity Management (PIM) activation of the Global administrator role for Emergencyl.
C. Configure a conditional access policy to restrict sign-in locations for Emergencyl to only the corporate network.

D. Configure a conditional access policy to require multi-factor authentication (MFA) for Emergencyl.

Answer: A

NEW QUESTION 129
- (Exam Topic 4)

You have an Azure AD tenant that contains a user named Userl and a registered app named Appl. Userl deletes the app registration of Appl.

You need to restore the app registration.
What is the maximum number of days you have to restore the app registration from when it was deleted?

Answer: B

NEW QUESTION 134
- (Exam Topic 4)

You have an Azure AD tenant that contains an access package named Packagel and a user named Userl. Packagel is configured as shown in the following

exhibit.
Expiration
Access package assignments expire (0 | Ondate QRIS EaEGERY Number of hours (Preview) Never
Assignments expire after (number of days) | 365
Show advanced expuiranon setmng
Access Reviews
Require access reviews * | Yes MNO
Starting on (1) | 03/01/2022 ™
Review frequency | Annually Quarterty Monthiy weakly
Duration (in days) C | 90
Maxamum 175
. F i 1
Reviewers (o (@) Self-review

O Specific reviewer(s)

O Manage

You need to ensure that Userl can modify the review frequency of Packagel. The solution must use the principle of least privilege.

Which role should you assign to User1?

A. Privileged role administrator

B. User administrator

C. External Identity Provider administrator
D. Security administrator

Answer: A

NEW QUESTION 135
- (Exam Topic 4)

You have a new Microsoft 365 tenant that uses a domain name of contoso.onmicrosoft.com. You register the name contoso.com with a domain registrar.

You need to use contoso.com as the default domain name for new Microsoft 365 users.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.
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Actions Answer Area

Delete the contoso.onmicrosoft.com domain.
Register a custom domain name of contoso.com.

Set the domain to primary. @
Create a new TXT record in DNS.

Verify the domain name.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Table Description automatically generated with medium confidence
Reference:
https://practical365.com/configure-a-custom-domain-in-office-365/

NEW QUESTION 137
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the following group:

> Name: Groupl
> Members: Userl, User2

> Owner: User3
On January 15, 2021, you create an access review as shown in the exhibit. (Click the Exhibit tab.)
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Create an access review

Review name * | Review1

Description (1)

Start date * | 01/15/2021 =]
Frequency I Monthly s ‘
Duratinn {in d-ﬂlyﬁ:l G. ———————————ﬂ 14
End (O ’ Never ERS Occurrences
Mumber of times 0
End date * 021572021 0
Users
Users to review Members of a group A
Scope () Guest users only
(®) Everyone

Group *

Group1
Reviewers
Reviewers Members (self) i |
Programs

Link to program
Default Business Flow

v Upon completion settings

v  Advanced settings

Users answer the Reviewl question as shown in the following table.

User Date Do you still need access to Group1?
User1 | January 17, 2021 Yes
User2 | January 20, 2021 No

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
On February 5, 2021, User1 can answer the Review1 questionagain. O @)
On January 25, 2021, User2 can answer the Review1 question again. O O
On January 22, 2021, User3 can answer the Review1 question. O O

A. Mastered
B. Not Mastered

Answer: A
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Explanation:

A screenshot of a computer Description automatically generated with low confidence
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/review-your-access

NEW QUESTION 140

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You currently allow email clients that use Basic authentication to conned to Microsoft Exchange Online.

You need to ensure that users can connect t to Exchange only run email clients that use Modern authentication protocols.
What should you implement?

You need to ensure that use Modern authentication

A. a compliance policy in Microsoft Endpoint Manager

B. a conditional access policy in Azure Active Directory (Azure AD)
C. an application control profile in Microsoft Endpoint Manager

D. an OAuth policy in Microsoft Cloud App Security

Answer: C

NEW QUESTION 144

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named conto.so.com that has Azure AD Identity Protection enabled. You need to Implement a sign-in risk
remediation policy without blocking access.

What should you do first?

A. Configure access reviews in Azure AD.

B. Enforce Azure AD Password Protection.

C. implement multi-factor authentication (MFA) for all users.
D. Configure self-service password reset (SSPR) for all users.

Answer: C

Explanation:

MFA and SSPR are both required. However, MFA is required first. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-remediate- https://docs.microsoft.com/en-us/azure/active-
directory/authentication/howto-sspr-deployment

NEW QUESTION 149
- (Exam Topic 4)
You have an Azure Ad tenant that contains the users show in the following table.

Name | Usage location @ Department | Job title

3 +

3 +

\ s - ’
= el 4 + a 5 :! - -

You create a dynamic user group and configure the following rule syntax.

[ [ e " T, v T " v g " i " [ T 3 F s " pw 1 ele
JECF . UEBEELOCARIC ' L AN er.Geparvee £q Bl arg 4k oiAtif <£q§ anage it “idtif g LEIN

Which users will be added to the group?

A. Userl only

B. User2 only

C. User3 only

D. Userl and User2 only

E. Userl and User3 only

F. Userl, User2, and User3

Answer: D
NEW QUESTION 153

- (Exam Topic 4)
You have a hybrid Microsoft 365 subscription that contains the users show in the following table.

MName Role
| - mpetne
Achmin slobal Admurustrator
Arirr n I- LT Tl sall L%
nl LI - + 1L - i
ACimin2 _loud Apphcation Administrator
Arimind '.'I.:- L Tal s .""-_.I "_I'IH"L:I'
_rl W

You plan to deploy an on-premises appl. Appl will be registered in Azure AD and will use Azure AD Application Proxy.

You need to delegate the installation of the Application Proxy connector and ensure that Userl can register Appl in Azure AD. The solution must use the principle
of least privilege.

Which user should perform the installation, and which role should you assign to Users1? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Answer Arca

User that shouid perform the installation: | Admun3 -
Admmn
Admmn.
Admin3
Admin4d

Assign User1 the role of | Apphication Developer g
Applhcation Administrator
Application Developer
Cloud Application Administrator
Global Admanstrator

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
User that should perform the installation: | Admun3 -
Admn
Admng
Admind
Assign User1 the role of. | Application Developer v

Apphcation Admunistrator
hopicaton Deveioper ]
Cloud Apphication Administraton
Global Adminstrator

NEW QUESTION 155
- (Exam Topic 4)
You have a Microsoft 365 tenant that uses the domain named fabrikam.com. The Guest invite settings for Azure Active Directory (Azure AD) are configured as

shown in the exhibit. (Click the Exhibit tab.)
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Guest user access

Guest user access restrictions (Preview) &

Learn more

O Guest users have the same access as members (most inclusive)

@' Guest users have limited access to properties and memberships of directory objects

O Guest user access is restricted to properties and memberships of their own directory objects (most restrictive)

Guest invite settings

Admins and users in the guest inviter role can invite (0

Yes No )

Members can invite &)

Yes Mo

Guests can invite ()

Yes No

Email One-Time Passcode for guests (O

Leam more

(ves JERC
- ———

Enable guest self-service sign up via user flows (Preview) (0

Learn mone
[ ves NO

Collaboration restrictions

(®) Allow invitations to be sent to any domain (most inclusive)

{::) Deny invitations to the specified domains

O Allow invitabions only to the specified domains (most restrictive)

A user named bsmith@fabrikam.com shares a Microsoft SharePoint Online document library to the users shown in the following table.

Name Email Description
User1 Userl@contoso.com A guest user in fabrikam.com
A user who has never accessed

User2 User2@outiook.com resources in fabrikam.com
User3 User3@fabrkam.com A user In fabrikam.com

Which users will be emailed a passcode?

A. User2 only

B. Userl only

C. Userl and User2 only

D. Userl, User2, and User3

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/external-identities/one-time-passcode

NEW QUESTION 156
- (Exam Topic 4)

You have a Microsoft 365 E5 tenant. You purchase a cloud app named Appl.

You need to enable real-time session-level monitoring of Appl by using Microsoft Cloud app Security.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.
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Actions Answer Area

From Microsoft Cloud App Security, create
a session policy

Publish App1 in Azure Active Directory
(Azure AD).

Create a conditional access policy that has @

session controls configured

©O

From Microsoft Cloud App Security, modify
the Connected apps settings for App1

A. Mastered
B. Not Mastered

Answer: A

Explanation:

A picture containing application Description automatically generated

Reference:

https://docs.microsoft.com/en-us/cloud-app-security/proxy-deployment-any-app https://docs.microsoft.com/en-us/cloud-app-security/session-policy-aad

NEW QUESTION 159

- (Exam Topic 4)

You have an Azure AD tenant that contains two users named Userl and User2. You plan to perform the following actions:

* Create a group named Group 1.

» Add Userl and User 2 to Groupl.

* Assign Azure AD roles to Groupl. You need to create Groupl.

Which two settings can you use? Each correct answer presents a complete solution NOTE: Each correct selection is worth one point

A. Group type: Microsoft 365 Membership type: Dynamic User
B. Group type: Security Membership type: Dynamic Device

C. Group type Security Membership type: Dynamic User

D. Group type Security Membership type: Assigned

E. Group type: Microsoft 365 Membership type: Assigned

Answer: DE

NEW QUESTION 162

- (Exam Topic 4)

You have an Azure subscription.

Azure AD logs are sent to a Log Analytics workspace.

You need to query the logs and graphically display the number of sign-ins per user.

How should you complete the query? To answer, select the appropriate options in the answer area.
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signinLogs
| where ResultType == @

| ¥ | login _count = count() by Identity

extend
print
project
render
summarize

| ¥ | columnchart

extend
print
project
render
summarize

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1 = SigninLogs

| where ResultType ==

| summarize login_count = count() by identity

| render piechart

This query retrieves the sign-in logs, filters the successful sign-ins, summarizes the count of sign-ins per user, and renders the result as a pie chart.
Box 2 = Render

NEW QUESTION 167

- (Exam Topic 4)

Your network contains an Active Directory forest named contoso.com that is linked to an Azure Active Directory (Azure AD) tenant named contoso.com by using
Azure AD Connect.

Attire AD Connect is installed on a server named Server 1.

You deploy a new server named Server? that runs Windows Server 2019.

You need to implement a failover server for Azure AD Connect. The solution must minimize how long it takes to fail over if Serverl fails.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 169

- (Exam Topic 4)
Your company has an Azure Active Directory (Azure AD) tenant named contosri.com. The company has the business partners shown in the following table.
o Description
AN Azure AL tenant that has two vernthed domanns narme
Fabnkam, ln« , : :

tapmkarm.corm and adatam oo

. . A third parny wdentity provider that vses the domain
LITwvware. Imd |

AATIIC Ty A TRI LN 'BIAE]
L ]

users can request access by using package 1.
Users at Fabrikam and Litware use ail then respective domain names for email addresses.
You plan to create an access package named packagel that will be accessible only to the Fabrikam and Litware users.

1

You need to configure connected organizations for Fabrikam and litware so that any of their users can request access by using packagel.

What is the minimum of connected organization that you should create.

00w
A WDNPEF

Answer: C

NEW QUESTION 174

- (Exam Topic 4)

You have an Azure AD tenant named contoso.com that has Email one-time passcode for guests set to Yes.
You invite the guest users shown in the following table.

Name Email domain Account type
Guest1 adatum.com Azure AD account
Guest2 outlook.com Microsoft account
Guest3 gmail.com Personal Google account

Which users will receive a one-time passcode, and how long will the passcode be valid? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

-
]
Guest1 only
Guest2 only
Guest3 only
Guest1 and Guest2 only
Guest2 and Guest3 only

Guest1, Guest2, and Guest3

Users:

Valid for: w
30 minutes
60 minutes
24 hours
48 hours
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Users: v
]
Guest1 only

Guest2 only

Guest2 only

Guest1 and GuestZ only
Guest2 and Guest3 only
Guest1, Guest2, and Guest3

.
30 minutes
60 minutes

24 hours
48 hours

Valid for:

NEW QUESTION 176

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains an Azure AD enterprise application named Appl.

A contractor uses the credentials of userl@outlook.com.

You need to ensure that you can provide the contractor with access to Appl. The contractor must be able to authenticate as userl@outlook.com.
What should you do?

A. Run the New-AzADUser cmdlet.
B. Configure the External collaboration settings.
C. Add a WS-Fed identity provider.
D. Create a guest user account in contoso.com.

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/b2b-quickstart-add-guest-usersportal

NEW QUESTION 179

- (Exam Topic 4)

You have an Azure AD tenant

You open the risk detections report.

Which risk detection type is classified as a user risk?

A. password spray

B. anonymous IP address

C. unfamiliar sign-in properties
D. Azure AD threat intelligence

Answer: A
NEW QUESTION 181

- (Exam Topic 4)
You have a Microsoft 365 tenant that contains a group named Groupl as shown in the Groupl exhibit. (Click the Group1l tab.)

| § L=

You create an enterprise application named Appl as shown in the Appl Properties exhibit. (Click the Appl Properties tab.)
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Dashboard > ContosoAzureAD > Enterprise applications > App1
i” App1| Properties

" Enterprise Application

g
R X Discard [E| Delete 7 Got feedback?
B Overview
(D Oepioyment Pian Enabled for users to signn?C (TSRS g
. Diagnose and solve problems
Mame (@ !-M-P‘I &|
Manage - !
Hemepage URL (0 | https:/fapp1.m365x629615.onmicresoft. com/ D |
! Properties A
Lego

& Cwners A P

Roles and administrators (Prev.

&
&b Users and groups
0,

Solect a e
Single sign-on User access URL (@ Ewmnmmmwnppwmww.. D |
Lo}
&« Provisioning Application ID (D | 1fdcB3c885 i |
B Application proxy ' — _—
Object 10 ) (03709d22-7e61-4007-a2a0-04dbaff269c ]
C Self-service PIRIN 03 7e61-4007 4 Ny
Security q .
Terms of Service Url (D | Publisher did not provide this information D
& Conditional Access
. Privacy Statement Url (© | Publisher did not provide this information [y
s Permissions L -
O ik s Reply URL () hitps:/icontoso.com/App1/iogon 0|
Activity User aszignment required? (O | . .-_"Hu_.'
D sign-ins = Visible to users? () ( ve: QETED

You configure self-service for Appl as shown in the Appl Self-service exhibit. (Click the Appl Self-service
tab.)

Dashoboard - ContosoAzureAD > Enterprise applications > App1

App1 | Self-service

Enterprise application Select approvers
- - .'- 14K -.-"'i ] £
B ovendew
: - . Usert

[ Deployment Plan Allow users o request access to this a2 - User1 @m365:629615 onmicrosoft com

application? (0 ' —— Selected
Manage

To which group should assigned users be  Seled Group User2
Il Properties added? ,g " Group1 User2@m365x629615 onmicrosoft com
& Cwners _

Require approval before granting access “ Mo User3
i FRoles and administrators (Pre_  to this application? O ! User3im36506 29615 onmicrosal com
& Users and groups . ;

Whe is allowed o approve access to this  Selact approvers Lizard
% Single sign-on application? (© 1 users selected Userd@m3B5x529615 onmicrosoft com
& Provisigning Te which role should users be assigned in =5 Selected approvers
- B this application?* () Default Accass Usert

Applcation proxy Userl@m3ssrG29615 onmicrosofl com

C Self-service e

Security
& Conditional Access
A4 Permissions

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Answer Area

Statements Yes No

The members of Group3 can access App1 O
without first being approved by User1.

After you configure self-service for App1, O O
the owner of Group1 is User1.

App1 appears in the Microsoft Office 365
app launcher of User4. O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
No No Yes

a) When you assign a group to an application, only users in the group will have access. The assignment does not cascade to nested groups.
b) Tested in lab, existing owners will be replaced. Also direct assignment (resource owner) is path of least privilege. (replicated in test)

c) Application setting 'visible to users' is set to No, then no users see this application on their My Apps portal and O365 launcher.

Reference

a) https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-access-portal

b) maybe
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-manage-groups

¢) https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/application-properties#visible-to-users

NEW QUESTION 183
- (Exam Topic 4)

Your on-premises network contains an Active Directory domain that uses Azure AD Connect to sync with an Azure AD tenant. You need to configure Azure AD

Connect to meet the following requirements:
* User sign-ins to Azure AD must be authenticated by an Active Directory domain controller.

« Active Directory domain users must be able to use Azure AD self-service password reset (SSPR). What should you use for each requirement? To answer, select

the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
Answer Area

Authentication by the domain controller,  Federation wath Actve Directory Federation Sences (AD FS) v

Federation with Active Directory Federation Senaces (AD F5)

Pass-through authenbcabion
Password hash synchronization

]

SSPR: | Password hash symchronization v

=

Dievice wntéback

Group wnteback

Password wnteback

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Authenticabon by the doman controller;  Federation wath Active Directory Federation Senices (AD FS y

| ederation with Active Directory Federation Senvices (AD FS)
Pass-through authentication

Password hash synchronization

M miaa s byomeky Ey s e s o w
FASSWara Nasn synd MNZauon

fd=

Device wnteback

Oroup wnteback

Password wteback

NEW QUESTION 188
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that has the default App registrations settings. The tenant contains the users shown in the following table.

Name Role
Admini Application administrator
Admin2 Application developer
Admin3 Cloud application administrator
User1 User

You purchase two cloud apps named Appl and App2. The global administrator registers Appl in Azure AD. You need to identify who can assign users to Appl,
and who can register App2 in Azure AD.
What should you identify? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Can assign users to App1: v
Admin1 only
Admin3 only
Admin1 and Admin3 only
Admini, Admin2, and Admin3 only
Admin1, Admin2, Admin3, and User1

Can register App2 in Azure AD: -
Admin1 only

Admin3 only

Admin1 and Admin3 only

Admin1, Admin2, and Admin3 only
Admin1, AdminZ, Admin3, and User1

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/add-application-portal-assign-users https://docs.microsoft.com/en-us/azure/active-
directory/develop/active-directory-how-applications-are-added

NEW QUESTION 193

- (Exam Topic 4)

You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.

Yon receive more than 100 email alerts each day for tailed Azure Al) user sign-in attempts. You need to ensure that a new security administrator receives the
alerts instead of you. Solution: From Azure monitor, you modify the action group.

Does this meet the goal?

A. Yes
B. No

Answer: B
NEW QUESTION 198
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains a user named Userl.
You need to ensure that Userl can create new catalogs and add resources to the catalogs they own. What should you do?
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A. From the Roles and administrators blade, modify the Service support administrator role.

B. From the identity Governance blade, modify the Entitlement management settings.

C. From the Identity Governance blade, modify the roles and administrators for the General catalog
D. From the Roles and administrators blade, modify the Groups administrator role.

Answer: B

NEW QUESTION 203
- (Exam Topic 4)

Your company has an Azure AD tenant that contains the users shown in the following table.

Name Role

You have the app registrations shown in the following table.

App name Used by
r - - - .
¥ ol = * - -.‘= *
¥ . +
MO | .*:._; !

Microsoft Graph permission
-alendars.nead of type Velegated
alen :‘.'-;'"' of tvpe Dela sated

e S— S L] - - - T R— S——
slendars.ReadWrnite of type Applicatior

alendars.Read of type --‘I.ii YUOI

A company policy prevents changes to user permissions.
Which user can create appointments in the calendar of each user at the company?

A. Userl
B. User2
C. User3
D. User4

Answer: B
NEW QUESTION 204

- (Exam Topic 4)
You have an Azure subscription.

You need to create two custom roles named Rolel and Role2. The solution must meet the following

requirements:

* Users that are assigned Rolel can create or delete instances of Azure Container Apps.
* Users that are assigned Role2 can enforce adaptive network hardening rules.
Which resource provider permissions are required for each role? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Guaranteed success with Our exam guides
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Answer Area

Role1: v
MicrosoftCompute
M icrosoft. Management
Microsoft.Security
Role2: v

Microsoft.App
Microsoft. Compute
Micrasoft.Network
I‘.-'11£|‘O'5-C‘-'f‘[5E‘ELFTIT"_-" |

NEW QUESTION 205
- (Exam Topic 4)
You have a Microsoft 365 tenant.

The Sign-ins activity report shows that an external contractor signed in to the Exchange admin center. You need to review access to the Exchange admin center at

the end of each month and block sign-ins if required.
What should you create?

A. an access package that targets users outside your directory
B. an access package that targets users in your directory
C. a group-based access review that targets guest users
D. an application-based access review that targets guest users

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-overview

NEW QUESTION 208

- (Exam Topic 4)

You have an on-premises datacenter that contains the hosts shown in the following table.
Name Description

Server Domain controller that runs Windows Server 2019

Server that runs Windows Server 2019 and has Azure AD

Connect deployed

Server that runs Windows Server 2019 and has a Microsoft

ASP.NET application named App1 installed

Serverd | Unassigned server that runs Windows Server 2019

Hardware firewall connected to the internet that blocks all traffic

unless explicitly allowed

ServerZ

Server3

Firewall1

You have an Azure Active Directory (Azure AD) tenant that syncs to the Active Directory forest. Multi-factor authentication (MFA) is enforced for Azure AD.

You need to ensure that you can publish Appl to Azure AD users.
What should you configure on Server and Firewall1? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Semvice to install on Serverd: v
Azure AD Application Proxy

The Azure AD Password Protection DC agent
The Azure AD Password Protection proxy service
Web Application Proxy in Windows Server

Rule to confiqure on Firewall1: -
Allow incoming HTTPS connections from Azure AD to Server4.
Allow incoming IPsec connections from Azure AD to Server4.

Allow outbound HTTPS connections from Server4 to Azure AD.
Allow outbound IPsec connections from Serverd to Azure AD.

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/application-proxy
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NEW QUESTION 210

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com that has Azure AD Identity Protection policies enforced.
You create an Azure Sentinel instance and configure the Azure Active Directory connector.

You need to ensure that Azure Sentinel can generate incidents based on the risk alerts raised by Azure AD Identity Protection.
What should you do first?

A. Add an Azure Sentinel data connector.

B. Configure the Notify settings in Azure AD Identity Protection.
C. Create an Azure Sentinel playbook.

D. Modify the Diagnostics settings in Azure AD.

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/connect-azure-ad-identity-protection

NEW QUESTION 213
- (Exam Topic 4)
You have an Azure AD tenant that contains the users shown in the following table.

Name Role
Userl Security administrator
User2 Privileged authentication administrator
User3 Service support administrator

User2 reports that he can only configure multi-factor authenticating (MFA) to use the Microsoft Authenticator app.
You need to ensure that User2 can configure alternate MFA methods.
Which configuration is required, and which user should perform the configuration? To answer, select the appropriate options in the answer area.

Answer Area

Configuration: v

Enable access reviews.
Enable Azure AD Privileged Identity Management (PIM).
Modify security defaults.

User: v

Userl only
User2 only
User3 only
Userl and User2 only
Userl and User3 only
User2 and User3 only

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Configuration:

User:

NEW QUESTION 217
- (Exam Topic 4)

Enable access reviews.
Enable Azure AD Privileged Identity Management (PIM).
Modify security defaults.

Userl only
User2 only
User3 only
Userl and User2 only
Userl and User3 only
User2 and User3 only

You have an Azure Active Directory (Azure AD) tenant that has an Azure Active Directory Premium Plan 2 license. The tenant contains the users shown in the

following table.

Name Role
Admin1 Cloud device administrator
Admin2 Device administrator
User1 None

You have the Device Settings shown in the following exhibit.
£33 Devices | Device settings

Default Directory - Azure Active Directory

All devices
Davice settings
Enterprise State Roaming

BitLocker keys (Preview)

*>*H e e

Diagnose and solve problems
Activity

E auditiogs

wu EBulk operation results (Preview)
Troubleshooting + Support

i MNew support request

B save ¥ Discard 7 Got feedback?

Lisérs may join devices to Azure AD

S cected hone

Selected

Users may register their devices with Azure AD &

T ore

Devices to be Azure AD joined or Azure AD registered reguire Multi-Factor Authentication (0

ve: (D

II- We recommend that YOu regquire Mults-Factor Authénbcabon to regitter or join devices using Conditional Access. Set this

device setting to Mo if you require Multi-Factor Authentication using Conditional Acoess.

Maximum number of devices per user
I

[s

Additional local administrators on all Azure AD joined devices

5 T o Imeal modammmietratoes - . ARET
vl DT ACQE AL (A= ]y ™ L] (| ] { o=l s LINE salll | { s | L]

Userl has the devices shown in the following table.

Name | Operating system

Device identity

Azure AD joined

Device2 | 10S

Devicel | Windows 10

Azure AD registered

Device3 | Windows 10

Azure AD registered

Deviced | Android

Azure AD registered

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes No
User1 can join four additional Windows 10 devices to Azure AD. Q| Q)
Admin1 can set Devices to be Azure AD joined or Azure AD registered require Q1 10
Multi-Factor Authentication to Yes.
AdminZ is a local administrator on Device3. S L
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: Yes

Users may join 5 devices to Azure AD. Box 2: Yes

Box 3: No

An additional local device administrator has not been applied Reference:
https://docs.microsoft.com/en-us/azure/active-directory/devices/device-management-azure-portal

NEW QUESTION 219

- (Exam Topic 4)

You have a Microsoft 36S tenant.

You create a named location named HighRiskCountries that contains a list of high-risk countries.

You need to limit the amount of time a user can stay authenticated when connecting from a high-risk country. What should you configure in a conditional access
policy? To answer, select the appropriate options in the

answer area.

NOTE: Each correct selection is worth one point.

:ﬁa i Configure HighRiskCountries by using: [a coud app or action
it A condition
B - A grant control

A wesson control

S Contigure Sign-m frequency by using: |A cloud app o action
f . A condition

: A grant control

A sess10n contral

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition https://docs.microsoft.com/en-us/azure/active-directory/conditional-
access/concept-conditional-access-session

NEW QUESTION 223

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.
Name Member of administrative unit
User AL
User2 | AUT
User: AU1

[Userd | AU2 s gl

Users | Not 2 member of an administrative unt__

The users are assigned the roles shown in the following table.

User | Role |  Rolescope |
User! | Password Administrator Organization
User2 | Global Reacer Organization
Lser: | None Not applicable
Userd | Password Administratol AUT
User> | None Not applicable

For which users can Userl and User4 reset passwords? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area

Lserl; | Liser3 onl

User2 and User3 only

User3 and User5 only

User2, User3, and UserS only
User3, Userd and User5 only
Userd. User3, Userd, and User5

Userd: | User3 only e

User2 and User3 only
Userd and User5S only
| User1, UserZ, and User3 only

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Userl;

3 -i&l; only
User3 and User5 only
Userd User?, and User5 anly
Userd, Userd and User> only
Userd User3, Userd, and User5

User3 and User5 only
User?, UserZ, and User3 only

NEW QUESTION 225

- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.
Name Type Member of
User1 Member Group1
User2 Member Group1
User3 Guest Group1

Userl is the owner of Groupl.
You create an access review that has the following settings:

> Users to review: Members of a group
> Scope: Everyone
> Group: Groupl

> Reviewers: Members (self)
Which users can perform access reviews for User3?

A. Userl, User2, and User3
B. User3 only

C. Userl only

D. Userl and User2 only

Answer: B

NEW QUESTION 228

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest.

You discover that when a user account is disabled in Active Directory, the disabled user can still authenticate to Azure AD for up to 30 minutes.

You need to ensure that when a user account is disabled in Active Directory, the user account is immediately prevented from authenticating to Azure AD.
Solution: You configure password writeback. Does this meet the goal?

A. Yes
B. No

Answer: B
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Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

NEW QUESTION 230

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest.

You discover that when a user account is disabled in Active Directory, the disabled user can still authenticate to Azure AD for up to 30 minutes.

You need to ensure that when a user account is disabled in Active Directory, the user account is immediately prevented from authenticating to Azure AD.
Solution: You configure conditional access policies. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

NEW QUESTION 235

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant. For the tenant. Users can register applications Is set to No.

A user named Adminl must deploy a new cloud app named Appl.

You need to ensure that Adminl can register Appl in Azure AD. The solution must use the principle of least privilege.
Which role should you assign to Admin1?

A. Application developer in Azure AD

B. App Configuration Data Owner for Subscriptionl
C. Managed Application Contributor for Subscriptionl
D. Cloud application administrator in Azure AD

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/roles/delegate-app-roles

NEW QUESTION 236
- (Exam Topic 4)
You have an Azure subscription that contains the key vaults shown in the following table.

Name In resource Number of days to Purge protection
group retain deleted key
vaults
KeyVaultl RG1 15 Enabled
KeyVault2 RG1 10 Disabled
The subscription contains the users shown in the following table.
Name Role
Adminl Key Vault Administrator
Admin2 Key Vault Contributor
Admin3 Key Vault Certificates Officer
Admind Owner

On Junel, Admin4 performs the following actions:

« Deletes a certificate named Certificate! from Key Vaultl

* Deletes a secret named Secretl from KeyVault2

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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Answer Area

Statements Yes No

Adminl can recover Secretl on June 7.
Admin2 can purge Certificatel on June 12.

Admin3 can purge Certificatel on June 14.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Statements Yes No

Adminl can recover Secretl on June 7.

Admin2 can purge Certificatel on June 12. |3

Admin3 can purge Certificatel on June 14. 3

NEW QUESTION 239

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com.

All users who run applications registered in Azure AD are subject to conditional access policies. You need to prevent the users from using legacy authentication.
What should you include in the conditional access policies to filter out legacy authentication attempts?

A. a cloud apps or actions condition
B. a user risk condition

C. aclient apps condition

D. a sign-in risk condition

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/block-legacy-authentication

NEW QUESTION 242

- (Exam Topic 4)

HOTSPOT

You have an Azure Active Directory (Azure AD) tenant that contains Azure AD Privileged Identity Management (PIM) role settings for the User administrator role
as shown in the following exhibit.
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.+ . ContosoAzureAD > Identity Governance » Privileged Identity Management > ContosoAzureAD > User Administrator :

Role setting details - User Administrator
Privileged [dentity Management | Azure AD roles

# Edit

Activation
SETTING STATE
Activation maximum duration (hours) 8 hour(s)
Require justification on activation Yes
Require ticket information on activation No
On activation, require Azure MFA Yes
Require approval to activate Yes
Approvers None

Assignment
SETTING STATE
Allow permanent eligible assignment No
Expire eligible assignments after 15 day(s)
Allow permanent active assignment No
Expire active assignments after 1 month(s)
Require Azure Multi-Factor Authentication on active assignment No
Require justification on active assignment No

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

A user who requires access to the User administration role must perform v
multi-factor authentication (MFA) every [answer choice]. [ hours

15 days
1 month

Before an eligible user can perform a task that requires the User v
administrator role, the activation must be approved by a [answer choice]. global administrator only
global administrator or privileged role administrator
permanently assigned user administrator
privileged role administrator only

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-deployment-plan

NEW QUESTION 244

- (Exam Topic 4)

You have a Microsoft 365 tenant.

Sometimes, users use external, third-party applications that require limited access to the Microsoft 365 data of the respective user. The users register the
applications in Azure Active Directory (Azure AD).
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You need to receive an alert if a registered application gains read and write access to the users’ email. What should you do? To answer, select the appropriate
options in the answer area.
NOTE: Each correct selection is worth one point.

Tool to use: v
Azure AD ldentity Protection
Identity Governance

Microsoft Cloud App Securty
Microsoft Endpoint Manager

Paolicy type to create: v
App discovery

App protection

Conditional access

OAuth app

Sign-in risk

User risk

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/cloud-app-security/app-permission-policy

NEW QUESTION 249

- (Exam Topic 4)

You have an Azure AD tenant named contoso.com that contains the resources shown in the following table. You create a user named Admin 1.
| Name | |

Description

= Al Kalle ..1' ' : S KAaAJE
- J

You need to ensure that Admin can enable Security defaults for contoso.com. What should you do first?

A. Configure ldentity Governance.

B. Delete Packagel.

C. Delete CAPolicy1.

D. Assign Adminl the Authentication administrator role for Aul

Answer: D

Explanation:

To enable Security defaults for contoso.com, you should first sign in to the Azure portal as a security administrator, Conditional Access administrator, or global
administrator. Then, browse to Azure Active Directory > Properties and select Manage security defaults. Set the Enable security defaults toggle to Y select Save.
After that, you can assign Adminl the Identity Administrator role for Aul to enable them to manage security defaults for the tenant.
https://practical365.com/what-are-azure-ad-security-defaults-and-should-you-use-them/

NEW QUESTION 250

- (Exam Topic 4)

You have an Azure subscription that contains a user named Userl. You need to meet the following requirements:
* Prevent Userl from being added as an owner of newly registered apps.

» Ensure that Userl can manage the application proxy settings.

 Ensure that User2 can register apps.

« Use the principle of least privilege. Which role should you assign to User1?

A. Application developer

B. Cloud application administrator
C. Service support administrator
D. Application administrator

Answer: D

NEW QUESTION 253

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains two users named Userl and User2.

You need to ensure that Userl can create access reviews for groups, and that User2 can review the history report for all the completed access reviews. The
solution must use the principle of least privilege.

Which role should you assign to each user? To answer, drag the appropriate roles to the correct users. Each role may be used once, more than once, or not at all.
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You may need to drag the split bar between panes or scroll to view content
NOTE: Each correct selection is worth one point.

Roles Answer Area

Global administrator Userl: Role

Global reader
User? Role

Reports reader
Security operator
Security reader

le".:r gamunstrator

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Roles Answer Area

-.--J. A # s B Clakal adm ¥
 Global administrator User!: | Glc bal administrator ]

ear)- | Global reader
WA

[1

O R .

USEr aaministrator

NEW QUESTION 258

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest.

You discover that when a user account is disabled in Active Directory, the disabled user can still authenticate to Azure AD for up to 30 minutes.

You need to ensure that when a user account is disabled in Active Directory, the user account is immediately prevented from authenticating to Azure AD.
Solution: You configure pass-through authentication. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

NEW QUESTION 263

- (Exam Topic 4)

You have a Microsoft 365 tenant.

The Azure Active Directory (Azure AD) tenant syncs to an on-premises Active Directory domain.

Users connect to the internet by using a hardware firewall at your company. The users authenticate to the firewall by using their Active Directory credentials.
You plan to manage access to external applications by using Azure AD.

You need to use the firewall logs to create a list of unmanaged external applications and the users who access them.

What should you use to gather the information?

A. Application Insights in Azure Monitor

B. access reviews in Azure AD

C. Cloud App Discovery in Microsoft Cloud App Security
D. enterprise applications in Azure AD
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Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/cloud-app-security/create-snapshot-cloud-discovery-reports#using-traffic-logs

NEW QUESTION 268
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com.
You implement entitlement management to provide resource access to users at a company named Fabrikam, Inc. Fabrikam uses a domain named fabrikam.com.
Fabrikam users must be removed automatically from the tenant when access is no longer required. You need to configure the following settings:

> Block external user from signing in to this directory: No

> Remove external user: Yes

> Number of days before removing external user from this directory: 90
What should you configure on the Identity Governance blade?

A. Access packages

B. Entittement management settings

C. Terms of use

D. Access reviews setting

Answer: B

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-external-users

NEW QUESTION 272
- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains three users named Userl, User2, and User3. You have two Azure AD roles that have the Activation
settings shown in the following table.

Nam_t

p—

Required Require ap;;uval il

justification on
activation

to activate

!
.| I_,-;'_'
T

r

Ap p-r;#crs

The Azure AD roles have the Assignment settings shown in the following table.

Role Allow permanent | Allow Permanent Require
cligible activate justification on
assignment assignment | active assignment
Role? Yes Yes Yes
Role2 NC Yes Yes

The Azure AD roles have the eligible users shown in the following table.

Role

Eligible assignment

, |

T

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements

f User1 requests Rolel, the request wll be approved automatically.

User? can approve the request of L

Useri must provide justification to
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Answer Area
Statements Yes No
if User1 requests Role1, the request will be approved automatically. 8 ;_':,_ _;
User? can approve the request of User3 for Role2, 0, I-_ff_';-_l
—
User! must provide justification to approve the request of User2 for Role1. LY O

NEW QUESTION 277
- (Exam Topic 4)
You create the Azure Active Directory (Azure AD) users shown in the following table.

]1' \ He

1H|1“!f| ...! il l"w'“'
e L‘m.l

He TIPS H 1ir Hiks Hlfh-“l‘!lhﬂhf H'm|ﬂ!:-::ilﬂ':."d'_ﬁ"1""" 5
R TR

A)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 280
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the groups shown in the following table.
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Name Type Membership type
Group1 Security Assigned
Group? Security Dynamic User
Groupa Security Dynamic Device
Group4d Microsoft 365 Assigned
Groups Microsoft 365 Dynamic User

For which groups can you create an access review?

A. Groupl only

B. Groupl and Group4 only

C. Groupl and Group?2 only

D. Groupl, Group2, Group4, and Group5 only

E. Groupl, Group2, Group3, Group4 and Group5

Answer: D
Explanation:

You cannot create access reviews for device groups. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

NEW QUESTION 283
- (Exam Topic 4)

You configure Azure Active Directory (Azure AD) Password Protection as shown in the exhibit. (Click the Exhibit tab.)

Custom smart lockout

Lockout threshold () E

Lockout duration in seconds () - 3600

Custom banned passwords

Enforce custom list © L v No

Contoso
Litware
Tailwind
Custom banned password list (0 | project
Zettabyte
MainStreet

Password protection for Windows Server Active Directory

Enable password protection on Windows Server Active Directory O '

Mo

Mode © [ enforced

Audit

You are evaluating the following passwords:
> PrOjectlitw@re
> T@iwind

> COnt0s0
Which passwords will be blocked?

A. PrOjectlitw@re and T@ilwlnd only

B. CONnt0s0 only

C. COnt0s0, Projectlitw@re, and T@ilwlnd
D. COnt0s0 and T@ilwlnd only

E. CONnt0s0 and PrOjectlitw@re only

Answer: C
Explanation:

Reference:
https://blog.enablingtechcorp.com/azure-ad-password-protection-password-evaluation

NEW QUESTION 286
- (Exam Topic 4)
You have an Azure subscription that contains the resources shown in the following table.
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Group that has the Assigned membership type
App1 Enterprise application in Azure Active Directory (Azure AD)
Contributor Arure subscrniption role
Role1 Azure Active Directory (Azure AD) role

For which resources can you create an access review?

A. Groupl, App1l, Contributor, and Rolel
B. Hotel and Contributor only

C. Groupl, Rolel, and Contributor only
D. Groupl only

Answer: A

Explanation:

Access reviews require an Azure AD Premium P2 license.

Access reviews for Groupl and Appl can be configured in Azure AD Access Reviews.

Access reviews for the Contributor role and Rolel would need to be configured in Privileged Identity Management (PIM). PIM is included in Azure AD Premium P2.
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-to-start-securi https://docs.microsoft.com/en-us/azure/active-
directory/governance/access-reviews-overview

NEW QUESTION 287

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. as a result, these questions will not appear in the review screen.

You have an Amazon Web Services (AWS) account a Google Workspace subscription, and a GitHub account You deploy an Azure subscription and enable
Microsoft 365 Defender.

You need to ensure that you can monitor OAuth authentication requests by using Microsoft Defender for Cloud Apps.

Solution: From the Microsoft 365 Defender portal, you add the GitHub app connector Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 292

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.

All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when accessing Microsoft 365 services.

Some users report that they received an MFA prompt on their Microsoft Authenticator app without initiating a sign-in request.

You need to block the users automatically when they report an MFA request that they did not initiate. Solution: From the Azure portal, you configure the
Notifications settings for multi-factor authentication

(MFA).

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to configure the fraud alert settings. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings

NEW QUESTION 295

- (Exam Topic 4)

You have an on-premises Microsoft Exchange organization that uses an SMTP address space of contoso.com. You discover that users use their email address for
self-service sign-up to Microsoft 365 services.

You need to gain global administrator privileges to the Azure Active Directory (Azure AD) tenant that contains the self-signed users.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.
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Actions Answer Area

Sign in to the Microsoft 365 admin center.

Create a self-signed user account in the Azure AD
tenant.

From the Microsoft 365 admin center. add the damain
name.

OlQ)

Respond to the Become the admin message.

From the Microsoft 365 admin center, remove the
domain name,

Create a TXT record in the contoso.com DNS zone.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/domains-admin-takeover

NEW QUESTION 297
- (Exam Topic 4)

You have an Azure AD tenant that contains the users shown in the following table.

Multi-factor authentication (MFA)
[Dhsabled

Enforced

Name | Member of
Userl | Groupl

User? | Group?

You have the locations shown in the following table.

Name | Private address space | Public NAT address space_
Location] | 10.10.0.0/16 20.93.15.0,2

) il 193.1 T 17 } _‘I"Ir

G2 148
Fe 1RO AL

Lecation?

The tenant contains a named location that Das the following configurations:
» Name: locationl

» Mark as trusted location: Enabled

* IPv4 range: 10.10.0.0/16

MFA has a trusted iPad dress range of 193.17.17.0/24.

You have a Conditional Access policy that has the following settings:

* Name: CAPolicyl

» Assignments

0 Users or workload identities: Group 1 o Cloud apps or actions: All cloud apps
* Conditions

* Locations All trusted locations

* Access controls

o Gant

» Grant access: Require multi-factor authentication

© Session: 0 controls selected

 Enable policy: On

©

For each of the following statements select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements

fUser] connects 1o the Tenant from [P agdress 10,1

Lefl conpects 1o the tenant from 1P aodress 1

] .:'r'-'_- e plg =

A. Mastered
B. Not Mastered

Answer: A
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Explanation:
Answer Area

Statements Yes MNo

NEW QUESTION 298

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result, these questions will not appear in the review screen.

You have an Amazon Web Services (AWS) account, a Google Workspace subscription, and a GitHub account.

You deploy an Azure subscription and enable Microsoft 365 Defender.

You need to ensure that you can monitor OAuth authentication requests by using Microsoft Defender for Cloud Apps.

Solution: From the Microsoft 365 Defender portal, you add the Amazon Web Services app connector. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 301

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You have an Active Directory domain that syncs to the Azure Active Directory {Azure AD) tenant. Users connect to the internet by using a hardware firewall at your
company. The users authenticate to the

firewall by using their Active Directory credentials.

You plan to manage access to external applications by using Azure AD.

You need to use the firewall logs to create a list of unmanaged external applications and the users who access them.

What should you use to gather the information?

A. Cloud App Discovery in Microsoft Defender for Cloud Apps
B. enterprise applications in Azure AD

C. access reviews in Azure AD

D. Application Insights in Azure Monitor

Answer: A

NEW QUESTION 305

- (Exam Topic 4)

You have a Microsoft 365 tenant.

All users have mobile phones and laptops.

The users frequently work from remote locations that do not have Wi-Fi access or mobile phone connectivity. While working from the remote locations, the users
connect their laptop to a wired network that has internet access.

You plan to implement multi-factor authentication (MFA).

Which MFA authentication method can the users use from the remote location?

A. a notification through the Microsoft Authenticator app
B. email

C. security questions

D. a verification code from the Microsoft Authenticator app

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-authenticator-app

NEW QUESTION 307
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