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NEW QUESTION 1
Refer to the exhibit.

branchl fgr § diagnose sys sdwan service 1
Service(d): Rddress Hode (IFV4) [lags=0x200 use-shortcut-sla
en (&), TOS{0x0/0x0), Protocol (0: 1=>65515), Hodes (manual)
Mambars (2)
1: Seq num(3 T IMET O 0), alive, selected
: Seq numi{d T INET 1 0), alive, selected

1 menber grep T IKET
flages=0xd , gateway: 100.64.1.1, priocity: 10 1024,
flags=daxd ateway: 1 &4 priocity 4
ting=-table all rep T IMET
MNET cunnel ). B4

An administrator is troubleshooting SD-WAN on FortiGate. A device behind branchl_fgt generates traffic to the 10.0.0.0/8 network. The administrator expects the

traffic to match SD-WAN rule ID 1 and be routed over T_INET_0_0. However, the traffic is routed over T_INET_1_O.
Based on the output shown in the exhibit, which two reasons can cause the observed behavior? (Choose two.)

he traffic matches a regular policy route configured with T_INET_1_0 as the outgoing device.
_INET_1_0 has a lower route priority value (higher priority) than T_INET_0_O.

T_INET_0_0 does not have a valid route to the destination.

T_INET_1_0 has a higher member configuration priority than T_INET_0_O.

AT
B. T
C.
D.
Answer: AC

NEW QUESTION 2
Refer to the exhibit.

# get router info routing-table all

B 10.0.2.0/24 [200/0) wia 10.201.1.2 [3] (recursive via VPNO © 64.1.1), GO:00:5 4
[200,/0]) wia 10.202.1.2 [3] (recursive wvia VPNl tu L100.64.1.9), O0:00:54
200/0) wia 10.203.1.1 [3] (recuaraive via VFNZ tunnel 172 5Dy 100z 54

The device exchanges routes using IBGP.
Which two statements are correct about the IBGP configuration and routing information on the device? (Choose two.)

A. Each BGP route is three hops away from the destination.

B. ibgp-multipath is disabled.

C. additional-path is enabled.

D. You can run the get router info routing-table database command to display the additional paths.

Answer: CD

NEW QUESTION 3
What are two reasons for using FortiManager to organize and manage the network for a group of FortiGate devices? (Choose two.)

A. It simplifies the deployment and administration of SD-WAN on managed FortiGate devices.
B. It improves SD-WAN performance on the managed FortiGate devices.

C. It sends probe signals as health checks to the beacon servers on behalf of FortiGate.

D. It acts as a policy compliance entity to review all managed FortiGate devices.

E. It reduces WAN usage on FortiGate devices by acting as a local FortiGuard server.

Answer: AE

NEW QUESTION 4

What is a benefit of using application steering in SD-WAN?

A. The traffic always skips the regular policy routes.

B. You steer traffic based on the detected application.

C. You do not need to enable SSL inspection.

D. You do not need to configure firewall policies that accept the SD-WAN traffic.
Answer: B

NEW QUESTION 5
Refer to the exhibit, which shows the IPsec phase 1 configuration of a spoke.
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config vpn ipaec phasel-interface
edit T _INET 0O 0%
st Lnterface "portl
sakt ike-varsion 2
set keylife 28800
sat psertype any
set net-device disable

Ll

chachaz{polyl3l05=prifahal5é
set comments "[created by FMG VPN Manager)”™
set ldle-timsout snable
set ildle-cimecutinterval 3
set auto-discovery-recelver eénable
=&t remote-gw 100.64.1.1
set paksacret ENC

LReOFShoHOl 1 SPFRESIYCV A=
nExXt
end

et proposal asallE-shal5c aesl36-3halde assliogem-prishalsc asal2begom-prishaibd

TDFeHaNZauARD e OOdHT faC s ORME TmPw+ Ahe 2B TEAL Sk nEENE0cKLREY IS/ p R I3 IMwe VI L ZgFi vIp N HxpH

What must you configure on the IPsec phase 1 configuration for ADVPN to work with SD- WAN?

A. You must set ike-version to 1.

B. You must enable net-device.

C. You must enable auto-discovery-sender.
D. You must disable idle-timeout.

Answer: B

NEW QUESTION 6

Which two statements describe how IPsec phase 1 main mode is different from aggressive mode when performing IKE negotiation? (Choose two )

A. A peer ID is included in the first packet from the initiator, along with suggested security policies.

B. XAuth is enabled as an additional level of authentication, which requires a username and password.
C. A total of six packets are exchanged between an initiator and a responder instead of three packets.
D. The use of Diffie Hellman keys is limited by the responder and needs initiator acceptance.

Answer: BC

NEW QUESTION 7

Which two statements about the SD-WAN zone configuration are true? (Choose two.)

A. The service-sla-tie-break setting enables you to configure preferred member selection based on the best route to the destination.

B. You can delete the default zones.
C. The default zones are virtual-wan-link and SASE.
D. An SD-WAN member can belong to two or more zones.

Answer: AC

NEW QUESTION 8
Refer to the exhibit.

branchl_fgt # diagnoss aya sdvan service 3
Service(3): Address Mode (IFPVA) flage=0x200 use-shortcut-=la

losa), link-cost-threshold(0), heath-check (VFN_PING)
Membara (1) :
1t Seq num(3 T _INET 0 _0), alive, packet loss: Z.000%, selected
2t Seq num(d T MPLS 0); aliwe, packet loass: 4.000%, selected
3: Seq num(S T INET 1 0), alive, packet loas: 12.000%, sslescted
Src addresa{l):
10.0.1.0-10.0.1.255

Dat address|l):
10.0,0.0-10.255.255.255

branchl_fgt (3) # show
config service
edit 3
st name “Corp™
set mode priorcity
sat dst “Corp-net™
ast arc "LAN-net”
set health-check “VPH_PING"
sat link-cost-factor packet-loaa
sat link-cost-threshald 0
aat priority-membara 5 3 4
naxt
and

Gan(2), TOS(0x0/0x0), Protocol({0: 1->65535), Mode(priority), link-cosat-factor (packet-

The exhibit shows the SD-WAN rule status and configuration.

Based on the exhibit, which change in the measured packet loss will make T_INET_1_0 the new preferred member?

A. When all three members have the same packet loss.
B. When T_INET_0_O has 4% packet loss.

C. When T_INET_0_0 has 12% packet loss.

D. When T_INET_1_0 has 4% packet loss.

Answer: D

NEW QUESTION 9
Exhibit.
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i} diagnose sys sdwan health-check atatus

ive), pac

+ bandwidth

td): atate{alive), packet=-lo 2Y, mEs(q.378)
310236}, bandwidth=-dw{10237}, bapdwidth=bd (20473) =la mape=lxl
I ."-'E'L'_l:.'.'JI:
Seq(S T MPLS): statefalive), packet=loss(0.000%) latency(l3l.l3&), jitter(0.190), moal(d.330),
bandwidth-up ($5855885%) , bandwidth-dw(35596%5), bandwidth-bi (15696%583) sla map=Ox2
Jeqi{d4d T INET 1): statelalive), 00%) latency({l.485), jitter(0.226), mos{4.353),

tl."aJH';J';h"JL-.IE: 023%9) , bandwidtk

78} 8ls map=0x1l

10235) , bandwidrh-cdw (1023
The exhibit shows the output of the command diagnose sys sdwan health-check status
collected on a FortiGate device. Which two statements are correct about the health check status on this FortiGate device? (Choose two.)

A. The health-check VPN_PING orders the members according to the lowest jitter.
B. The interface T_INET_1 missed one SLA target.

C. There is no SLA criteria configured for the health-check Level3_DNS.

D. The interface T_INET_0O missed three SLA targets.

Answer: AC

Explanation:

According to the FortiGate / FortiOS 6.4.2 Administration Guide, the health check status command displays the status of the health check probes for each SD-
WAN member interface. The output includes the following information:

? state: the current state of the interface, either alive or dead

? packet-loss: the percentage of packets lost during the health check

? latency: the average round-trip time in milliseconds

? jitter: the variation in latency

? mos: the mean opinion score, a measure of voice quality

? bandwidth: the available bandwidth in kilobits per second for each direction (up, down, bi)

? sla map: a bitmap that indicates which SLA criteria are met or failed Based on the exhibit, the following statements are correct:

? The health-check VPN_PING orders the members according to the lowest jitter. This means that the interface with the lowest jitter value is listed first, followed by
the next lowest, and so onl. In the exhibit, the orderis T_MPLS, T_INET_1, and T_INET_O.

? There is no SLA criteria configured for the health-check Level3_DNS. This means that the health check does not use any SLA parameters to determine the state
of the interface2. In the exhibit, the sla map value is 0x0 for both portl and port2, indicating that no SLA criteria are applied.

NEW QUESTION 10
Refer to the exhibit.

sassion info: proto=é proto_state=ll duration=Z42 expire=3349% timecut=3600
flaga=00000000 asccktype=0 scckport=0 av_idx=0 uae=4

erigin-shapar=

reply-shaper=

per_ip shapars=

clasa_id=0 ha id=0 policy dir=0 tunnel=/ wlan_ coa=D0/255

atate=lcg dirty may dirty ndr £00 app walid
stactistic(bytea/packeta/allow_err): org=3421/20/1 reply=3777/17/1 tuples=3
tx speed (Bpa/kbpa): 0/0 rx spesd(Bpa/kbpa): 0/0

ergin-»aink: arg pre->post, reply pre->poat deavsT->3/3->7 guy=0.0.0.0/0.0.0.0
hook=post dir=org act=spat 10.0.1.100:34676->128.66.0.1:22(192.2.0.1:34676)
hook=pre dic=reply act=dnat 128.66.0.1:22->192.2.0.1:134676(10.0.1.101:34676)
hook=poat dir=reply act=noop 128,.66.0.1:22->10.0.1.100:34676(0.0.0.0:0)

pos/ (before,after) 0/(0,0), 07(0,0)

misc=0 policy id=2 pol uvold idx=14721 auth_info=0 chk_client_info=0 wd=0
perial=000032d4% toa=ff/ff app list=2000 app=16060 url cat=0

adwan mbr ssg=] adwan service id=2

rpdb link id=£E000002 rpdb ave id=0 ngfwid=n/a

npu_ state=0x001008

Which statement explains the output shown in the exhibit?

A. FortiGate performed standard FIB routing on the session.

B. FortiGate will not re-evaluate the session following a firewall policy change.

C. FortiGate used 192.2.0.1 as the gateway for the original direction of the traffic.
D. FortiGate must re-evaluate the session due to routing change.

Answer: D
Explanation:

The snat-route-change option is enabled by default. This option enables FortiGate to re- evaluate the routing table and select a new egress interface if the next
hop IP address changes. This option only applies to sessions in the dirty state. Sessions in the log state are not affected by routing changes.

NEW QUESTION 10
Refer to the exhibit.
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config aystem sdwan
set atatus enable
set load-balance source-dest-ip-based
config zone
edit "wvirtual-wan-link"
naxt
edit "SASE"
naxc
edit “"underlay”
next
end
config members
edit 1
set interfacs “portl®
set zone “underlay”
set gateway 192.2.0.2
next
edit 2
set interface "port2®
set zone "underlay”™
set gateway 192.2.0.10
naxt
end
and

Which algorithm does SD-WAN use to distribute traffic that does not match any of the SD- WAN rules?

A. All traffic from a source IP to a destination IP is sent to the same interface.

B. All traffic from a source IP is sent to the same interface.

C. All traffic from a source IP is sent to the most used interface.

D. All traffic from a source IP to a destination IP is sent to the least used interface.

Answer: A

Explanation:

Study Guide 7.2, page 176.

NEW QUESTION 15

Which diagnostic command can you use to show the member utilization statistics measured by performance SLAs for the last 10 minutes?
A. diagnose sys sdwan sla-log

B. diagnose ays sdwan health-check

C. diagnose sys sdwan intf-sla-log

D. diagnose sys sdwan log

Answer: A

NEW QUESTION 18
Refer to the exhibits.

Exhibit A

IPsec Temnplate Branch_IPsec_1

e N |-I':- E A [ ! [eliafe
Hame : Type 5 Ouitgoing Interface =
HUBL-VPHL Static SA5P1)

00+

IPsec Template Branch [Pscc 2

o Creae P 5 F El - i Mo :
[0 Mame: Type = Outgoing Interface ©
O HuBl-VPN2 Static $se

Exhibit B

lrvvalid temnplate assighment - conficong templale psipnment soope: devics branch_fgt, vdom roof, X
_igrec template [Branch_1Puec_1] and [Branch_1Pwes 2]

Exhibit A shows two IPsec templates to define Branch_IPsec_1 and Branch_IPsec_2. Each template defines a VPN tunnel.
Exhibit B shows the error message that FortiManager displayed when the administrator tried to assign the second template to the FortiGate device.
Which statement best explain the cause for this issue?

A. You can assign only one template with a tunnel of fype static to each FortiGate device

B. You can define only one IPsec tunnel from branch devices to HUBL1.

C. You can assign only one IPsec template to each FortiGate device.

D. You should review the branchl1_fgt configuration for the already configured tunnel with the name HUB1-VPNZ2.
Answer: C

Explanation:
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The error message in Exhibit B indicates a conflicting template assignment. This occurs because FortiManager does not allow the assignment of multiple IPsec
templates that define VPN tunnels with the same name or settings to the same FortiGate device. The conflict arises from trying to assign a second IPsec template
to a device that already has one assigned. References: This is based on Fortinet's best practices and administrative guidelines which state that each FortiGate
device should be assigned a unique IPsec template to avoid configuration conflicts.

NEW QUESTION 19
Refer to the exhibit.

and

config system settings
set firewall-session-dirty check-new

Based on the exhibit, which two actions does FortiGate perform on sessions after a firewall policy change? (Choose two.)

A. FortiGate flushes all sessions.

B. FortiGate terminates the old sessions.
C. FortiGate does not change existing sessions.
D. FortiGate evaluates new sessions.

Answer: CD

Explanation:

FortiGate not to flag existing impacted session as dirty by setting firewall-session-dirty to check new. The results is that FortiGate evaluates only new session

against the new firewall policy.

NEW QUESTION 21
Refer to the exhibit.

# diagnosa ays seaaion list

state=may_dirty npu

scwan mbr seqe]l sdwan service idsl
npu”:tatczﬁxlﬂﬁﬁcﬂt

vian={x0000/ 0xd000

reflect info 0:

deyaT =36 6-27
npu_state=0x4000200

==

total reflect session mum: 1
total session 1

P diagnose netlink interface list

session info: proto=€ proto state=0l duration=3% sxpires3593 timeout=3600 flage=00000000C
socktypesl sockport=0 av idxed use=4

aegin-ssink: org pre->post, feply pre-s>post devel-»>5/5->7 guwy=10.10.10.1/10.9%9.31.160
hool=pre dir=org act=poop 10.9.31.160:7832=->10.0.1.7:22(0.0.9.0:0)

hook=post dirsraply actsnoop 10.0.1
pos/ (bafore,after) OF (0,00, OF(0,0)
miscel policy idel auth info=0 chk client infos{ wd=(
serial=00045e02 os=fL£/ff app_list=0 app=0 orl cat=(

2 T:22-310.5.31.160:T932{0.0.0.0:0)

rpab Link id=80000000 rpdd sve id=0 ngfwiden/a
npu info: flagelxBl/Oxdl, offload=E/E, ips offlcade(/0, epide6d/76, ipld=T6/€4,

v1ifid=76/64, wtag ins=lx0000/0x0000

npu infor flag=0w00/0x81, offload=0/8, ips offlcad=0/0, epids=D/TE, Lpid=0/E65, vlan=0x0000/0x0000
v1ifid=0/65; vtag_in=0x0000/0x0000 ln_npu-ﬁfl. out_npu=0/1, fwd en=0/0, qid=0/2

if=portl family=00 type=l indexeS mtu=1500 link=(] master=d
ifeportl family=00 type=l index=€ mtu=1%300 link=( mastec=0
ifeportl family=00 typesl indaxe? mtus1500 links=0 master=0

in mpo=1/1, ocut npo=l/1; fwd en=d/0, qid=2/2

The exhibit shows the details of a session and the index numbers of some relevant interfaces on a FortiGate appliance that supports hardware offloading. Based
on the information shown in the exhibits, which two statements about the session are true? (Choose two.)

A. The reply direction of the asymmetric traffic flows from port2 to port3.
B. The auxiliary session can be offloaded to hardware.

C. The original direction of the symmetric traffic flows from port3 to port2.
D. The main session cannot be offloaded to hardware.

Answer: AB

NEW QUESTION 24
Exhibit A —

Your Partner of IT Exam

visit - https://www.exambible.com



We recommend you to try the PREMIUM NSE7_SDW-7.2 Dumps From Exambible
exam blb|@ https://www.exambible.com/NSE7_SDW-7.2-exam/ (0 Q&AS)

+
ﬂ '] LT Ty Formnalired inderisme Addreusing Raode it rron Ao
0 = PMwnkanm
L) | poet] i Preucal ] Pl 200011115 TS0 2557 PING
o ainl & FErymdial & oot elarwial A0TSR TEEIN5T MNG
D | port) A E%rynic ol R porid Pl il [+ dafuBel iTalel:
D 4 pewiid i FSyyuacal e prrid Felarm 1 T2 1AL S LS 0
0O 5 ey & il R portS Felarm i LT e B s Lo L e LY
O # i & Fepmi gl B oot Tearmua [+ daalatioTaluls]
D D & vl & portT Peflprm sl [afafafataTalals
0 B poril & el s po B Ffarnisl 0D AU DG
D J Doty i e ad B gty [EITT) DO00MM0n0D
0O 0 Pt il Prrynical = port 10 Ly T 1P 16A0ID 55 285255, HITTPS PING, S5 HT
O = Ascregate (1)
D’ 11 fiwilleren = Agpicgane P il 167 254 1. 1P PSS 750 2550 FMNG Securiiy Falwic ©
0O = Taned (0
EI i3 riaf ol Tl Paru i [ Ta¥aRalya Talale]
0O 13 oo Tunned LTV [T Te e T Tl
0O 14 will rostst, (S5 VPR inderf Tl Pellprmind [ilaRaReti Taluls}
O = EMACVLAM (1)
D 15 Wi b 2 EMAL VLAN P 0021250 NG
O = SDWANZom 2)
0O & wirtoasl v lavk a SO-WAM Toww
O | LASE & S0 WM Tone & LA
e
O
O
)
O 1

L] (4] D et e Caslommery Inlryfsme Dt Priarity Shalur, Dt ropll o
| w Slatic Route (2]
1 1 conomond 200071533 & poril 10 i Q) Eruabsle
I Goo0MNDS HNR0I1AN Epartd 10 0 5 Trushie
Exhibit B —

I 0O & il (1= in Tammrn et bty o LTy 1
| 0 1 deriet_Aieri B oot B it = o = o T s ¥ oA
| 1 bewpicit (32 J Ttk 1)

Ee
#
o o o P Al

|10 2 ks e L+ JS 2

Exhibit A shows the system interface with the static routes and exhibit B shows the firewall policies on the managed FortiGate.
Based on the FortiGate configuration shown in the exhibits, what issue might you encounter when creating an SD-WAN zone for portl and port2?

A. portl is assigned a manual IP address.

B. portl is referenced in a firewall policy.

C. port2 is referenced in a static route.

D. portl and port2 are not administratively down.

Answer: B

NEW QUESTION 25
Which two statements about SLA targets and SD-WAN rules are true? (Choose two.)

A. SD-WAN rules use SLA targets to check if the preferred members meet the SLA requirements

B. Member metrics are measured only if an SLA target is configured

C. When configuring an SD-WAN rule you can select multiple SLA targets of the same performance SLA

D. SLA targets are used only by SD-WAN rules that are configured with Lowest Cost (SLA) or Maximize Bandwidth (SLA) as strategy

Answer: AD

NEW QUESTION 26
Which diagnostic command can you use to show the configured SD-WAN zones and their assigned members?

A. diagnose sys sdwan zone

B. diagnose sys sdwan service
C. diagnose sys sdwan member
D. diagnose sys sdwan interface

Answer: C

NEW QUESTION 30

Which two tasks are part of using central VPN management? (Choose two.)

A. You can configure full mesh, star, and dial-up VPN topologies.

B. You must enable VPN zones for SD-WAN deployments.

C. FortiManager installs VPN settings on both managed and external gateways.

D. You configure VPN communities to define common IPsec settings shared by all VPN gateways.
Answer: AD

NEW QUESTION 34
Refer to the exhibit.
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—

branchl fgt # diagnose sys sdwan service 3

Sarvice(3): A
Gen{5), TC
factori(laten

Manbers (3) :
1: Seq num(3 T_INET 0 0), alive, latency:

1 1
2: Seq num(4 T_INET 1 0), alive, lacency: 151.275, selected
i

ddress Mode (IPV4) flags=0x200 usa-shortcut-sla
{(0x0/0x0), Protocol(0: 1->E553%5), Mode(priority), link-cost-
¥), link-cost-threshold(l0), heath-check (VPN _PING)

3: Seq num(5 T MPLS 0), alive, latency: 200.%84, selected
rc address(l):

- 5 -4 - -
alalsnaU=al. Dol da2

Dat address(l):

10.0.0.0-10.255.255.

-3
iR
LA

branchl fgt (3) # show
config service
edic 3
sat name "Corp”

set mode priorit Y

sat d=t "Corp-ner”™
sar src "LAN-net”™
set health-check "VPN_PING"
set priority-members 3 4 5
nextT
and

The exhibit shows the SD-WAN rule status and configuration.
Based on the exhibit, which change in the measured latency will make T_MPLS_0 the new preferred member?

A.When T_INET_0_0O and T_MPLS_0 have the same latency.
B. When T_MPLS_0 has a latency of 100 ms.

C. When T_INET_0_O has a latency of 250 ms.

D. When T_N1PLS_0 has a latency of 80 ms.

Answer: D

NEW QUESTION 38
Refer to the exhibit.

Based on the output shown in the exhibit, which two criteria on the SD-WAN member configuration can be used to select an outgoing interface in an SD-WAN
rule? (Choose two.)

A. Set priority 10.

B. Set cost 15.

C. Set load-balance-mode source-ip-ip-based.
D. Set source 100.64.1.1.

Answer: AB

NEW QUESTION 40

In a hub-and-spoke topology, what are two advantages of enabling ADVPN on the IPsec overlays? (Choose two.)
A. It provides the benefits of a full-mesh topology in a hub-and-spoke network.

B. It provides direct connectivity between spokes by creating shortcuts.

C. It enables spokes to bypass the hub during shortcut negotiation.

D. It enables spokes to establish shortcuts to third-party gateways.

Answer: AB

NEW QUESTION 42
Refer to the exhibit.
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| id=20085 trace id=847 funceprint pkt detail lipe=5428 mage®vd-root:0 received a
| packet (protow=f, 10.1.10.1:33520->74.125.195.53:443) from porti. flag [.], =eg

| 2018554516, ack 4141536963, win 2238"
| 1d=20085 trace_l1od=847 func=resclve_ip tuple_fast line=5308 msg="Find an existing
| s=ss10m, 1d=-000008¢cl, original direction™

M

1id=20085 trace id=847 func=shaper handler line=821 msg="excesdsd shaper limic, drop”

Which conclusion about the packet debug flow output is correct?

A. The original traffic exceeded the maximum packets per second of the outgoing interface, and the packet was dropped.
B. The reply traffic exceeded the maximum bandwidth configured in the traffic shaper, and the packet was dropped.

C. The original traffic exceeded the maximum bandwidth of the outgoing interface, and the packet was dropped.

D. The original traffic exceeded the maximum bandwidth configured in the traffic shaper, and the packet was dropped.

Answer: D

NEW QUESTION 45

In the default SD-WAN minimum configuration, which two statements are correct when traffic matches the default implicit SD-WAN rule? (Choose two )

A. Traffic has matched none of the FortiGate policy routes.

B. Matched traffic failed RPF and was caught by the rule.

C. The FIB lookup resolved interface was the SD-WAN interface.
D. An absolute SD-WAN rule was defined and matched traffic.

Answer: AC

NEW QUESTION 48

Which two statements about SD-WAN central management are true? (Choose two.)
A. The objects are saved in the ADOM common object database.

B. It does not support meta fields.

C. It uses templates to configure SD-WAN on managed devices.

D. It supports normalized interfaces for SD-WAN member configuration.

Answer: AC

Explanation:

Normalized interfaces are not supported for SD-WAN templates. You can create multiple SD-WAN zones and add interface members to the SD-WAN zones. You
must bind the interface members by name to physical interfaces or VPN interfaces.https://docs.fortinet.com/document/fortigate/7.0.0/sd-wan-new-

features/794804/new-sd-wan-template-fmg

NEW QUESTION 49
Refer to the exhibit.

config system sdwan
set fail-detect enable
set fail-alert-interfaces "ports"
config health-check
edit "Level3 DNS"

set members 1 2
next
edit "HQ"

set members 3
next
end
end

set update-cascade-interface enable

set update-cascade-interface enable

Based on the exhibit, which action does FortiGate take?

A. FortiGate bounces port5 after it detects all SD-WAN members as dead.

B. FortiGate fails over to the secondary device after it detects all SD-WAN members as dead.

C. FortiGate brings up port5 after it detects all SD-WAN members as alive.
D. FortiGate brings down port5 after it detects all SD-WAN members as dead.

Answer: A

NEW QUESTION 53
Refer to the exhibit.
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set
set
set
set
set

end

end

L

_end

config router bgp

as 65000

router-id 10.1.0.1
ibgp-multipath enable
additional-path enable
additional-path-select 3

config neighbor-group

edit "Branches_ INET O"

set interface "T_INET O_O"

set remote-—as 65000

set update-source "T_INET_0_0*"
next
edit "Branches_ INET 1"

set interface "T_INET 1 0"

set remote-as 65000

set update-source "T_INET 1 0®
next
edit "Branches MPLS"

set interface "T_MPLS 0"

set remote-as 65000

set update-source "T MPLS 0"
next

config neighbor-range

edit 1
set prefix 10.201.1.0 255.255.255.0
set neighbor-group "Branches_ INET 0"
next
edit 2
set prefix 10.202.1.0 255.255.255.0
set neighbor-group "Branches INET 1°
next
edit 3
set prefix 10.203.1.0 255.255.255.0
set neighbor-group "Branches MPLS"
next

The exhibit shows the BGP configuration on the hub in a hub-and-spoke topology. The administrator wants BGP to advertise prefixes from spokes to other spokes
over the IPsec overlays, including additional paths. However, when looking at the spoke routing table, the administrator does not see the prefixes from other

spokes and the additional paths.
Based on the exhibit, which three settings must the administrator configure inside each BGP neighbor group so spokes can learn other spokes prefixes and their
additional paths? (Choose three.)

A. Set additional-path to send

B. Enable route-reflector-client

C. Set advertisement-interval to the number of additional paths to advertise
D. Set adv-additional-path to the number of additional paths to advertise

E. Enable soft-reconfiguration

Answer: ABD

NEW QUESTION 58
Exhibit A shows the firewall policy and exhibit B shows the traffic shaping policy.
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exvorna  [Exhibics

Edit Policy

Name @ Internet Access

Incoming interface :':nm port3 v

Outgoing interface virtual-wan link v

Source : = all x
+

Destination = all x
s

Schedule Ce always v

Service @& ALL X

+
Action Nt (/) DENY
Inspection Mode JRIGIEGELELE Proxy-based

Firewall / Network Options
NAT L @

IP Pool Configuration Use Outgoing Interface Address RUSRelE il |

Preserve Source Port ( B

Protocol Options default v

exnbieaexniones [

Edit Traffic Shaping Policy

Name inbound_outbound_shaper

Status (1 MECEIC I @ Disabled

Comments | Write a comment...

If Traffic Matches:

Source = all X

Destination = all X |

Schedule (B

Service @ ALL x|
+
Application @ &
URL Category Streaming Media and Download  x
+
Then:
Action LYl IS ET Tl Assign Shaping Class ID
Outgoing interface @) virtual-wan link X
+
Shared shaper @) - guarantee-10mbps v

The traffic shaping policy is being applied to all outbound traffic; however, inbound traffic is not being evaluated by the shaping policy.
Based on the exhibits, what configuration change must be made in which policy so that traffic shaping can be applied to inbound traffic?

A. Create a new firewall policy, and the select the SD-WAN zone as Incoming Interface.
B. In the traffic shaping policy, select Assign Shaping Class ID as Action.
C. In the firewall policy, select Proxy-based as Inspection Mode.

D. In the traffic shaping policy, enable Reverse shaper, and then select the traffic shaper to use.
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Answer: D

NEW QUESTION 62
Which two interfaces are considered overlay links? (Choose two.)

A. LAG

B. IPsec
C. Physical
D. GRE

Answer: BD

NEW QUESTION 64
Which are three key routing principles in SD-WAN? (Choose three.)

A. FortiGate performs route lookups for new sessions only.

B. Regular policy routes have precedence over SD-WAN rules.

C. SD-WAN rules have precedence over ISDB routes.

D. By default, SD-WAN members are skipped if they do not have a valid route to thedestination.

E. By default, SD-WAN rules are skipped if the best route to the destination is not an SD- WAN member.

Answer: BDE

Explanation:
Study Guide 7.2, pages 125, 129, 151

NEW QUESTION 66

Refer to the exhibit.

ike O:T_INET 0 _0:214: received Informational request

ike 0:T INET 0 0:214: processing motify type SHORTCUT QUERY

ike 0:T_INET 0 0: recv shortcut-gquery S0E5T61862601467474
0740500817 fbd1 Te/0000000000000000 192.2.0.1 10.0.1.101->10.0.2.101 psk 64 ppk 0 ttl 32
nat U ver 2 mode U

ike O:T_INET 0: 11f 20 10.0.1.101=>10.0.2.101 route lookup oif 20 T_INET 0 gwy
10.201.1.1

ike 0:T_INET 0_1: forward shortcut-query S065761962601467474

07405008 £71bd] T/ 0000000000000000 192.2.0.1 10.0.1.101->10.0.2.101 pak &4 ppk 0 £tl 31
ver 2 mode 0, ext-mapping 1582,2.0.1:500

Which statement about the role of the ADVPN device in handling traffic is true?

A. This is a spoke that has received a query from a remote hub and has forwarded the response to its hub.
B. Two hubs, 10.0.1.101 and 10.0.2.101, are receiving and forwarding queries between each other.

C. This is a hub that has received a query from a spoke and has forwarded it to another spoke.

D. Two spokes, 192.2.0.1 and 10.0.2.101, forward their queries to their hubs.

Answer: C

NEW QUESTION 69

Which two statements reflect the benefits of implementing the ADVPN solution to replace conventional VPN topologies? (Choose two.)
A. It creates redundant tunnels between hub-and-spokes, in case failure takes place on the primary links.

B. It dynamically assigns cost and weight between the hub and the spokes, based on the physical distance.

C. It ensures that spoke-to-spoke traffic no longer needs to flow through the tunnels through the hub.

D. It provides direct connectivity between all sites by creating on-demand tunnels betweenspokes.

Answer: CD

NEW QUESTION 72
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