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NEW QUESTION 1

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Intune Suite. You use Microsoft Intune to manage Windows 11 devices.

You need to implement passwordless authentication that requires users to use number matching Which authentication method should you use?

A. Microsoft Authenticator
B. voice calls

C. FIO02 security keys

D. text messages

Answer: A

NEW QUESTION 2

- (Exam Topic 4)

You use Microsoft Intune and Intune Data Warehouse.

You need to create a device inventory report that includes the data stored in the data warehouse. What should you use to create the report?

A. the Azure portal app

B. Endpoint analytics

C. the Company Portal app
D. Microsoft Power Bl

Answer: D

Explanation:

You can use the Power Bl Compliance app to load interactive, dynamically generated reports for your Intune tenant. Additionally, you can load your tenant data in
Power Bl using the OData link. Intune provides connection settings to your tenant so that you can view the following sample reports and charts related to:
Devices Enroliment

App protection policy Compliance policy

Device configuration profiles Software updates

Device inventory logs

Note: Load the data in Power Bl using the OData link

With a client authenticated to Azure AD, the OData URL connects to the RESTful endpoint in the Data Warehouse API that exposes the data model to your
reporting client. Follow these instructions to use Power Bl Desktop to connect and create your own reports.

> Sign in to the Microsoft Endpoint Manager admin center.

> Select Reports > Intune Data warehouse > Data warehouse.

> Retrieve the custom feed URL from the reporting blade, for example:
> Open Power Bl Desktop.

> Choose File > Get Data. Select OData feed.

> Choose Basic.

> Type or paste the OData URL into the URL box.

> Select OK.

> If you have not authenticated to Azure AD for your tenant from the Power Bl desktop client, type your credentials. To gain access to your data, you must
authorize with Azure Active Directory (Azure AD) using OAuth 2.0.

> Select Organizational account.

> Type your username and password.
> Select Sign In.

> Select Connect.

> Select Load.
Reference: https://docs.microsoft.com/en-us/mem/intune/developer/reports-proc-get-a-link-powerbi

NEW QUESTION 3

- (Exam Topic 4)

Your network contains an Active Directory domain named contoso.com. The domain contains two computers named Computer! and Computer2 that run Windows
10. On Computerl, you need to run the

Invoke-Command cmdlet to execute several PowerShell commands on Computed. What should you do first?

A. On Computed, run the Enable-PSRemoting cmdlet.

B. On Computed, add Computer! to the Remote Management Users group.

C. From Active Directory, configure the Trusted for Delegation setting for the computer account of Computed.
D. On Computerl, run the HcK-PSSession cmdlet.

Answer: C

NEW QUESTION 4

- (Exam Topic 4)

You have an Azure AD tenant named contoso.com.

You need to ensure that users are not added automatically to the local Administrators group when they join their Windows 11 device to contoso.com.
What should you configure?

A. Windows Autopilot

B. provisioning packages for Windows
C. Security defaults in Azure AD
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D. Device settings in Azure AD
Answer: D

Explanation:

To ensure that users are not added automatically to the local Administrators group when they join their Windows 11 device to contoso.com, you should configure
the Device settings in Azure AD. The Device settings allow you to manage which users can join devices to Azure AD and whether they are added as local
administrators or standard users. By default, users who join devices to Azure AD are added to the local Administrators group, but you can change this setting to
None or Selectedl.

The other options are not relevant for this scenario because:

indows Autopilot is a service that allows you to pre-configure new devices and enroll them automatically to Azure and Microsoft Intune. It does not contro
D‘Wd Autopilot that all t f d d Il th t tically to A AD and M ft Int Itd t control
the local administrator role of the users who join the devices2.

> Provisioning packages for Windows are files that contain custom settings and policies that can be applied to Windows devices during the setup process. They
do not affect the Azure AD join process or the local administrator role of the users3.

> Security defaults in Azure AD are a set of basic identity security mechanisms that are enabled by default to protect your organization from common attacks.
They do not include any settings related to device management or local administrator role4.

References: Manage device identities using the Microsoft Entra admin center, Windows Autopilot, Provisioning packages for Windows 10, What are security
defaults?

NEW QUESTION 5

- (Exam Topic 4)

You have a Microsoft 365 subscription that includes Microsoft Intune.

You need to implement a Microsoft Defender for Endpoint solution that meets the following requirements:

 Enforces compliance for Defender for Endpoint by using Conditional Access

* Prevents suspicious scripts from running on devices

What should you configure? To answer, drag the appropriate features to the correct requirements. Each feature may be used once, more than once, or not at all.
You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Features Answer Area

A device restriction policy Enforces comphance

A securtty baseling

Prevents sUspICIoUs scnpts

An attack surtzce reduction (ASR) rule

An Infune connechion

A. Mastered
B. Not Mastered

Answer: A

Explanation:

To enforce compliance for Defender for Endpoint by using Conditional Access, you need to configure an Intune connection in the Defender for Endpoint portal.
This allows you to use Intune device compliance policies to evaluate the health and compliance status of devices that are enrolled in Defender for Endpoint. You
can then use Conditional Access policies to block or allow access to cloud apps based on the device compliance status. References:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/conditional-access

To prevent suspicious scripts from running on devices, you need to configure an attack surface reduction (ASR) rule in Intune. ASR rules are part of the endpoint
protection settings that you can apply to devices by using device configuration profiles. You can use the ASR rule “Block Office applications from creating child
processes” to prevent Office applications from launching child processes such as scripts or executables. References:
https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-protection-windows-10#attack-surface-reduction

NEW QUESTION 6

- (Exam Topic 4)

You have 100 Windows 10 devices enrolled in Microsoft Intune.

You need to configure the devices to retrieve Windows updates from the internet and from other computers on a local network.

Which Delivery Optimization setting should you configure, and which type of Intune object should you create? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Delivery Optimization setting: I?:m:.'.w;f.'u optimization type = |
Bandwidth optimization type
Download mode
VPN peér caching

Intune object: | A configuration profile ¥ l
Tl UL )

App configuration policies
Windows 10 and later quality updates

Windows 10 and later update nngs
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Delivery Optimization setting: B. Download mode Intune object: A configuration profile

To configure the devices to retrieve Windows updates from the internet and from other computers on a local network, you need to configure the Download mode
setting in a Delivery Optimization device configuration profile. This setting specifies how the devices use Delivery Optimization to download updates. You can
choose from several options, such as HTTP only, LAN only, or Group. For example, you can set the Download mode to Group and specify a group ID for the
devices to share updates among themselves and with other devices that have the same group ID. You can also set the Download mode to Internet to allow the
devices to download updates from Microsoft or other devices on the internet that use Delivery Optimization. References: https://docs.microsoft.com/en-
us/mem/intune/configuration/delivery-optimization-windows

NEW QUESTION 7

- (Exam Topic 4)

You have an on-premises Active Directory domain that syncs to Azure AD tenant.

The tenant contains computers that run Windows 10. The computers are hybrid Azure AD joined and enrolled in Microsoft Intune. The Microsoft Office settings on
the computers are configured by using an Group Policy Object (GPO).

You need to migrate the GPO to Intune.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

Assign the policy
_reate a comphiance policy @ @
&1 a scope 139 1o the policy @ @

mport an ADMX file

Create a configuration profile.
Configure the Admimstrative Templates settings
Assign the profile

A. Mastered

B. Not Mastered
Answer: A

Explanation:

| Assign the profile

reate a configuration profile |
Configure the Administrative Templates settings :
[ Assign the profile

NEW QUESTION 8

- (Exam Topic 4)

You have a Microsoft Intune subscription that is configured to use a PFX certificate connector to an on-premises Enterprise certification authority (CA).

You need to use Intune to configure autoenrollment for Android devices by using public key pair (PKCS) certificates.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.
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Actions Answer Area

Obtain the root certificate.

From the Microsoft Endpoint Manager admin center,

create a trusted certificate configuration profile.

From the Enterprise CA, configure certificate @

O

managers.

From the Microsoft Endpoint Manager admin center,

{nn:‘igure enrollment restrictions.

From the Microsoft Endpoint Manager admin center,

create a PKCS certificate configuration profile

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/certificates-pfx-configure

NEW QUESTION 9

- (Exam Topic 4)

You have a Windows 10 device named Device! that is joined to Active Directory and enrolled in Microsoft Intune.
Devicel is managed by using Group Policy and Intune.

You need to ensure that the Intune settings override the Group Policy settings. What should you configure?

A. a device configuration profile

B. a device compliance policy

C. an MDM Security Baseline profile
D. a Group Policy Object (GPO)

Answer: A

Explanation:

A device configuration profile is a collection of settings that can be applied to devices enrolled in Microsoft Intune. You can use device configuration profiles to
manage Windows 10 devices that are joined to Active Directory and enrolled in Intune. To ensure that the Intune settings override the Group Policy settings, you
need to enable the policy CSP setting called MDMWinsOverGP in the device configuration profile. This

setting will give precedence to the MDM policy over any conflicting Group Policy settings. References: [Us policy CSP settings to create custom device
configuration profiles]

NEW QUESTION 10

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains 100 iOS devices enrolled in Microsoft Intune. You need to deploy a custom line-of-business (LOB) app to
the devices by using Intune.

Which extension should you select for the app package file?

A. .intunemac
B. apk

C.jpa

D. .appx

Answer: C

Explanation:

iOS/iPadOS LOB apps: Select Line-of-business app as the app type, select the App package file, and then enter an iOS/iPadOS installation file with the extension
.ipa.

Reference:

https://docs.microsoft.com/en-us/mem/intune/apps/apps-add

NEW QUESTION 10

- (Exam Topic 4)

You have an Azure AD group named Groupl. Group! contains two Windows 10 Enterprise devices named Devicel and Device2. You create a device
configuration profile named Profilel. You assign Profile! to Groupl. You need to ensure that Profile! applies to Devicel only. What should you modify in Profile 17?

A. Assignments

B. Settings
C. Scope (Tags)
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D. Applicability Rules

Answer: D

Explanation:
To ensure that Profilel applies to Devicel only, you need to modify the Applicability Rules in Profilel. You can use applicability rules to filter which devices receive
a profile based on criteria such as device model, manufacturer, or operating system version. You can create an applicability rule that matches Devicel's
properties and excludes Device2's properties. References:
https://docs.microsoft.com/en-us/mem/intune/configuration/device-profile-assign#applicability-rules

NEW QUESTION 15
- (Exam Topic 4)
You have a Microsoft 365 subscription. All devices run Windows 10.

You need to prevent users from enrolling the devices in the Windows Insider Program.
What two configurations should you perform from the Microsoft Intune admin center? Each correct answer is a complete solution.
NOTE: Each correct selection is worth one point.

A. a device restrictions device configuration profile
B. an app configuration policy
C. a Windows 10 and later security baseline

D. a custom device configuration profile
E. a Windows 10 and later update ring

Answer: AE

NEW QUESTION 19
- (Exam Topic 4)
Your company uses Microsoft Defender for Endpoint Microsoft Defender for Endpoint includes the device groups shown in the following table.

Rank Name Members
1 Group1 Tag Equals demo And 05 In Windows 10
2 Group2 Tag Equals demo
3 Group3 Domain Equals adatum.com
- Group4 Domain Equals adatum.com And 05 In Windows 19
5 Group5 Hame starts with COMP
Last ;ﬁ;ﬁ;fm machines | Not applicabe

You onboard a computer to Microsoft Defender for Endpoint as shown in the following exhibit.

E computeri

[ Actions ~~ }

Domain: adatum.com
05: Windows10 64-bit (Build 17134)

Machine IP addresses »

What is the effect of the Microsoft Defender for Endpoint configuration? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Computer1 will be a member of:

If you add the tag demo to Computer1,
Computer1 will be a member of:

A. Mastered

B. Not Mastered

Answer: A

Passing Certification Exams Made Easy

Group3 only

Group4 only

Grou5 only

Group3, Group4, and Group5 only

Group1 only

Group2 only

Group1 and Group2 only

Group1, Group2, Group3, Group4, and Group5
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Explanation:
Answer Area

Computer1 will be a member of ] v
Group3 only
Group4 only
Grou5 only
Group3, Group4, and Group5 only

If you add the tag demo to Computer1, | v

Computer1 will be a member of. Group1 only
Group2 only
Group1 and Group2 only
Group1, Group2, Group3, Group4, and Group5

NEW QUESTION 21
- (Exam Topic 4)
You have a Microsoft 365 ES subscription that uses Microsoft Intune. Devices are enrolled in Intune as shown in the following table.

Name | Platform Enrolled by using
Devicel [0S | Apple Automated Device Enroliment (ADE] |
Device2 | iPadOS Apple Automated Device Enrolilment (ADE)
Device3 | iPadO5S The Company Portal app

The devices are the members of groups as shown in the following table.

Name Members

Group1 | Devicel, Deviced, Device3

Group? Device?

You create an JOS/iPadOS update profile as shown in the following exhibit.

Create profile

G Q paale § v CETTIMG S a . Imén? o Review « create

UMMy

Basics

Upaate policy settings

SLa day ST Blrree End clay E ] L

Assignments

inChuded groups

La I Copy I'.Pc|l|_|F| F..'ilrl'!h-ll-ll,

Excluded groups

|'r'|.|jp :.r||1]|_1 r|Tl|r| Fraei 4

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 22
- (Exam Topic 4)

Statements

If an 105 update becomes available on Tuesday at 5 AM, the update is installed on Devicel
sutomatically on Wednesday.

If an iPadC5 update becomes available on Thursday at 2 AM. the update is installed on
Device? automatically on Thursday

If an iPad0S update becomes avallable on Friday at 10 PM. the update is installed on
Deviced automatically on Sunday.

Statements

If an i0S update becomes available on Tuesday at 5 AM, the update is installed on Device?
automatically on Wednesday,

If an iPad05 update becomes avatlable on Thursday at 2 AM, the update is instalied on
Deviced automatically on Thursday.

If an iPad()S update becomes available on Friday at 10 PM, the update is installed on
Deviced automatically on Sunday.

No

You have a Microsoft 365 E5 subscription that contains the devices shown in the following table. All devices have Microsoft Edge installed.

From the Microsoft Intune admin center, you create a Microsoft You need to apply Edgel to all the supported devices.

To which devices should you apply Edgel?

A. Devicel only

B. Devicel and Device2 only

C. Devicel, Device2, and Device3 only

D. Devicel, Device2, and Device4 only

E. Devicel, Device2, Device3, and Device4

Answer: E

NEW QUESTION 27
- (Exam Topic 4)
You have an Azure AD tenant named contoso.com that contains the devices shown in the following table.

1 8
[N

The tenant contains the Azure AD groups shown in the following table.

S R E Y e R e TErEr ¥ ET VD

> iﬂ::mt:;n T

iy Ili-nu-'-uult T TNETEET

You add an Autopilot deployment profile as shown in the foIIowmg exh|b|t
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 31

- (Exam Topic 4)

You have following types of devices enrolled in Microsoft Intune:

* Windows 10

* Android

*i0S

For which types of devices can you create VPN profiles in Microsoft Intune admin center?

A. Windows 10 only

B. Windows 10 and Android only
C. Windows 10 and iOS only

D. Android and iOS only

E. Windows 10, Android, and iOS

Answer: E

NEW QUESTION 32

- (Exam Topic 4)

You are creating a device configuration profile in Microsoft Intu You need to configure specific OMA-URI settings in the profile. Which profile type template should
you use?

A. Device restrictions (Windows 10 Team)
B. Identity protection

C. Custom

D. Device restrictions

Answer: C

NEW QUESTION 34

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains two users named Userl and User2. You need to ensure that the users can perform the following tasks:

» Userl must be able to create groups and manage users.

» User2 must be able to reset passwords for no administrative users. The solution must use the principle of least privilege.

Which role should you assign to each user? To answer, drag the appropriate roles to the correct users. Each role may be used once, more than once, or not at all.
You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Roles Answer Area

' Global Administrator

| Helpdesk Administrator S S =
User1: | Role

Securnty Administrator
:: User2: | Role

| User Administrator

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Microsoft 365 or Office 365 subscription comes with a set of admin roles that you can assign to users in your organization using the Microsoft 365 admin center.
Each admin role maps to common business functions and gives people in your organization permissions to do specific tasks in the admin centers1.

To ensure that Userl can create groups and manage users, you should assign the User Administrator role to Userl. This role allows Userl to create and manage
all aspects of users and groups, including resetting passwords for non-administrative users1.

To ensure that User2 can reset passwords for non-administrative users, you should assign the Helpdesk Administrator role to User2. This role allows User2 to
reset passwords, manage service requests, and monito service health for non-administrative usersl.

NEW QUESTION 39

- (Exam Topic 4)

You have 200 computers that run Windows 10. The computers are joined to Microsoft Azure Active Directory (Azure AD) and enrolled in Microsoft Intune.
You need to configure an Intune device configuration profile to meet the following requirements:

> Prevent Microsoft Office applications from launching child processes.

> Block users from transferring files over FTP.
Which two settings should you configure in Endpoint protection? To answer, select the appropriate settings in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area
Create Profile Endpoint protection
Windows 10 and later
“Mania Select a category to configure settings
Windows Defender Application Gu... %
MD101 11 settings available il
Windows Defender Firewall =
"
40 settings available =
Description Windows Defender SmartScreen =
2 settings available —
Enter a description - -
Windows Encryption .
37 settings available
Windows Defender Exploit Guard %
*Platform 20 settings available -

Windows Defender Application Co...

Windows 10 and later o 2 settings available ~

Windows Defender Application Gua... =
“Profile type 1 setting available =
Windows Defender Security Center i
Endpoint protection s 14 settings available =
Local device security options i
46 settings available
Settings -
> Xbox services ~
Configure 5 settings available 3
Scope (Tags) f.
0 scope(s) selected - “
A. Mastered
B. Not Mastered
Answer: A
Explanation:
A screenshot of a computer Description automatically generated
References:

https://docs.microsoft.com/en-us/intune/endpoint-protection-windows-10

NEW QUESTION 43

- (Exam Topic 4)

Your network contains an Active Directory domain. The domain contains a user named Adminl. All computers run Windows 10.
You enable Windows PowerShell remoting on the computers.

You need to ensure that Adminl can establish remote PowerShell connections to the computers. The solution must use the principle of least privilege.
To which group should you add Admin1?

A. Access Control Assistance Operators
B. Remote Desktop Users

C. Power Users

D. Remote Management Users

Answer: B

NEW QUESTION 47

- (Exam Topic 4)

You have a Microsoft Deployment Toolkit (MDT) solution that is used to manage Windows 11 deployment tasks.
MDT contains the operating system images shown in the following table.

Name Description
Image1.wim Custom-built Windows 10 image that has
preinstalled custom apps
Image2.wim Custom-built Windows 10 image without apps
Install.wim Default Windows 10 image

You need to perform a Windows 11 in-place upgrade on several computers that run Windows 10. From the Deployment Workbench, you open the New Task
Sequence Wizard.

You need to identify which task sequence template and which operating system image to use for the task sequence. The solution must minimize administrative
effort.

What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area

Task sequence template:
Standard Chient Task Sequence
Standard Client Replace Task Sequence

Standard Client Upgrade Task Sequence

Operating system image:

Image1.wim
Image2.wim
Install.wim

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Standard Client Upgrade Task Sequence

Use Template: Standard Client Upgrade Task Sequence

In-place upgrade is the preferred method to use when migrating from Windows 10 to a later release of Windows 10, and is also a preferred method for upgrading
from Windows 7 or 8.1 if you do not plan to significantly change the device's configuration or applications. MDT includes an in-place upgrade task sequence
template that makes the process really simple.

Box 2: Install.wim

In-place upgrade differs from computer refresh in that you cannot use a custom image to perform the in-place upgrade. |

Reference:

https://docs.microsoft.com/en-us/windows/deployment/deploy-windows-mdt/upgrade-to-windows-10-with-the

NEW QUESTION 49
- (Exam Topic 4)
You have a Microsoft 365 subscription that contains the devices shown in the following table.

Name Type
Device Windows 10
Deviceld 108

Et L'T'-E'.-!CE: Android Entgrpr;g_f

You need to ensure that only devices running trusted firmware or operating system build can access network resources.

Which compliance policy setting should you configure for each device? To answer, drag the appropriate settings to the correct devices. Each setting may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Settings Answer Area
Rguune Bitlowtlees Device!
Prevent jadbroken dences from having corporate access
Dewcel
Friwient ro0Ted dévices Trom haning corporate acess
Deviced:
Requine Secure Boot to be enabled on the device
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Settings Angwer Area
| Raguire Bitlocker Owice- | Risgiras Bt ocker |
| Prevent jalicoken divtes iom having corporate actess I |‘ Il e
L R S S S W e Frevend abicken déves om having coiporate adtess I
_____ - a - - = l______________________]
| Prevent tocted devices fom MRtpReRe - | e el e e e P
_________________ : ' Denced | Prevent rooted devices om having comporate acoess
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NEW QUESTION 51

- (Exam Topic 4)

Your network contains an Active Directory domain. The domain contains a computer named Computerl that runs Windows 8.1.
Computerl has apps that are compatible with Windows 10.

You need to perform a Windows 10 in-place upgrade on Computerl.

Solution: You copy the Windows 10 installation media to a network share. You start Computerl from Windows PE (WIinPE), and then you run setup.exe from the

network share.
Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 56

- (Exam Topic 4)

You have a Microsoft Intune deployment that contains the resources shown in the following table.

Name | Type | Platform

" 3, ] T i 4 . §
e | e dgy o ¥ W CFEMEMTC LT E

You create a policy set named Setl and add Complyl to Setl. Which additional resources can you add to Set1?

A. Confl only

B. Comply2 only

C. Comply2 and Confl only

D. CAl. Confl. and Office 1 only

E. Comply2. CA1l, Confl. and Officel

Answer: B

NEW QUESTION 61
- (Exam Topic 3)
You need to prepare for the deployment of the Phoenix office computers. What should you do first?

A. Generalize the computers and configure the Mobility (MDM and MAM) settings from the Azure Active Directory admin center.

B. Extract the hardware ID information of each computer to a CSV file and upload the file from the Microsoft Intune blade in the Azure portal.

C. Extract the hardware ID information of each computer to an XML file and upload the file from the Devices settings in Microsoft Store for Business.
D. Extract the serial number information of each computer to a CSV file and upload the file from the Microsoft Intune blade in the Azure portal.

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows/deployment/windows-autopilot/existing-devices

NEW QUESTION 63

- (Exam Topic 3)

You need a new conditional access policy that has an assignment for Office 365 Exchange Online. You need to configure the policy to meet the technical
requirements for Group4.

Which two settings should you configure in the policy? To answer, select the appropriate settings in the answer area.

NOTE: Each correct selection is worth one point.
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New » Conditions 1 X Device state (preview) I
o 0 Into 'ﬂ' Info
PolicyA Configure @

| M Frch ﬂ

Not configured
Assignments

A > Device platforms @ y Include | Exclude

0 users and groups selected 5
= oo Mot configured

Select the device state condition used to exclude

ot 0 o dewices from policy.
1 app included itions @ b
Londiticns @ % Mot configured I | Device Hybnd Azure AD joined @
ﬂ C'U'I'Idltmﬁ‘i ‘S'Eiettﬂd ‘ B : : ﬂ |: Device marked a :':':“I‘ lkant a

Access controls Not configured
. u .::'
Block Device state (priview] >
I e Mot configured
- >

0 controls selected

A. Mastered
B. Not Mastered

Answer: A

Explanation:

The policy needs to be applied to Group4 so we need to configure Users and Groups. The Access controls are set to Block access
A screenshot of a computer Description automatically generated

We therefore need to exclude compliant devices. From the scenario:

> Ensure that the users in a group named Group4 can only access Microsoft Exchange Online from devices that are enrolled in Intune.

Note: When a device enrolls in Intune, the device information is updated in Azure AD to include the device compliance status. This compliance status is used by
conditional access policies to block or allow access to e-mail and other organization resources.

References:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview https://docs.microsoft.com/en-us/azure/active-directory/conditional-
access/conditions https://docs.microsoft.com/en-us/intune/device-compliance-get-started

NEW QUESTION 66
- (Exam Topic 3)
To which devices do Policyl and Policy2 apply? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Policy1: 1\/
Device1 only

Device2 only

Device3 only

Deviced only

Device2 and Device3 only

Devicel and Device3 only

Devicel, Device2, and Device 3

Policy2:

Device1 only

Device2 only

Device3 only

Device4 only

Device2 and Device3 only
Device1 and Device3 only
Device1l, Device2, and Device 3

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/intune/device-profile-assign
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NEW QUESTION 68

- (Exam Topic 3)

What is the maximum number of devices that Userl and User2 can enroll in Intune? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

User1 can enroll a maximum of:

5 devices

10 devices

15 devices

1,000 devices

An unlimited number of devices

User2 can enroll a maximum of: N/
' 5 devices
' 10 devices
15 devices
' 1,000 devices
- An unlimited number of devices

A. Mastered
B. Not Mastered

Answer: A
Explanation:
User1 can enroll a maximum of: WV
Sdevices
10 devices
15 devices
1,000 devices
An unlimited number of devices
User2 can enroll a maximum of: NS
5 devices
10 devices
' 15 devices |

1,000 devices
An unlimited number of devices

NEW QUESTION 72
- (Exam Topic 3)
You need to meet the technical requirements for the IT department. What should you do first?

A. From the Azure Active Directory blade in the Azure portal, enable Seamless single sign-on.

B. From the Configuration Manager console, add an Intune subscription.

C. From the Azure Active Directory blade in the Azure portal, configure the Mobility (MDM and MAM) settings.
D. From the Microsoft Intune blade in the Azure portal, configure the Windows enrollment settings.

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/sccm/comanage/tutorial-co-manage-clients

NEW QUESTION 77

- (Exam Topic 2)

You need to meet the OOBE requirements for Windows AutoPilot.

Which two settings should you configure from the Azure Active Directory blade? To answer, select the appropriate settings in the answer area.
NOTE: Each correct selection is worth one point.
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o Overview

Getting started

Manage

Users

Groups

Organizational relationships
Roles and administrators
Enterprise applications

Devices

App registrations

App registrations (Preview)

Application proxy

Licenses
Azure AD Connect

Custom domain names
Mobility (MDM and MAM)
Password reset

Ccrmpal_ly branding

User settings

Properties

Notifications settings

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Reference:
https://blogs.msdn.microsoft.com/sgern/2018/10/11/intune-intune-and-autopilot-part-3-preparing-your-environm
https://blogs.msdn.microsoft.com/sgern/2018/11/27/intune-intune-and-autopilot-part-4-enroll-your-first-device/

NEW QUESTION 79
- (Exam Topic 2)
What should you use to meet the technical requirements for Azure DevOps?

A. An app protection policy

B. Windows Information Protection (WIP)
C. Conditional access

D. A device configuration profile

Answer: C

Explanation:
References:
https://docs.microsoft.com/en-us/azure/devops/organizations/accounts/manage-conditional-access? view=azure-devops

NEW QUESTION 82
- (Exam Topic 2)
You need to resolve the performance issues in the Los Angeles office.

How should you configure the update settings? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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Answer Area

Change Delivery Optimization
download mode to:

Update Active Hours Start to:

Update Active Hours End to:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

N

Bypass mode
HTTP blended with internet peering

HTTP blended with peering behind same NAT
Simple download mode with no peering

10AM
11 AM
10PM
11 PM

10 AM
11 AM
10PM
1T PM

A screenshot of a computer Description automatically generated with low confidence

Reference:

https://docs.microsoft.com/en-us/windows/deployment/update/waas-delivery-optimization https://2pintsoftware.com/delivery-optimization-dI-mode/

NEW QUESTION 86
- (Exam Topic 2)

You need to meet the device management requirements for the developers. What should you implement?

A. folder redirection

B. Enterprise State Roaming

C. home folders

D. known folder redirection in Microsoft OneDrive

Answer: B

Explanation:

Litware identifies the following device management requirements:

> Ensure that Microsoft Edge Favorites are accessible from all computers to which the developers sign in. Enterprise State Roaming allows for the
synchronization of Microsoft Edge browser setting, including

favorites and reading list, across devices.
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/devices/enterprise-state-roaming-windows-settings-refer

NEW QUESTION 91
- (Exam Topic 1)
Userl and User2 plan to use Sync your settings.

On which devices can the users use Sync your settings? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

Passing Certification Exams Made Easy

Uses]

NO devices

Deviced and DeviceS only
Devicel, Deviced and Devace3 only
Dewvicel, Dewiced, Dewced, Dewced. and Dewced

Mo devices

Deviced and DewiceS only
Device, Device2 and Device3 only
_L'lh-ct' 1, Deviceld Device3. Deviced, and Deviced
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated
Reference:
https://www.jeffgilb.com/managing-local-administrators-with-azure-ad-and-intune/

NEW QUESTION 94

- (Exam Topic 1)

You implement Boundaryl based on the planned changes.

Which devices have a network boundary of 192.168.1.0/24 applied?

A. Device2 only

B. Device3 only

C. Device 1. Device2. and Device5 only

D. Device 1, Device2, Device3, and Device4 only

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/configuration/network-boundary-windows

NEW QUESTION 98
- (Exam Topic 1)
Which users can purchase and assign Appl?

A. User3 only

B. Userl and User3 only

C. Userl, User2, User3, and User4
D. Userl, User3, and User4 only
E. User3 and User4 only

Answer: B

Explanation:

Reference:

https://docs.microsoft.com/en-us/microsoft-store/acquire-apps-microsoft-store-for-business https://docs.microsoft.com/en-us/microsoft-store/assign-apps-to-
employees

NEW QUESTION 102

- (Exam Topic 1)

You need to ensure that computer objects can be created as part of the Windows Autopilot deployment. The solution must meet the technical requirements.
To what should you grant the right to create the computer objects?

A. Server2
B. Serverl
C. GroupA
D. DC1

Answer: C

Explanation:
Reference:
https://blog.matrixpost.net/set-up-windows-autopilot-production-environment-part-2/

NEW QUESTION 106

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains 100 iOS devices enrolled in Microsoft Intune. You need to ensure that notifications of iOS updates are
deferred for 30 days after the updates are released. What should you create?

A. a device configuration profile based on the Device features template

B. a device configuration profile based on the Device restrictions template
C. an update policy for iOS/iPadOS

D. an iOS app provisioning profile

Answer: C

Explanation:

Manage i0S/iPadOS software update policies in Intune, delay visibility of software updates.

When you use update policies for iOS, you might have need to delay visibility of an iOS software update. Reasons to delay visibility include:
Prevent users from updating the OS manually

To deploy an older update while preventing users from installing a more recent one

To delay visibility, deploy a device restriction template that configures the following settings: Defer software updates = Yes

This doesn't affect any scheduled updates. It represents days before software updates are visible to end users after release.
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Delay default visibility of software updates = 1 to 90 90 days is the maximum delay that Apple supports.
Reference: https://docs.microsoft.com/en-us/mem/intune/protect/software-updates-ios

NEW QUESTION 109

- (Exam Topic 4)

You have computer that run Windows 10 and connect to an Azure Log Analytics workspace. The workspace is configured to collect all available events from
Windows event logs. The computers have the logged events shown in the following table.

1 Application | Success Computen!||
2 System Information Computer?
3 Security Audit Success Computer2!|
B System Error Computer?|

Which events are collected in the Log Analytics workspace?

A. 1 only
B. 2 and 3 only
C.land 3 only
D.1,2,and 4 on
E.1,2,3, and4

Answer: E

Explanation:
All events from Windows event logs are collected in the Log Analytics workspace, regardless of the event level or source. Therefore, events 1, 2, 3, and 4 are all
collected in the workspace. References: https://docs.microsoft.com/en-us/azure/azure-monitor/agents/data-sources-windows-events

NEW QUESTION 113

- (Exam Topic 4)

You have an Azure AD tenant that contains the devices shown in the following table. You purchase Windows 11 Enterprise E5 licenses.
Which devices can use Subscription Activation to upgrade to Windows 11 Enterprise?

A. Devicel only

B. Devicel and Device2 only

C. Devicel and Device3 only

D. Devicel, Device2, Device3, and Device4

Answer: B

NEW QUESTION 118

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a user named User! and a web app named Appl. Appl must only accept modern authentication requests.
You plan to create a Conditional Access policy named CAPolicyl that will have the following settings:

» Assignments

° Users or workload identities: Userl

° Cloud apps or actions: Appl

» Access controls

° Grant: Block access

You need to block only legacy authentication requests to Appl. Which condition should you add to CAPolicy1?

A. Filter for devices
B. Device platforms
C. User risk

D. Sign-in risk

E. Client apps

Answer: E

Explanation:

you can use the client apps condition to block legacy authentication requests to Appl1l. Legacy authentication is a term that refers to authentication protocols that
do not support modern authentication features such as multi-factor authentication or conditional access2. Examples of legacy authentication protocols include
Basic Authentication, Digest Authentication, NTLM, and Kerberos2. To block legacy authentication requests, you need to configure the client apps condition to
include Other clients, which covers any client that uses legacy authentication protocols13. References: 1: Conditional Access: Block legacy authentication |
Microsoft Learn https://learn.microsoft.com/en-us/mem/identity-protection/conditional-access/block-legacy-authentication 2:

What is legacy authentication? | Microsoft Learn

https://learn.microsoft.com/en-us/mem/identity-protection/conditional-access/legacy-authentication 3: Client apps condition in Azure Active Directory Conditional
Access | Microsoft Learn https://learn.microsoft.com/en-us/mem/identity-protection/conditional-access/client-apps-condition

NEW QUESTION 123

- (Exam Topic 4)

You have a Microsoft 365 tenant that uses Microsoft Intune.

You use the Company Portal app to access and install published apps to enrolled devices. From the Microsoft Intune admin center, you add a Microsoft Store app.
Which two App information types are visible in the Company Portal? NOTE: Each correct selection is worth one point.

A. Privacy URL

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\l;/ Exam Recommend!! Get the Full MD-102 dumps in VCE and PDF From SurePassExam
L' Sure PHSS https://lwww.surepassexam.com/MD-102-exam-dumps.html (98 New Questions)

B. Information URL
C. Developer
D. Owner

Answer: AC

NEW QUESTION 126

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You have 10 computers that run Windows 10 and are enrolled in mobile device management (MDM). You need to deploy the Microsoft 36S Apps for enterprise
suite to all the computers.

What should you do?

A. From the Microsoft Intune admin center, create a Windows 10 device profile.
B. From Azure AD, add an app registration.

C. From Azure A

D. add an enterprise application.

E. From the Microsoft Intune admin center, add an app.

Answer: D

Explanation:

To deploy Microsoft 365 Apps for enterprise to Windows 10 devices that are enrolled in Intune, you need to add an app of type “Windows 10 app (Win32)” in the
Microsoft Intune admin center and configure the app settings. You can then assign the app to groups of users or devices. References:
https://docs.microsoft.com/en-us/mem/intune/apps/apps-win32-app-management

NEW QUESTION 127

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Intune Suite. You use Microsoft Intune to manage devices.

You need to configure an update ring that meets the following requirements:

* Fixes and improvements to existing Windows functionality can be deferred for 14 days but will install automatically seven days after that date.

* The installation of new Windows features can be deferred for 90 days but will install automatically 10 days after that date.

» Devices must restart automatically three days after an update is installed.

How should you configure the update ring? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
Answer Area

Quality update deferral period (days { -

_—
i 1

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area
Feature update deferral period (days o -
3
10
Quality update deferral period (days 14 -
3
i)
E
?" -
3
14
1
Grace penod

NEW QUESTION 129

- (Exam Topic 4)

You have a Microsoft 365 tenant and an internal certification authority (CA).

You need to use Microsoft Intune to deploy the root CA certificate to managed devices.

Which type of Intune policy and profile should you use? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Policy type: v

App configuration policy
App protection policy
Compliance policy
Configuration profile

Profile: v

Imported public key pair (PKCS) certificate

Public key pair (PKCS) certificate

Simple Certificate Enroliment Protocol (SCEP) certificate
Trusted certificate

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: Configuration profile Create a trusted certificate profile. Box 2: Trusted certificate
When using Intune to provision devices with certificates to access your corporate resources and network, use a trusted certificate profile to deploy the trusted root

certificate to those devices. Trusted root certificates establish a trust from the device to your root or intermediate (issuing) CA from which the other certificates are
issued.

Reference: https://docs.microsoft.com/en-us/mem/intune/protect/certificates-trusted-root

NEW QUESTION 134
- (Exam Topic 4)
You have two computers that run Windows 10. The computers are enrolled in Microsoft Intune as shown in the following table.
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Name | Member of
Compuleri Group
Compuler? Groupi. Group?

Windows 10 update rings are defined in Intune as shown in the following table.

Name | Quality deferral (days) | Assigned
Ring1 3 Yes
| Ring? 10 Yes

You assign the update rings as shown in the following table.

Name Include Exclude
Ring1 Group1 [Group?
| Ring? Group? | Group1

What is the effect of the configurations on Computerl and Computer2? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Quality deferral on Computer1

v

3 days

[ days
10 days
13 days
No effect

Quality deferral on Computer2

A. Mastered
B. Not Mastered

Answer: A

Explanation:

A screenshot of a computer Description automatically generated
Computerl and Computer2 are members of Groupl. Ringl is applied to Groupl.
Note: The term "Exclude” is misleading. It means that the ring is not applied to that group, rather than that group being blocked.

References:

3 days

7 days
10 days
13 days
No effect

https://docs.microsoft.com/en-us/windows/deployment/update/waas-wufb-intune https://allthingscloud.blog/configure-windows-update-business-using-microsoft-

intune/

NEW QUESTION 139
- (Exam Topic 4)

You are replacing 100 company-owned Windows devices.
You need to use the Microsoft Deployment Toolkit (MDT) to securely wipe and decommission the devices. The solution must meet the following requirements:

» Back up the user state.

* Minimize administrative effort.
Which task sequence template should you use?

A. Standard Client Task Sequence
B. Standard Client Replace Task Sequence
C. Litetouch OEM Task Sequence

D. Sysprep and Capture

Answer: B

NEW QUESTION 140
- (Exam Topic 4)

You have devices enrolled in Microsoft Intune as shown in the following table.

L

L]

A =l
L

Encryption | Secure Boot

Member of ‘

N_amr.- [ Platform
|
|

AT Tnn

b e e

Intune includes the device compliance policies shown in the following table.
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Name | Platform Encryption | Secure Boot

Nindow ] = Not i o

The device compliance policies have the assignments shown in the following table.

 Name | '_Assig-ned to

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes N~
Devicel 1s marked as compliant
eviceZ 15 marked as compliant

pevices i1s marked as comphiant
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Devicel is marked as compliant = No Device2 is marked as compliant = Yes Device3 is marked as comp
=No

> Devicel is marked as noncompliant because it does not meet the minimum OS version requirement of Policyl, which is 11.0.0. Devicel has an OS version of
10.0.0, which is lower than the required versionl.

> Device2 is marked as compliant because it meets all the requirements of Policy2, which are: minimum OS version of 10.0.0, password required, and encryption
enabled. Device2 has an OS version of 11.0.0, a password set, and encryption enabled1l.

> Device3 is marked as noncompliant because it does not meet the encryption requirement of Policy3, which is enabled. Device3 has encryption disabledl.

NEW QUESTION 141

- (Exam Topic 4)

You have the Microsoft Deployment Toolkit (MDT) installed. You install and customize Windows 11 on a reference computer
You need to capture an image of the reference computer and ensure that the image can be deployed to multiple computers.
Which command should you run before you capture the image?

A. dism

B. wpeinit
C. sysprep
D. bcdedit

Answer: C

Explanation:

To capture an image of a reference computer and make it ready for deployment to multiple computers, you need to run the sysprep command with the /generalize
option. This option removes all unique system information from the Windows installation, such as the computer name, security identifier (SID), and driver cache.
The other commands are not used for this purpose. References: Sysprep (Generalize) a Windows installation

NEW QUESTION 143

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You have devices enrolled in Microsoft Intune.

You assign a conditional access policy named Policyl to a group named Groupl. Policy! restricts devices marked as noncompliant from accessing Microsoft
OnebDrive for Business.

You need to identify which noncompliant devices attempt to access OneDrive for Business. What should you do?

A. From the Microsoft Entra admin center, review the Conditional Access Insights and Reporting workbook.
B. From the Microsoft Intune admin center, review Device compliance report.
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C. From the Microsoft Intune admin center, review the Noncompliant devices report.
D. From the Microsoft Intune admin center, review the Setting compliance report.

Answer: C

NEW QUESTION 145

- (Exam Topic 4)

You have an Azure AD tenant named contoso.com.

You plan to use Windows Autopilot to configure the Windows 10 devices shown in the following table.

Name | Memory | TPM

Which devices can be configured by using Windows Autopilot self-deploying mode?

A. Device2 only

B. Device3 only

C. Device2 and Devnce3 only

D. Device 1, Device2, and Device3

Answer: C

Explanation:

Windows Autopilot self-deploying mode requires devices that have a firmware-embedded activation key for Windows 10 Pro or Windows 11 Pro. This feature
allows devices to automatically activate Windows Enterprise edition using the subscription license assigned to the user. Devicel does not have a
firmware-embedded activation key, so it cannot use self-deploying mode. Device2 and Device3 have firmware-embedded activation keys for Windows 10 Pro, so
they can use self-deploying

mode. References: Windows Autopilot self-deploying mode (Public Preview), Deploy Windows Enterpris licenses

NEW QUESTION 149

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Intune Suite. You use Microsoft Intune to deploy and manage Windows devices.

You have 100 devices from users that left your company.

You need to repurpose the devices for new users by removing all the data and applications installed by the previous users. The solution must minimize
administrative effort.

What should you do?

A. Deploy a new configuration profile to the devices.

B. Perform a Windows Autopilot reset on the devices.

C. Perform an in-place upgrade on the devices.

D. Perform a clean installation of Windows 11 on the devices.

Answer: B

NEW QUESTION 150

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a group named Groupl.

You create a Conditional Access policy named CAPolicyl and assign CAPolicyl to Groupl.

You need to configure CAPolicyl to require the members of Groupl to reauthenticate every eight hours when they connect to Microsoft Exchange Online.
What should you configure?

A. Session access controls

B. an assignment that uses a User risk condition
C. an assignment that uses a Sign-in risk condition
D. Grant access controls

Answer: A

Explanation:

User sign-in frequency

Sign-in frequency defines the time period before a user is asked to sign in again when attempting to access a resource.
The Azure Active Directory (Azure AD) default configuration for user sign-in frequency is a rolling window of 90 days.
Sign-in frequency control

> Sign in to the Azure portal as a global administrator, security administrator, or Conditional Access administrator.

> Browse to Azure Active Directory > Security > Conditional Access.

> Select New policy.

> Give your policy a name. We recommend that organizations create a meaningful standard for the names of their policies.
> Choose all required conditions for customer’s environment, including the target cloud apps.

> Under Access controls > Session.
Select Sign-in frequency.
Choose Periodic reauthentication and enter a value of hours or days or select Every time.

> Save your policy. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-access-session-life
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NEW QUESTION 154

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Intune Suite.

You use Microsoft Intune to manage devices.

You need to ensure that the startup performance of managed Windows 11 devices is captured and available for review in the Intune admin center.
What should you configure?

A. the Azure Monitor agent

B. a device compliance policy

C. a Conditional Access policy

D. an Intune data collection policy

Answer: D

NEW QUESTION 155

- (Exam Topic 4)

You have an Azure AD tenant and 100 Windows 10 devices that are Azure AD joined and managed by using Microsoft Intune.

You need to configure Microsoft Defender Firewall and Microsoft Defender Antivirus on the devices. The solution must minimize administrative effort.
Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. To configure Microsoft Defender Antivirus, create a Group Policy Object (GPO) and configure the Windows Defender Antivirus settings.

B. To configure Microsoft Defender Firewall, create a device configuration profile and configure the Device restrictions settings.

C. To configure Microsoft Defender Antivirus, create a device configuration profile and configure the Endpoint protection settings.

D. To configure Microsoft Defender Antivirus, create a device configuration profile and configure the Device restrictions settings.

E. To configure Microsoft Defender Firewall, create a device configuration profile and configure the Endpoint protection settings.

F. To configure Microsoft Defender Firewall, create a Group Policy Object (GPO) and configure Windows Defender Firewall with Advanced Security.

Answer: CE

Explanation:

To configure Microsoft Defender Firewall and Microsoft Defender Antivirus on Azure AD joined devices that are managed by Intune, you need to create a device
configuration profile and configure the Endpoint protection settings. You can use this profile to configure various settings for firewall and antivirus protection on the
devices. References:

https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-protection-windows-10

NEW QUESTION 156

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Intune. You plan to manage Windows updates by using Intune.

You create an update ring for Windows 10 and later and configure the User experience settings for the ring as shown in the following exhibit.

User experence settings

i Ao

R Bl

Anin -L--'-:inn}

-Nange notification update lavel Use the default Windaws Update notfication: e

se deadline settings [ Allow )

L1 Yes:
Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.
Answer Area

itomatic restarts are blocked [answer choice] between 8 Abd and 5 PM w
bhefora 5] _,"h\.‘!
= ya y 0y T
Mand SPM
=] | !‘,
vill e forced on fevice lanswer choice] 2iter the deadhne {aye -
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Automatic restarts are blocked [answer choice]. Between 8 AM and 5 PM -
before 8 Ab '

o

between 8 AM and 5 PM

A restart will ze forced on a device lanswer choice] after the deadhne

NEW QUESTION 161

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains 1,000 iOS devices and includes Microsoft Intune. You need to prevent the printing of corporate data from
managed apps on the devices, should you configure?

A. an app configuration policy

B. a security baseline

C. an app protection policy

D. an iOS app provisioning profile

Answer: C

Explanation:

An app protection policy is a set of rules that controls how data is accessed and handled by managed apps on mobile devices. App protection policies can prevent
the printing of corporate data from managed apps on iOS devices by using the Restrict cut, copy, and paste with other apps setting. This setting can be configured
to block printing from the iOS share menu. An app configuration policy is used to customize the behavior of a managed app, such as specifying a VPN profile or a
web link. A security baseline is a collection of recommended security settings for Windows 10 devices that are managed by Intune. An iOS app provisioning profile
is a file that contains information about the app’s identity, entittements, and distribution method

NEW QUESTION 166

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Intune and contains 100 Windows 10 devices. You need to create Intune configuration profiles to
perform the following actions on the devices:

* Deploy a custom Start layout.

* Rename the local Administrator account.

Which profile type template should you use for each action? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth
one point.

Answer Area

Deploy a custom Start layout: Device restnction w
i Delivery optimization

Endpoint protection

identity protection

1e local Administrator account. | ldentity protection -
Delivery optimization
Device restnction
Endpoint protection
identity protection

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Deploy a custom Start layout: Device restriction v
| Delivery optimization

| Endpoint protection

| Identity protection

Rename the |ocal Administrator account:  Identity protection
Delivery optimization
Device restriction

Endpaint protection
] identity protection

NEW QUESTION 171

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Intune Suite. You use Microsoft Intune to manage devices.
Auto-enrollment in Intune is configured.

You have 100 Windows 11 devices in a workgroup.

You need to connect the devices to the corporate wireless network and enroll 100 new Windows devices in Intune.
What should you use?

A. a provisioning package

B. a Group Policy Object (GPO)

C. mobile device management (MDM) automatic enrollment
D. a device configuration policy

Answer: C

NEW QUESTION 175

- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the devices shown in the following table.
Name | Operating system | Azure AD status Mobile device
management (MDM)
Devicel | Windows 8.1 Registered None
Device2 | Windows 10 Joined None
Device3 | Windows 10 Joined Microsoft Intune

Contoso.com contains the Azure Active Directory groups shown in the following table.

Name Members
Group1 | Group2, Devicel, Device3
Group2 | Devicel2

You add a Windows Autopilot deployment profile. The profile is configured as shown in the following exhibit.

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full MD-102 dumps in VCE and PDF From SurePassExam
| |SurePass

https://lwww.surepassexam.com/MD-102-exam-dumps.html (98 New Questions)

Create profile

Windows PC

0 Basics e Out-of-box expenence (OOBE) o Assignments o Review + create

Summary

Basics

Name Profile1
Descniption o

Convert all targeted devices to Autopiiot Yes

Device type Windows PC

Out-of-box experience (OOBE)

Deployment mode Self-Deploying (preview)
Jon to Azure AD as Azure AD joined

Skip AD connectivity check (preview) No

Language (Region) Operating system default
Automatically configure keyboard Yes

Microsoft Software License Terms Hide

Privacy settings Hide

Hide change account options Hide

User account type Standard

Allow White Glove OOBE No

Apply device name template Mo

Assignments

Included groups Group1

Excluded groups --

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements

If Device1 starts in Out of Box Expenence (OOBE) mode, the device will be deployed by using
Autopilot.

If Device? starts in Out of Box Experience (OOBE) mode, the device will be deployed by using
Autopilot.

If Dewice3 starts in Out of Box Expenience (OOBE) mode, the device will be deployed by using

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Devicel has no Mobile device Management (MDM) configured.

Note: Devicel is running Windows 8.1, and is registered, but not joined. Devicel is in Groupl.
Profilel is assigned to Groupl. Box 2: No

Device2 has no Mobile device Management (MDM) configured. Note: Device?2 is running Windows 10, and is joined.

Device2 is in Group2. Group2 is in Groupl.
Profilel is assigned to Groupl. Box 3: Yes
Device3 has Mobile device Management (MDM) configured. Device3 is running Windows 10, and is joined
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Devicel is in Groupl.

Profilel is assigned to Groupl.

Mobile device management (MDM) enrollment: Once your Windows 10 device joins Azure AD, Autopilot ensures your device is automatically enrolled with MDMs
such as Microsoft Intune. This program can automatically push configurations, policies and settings to the device, and install Office 365 and other business apps
without you having to get IT admins to manually sort the device. Intune can also apply the latest updates from Windows Update for Business.

Reference: https://xo.xello.com.au/blog/windows-autopilot

NEW QUESTION 177

- (Exam Topic 4)

You have 100 computers that run Windows 10 and connect to an Azure Log Analytics workspace.

Which three types of data can you collect from the computers by using Log Analytics? Each correct answer a complete solution.
NOTE: Each correct selection is worth one point.

A. error events from the System log

B. failure events from the Security log

C. third-party application logs stored as text files
D. the list of processes and their execution times
E. the average processor utilization

Answer: ACE

Explanation:

You can collect error events from the System log, third-party application logs stored as text files, and the average processor utilization from the computers by using
Log Analytics. These are some of the types of data that you can collect by using data sources such as Windows event logs, custom logs, and performance
counters. You cannot collect failure events from the Security log or the list of processes and their execution times by using Log Analytics. References:
https://docs.microsoft.com/en-us/azure/azure-monitor/agents/data-sources-overview

NEW QUESTION 181

- (Exam Topic 4)

Your company implements Azure AD, Microsoft 365, Microsoft Intune, and Azure Information Protection. The company's security policy states the following:
* Personal devices do not need to be enrolled in Intune.

» Users must authenticate by using a PIN before they can access corporate email data.

« Users can use their personal iOS and Android devices to access corporate cloud services.

» Users must be prevented from copying corporate email data to a cloud storage service other than Microsoft OneDrive for Business.

You need to configure a solution to enforce the security policy. What should you create?

A. a device configuration profile from the Microsoft Intune admin center

B. a data loss prevention (DIP) policy from the Microsoft Purview compliance portal
C. an insider risk management policy from the Microsoft Purview compliance portal
D. an app protection policy from the Microsoft Intune admin center

Answer: B

NEW QUESTION 186

- (Exam Topic 4)

You have a Microsoft Deployment Toolkit (MDT) deployment share.

From the Deployment Workbench, you open the New Task Sequence Wizard and select the Standard Client Upgrade Task Sequence task sequence template.
You discover that there are no operating system images listed on the Select OS page as shown in the following exhibit.
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Mew Task Sequence Wizard

g’ Select OS5

General Ssftings
Select Template

The following operating sysiem images are available to be deployed with this task sequence. Select
the one to use.

Specify Product Key
05 Settings
Admin Passwand
Surnmary

Progress
Contimmation

Previovs | [ Ned ]| Cancel

You need to be able to select an operating system image to perform a Windows 11 in-place upgrade. What should you do?

A. Enable monitoring for the deployment share.
B. Import a full set of source files.

C. Import a custom image file.

D. Run the Update Deployment Share Wizard

Answer: D

NEW QUESTION 187
- (Exam Topic 4)

You have a Microsoft 365 ES subscription that uses Microsoft Intune. You have the apps shown in the following exhibit.

s22 Apps | All apps

earch (Ctris /) : {- Add () Refresh N Fiter | Export == Columns
N OveriN
o oy ame OF DUl el
B Al apps .
Mamea 1 Type
B Monitor
Appl Androed ing-0f-Dusiness app
By platform App2 05 ling-of-business app
BB Windows App3 05 line-of-business app
B 05/Pag0s Excel Android store app
' Mac5 Excel 05 store app
B Androd Man dH — ) A Gooale Play < -
vManaged Home Screen Managed Google Flay store app
Policy Microsoft Authanticator Managed Google Play store app
Onelnve Aandrod store app
B9 App protection policies el . b
[ Mirm BE etmra "
B App configuration policies i V3 store apg

Assigned
Yes
Yes
Mo
Yes

Tes

Use the drop-down menus to select the answer choice that completes each statement based upon the information presented in the graphic.

NOTE: kach correct selection is worth one point
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HJ 0 cate condiguration | e for [answer cholce] I05-supported aops -

1
2
3
4
5
Car At conf at lscvirs fou [answer choice] An - supporied apps -
1
2
3
4
5
A. Mastered
B. Not Mastered
Answer: A
Explanation:
0 can create configuration | e for [answer choice] i05-supported apps -
1
2
3
4 .
5
can Create conf lscsis foo [answer choice] A |- supporied apps -
1
2
3
4
5

NEW QUESTION 188
- (Exam Topic 4)
You have a Microsoft 365 tenant that contains the objects shown in the following table.

Name Type

-

-

In the Microsoft Intune admin center, you are creating a Microsoft 365 Apps app named Appl. To which objects can you assign Appl?

A. Group3 and Group4 only

B. Adminl, Group3, and Group4 only

C. Groupl, Group3, and Group4 only

D. Groupl, Group2, Group3, and Group4 only

E. Adminl, Groupl. Group2, Group3, andGroup4

Answer: C

Explanation:

In the Microsoft Intune admin center, you can assign apps to users or devices. Users can be assigned to apps by using user groups or individual user accounts.
Devices can be assigned to apps by using device groups. In this scenario, the objects shown in the table are as follows:

> Adminl is an individual user account that belongs to the Global administrators

> Groupl is a user group that contains 100 users.

> Group?2 is a device group that contains 50 devices.

> Group3 is a user group that contains 200 users.

> Group4 is a device group that contains 150 devices.

role group.

Since Appl is a Microsoft 365 Apps app, it can only be assigned to users, not devices. Therefore, Group2 and Group4 are not valid objects for app assignment.
Adminl is also not a valid object for app assignment, because individual user accounts can only be used for testing purposes, not for production deployment.
Therefore, the only valid objects for app assignment are Groupl and Group3, which are user groups.

NEW QUESTION 189
- (Exam Topic 4)
You have a Microsoft 365 subscription that uses Microsoft Intune Suite.

You use Microsoft Intune to manage devices. All devices are in the same time zone. You create an update rings policy and assign the policy to all Windows
devices.

On the November 1, you pause the update rings policy. All devices remain online.
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Without further modification to the policy, on which date will the devices next attempt to update?

A. December 1
B. December 6
C. November 15
D. November 22

Answer: C

NEW QUESTION 192

- (Exam Topic 4)

You have a Microsoft 365 subscription. The subscription contains computers that run Windows 11 and are enrolled in Microsoft Intune. You need to create a
compliance policy that meets the following requirements:

» Requires BitLocker Drive Encryption (BitLocker) on each device

* Requires a minimum operating system version

Which setting of the compliance policy should you configure for each requirement? To answer, drag the appropriate settings to the correct requirements. Each
setting may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point,

Settings Answer Area

Requares Bitlocker

Device Properbes
Requires 8 minimum operating system version:

Miceosott Defender for Endpomt

System Securty

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Settings Answer Area

Requires BitLocker, | System Secunty

L A - Y Requires 3 minimum operaling system wesion: | Device Properties |
F.iEraTmT: D_efe_m_ef T-ar_:tn-_liﬂgnt_ = -;
T I e e T
| Gystem Secunty ]

NEW QUESTION 196
- (Exam Topic 4)

Your network contains an on-premises Active Directory domain named contoso.com that syncs to Azure AD. A user named User! uses the domain-joined devices
shown in the following table.

Name | Operating system

L A= & * ‘l"f r.: § 4 ".'I"1 ] ";':.

L AT ensd e -
LeviLeE s YWINCOWS |I| =TI

i

In the Microsoft Entra admin center, you assign a Windows 11 Enterprise E5 license to Userl. You need to identify what will occur when Userl next signs in to the
devices.

What should you identify for each device? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
Answer Area

Devicel Will activate as Windows 11 Enterpnse -
Will actrvate as Windows 11 Enterprise

Will not upgrade to Windows 11 Enterprise

Will perform a clean installation of Windows 11 Enterprise

Will perform an in-place upgrade 1o Windows 11 Enterpnise

P e WA . . 4 » A Faim = 1 [ TaaTE] =
LEViCe s 1 Will not upgrade 10 Windows 11 Entérpnse -

Will actvate as Windows 11 Enterpnse

CMUENNS

Will perform a clean mnstallation of Windows 11 Enterprise

Will perform an in-place upgrade to Windows 11 Enterpnise

A. Mastered
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B. Not Mastered
Answer: A

Explanation:
Device 1:

> Will activate as Windows 11 Enterprise. According to Deploy Windows Enterprise licenses, Windo 11 Enterprise E5 license is a subscription license that can be
assigned to users who have a supported and licensed version of Windows 10 Pro or Windows 11 Pro. Device 1 has Windows 11 Pro, so it meets the requirement.
When User1 signs in to Device 1 with their Azure AD account, the device will automatically activate as Windows 11 Enterprise without changing the edition.

> Will not activate as Windows 11 Enterprise. According to Deploy Windows Enterprise licenses, Windows 11 Enterprise E5 license is a subscription license that
can be assigned to users who have a supported and licensed version of Windows 10 Pro or Windows 11 Pro. Device 2 has Windows 10 Home, so it does not meet
the requirement. When User1 signs in to Device 2 with their Azure AD account, the device will not activate as Windows 11 Enterprise by subscription.

NEW QUESTION 197

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You use Microsoft Intune Suite to manage devices.

You have the iOS app protection policy shown in the following exhibit.

Access requirements

PIN for access Require

L] p P o

d TyDe WLIMEC

Samy e Pl ;ﬁu;!{l'l'f
setect marmimum PIN length 6
Touch 1D instead of PIN for acce<s i€ Allow

™ ':-:_I- 4 3

vernde biometncs with PIN after Require
[ "-.'_..IT
Iimeout (minutes of tranty) 30

A i3 f PIN for acce Block
i W & I: -’ : \
£ l‘ 'L = 1!4‘ e iPta | ¥, ® .:..I r :\.D
Number of da D
-"-: k- " url oo *'I 1 RE‘GU-“}
Work or school a int credentials | Requure
SLCES
Recheck the Cess reguirements afte 30

W e []

Conditional launch

Setting Value Action

Max PiN attempts S Reset PIN

Offine grace penod 720 Block access (minules)
Offhine grace pencd Q0 Wipe data (days)
Jaslbroken/rooted dewces BlOCK alCess

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic. NOTE: Each correct
selection is worth one point,
Answer Area

Afer 30 minutes of inactivity, 2 user will be promgted for thew [answer choloe]. | P oy o |
ACOUNT crecentials only S

PIM and account cradentials

Entering the wiong PIN five tmes will [answer chodce]. | block sccess e

regat the app PIN
reget the device PIN
wipe company data

A. Mastered
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B. Not Mastered
Answer: A

Explanation:

Box 1 = PIN only

Box 2 = reset the PIN app

iOS/iPadOS app protection policy settings - Microsoft Intune | Microsoft Learn https://learn.microsoft.com/en-us/mem/intune/apps/app-protection-policy-settings-ios

NEW QUESTION 199
- (Exam Topic 4)
You have an Azure Active Directory Premium Plan 2 subscription that contains the users shown in the following table.

Name | Member of Assigned license
User1 | Group1 Enterprise Mobility + Security ES
User2 | Group?2 Enterprise Mobility + Security ES

You purchase the devices shown in the following table.
Name Type

Devicel | Windows 10

DeviceZ | Android

You configure automatic mobile device management (MDM) and mobile application management (MAM) enrollment by using the following settings:

> MDM user scope: Groupl

> MAM user scope: Group2
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes No

f User1 registers Devicel in contoso.com, Devicel is enrolled automat
Intune

- o | I | - 5 g B . i
f Userl joins Devicel 1o contoso.com, Device? 15 enrallecd witomatically in Microe:

1T Intune

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference: https://docs.microsoft.com/en-us/mem/intune/enroliment/android-enroll https://powerautomate.microsoft.com/fr-fr/blog/mam-flow-mobile/

NEW QUESTION 201

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Intune. You have five new Windows 11 Pro devices.

You need to prepare the devices for corporate use. The solution must meet the following requirements:

« Install Windows 11 Enterprise on each device.

* Install a Windows Installer (MSI) package named Appl on each device.

» Add a certificate named Certificatel that is required by Appl.

* Join each device to Azure AD.

Which three provisioning options can you use? Each correct answer presents a complete solution. NOTE: Each correct selection is worth one point.

A. subscription activation

B. a custom Windows image
C. an in-place upgrade

D. Windows Autopilot

E. provisioning packages

Answer: BDE

NEW QUESTION 202

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains 500 Android Enterprise devices. All the devices are enrolled in Microsoft Intune.
You need to deliver bookmarks to the Chrome browser on the devices What should you create?

A. a compliance policy

B. a configuration profile
C. an app protection policy
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D. an app configuration policy

Answer: D

NEW QUESTION 205

- (Exam Topic 4)

You have 100 computers that run Windows 10.

You plan to deploy Windows 11 to the computers by performing a wipe and load installation. You need to recommend a method to retain the user settings and the
user data.

Which three actions should you recommend be performed in sequence? To answer, move the appropriate actions from the list of actions to the answer area and
arrange them in the correct order.

Actions Argwer Area

-~

Conhgure known folder rediection m Microsoft Orelrmve
Run seanstate.eve

Run leaditate.ens

Enabile Enterprse Sate Roaming

Create 3 yystem image backup

D0
O

Deploy Windows 11

Restore & sysiem imape backup

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Actions Andwer Area

B T g o m i A TR T e e e e e 1 By e 2 i SR N e T PRl e g e e e I
Configure known Solden redimacton in Microsoft OneDimve { | Create a system image backap |
T e e Teate 3 system wmage backup,

Run seanstane. exe : R D B R SR R S S

e e e e e e i el | !

Run losdstate.ene - AT i e AP ; I Degioy Windows 11 |
____________________________________________________________ i

| Engble Enterpre Uate Roaming ; ® -------------------------------- 1 @
e e e e e Restore & Syslem mags basiup |
Cresate a system mage backup @ ; w e | @
Deploy Windows 11 |

(oo e m e mm Em o e R G e

| Restore a system image baciup

S i L L i,

NEW QUESTION 207

- (Exam Topic 4)

Your network contains an Active Directory domain. The domain contains a computer named Computer! that runs Windows 11. You need to enable the Windows
Remote Management (WinRM) service on Computerl and perform the following configurations:

« For the WinRM service, set Startup type to Automatic.

« Create a listener that accepts requests from any IP address.

» Enable a firewall exception for WS-Management communications. Which PowerShell cmdlet should you use?

A. Connect-WSMan

B. Enable-PSRemoting

C. Invoke-WSManAction

D. Enable-PSSessionConfiguration

Answer: B

NEW QUESTION 208

- (Exam Topic 4)

You have a Microsoft 365 subscription.

All computers are enrolled in Microsoft Intune.

You have business requirements for securing your Windows 11 environment as shown in the following table.

Requirement Detail

seqauirement ensure that Microsofn exchange Unline

can De accessed rom Known 1oCaticns
iff ...
i e apa——— .I.._ - T -5 *har haz 2 hich L r o -
e LUITETTIE N i LOCK a cevice Tnal Nas a Nic y L
Defender for Endpoint nsk score

What should you implement to meet each requirement? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one
point.
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Answer Area

Requirementl: A _conditional access poli v

i A device compliance policy

A device configuration profile

Requirement2: A device compliancepolicy ¥
' A conditional access policy

A device compliance policy
| A device configuration profile

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Requirement1; al 2
A condiional access policy
| A device compliance policy
| A device configuration profile
Requirement2: A device compliancepolicy ¥

A device compliance policy

T evice configuration profile

NEW QUESTION 209
- (Exam Topic 4)
You have the device configuration profile shown in the following exhibit.
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Kiosk - X

Windows 10 and later

v Basics @ Configuration settings

Configure your devices to run in kiosk mode. Before you select a kiosk mode, review your
app assignments in the Mobile Apps blade. Apps that you want to run in kiosk mode
should be assigned to a Windows device. Learn more about Windows kiosk mode.

Select a kiosk mode * (O Single app, full-screen kiosk v
User logon type* (© Auto logon (Windows 10, version 1803+) W
Application type * (O Add Microsoft Edge browser v

This kiosk profile requires Microsoft Edge version 87 and later with Windows 10 version
1909 and later. Learn more about Microsoft Edge kiosk mode.

Edge Kiosk URL * © https://contoso.com s
Microsoft Edge kiosk mode type O [ Publlc é!fdwsing finpﬁvai;} - =
Refresh browser after idle time (@ [ 5

Spealy Maintenance Window for App ': Require m

Restarts* @
Maintenance Window Start Time MM/DD/YYYY 7 hemmess A
Maintenance Window Recurrence (O Daily (recommended)

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic. NOTE: Each correct
selection is worth one point.

Answer Area

ey ]

can access any URL.

cannot view the address bar in Microsoft Edge.

can only access URLs that include contoso.com.

can only access URLs that start with https.//contoso.com/ .

Windows 10 devices can have [

a single Microsoft Edge instance that has a single tab.

a single Microsoft Edge instance that has multiple tabs.
multiple Microsoft Edge instances that have multiple tabs.
multiple Microsoft @ge instances that each has a single tab.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Users can only access URLSs that start with https://contoso.com/ Windows 10 and later devices can have multiple Microsoft Edge instances that each has a single
tab

he device configuration profile shown in the exhibit is a kiosk browser profile that configures Microsoft Edge to run in kiosk mode. The profile has the following
settings:

D’ Kiosk mode: Enabled
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> Kiosk type: Multi-app

> Allowed URLSs: https://contoso.com/*

> Address bar: Disabled

These settings mean that users can only access URLSs that start with https://contoso.com/ and cannot view the address bar in Microsoft Edge. The kiosk type of
Multi-app allows users to open multiple instances of Microsoft Edge, but each instance can only have a single tab. Therefore, users cannot access any URL,

cannot view the address bar in Microsoft Edge, and can have multiple Microsoft Edge instances that each has a single tab. References:
https://docs.microsoft.com/en-us/mem/intune/configuration/kiosk-settings#kiosk-browser-settings

NEW QUESTION 213
- (Exam Topic 4)

You have a Microsoft 365 subscription that includes Microsoft Intune. You have computers that run Windows 11 as shown in the following table.
Name Azure AD Intune BitLocker Drive Encryption Firewall
status (BitLocker)
Computer1 | Joined Enrolled Disabled Enabled
Computer? | Registered | Enrolled Enabled Enabled
Computer3 | Registered | Notenrolled | Enabled Disabled

You have the groups shown in the following table.

Name Members
Group1 Computer1, Computer2
Group?2 Computer3

You create and assign the compliance policies shown in the following table.

Name Configuration Action for noncompliance Assignment
Policy1 | Require BitLocker to be Mark device as noncompliant | Group1

enabled on the device. after 10 days.
Policy2 | Require firewall to be on | Mark device as noncompliant | Group2
and monitoring. immediately.

The next day, you review the compliance status of the computers.
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes Mo
[3T-) 4 11 el | 1 Irad 'l )
TI 1 L Nt | 11
] | Latus ¢ 1l M lart
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes No
f ipliance sta f Comput qrace pe
T i [alus of 1 ) I
] An 3L 1ot s Mot gl

NEW QUESTION 217

- (Exam Topic 4)

You have 25 computers that run Windows 10 Pro.

You have a Microsoft 365 E5 subscription that uses Microsoft Intune.

You need to upgrade the computers to Windows 11 Enterprise by using an in-place upgrade. The solution must minimize administrative effort.
What should you use?

A. Microsoft Deployment Toolkit (MDT) and a default image of Windows 11 Enterprise
B. Microsoft Configuration Manager and a custom image of Windows 11 Enterprise
C. Windows Autopilot

D. Subscription Activation

Answer: C
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NEW QUESTION 218

- (Exam Topic 4)

You have SOO Windows 10 devices enrolled in Microsoft Intune.

You plan to use Exploit protection in Microsoft Intune to enable the following system settings on the devices:

 Data Execution Prevention (DEP)

* Force randomization for images (Mandatory ASIR)

You need to configure a Windows 10 device that will be used to create a template file.

Which protection areas on the device should you configure in the Windows Security app before you create the template file? To answer, drag the appropriate
protection areas to the correct settings. Each protection area may be used once, more than once, or not at all. You may need to drag the split bar between panes
or scroll to view content.

NOTE: Each correct selection is worth one point.

Protection areas Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Exploit protection is a feature that helps protect against malware that uses exploits to infect devices and spread. Exploit protection consists of many mitigations
that can be applied to either the operating system or individual apps1.

To configure a Windows 10 device that will be used to create a template file for Exploit protection, you need to configure the following protection areas on the
device in the Windows Security app:

> DEP: Device security. Data Execution Prevention (DEP) is a mitigation that prevents code from running in memory regions marked as non-executable. You can
enable DEP system-wide or for specific apps in the Device security section of the Windows Security appl.

> Mandatory ASLR: App & browser control. Force randomization for images (Mandatory ASLR) is a mitigation that randomizes the location of executable images
in memory, making it harder for attackers to predict where to inject code. You can enable Mandatory ASLR system-wide or for specific apps in the App & browser
control section of the Windows Security appl.

NEW QUESTION 223

- (Exam Topic 4)

Your network contains an Active Directory domain. The domain contains 1.000 computers that run Windows 11.

You need to configure the Remote Desktop settings of all the computers. The solution must meet the following requirements:

* Prevent the sharing of clipboard contents.

* Ensure that users authenticate by using Network Level Authentication (NLA).

Which two nodes of the Group Policy Management Editor should you use? To answer, select the appropriate nodes in the answer area. NOTE: Each correct
selection is worth one point.

Remote Desktop Session Host

-
1 *®
e CLIOns

s - Sl i D e e ED a
LAevice and 4".:"'... urce P‘,“l.'ll"r'n_'.' On
Licensing

Printer Redirection

u T -

r f'..lhi'.'

Y Connection Broker

Hemole Session Environment E 2

Secunty tig

T LN ';l'! e .ll-"'lr'.-

=1
L

P
[

lemporary folders

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Remote Desktop Session Host
Connections
Device and Resource Redirection
Licensing
Printer Redirection

_P‘roflle*; -
RD Connection Broker

l_ — BRemote SessionEnvironment

el Secunty _ _ o o
Session Time Limits

S ——

Temporary folders

NEW QUESTION 225

- (Exam Topic 4)

Your network contains an Active Directory domain named contoso.com. The domain contains a computer named Computerl that runs Windows 10. You have the
groups shown in the following table.

Name Type Location
Group1 | Universal distribution group Contoso.com
Group2 | Global security group Contoso.com
Group3 | Group Computer
Group4 | Group Computer

Which groups can you add to Group4?

A. Group2only

B. Groupl and Group2 only

C. Group2 and Group3 only

D. Groupl, Group2, and Group3

Answer: C

NEW QUESTION 227

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Intune Suite. You use Microsoft Intune to manage devices.

You plan to create Windows 11 device builds for the marketing and research departments The solution must meet the following requirements:

» Marketing department devices must support Windows Update for Business.

» Research department devices must have support for feature update versions for up to 36 months from release. What is the minimum Windows 11 edition
required for each department? To answer, select the appropriate

options in the answer area.

NOTE: Each correct selection is worth one point

Answer Area

Marketing: Windows 11 Pro s
 Windows 11 Enterprise

Windows 11 Pro
| Windows 11 Pro for Workstations

Research: | Windows 11 Enterprise v
Windows 11 Enterpnse

| Windows 11 Pro

| Windows 11 Pro for Workstations

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Marketing: Windows11Pro LY

Windows 11 Enterpnse
Windows 11 Pro
Windows 11 Pro for Workstations

NEW QUESTION 232
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