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NEW QUESTION 1
- (Exam Topic 2)
Refer to the exhibit.

1 $!/bin/bash

2 apt install nginx

3 export AVAILABLE SITES DIR = ‘/etc/nginx/sites-available’

4 export ENAELED SITES DIR = ‘/etc/nginx/sites enabled’

5 cd /opt/nginx

& cat sites.txt | while read site;

7 do

8 cp template.conf “$AVAILABLE SITES DIR/$site”;

9 ln -s “SAVAILABLE SITES DIR/$site”” SENABLED SITE3 DIR’;
10 chown www-data:www-data “SAVAILABLE SITES DIR/$site”;
11 done

An engineer must configure a load balancer server. The engineer prepares a script to automate workflow by using Bash. The script install the nginx package,
moves to the /optAtginx directory, and reads the sites M We (or further processing Based on the script workflow, which process is being automated within the loop
by using the information mi sites txt?

creating a new Me Based on template .conf in the /etc/ngin/sites_enabled directory for each lie in the sites txt fil

and then changing the file execution permission.

creating a Me per each the in sites txt with the information in template con

creating a link for the previously created fil

and then changing the ownership of the created files

using the content of the file to create the template conf fil

creating a link from the created file to the/etc/nginx/files.enable

and then changing the file execution permissions.

using the information in the file to create a set of empty files in the /etchginx/sites_enabled directory and then assigning the owner of the file.

A.
B.
C
D
E.
F.
G
H
I

Answer: B

NEW QUESTION 2
- (Exam Topic 2)
Into which type of Python data structure should common data formats be parsed?

A. sequence
B. set
C. dictionary
D. list

Answer: C

NEW QUESTION 3

- (Exam Topic 2)

A developer needs a list of clients connected to a specific device in a Meraki network. After making a REST API call, the developer receives an unfamiliar
response code. Which Cisco DevNet resource should be used to identify the meaning of the response code?

A. APIl documentation
B. Sandbox

C. Learning Labs

D. Code Exchange

Answer: A

NEW QUESTION 4
- (Exam Topic 2)
What is a capability of the NETCONF protocol?

A. allows Python scripts to be executed externally from a network device
B. uses JSON to encode data in its content layer

C. allows XML messages to be exchanged via the SSH protocol

D. exposes a web-based interface

Answer: C

NEW QUESTION 5
- (Exam Topic 2)
Refer to the exhibit.
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iMpOrT FegUests
from reguests.auth import HTTPBasichuth
headers = |["Content-Type': "application/json
base_url = "htcps://l0.1.2.3°
a:th_J:L = "J/dana/system/apl/vl/auth coken'
devices_url = "/dna/intent/api/vl/network-device'
token = reguesats.post|
base url + auth url, headers=headers,
auth=HTTPRBasicAuth (username="admin™, password="Devi
data = token.jsoni)
guery String params = platformId C9500-4
reaponase = reguesta.get |
E!!E_:I: A :ev;:e&_:::, heagders=Sheaders,
paramsSguery string_params)
print (£ {reaponse.codel} )

]y
Peasad |

A network engineer must manage the network devices. The engineer prepares a Python scripts to authenticate to the Cisco to DNA Center AP| and request a
device list. The device request fails and returns errors code 401. Which action solves the problem?

A. Update the API UR
B. which matched the API endpoint for device list.

C. Send the request to another network in case there are reachability Issues.
D. Send the Authentication header In the request with a valid configuration.

E. Update the credentials that are already supplied and retry

Answer: D

NEW QUESTION 6
- (Exam Topic 2)

Drag and drop the types of management from the left onto the levels at which they are performed on the right.

the request

user and programmability interaction
through the use of lower level APIs

user and programmability interaction
through the use of Northbound APIs

iterate over a list of devices

Controller level

configure features with YANG models

Device level

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Graphical user interface, application Description automaticall

NEW QUESTION 7
- (Exam Topic 2)
Refer to the exhibit.
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sd Localplayback - '

Application VGDRM SDE VGDRM SDK VGDRM SDK
Download ContentSession Player APl
Manager AP] APl
| | | |
apt Present catalog /.f-‘J : : :
| | | [
[,: 2.0 GetAssetsList(ISON(source Type=0TT)) 'J,] . |
J ‘L | [
4 3.0 GetAssetsCallback{SOM(asset metadata)) i : :
1 i
L—J‘ ‘ 3.1 Present catalogf() : :
e L = T |
[;i 1.2 Choose asset for playback() : :
| | [
T 4.0 CreateContentSession{)SONt{recordld, sourceType=3, sessionType=2, p_rEltELliﬂnlyp-e = 1}!]_,_|j [
e e v T e R W
[ | [
5.0 CreateContentSessionCallback{)SON{vgStatus, url)) E'l |
€ . [
| | [
6.0 StarPlayback(1SOM(url)) I I
A ]

7.0 PlayerCallback{)SON{wgStatus, playerld)’

M "t A

7.1 StateChanged(J1SONiplayerld, playerStates2))

T
|
|
|

What do all the calls shown in the sequence diagram have in common?

A. All the calls are optional.

B. All the calls are asynchronous.

C. All the calls are synchronous.

D. All the calls depend on the catalog.

Answer: D

NEW QUESTION 8
- (Exam Topic 2)

Which application should be used to externally access all applications deployed in the same host machine with a single public IP address and port, when each

application listens on different local ports?

A. reverse proxy
B. load balancer
C. DNS

D. firewall

Answer: D

NEW QUESTION 9
- (Exam Topic 2)
Which protocol runs over TCP port 23?

A. SSH

B. NETCONF
C.HTTP

D. Telnet

Answer: D

NEW QUESTION 10
- (Exam Topic 2)

Drag and drop the code from the bottom onto the box where the code is missing in the Python script to complete a function to return all the clients on a network by
using the Cisco Meraki Dashboard API. Not all options are used.
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import regquests
import json

headera = {'

L]

url = *https://dashboard.meraki.com/api/v0/"

: '0110c4elbBal’,

'Content-Type"':

'i

for org in orgs:

headers=headers) .text)
for net in nets:

orgs = jaon.loads(regquests.get (url+'organizations', headers=headers).text)

nets = json.loads(requests.get(url+'organizations/"+org['id']+" /networks",

clients = json.loads(requests.get(

urcl+ '

f'Hnet['id"]+"/

headera=headers) .text)
for client in clients:
printi{client['ip"]1)

client application/json
application/xml clients
¥-Cisco-Meraki-API-Key networks

Authorization: Bearer

A. Mastered
B. Not Mastered

Answer: A

Explanation:

import regquests
import json

headers = {' | X-Cisco-Meraki-API-Key

url = 'https://dashboard.meraki.com/api/v0/"*

'0110c4elb8al’,

'"Content-Type': ' applicaticnfjsan ry

for org in orgs:

headers=headers) .text)
for net in nets:

clients = json.loads(reguests.get |

url+ '"| clients

headers=headers) .taxt)
for client in clients:
print{client['ip"])

orgs = json.loads{requests.get (url+'organizations’'; headera=headers) .text)

nets = j=zon.loads (requests.get (url+'organizations/'torg(['id"']+"'/networks’,

f'net['id']+'/ | networks

client

application/xml

ARuthorization: Bearer

NEW QUESTION 10
- (Exam Topic 2)

A developer has created a new image to use in a Docker build and has added a tag for the image by using the command:

$ docker tag 84fe411926287 local/app:0.4

Which command must be executed next to build the Docker image using the tag?

A. $ docker build -p local/app:0.4
B. $ docker run -t local/app:0.4
C. $ docker run -p local/app:0.4
D. $ docker build -t local/app:0.4

Answer: D

NEW QUESTION 11
- (Exam Topic 2)
Refer to the exhibit.
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1 from regquests import regquesat

2 from requests.auth import HTTPBaszicAuth

3 from aya import argv

4 url = "https://"+ argv([l] +":443/restconf/data/native/ip/route"

5 auth = HTTPBasicAuth('developer', "Clscol23453")

6 payload = |

7 "Ciaco=I0S=XE=-nativae:routa": |

B "ip-route-interface-forwarding-list™: [

9 {

10 "prefix™: argv[2],

11 "maak"™: argv([3].

12 "fwd-list": [

13 {

14 "Efwd": "GigabitEthernet2"™,

15 "interface-next-hop": [

15 {

17 "ip-addreas": argv(4]

18 ]

19 |

20 I

21 1

22 ]

23 |

24 }

29 }

26 headars = |

27 ‘Content-Type': 'application/yang-data+jaon’,

2B ‘tAccept': 'application/yang-data+json',

29 }

30 reaponse = raguest ("PATCH", url, auth=auth, headers=headers, json = payload,
verify=Falaea)

A network engineer must change the configuration on devices daily. The Python script must collect CLI arguments from the user, organize data according to the
Cisco-10S-XE-native YANG model, and utilize Cisco REST APIs to make the configuration. Which workflow is being automated by the Python script?

A. updating an existing route on the device

B. adding a new route to a device

C. including a route on the device and overwriting the current routes

D. deleting the route that is passed through the command-line variables

Answer: A

NEW QUESTION 12

- (Exam Topic 2)

Access to the management interface of devices must be restricted by using SSH and HTTPS. Which two ports must be included in the ACLs for the protocols to
work? (Choose two.)

Answer: AD

NEW QUESTION 14
- (Exam Topic 2)
Refer to the exhibit.

Generating Client ID and API Key:

» Log in to your AMP for Endpoints Console.

« Go to Accounts > Business Settings.

« Click Configure API Credentials under Features to generate the Client ID
and secure API Key.

Once you have the API client ID and API key, you can make the API calls as
follows:

https://<your client id>:<your api key>@<api endpoint>

Alternatively you can use Basic HTTP Authentication. Base 64 encode the
string ", and send that prefixed with the string “Basic” as the authorization
header. For instance, if your client_id was 1234, and your api_key was “atest”,
then it would be base64 encoded to “MTIzNDphdGVzdA==", and your
header would be:

Authorization: Basic MTIzNDphdGVzdA==
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The documentation outlines how to use credentials for the AMP APl Which script successfully performs an API call using basic authentication?

A)

import reguests
amp client i1d = 'alblci3dd4edfég7hB8a19
2y o e : .
amp_login password = 'l0gln p@ssw(
url = 'hteps://api.amp.cisco.com/vli/version'
reguest = reguests.geturl,
a;th=fan;_:L;er:_;:, a*;_icg;:_pagsag-
print (request.json()
B)
import reguests
amp client i1d = 'alblc3d4eSfég7hBa
amp api key = 'alblc3d4é-e>fé-g/h8-
url = 'https: api.amp.cisco.com/v
E : E
reguest = reguests.get (url))
print (regquest.json|()
C)
AMPOIt reguests
amp_auth _token = 'alblc3d4eSfé6gThB
url = 'https://api.amp.cisco.com/v ersio
regquest = reguests.get(url,
auth=(amp_ auth_ token))
praint (regquest.json())
D)
iMport reguestcs
] i
amp client 1d = 'alblc3d4e3fég7nB819
e o " - W s - -
amp api key = 'alblc3d4-e>fé-g7h8-
url = 'https://api.amp.cisco.com/v
request = requests.get (url,
auth=(amp client i1d, amp api xey))
print (reguest.jyson{())

A. Option
B. Option
C. Option
D. Option

Answer: D

NEW QUESTION 19
- (Exam Topic 2)
What are two functions of a routing table on a network device? (Choose two.)

A. It lists entries more than two hops away.

B. It lists the routes to a particular destination.
C. It lists the routes to drop traffic.

D. It lists hosts that are one hop away.

E. It lists the static and dynamic entries.

Answer: BE
NEW QUESTION 22
- (Exam Topic 2)

What are two properties of private IP addresses? (Choose two.)

A. They can be used to access the Internet directly.
B. They are more secure than public IP addresses.
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C. They are not globally unique.
D. They can be repeated within the same local network.
E. They are controlled globally by an IP address registry.

Answer: BD
NEW QUESTION 23

- (Exam Topic 2)
Refer to the exhibit.

API vl documentation:

Authentication and authorization: Bearer Token
Inventory endpoint: /api/vl/inventory

Method: GET

Response formats: text/html, application/json,
application/html

Token:
dXNlcm5ShbWU6cGFzc3dvemQ=

Api call:
GET /api/vl/inventory HTTP/1.1
Host: example.com

Response:
HTTP/1.1 401 Unauthorized

An API call is constructed to retrieve the inventory in XML format by using the API. The response to the call is 401 Unauthorized. Which two headers must be
added to the API call? (Choose two.)

- &

Accept: application/ xm.

A. Option A
B. Option B
C. Option C
D. Option D
E. Option E

Answer: BE

NEW QUESTION 25

- (Exam Topic 2)

While developing a real-Time VoIP application on a Cisco Webex platform, users report that their voice gets chopped or parts of the conversation drop out. Which
network constraint is impacting the application?

A. latency
B. jitter

C. capacity
D. delay

Answer: B
NEW QUESTION 29
- (Exam Topic 2)

What is the purpose of a MAC address on a network device?

A. unigue network address that identifies the network interface of a device
B. unigue network interlace address that is provided by the DHCP server
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C. unigue hardware address that identifies the network interface of a device
D. unique hardware interface address that is provided by the central switch

Answer: C

NEW QUESTION 31
- (Exam Topic 2)
How do XML and JSON compare regarding functionality?

A. JSON natively supports arrays and XML does not natively support arrays.

B. XML provides support for mapping data structures into host languages than JSON.
C. XML provides more human readability than JSON.

D. JSON provides support for data types than XML.

Answer: A

NEW QUESTION 32
- (Exam Topic 2)

GET getNetworkHttpServers

https://api.meraki.com/api/v0/networks/ :networkId/httpServers

List the HTTP servers for a network

AUTHORIZATION

API Key

This regquest is using an authorization helper from collection Meraki
API

HEADERS

Accept

* f %

Dashboard

Refer to the exhibit. A developer is creating a Python script to obtain a list of HTTP servers on a network named office_east by using the Cisco Meraki API. The

request has these requirements:

» Must time out if the response is not received within 2 seconds.

» Must utilize client certificates and SSL certificate verification.

» Must utilize basic authentication that uses a username of admin and a password of cisco.

« Must save the response to an object named response.

Drag and drop the code snippets from the bottom onto the blanks in the code to meet the requirements. Not all options are used.

import regquests

from reguests.auth import HTTPBasicAuth

network = east’

url = 'https://api.meraki.com/api/v0/networks/{}/httpServers' . .format (network)

e £ I

'office

guests.get (url=url, headers=| 'Accept':

timeout= i

=("'/etc/pki/tls/certa/client.pem’,

'fete/pki/tls/certa/ecliant  key'),

1
authm= ! | ("admin', 'ciscao'})
1
response.status code
. token response 2
i
| HTTPTokenAuth HTTFBasicRhuth cert

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Text Description automatically generated

Reference:
https://community.cisco.com/t5/networking-blogs/authenticating-rest-api-calls-to-dnac-getting-started/ba-p/3658

NEW QUESTION 34
- (Exam Topic 2)
What is a benefit of organizing code into modules?

A. improves overall performance
B. reduces the length of code

The Leader of IT Certification
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C. enables code to be multifunctional
D. enables the reuse of code

Answer: D

NEW QUESTION 39
- (Exam Topic 2)

Drag and drop the code snippets from the bottom into the Python script to write API output to a csv file. Not all options are used.

#!/usr/bin/env python3
import csv
import Json

import [

#Create a request to grab infe in api

response = reguests. ("http://api.zippopotam.us/us/80301"')
try:

with ocpen('80301.9=2on"; 'w') as outfile:
json.dump (response.json(), outfile)

print{ dmon())

except Exception as e:
print (&)

with open('80301l.csv', 'w'] as cutfile:
iscn.dump (response.json(), outfile)

prin:{reapcnse.[ | |
Irespcnse | |reque525 J |reque5t |
|get | |5tatu5 EGdE] |3tatu3 |
A. Mastered

B. Not Mastered
Answer: A
Explanation:

Graphical user interface, text, application Description automatically generated

NEW QUESTION 44
- (Exam Topic 2)
Refer to the exhibit.

SDK Documentation:
Class: Devices

Device List: get_device list()
Get device: get device by id(id)
Delete device: delete device by id(id)
Device status: inventoryStatusDetail
Device Parameters:

id

upTime

type

A Python script must delete all Cisco Catayst 9300 Series switches that have an uptime that is greater than 90 days The script must also query for the status of all
the other devices Drag and drop the code from the bottom onto the bottom box the code is missing to complete the script Not at options are used
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Answer Area

from dnacenteradk import DNACenterAPI

device_type = "2isco Catalyat 9300 Switch™
api_session = DNACenterAPI (
base url="https://sandboxdnac.cisco.com”,
username="user”, password="pasaword”
)

davices =

for device in devices:
if int(device.upTime.split() [0]) > S0:
if device.type == device type:

output =l

print (output)

alaa:

selected device =

output = |

print (output)

Ia&lecttd_da?ice.reapahae.in?ﬂhtaryStutuaﬂetuil{device}I

[api_;e:aian.device:.delete_device_by_idEdevice.idl I

Iupi_aeasion.devices.g&tﬁde?iccnby_id{device.id]

[:elected_device.re:pnnse—invantnryﬂtatusﬁetail I

Inpi"aeasinn.devicas.getmdc?icewlistti.reapanse

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Table Description automatically generated

NEW QUESTION 47
- (Exam Topic 2)

A developer creates a web application that receives a username and password and uses them to sync the credentials to other services through HTTPS. API keys
to services are part of the configuration files of the application, but the credentials to the database that stores the synchronization logs are obtained through an

external vault service. What is the security issue in this scenario?

A. Communication between the application and the services is not encrypted.

B. The database credentials should be stored in the configuration files so that they are secured on the same server.

C. The API keys are stored in the configuration files but should be stored in the vault service.
D. The synchronization logs should be encrypted and not stored in a relational database.

Answer: A

NEW QUESTION 50
- (Exam Topic 2)

A developer is trying to retrieve data over a REST API. The API server responds with an HTTP client error response code. After investigating the response the

developer realizes the realizes the response has a
Retry-After header. What is the root cause of this error?

A. The REST service is unreachable at the time of the REST request

B. Too many requests were sent to the REST service in a given amount of time.
C. An appliance limited the rate of requests to the transport layer.

D. An appliance limited the rate of requests to the application layer

Answer: B

NEW QUESTION 52
- (Exam Topic 2)
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Refer to the exhibit. What does the load balancer enable in the network topology?

A. hosted application to access Internet services

B. external requests to be routed to the application servers
C. workstations to access the Internet

D. application to access the database server

Answer: C

NEW QUESTION 54
- (Exam Topic 2)
Refer to the exhibit.

W O = M 0 oeb LB

a3
34

fimport dnac adk
from dnacenteradk import DHACenterAFPI
#connection to dnac

username = 'userl’
password = 'secret'
base_url = 'https://192.168.1.1'

dnac = DNACenterAFI (username=username, password=password, base_ url=base url,
version="'1.3.3"', wverify=Falas)

# Get list of ports on device using get all interfaces API call
port_list 1 = [item['portName'] for item in
dnac.devices.get all interfaces() ['response']
if 'dadel6c3-t3ad-4dedi-8f£35-6bfecTc2df04"' in
item|'devicelId']]

# Sort list items

port_list_1.sort {)

# Check the number of porta on the device

print (£'The list of interfaces contains {len({port list 1)} items.*)

# Output
# The list of interfaces contains 38 items.

# Get liat of interfaces using the get interface info by device id api call

port list 2 = [item['portName'] for item in
dnac.devices.get_interface_info by id{'dadeléc3-63ad-4ed4-8E£35-
EbfecTc2df04") ["response'] ]

# Sort list items

port_list 2.sort()

# Check the number of ports on the device

print (f'The list of interfaces contains {len(port lisat 2)]} itemsa.')

§ Cutput
# The list of interfaces contains 54 items.
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An engineer writes a Python script that uses two different API calls to query Cisco DNA Center for the number of interfaces on a device. The engineer notices that
the two API calls produce different results. Why are fewer interfaces returned for the same device when the 'get_all_interfaces' API call is used?

A. times out

B. rate limit

C. pagination

D. invalid password

Answer: C

NEW QUESTION 58

- (Exam Topic 2)

A developer is creating a script to interact with a REST API service which requires basic authentication. The credentials are "devnet:391665405" and the Base64
encoding of the credentials is "GV2bmVOdXNIcjpDaXNj=". Which payload and header combination must be used for authentication?

Eay load = {
*BAuthorization’ : 'Basic GVZbmVOdXNlcjpDaXNj=',
‘Content-Type’ : ‘application/json’

}

headers= {)}

payload = {]

headers= {
*Authorization’ : Basic GVZbmVUdXNlcipDaXNy=',
‘*Content-Type’ : ‘application/json’

]

payload = {
‘Authorization’ : ‘Bearer GVZbmV0dXNlcijpDaXNi=‘,
‘Content-Type’ : ‘application/json’

}

headers= { |

5.-.-_1‘,;-'1'_;_:._4 { }

I

‘Authorization’ : ‘Bearer GVZbmVO0dXNlcjpDaXNij=',
‘Content-Type’ : ‘application/json’

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation:
https://developer.cisco.com/docs/epnm/#!how-to-authenticate/authorization

NEW QUESTION 60
- (Exam Topic 2)
What are two benefits of model-driven programmability?

. model-driven APIs for abstraction and simplification

. single choice of transport, protocol, and encoding

. model-based, structured, and human friendly

. easier to design, deploy, and manage APIs

. models decoupled from transport, protocol, and encoding

mooO P

Answer: DE

NEW QUESTION 61
- (Exam Topic 2)
Which Cisco platform provides organization-wide automation, security, policy enforcement, any agility across wired and wireless networks?

A. Cisco ACI

B. Cisco DNA Center
C. Cisco Umbrella

D. Cisco SD-WAN
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Answer: B

NEW QUESTION 65
- (Exam Topic 2)
Drag and drop the code from the bottom onto the box where the code is missing in the Bash script to complete the missing assignment.

#!/bin/bash

=‘date +%b-%d-%y’

=/home /usr/path/backup-$BACKUPTIME.tar.qgz
=/home/usr/path/data folder

tar —-cpzf SDESTINATION $SOURCEFOLDER

BACKUPTIME SDURCEFDLDER‘ |DESTINHTIDN

A. Mastered
B. Not Mastered

Answer: A

Explanation:

#!/bin/bash

BACKUPTIME ='date +%b—-%d-%y’

DESTINATION | =/home/usr/path/backup-$BACKUPTIME.tar.gz

SOURCEFOLDER| =/home/usr/path/data folder

tar —-cpzf SDESTINATION S$SOURCEFOLDER

BACKUPTIME SOURCEFDLDER‘ ‘DESTINATION

NEW QUESTION 69
- (Exam Topic 2)
Refer to the exhibit.
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user_manager.py
1 import psycopg?l
2 import json, aya
3
4 & Load config file
5 config = None
& with open{'config.json') as config file:
7 config = json.load(config file)
8 4if not config:
9 print ("Error loading configuration file.")
10 sys.exit (1)
11
12 connection = psycopgld.connect (
13 database="usera",
14 host=config["DB USER"]., user=config["DBE USER"], password=config["DB FWD"]
15 )
16 connection.set sessionl()
17 -
182 def has admin role (username) :
19 with connection.cursor()] as cursor:
20 gquery = 'SELECT admin role FROM users WHERE username = {0}°
21 cCursor.execute (query.format (username) )
22 result = cursor.fetchone()
23 return result
24
29 has admin role ("ops.shared")
config.json
1 { .
2 "DE_USER": "pguser"”,
3 "DBE PWD": "@l23Qweri%4"™,
1q "DB_HOST": "devnetdb.example.com"
5 1}

An engineer must check the admin rights of users on a database regularly and prepares the Python script to automate the process. The script connects to the
database and runs a query. What is a security issue about the secrets in the code that relates to secret protection?

A. They must be stored in configuration files if there is a possibility of leakage.
B. They must be Base64-encoded if stored in the user database.

C. They must be encrypted if stored in the user database.

D. They must be stored in configuration files if no authentication will be used.

Answer: D

NEW QUESTION 73
- (Exam Topic 2)
How does a synchronous API request differ from an asynchronous API request?

A. clients receive responses with a task id for further processing
B. clients subscribe to a webhook for operation results

C. clients are able to access the results immediately

D. clients poll for the status of the execution of operations

Answer: C

NEW QUESTION 78

- (Exam Topic 2)

A local Docker alpine image has been created with an image ID of a391665405fe and tagged as “latest”. Which command creates a running container based on
the tagged image, with the container port 8080 bound to port 80 on the host?

A. docker build -p 8080:80 alpine:latest
B. docker exec -p 8080:80 alpine:latest
C. docker start -p 8080:80 alpine:latest
D. docker run -p 8080:80 alpine:latest

Answer: D

Explanation:
https://docs.docker.com/get-started/02_our_app/

NEW QUESTION 83
- (Exam Topic 2)
Which platform is used to programmatically create a space and invite users for collaboration?

A. Cisco Intersight
B. Cisco Finesse
C. Cisco Webex
D. Cisco UCM
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Answer: C

NEW QUESTION 87
- (Exam Topic 2)
Where is an IP packet routed if the packet does not match any routes in the routing table?

A. firewall

B. load balancer
C. central switch
D. default gateway

Answer: D

NEW QUESTION 92
- (Exam Topic 2)
Refer to the exhibit.

¢ @ http://example.com/index.php?user=<script>alert(l want to pass the DevNet Associate Exam.)</script>

This is not a secure web page. . \
This page says

| want to pass the DeviNet Associate Exam.

OWASP threat does this example demonstrate?

A. Broken access control
B. SQL injection

C. Man-in-the-middle

D. Cross-site-scripting

Answer: D

NEW QUESTION 94
- (Exam Topic 2)
What is a benefit of model-driven programmability?

A. It addresses the static architecture of traditional networks being decentralized and complex.

B. By modeling data, it ensures that vast quantities of data are usable for monitoring.

C. It provides a programmatic and standards-based way of writing configurations to any network device.

D. It simplifies management and operations by decoupling the networking hardware from its control mechanism.

Answer: D

NEW QUESTION 99
- (Exam Topic 2)
Which HTTP response status code means “Forbidden”?

A. 500
B. 401
C. 403
D. 502

Answer: C
Explanation:

Reference: https://developer.mozilla.org/en-US/docs/Web/HTTP/Status/403

NEW QUESTION 100
- (Exam Topic 2)
Refer to the exhibit.
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Local File Attachments
To send local file attachments, simply post a message by including your access token
in the Authorization header and the path to your local file with the files parameter.
Optionally, you can also include a plain-text message with the attachment by using
the text parameter. When uploading files directly from your local filesystem, your
request will need to be a multipart/form-data request rather than JSON

curl --request POST \
-—form “files=@/home/desktop/example.png;type=image/png” \
-—form “roomId=¥21lzY2....."
-—form “text=example attached” \

https://webexapis.com/vl/messages

\

A developer needs to upload a local file by using the REST API. The developer gathers information according to the documentation and sends the request by

using the cURL command in the exhibit but gets an error code. Which action should be followed to get valid response?

A. change content type as JSON

B. add the authorization header with the access token
C. add a username-password combination to request command
D. change request method as GET

Answer: B

Explanation:

Reference: https://developer.webex.com/docs/api/basics

NEW QUESTION 101
- (Exam Topic 2)

What is a requirement when authenticating a RESTCONF API session with a router that runs Cisco 10S XE Software?

A. No authentication is required.
B. OAuth must be used.

C. Basic authentication must be used.
D. A token must be retrieved and the associated string must be embedded in the X-Auth-Token header.

Answer: C

Explanation:

https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/restapi/restapi/RESTAPIclient.html

NEW QUESTION 102
- (Exam Topic 2)
Refer to the exhibit.

1 - hosts: servers
2 tasks:
3
4 — name: taskl
2 apt:
6 name: apache?
7 state: absent
8
) - name: task?Z
10 apt:
i % § name: nginx
12 state: present
: 5
14 — name: task3
1% apt:
16 name: "*"
L7 state: latest

A developer must check packages on web load balancers that use nginx packages. The developer updates the servers as required in Ansible inventory and
prepares an Ansible playbook to automate this workflow on related servers. Which process is being automated by the Ansible playbook?

A. verifying that nginx is installed only if apache2 is unavailable on the system, and then updating all the other packages
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B. verifying, without installing, that apache?2 is unavailable and that nginx is installed, and then updating the repository to the latest version
C. uninstalling the apache?2 server, installing the nginx server, and then updating all the packages to the latest version
D. installing nginx, uninstalling apache2, and then verifying that the package repository is at the latestversion

Answer: B

NEW QUESTION 107
- (Exam Topic 2)
What is a difference between a synchronous API and an asynchronous API?

A. An asynchronous API can make offline calls while synchronous APIs do not have this capability.

B. Synchronous API calls are returned immediately while asynchronous calls do not guarantee an immediate response.

C. Synchronous API calls require an authentication header to be sent while asynchronous calls do not require authentication.
D. An asynchronous API can make a larger number of calls in a specified time period than a synchronous API.

Answer: B

Explanation:
Reference:
https://stackoverflow.com/questions/36213948/what-is-the-difference-between-asynchronous-calls-and-callback

NEW QUESTION 112
- (Exam Topic 2)
Refer to the exhibit.

1 #/bin/bash
2
3 curl https://ciscodevnet.com/devnet-0.13.tar.gz -o /tmp/devnet.tar.gz
4 tar -zxf /tmp/devnet.tar.gz
5 mkdir /tmp/devnet && pushd /tmp/devnet
€
7 ./configure && make && make install
8
9 systemctl enable devnet
10 systemctl start devnet

A network engineer works on a Cisco DevNet application that is available for download on the Cisco DevNet website. The engineer prepares a bash script to
automate operations that relate to the application. Which workflow is being automated in the bash script?

A. compilation and configuration of the Cisco DevNet application so that it must be started manually

B. compilation, installation, and configuration of the Cisco DevNet application so that it starts automatically
C. compilation and installation of the Cisco DevNet application for an autonomous deployment model

D. installation and configuration of the Cisco DevNet application so that it starts manually

Answer: B

NEW QUESTION 116
- (Exam Topic 2)
What is used in JSON to represent a Python Tuple?

A. Object

B. Array

C. Dict

D. Collection

Answer: B

NEW QUESTION 118

- (Exam Topic 2)

Several teams at a company are developing a new CRM solution to track customer interactions with a goal of improving customer satisfaction and driving higher
revenue. The proposed solution contains these components:

* MySQL database that stores data about customers

* HTML5 and JavaScript Ul that runs on Apache

* REST API written in Python

What are two advantages of applying the MVC design pattern to the development of the solution? (Choose two.)

A. to enable multiple views of the same data to be presented to different groups of users

B. to provide separation between the view and the model by ensuring that all logic is separated out into the controller
C. to ensure data consistency, which requires that changes to the view are also made to the model

D. to ensure that only one instance of the data model can be created

E. to provide only a single view of the data to ensure consistency

Answer: BD
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NEW QUESTION 121
- (Exam Topic 2)

How are load balancers used in modern application deployment?

A. Allow traffic to continue as new compute units are brought up and old compute units are taken down.
B. Allow http and https traffic to continue as old compute units are discontinued before new units are brought up.

C. Turn off traffic and take down compute units, then update and bring the compute units back up.

D. Bring up new compute units, test the compute units, and switch the traffic from old units to new units.

Answer: D

NEW QUESTION 123
- (Exam Topic 2)
Refer to the exhibit.

>

>>> response_data = requests.get (base_url + request_url, cookies=cookies)
Traceback (most recent call last):

File “<stdin>”, line 1,
NameError: name ‘reguests’

in <module>
is not defined

A Python code has been written to query a device. The executed code results in the error shown. Which action resolves the problem?

A. import json

B. requests("GET", base_url + request_url, cookles=cookies)

C. pip install requests
D. import requests

Answer: D
NEW QUESTION 125

- (Exam Topic 2)
Refer to the exhibit.

module ietf-ip {

prefix ip;

import ietf-interfaces {
prefix if;

}

container ipva {
leaf enabled {
type boolean;
default true:
b
list address {
key “ip*;
leaf ip {

choice subnet {
mandatory true;
leaf prefix-length {
type uwintg {
range "@..32";
}
leaf netmask {
type yang:dotted-quad;

St

}

namespace “urn:ietf:params:xml:ns:yang:ietf-ip”;

éugmenr "fif:interfaces/if:interface” {

type inet:ipvé4-address-no-zone;

module ietf-interfaces {

namespace “urn:ietf:params:xml:ns:yang:ietf-

interfaces™;
prefix if;
typedef interface-ref {
type leafref {
}
b
container interfaces {
list interface {
key “name”;
leaf name {
type string;
¥
leaf description {
type string;
}
leaf type {

type identityref {
base interface-type;

path “/if:interfaces/if:interface/if:name";

}

mandatory true;

}

leaf enabled {
type boolean;
default “true®;

}

I
by
}

Which JSON snippet configures a new interface according to YANG model?

A)

“jetf-interfaces:interface”: {
“name”: “LoopbacklBg",
“enabled”: true,
“jetf-ip:ipvd”: {

“address™: [

{ “ip”: “10.255.254.17,
“netmask”: “255.255.255.8”
717
¥
B)
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“jetf-interfaces™: {
interface™: {
"name*: “LoopbacklBg”,
¥enabled”: true,
“ietf-ip™: {

ipva”: {
“address™: [
1

“ip?: %1@.255.254.17,
“netmask”: 255.255.255.6”
11513
¥

C)
“ interface® {

“name”: “Loopbackl@g”,
“enabled": true,

“ipwd®: {
“address”: [
{

“ip*: *10.255.254.1",
“netmask™: “255.255.255.8"

F1i

¥

D)

“jetf-interfaces:interface™: {
“name”: “Loopbackl@g”,
“enabled": true,
“jetf-ip:ipvd:address®: |

{
“ip*: “1@.255.254.1",
“netmask™: “255.255.255.8"

I

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 126
- (Exam Topic 2)

1 import reguests

2

3 headers = [“X-Cisco-Meraki-API-FKey”: “REY1234"}

4 BASE URL = “https://api-mp.meraki.com/api/vl”

5 FIRST URL = “/organizationa”

& SECOND _URL = “/nstworka”

7 THIRD URL = “clients”

B

9 def first loop(info):

10 for item in info:

11 if item|[“name"”] == “ACME":

iz URL = BASE URL + FIRST URL + mST + icam[®2d"] + ST+ SECCND_URL
13 responss = requests.raqueat ("GETY, URL, headers=headers)

14 return second loop(response.json())

15

16 def second_ loop (info):

17 for item in info:

18 if item[“name”] == “BLDG21":

19 URL = BASE_URL + SECOND_URL + “/” + item[“id”] + /" + THIRD URL
20 response = reguests.reguest (“GET", URL, headers=headers)
21 return third loop(response.json(])
22
23 def third loop(info):
24 for item in info:
25 return item
28
27 response = regueats.request ("GET", BASE URL + FIR3T URL, headersa=headers)
28 info = first_loop(responae.json())
25 for item in info:

30 print (item[™id"])

Refer to the exhibit. A network engineer must collect information from the network. The engineer prepares a script to automate workflow by using Cisco Meraki
API. The script must run over nested loops to collect organization and network information and uses the collected data for final collection. Which process is being

automated by using the Python script?
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A. Gather the IDs of the ACME organization, the BLDG21 network, and the dents on the network
B. Provide the BLDG21 network information if it is part of the ACME organization

C. Collect the IDs of the clients on the BLDG21 network

D. List the IDs from the ACME organization

Answer: A

NEW QUESTION 129
- (Exam Topic 2)
Which tool allows changes to the configuration management toolset to be tested?

A. Cisco VIRL
B. NAPALM
C. Ansible

D. pyATS

Answer: D

NEW QUESTION 132
- (Exam Topic 2)
What is a functionality of the Waterfall method as compared to the Agile method for software development?

A. Waterfall increases agility to implement faster while Agile promotes reliability.

B. A phase begins after the previous phase has ended in Waterfall while Agile phases run in parallel.

C. Customers get feedback during the process in Waterfall while they can see the result at the end in Agile.
D. Requirements can be updated in Waterfall while in Agile it should be gathered in the beginning.

Answer: B

NEW QUESTION 133
- (Exam Topic 2)
What does a load balancer distribute in a network environment?

A. outgoing connections to the network

B. incoming traffic across multiple servers

C. different TCP connections to the routers

D. traffic in the network by leveraging the switch architecture

Answer: B

NEW QUESTION 134
- (Exam Topic 2)

A developer created a new secure APl and is testing the functionality locally. The APl was added to a container for further testing, and other team members and
applications need to connect to the APIl. Which command exposes the API in the container as port 8443 and allows connections external to the host?

A. docker run -p 127.0.0.1:80:8443/tcp myapiservice
B. docker run -p 0.0.0.0:443:8443/tcp myapiservice
C. docker run -p 0.0.0.0:8443:443/tcp myapiservice
D. docker run -p 127.0.0.1:443:8443/tcp myapiservice

Answer: C

NEW QUESTION 137
- (Exam Topic 2)
Refer to the exhibit.
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diff —--git a/ciscoaxl/axl.py b/ciscoaxl/axl.py
index bc7727e..d66efdd 100644
——— a/ciscoaxl/axl.py
+++ b/ciscoaxl/ax]l.py
@@ -99,7 +99,7 @@ class axl (object):
:return: result dictionary

mrmn

try:
- return self.client.executeSQLUpdate (query)

except Fault as e:
return e

diff ——git a/setup.py b/setup.py

index df79ef4..1470b05 100644

--— a/setup. py

+++ b/setup. py

@@ -5,7 +5,7 @@ with open("README.md", "r") as fh:

setup (
name="ciscoaxl",
- version="0.14",
+ version"0.141",
author="User 1",
author email= "userl@example.com",
description="Cisco CUCM AXL Library. Simple to use.",

+ return self.client.executeSQLUpdate (query) ['return']

Which two files are being edited in the unified diff? (Choose two.)

A. README.md
B. setup.py

C. axl.py

D. ciscoaxl.py
E. index.py

Answer: BC

NEW QUESTION 142
- (Exam Topic 2)

HTTP/1.1 200 OK

Date: Mon, 27 Jul 2009 12:28:53 GMT

Server: nginx

Last-Modified: Wed, 22 Jan 2020 19:15:56 GMT
-ontent-Length: 88

-ontent-Type: application/json

~onnection: keep-alive

Which data is specified in the response header?

A. {"id": "y123987jdkl". HTTP/1.1 200 OK"status: "online", "type": "switch"}
B. HTTP/1.1 200 OK

C. "type", "switch"

D. Content-Type

Answer: B

NEW QUESTION 146
- (Exam Topic 1)
Refer to the exhibit.
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List Messages

Lists all messages in a room. Each message will include content
attachments if present.

The list sorts the messages in descending order by creation date.

Lang result sets will be split into pages. - fvl/messages|?roonld, mantionedPecple, before baforadassage ]

I —

i | vl /aassages
Header

Authorization
Query Parameters
BEEHE‘I" fTERFERE AR FEERERAREEREN

roomId

Lis? rressages in a room, (ol 1] THhs d-dia oy personod oooess [aken 15 higden [or o

menticonedPecple

List meessages with these progle menticned, by 1D
Use ma 2% 3 shorthand fof the cufent AP wer,

bafora
= E e = o F Bl BT B RA R
List meessages sent before a date and lime wentionedPesple 1) azoviIVel 1BFTIBMRSE
beforaMassage
List meessages sent before a message, by 1D beforaMansage
(=1
Limit the maximem numbser of messages in the
fekpanie
Default: 50

bash-3.2§% curl -H “"Content-Type: application/json” -H "Authorization:
Fj2zzzykEa091ic9GK2] ELtElEJ-:lH]-LlHEGREPdelPatEUi?ndt.HEanLEbSpqﬂgl*ﬂH]-:__ESEISQisacLy? -
NarA02n9B-tGgt-SxQ39iDedges” -i -X POST -4 “{ \"roomId\”:
\"¥2geR535)EknosrCTSwQ5ZGLI9pEgiuScBTDENVU S 8Xx4WDFLIPORCEK YANMIOMRILOZSPOGH\

, \"text\”: \"test2\” )" https://api.ciscospark.com/vl/messages

HTTP/1.1 401 Unauthorized

Via: 1.1 linkerd

TrackingID: EGUTER_EEGFECEC-EEEF-GIEB-DﬂEF'EﬂEBFlEDUﬂEF

Date: Sat, 04 Jan 2020 00:30:04 GMT

Server: Redacted

Content-Length: 267

Content-Type: application/json

Strict-Transport-Security: max-age=63072000; includeSubDomains; preload

[{"message” :“"The request requires a valid access token set in the Authorization request
header.” “errors”:[{“description”:"The request requires a valid access token set in the
Authorization request

header."}],“trackingId”: “RGUTER_EEDFDCEC'EBﬁF'{?lEE'UE'EF'BDGBFIBDUGEF”i

bash-3.23

A developer is troubleshooting an API with the given API with the given APl documentation and cURL command. What is the cause of this problem?

A. The user is not allowed to post massages from their account
B. The request body is missing or incomplete

C. The API token specified is expired

D. The authorization header is missing or incomplete

Answer: C

NEW QUESTION 150

- (Exam Topic 1)

What should a CI/CD pipeline aim to achieve?

A. to allow manual testing before deployment

B. to require minimal manual interaction

C. to support new deployments on a fixed monthly schedule

D. to provide a documented process for feedback

Answer: A

NEW QUESTION 152
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- (Exam Topic 1)
Refer to the exhibit.

For CLI commands that support XML, the clid() method returns JSON cutput. An exception is thrown when XML is not
used. Executes CLI commands. Takes CLI command string and returns show command output in a JSON form.

[}

Note: The “ciid” API can be useful when searching the ouvtput of show commands using SSON tools as shown in the example,

PYTHON

Arguments:

* cmd: Single CLI command or a batch of CLI commands. Delimeter for multiple CLI commands
is a space followed by a semicolon. Configuration commands must be in a fully qualified form.

Returns:

 string: JSON-formatted output of show commands.

>>> from cli import *
>>> import json

>>>
>>> cli(‘configure terminal ; interface loopback 5 ; no shut’)

v

>>> intflist=json.loads (clid('show interface brief’))
>>> 1=0
>>> while i < len (intflist['TABLE interface’]['ROW_interface’]):

. s intf=intflist[‘'TABLE interface’]['ROW interface’][1]
" w . i=i+1
" e 1f intf[‘state’] = ‘up’:

print intf[‘interface’]

The python interpreter and the Cisco python SDK are available by default in the Cisco NX-OS software. The SDK documentation shows how the cild() API can be

used when working with working with JSON and XML. What are two effect of running the script? (Choose two.)

A. configure interlace loopback 5

B. issue shutdown on interface loopback 5

C. show only the interfaces In the up status

D. show only the interfaces in admin shut status
E. show details for the TABLE interface

Answer: AC
Explanation:
Reference:

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/programmability/guide/b_Cisco_

NEW QUESTION 157
- (Exam Topic 1)
Which two statements describe the traits of an asynchronous API call? (Choose two.)

A. The order in which API calls return can be guaranteed

B. A call to an API does not block the code, but rather it allows application processing to continue
C. The end user can experience latency or performance lag while waiting for the API call to return
D. Code execution blocks or waits for the call to an API to return.

E. A callback function typically is used to process the response from an API call

Answer: BE
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NEW QUESTION 159
- (Exam Topic 1)
Refer to the exhibit.

Bases: ucsmsdk.ucssession.UcsSession
UcsHandle class is the user interface point for any Ucs related communication.

Parameters: ® p (str)—The IP or Hostname of the UCS Server

* username (str)—The username as configured on the UCS Server
password (str) — The password as configured on the UCS Server
port (int or None) — The port number to be used during connection
secure (bool or None) — True for secure connection, otherwise False
proxy (str) — The proxy object to be used to connect

class ucsmsdk .ucshandle.UcsHandlelip, username, password, port=None, secure=None, proxy=None)

[source]

Given the API documentation for the UCS SDK python class, UcsHandle, which code snippet creates a handle instance?

i [ 1 SNy - '3 —_ >
|
1 ! 1 i i i
il [ i
Li 1 i ]
ri 1 i ) - 1SS wird
1_ ]
#l fusr/binfenv python)
impart wucsmsdk . ucshandle. UcdsHandle
hamdle = UcsHarwliei "18.]1 2. 254" "ackman s 3l v r il
port=J443, secure=])
#!' Jusr/bin/envy pythoni
from ucsmedk , ucthandle ympord e sHand Le
LA | L= i 4 eLE
’ 1 Vi - il e B 140 | .
hamille = =9 ' r : i) PR
;.‘It-_th'l' il = r 3 .
"L L infeny Byt
- ¥ ] 4.5 I
| r
¥ i i Sn if= o otk -
£J il .
re & UegHawtler ‘18,1 X. 23
el L e - . ==1
ar L= 'l"’- i

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 161
- (Exam Topic 1)

Which HTTP status Code means that the server cannot or will not process the request because of perceived client error?

A. 100
B. 203
C. 303
D. 400

Answer: D

NEW QUESTION 163

- (Exam Topic 1)

Which API is used to obtain data voicemail ports?
A. Finesse gadgets

B. Cisco Unified Communications manager

C. Webex devices

D. Webex teams

Answer: B
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Explanation:

Cisco Unified Communications Manager (CUCM) provides API access to data management, call management, and voicemail integration. Source: Cisco DevNet

Fundamental Course: https://developer.cisco.com/certification/fundamentals/

NEW QUESTION 168
- (Exam Topic 1)
What is a function of the default gateway in a network?

A. to drop traffic that is destined to the default gateway

B. to drop traffic that is not destined to the default gateway
C. to forward traffic to the same subnet

D. to forward traffic to different subnets

Answer: D

NEW QUESTION 170
- (Exam Topic 1)
What is used in Layer 2 switches to direct packet transmission to the intended recipient?

A. spanning tree
B. IPv4 address
C. IPv6 address
D. MAC address

Answer: D

NEW QUESTION 175
- (Exam Topic 1)
What are two benefit of managing network configuration via APIs? (Choose two.)

A. configuration on devices becomes less complex

B. more security due to locking out manual device configuration

C. increased scalability and consistency of network changes

D. eliminates the need of legacy management protocols like SNMP
E. reduction in network changes performed manually

Answer: CE

NEW QUESTION 177
- (Exam Topic 1)

Which device is a system that monitors and controls incoming and outgoing network traffic based on predetermined security rules?

A. Switch

B. Router

C. Firewall

D. Load balancer

Answer: C
NEW QUESTION 179

- (Exam Topic 1)
Refer to the exhibit.

1 - ——

2 - hosts: {{ router }}

3 gather facts: true

4 connection: local

5

6 tasks:

7 - ios_command

B commands :

9 - show run

10 provider: “{{ router credentials }}”
11 register: config

12

13 - copy:

14 content: “{{ config.stdout[0] }}”

15 dest: “etc/ansible/configs/command {{ router_ hostname }}.txt
16 R

What is the effect of this Ansible playbook on an IOS router?
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A. A new running configuration is pushed to the IOS router.

B. The current running configuration of the I0S router is backed up.

C. The start-up configuration of the IOS router is copied to a local folder.
D. A new start-up configuration is copied to the IOS router.

Answer: B

NEW QUESTION 180
- (Exam Topic 1)
A small company has 5 servers and 50 clients. What are two reasons an engineer should spilt this network into separate client and server subnets? (Choose two)

A. Internet access to the servers will be denied on the router.

B. A router will limit the traffic types between the clients and servers.
C. Subnets will split domains to limit failures.

D. A router will bridge the traffic between clients and servers.

E. Subnets provide more IP address space for clients and servers.

Answer: AC

NEW QUESTION 184
- (Exam Topic 1)
Refer to the exhibit.

” 1 1l Illllflllll|||

| I"|;|-||I' l'gilillwlilhli"?'r' ' Lmjﬂh%fﬁ: ﬁ MMMIW

SRS l_-—hlt-.‘_-m : L
An administrator attempts to perform a GET usmg the Cisco I0S XE RESTOCNF API to return the hostname of a device. The sequence diagram illustrated the
HTTP message observed. Which change to the API request resolves the issue?

A. Add Content-Type HTTP header with 'application/yang-data+json' using —H ‘Content-Type: application/yang-data+json’.
B. Use -u cisco: cisco instead of -u ‘cisco: cisco'.

C. Change the request method from -X "GET” to- X' POST".

D. Remove the -H 'Accept: application/yang-data®/son’ HTTP header because it is not required.

Answer: B

NEW QUESTION 187
- (Exam Topic 1)
Refer to the exhibit.
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"WP’E'": "fruit"‘,
“items”: [
{

“color”:"”green”,
“items™: [
Fl’kiwijj
“grape”

“color”: “red”,

“items”: [
“strawberry”,
Happleu

]
}s

{
"'type”: "Uegs”,
ﬁitemsu ‘ [

{

“items”: [
“lettuce”

“color”: “red”,
“items”: [
I:I!pepper.i.l

Iicﬂlnr‘.‘!: {igreen.‘!“

A REST API retune this JSON output for a GET HTTP request, Which has assigned to a variable called “vegetables” Using python, which output is the result of

this command?

i
1'? N1 _I'-' VI w1 1 I

A. Lettuce

B. Kiwi

C. ['kiwi’, ‘grape’]

D. {‘color’: ‘green’, ‘items’: ['kiwi’, ‘grape’]

Answer: B

NEW QUESTION 188
- (Exam Topic 1)

Which service provides a directory lookup for IP addresses and host names?

A. DNS
B. DHCP
C. SNMP
D. NAT

Answer: A
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NEW QUESTION 190
- (Exam Topic 1)
Drag and drop the element of the Finesse API on the left onto the description of its functionally on the right.

User Represents a skill group in Unified CCE.
Dialog Represents the current state of the system.
Medi Represents an agent, supervisor

g or administrator.
Queue Represents a group of users.
T Represents a call and the participants
cam if the media type is voice.
Sends client-side logging
Systeminfo to the Finesse Server.
I Represents a user’s state in a non-voice
ClientLogs Media Routing Domain.

A. Mastered
B. Not Mastered

Answer: A
Explanation:

1-D,2-F,3-A,4-E,5-B,6-G,7-C

NEW QUESTION 192
- (Exam Topic 1)
Refer to the exhibit.

List the clients that have used this network in the timespan

HTTP REQUEST
GET /networks/ {networkId}/clients

PARAMETERS

t0
The beginning of the timespan for the data. The maximum lookback period is 31 days from today.

timespan

The timespan for which the information will be fetched. If specifying timespan, do not specify parameter t0. The
value must be in seconds and be less than or equal to 31 days. The default is 1 day.

perPage
The number of entries per page returned. Acceptable range is 3 — 1000. Default is 10.

startingAfter
A token used by the server to indicate the start of the page. Often this is a timestamp or an ID but it is not limited

in the HTTP Link header should define it.

endingBefore
A token used by the server to indicate the end of the page. Often this is a timestamp or an ID but it is not limited

in the HTTP Link header should define it.

to those. This parameter should not be defined by client applications. The link for the first, last, prev, or next page

to those. This parameter should not be defined by client applications. The link for the first, last, prev, or next page
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base url = “https://api.meraki.com/api/v0”
network id = “L 12345678910”

api_key = “1098hadpfsiapsf8ahf8ohp”
requests.<item 1> (

headers = {
“X-Cisco-Meraki-API-Key”: <item 6> ,
“Content-Type”: “<item 7>"

} .
<item 8>={“"<item 9>":<item 10>})

<item 2> + “/<item 3>/” + <item 4>, “/<item 5>”,

Drag and drop the code from the left code from the left onto the item number on the right to complete the Meraki code to obtain a list of client which have used this

network.

params <item 1>
networks <item 2>
timespan <item 3>
get <item 4>
432000 <item 5>
base_url <item 6>
application/json <item 7>
network_id <item 8>
clients <item 9>
api_key <item 10>

A. Mastered

B. Not Mastered
Answer: A

Explanation:
1-d,2-f,3-b,4-h,5-i,6-j,7-9,8-a,9-¢,10-¢

NEW QUESTION 196
- (Exam Topic 1)
Before which process is code review performed when version control is used?

A. committing code
B. branching code
C. merge of code
D. checkout of code

Answer: C

NEW QUESTION 197

- (Exam Topic 1)

Which CI/CD tool is an automation tool used to build, test, and deploy software?
A. Nagios

B. Gradle

C. Jenkins

D. Git

Answer: C
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Explanation:
Reference:
https://www.infoworld.com/article/3271126/what-is-cicd-continuous-integration-and-continuous-delivery-expla

NEW QUESTION 200

- (Exam Topic 1)

A developer is writing an application that a REST API and the application requires a valid from the API which element of the response is used in the conditional
check?

A. URL

B. Status code
C. Link

D. Body

E. Headers

Answer: B
NEW QUESTION 203

- (Exam Topic 1)
Refer to the exhibit.

def process devices (dnac, token):
url = “https://{}/api/vl/network-device”.format (dnac[ ‘host’])
headers[“x-auth-token”] = token
response = requests.get(url, headers=headers, verify=False)
data = response.json()
for item in datal[‘response’]:
print (item[“*hostname”] ,” ", item[“managementIpAddress”])

What is the function of the python script?

A. Count and print the total number of available devices.

B. Iterate over a list of network devices and write all device names and management IP addresses to an output file.

C. lterate over a list of network devices and write all device type and associated management IP address.

D. For each device that is returned, display the device and, for each device, print the device name and management IP address.
E. Loop through the returned list of network devices and, for each device, print the device name management IP address.

Answer: E

NEW QUESTION 206
- (Exam Topic 1)
Refer to Exhibit.
<books>

<science>
<biology>10.00</biology>
<geology>9.00</geoclogy>
<chemistry>8.00</chemistry>

</science>

<math>
<calculus>20.00</calculus>
<algebra>12.00</algebra>

</math>

</books>

Which JSON is equivalent to the XML-encoded data.
A)
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{

“books”: |

“science”: ({
“biology”: “10.007,
'itgeulogyﬂ - “g . 00" ’
“chemistry”: “8.00”

},

“math' : {
“calculus”: “20.007,
“algebra”: “12.00”

}

}
B)
L &
“books”: ({

“science”: {
“biology”: “10.007,
“geology”: “9.007,
“chemistry”: “8.00”

by

“wmath”: {

“wcalculus”: “20.007,
“algebra”: “12.00”
}

_—)
~
el et

“books”: [

“science”, {
“biology”: “10.007,
t\geclngyﬂ . “9. . Dﬂ.ﬂ' ;
“chemistry”: “8.00”

} s

'l.'\ma th” ’ {

“calculus”: “20.007,
“algebra”: “12.00”

“books”: [

“Wscience”: {
“biology”: “10.007,
“geology”: “9.007,
“chemistry”: “8.00”

}y
“math" - {

“calculus”: “20.007,

“algebra”: “12.00”
}

The Leader of IT Certification

visit - https://www.certleader.com



CertLeader.m 100% Valid and Newest Version 200-901 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/200-901-dumps.html (406 Q&AS)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 211
- (Exam Topic 1)
What is an example of a network interface hardware address?

A. domain name

B. IP address

C. workstation name
D. MAC address

Answer: D

NEW QUESTION 215

- (Exam Topic 1)

Users cannot access a webserver and after the traffic is captured, the capture too* shows an ICMP packet that reports "communication administratively prohibited"”
What Is the cause of this webserver access Issue?

A. An access list along the path is blocking the traffic

B. The traffic is not allowed to be translated with NAT and dropped.
C. Users must authenticate on the webserver to access It

D. A router along the path is overloaded and thus dropping traffic

Answer: A
NEW QUESTION 220

- (Exam Topic 1)
Drag and Drop the GIT commands from the left onto the right that add modified local files to a remote repository. Not all options are used

git push Git command one
git add . Git command two
git checkout -b “new branch” | Git command three

git commit -m “this is my edit”

git pull

A. Mastered
B. Not Mastered

Answer: A

Explanation:
git add .
git commit -m “this is my edit” git push

NEW QUESTION 224
- (Exam Topic 1)
Which two concepts describe test-driven development? (Choose two.)

A. It enables code refactoring.

B. Write a test before writing code.

C. Implementation is driven by incremental testing of release candidates.
D. User acceptance testers development the test requirements.

E. Tests are created when code is ready for release.

Answer: BC
Explanation:

https://www.tutorialspoint.com/software_testing_dictionary/release_candidate.htm

NEW QUESTION 227
- (Exam Topic 1)
Which device is used to transport traffic from one broadcast domain to another broadcast domain?
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A. load balancer
B. layer 2 switch
C. router

D. proxy server

Answer: C

NEW QUESTION 231
- (Exam Topic 1)
Which two statement describe the role of an artifact repository in a CI/CD pipeline? (Choose two.)

A. An artifact repository allows to compare and merge changes in the source code of files involved in a build process.
B. An artifact repository is needed only for CI/CD pipeline executed on a public cloud infrastructure.

C. An artifact repository provides traceability, search, and management of binary files.

D. An artifact repository is needed only for managing open source software.

E. An artifact repository stores files needed and generated during the build process.

Answer: CE

NEW QUESTION 232
- (Exam Topic 1)
In DNS, which record specifies an alias that refers to another name that ultimately resolves to an IP address?

A. AAA

B. SOA
C.NS

D. CNAME

Answer: D

Explanation:
Reference: https://ns1.com/resources/dns-types-records-servers-and-queries

NEW QUESTION 233
- (Exam Topic 1)
Which network device monitors incoming and outgoing traffic and decides whether to allow or block specific traffic based on a defined set of rules?

A. switch
B. load balancer
C. reverse proxy
D. firewall

Answer: D

NEW QUESTION 236
- (Exam Topic 1)
Which two statements are true about Cisco UCS manager, Cisco Intersight APIs? (Choose two.)

A. Cisco Intersight API interactions can be encoded in XML or JSON and require an APIs key in the HTTP header for authentication.

B. USC Director API interactions can be XML- or JSON-encoded and require an APLs key in the HTTP header for authentication.

C. UCS manager APl interactions are XML-encoded and require a cookie in the method for authentication.

D. Cisco Intersight uses XML to encoded API interactions and requires an API key pair for authentication.

E. UCS manager uses JSON to encode API interactions and utilizes Base64-encoded credentials in the HTTP header for authentication.

Answer: BC

Explanation:

Reference:
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-director/rest-api-getting-started-guide/6-5/cis
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/sw/api/b_ucs_api_book.pdf

NEW QUESTION 239
- (Exam Topic 1)
What are two advantages of YANG-based approaches for infrastructure automation? (Choose two.)

A. directly maps to JavaScript

B. multi-platform vendor abstraction

C. designed to reflect networking concepts

D. compiles to executables that run on network devices
E. command line driven interface

Answer: BC

NEW QUESTION 244
- (Exam Topic 1)
Which status code is used by a REST API to indicate that the submitted payload is incorrect?
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A. A.-400B.403C.405D.429
Answer: A

Explanation:
Reference:

https://community.cisco.com/t5/application-centric/apic-rest-api-produces-inconsistent-response/td-p/2758230

NEW QUESTION 248
- (Exam Topic 1)
Refer to the exhibit.

List Rooms
List rooms.

other person.

/vl/rooms

Query Parameters

Name

teamld
string

type
string

sortBy
string

max
number

The title of the room for 1:1 rooms will be the display name of the

By default, lists rooms to which the authenticated user belongs.
Long result sets will be split into pages.

Description

List rooms associated with a team, by ID.

List rooms by tape.
Possible values: direct, gqroup

Sort results.
Possible values: id, lastactivity, created

Limit the maximum number of rooms in
the response.

Default: 100

Fill in the blank to complete the query parameter and value so that the result set is returned in reverse chronological order (most recent first) based on when

message were entered.

HTTP GET /v1/rooms

A. Mastered
B. Not Mastered

Answer: A

Explanation:

-'-FF:' Pt e
L L

-

NEW QUESTION 253
- (Exam Topic 1)

—

A function my_func() returns True when it executes normally. Which python snippet tests my_func()?
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def test_ func(self):
Helf.aaaertTrue{my_func{]}

self-assertRaisen(my_func(])

L1

self . .assertEqual(my func(), ‘{true}”’)

def test func(self)

| def test func(self)

def test func(self): ,

saelf.assertFalse(my func())

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 257
- (Exam Topic 1)

In python, which expression checks whether the script returns a success status code when the Requests library is used?

A. response.status_code== requests.ok

B. response.status_code== requests.codes.ok
C. response.code== requests.codes.ok

D. response.status_code ! == requests.codes.ok

Answer: B

Explanation:

Reference: https://realpython.com/python-requests/

NEW QUESTION 258
- (Exam Topic 1)

Which way should be used to safely the API keys?

A. In an environment variable unique to the system database
B. Encrypted in a configuration file that is separate from the code

C. Encrypted in the code in a function
D. Plain text in the code as a constant

Answer: B

NEW QUESTION 263
- (Exam Topic 1)

Fill in the blanks to complete the Bash script in which each file in a directory is renamed to Its SHA256 hash?

TARGET_DIR=/usr/local/certs

forfin’

S

' - do

e

done

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Check below the answer exact.

The Leader of IT Certification
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TARGET_DIR=/usr/local/certs

for fin _Is $TARGET DIR do
A - g it E‘+ penss| sha -shaZob -r < ‘51 | cut _r'] ‘dl ¥
gone

NEW QUESTION 265
- (Exam Topic 1)
Which two elements are foundational principles of DevOps? (Choose two.)

A. designing applications as microservices

B. encouraging containers for the deployment of applications
C. organizing cross-functional teams over organizational silos
D. optimizing the cost of infrastructures

E. automating over documenting

Answer: CE

NEW QUESTION 267
- (Exam Topic 1)
Which statement about authentication a RESTCONF API session with a router that runs Cisco 10S XE software is true?

A. OAuth must be used.

B. A token must be retrieved and the associated string must be embedded in the X-Auth-Token header.
C. Basic authentication must be used.

D. No authentication is required.

Answer: C

NEW QUESTION 271
- (Exam Topic 1)
Which statement describes the benefit of using functions in programming?

A. Functions allow problems to be split into simpler, smaller groups, and reduce code repetition, which makes the code easier to read.
B. Functions ensure that a developer understands the inner logic contained before using them as part of a script or application.

C. Functions create the implementation of secret and encrypted algorithms.

D. Functions store mutable values within a script 01 application.

Answer: A

NEW QUESTION 276

- (Exam Topic 1)

What is the outcome of executing this command?

git clone ssh://john@exmaple.com/path/to/my-project_git

A. Creates a local copy of a repository called “my project”
B. Creates a copy of a branch called “my project”

C. Initiates a new Git repository called “my project”

D. Creates a new branch called “my project”

Answer: A

Explanation:
Reference: https://www.atlassian.com/git/tutorials/setting-up-a-repository/git-clone

NEW QUESTION 277
- (Exam Topic 1)
Which Cisco DevNet resource allows access to products in a development lab to explore, learn, and build application that use Cisco APLs?

A. DevNet communities

B. DevNet code Exchange

C. DevNet Automation Exchange
D. DevNet sandbox

Answer: D
Explanation:

Reference: https://developer.cisco.com/site/sandbox/

NEW QUESTION 281
- (Exam Topic 1)
Drag and drop the network automation interfaces from the left onto the transport protocols that they support on the right.
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SSH gRPC
HTTP
NETCONF
HTTP/2
HTTPS
RESTCONF

A. Mastered
B. Not Mastered

Answer: A

Explanation:
gRPC = C, NETCONF = A, RESTCONF = B, D OR

NEW QUESTION 283
- (Exam Topic 1)
Which type of threat occur when an attacker can send hostile data to an interpreter within an application?

A. Cross-site scripting

B. Sensitive data exposure
C. Broken authentication
D. Injection

Answer: D
Explanation:

Reference: https://owasp.org/www-project-top-ten/OWASP_Top_Ten_2017/Top_10-2017_Al-Injection

NEW QUESTION 285
- (Exam Topic 1)
Drag and drop the HTTP status codes from the left onto the correct descriptions on the right.

400 Unauthorized
401 Not Found
403 Bad Request
404 Forbidden

A. Mastered
B. Not Mastered

Answer: A

Explanation:

1-B,2-D,3-A,4-C

Reference:
https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118217-troubleshoot-wsa-00.html

NEW QUESTION 288
- (Exam Topic 1)

Drag and drop the network automation interfaces from the left onto the transport protocols that they support on the right. (Not all Options are used)
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HTTP
NETCONF
HTTP/2
HTTPS
RESTCONF
A. Mastered

B. Not Mastered
Answer: A
Explanation:

Grpc == http/2 , netconfig == ssh , restconfig == https

NEW QUESTION 292
- (Exam Topic 1)
Drag and drop the Python code from the left onto the correct step on the right to call a REST API.

Mﬁﬁ%ﬂ;&ﬁm peyioad) Step 1 — Import the correct libraries.

ticket =r_json[“Token"] = 5
int (ticket) Step 2 — Declare the necessary variable.

(_json = response.json()

int(r_json) Step 3 — Send the HTTP Request.
import requests Step 4 — Format and display the response in
import json JSON readable format.

controller = ‘devnetapi.cisco.com/sandbox/dnacenter’
url = 'https://* + controller + '/dna/system/api/v1/auth/token’ Step 5 — Parse the response to display the
payload = { ‘usemame': 'devnetuser’, 'password': 'pa55word'} Service Ticket.

header = { 'Content-type": 'application/json' }

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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response = requests.post{url, data=json.dumps(payload), \
headers=header, verify=False)

import json

ticket =r_json[“Token"]
print (ticket)

controller = 'devnetapi.cisco.com/sandbox/dnacenter’

url = 'https:// + controller + '/dna/system/api/v1/auth/token’
payload = { 'username': 'devnetuser’, 'password": 'pa55word'}
header = { 'Content-type": 'application/json’ }

(_json = response json()

response = requests.post(url, data=json.dumps(payload), \

print(r_json) headers=header, verify=False)
@mp-urt requests {_jmn - response.json()
import json print(r_json)

controller = ‘devnetapi.cisco.com/sandbox/dnacenter’

url = 'https://* + controller + ‘/dna/system/api/v1/auth/token’
payload = { 'username': 'devnetuser’, "password': 'pa55word'}
header = { "Content-type": 'application/json' }

ticket = r_json[“Token"]
print (ticket)

NEW QUESTION 296
- (Exam Topic 1)
Refer to the exhibit.

#'/bin/bash
<item 1>=’'date +%b-%d-%y’

<item 2>=/home/usr/path/backup-$BACKUPTIME.tar.gz
<item 3>=/home/usr/path/data folder

tar —cpzf $DESTINATION $SOURCEFOLDER

Drag and drop the variables from the left onto the item numbers on the right that match the missing assignments in the exhibit.

BACKUPTIME <item 1>
SOURCEFOLDER <item 2>
DESTINATION <item 3>

A. Mastered
B. Not Mastered

Answer: A

Explanation:
1-A,2-C,3-B

Reference: https://medium.com/@fotios.floros/linux-backup-script-1722cc9c2bf6 (use tar in order to create your backup file)

NEW QUESTION 297
- (Exam Topic 1)
Fill in the blanks to complete the statement.

Cisco DNA provide the capability to send an HTTP request to the API endpoint https://DNA-c_API_ADDRESS/api/vi/network-device/ and receive the
network listin format.
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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NEW QUESTION 300
- (Exam Topic 1)

On which network plane is routing protocol traffic handled?

A. data plane

B. management plane
C. authentication plane
D. control plane

Answer: D

Explanation:

! M= CApalality o <ond an HT TP KGE T |
||

| | Tequees! 1o the AP cnaponi

R PO e reecbaoirik r'if“."ll [ &

Reference: https://tools.cisco.com/security/center/resources/understanding_cppr

NEW QUESTION 304
- (Exam Topic 1)

Drag and Drop the Bash commands from the left onto the correct actions on the right.

cd~ list files in directory sorlfed by edited
date descending
cd/ create directory
Is—I copy file
Is =t change directory to user SHOME
cp create environment variable
cp-r change directory to file system root
mv move file
touch create file
mkdir copy directory
export list files in directory with details

A. Mastered
B. Not Mastered

Answer: A
Explanation:

1-d,2-i,3-€,4-a,5-/,6-b,7-9,8-h,9-c, 10-f

NEW QUESTION 309
- (Exam Topic 1)

Fill in the blanks to complete the cURL command that invokes a RESTful API to retrieve a resource in JSON format using OAuth.

A. Mastered
B. Not Mastered
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Answer: A
Explanation:
carl 3 k:lr-[ '| 1 1 - L\[_{.hi].t : application/json®
-H - P&lﬂlumhlhiﬂi 1 Bearer ALCAEFLIZ2345%6™ https://localhostS/apl/myrescource

Reference: https://webcache.googleusercontent.com/search?q=cache:Se6d2trvMsEJ:https://blogs.cisco.com/developer/secu

NEW QUESTION 314
- (Exam Topic 1)
Refer to the exhibit.

bash-3.25 curl -H “Content-Tvpe: application/ison” -H “Authorization: Bearer
A - Fj2zzykEa091ic9GR2)BLtE1EK1H6CREPQAWIPaAt601TndtEENWZL2Zb5PQMGE14Kk BIei5ISACLIYT-
NarA-2n9H-tGgt-SxQ39iDejges” -i -d “{ \“roomId\”:
.. \"Y2geK535JELknosrC7SwQ52GLI9pHgiuScBTDENVUsr 8Xx4wDKLiPORCEKryANM3OmMKILOZSPOG4 \
» \"text\”: \"test2\” }” _X POST https://api.ciscopark.com/vl/messages
B
D - |HEFB/1:1/200 6K
Via: 1.1 linkerd
Transfer-Encoding: chunked
TrackinglID: RMEILEEBE‘EEEB-ESEE-MBE-DDED-BDEEEIBDUDED
E - Dpate: sat, 01 Jan 2020 00:55:31 GMT
Server: Redacted
Content-Type: application/json;charset=UTF-8
Vary: Accept-Encoding
Strict-Transport-Security: max-age=63072000; includedsSybDomains; preload

{ 'I.'Lidﬂ': (i
YCpJf3iaVovyBYcbn71l5desNkKegNStlExdeédenPt14Va0SNEChIMGL 7 0tWXQLOoIPuoJ73uu7JdoX
g9 “,“roomId”:"
- Y2geK53s]ELknosrCTSwR5ZGLISpEgiuscBIDINVUs r8Xx4dwDFLi PORCELryANM3Q0mF 99L.0ZsP0G4
" . " mmypeﬂ : "g‘rnuP,h' . -‘ftextﬂ' : "test‘zﬂ' - Hpers nnIdﬂ H "
YegYzLeXgtyfws 1 XXwgf KL Twhij23KugWt4kLWkbbh3 IWEJBELVMZOk1lvyDdFoppbleinNjl11FcMyy5
wD"” ,"personEmail”: "userfwebex.com” , "created”:”2020-01-01T00:55:32.4922"}

bash-3.28§

Drag and drop the descriptors from the left onto the correct parts of the API request and response on the right.

Response Headers B
HTTP Request B
HTTP Response C
Request Payload D
Request Headers E
Response Payload F

A. Mastered
B. Not Mastered

Answer: A
Explanation:

A-E,B-D,C-B,D-C,E-A F-F

NEW QUESTION 319

- (Exam Topic 1)

Fill in the blanks to complete the python script to request a service ticket using the APIC-EM rest API for the
user “devnetuser”.
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Import requests ' TTRERL A SEce icket using the APIC EM RES
Import j=on
:__;ﬁn-"l‘—‘}il:;i;:;:: ;h—‘:V:I:J:‘;Fl CISCOo com/sandbox/api _em'

C oller + “Japwvafticket”
payload [ 'usemame’ ' o
header = { 'Content type’
response —
headers= L
r_json = n"‘-:[‘.lnn*-.l—l S0 )
pnnt(r_json)
ticketl = r_ json| “response”]["service Ticket”]
pnnt(ticket)

- . B L password” AT12747 16y
apphcaton/jsan’ )

]!:J'Ei"'a'“_'-if-r lata son dumpspayoad)

verty=F alse)

A. Mastered
B. Not Mastered

Answer: A

Explanation:

umporn requests

mport json

controller = "devnetap osco com/sandbox/apsc em’
url = "hitps /7~ + controller_+ “/api'vaticket™

payioad = ( ‘'usemame’ ‘kﬁ:.r_notuﬁei - ' U'password "3AT1387657)
header = [ "Content-type’ "apphcation/json’ ) -

response — jequests I postiurl, data—json dumps{payload), \
headers— ‘1&:.’:—(.119” ] venfy=False)

r_json = redponse json()

prnt{r_json)

tckel — r_json[response”|[ service Ticket™)
poni{bxcket)

Reference: https://developer.cisco.com/docs/apic-em/#!hello-world

NEW QUESTION 323
- (Exam Topic 1)
A 401 HTTP response code is returned when calling a REST API. What is the error state identified by this response code?

A. The server cannot process the request as it has detected an issue in the request syntax or body.
B. The server accepted the request but the client is not authorized for this content.

C. The request has not been accepted because it requires authentication.

D. The server cannot find the requested resource because the path specified is incorrect.

Answer: C

Explanation:
Reference:
https://blog.restcase.com/rest-api-error-codes-101/#:~:text=A%20401%20error%20response%20indicates,crede

NEW QUESTION 326
- (Exam Topic 1)
Which mechanism is used to consume a RESTful API design when large amounts of data are returned?

A. Data sets
B. Scrolling
C. Blobs

D. Pagination

Answer: D
Explanation:

Reference: https://nordicapis.com/everything-you-need-to-know-about-api-pagination/

NEW QUESTION 328
- (Exam Topic 1)

A developer is reviewing a code that was written by a colleague. It runs fine, but there are many lines of code to do a seemingly simple task repeatedly. Which

action organizes the code?

A. Refactor the code by removing any unnecessary tests

B. Using functions, rewrite any pieces of code that are repeated
C. Reverse engineer and rewrite the code logic

D. Modify the code to use loops

Answer: B
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NEW QUESTION 333
- (Exam Topic 1)
What is the benefit of edge computing?

A. It reduces network latency by moving processing closer to the data source.
B. It simplifies security as devices and processing are brought closer together
C. It removes the need for centralized data processing.

D. It reduces data velocity from devices or other data sources.

Answer: A

Explanation:
Reference: https://blogs.cisco.com/networking/time-to-get-serious-about-edge-computing

NEW QUESTION 338
- (Exam Topic 1)
Which two NETCONF operations cover the RESTCONF GET operation? (Choose two.)

. <get>

. <edit>

. <get-update>

. <modify-config>
. <get-config>

mooO P

Answer: AE

Explanation:
Reference:
https://www.cisco.com/c/en/us/support/docs/storage-networking/management/200933-YANG-NETCONF-Conf

NEW QUESTION 340
- (Exam Topic 1)
What is the purpose of the Cisco VIRL software tool?

A. To verify configurations against compliance standards
B. To simulate and model networks

C. To automate API workflows

D. To test performance of an application

Answer: B

Explanation:
Reference: https://www.speaknetworks.com/cisco-virl-better-gns3/

NEW QUESTION 345
- (Exam Topic 1)
Which REST architectural constraint indicates that no client context should be stored on the server between requests?

A. stateless

B. uniform interface
C. cacheable

D. client-server

Answer: A

Explanation:
Reference: https://developer.cisco.com/docs/nx-os/#!representational-state-transfer-rest

NEW QUESTION 347
- (Exam Topic 1)
What is the first development task in test-driven development?

A. Write code that implements a desired function.

B. Write a failing test case for a desired function.

C. Write a passing test case for existing code.

D. Reverse engineer the code for a desired function.

Answer: B
Explanation:

Reference:
https://technologyconversations.com/2013/12/20/test-driven-development-tdd-example-walkthrough/

NEW QUESTION 351
- (Exam Topic 1)
Which two use cases are supported by Meraki APIs? (Choose two.)
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A. Retrieve live streams from a Meraki Camera.

B. Build a custom Captive Portal for Mobile Apps.

C. Configure network devices via the Dashboard API.

D. Build location-aware apps from Wi-Fi and LoRaWAN devices.
E. Deploy applications onto the devices.

Answer: BC
NEW QUESTION 352

- (Exam Topic 1)
Refer to the exhibit.

def get_result()
url ="https://sandboxdnac.cisco.com/dna/system/api/vl/auth/token”
resp = requests.post(url, auth=HTTPBasicAuth(DNAC_USER, DNAC_PASSWORD))
result = resp.json()['Token’]

return result

What does the python function do?

A. It returns DNAC user and password.

B. It returns HTTP Basic Authentication.

C. It returns an authorization token.

D. It reads a token from a local JSON file and posts the token to the DNAC URL.

Answer: C

NEW QUESTION 353
- (Exam Topic 1)
Refer to the exhibit.

json string = 777
{
“researcher”: {
“hame”: “Ford Perfect”,
“species’”: “Betelgeusian”,
“relatives”: [
{
“name”: “Zaphod Beeblebrox”,
“species’/’': “Betelgeusian”

}

Frreer

my Jjson = Json.loads(json string)
Which python data structure does my_json contain?

A. List
B. Json
C. Map
D. Dict

Answer: D

Explanation:
Reference:

https://stackoverflow.com/questions/34764979/loading-python-string-with-u-as-json?noredirect=1&Ig=1

NEW QUESTION 354
- (Exam Topic 1)
Which line is an example of the start of a chunk from a unified diff?

A. @@ -90,88 +20191008T1349@@
B. @@ -20191007T1200 +88,90 @@
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C. @@ -20191007T1200 +20191008T1349@ @
D. @@ -88,10 +88,6 @@

Answer: D

Explanation:
Reference:

https://unix.stackexchange.com/questions/252927/what-do-the-numbers-in-the-line-mean-in-output-of-diff

NEW QUESTION 358
- (Exam Topic 1)

A REST API service requires authentication based on the username and password. The user “john” has the password “384279060" and the Base64 encoding of
those credentials is “am9objowMTIzZNDU2Nzg=". Which method completes an authentication request?

A. The header must include:Authorization: Bearer am9obJowMTIzZNDU2Nzg=
B. The payload must include:Authorization: Bearer am9objowMTIzZNDU2Nzg=
C. The payload must include.Authorization: Basic am9objowMTIzNDU2Nzg=
D. The header must include:Authorization: Basic am9objowMTIzNDU2Nzg=

Answer: D

NEW QUESTION 360
- (Exam Topic 1)

Users cannot access a webserver and after the traffic is captured. the capture tool shows an ICMP packet that reports "time exceeded in-transit". What is the

cause of this webserver access issue?

A. A router along the path is misrouting the packets in a wrong direction.

B. A router along the path has the wrong time.

C. The server is too far away and the packets require too much time to reach it

D. The server is too loaded and the connection could not be handled in time

Answer: A

NEW QUESTION 364
- (Exam Topic 3)

Drag and drop the code from the bottom onto the box where the code is missing to authenticate with the Cisco DNA Center REST API by using basic
authentication. Then generate a token for later use. Not all options are used.

import requests

BASE _URL
AUTE URL = '/dna/system/api/vl/

USERNAME = 'admin’
PASSHORD = 'gwerl23ijg!'®

from requests.auth impcocrt HTTPBasichuth

'https://sandboxdnacs.cisco.com’

response = reguestcts.

auth=HTTPBasicAuth (

token = response.qjscn() ['Token"]
print (tcken)

(BASE_URL + AUTH_URL,

))

auth/basic /anth/roken post Je
OSERNAME. Token FRESWORD
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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import requests
from requests.auth impert HTTPBasichuth

BASE_URL = 'https://sandboxdnacl.cisco.com'
AUTH URL = 'fdnafsys:emf&pﬂvlf'l favnth/roken| °*
- | O ——
USERNAME = ‘admin’
PASSWORD = 'qwerl2i4'®
response = reguests, I post ! (BASE URL + AUTH URL,
auth=HTTPBasicAuth ( DSERMNAME . AGAWORD ) )

tocken = response.jscn() ('Token')
print (tcken)

L auth/basc !lﬁa:1h£13?+ﬂji post. FI 1
USSP i ARSI ) | | | —

USERNAME | | Toaken J FRESWORD

= —

— e e " ek L-— e e e e

NEW QUESTION 367
- (Exam Topic 3)
What is a characteristic of the Cisco Finesse platform?

A. Applications allow services to be invoked on a network triggered event.

B. The platform provides a ready-to-go platform for HD video and audio conferencing.
C. Applications are added to the platform from the desktop remotely.

D. The platform includes an enterprise-class IM engine.

Answer: A

Explanation:

A characteristic of the Cisco Finesse platform is that applications allow services to be invoked on a network triggered event. Cisco Finesse is a next-generation
agent and supervisor desktop designed to provide a rich, browser-based experience for contact center agents and supervisors. It offers a flexible, open
development platform that allows developers to build custom applications and integrations to meet the specific needs of their contact center. One of the key
features of Cisco Finesse is the ability to trigger actions based on events within the contact center network, such as an incoming call or a change in the status of a
customer's account. This allows developers to build applications that can react to real-time events and provide relevant information or services to agents as they

handle customer interactions.

NEW QUESTION 372
- (Exam Topic 3)

A developer must test the performance and reliability of an application. After functional and load tests are run, the application crashes due to traffic spikes from

users. Which type of API constraint must be implemented to maintain reliability?

A. rate limiting
B. pagination

C. payload limits
D. filtering

Answer: A

NEW QUESTION 373
- (Exam Topic 3)
Refer to the exhibit.
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1 <routing xmlns="urn:ietf:params:xml:ns:yang:ietf-routing™>
2 <routing-instance>
3 <name>default</name>
4 <description>default-vrf [read-only]</description>
5 <routing-protocols>
€ <routing-protocol>
7 <type zmlns:ospf="urn:ietf:params:xml:ns:yang:ietf-
% ospf">ospf:ospiva2</type>
8 <name>100</name>
9 <ospf xmlns="urn:ietf:params:xml:ns:yang:ietf-ospf">
10 <instance>
11 <af ¥xmlns:rt="urn:ietf:params:xml:ns:yang:ietf-
% routing">rt:ipvi</af>
12 <router-id>1.1l.1l.1</router-id>
13 <Nsr>
14 <enable>false</enable>
15 </nsr>
l& <auto-cost>
17 <enable>false</enable>
18 </auto-cost>
19 <redistribution
z xmlns="urn:ietf:params:xml:ns:yang:cisco-ospfi">
20 <rip/>
21 </redistribution>
22 </instance>
23 </ospf>
24 </routing-protocol=
25 </routing-protocols>
26 </routing-instance>
27 </routing>

What are two characteristics of the NETCONF response? (Choose two.)

A. ospf is defined by the ietf-ospf module.

B. ietf-ospf imports ietf-routing.

C. redistribution is a module of type cisco-ospf.
D. routing protocols is a list.

E. The main module is routing.

Answer: BC

NEW QUESTION 378
- (Exam Topic 3)
What is a characteristic of RPC APIs compared to REST APIs?

A. Authentication is done over provisions for the service caller and vice versa for RPC API, and REST API uses HTTP headers for authentication.
B. All communications between the client and server must be stateless for RPC API, and REST API is stateful.

C. The architecture model for RPC API is resource-focused, and REST API is procedure-focused.

D. The data payload must be in JSON format for RPC API, and REST API allows JSON and XML formats.

Answer: A

NEW QUESTION 381

- (Exam Topic 3)

An engineer must make changes on a network device through the management platform API. The engineer prepares a script to send the request and analyze the
response, check headers, and read the body according to information inside response headers. Drag and drop the HTTP header values from the left onto the
elements of an HTTP response on the right.

16474 cache-centrol
no-store, must-revalidate content-length
timeout=5, max=100 keep-a *ve
application/json;charset=uTF-8 content-type

A. Mastered
B. Not Mastered
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Answer: A

Explanation:

F

no-store, must-revalidate

timeout=5, max=100

o —— —

application/json;charset=UTE-8

application/ison;charset=UTE-8

NEW QUESTION 383

(Exam Topic 3)

What is a characteristic of Waterfall compared to Agile software development method?

A. Waterfall focuses on continuous improvement, and Agile focuses on the design phase.
B. Waterfall separates the project development lifecycle into sprints, and Agile does not use cycles.

C. Waterfall specifies requirements before development begins, and Agile responds flexibly to changes in requirements.

D. Waterfall uses reviews with step by step approach, and Agile uses a serially phased approach.

Answer: C

NEW QUESTION 384

(Exam Topic 3)

A file in a local Git repository has been updated and issued the git add . command. The git diff command has been run to compare the changes to the previous
commit, but nothing shows. Which action identifies the problem?

A. Run the git add . command again in the correct subdirectory to ensure changes added to the staging area.
B. Run the git commit command before the differences are compared to receive the end state of the code.

C. Run the git status command to see the differences between current and previous code review stages.

D. Run the git diff --staged command to compare the code added to the staging area.

Answer: D

NEW QUESTION 387

(Exam Topic 3)

user@hostl:~/tmp$ cat Dockerfile
# Dockerfile to install traceroute

FROM ubuntu

MAINTAINER User One (usercnefcisco.com)
RUN apt-get update && apt-get install traceroute

Refer to the exhibit. Drag and drop the Dockerfile contents from the left onto the functions on the right that create a container image to run traceroute to track

network path to specific targets. Not all options are used.

document author FROM ubunty
command to execute MAINTAINER User One (useronedicisco.com)
Inmializes a new bulld stage RUN apt-get update && apt-get Install raceroute
coples new fles or directories
sets the usernd
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Intializes a new build stage
________________________ R e . e O A A N Sk BT

I B B ©Bn BE B B Bam mmm B I |
| command to execute document author |
| |
; |
| Intiahzes a new build stage command to execute |
-0000o00o0o0o@o@o@o@0©©©-.6>6B6n—B -, —BB—oB9N9“—M@B# @ i ——————————— e e J

l.

coples new files or directories !

S e |

sets the usend

NEW QUESTION 389
- (Exam Topic 3)

A developer is running an application that connects to the Cisco website and collects data. The application will be hosted in a local data center and the data will
need to be collected on a frequent basis. The application client requires certain environmental variables to be set before the run. Which Bash command sets the

environmental variables for a Linux system?

A.

B.|export lwvar=2 3|

C. |[wERSITE="cisco.com”
B export website="cisco.com'
Answer: D

NEW QUESTION 390
- (Exam Topic 3)
Refer to the exhibit.

import requests

url = "https://api.meraki.com/api/v0/organizations/{(organizationid}}/insight/
monitoredMediaservers”

payload = |
"nams": "Sample VolIP Provider”,
Taddress™: "123.123.123.1"

i
headers = {
TAcceptl: "®/*1,
'Content-Type': 'application/json'
}
response = redquests.regquest ("POST", url, headers=headers, data=payload)

print (response.text.encode ("utfg"))

Which workflow does the script automate?

A. retrieves a media server that is being monitored
B. updates a media server that is being monitored
C. adds a media server to be monitored

D. deletes a media server that is being monitored

Answer: C

NEW QUESTION 392
- (Exam Topic 3)
Which technology is responsible for resolving a host name to an IP address?
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A. DNS
B. SNMP
C. DHCP
D. NTP

Answer: A
NEW QUESTION 395

- (Exam Topic 3)
Drag and drop the capabilities from the left onto the Cisco Network Management Platforms that support the capabilities on the right.

recetves Al/ML network performance Insights, and uses quided Meral
issue remediation
achieves automation through common policy for data center
operatiors Csco DNA Center
establishes an overlay fabric to connect data centers, branches,
and campuses through vManage Acl
provisions and manages nétworks, networking devices, and ;
clients through a fully managed cloud service Csco SD-WAN
supparts multtvendor petworks through
Network Element Drivers NSO
A. Mastered
B. Not Mastered
Answer: A
Explanation:
receives Al/ML network performance Insights, and uses guided | provisions and manages networks, networking devices, and
issue remediation dients through a fully managed doud service

achieves automation through common policy for data center recefves AL/ML network performance Insights, and uses guided

operztiors I issue remediation
iaﬁbitﬁ'ﬁanmﬂhvhhttocmmdaﬁmmﬁs,hramrﬁ { achieves automation through common policy for data center |
| and campuses through vManage [ | operations |
. e e e el e el
| provisions and manages networks, networking devices, and | establishes an overlay fabric to connect data centers, branches,
| dients through a fully managed doud service | and campuses through vManage
| Supparts multivendor networis through I supparts multhvendor networks through
| Network Element Drivers [ Network Element Drivers

NEW QUESTION 399
- (Exam Topic 3)
What is the purpose of running tests before writing code in test-driven development?

A. to find unexpected failures in the tests

B. to demonstrate that the tests fail for expected reasons
C. to ensure that the tests pass

D. to provide proof of the work carried out

Answer: D

NEW QUESTION 401
- (Exam Topic 3)
Drag and drop the code from the bottom onto the box where the code is missing to enable ports on a switch by using RESTCONF. Not all options are used.
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def enable_function(if_name, if_status, if_type):
headers = {"Accept’: "application/yang-data+json’,

'Content-Type': ‘application/

payload = {

w8
iy

"name®: 1f name,
"enabled": if status,
"type®: if_type,

]

|= "hetps://192.168.1.1:8443"

resctcenf url = ‘/restcenf/data/ietf-interfaces:interfaces/interface’

res = requesta.put (f"{base_url}{restconf]l={if_name}’,
headers=headers, jsen=paylead,

')

auth=("eisce"', "seczet'), verify=False)

enable_function( ‘Loopbackl, true, ° 'y
yang-data+json applicazion/xml
ietf-interfaces:interiace iana-if-type:softwareLocpback
base_url run_function
iana-if-type:ethernetCamnacd

A. Mastered
B. Not Mastered

Answer: A
Explanation:
def enable_function(if_name, 1f_status, if_type):
headers = |['Accept': "application/yang-data+jsen’,
'Content-Type': ‘application/ l yang-data+json '}
naNEand = 0 R e
- ietf-nterfaces:interiace ,"": {

name™: if_name,
"enabled": Lif_satatus,
"eype™: 1f_type,

|

i base url | = *hetps://192.168.1.1:8443"
restconf_url = “/restconf/data/ietf-interfaces:interfaces/intecface’
res = requests.put(f’{base_url){restconf]={if_name}"',

enable function('‘Loocpbackl, true, "1 ifana-if-type:ethernatCemacd | ')

headers=headers, json=payload,
auth=("cisce"', "'secret'), wverify=Falae)

yaag-data+json application/xml
_r-1;Er-;ﬁzerraces?lntei:ace _I;;E:EErE}pe;sof%warézaapta¢k'
base_url run_function
flana-ilf-type:ethernetCsmacd

NEW QUESTION 405
- (Exam Topic 3)

A company deploys an application via containers in its local data center. As soon as the application goes into production, it starts to crash at specific hours of the
day. After investigation, it is concluded that the crashes are due to too many users accessing the application simultaneously. The spikes must be addressed and
allow for future growth without discarding the investment already made. Which deployment model must be used?

A. hybrid cloud
B. edge

C. private cloud
D. public cloud

Answer: A
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NEW QUESTION 410
- (Exam Topic 3)

Drag and drop the API characteristics from the left onto the categories on the right.

The API is seen as a function call. REST
There is communication between server and client.
it follows a resource-oriented model.
RPC
The API can be stateless.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, application Description automatically generated

NEW QUESTION 413
- (Exam Topic 3)

Drag and drop the functions from the left onto the networking devices on the right.

forwards by default

load balancer

distributes uni:_:ast switch
traffic over devices
uses traffic inspection to make
) C . firewall
forwarding decisions
distributes multicast traffic ut
over devices router
A. Mastered

B. Not Mastered
Answer: A

Explanation:

forwards by default

forwards by default

distributes unicast
traffic over devices

distributes unicast
traffic over devices

uses traffic inspection to make
forwarding decisions

uses traffic inspection to make
forwarding decisions

distributes multicast traffic
over devices

NEW QUESTION 414
- (Exam Topic 3)

distributes multicast traffic
over devices

Which IP service synchronizes the time across devices?

A. DNS
B. NTP
C. SNMP
D. NAT

Answer: B

NEW QUESTION 416
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- (Exam Topic 3)
Which command reverses the last commit without changing the index file or the working tree position?

A. git revert HEAD
B. git reset --hard HEAD~3

C.qitr
D. gitr

eset --soft HEAD?
evert

Answer: C

NEW QUESTION 417
- (Exam Topic 3)
Which network constraint causes the performance of the application to decrease as the number of users accessing the application increases?

A. latency

B. loss
C. ban

dwidth

D. jitter

Answer: C

NEW QUESTION 420
- (Exam Topic 3)
Which action do webhooks enable an application to perform?

A. Increase the request rate limit.
B. Populate the application with restricted data.
C. Receive real-time data.

D. Imp

lement a push model.

Answer: D

Explanation:
Simplifying the wording: Webhook enables the app to ( push or receive real time) . The clients should receive real time but the app pushes.

NEW QUESTION 424
- (Exam Topic 3)

.:[T

CISCO SECURITY APIS

niroduction

APl Workflow

1.) Find all events where Mahvar...

Z.) Find Endpoint Details for Rem...

3.) Nuke the Endpoint 1o Prevent..
&.) Find samples in Threat Grid

3.) Get all sample domains 1o an...

6.) Check all domains against Inv...

7.) For suspect domains et mor...

g.) Enforce on bad Domains in U..

T 8.) Research other Ransomware ...

Generate Authentication Token ..
10.) Add custom intelligence Fee...
MNGFW

Generate Authentication Token
Access Palicies

Access Rules

Access Rule Details

New Access Rule in Policy

Mew Bulk Access Rule in Palicy

Cisco Security APlIs

The main goal of this collection to help the developer understand the various API capabilities of Cisco N(
Malware Protection, Threat Grid. . ISE and Umbrella. It will cover useful API features for each of the prod
properly use them. Simple workflow is also included in the collection to Collect all the characteristics/sigy
the possible attack using AMP. Validate the collected intelligence with Threat Grid and Umbrella. Deploy
to the NGFW, Umbrella and ISE to protect and contain the threat.

APl Workflow

GET 1.) Find all events where Malware Executed
htps:/@amp.ddoud.cisco.comivl fevents?eonnector_guid[]=&event_type[]=1107296272

Get a listing of all the events for a specific computer when the quarantine failed

PARAMS

Refer to the exhibit. Drag and drop the code from the bottom onto the box where the code is missing to construct a Python script that calls a REST API request.

Not all

options are used.
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import reguests

| |= "hztpa://fmc-hoatname/apr/fmc_tid/vl/demaxn//cad/scurce®

paylead = {
"name™: "Threat Grid Ransomware DNS",
"delivezy®: “url®”,
"gri®™: "hrttpse://panacea.threatgrid.com/api/v3/feeda™+
*fransomware-dns 2017-12-0B.atixapi_key=",
"refresh™: 1440,
"version®: *1.0.0%,;
"parama®™: |{
"selfSignedServerCertificaze™: “true®,
"hostnameVerifier®: "allow_all®
I'
"propexzcy™: {
"cEl™: 80,
"publish®: true,
"actien™: "monitor”®
)
!

headers = |

'X-auth-access-token': 'accesa_token', ° | ‘s "application/jscn’
]
responae = reguests. | | ["POST", wurl,

headers~headers, daza =[ l ]

print({response.text.encode ("utfB'))

r i _“ Encoding | base ur_ |:::tent Lype post
|"L

reques | payvliasad

A. Mastered
B. Not Mastered

Answer: A

Explanation:

import requests

ari = "hrtetps://fmc-hostname/api/fac_tid/vl/domain//tid/source”

I....:..1

payload = |
"name®: "Threat Grid Ransomware DN3®,
"delivery®™: “url®,
"uri™: “"hrtps://panacea.threatgrid.com/api/v3i/feeda™+
"/ransomware-dns 2017-12-0B.stixYapi_key=",
"refresh™: 1440,
"veratena®: "1.0.0%,
"params®: |
"selfSignedServerCertificate™: “true®,
*hostnameVerifier®: “"allow _all®™
]r
"property”: {
“cel®: 90,
"poblish®™: true,
®"action™: "monitor™
]
|

headezs = |

'%-auth-acceas-token': 'access_token', ' | Content-lype | 's 'application/json’

response = requests. ESquast l {"POST", url,

headers=headers, data = base axl l )
p:;nz{respanuc.tEIt.nncudé]';; i T

"""""" I
I url }L ncoding EI bage ax. lFtc:ten: rypei' piEt

NEW QUESTION 426
- (Exam Topic 3)
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-—= fus¢ticna.py  2020-0%-26 14:26:25.000000000 0600
=== ped.py 2020=-09-4€ 14:35:20.000000000 =000
g -Zl.,7 =21.7 34
def prin: devices infeidevicesa):
$ Frzat 4, kocatname and sanagement IF
£ for item In devices:
- - printiitem['2d’], ivem['hostname’], item|'managementiphrdoreass’
- printiitem)'2d"], stem['heatname'])
= $ Get Authent:icasticn togen
del ges_dnac_Jwt_tcoken(|
g9 -€€,% -%€,15 88
cesponse = get devicea _iot(headezs,
print_deviesa :-nfo(respcnae)
g = $ print devices i3t filtersd By hestaame
. = prins (" "aPrainting device _i5t firltezed by homtname ..."°)
- query ating pacamas = {'hostname': "CERIEv-0l.devaest.Lccac
5 B seapcnae = get devices Iiatiheadecs, query at-ing paramas)
= print_devices_infc(zesponse)
& prant devices it filsersed By platfcrm Id
print{'\nPcigting device _ipt fi_tecec by poaticzm id...")
4 # quesy string params = {‘placformld’: "CESO0-40K')
- guesy stiing pazams = 'zoaticrmIid': "RIR-AFLLALN-A-FERT
sespense = get_devices list (headers, guery string _params)
print devices :infolresponse)

Refer to the exhibit. An engineer is comparing two files by using the unified diff format. Which cade snippet belongs to the new.py file?

A.
77 gquery_string params = {‘'platformId’:

‘AIR-AP1141N-A-KS9']

2l print(item(['1d'], item|'hostname']

24 print(item(['id*], item|['hostname’'],
item| ‘'managementIpAddress’])

€€ # print devices list filtered by
hostname

67 print('\nPrinting device list
filtered by hostname ...')

68 query._string._params = ('hostname’:
‘CSR1Kv-0l.devnet.local']

€9 response = get_devices_list
(headers, query_string_params)

70 print _devicea_info(response)

Answer: A

NEW QUESTION 430
- (Exam Topic 3)

Which OWASP threat takes advantage of a web application that the user has already authenticated to execute an attack?

A. phishing

B. DoS

C. brute force attack
D. CSRF

Answer: D

Explanation:

Cross-Site Request Forgery (CSRF) is an attack that forces an end user to execute unwanted actions on a web application in which they’re currently

authenticated.
https://owasp.org/www-community/attacks/csrf

NEW QUESTION 433
- (Exam Topic 3)
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SDK Documentation:

OrganizationController:
get organizations()
get_network_device(dict)
DevicesController:
get_network_devices(id)
NetworksController:
get_organization_networks(dict)

Refer to the exhibit. A script must output details of all the Cisco Meraki MS220-BP switches across all organizations and networks. Drag and drop the code

snippets from the bottom onto the boxes in the code to complete the script. Not all options are used.

-:1_.-.".-_ __-;,-_n...-_,."f =l Lies”t LEpart bl = P

e Bt ol Bt Ll e Eh |

client.organizations.get_organizations():

client.networks.get_organization_networks (api_key)

client.networks.get_organization_networks (options)

client.devices.get_network devices(network [“id”])

lient.devices.get_network_device (options=options)

cl iant_devices .get_network device (device [“model”])

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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client.organizations.get organizations():

Illla=dcdRf

neTwoIrks = 1 client.networks.get crganizaticn networks [ﬂpti{:-ns}[

arwork rL g e e #

dovices I client.devices.get_network_devices (network [“id"™]) ||
"

foar device 1h cavicas:

=n "mode L™ ] - |- Ards EP¥:

- "earwary id™r metwarz(Tige e "earial®

client.devices.get network device (ocptions=cptions)

p— — — — —

|
e —————
S

e e —

el

[_: lient devices.get network device (device ["model™])

P N

NEW QUESTION 438
- (Exam Topic 3)

Implementation Notes
Add a new global access rule.

Parameters
Parameter Required Description Type
body true Definition of the global access rule to be added. body
Response

Response Content Type |application/json |
Response Object ExtendedACE
Extended ACE Model

Field Value Description

sourceAddress® object source address in the ace

destinationAddress® object destination address in the ace

kind* string The kind of this resource object

dstSecurity object destination security group in the ace

dstSecurity. Value string

active® boolean shows if the rule is active or inactive, default is active
destinationService®* object destination service in the ace

permit* boolean shows if the action is permit or deny

/apifaccess/global/rules APioperations on global access rules. GET PUT PATCH [s538 DELETE

Data Type
ExtendedACE

Constraints

MNone
MNone
None
None
Mone
Mone
None
MNone

Refer to the exhibit. Drag and drop the code from the bottom onto the box where the code is missing to complete the function that adds a new global access rule

that denies traffic using the Cisco ASA REST API. Not all options are used.
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import requests as re

data = |
"destinationAddress": |
"kind": "IPvdhAddress"
"walue™: dest wdlAddress
}e
"destinationservice™: {
"kind": "NetworkProtocol”™,
"value": "ip"
}F

def add rule{tcken, asa IP, dest v4iAddress):

"active™: True,
"sourcehddress": |
"kind": "AnyIPAddress",
"yvalue": "any4"

gt
T

objectRequestUrl="https://"|

res = req.request[|

json=data, verify=False)

]

print ("Success.")
else:
print ("Failed")

|if res.status code == 201:

|J'_f res.status_code == 203:

[f asa_IP + "/api/access/global/rules”

[ POST', objectRequestUrl,

['permit”: False,

l
|
[f asa_IP = "/access/global/rules” |

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated

NEW QUESTION 442
- (Exam Topic 3)

= hosts: nxocs_rtr
gather facts: false
; tasks:
- - [Xocsn

!

Lo
'l ow

"
ww W
'L

LA O A |

"

[ T
MM
-

Mo 40
H B H
it =
LU B -S
1]
]
r-l-
it
L]
17 ]
|.i
a |
o
1]
|
iy
[ ]
N
I3 ]

mn
g

oF 'O e
= ]

auth

‘ﬁ
|
(v
T

@ 5 L]
- - - ——
hostvars['rzr=-la

hsrp gzroups 1"
o: "({ hostvars| srv-lia

] ['ansible_ssh_hest') ]}

P

] ["ansible ash host']

Refer to the exhibit. An engineer runs a network that consists of Cisco Nexus devices. The network is distributed between data centers in different locations. The
switches are configured using standalone connections and a single point of failure. Which process is being automated by the Ansible playbook?

A. enabling HSRP on the nxos_rtr inventory host

B. enabling HSRP on the rtr-1a inventory host

C. executing HSRP configuration from the Ansible controller node
D. executing HSRP configuration from the srv-1a inventory host

Answer: B

NEW QUESTION 445
- (Exam Topic 3)

A developer creates a new application, but the application must be tested before being released to a customer. When a mobile phone that uses 4G is used to
access the application, the request fails. Why does the connection to the application fail?

A. The application is hosted on premises and VPN connectivity is required
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B. The application must be added to the production server before testing.
C. The application must be moved to the cloud before testing is possible.
D. The application connectivity is limited to HTTPS protocol.

Answer: A
NEW QUESTION 448

- (Exam Topic 3)
Refer to the exhibit.

git clone git://git.kernel.org/.../git.git my.git
cd my.git

git branch -d -r origin/todo origin/html origin/man
git branch -D test

(1)
(2)

What does the command marked (2) do when it is run?

A. It duplicates the test" branch.

B. It deletes the "test" branch only if a new branch is created.
C. It deletes the "test" branch.

D. It does not delete the branch until it is merged.

Answer: C

NEW QUESTION 453
- (Exam Topic 3)

A development team is creating an application used for contactless payments. The application must: Be web-based Capture and process the credit card

information for a purchase.

Which security action must the web application use to gather and process the private customer data?

A. Enable RATs to monitor the web application remotely.
B. Disable botnets to eliminate risks.

C. Disable TLS to increase the connection speed.

D. Enable the encryption of network traffic.

Answer: D

NEW QUESTION 454
- (Exam Topic 3)
Refer to the exhibit.
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module ietf-interface |
namespace "urn:ietf:params:xml:ns:yang:ietf-interfaces";
prefix if:;
import ietf-yang-types {
prefix yang:
}
container interfaces-state |
list interface {
key "name";
leaf name |
type string:;
}
leaf admin-status {
type enumeration |
enum up {
value 1;
J
enum down |
value 2;
}
enum testing ({
value 3;
}
}
}

leaf if-index |
type int32 {
range "1..21474836e47"
}
}
container statistics |
leaf in-octets |
type yvang:counteréd;
}
leaf in-unicast-pkts |
type vang:counterod:;
}
}

}

Which XML snippet has interface information that conforms to the YANG model?

A. Text Description automatically generatedB.| =i nterfares-state
xmlns="urn:ietf:iparams:xml:ns:yang:ietf-interfaces”
xmlns:if="urn:ietf:params:xml:ns:yang:ietf-interfaces">
<interface name="GigabitEthernetl">
<admin-status>l</admin-status>
<if-index>1</if-index>
<statistics>
<in-octets>4081€4820</in-octets>
<in-unicast-pkts>72806€l</in-unicast-pkts>
</statistics>
</interface>
</interfaces-state>

Text

Description automatically generated| « i nterfaces—-state
xmlns="urn:letf:params:xml:ns:yang:letf-interfaces”
¥xmlns:1f="urn:letf:params:xml:ns:yang:1letf-interfaces">
<interface>
<name>GligabitEthernetl</name>
<admin-status>up</admin-status>
<if-index>1</if-index>
<in-octets>408164820</1in-octets>
<in-unicast-pkts>728061l</in-unicast-pkts>
</interface>
</interfaces-state>

B. Text Description automatically generated
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<interfaces-state
xmlns="urn:ietf:params:xml:ns:yang:ietf-interfaces”
xmlns:if="urn:ietf:params:xml:ns:yang:ietf-interfaces">
<interface>
<name>GigabitEthernetl</name>
<admin-status>up</admin-status>
<if-index>l</if-index>
<statistics>
<in-octets>408164820</in-octets>
<in-unicast-pkts>72806€l</in-unicast-pkts>
</statistics>
</interface>
</interfaces-state>
C. Text Description automatically generated| «{ nterfaces-state

xmlns="urn:ietf:iparams:xml:ns:yang:ietf-interfaces”
xmlns:if="urn:ietf:params:xml:ns:yang:ietf-interfaces">
<interface>
<name>GigabitEthernetl</name>
<admin-status>l</admin-status>>
<if-index>1</if-index>
<statistics>
<in-octets>408164820</in-octets>
<in-unicast-pkts>72806€l</in-unicast-pkts>
</statistics>
</interface>
</interfaces-state>

Answer: C

Explanation:
https://datatracker.ietf.org/doc/id/draft-ietf-netmod-interfaces-cfg-01.txt <admin-status>up</admin-status>

NEW QUESTION 459
- (Exam Topic 3)
What are two benefits of using classes over functions when writing applications? (Choose two.)

. improved readability

. increased compatibility
. variable reusability

. increased performance
. code organization

moQoOw>»

Answer: AC

NEW QUESTION 463
- (Exam Topic 3)

lmpoOrt I&EQUESTS
from requests.auth impert HTIPBasichuth

user= "yser®
pasawocrd= "PASSWORD"

tokenSregquests.post('httpa://<DNAC ADRESS>/dna/system/api/v1/auth/tcken’,

Refer to the exhibit. A developer must use a token to collect data from Cisco DNA Center API and prepares a Python script to send requests. Which line of code
needs to be placed on the snippet where the code is missing to obtain a token from the Cisco DNA Center API?

A. token=BasicAuth(‘user’,'‘password’))

B. auth=BasicAuth(‘user’,'password’))

C. auth=HTTPBasicAuth(user,password))
D. token=HTTPBasicAuth(user,password))

Answer: C

NEW QUESTION 467
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- (Exam Topic 3)
api_endpoint = f"https://veryusefulapi/v2/authenticate"”
headers = |

"Authorization®: "Basic YWRtaW4éc3VwZIXJzZWNyZXQ="
“Accept™: "applicaticn/json”™

req T requests.get(api endpoint, headers=headers)

Refer to the exhibit. A developer is part of a team that is working on an open-source project in which source code is hosted in a public GitHub repository. While the
application was built, security concerns were addressed by encrypting the credentials on the server. After a few months, the developer realized that a hacker
managed to gain access to the account. The exhibit contains part of the source code for the login process. Why was the attacker able to access the developer's

account?

A. The encoded credentials were available in the source code.

B. The application was not encrypting the communication with the server.
C. The credentials were encrypted in the source code.

D. An SSL certificate was used instead of the TLS protocol to authenticate.

Answer: A

NEW QUESTION 470
- (Exam Topic 3)

Object Lookup

Use the MoDirectory.lookupByDn to look up an object within the MIT object tree by its
distinguished name (DN). This example looks for an object called ‘uni":

uniMo = moDir. lookupByDn( 'uni')

A successful lookup operation returns a reference to the object that has the specified DN.

You can also look up an object by class. This example returns a list of all objects of the class ‘polUni";

uniMo = moDir.loockupByClass( poallni')

You can add a filter to a lookup to find specific objects. This example returns an object of class
‘fWTenant’ whose name is Tenant1':

tenantlMo = moDir. lookupByClass("fvTenant”, propFilter='and(eq(fvTenant.name, "Tenantl™))")

Refer to the exhibit. Drag and drop the code from the bottom onto the box where the code is missing to add a subnet to each bridge domain in the Tenl tenant.

Not all options are used.
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from cobra.model import fw

from cobra.mit.request import ClasaCuery, DnQuery
import cobra.mit,access

import cobra.mit.sessicn

tenname = "Tenl®
ls = cobra.mit.session.LoginSessien(
"hteps://10.100.1.200°, "admin™, "Labl23!3")

aci = cobra.mit.access.MoDirectory(las)
aci.loegin()
¢ = cocbra.mit.request.ConfigRequest()

qcyl = {(f*uni/tn-{tenname] ")

fvTenant = aci.query(gryl) (0]

gry2 = {“£vBD")

gryZ.propFilter = f'and(wecard (fvBD.dn, "{fvTenant.dn}®) )"
fvBDs = aci.queryigryl)

i=0
for £fvBD in fvBDa:

fvaubnet = cobra.model.fv.Subnet|( | | s Ap=£"10.114.01}.1/24")

c.addMs { £vBD)

aci. | - ic)

ir=

IvBD | IvTenant ]l:las:i".:-;-;'-,.-'” bdname ‘Il Pngucry ‘|| Classlame ” commlt
A. Mastered
B. Not Mastered
Answer: A
Explanation:
from cobra.model import fv
from cobra.mit.request import Clasaluery, DnQuery
import cobra.mit.access
import ccbra.mit.sessicn
tenname = "Tenl™
ls = cobra.mit.session.LoginSession(
*heeps://10.100.1.200", “admin™, “"Labl23!3")
aci = cobra.mit.access.MoDirectory(ls)
aci.login()
¢ = cobra.mit.request.ConfigRegquest()
qryl = | LCuogucly (f'uni/tn-{tenname} ")
fvTenant = aci.query(qryl) [0]
qry2 = |ClassQuery! (*f£vBD")
qry2.propFilter = f'and(wecard (EvBD.dn, " (fvTenant.dn}l™)) "’
fvBDs = aci.query(gryl)
i=0
for £¥BD in fwvBDa:
fvsubnet = cobra.model.fv.Subnet( o Lp=£'10.114.{1}.1/24")
c.addMc (£vBD)
aci. CoEmLt | (=)
14z
J IvBD IIiVIcnunL (:lu;uDucuy - bdnoame DnQuecry [ ':lau:ﬁﬁm;: commit

NEW QUESTION 473
- (Exam Topic 2)
Which configuration management tool has an agentless capability?

A. Chef

B. Puppet
C. Ansible
D. CFEngine

Answer: C

NEW QUESTION 476
- (Exam Topic 2)
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In test-driven development, what are two of the green bar patterns? (Choose two.)

A. another test
B. break

C. triangulate
D. starter test
E. fake it

Answer: CE

Explanation:
https://blog.baudson.de/blog/test-driven-development-green-bar-patterns

NEW QUESTION 479
- (Exam Topic 2)
Drag and drop the code snippets from the bottom to the blanks in the code to test the API response through the Python unittest library. Not all options are used.

none content
status code 200 content type |
status
403 il

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text Description automatically generated

NEW QUESTION 482
- (Exam Topic 2)
What is a capability of an agentless configuration management system?

A. It requires managed hosts to have an interpreter for a high-level language such as Python or Ruby.

B. It requires managed hosts to connect to a centralized host to receive updated configurations.

C. It uses compiled languages as the basis of the domain-specific language to interface with managed hosts.
D. It uses existing protocols to interface with the managed host.

Answer: D

NEW QUESTION 484
- (Exam Topic 3)
Which TCP port is used to connect to a network device by using Telnet?
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Answer: A

NEW QUESTION 488
- (Exam Topic 3)

m /network-device/count

ke .
m /network-=device

m fnetwork-device/

Refer to the exhibit. Drag and drop the code from the bottom onto the box where the code is missing to construct a request that generates a security token and
gets a list of network devices. Not all options are used.

import jaon,

headers = |{

regquests,
from requests.auth i1mport HTTPBasichuth
from config import host,

'content-type':
def dna_api_auth(host,
url = "hrtps://{}/api/system/vl/auth/token”.format (host)

urllib3
username, password

'x-auth-token':

L }

"applicaticn/json®,

username, password):

responae =

headera=headers,
return response.jscn() ["Token"]

response = requests.get (url,

verify=False)

def list_dna_devices{token):
url = "https://{])/api/vl/network-device™ . format (hosat)

headers|["x—auth-token™] = teken

headers=headers, verify=False)

data =

.Jaon()

for item in data|
print (item|[“"heostname®™])

response’]:

{host, username, password)

(token)

.postiurl, auth=HTTFBasicAuth (username, pasaword),

response

1500

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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import jseon, requests, urllip3
from requests.auth impert HTTPBasichuth
from config import host, username, password
headers = { 'content-type': "applicaticn/9yson™, 'x-auth-token': "" }
def dna_api_authl{host, username, password):
url = "https://{}/api/system/v1l/auth/token”.format (host)
response = requests .post(url, auth=HTTFBasicAuth(username, password),
headers=headers, verify=False)
return response.jscn() ["Token™]
def list_dna_devices(taken):
url = "https://{}/api/vl/network-device”.format (host)
headers["x—-auth-token™] = token
response = requests.get (url, headers~headers, verify=False)
data = response .json{)
for item in data[’response’]:
print (item|["hostname™])
token = dna_api_auth (host, username, password)
[iLJ:“dhu_juflJ:E (token)
. 1 ui 11 S amd  Eaed) e
response reply { E :’[:':c:_EIE.'l__aﬂ.'i..". e f"-{_l"_"‘_'z"'_ _ Jil
E_ = -_I‘:_.‘-_Ljuu 5 "| list _dna aevices E ligst devicay

NEW QUESTION 490
- (Exam Topic 3)
Which IP service is used to monitor the performance of network devices?

A. SNMP
B. DHCP
C.DNS
D. NTP

Answer: A

NEW QUESTION 494
- (Exam Topic 3)
What is a comparison of YAML and JSON?

A. YAML has a more consistent approach to representing data compared to JSON.

B. JSON does not support comments and YAML does.

C. YAML is a more verbose data structure compared to JSON.

D. JSON has more common usage in configuration management tools compared to YAML.

Answer: B
Explanation:
Reference: https://stackoverflow.com/questions/244777/can-comments-be-used-in-json

Can | use comments in JSON? No, JSON is a data-only format. Comments in the form //, #, or /* */, which are used in popular programming languages, are not
allowed in JSON. You can add comments to JSON as custom JSON elements that will hold your comments, but these elements will still be data.

NEW QUESTION 496
- (Exam Topic 3)

import os
lmport reguests

$ username and password

API_USER NAME = “devnetuser”
API PASSWORD = os.environ( ‘API_PASSWORD' ]

requests.get('hteps://apil.cisco.com/end-service’, auth=(API_USER NAME, API PASSWORD))

Refer to the exhibit. An engineer must authorize a REST API call. The API password is "Cisco123!". Which Bash command must be placed in the code to authorize
the call?
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A. mkdir API_PASSWORD=Cisco123!
B. set API_PASSWORD=Cisc0123!
C. cp API_PASSWORD=Cisc0123!
D. export API_PASSWORD=Cisco123!

Answer: D

NEW QUESTION 499
- (Exam Topic 3)

get_interface_info_by_ldldevice id, headers=None, *‘request_parameters) source]
Returns list of interfaces by specified device,
Parameters
» device_id (basestring) - Device 1D.
« headers (dict) - Dictionary of HTTP Headers to send with the Request .
« ""request_parameters - Additional request parameters (provides support for parameters that may be added in the future).
Returns
JSON response. Access the object’s properties by using the dot notation or the bracket notation.

Retum type

Raises
« TypeError - If the parameter types are incorrect.
» MalformedRequest - If the request body created is invalid.

« ApiError = If the DNA Center cloud returns an error.

Refer to the exhibit. Drag and drop the code from the bottom onto the box where the code is missing to return the number of interfaces on a network device by
using the Cisco DNA Center SDK. Not all options are used.

from dnacentersdk import DMNACenterAPI
base_url = "heeps://10.9.11.226"

= "dad606c3-63ad-4ed4-8£35-cbfecTc2df04’

dnac = (username="cisco’, paasword='aecret’,

base urli=base url, version='"1.3.3", verify=Falae)

]

-

[item|'portName'] fo

M

lCEem 1N

dnac. +get_interface info by id{device_id) ['reaponse’]]

# Check the number of portas cn the device

print (f*The list of interfaces contains {len(port_list)} items.’)
§ Output
# The liat of interfaces contains 54 items.
router id device id DNACenterAPI DNAC
port list routers devices
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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from dnacentersdk impor: DNACenterAPI

base_url = 'httpa://10.9.11.22§&°

| device id I= 'da460éc3-€3ad-4ed4-8£35-6bfecTc2df04’

i ' > —_ s

dnac = | DNACenterAPI |(username="cisce’, password='secret’,
base url=base url, wveraion='l.3.3", verify=Falae)

| port 11sT i- [item| "portName” ] for item Air

.11-*-| 3 - - q . - 1 r By i | A 1A} ["= .
naLs devices gEE_ante _Anta Dy Asidevics ia) | Teapan

§ Check the number of ports on the device
print (f'The list f interfaces conta 3 en(p £t limst) items. "’
# Cuzput
¥ The 3t of interfaces centains 34 items
z b | — - gy
| roucer 14 || dewvice id | ]PNECenterAP; | DNAC J
port_list || routers | devices ]

NEW QUESTION 501

- (Exam Topic 3)

A developer pushes an application to production. The application receives a webhook over HTTPS without a secret. The webhook information contains credentials
to service in cleartext. When the information is received, it is stored in the database with an SHA-256 hash. Credentials to the database are accessed at runtime
through the use of a vault service. While troubleshooting, the developer sets the logging to debug to view the message from the webhook. What is the security
issue in this scenario?

A. Database credentials should be accessed by using environment variables defined at runtime.

B. During the transport of webhook messages, the credentials could be unencrypted and leaked.

C. During logging, debugging should be disabled for the webhook message.

D. Hashing the credentials in the database is not secure enough; the credentials should be encrypted.

Answer: B

NEW QUESTION 504
- (Exam Topic 3)
Which function does a router provide to a network?

A. broadcast domain segmentation

B. unique host on a Layer 3 network

C. unigue hardware address for every node on a LAN
D. broadcast domain extension

Answer: B

NEW QUESTION 507
- (Exam Topic 3)
What is a benefit of version control?

A. prevents two users from working on the same file
B. keeps track of all changes to the files

C. prevents the sharing of files

D. keeps the list of data types used in the files

Answer: B

NEW QUESTION 510

- (Exam Topic 3)

A developer is working on a new feature in a branch named 'newfeat123456789' and the current working primary branch is named 'prim987654321'. The developer
requires a merge commit during a fast forward

merge for record-keeping purposes. Which Git command must be used?

A. git merge --no-ff newfeat123456789

B. git commit --no-ff newfeat123456789
C. git add --commit-ff newfeat123456789
D. git reset --commit-ff newfeat123456789

Answer: A

NEW QUESTION 515
- (Exam Topic 3)
To which stage of development do Infrastructure as Code principles relate?
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A. manual configuration
B. service provisioning
C. physical deployment
D. requirement collection

Answer: B

NEW QUESTION 516
- (Exam Topic 3)
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Refer to the exhibit. A network engineer must configure new interfaces on a set of devices and is planning to use an Ansible playbook for the task. All devices
support SSH and NETCONF protocol, and the interface variables are unique per device. In which directory are the YAML files including variables hosted to

automate the task with the netconf_config module?

A. current working directory
B. host_vars directory

C. group_vars directory

D. home directory

Answer: A
NEW QUESTION 518

- (Exam Topic 3)
Refer to the exhibit.

workstation:Network admin$ ls=s

PROD TEST

workstation:Network adminS ls ./TEST
config.txt

workatation:Network admins

A network engineer must copy the “config.txt” file from directory TEST to directory PROD. The copied file must also be renamed into “current.txt”. Which

command must be used to accomplish these tasks?

A. cp ./PROD/current.txt ./TEST/config.txt
B. cp ./TESTi/current.txt ./PROD/config.txt
C. cp ./PROD/config.txt ./TEST/current.txt
D. cp ./TEST/config.txt ./PROD/current.txt

Answer: D

NEW QUESTION 523

- (Exam Topic 3)

Which Python function is used to parse a string that contains JSON data into a Python dictionary?
A. json.dumps()

B. json.to_json()

C. json.parse()

D. json.loads()

Answer: D

Explanation:

loads() function is present in python built-in ‘json’ module. This function is used to parse the JSON

NEW QUESTION 527
- (Exam Topic 3)
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CISCO INTERSIGHT Create Server Profile and Resources

Intreduction

Create Server Profile and Re...

- WA Pgh e - H
Crauk Shivis Vadedis Doliy POST Create Server VMedia Policy
GET Retrieve Server Wedis Policy...
Create Server Boot Policy hapsyfvernee Imuersighc.comiaplvl imedia/Padicies

GET Retriese Server Boot Policy by...

Craane Sarver NTP Palicy

GET Rewieve NTP Policy by Moid HEADERS
— & Prafi

Create ‘server-01° Server Prafi_. Accept application/json
GET Rewrieve ‘server-01° Server Pro.

Create 'server-0?' Server Profi. Authorization Sigrature {{Rupsig)}
il Aetrigve ‘server-00° Server Pr., Digest [[zomputed-digess)]

Update vmedia/Profiles Profil..

Date {{eurrans-dazel}
Update Boot/PracisionPolics..,
Updare NTP/Palicies Profiles .. Content-Type applicationfson

Wit Herieve Server RackUnit Res..

Refer to the exhibit. Drag and drop the code from the bottom onto the box where the code is missing to construct a Python script by using the Cisco SDK. Not all

options are used.

import sys, J30n, argparse
fram intersight.intersight_api_client impert IntersightApiClient
frem intersight.apis import asset _device registraticn_api, asset device claim _api

result = dict(changed=Falae)

parser = argparcse.ArgumentPazrserc()
parser.add argument (*-a', '--api_parama’, default='intersight_api_ params.j=son")
parser.add _argqument({'-t', '--target_host', dest="hecatname'; reguired=True)

args = parser.parss_argsi|)
with ocpenargs.api_params, 'r') as api_file:

interaight_api params = json.load| i

api_instance = IntersightApiClient |

host=intersight api params[’ -3

private_key=intersight_api_paramsj api_praivate_key_£file'],
api_key id=intersight_api_params["api_key_1d'],
]
api_handle = asset device_ registration_api.RssetDeviceRegistraticonApif{api_instance)

kwargs = dict(filter="ConnectionStatus eq "Connected'"™)

= api_handle.asset_device_registrations_get (=< |

for device in api_result.reaulta:

if device.device_ ip_address[0] == args.hostname:
api_handle = asgset device claim_api.hAssetDeviceClaimhApi (api in=tance)
api handie_.asset device claims moid delete (moid=device.device claim.moid)
result['changed'] = True
bBreak
kwargs args api_file apl_key apl_base un result
api_result
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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import sys, json, argparcse
fram intersight.intersight_api_client impert IntersightApiClient
from intersight.apis import asset device registraticn_api, asset _device claim api

reault = diect(changed=Falase)

parser = argparse.ArgumentParserc()

parser.add _argument(*-a', '--api_parama’, default='interaight_api_params.json’)
parser.add _argument('-t', '--target_haost', dest="hecastname', reguired=True)

args = parser.pacse_argsi)

with cpeniargs.api_params, 'r') as api_file:

Lnttrulght_npl_pnrum: = json.load| I apifﬂe i

instance = IntersightApiClient |

host=intersight_ap:_params[' |api_base uri[ '1.

private_key=intersight_api_paramsj api_praivate _key_ file"
api_key id=intersight_api paramsa|'api key 1d4'],

1_handle = asset device registration_apl.AssstDeviceRegistrationApl {api_instancs)

kwargs = diect(filter="ConnectionStatus egq "Connected'"™)

T 1
I result = api_handle.asset_device registrations_gekt (** hwargs "
tor device in api_result.results: '
1f devige, ﬁex;ce ip_address[0] == args.hecstname:
api_handle = asset_device_claim_api.hAssetDeviceClaimApi (api in=tance)
api_handlie. a:st‘“dtv;ce_:luﬁm:_mgln_ne ete (moid=device.device claim.moid)
result | 'changed'] = True
break
| kwargs || args || apifile [[ apikey [Tapibase uri|| resutt

| api_result

NEW QUESTION 531
- (Exam Topic 3)

aaport feguesta
from reguesta.auth import HTTPBasichuth
BASE URL = 'het:ips://<I ADDRESS cox FQDN>'
AUTHE_URL /dn .-"ay::em.-'u;:.' l/avth/tocken
OREN = '<TCEEN>'

headers = {"X-Aush-Token": TO0RKEN, 'Ceonzent-Type': 'appiicatizn/isen’
DEVICES_COUNI_URL = '/dna/intent/apli/vl/network- dev ce/ccuns’
DEVICES URL = "/dna/zntent/api/vi/network-devige’
:E?ZCEE:ﬁE_::_:EL = "/doa/intent/api/vl/oecwork-gevs .
def devices func(headezs):
:c:;:n:: = requt:,_.u::lEnS?_rRL = DEVICES_COUNTI_URL,
neaders = heagers, ve:;fy-Fa se)
return responae.json() ['zesponse’]
def devices test (headers, gquery string params):
response = reguests.get (BASE URL + DEVICES URL, headezs headers,
params ® guery string params, verify®=False)
return resgonse.dson() ["response’]
def devices infc(headers, device id):
response T reguests.get (BASE_URL - DEVICES | T iD URL + device 1id,
headers = headers, :Lfy=Fﬂ-=cr
return response.jsen() ['response’]
print (devices_ func(headers))
print (devices test (headers, {}))
print (devices test (headers, "h’atruﬁ-" 'CSRiIEv-0l.devnes.local'l}))
respeonse = jev-:ta_:eszihea,e.a, {‘platformid': 'CO500-40X"})
print (devices infc(headers, :ta;ﬁn:fj&jj';d'jjl

Refer to the exhibit. An engineer prepares a script to automate workflow by using Cisco DNA Center APIs to display:
total count of devices

list of the network devices

information of one device with a hostname filter

What is displayed in the final step after the Python script is executed?

A. information about a device of type C9500-40x.

B. filtered results by the hostname and the platformld C9500-40X
C. information about the test devices

D. list of devices with platformid C9500-40x

Answer: B
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NEW QUESTION 535
- (Exam Topic 3)
What is a benefit of a CI/CD pipeline for infrastructure?

A. removes manual errors

B. enables manual steps

C. removes the need for operations
D. provides variety for deployments

Answer: A

NEW QUESTION 536
- (Exam Topic 3)
How are operations on REST APIs performed as compared to RPC APIs?

A. In a REST API, operations are performed on an object (node) that is identified by a URL, but RPC APIs are operation-oriented.

B. In a REST API, operations are performed on an external resource that is defined on the API, but the RCP APIs are resource-oriented.
C. In a REST API, operations are performed on a platform that is identified by the URL, but RPC APIs are platform-oriented.

D. In a REST API, operations are performed on an internal resource that is defined on the API, but RPC APIs are resource-oriented.

Answer: D

Explanation:

In a REST API, operations are performed on resources, which are accessed and manipulated using HTTP verbs such as GET, POST, PUT, and DELETE. These
resources are identified by a URL and are defined within the API. For example, an APl may define a resource called "customers"”, which can be accessed using the
URL "http://api.example.com/customers". To retrieve a list of customers, the client could make a GET request to this URL. To create a new customer, the client
could make a POST request to the same URL with the necessary data in the request body. In contrast, in an RPC API, operations are performed by making
function calls. The client makes a request to the server, specifying the function to be called and any necessary parameters. The server then executes the function
and returns the result to the client. RPC APIs are operation-oriented, meaning that the focus is on the function being called rather than the resource being
accessed.

NEW QUESTION 538
- (Exam Topic 3)

Cheni SOV

Step 1 POST levents

Step & GET imessags s <rmes sageiss

' 1

Step 3 Responis Imestages/ame i sagelds

Step 4° GET Aeam-memberships Mteamid=<roarmic>

Loop \

Step & POST imessage

Text

[

Step 6 Response 'message

b "

Refer to the exhibit. Which code snippet represents the sequence.

A.
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@flask _app.route('/events', methods=('POST"'])

def webex teams webhook events():

json_data = request.json|'data‘]

response = reguests.get (MESSAGE URL +
json_data['id'], headers=headers)

1f response.json()['text'] == ‘Alert':

responsée = requests.get (TEAM MEMBERSHIPS URL,
headers~headers, params=params)

for info in response.json()['items']:
data = ('personld’: info|'personId'], ‘text’:
'Alert'}
response = requests.post (MESSAGES URL,
headers=headers, params=params)
B. @flask_app.route('/events’, methods=['BOST'])
def webex teams webhook events():
json_data = request.json|'data']
1f response.json()('text’] == 'Alert':
response = requests.get (MESSAGE URL +
“scn_data('id'], headera=headers)

response = regquests.get (TEAM MEMBERSHIP3 URL,
headers=headers, params=params)

for info in response.json()['items']):
data = ('personld’: info['peraonid'],
"text': "Alert’)

response = requests.post (ME3SAGES URL,
headers=headers, carams=params)
C-Eflaak_app.rauta{'!eventn', methoda=["POST"])
def webex teams webhook _events():
json_data = request.json|'data’]

response = requests.post (ME33SAGE_URL +
cson_data["id’']. headers=headers)

1f response.json() ['text'] == 'Alert':
for info in response.jacn()['items’]:

response = requests.get (TEAM_MEMBER3HIFS_URL,
headers=headers, params=params)

data = {'peraocnld’: info['pcrsnn[d'], 'text':
*Alert')

response = requests.get (MESSAGES URL,
headers=headers, params=params)

@flask app.route('/events', methods=['POST"'])
def webex teams webhook_events():
json_data = regquest.json|'data’]

response = reguests.get (TEAM MEMBERSHIPS URL,
headers=headers, params=params)

1f response.json()["text'] == 'Alert':

response = requests.get (ME33SAGE URL +
Sson_data('id'], headers=headers)

for i1nfo in response.jscon()['items']:
data = ('personld': info['personld'], "text':
‘Alert’}
rasponse = regquests.post (MESSAGES URL,
headers=headers, params=params)

Answer: C
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NEW QUESTION 539
- (Exam Topic 3)

Which protocol is used for clock synchronization between network devices?

A.FTP
B. NNTP
C.BGP
D. NTP

Answer: D

Explanation:

Network Time Protocol (NTP) is an internet protocol used to synchronize with computer clock time sources in a network. It belongs to and is one of the oldest parts

of the TCP/IP suite. The term NTP applies to both the protocol and the client-server programs that run on computers.

NEW QUESTION 540
- (Exam Topic 3)

Which two details are captured from the subnet mask? (Choose two.)

A. portion of an IP address that refers to the subnet

B. default gateway of the host
C. unigue number ID assigned to the host

D. part of an IP address that refers to the host
E. network connection of a host or interface

Answer: AD

NEW QUESTION 543
- (Exam Topic 3)

A developer creates an application that must provide an encrypted connection or API keys. The keys will be used to communicate with a REST API. Which

command must be used for the secure connection?

A. curl-X PUSH ‘http://lusername.app.com/endpoint/?api_key=12345abcdef’
B. curl —v ‘ftp://username.app.com/endpoint/?api_key=12345abcdef’

C. curl =X GET ‘https://username.app.com/endpoint/?api_key=12345abcdef’
D. curl-X GET ‘http://lusername.app.com/endpoint/?api_key=12345abcdef’

Answer: C

NEW QUESTION 546
- (Exam Topic 3)

A developer writes an application that refines data in temporary secure file storage hosted on the public cloud. Data will be deleted after processing and does not

contain any private information. What is the advantage that a public cloud deployment provides to the developer?

A. high security with encryption

B. ease in infrastructure management
C. flexible development

D. bespoke services

Answer: B

NEW QUESTION 551
- (Exam Topic 3)
Which protocol runs over TCP port 8307

A. NETCONF
B. Telnet

C. RESTCONF
D. HTTP

Answer: A

NEW QUESTION 556
- (Exam Topic 3)

An engineer prepares a set of Python scripts to interact with network devices. To avoid network performance issues, the engineer wants to run them in a test

environment. Which resource must be used to monitor the live execution of code in an always-available environment?

A. packet tracer
B. learning labs
C. sandbox

D. code exchange

Answer: C

NEW QUESTION 557
- (Exam Topic 3)
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What are two benefits of implementing common data structures when working with APIs in remote systems? (Choose two.)

A. ensures that developers are limited to using one data schema type
B. prevents multivendor interoperability

C. improves security in RESTful web services

D. enforces standardized data structures

E. leverages code that is easily managed and reused

Answer: BE

NEW QUESTION 562
- (Exam Topic 3)
Refer to the exhibit.

cd ~/development/projectil
mkdir info
cd info

cp ./requirements.txt ~/Documents/backup/requirements.txt

A developer just finished testing a Python script and wants to save the list of packages and versions installed on the current machine. The developer must make
sure that it will not cause any issues if tested on another device due to different library versions. Which line of code needs to be placed on the snippet where the
code is missing?

A. pip freeze 2> requirements.txt
B. pip freeze > requirements.txt
C. pip freeze => requirements.txt
D. pip freeze | requirements.txt

Answer: B

Explanation:

pip freeze requirements.txt ile ilgili gérsel sonucu The most common command is pip freeze > requirements. txt , which records an environment's current package
list into requirements. txt. If you want to install the dependencies in a virtual environment, create and activate that environment first, then use the Install from
requirements.

NEW QUESTION 567
- (Exam Topic 3)
What is the purpose of grouping devices in a VLAN?

A. Devices communicate as if they are connected on the same wire.

B. Multicast network traffic is limited to the VLAN connected devices.

C. Unicast messages are limited to the clients connected on the same VLAN.

D. Network traffic is load balanced between the devices connected to the VLAN.

Answer: B

NEW QUESTION 570

- (Exam Topic 3)

An engineer deploys a Cisco CSR 1000 V instance to a virtual machine. The engineer must output the device configuration in JSON format. Which protocol is used
for this task?

A. YANG

B. NETCONF
C. SNMP

D. RESTCONF

Answer: D
NEW QUESTION 572
- (Exam Topic 3)

Refer to the exhibit. Drag and drop the code snippets from the bottom onto the blanks in the Python script to retrieve a list of network devices from Cisco DNA
Center. Not all options are used.
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import regquests
import json
from urllib3.exceprtions import InsacuraBRacuastWarning

regquests.packages.urllib3.disable warnings ()

dna_center url "My DNA Center URL"™
authentication = (“dnacenteruser”, “dnacenter password"”)

daf get token ():

url = “https:// “dna_center_ url+"/dna/lsystem/api/vl/auth/token”™
response = reguests.post{url, auth=authentication, wverify=False)
token = response.json() [ *Token’ ]

return teken

def get_device_list():

token =| ]
url = “https:// “+dna_center url+t "dnafintentfapiHVEfl "
headsr = {| |: token,; ‘content-type’ : ‘application/json’)

rasponse = reguests.get{url, headers=header)

devieca list =[ |

print (json.dumps (deviece list, indent=4))

if name == ™ main ":

gat dewvice list()

I get_token() ] |nétwark—devicej | x=-auth-token |]respon5e.jscn{”

| response.xml | | Authorization

A. Mastered
B. Not Mastered

Answer: A

Explanation:

import regquests
import. json

daef get token ():

url = “https://
responsa =
token =

re
return token

def get device list()

from urllib3.exceptions import InsecureRequestWarning
raguests.packages.urllib3.disable warnings ()
dna_center_url = "My

authenticatien = (“dnacenteruser", “dnacenter password")

“dna_center_url+"/dna/system/api/vl/auth/token”
ragquests.post (url, auth=authentication, wverify=False)
sponse.json() [ ‘Token’ ]

DHA_Center URL"™

url = “https://f

header = {3 x—auth-token b token, ‘content-type’ : ‘application/json’)

rasponsa = redguests.get (url, headers=header)

device_list =trespunse.j50nt”

L1 o
H

if name == ™ main_
get _device_list ()

print (json.dumps (device_list, indent=4))

| get_token() |

TR N TR T T T g [FE e e e
inetwﬂ:k—devlce i x—auth-token ||respanse.jsandﬂl

NEW QUESTION 577
- (Exam Topic 3)

T = x g
l response.xml || Authorization

A company requires a new platform to store large volumes of log data that is generated in their assembly plant. The platform must be scalable, so the underlying
technology must provide a path for fast deployment of new nodes for data and indexing? The data contains sensitive information, so specialist encryption tools
must be used to secure the data. Which application deployment model meets the requirements?

A. edge

B. private cloud
C. public cloud
D. hybrid cloud

Answer: D
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Explanation:

A hybrid cloud combines the benefits of both a private cloud, which offers the ability to store sensitive data in a secure, dedicated environment, and a public cloud,
which offers the ability to scale quickly and easily by deploying new nodes as needed. With a hybrid cloud deployment, you could use specialist encryption tools to
secure the sensitive data in the private cloud, and then take advantage of the scalability and flexibility of the public cloud to handle the large volumes of log data.

NEW QUESTION 581
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