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NEW QUESTION 1

HOTSPOT

You have on-premises datacenters in New York and Seattle.

You have an Azure subscription that contains the ExpressRoute circuits shown in the following table.

Name

Azure region Datacenter ERC1

East US New Vork ERC2

West US2 Seattle

You need to ensure that all the data sent between the datacenters is routed via the ExoressRoute circuits. The solution must minimize costs.

Answer Area

ExpressRoute configuration: | Global Reach & |
Direct
FastPath
Premium
Peering: Private v
Microsoft
Public
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
ExpressRoute configuration: | Glohal Reacl ¥
Peenng. | Private bt

NEW QUESTION 2

Your company has an office in New York.

The company has an Azure subscription that contains the virtual networks shown in the following table.
Name Location Vnetl East LS Vnet2

North Europe Vnet3

West US Vnet4

West Europe

You need to connect the virtual networks to the office by using ExpressRoute.

The solution must meet the following requirements:

» The connection must have up to 1 Gbps of bandwidth.

* The office must have access to all the virtual networks.

» Costs must be minimized.

How many ExpressRoute circuits should be provisioned, and which ExpressRoute 5KU should you enable?

A. A.one ExpressRoute Standard circuit
B. one ExpressRoute Premium circuit
C. two ExpressRoute Premium circuits
D. four ExpressRoute Standard circuits

Answer: B

NEW QUESTION 3

- (Topic 4)

You have an Azure subscription that contains a virtual network named VNetl. VNetl contains a subnet named Subnetl

You deploy an instance of Azure Application Gateway v2 named AppGw1 to Subnetl. You create a network security group (NSG) named NSG1 and link NSG1 to
Subnetl.

You need to ensure that AppGw1 will only load balance traffic that originates from VNetl. The solution must minimize the impact on the functionality of AppGw1.
What should you add to NSG1?

A. an outbound rule that has a priority 100 and blocks all internet traffic

B. an outbound rule that has a priority of 4096 and blocks all internet traffic
C. an inbound rule that has a priority of 4096 and blocks all internet traffic
D. an inbound rule that has a priority of 100 and blocks all internet traffic

Answer: C
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NEW QUESTION 4

SIMULATION - (Topic 4)

Task 9

You need to ensure that subnet4-3 can accommodate 507 hosts.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Here are the steps and explanations for ensuring that subnet4-3 can accommodate 507 hosts:

? To determine the subnet size that can accommodate 507 hosts, you need to use the formula: number of hosts = 2*(32 - n) - 2, where n is the number of bits in
the subnet maskl. You need to find the value of n that satisfies this equation for 507 hosts.

? To solve this equation, you can use trial and error or a binary search method. For example, you can start with n = 24, which is the default subnet mask for Class
C networks. Then, plug in the value of n into the formula and see if it is too big or too small for 507 hosts.

? If you try n = 24, you get number of hosts = 27(32 - 24) - 2 = 254, which is too small. You need to increase the value of n to get a larger number of hosts.

? If you try n = 25, you get number of hosts = 232 - 25) - 2 = 510, which is just enough to accommodate 507 hosts. You can stop here or try a smaller value of n
to see if it still works.

? If you try n = 26, you get number of hosts = 27(32 - 26) - 2 = 254, which is too small again. You need to decrease the value of n to get a larger number of hosts.
? Therefore, the smallest value of n that can accommodate 507 hosts is n = 25. This means that the subnet mask for subnet4-3 should be /25 or 255.255.255.128
in dot-decimal notation1.

? To change the subnet mask for subnet4-3, you need to go to the Azure portal and select your virtual network. Then select Subnets under Settings and select
subnet4-3 from the list2.

? On the Edit subnet page, under Address range (CIDR block), change the value from /24 to /25. Then select Save2.

NEW QUESTION 5

SIMULATION - (Topic 4)

Task 2

You need to create an Azure Firewall instance named FW1 that meets the following requirements:
* Has an IP address from the address range of 10.1.255.0/24

* Uses a new Premium firewall policy named FW-pohcyl

* Routes traffic directly to the internet

A. Mastered
B. Not Mastered

Answer: A

Explanation:

? To create an Azure Firewall instance, you need to go to the Azure portal and select Create a resource. Type firewall in the search box and press Enter. Select
Firewall and then select Createl.

? To assign an IP address from the address range of 10.1.255.0/24 to the firewall, you need to select a public IP address that belongs to that range. You can either
create a new public IP address or use an existing onel.

? To use a new Premium firewall policy named FW-policyl, you need to select Premium as the Firewall tier and create a new policy with the name FW- policyl2. A
Premium firewall policy allows you to configure advanced features such as TLS Inspection, IDPS, URL Filtering, and Web Categories3.

? To route traffic directly to the internet, you need to enable SNAT (Source Network Address Translation) for the firewall. SNAT allows the firewall to use its public
IP address as the source address for outbound traffic4.

NEW QUESTION 6

SIMULATION - (Topic 4)

Task 8

You need to ensure that the storage34280945 storage account will only accept connections from hosts on VNET1

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Here are the steps and explanations for ensuring that the storage34280945 storage account will only accept connections from hosts on VNET1.:

? To restrict network access to your storage account, you need to configure the Azure Storage firewall and virtual network settings for your storage account. You
can do this in the Azure portal by selecting your storage account and then selecting Networking under Settings1.

? On the Networking page, select Firewalls and virtual networks, and then select Selected networks under Allow access from1. This will block all access to your

storage account except from the networks or resources that you specify.

? Under Virtual networks, select + Add existing virtual network. Then select VNET1 from the list of virtual networks and select the subnet that contains the hosts

that you want to allow access to your storage accountl. This will enable a service endpoint for Storage in the subnet and configure a virtual network rule for that
subnet through the Azure storage firewall2.

? Select Add to add the virtual network and subnet to your storage accountl.

? Select Save to apply your changes1.

NEW QUESTION 7

SIMULATION - (Topic 4)

Task 11

You are preparing to connect your on-premises network to VNET4 by using a Site-to-Site VPN. The on-premises endpoint of the VPN will be created on a firewall
named Firewall 1.

The on-premises network has the following configurations:

« Internal address range: 10.10.0.0/16.

* Firewall 1 internal IP address: 10.10.1.1.
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* Firewalll public IP address: 131.107.50.60. BGP is NOT used.
You need to create the object that will provide the IP addressing configuration of the on- premises network to the Site-to-Site VPN. You do NOT need to create a
virtual network gateway to complete this task.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Here are the steps and explanations for creating the object that will provide the IP addressing configuration of the on-premises network to the Site-to-Site VPN:

? The object that you need to create is called a local network gateway. A local network gateway represents your on-premises network and VPN device in Azure. It
contains the public IP address of your VPN device and the address prefixes of your on-premises network that you want to connect to the Azure virtual network1.

? To create a local network gateway, you need to go to the Azure portal and select Create a resource. Search for local network gateway, select Local network
gateway, then select Create2.

? On the Create local network gateway page, enter or select the following information and accept the defaults for the remaining settings:

? Select Review + create and then select Create to create your local network gateway?2.

NEW QUESTION 8

SIMULATION - (Topic 4)

Task 6

You need to ensure that all hosts deployed to subnet3-2 connect to the internet by using the same static public IP address. The solution must minimize
administrative effort when adding hosts to the subnet.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Here are the steps and explanations for ensuring that all hosts deployed to subnet3-2 connect to the internet by using the same static public IP address:

? To use the same static public IP address for multiple hosts, you need to create a NAT gateway and associate it with subnet3-2. A NAT gateway is a resource that
performs network address translation (NAT) for outbound traffic from a subnetl. It allows you to use a single public IP address for multiple private IP addresses2.

? To create a NAT gateway, you need to go to the Azure portal and select Create a resource. Search for NAT gateway, select NAT gateway, then select Create3.
? On the Create a NAT gateway page, enter or select the following information and accept the defaults for the remaining settings:

? Select Review + create and then select Create to create your NAT gateway3.

? To associate the NAT gateway with subnet3-2, you need to go to the Virtual networks service in the Azure portal and select your virtual network.

? On the Virtual network page, select Subnets under Settings, and then select subnet3-2 from the list.

? On the Edit subnet page, under NAT gateway, select your NAT gateway from the drop-down list. Then select Save.

NEW QUESTION 9

SIMULATION - (Topic 4)

Task 4

You need to ensure that connections to the storage34280945 storage account can be made by using an IP address in the 10.1.1.0/24 range and the name
storage34280945.pnvatelinicblob.core.windows.net.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Here are the steps and explanations for ensuring that connections to the storage34280945 storage account can be made by using an IP address in the 10.1.1.0/24
range and the name stor-age34280945.pnvatelinicblob.core.windows.net:

? To allow access from a specific IP address range, you need to configure the Azure Storage firewall and virtual network settings for your storage account. You
can do this in the Azure portal by selecting your storage account and then selecting Networking under Settings1.

? On the Networking page, select Firewalls and virtual networks, and then select Selected networks under Allow access from1. This will block all access to your
storage account except from the networks or resources that you specify.

? Under Firewall, select Add rule, and then enter 10.1.1.0/24 as the IP address or range. You can also enter an optional rule name and descriptionl. This will allow
access from any IP address in the 10.1.1.0/24 range.

? Select Save to apply your changes1.

? To map a custom domain name to your storage account, you need to create a CNAME record with your domain provider that points to your storage account
endpoint2. A CNAME record is a type of DNS record that maps a source domain name to a destination domain name.

? Sign in to your domain registrar’'s website, and then go to the page for managing DNS settings2.

? Create a CNAME record with the following information2:

? Save your changes and wait for the DNS propagation to take effect2.

? To register the custom domain name with Azure, you need to go back to the Azure portal and select your storage account. Then select Custom domain under
Blob service2.

? On the Custom domain page, enter stor- age34280945.pnvatelinicblob.core.windows.net as the custom domain name and select Save?2.

NEW QUESTION 10

HOTSPOT - (Topic 3)

You have an Azure subscription that contains a virtual network gateway named VNetGwy1l. VNetGwy1l has a public IP address of 20.25.32.214.
You need to query the health probe of VNetGwy1,

How should you complete the URI? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

NEW QUESTION 10

HOTSPOT - (Topic 3)
You have an on-premises network.
You have an Azure subscription that contains the resources shown in the following table.

hitps v f/202532.214; 80 b
http

443
snmp 8081

fheal thprobe

https v /2025322148 ¥ /healthprobe
http Ih

a3

Tsamp 8081

Name Type Description
Vnetl Virtual network None
VM1 Virtual machine Connected to Vnet1
VM2 Virtual machine Connected to Vnet1
SQL1 Azure SQL Database Internet accessible

You need to implement an ExpressRoute circuit to access the resources in the subscription. The solution must ensure that the on-premises network connects to

the Azure resources by using the ExpressRoute circuit.
Which type of peering should you use for each connection? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Arca

NEW QUESTION 14
- (Topic 3)

Connecticn 10 Vnetl:  Prvate peering >
Microsoft peenng

Public peering
| Virtual network peenng

Connection to SOL1: | Microsoft peerin -
Private peenng
Pubiic peening

Virtual network peerng

Connection 10 Vnetl:  Pravale peering o
Microsoft peening

Connection 1o SOLY: | Microsoft peerin -
] Microsoft peering

TPmvate peening ~

Pubic peering

Virtual network pesrmg

You have an Azure application gateway for a web app named Appl. The application gateway allows end-to-end encryption.
You configure the listener for HTTPS by uploading an enterprise signed certificate. You need to ensure that the application gateway can provide end-to-end

encryption for

Appl. What should you do?
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A. Set Listener type to Multi site.

B. Increase the Unhealthy threshold setting in the custom probe.
C. Upload the public key certificate to the HTTPS settings.

D. Enable the SSL profile for the listener.

Answer: C

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/application-gateway/end-to-end-ssl-portal
https://docs.microsoft.com/en-us/azure/application-gateway/create-ssl-portal#configuration- tab

NEW QUESTION 17

- (Topic 3)

You have an Azure application gateway named AGW1 that has a routing rule named Rulel. Rule 1 directs traffic for http://www.contoso.com to a backend pool
named Pooll. Pooll targets an Azure virtual machine scale set named VMSS1.

You deploy another virtual machine scale set named VMSS2.

You need to configure AGWL1 to direct all traffic for http://www.adatum.com to VMSS2. The solution must ensure that requests to http://www.contoso.com continue
to be directed

to Pooll.

Which three actions should you perform? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Add a backend pool.

B. Modify an HTTP setting.
C. Add an HTTP setting.
D. Add a listener.

E. Add a rule.

Answer: ADE

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/application-gateway/configuration-overview

NEW QUESTION 22
HOTSPOT - (Topic 3)
You have an Azure subscription that contains an app named Appl. Appl is hosted on the Azure App Service instances shown in the following table.

Name Location
AppSrvl | East US
AppSrv2 | East US
AppSrv3 | North Europe
AppSrvd | North Europe

You need to implement Azure Traffic Manager to meet the following requirements:

 Appl traffic must be assigned equally to each App Service instance in each Azure region.

» Appl traffic from North Europe must be routed to the Appl instances in the North Europe region.
 Appl traffic from North America must be routed to the Appl instances in the East US Azure region.

Answer Area

Mirdmum number of Traffic Manager profides required: 2 v

| 2
3
]

Rouiting methad for the tratfic in each region  Performance b

Gographic
Priority
Wisightad

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

NEW QUESTION 23
- (Topic 3)

Minimum number of Traffic Manager profiles required: 2 -

L

Routing method for the traffic in each region:  Performance

Geographic
Perfotmancs
Pricrity
Weighted

Your company has four branch offices and an Azure Subscription. The subscription contains an Azure VPN gateway named GW1.
The branch offices are configured as shown in the following table.

I _ gateway
Branch! RTRY LNG1 Connection GW1
Branch? RTR2 LNG2 Connection? GW1
. Branch3 | RTR3 LMNG3 Connection3 GW1
| Branch4 | RTR4 LNGA Connectiond Gw1

The branch office routers provide internet connectivity and Site-to-Site VPN connections to GW1.

The users in Branchl report that they can connect to internet resources, but cannot access Azure resources.

You need to ensure that the Branchl users can connect to the Azure Resources. The solution must meet the following requirements:
» Minimize downtime for all users.
* Minimize administrative effort. What should you do first?

A. Reset RTR1.

B. Reset Connectionl.

C. Reset GW1.
D. Recreate LNG1.

Answer: B

NEW QUESTION 26
- (Topic 3)

You have the Azure virtual networks shown in the following table.

Name Resource group Location
Vnet1 RG1 East US
Vnet2 RG1 UK West
Vnet3 RG1 East US
Vnet4 RG1 UK West
You have the Azure resources shown in the following table.
Name Type Virtual Resource Location
network group
VM1 | Virtual machine | Vnet1 RG1 East US
VM2 | Virtual machine Vnet2 RG2 UK West
VM3 | Virtual machine | Vnet3 RG3 East US
App1 | App Service Vnet1 RG4 East US
st Storage account | Not applicable | RGS UK West

You need to check latency between the resources by using connection monitors in Azure Network Watcher.

What is the minimum number of connection monitors that you must create?

moows
O WDNPRF

Answer: C

NEW QUESTION 28

- (Topic 3)

You have an internal Basic Azure Load Balancer named LB1 That has two frontend IP addresses. The backend pool of LB1 contains two Azure virtual machines
named VM1 and VM2.
You need to configure the rules on LB1 as shown in the following table.
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Rule | Frentend IP | Protocel | ILB1 port Destination VM port
address

1 £65.52.01 TCP 80 IP address of the NIC of VM1 and VM2 80

2 65.52.0.2 TCP BO IP address of the NIC of VM1 and VM2 BO

What should you do for each rule?

A. Enable Floating IP.
B. Disable Floating IP.
C. Set Session persistence to Enabled.
D. Set Session persistence to Disabled

Answer: A

NEW QUESTION 30

HOTSPOT - (Topic 3)

You need to connect an on-premises network and an Azure environment. The solution must use ExpressRoute and support failing over to a Site-to-Site VPN
connection if there is an ExpressRoute failure.

What should you configure? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Arca

Routing type:

MNumber of virtual network gateways:

W Bl

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Arca

Routing type:

MNumber of virtual network gateways: _

NEW QUESTION 31

- (Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have an Azure subscription that contains the following resources:

* A virtual network named Vnetl

* A subnet named Subnetl in Vnetl

* A virtual machine named VM1 that connects to Subnetl

* Three storage accounts named storagel, storage2, and storage3

You need to ensure that VM1 can access storagel. VM1 must be prevented from accessing any other storage accounts.

Solution: You create a network security group (NSG) and associate the NSG to Subnetl. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 34

- (Topic 3)

You have five virtual machines that run Windows Server. Each virtual machine hosts a different web app.

You plan to use an Azure application gateway to provide access to each web app by using a hostname of www.contoso.corn and a different URL path for each
web app, for example: https://www.contoso.com/appl.

You need to control the flow of traffic based on the URL path. What should you configure?

A. rules

B. rewrites
C. HTTP settings
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D. listeners
Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/application-gateway/url-route-overview

NEW QUESTION 36
- (Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have two Azure virtual networks named Vnetl and Vnet2.
You have a Windows 10 device named Clientl that connects to Vnetl by using a Point-to- Site (P2S) IKEv2 VPN.

You implement virtual network peering between Vnetl and Vnet2. Vnetl allows gateway transit. Vnet2 can use the remote gateway.
You discover that Clientl cannot communicate with Vnet2. You need to ensure that Clientl can communicate with Vnet2. Solution: You reset the gateway of

Vnetl.
Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:
The VPN client must be downloaded again if any changes are made to VNet peering or the network topology.

Reference:
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-point-to-site- routing

NEW QUESTION 39
HOTSPOT - (Topic 3)
Your on-premises network contains the subnets shown in the following table.

Name IPv4 network address
Subnet 192.168.10.0/24
Subnet2 192.168.20.0/24

The network contains a firewall named FW1 that uses a public IP address of 131.107.100.200.
You have an Azure subscription that contains the resources shown in the following table.

Name Type Description
ViNet1 Virtual network Uses an address space of 10.1.0.0/16
GW1 Virtual network gateway s Uses a public IP address of

20.231.231.174
o Uses a private IP address of
10.1.255.10
GatewaySubnet Subnet Uses an address space of 10.1.255.0/27
LNG1 Local network gateway None

You plan to configure a Site-to-Site (S2S) VPN named VPNL1 that will connect GW1 to FW1.

You need to configure LNG1 to support VPNL1. The solution must meet the following requirements:

» Ensure that the resources on Subnetl and Subnet2 can communicate with the resources on VNell.
* Minimize administrative effort.

How should you configure LNG1? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Address space: ——
P [Moazssonr =)

10.1.0.0/16
192.168.10.0/23
192.168.10.0/24 and 192.168.20.0/24

IP address: | 20.231.231.174 |

10.1.0.1
10.1.255.10

20.231231.774

131.107.100.200

A. Mastered
B. Not Mastered
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Answer: A
Explanation: .
Answer Arca
Address spaces | 10.1.255.0/27 b
IP address:  20.231.231.174 »

NEW QUESTION 40
HOTSPOT - (Topic 3)
You have an Azure subscription that contains the virtual networks shown in the following table.

Name Subnet Peered with
VNet1 | Subnet11, Subnet1?2 VNet2
VNet2 | Subnet21 VNet1

The subscription contains the virtual machines shown in the following table.

Name | Connected to | Availability set
VM1 | Subnet11 AS1T
VM2 | Subnet11 AS1

VM3 | Subneti? None
VM4 | Subnet21 None

You create a load balancer named LB1 that has the following configurations:

» SKU: Basic

* Type: Internal

» Subnet: Subnetl2

« Virtual network VNetl

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes No
LET can balance requests between VM1 and VM2,

LE1 can balance requests between VM2 and VM3,

LE1 can balance requests between Y3 and VM4,

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements Yes No
LB1 can balance requests between YIM1 and VM2,

LE1 can balance requests between VM2 and VM3,

LE1 can balance requests between VM3 and ViV4, : Nol

NEW QUESTION 44
HOTSPOT - (Topic 3)
You configure a route table named RT1 that has the routes shown in the following table.
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I 'Iiur,jjijiiigﬁjiﬂjiiiiiilﬂﬁlliﬂﬂ i
e

Vnetl connects to an ExpressRoute circuit. The on-premises router advertises the foIIowmg routes:

*0.0.0.0/0

*10.0.0.0/16

For each of the following statements, select Yes if the statement is true. Other\lee select No. NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 47

- (Topic 3)

You have an Azure subscription that contains multiple virtual machines in the West US Azure region.

You need to use Traffic Analytics.

Which two resources should you create? Each correct answer presents part of the solution. (Choose two.)
NOTE: Each correct answer selection is worth one point.

A. an Azure Monitor workbook

B. a Log Analytics workspace C a storage account
C. an Azure Sentinel workspace

D. an Azure Monitor data collection rule

Answer: BC

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/network-watcher/traffic-analytics A storage acccount is used to store network security group flow logs.
A Log Analytics workspace is used by Traffic Analytics to store the aggregated and indexed data that is then used to generate the analytics.
https://docs.microsoft.com/en-us/azure/network-watcher/traffic-analytics#enable-flow-log- settings

NEW QUESTION 50

- (Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure application gateway that has Azure Web Application Firewall (WAF) enabled.

You configure the application gateway to direct traffic to the URL of the application gateway.

You attempt to access the URL and receive an HTTP 403 error. You view the diagnostics log and discover the following error.
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You need to ensure that the URL is accessible through the application gateway. Solution: You add a rewrite rule for the host header.
Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
https://docs.microsoft.com/en-us/azure/application-gateway/rewrite-http-headers-url#limitations

NEW QUESTION 53

- (Topic 3)

You plan to publish a website that will use an FQDN of www.contoso.com. The website will
be hosted by using the Azure App Service apps shown in the following table.

Name FQDN ___Location Public IP address |
AS1 As1.contoso.com | East US 131.107.100.1
AS2 As2.contoso.com | West US 131.107.200.1

You plan to use Azure Traffic Manager to manage the routing of traffic for www.contoso.com between AS1 and AS2.
You need to ensure that Traffic Manager routes traffic for www.contoso.com. Which DNS record should you create?

A. two A records that map wmv.contoso.com to 131 107 100 1 and 131 107 200 1

B. a CNAME record that maps www.contoso.com to TMprofilel.azurefd.net

C. a CNAME record that mapswww.contoso.comtoTMprofilel.trafficmanager.net

D. a TXT record that contains a string ofasl.contoso.com and as2.contoso.com in the details

Answer: C

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/traffic-manager/quickstart-create-traffic-manager- profile
https://docs.microsoft.com/en-us/azure/app-service/configure-domain-traffic-manager

NEW QUESTION 56
- (Topic 3)
You have the Azure load balancer shown in the Load Balancer exhibit.

LB2 has the backend pools shown in the Backend Pools exhibit.
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You need to ensure that LB2 distributes traffic to all the members of VMSS1.
Which two actions should you perform? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Add a network interface to VMSS1.

B. Configure a health probe.

C. Add a public IP address to each member of VMSS1.
D. Add a load balancing rule.

Answer: BD

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/load-balancer/quickstart-load-balancer-standard-public-portal ?tabs=option-1-create-load-balancer-standard

NEW QUESTION 58
HOTSPOT - (Topic 3)
You have an Azure subscription that contains the virtual networks.shown in the following table.

You have a virtual machine named VM5 that has the foIIowmg IP address configurations:
« |P address: 10.4.0.5
» Subnet mask:255.255.255.0
* Default gateway:10.4.0.1
* DNSserver:168.63.129.16
You have an Azure Private DNS zone named, fabrikam.com that contains the records shown in, the following table.

TR

2 ST
The virtual network links in the fabrikam.com DNS /one are configured as shown in the exhibit. (Click the Exhibit tab.)
VMS fails to resolve the IP address for.appKfabrik3in.com.
For each of the following statements, select Yes if, the statement is true. Otherwise, select No.
NOTE: Each correct selectlon |s worth one point.
: | | ( |I i
|Ir| II||III||| l || |I|I|I I || I||| || ||| | || ||||
l|| il

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Statements Yes Mo

Updating the IP address configurations of VNS tol 0se DNS server addreds of 10.400.2 will l_
enable the virual machine to resolve app 1 labnkam.cam T
I

Enabling a virtual network link for Vinet? in the fabnkamicom DNS rone will enable VS 1o il
resoive app1.fabrikam.com. it

Adding an A record for appl.fabrikamicom to the fabnkam com DNS zane will enalile WS £ i
ta reselve appl.fabnkamcom

NEW QUESTION 61

- (Topic 3)

You need to use Traffic Analytics to monitor the usage of applications deployed to Azure virtual machines.
Which Azure Network Watcher feature should you implement first?

A. Connection monitor
B. Packet capture

C. NSG flow logs

D. IP flow verify

Answer: C

NEW QUESTION 62

HOTSPOT - (Topic 3)

You have two Azure virtual networks named Vnetl and Vnet2 in an Azure region that has three availability zones.

You deploy 12 virtual machines to each virtual network, deploying four virtual machines per zone. The virtual machines in Vnetl host an app hamed Appl. The
virtual machines in Vnet2 host an app named App2.

You plan to use Azure Virtual Network NAT to implement outbound connectivity for Appl and App2.

You need to identify the minimum number of subnets and Virtual Network NAT instances required to meet the following requirements:

* A failure of two zones must NOT affect the availability of either Appl or App2.

* A failure of two zones must NOT affect the outbound connectivity of either Appl or App2. What should you identify? To answer, select the appropriate options in
the answer area. NOTE: Each correct selection is worth one point.

Answer Area
Minimum number of subnets: _
1
> M
&
12
Minimum number of Virtual Network NAT instances: _
1
2
5]
12
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Areca

Minimum number of subnets: _
L]
=9 r!']
I.E_.
&
1

<

Minimum number of Virtual Network NAT instances: _
13

1
2_
=]
1

2

NEW QUESTION 63
HOTSPOT - (Topic 3)
You have an Azure subscription that contains the resource groups shown in the following table.

Name Location
RG1 East US
RG2 UK West

You have the virtual networks shown in the following table.
Vnell contains two virtual machines named VM1 and VM2. Vnet2 contains two virtual machines named VM3 and VM4. You have the network security groups

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



Recommend!! Get the Full AZ-700 dumps in VCE and PDF From SurePassExam
https://www.surepassexam.com/AZ-700-exam-dumps.html (150 New Questions)

[fsureP522

(NSGs) shown in the following table that include only default rules.

Name Associated to
Nsg1
Nsg2
Nsg3
ngd

Sb1
Network interface of VM2
Network interface of VM3
Sb4

You have the Azure load balancers shown in the following table.

Resource
group

Location

Type

Backend
pool

Virtual
machine

Rule

Lb1

RG1

East US

Public

Vnet1

VM1

Protocol:

TCP
Port: 80
Backend
port: 80
Protocol:
TCP
Port:
1433
Backend
port:
1433

L2 RG2 West US | Internal | Vnet2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

MNOTE: Each correct selection is worth one point.

Answer Area
Statements Yes MNe
VM2 can be added to the backend pool of Lba.
VM4 can access VM3 via port 1433 by wsing the frontend address of Lb2.
VM1 can be accessed via port B0 from the intemet by using the frontend address of Lb1,

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Answer Area
Statements Yes Neo

— -

VM2 can be added to the backend pool of Lb2. -
VM4 can access VM3 via port 1433 by using the frontend address of Lb2. l.- _‘

VM1 can be accessed via port 80 from the intemet by using the frontend address of Lb1. |

NEW QUESTION 68
- (Topic 3)
You have an Azure subscrlptlon that contains the resources shown in the foIIowmg table.

SR T TITER R R |

ST _'";ﬂﬂ]ll!l: we

JIIRFEY rll.!“!'l I.H.iﬂp.i

il hh?@‘ﬂ!&ﬁ.l ﬂﬂ.";"J.‘.._.f&J%E..l&.thﬂmmn

Gatewayl provides access to Appl by using a URL of http://appl.contoso.com. You create a new web app named App2.
You need to configure Gatewayl to enable minimize administrative effort. What should you configure on Gateway1?

450 ]
RN T

A. a backend pool and a routing

B. a listener and a routing rule

C. a listener, a backend pool, and a rule
D. a listener and a backend pool
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Answer: B

NEW QUESTION 72

- (Topic 3)

You are planning the IP addressing for the subnets in Azure virtual networks. Which type of resource requires IP addresses in the subnets?

A. internal load balancers
B. storage account

C. serviice endpoints

D. service endpoint policies

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/load-balancer/load-balancer-overview

NEW QUESTION 73
HOTSPOT - (Topic 3)
You have an Azure subscription. The subscription contains virtual machines that host websites as shown in the following table.

Name

Public host name

Location

VM1

site1.us.contoso.com

East US

VM2

sitel.uk.contoso.com

UK West

VM3

sitel.us.contoso.com

East US

v\I4 sitel.uk.contoso.com UK West
VM3 site2 japan.contoso.com | Japan West
You have the Azure Traffic Manager profiles shown in the following table.
Name Routing method DNS name Hosted on
Tm Performance site].contoso.com VM1 and VM2
T2 Priority site2 contoso.oom VM3, VM4, and VM5

You have the endpoints shown in the following table.

Name | Traffic Manager | Azure Routing Status
profile endpoint method
parameter

Ep Tm1 VM1 1 | Degraded

Ep2 Tmi VM2 2 | Online

Ep3 Tm2 VI3 1 | CheckingEndpoint
Epd Tm2 Vhid 2 | Online

Ep5 Tmé VM5 3 | Online

For each of the following statements, select Yes if the statement is true. Otherwise select No.

NOTE: Each connect selection is worth one point.

Answer Arca

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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A user that reguests sitel.contoso.com from the East US Azure region will connect to

oite 1, Us. CONtoS0.ComL

A user that requests site.contoso.com from the East US Azure region wall connect to

sites Ukl CONtOS0.00m

A user that requests sile2.contoso.com from the Japan East Azure region will connect to

citel japan.contoso.com

visit - https://www.surepassexam.com



\!/ Exam Recommend!! Get the Full AZ-700 dumps in VCE and PDF From SurePassExam
| I Sure PaSS https://www.surepassexam.com/AZ-700-exam-dumps.html (150 New Questions)

Answer Area

Statements Yes

A user that requests sitel.contoso.com from the East US Azure region will connect to
site1,us.contoso.com

A user that requests sited.contoso.com from the East US Azure region vall connect to |
site ulk.contoso.com

A user that requests site2 contoso.com from the Japan East Azure region will connect to | |

sited Japan.contoso.corm

NEW QUESTION 78
HOTSPOT - (Topic 3)
You have an Azure private DNS zone named contoso.com that is linked to the virtual networks shown in the following table.

Name IP address
Vnet1 10.1.0.0/16
Vnet2 10.2.0.0/16

The links have auto registration enabled.
You create the virtual machines shown in the following table.

Name IP address
VM1 10.1.10.10
VM2 10.2.10.10
VM3 10.2.10.11

You manually add the following entry to the contoso.com zone:

? Name: VM1

? IP address: 10.1.10.9

For each of the following statements, select Yes of the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

-

Statements Yes Ho

W2 will resoclve vt .oontoso.com ba 1007.30.30
Deloting VM1 will delete oll VM1 recosds automatically

I VM3 obtaing a different IP address from Azure. VWM 1's DINS recond is updated

automatically

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

The manual DNS record will overwrite the auto-registered DNS record so VM1 will resolve to 10.1.10.9.

Box 2: No

The DNS record for VM1 is now a manually created record rather than an auto-registered record. Only auto-registered DNS records are deleted when a VM is
deleted.

Box 3: No

This answer depends on how the IP address is changed. To change the IP address of a VM manually, you would need to select ‘Static’ as the IP address
assignment. In this case, the DNS record will not be updated because only DHCP assigned IP addresses are auto- registered.

NEW QUESTION 83

- (Topic 3)

You plan to implement an Azure virtual network that will contain 10 virtual subnets. The subnets will use IPv6 addresses. Each subnet will host up to 200 load-
balanced virtual machines.

You need to recommend a load balancing solution for the virtual network. The solution must meet the following requirements:

« The virtual machines and the load balancer must be accessible only from the virtual network.

* Costs must be minimized.

What should you include in the recommendation?

A. Basic Azure Load Balancer

B. Azure Application Gateway v1 Azure Application Gateway v2
C. Azure Standard Load Balancer

D. Azure Application Gateway v2

Answer: C
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NEW QUESTION 86

- (Topic 3)

You plan to configure BGP for a Site-to-Site VPN connection between a datacenter and Azure.

Which two Azure resources should you configure? Each correct answer presents a part of the solution. (Choose two.)
NOTE: Each correct selection is worth one point.

A. a virtual network gateway
B. Azure Application Gateway
C. Azure Firewall

D. a local network gateway

E. Azure Front Door

Answer: AD
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/vpn-gateway/bgp-howto

NEW QUESTION 91

- (Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result, these questions will not appear in the review screen.

You have an Azure subscription that contains an Azure Front Door Premium profile named AFD1 and an Azure Web Application Firewall (WAF) policy named
WAF1. AFDL1 is associated with WAF1.

You need to configure a rate limit for incoming requests to AFD1. Solution: You configure a managed rule for WAF1.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 95

- (Topic 3)

You have 10 Azure App Service instances. Each instance hosts the same web app. Each instance is in a different Azure region.
You need to configure Azure Traffic Manager to direct users to the instance that has the lowest latency.

Which routing method should you use?

A. geographic
B. weighted

C. performance
D. priority

Answer: D

NEW QUESTION 98

- (Topic 3)

You have an Azure virtual network named Vnetl that hosts an Azure firewall named FW1 and 150 virtual machines. Vnetl is linked to a private DNS zone named
contoso.com. All the virtual machines have their name registered in the contoso.com zone.

Vnetl connects to an on-premises datacenter by using ExpressRoute.

You need to ensure that on-premises DNS servers can resolve the names in the contoso.com zone.

Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. On the on-premises DNS servers, configure forwarders that point to the frontend IP address of FW1.

B. On the on-premises DNS servers, configure forwarders that point to the Azure provided DNS service at 168.63.129.16.
C. Modify the DNS server settings of Vnetl.

D. For FW1, enable DNS proxy.

E. For FW1, configure a custom DNS server.

Answer: AD
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/private-link/private-endpoint-dns#on-premises-workloads-using-a-dns-forwarder
https://azure.microsoft.com/en-gb/blog/new-enhanced-dns-features-in-azure-firewall-now-generally-available/

NEW QUESTION 103
- (Topic 3)

You have an Azure subscription that contains the resources is shown in the following table
R N T N R RN R R LA

1) e | SRR .nnmmw T I
VNet1 | Virtual network Contains two suhnets ,namedl Suhnetﬂhﬂr!d nﬂubnetz
VM1 Virtual machine Connectedito Subnet1!|||! ||

azsqll | Azure SQL Database | Has a private endpﬂint on| Subnetz
- logical server
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You need to ensure that the apps hosted on VM1 can resolve the IP address of the What should you create first?

A. a public DNS zone named database.windows.net
B. a private DNS zone named database.windows.net
C. a public DNS zone named private ink.database.windows.net
D. a private DNS zone named privatelink.database.windows.net

Answer: C

NEW QUESTION 106

- (Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet stated
goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have an Azure subscription that contains the following resources:

* A virtual network named Vnetl

* A subnet named Subnetl in Vnetl

* A virtual machine named VM1 that connects to Subnetl

* Three storage accounts named storagel, storage2. and storage3

You need to ensure that VM1 can access storagel. VM1 must be prevented from accessing any other storage accounts.

Solution: You create a network security group (NSG). You configure a service tag for MicrosoftStorage and link the tag to Subnetl.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 108

- (Topic 3)

Your company has offices in and Amsterdam. The company has an Azure subscription. Both offices connect to Azure by using a Site-to-Site VPN connection.
The office in Amsterdam uses resources in the North Europe Azure region. The office in New York uses resources in the East US Azure region.

You need to implement ExpressRoute circuits to connect each office to the nearest Azure region. Once the ExpressRoute circuits are connected, the on-premises
computers in the Amsterdam office must be able to connect to the on-premises servers in the New York office by using the ExpressRoute circuits.

Which ExpressRoute option should you use?

A. ExpressRoute Local

B. ExpressRoute FastPath

C. ExpressRoute Direct

D. ExpressRoute Global Reach

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/expressroute/expressroute-global-reach

NEW QUESTION 109

- (Topic 3)

You have a website that uses an FQDN of www.contoso.com. The DNS record tor

Www.contoso.com resolves to an on-premises web server.

You plan to migrate the website to an Azure web app named Web1. The website on Web1 will be published by using an Azure Front Door instance named
ContosoFD1.

You build the website on Web1.

You plan to configure ContosoFD1 to publish the website for testing.

V\{_hen you attempt to configure a custom domain for www.contoso.com on ContosoFD1, you receive the error message shown in the exhibit.
Add a custom domain b
| 'Add a custom domain to your Front Door. Create a DNS mapping from your custom
__It’.bmiﬂ to the Front Door azurefd.net frontend host with your DMNS provider. Learm more

o
Frontend

host name

| mmp iy

oo T et

i Custom host name * ©
. 1_ WWW . CoNTOsS0.com |

€ A CNAME record for 'www.contoso.com’ that points to ‘ContosofD1.azurefd.net could
not be found. Before you can associate a domain with this Front Door. you nesd |to
create a CNAME record with your DNS provider for 'www.contoso.com’ that points to

‘ContosofFD 1. azurefd.net’.

You need to test the website and ContosoFD1 without affecting user access to the on- premises web server.
Which record should you create in the contoso.com DNS domain?

A. a CNAME record that maps www.contoso.com to ContosoFD1.azurefd.net
B. a CNAME record that maps www.contoso.com to Web1l.contoso.com

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\!/ Exam Recommend!! Get the Full AZ-700 dumps in VCE and PDF From SurePassExam
| I Sure PaSS https://www.surepassexam.com/AZ-700-exam-dumps.html (150 New Questions)

C. a CNAME record that maps afdverify.www.contoso.com to ContosoFD1.azurefd.net
D. a CNAME record that maps afdverify.www.contoso.com to afdverify.ContosoFD1.azurefd.net

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/frontdoor/front-door-custom-domain#map-the-temporary-afdverify-subdomain

NEW QUESTION 112

- (Topic 3)

You have an Azure Virtual Desktop deployment that has 500 session hosts. All outbound traffic to the internet uses a NAT gateway.

During peak business hours, some users report that they cannot access internet resources. In Azure Monitor, you discover many failed SNAT connections.
You need to increase the available SNAT connections. What should you do?

A. Add a public IP address.
B. Bind the NAT gateway to another subnet.
C. Deploy Azure Standard Load Balancer that has outbound rules.

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/nat-gateway/nat-gateway-resource

NEW QUESTION 116

- (Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have an Azure subscription that contains the following resources:

* A virtual network named Vnetl

* A subnet named Subnetl in Vnetl

* A virtual machine named VM1 that connects to Subnetl

* Three storage accounts named storagel, storage2, and storage3

You need to ensure that VM1 can access storagel. VM1 must be prevented from accessing any other storage accounts.

Solution: You configure the firewall on storagel to only accept connections from Vnetl. Does this meet the goal?

A. Yes
B. No

Answer: B
NEW QUESTION 120

HOTSPOT - (Topic 3)
You have an Azure subscription that contains the resources shown in the following table.

Name Type Description
appservicel | Azure App Service | Hosts an app named App1
contoso.com | Azure DNS zone Resolves name requests from the intermet

FD1 Azure Front Door | Standard profile with App1 configured as the origin
KeyVaultl Azure Key Vault Key vault with Permission model set to Vault access policy
KeyVault2 Azure Key Vault Key vault with Permission model set to Azure role-based access control

You purchase a certificate for appl.contoso.com from a public certification authority (CA) and install the certificate on appservicel.

You need to ensure that Appl can be accessed by using a URL of https://appl.contoso.com. The solution must ensure that all the traffic for App1 is routed via
FD1.

Which type of DNS record should you create, and where should you store the certificate? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point

Answer Area

DIMNS record type: | TXT i
A
CMNAME
SRV

Store the certificate in: i KeyVault2 v i
FD1
KeyWaultl
KeyVault2

A. Mastered
B. Not Mastered

Answer: A
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Explanation:
Answer Area
DIMNS record type: | TXT o
A
CNAME
SRV

2

Store the certificate in: i KeyVauit2
FD1
KeyWVaultl

NEW QUESTION 124

HOTSPOT - (Topic 3)

You have an Azure subscription that contains a virtual network named Vnetl. Vnetl has a
/24 IPv4 address space.

You need to subdivide Vnetl. The solution must maximize the number of usable subnets.

What is the maximum number of IPv4 subnets you can create, and how many usable IP addresses will be available per subnet? To answer, select the appropriate

options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

Usable IP addresses: | 7

' O

v

- |

IPvd subnets: 128
16
3
i

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

- |

Usable IP addresses: | 7 @
1

3
-

IPvd subnets v

A%
1£a

16

12

NEW QUESTION 127

- (Topic 3)

You have an Azure subscription that contains the following resources:
? A virtual network named Vnetl

? Two subnets named subnetl and AzureFirewallSubnet

? A public Azure Firewall named FW1

? A route table named RT1 that is associated to Subnetl

? A rule routing of 0.0.0.0/0 to FW1 in RT1

After deploying 10 servers that run Windows Server to Subnetl, you discover that none of the virtual machines were activated.
You need to ensure that the virtual machines can be activated.

What should you do?

A. Deploy an application security croup mat allows outbound traffic to 1688.

B. Deploy an Azure Standard Load Balancer that has an outbound NAT rule
C. On fW1.configure a DNAT rule for port 1688.

D. Add an internet route to RI1 for the Azure Key Management Service (KMS).
Answer: D

Explanation:

Reference:
https://ryanmangansitblog.com/2020/05/11/firewall-considerations-windows-virtual-desktop- wvd/

NEW QUESTION 131
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- (Topic 3)

You have an Azure Web Application Firewall (WAF) policy in prevention mode that is associated to an Azure Front Door instance.
You need to configure the policy to meet the following requirements:

? Log all connections from Australia.
? Deny all connections from New Zealand.

? Deny all further connections from a network of 131.107.100.0/24 if there are more than 100 connections during one minute.

What is the minimum number of objects you should create?

A. three custom rules that each has one condition
B. one custom rule that has three conditions
C. one custom rule that has one condition

D. one rule that has two conditions and another rule that has one condition

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/web-application-firewall/afds/afds-overview

NEW QUESTION 135
- (Topic 3)
You have the Azure resources shown in the following table.

Virtual network

East US

Contains one subnet

You configure storagel to provide access to the subnet in Vnetl by using a service endpoint.
You need to ensure that you can use the service endpoint to connect to the read-only endpoint of storagel in the paired Azure region.

What should you do first?

A. Configure the firewall settings for storagel.

B. Fail over storagel to the paired Azure region.

C. Create a virtual network in the paired Azure region.
D. Create another service endpoint.

Answer: A

NEW QUESTION 138
- (Topic 3)

You plan to deploy an Azure virtual network. You need to design the subnets.
Which three types of resources require a dedicated subnet? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. VPN gateway
B. Azure Bastion

C. Azure Active Directory Domain Services (Azure AD DS)

D. Azure Application Gateway v2
E. Azure Private Link

Answer: ABD

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-for-azure-services

NEW QUESTION 141
DRAG DROP - (Topic 3)

You have an Azure Front Door instance named FrontDoorl.
You deploy two instances of an Azure web app to different Azure regions.

You plan to provide access to the web app through FrontDoorl by using the name appl.contoso.com.
You need to ensure that FrontDoorl is the entry point for requests that use appl.contoso.com.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.
Actions

Answer Arca

Add a PTR record 1o DRNS.

| Ada a CNAME record to DNS.

l::i:ll routing rule 1o FromtDoor1,

———

!id:u custom domain to FrontDoort.

l#s..mﬂw configuration to FrontDoor!.

A. Mastered
B. Not Mastered
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Answer: A

Explanation:

NEW QUESTION 142
HOTSPOT - (Topic 3)
You plan to deploy Azure Virtual WAN.

You need to deploy a virtual WAN hub that meets the following requirements:
? Supports 10 sites that will connect to the virtual WAN hub by using a Site-to-Site VPN connection

? Supports 8 Gbps of ExpressRoute traffic

? Minimizes costs

What should you configure? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Virtual WAN type:

Number of scale units:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Virtual WAN type:

Number of scale units:

NEW QUESTION 147
- (Topic 3)

You have an Azure subscription that contains the resources shown in the following table.

\4
Basic
kStandard b
' v
2
4
6
\8 2
\4
_Basic _ _
| Standard |
' v
_2_
41
6
2 o

Name Type Description
Fw1 Azure Firewall Has a network intrusion detection and prevention system
Premium (IDPS) enabled
HP1 Azure Virtual All outbound traffic from HP1 to the subscription’s
Desktop host pool resources route through FW1
Serverl | Virtual machine Hosts an application named App!
KV1 Azure Key Vault None
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Users on HP1 connect to Appl by using a URL of https://appl .comoso.com.
You need to ensure that the IDPS on FW1 can identify security threats in the connections from HP1 to Serverl.
Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Enable TLS inspection for FW1.

B. import a server certificate to KV1.

C. Enable threat intelligence for FW1.

D. Add an application group to HP1.

E. Add a secured virtual network to FW1.

Answer: AC

NEW QUESTION 151

- (Topic 3)

You have an Azure subscription that is linked to an Azure Active Directory (Azure AD) tenant named contoso.onmicrosoft.com. The subscription contains the
following resources:

* An Azure App Service app named Appl

* An Azure DNS zone named contoso.com

* An Azure private DNS zone named private.contoso.com

* A virtual network named Vnetl

You create a private endpoint for Appl. The record for the endpoint is registered automatically in Azure DNS.
You need to provide a developer with the name that is registered in Azure DNS for the private endpoint.
What should you provide?

A. appl.privatelink.azurewebsites.net
B. appl.contoso.com

C. appl.contoso.onmicrosoft.com

D. appl.private.contoso.com

Answer: A

NEW QUESTION 156

- (Topic 3)

You have an Azure subscription that contains a virtual network name Vnetl. Vnetl contains a virtual machine named VM1 and an Azure firewall named FW1.
You have an Azure Firewall Policy named FP1 that is associated to FW1.

You need to ensure that RDP requests to the public IP address of FW1 route to VM1. What should you configure on FP1?

A. an application rule
B. a network rule

C. URL filtering

D. a DNAT rule

Answer: D

NEW QUESTION 160

HOTSPOT - (Topic 3)

You have an Azure subscription that contains an Azure key vault named Vaultl and an app registration for an Azure AD app named App1l.

You have a DNS domain named contoso.com that is hosted by a third-party DNS provider. You plan to deploy Appl by using Azure App Service. Appl will have
the following

configurations:

» App1l will be hosted across five App Service apps.

* Users will access Appl by using a URL of https://appl.contoso.com.

* The user traffic of Appl1 will be managed by using Azure Front Door.

* The traffic between Front Door and the App Service apps will be sent by using HTTP.

» App1l will be secured by using an SSL certificate from a third-party certificate authority (CA).

You need to support the Front Door deployment.

Which two DNS records should you create, and to where should you import the SSL certificate for Appl? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.
Answer Area

DNS records: | A CNAME recond and a TXT record -
An A record and a SRV record
An A record and a CNAME record

A THT record and a SRV record

Import the certificate o i Wault1 et
The app reqistration for App?
The App Service apps

o .

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

DS records: | A CNAME record and a TXT record b
A CNAME record and a TAT record
An A record and a SRY record
An A record and a CNAME record
|A TXT record and a SRV record

Import the certificate to: | Vault1 - I
The app registration for App1 '

!Tht App Service apps

NEW QUESTION 165

HOTSPOT - (Topic 3)

You have the Azure environment shown In the Azure Environment exhibit. (Click the Azure Environment tab.) The settings for each subnet are shown in the
following table.

Subnet Service endpoint
Vnet1/Subnet’i Storage
Vnet1/Subnet2 Storage
Vnet2/Subnet None

The Firewalls and virtual networks settings for storagel are configured as shown in the Storagel exhibit. (Click the Storagel tab.) For each of the following
statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes Mo

VR can access storage.

V2 can access storage1 by using a service endpoint.

b VM2 can access storagel by using the public |P address.
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statoments Yes Mo
W1 can access storage. ._'_: _|
V2 can access storage 1 by using a service endpoint. { |; _l
() o

VM2 can access storagel by using the public |IP address. T I

NEW QUESTION 170

- (Topic 3)

You have an Azure virtual machine named VML1.

You need to capture all the network traffic of VM1 by using Azure Network Watcher. To which locations can the capture be written?

A. afile path on VM1 only

B. blob storage only

C. a premium storage account only

D. blob storage and a file path on VM1 only

E. blob storage and a premium storage account only

F. blob storage, a file path on VM1, and a premium storage account

Answer: D
NEW QUESTION 172
HOTSPOT - (Topic 3)

You have two Azure subscriptions named Subscription1 and Subscription2. There are no connections between the virtual networks in two subscriptions.
You configure a private link service as shown in the privatelinkservicel exhibit. (Click the privatelinkservicel tab.)
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« privatelinkservicel =

[§ Dwleiw () Feleesh
# Exseriialy | i o
aetyatbd e 1 95 508 - 109 ) -S60a -2l ] 2 T e AT saribuil afuew pregalrbeinaeeon
St pareien] PekT
Bt L5 2 FeAT P alar
als
clOw ) Se - TROS -4 -rade - WL G0T ] Winbulify an

You create a load balancer name in Subscriptionl and configure the backend pool shown in the Ib1 exhibit. (Click tie 1b1 tab.)

{l;, b1 = =
Sawich [l —# Mive S Delste ) Retreh 57 Gove bk
£ Owerview # Euvential
B Acviiey kag Rarousiee grosp Lmsnng) - ol B st e backerdpoot] (1 vrtual reachine)
B8 Acoews control A Bant U5 2 - e vk (a0
‘ . v e Ribscreton Hwarth pecdhe probae ) [hrspobd)
s
ol Vg 3 T4 1 - bellr - SO OOA 40T § MAT o
£¥ Dragreas ared sobve ptobieen
Starwiand Tee Regeorad
Sattings Privite 1P acddeiri WMite
B Frowviend IF comfiguration Tagu (egath CRch B 10 B Tagi
B Bachend pooly Lo ke

You create a private endpoint in Subscription2 as shown in the privateendpoint4 exhibit. (Click the privateendpoint4)

Connection State == Pending < *o Add filter

Mo grouping LY
Subnet T} Connection State T}
4-22¢ 729162297 eastusld azure prvatlelinkservice vt S/subnetl e Pending

For each of the following statements, select YES if the statement is true. Otherwise. select No.

Statements Yes Mo

The resources that will be accessed by using privatelinksenvice! must be added to
backendpooll on LB1

Users in Subscription can connect to the resources published by privatelinkservice 1 by
using IP address 10.3.0.7

The private endpoint must be approved by an administrator in Subscription

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Yes, Yes, No

NEW QUESTION 176
HOTSPOT - (Topic 3)
You have an Azure firewall shown in the following exhibit.
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. Firewall1 . 8
E Lock

eme
[} Delete

o Visit Azure Firewall Manager to configure and manage this firewall, =

# Essentials

Resource group (change)
RG1

Location

Morth Europe

Subscription (change)
Subscription’l

Subscription 1D

48912hht-seTy-987v-g571-463hw3679512

Virtual network
Vinetl

Firewall |:-q:-|:t W

FirewallPolicy

Frovisioning state

Succeeded

Tags (change)
Click here 10 add tags

Firewall sku
Standard

Firesyall subnet
AzureFirewaliSubnet

Firewall public IP
Firewall-1P1

Firewall pnivate IP

10.100.253.4

hManagement subnet

Management public IP

Frivate P Ranges

Managed by Firewall Policy

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.

On Firewalll, forced tunneling [answer choice]

On Firewalll, management by Azure Firewall Manager [answer choice]

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1:

A J
| is enabled already
. cannot be enabled :
is disabled but can be enabled |
v

| is enabled already |
| cannot be enabled |
| is disabled but can be enabled |

If forced tunneling was enabled, the Firewall Subnet would be named AzureFirewallManagementSubnet. Forced tunneling can only be enabled during the creation
of the firewall. It cannot be enabled after the firewall has been deployed.

Box 2:

The “Visit Azure Firewall Manager to configure and manage this firewall” link in the exhibit shows that the firewall is managed by Azure Firewall Manager.

NEW QUESTION 181
HOTSPOT - (Topic 3)

You have the network topology shown in the Topology exhibit. (Click the Topology tab.)

-

Arure Firewall
Firamvamlli

s prEmises elwork
Acdress tpace Winet
T 4.6, 0 1
Site-ta-Site VPR
connection

Aorure Virtual Metwork

Address space 10.100.0.0/16&

| Subnatl

=

Agure Virtual Metwork
Vit

Address spacs 10.100,0.0/178&
\'Lrtunl —a s
ek

e ETng

Subnetd i

-

You have the Azure firewall shown in the Firewall 1 exhibit. (Click the Firewall tab.)

Passing Certification Exams Made Easy

visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full AZ-700 dumps in VCE and PDF From SurePassExam
l l Sure PaSS https://www.surepassexam.com/AZ-700-exam-dumps.html (150 New Questions)

ANl pasrvtesE I 1 e |
ey Firewalll =
¥ e A
W Delete (5 Lock
n Wil Spure Ferpsall Blanges 10 (anbhijpids @ manage e (sl L]

% Eisontials

LT O - arga) Furecall sk
Hiz SLanaaid
gdeaty Firewall suboei
Forith Europes ol 155, &
! PriEQE i 3 Fisdi ]l prulnhc of
il Gtudics Premuom wealb B rewraldl -1271
Subscnption ID Faawall private iv
BITI433 -2dod-434 Y -bSel - 5 1 BEeolf Tl 10 TD0.253.4
VirTusd ot Folansperriei Lot
L2l k]
revwall poslisy Management pulbilic iF
L]
eLE], ] t ¥ 3 i "
Lucdesciac] P Faremw s

You have the route table shown in the RouteTablel exhibit. (Click the RouteTablel tab.)

Al pmevrce Flowuts Ealsisn
3 RouteTablel = =
F RADYE =1 Erplaty ) Eafresh 82 i feecdback
== Essamitials =0 =0
ix f A i 1
o i suboel stsocaticon
= -.'-.:u'n 438 1 -biel-5b i E8ledi ol
Ta A e)
R Lites
[T T .4 Ackdress prafix o Foxt hop type L raxt hop 1P address T
Routel 10, 1.0 16 Wirtunl network gateway
Routed e Xrl Betye) Wirtual appliance 10. 1002534
Cubnets
- AT wubsrelE
e T4  Address range T Wirtual network T4  Security group L
b et i V0L 100, 1 ,0p2d VRsTi
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
Anzwer Arca
Statomonts Yoz Mo
The FESOURCES IR SUBMSTT CAN CONMeCT 10 The nlermet Through Firsswalll
The resouwrces i Subnet1 can oonnect (o the resources in Vinet2.
The fresdunrces i Subnel? Can oonmedt o e mtermel thiowgh Firessalll
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Anzwer Arca
Statomonts !ﬂ: Mo
The FESOURCES IR SUBMSTT CAN CONMeCT 10 The nlermet Through Firsswalll 1_ by

0y |

The resowrces in Subnet1 can connect (o the resources in Vinet2.

The fresdunrces i Subnel? Can oonmedt o e mtermel thiowgh Firessalll

NEW QUESTION 186
HOTSPOT - (Topic 3)
You have an Azure subscription that contains the virtual machines shown in the following table.
Name Connected to
VM1 Vnet1/Subnet1

VM2 Vnet1/Subnet2
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Subnetl and Subnet2 are associated to a network security group (NSG) named NSG1 that has the following outbound rule:

? Priority: 100

? Port: Any

? Protocol: Any

? Source: Any

? Destination: Storage

? Action: Deny

You create a private endpoint that has the following settings:
? Name: Privatel

? Resource type: Microsoft.Storage/storageAccounts

? Resource: storagel

? Target sub-resource: blob

? Virtual network: Vnetl

? Subnet: Subnetl

For each of the following statements, select Yes of the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements No

From VM2, you can create a container in storagel

From VM1, you can upload data to a blob storage container in storagel

eejer
OO O

From VM2, you can upload data to a blob storage container in storagel

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Yes, Yes, Yes

NSG rules applied to the subnet hosting the private endpoint are not applied to the private endpoint.So the NSG1 doesn't limit storage access from either VM1 or
VMZ2. https://docs.microsoft.com/en-us/azure/storage/common/storage-private- endpoints#network-security-group-rules-for-subnets-with-private-endpoints

NEW QUESTION 190
DRAG DROP - (Topic 3)

You have two Azure virtual networks named Hubl and Spokel. Hubl connects to an on- premises network by using a Site-to-Site VPN connection.

You are implementing peering between Hubl and Spokel.
You need to ensure that a virtual machine connected to Spokel can connect to the on- premises network through Hub1.

How should you complete the PowerShell script? To answer, drag the appropriate values to the correct targets. Each value may be used once, more than once, or

not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Values Answer Area
Shub Gat-AZVirtualNetwork -ResourceGroup “RG1* -Mame “Hubl®
Al lowForwardedTraffic ]
sspoke Gat-AZVirtualNetwork -RescurceGroup “RG2¥ -Name *Spokel”
AllowGatewayTransit . ) .
Add-AZVirtualNetworkPeering -Hame “Hubl-Spokel” -VirtualWetwork Shub
UseRamot eGateways RamoteVirtualNetwarkId ';:!;E‘J'aki-!_ ied Value ‘

Add-AZVirtualNetworkPeering -Name “Spokel-Hubl” -VirtualMetwork Sapoke

RemoteVirtualNetworkId Shub. id Value

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Values Answer Area
=== == == = e - e - - - o ¥ o - [T - 0 " L
Al1lowE radTraf | Shub = Get-AZVirtualNetwork -RescurceGroup “RGI Mame “Hubl
E 2 oOWroOrwardedira 16 {
e = a A u Y A e A
T — o sspoke Get-AZVirtualNetwork -ResourceGroup “RG2 Hame “Spokel
AllowGatewayTransit | . ) .
Y —| Add-AZVirtualNetworkPeering -Name “Hubl-Spokel” -VirtualMNetwork Fhub
__________ F p . . y
UseRemoteGateways i RemoteVirtualNetworkld $spoke.id | -AllowGatewayTransit H
a

Add-AZVirtualNetworkPeering -Name “Spokel-Hubl®” -VirtualMetwork Sapoke

-RemoteVirtualNetworkId Shub. id

NEW QUESTION 195
- (Topic 3)

&
i -UsaRemotaGateways }

You are planning an Azure Point-to-Site (P2S) VPN that will use OpenVPN. Users will authenticate by using an on premises Active Directory domain. Which

additional service should you deploy to support the VPN authentication?

A. a certification authority (CA)

B. a RADIUS server

C. an Azure key vault

D. Azure Active Directory (Azure AD) Application Proxy

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/vpn-gateway/point-to-site-about

NEW QUESTION 198
- (Topic 3)

You have an Azure subscription that contains the Azure app service web apps show in the following table:

MName Location Description

Appieu | West Europe Praduction app service for a URL of hittps:/ s fabrikam.com

Applus | East US Standby app service for a URL of https://www fabrikam.com

You need to deploy Azure Traffic Manager. The solution must meet the following requirements:

« Traffic to https//www.fabrikam.com must be directed to Appleu.

« If Appleu becomes unresponsive, all the traffic to https://www.fabrikam.com must be directed to Applus. You need to implement Traffic Manager to meet the

requirements.

Which two resources should you create? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. a Traffic Manager profile that uses the priority routing method

B. a Traffic Manager profile that uses the geographic routing method C a CNAME record in a DNS domain named fabrikam.com

C. a TXT record in a DNS domain named tabrikam.com
D. a real user measurements key in Traffic Manager

Answer: AC

NEW QUESTION 199
HOTSPOT - (Topic 3)

You have an Azure virtual network named Vnetl that contains two subnets named Subnetl and Subnet2. Both subnets contain virtual machines. You create a

NAT gateway named NATgatewayl as shown in the following exhibit.
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Home MAT gateways

Create network address translation (NAT) gateway
a Vahdation passed

Basics Outbound IP  Subnet  Tags Review + create

Basics

Subscrniption Subscnptioni
Resource group RG1

Name MNATgateway
Region North Europe
Avalabilty zone .

idle timeout (minutes) 4

Outbound IP

Public IP address MNone

Public IP prefuo (New) NATgateway ! -prefm (28)
Subnets

Virtual network Vnell

Subnets Mone

Tags

Mone

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic. NOTE: Each correct

selection is worth one point.
Answer Area

MATgateway can be linked 1o [answer choice]. | onhy Vet -
anly Gatewaysubnet ‘:lllj
onky Subnet! or Subnet2
both Subruet! and Subret?

NATgateway1 is assignoed [answer choice]. | O IF addresses ""

1 IF address
2 P addresses
16 1P addmesses
|28 IP addresses
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
MATgateway can be linked 1o [answer choice]. | onhy Vet -
anly Gatewaysubnet ‘:lllj

onky Subnet! or Subnet2
both Subnet and Subnet2

MNATgatewayl is assigned [answer choice]. | O IF addresses ""

1 IP address

2 P addresses
16 1P addmesses
|28 IP addresses

NEW QUESTION 203
HOTSPOT - (Topic 3)
You have the Azure firewall shown in the following exhibit.
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- Firewalll =

- :
n] Delete [ Lock

ﬂ' Visit Azure Firewall Manager to configure and manage this firewall, -

. Essentials

Becnurre aroun (Ehanos) Eirewall it
BS0Urce Qroup (Cnanga) Wil LKL

B Stangcard
Location Frrewall subnet
Morth Eurcpe ArureFirewaliSubnet
bscription (change rewall public If
Subscrpbon Firewalll-1p
Subscnption ID Firewall private IP
169d1bba-badc-471¢-b513-092ebT063265 10100253 .4
Virtual network .L._..nl-:l_j_.!,.mn! submet

Vretl

& e

Firewall pohcy Vianagement publc IF

EirewatiPohicy
Frovisioning state Frivate [P Ranges

succeeded Managed by Firewall Pol
Tags {change)
Clhick here to add 1ags

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.
Answer Area

On Firewalll, forced tunnsfing [answer cholce] l cannot be enabbed ! |
i5 enabled already

15 chisabied but can be enabled

On Firewall, management by Azure Firewall Manager [andwer cholcel. | is enabled already -
15 enatvled already
cannotl be enabled
| i5 disabled but can be enabled

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Arca

On Firewall1, forced tunnsfing [answer choice] l cannod be enabbed et I
15 enabled already
L cannot be enabled
is disabled but can be enablad

On Firgwall 1, management by Azure Firewall Mansger [answer cholcel. | is enablad already -
is enabled already

cannot be snabled
| 15 disabled but can be enabled

NEW QUESTION 206

- (Topic 3)

You are configuring two network virtual appliances (NVASs) in an Azure virtual network. The NVAs will be used to inspect all the traffic within the virtual network.
You need to provide high availability for the NVAs. The solution must minimize administrative effort. What shtraffic ould you include in the solution?

A. Azure Standard Load Balancer
B. Azure Traffic Manager

C. Azure Application Gateway

D. Azure Front Door

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/architecture/reference-architectures/dmz/nva- ha?tabs=cli

NEW QUESTION 207
HOTSPOT - (Topic 3)
You have the network security groups (NSGs) shown in the following table.
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You have the Azure virtual machines shown in the following table.

NSG2 has only the default rules configured.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NO, NO, YES

* 1. VM3 can connect to port 8080 on VML : false, UserRule_DenyVirtualNetworkinbound
* 2. VM1 and VM2 can connect on port 9090: false, UserRule_DenyVirtualNetworkinbound
* 3. VM1 can connect to VM3 on port 9090: true

NEW QUESTION 208
HOTSPOT - (Topic 3)
You have an Azure subscription that contains the resources shown in the following table.

Name Type
Vnet1 Virtual network
Vnet2 Virtual network

Firewalll | Azure Firewall
Subnet1 Virtual subnet
Subnet2 | Virtual subnet
VM1 Virtual machine
VM2 Virtual machine

The virtual network topology is shown in the following exhibit.

AzurefirewaliSubnet Subnet) Subnet2
i . - “
Address space 10.100.0.0/16 Firewalii Fer Virtual Address space 10.101.00/16 e
poaring
< ’

Firewalll is configured as shown in following exhibit.
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@ Firewalll =

8] Delete () Lock

@ v dzure Frews Manager to configune and manage this firewsll. =3

# Essentials
Resource group (change) Frrewall 1ku
Standard
LOCATION ewall wubret
MNorth Europe gt eF rew allSubnet
subscnpbon (Change) Ferewall publec IF
oEcrpton Firewall 1191
Virtual network Management subnet
ot
Firewall polcy Management public 1P
Firgw ali=od
DVISIONING state Privale IP Ranges
Succeeded Managed by Firewall Policy
",‘J__ [chanoe)
LIEK Mere L0 200 104

FirewallPolicyl contains the following rules:
* Allow outbound traffic from Vnetl and Vnet2 to the internet.
* Allow any traffic between Vnetl and Vnet2.
No custom private endpoints. service endpoints. routing tables, or network security groups (NSGs) were created. For each of the following statements, select Yes
if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Ares

Statements Yes Mo

A routing table marst be associated with Subnet1 and Subnet? 1o ensure that all internet
trafiic for VM1 and VB2 & sent wia Firewall

The enabke remote gateway setting must be enabled on the wirtual net peering to provide
VM2 Intimel access by wiing Farewalll

Firewalll can be configured o limit acoess 1o websites by categories

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements i Yes Mo

I
A routing table mast be associated with Subnet! and Subnet? to ensdre that all internet
traffic for VM1 and VB2 i sent wia Firewall

-y

1
The enable remote gateway setting must be enabled on the virtual net peering to proyide _'
VM2 Intermeet access by wiing Firewall 1

Firewalll can be configured o limit acoess 1o websites by categories

NEW QUESTION 211

HOTSPOT - (Topic 3)

You have an Azure application gateway.

You need to create a rewrite rule that will remove the origin port from the HTTP header of incoming requests that are being forwarded to the backend pool.
How should you configure each setting? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

X-Forwarded-For el

Common header: l
| Via

X-Forwarded-For
| X-Forwarded-Host

Header value: l client_port ¥
add_x_forwarded_for_proxy
client_port
host
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A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Common header: l X-Forwarded-For vl
Via

X-Forwarded-For

X-Forwarded-Host

Header value: |_-;_I_1_+.f_l1‘: L port | Tj
add_x_forwarded_for_proxy

NEW QUESTION 212

- (Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure application gateway that has Azure Web Application Firewall (WAF) enabled.

You configure the application gateway to direct traffic to the URL of the application gateway.

You attempt to access the URL and receive an HTTP 403 error. You view the diagnostics log and discover the following error.

BS M AESCIRAL-ae Ty="¥E Iv-ga T L -4 0 36 105 L 2 AP SO NCECRORTFE S IRES F TR 1 DERE I CROTONT  MICTWORE A FFLICAT TOMCATION Y E A BT

At ewayTFleewal 07,

kpp i icaticnbatewayTirewal

g, Hatich VWi e AppleebEit Android\\\" againi® V\W\"FEOUEST EEADEE:User-Apenth

QULET = %20~ PRrTO00 L ENFOM DelNT

You need to ensure that the URL is accessible through the application gateway. Solution: You create a WAF policy exclusion for request headers that contain
137.135.10.24.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

The parameter here should be RemoteAddr not Request header. https://docs.microsoft.com/en-us/azure/web-application-firewall/ag/custom-waf-rules-
overview#match-variable-required

NEW QUESTION 214

DRAG DROP - (Topic 3)

You have two Azure subscriptions named Subscnptionl and Subscription2. Subscriptionl contains a virtual network named Vnetl. Vnetl contains an application
server. Subscription2 contains a virtual network named Vnet2.

You need to provide the virtual machines in Vnet2 with access to the application server in Vnetl by using a private endpoint.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.
.ﬂ_- Answer Area

lmmmmmﬂmmmumw

In Subscnption, m-mwm-ﬂMMMtﬂw

.bﬁm‘ Brcept the prvate endpont CONNECHIon request I
/|
fromtend 1P configuration of the osd batancer. J

et f ot o mrmam e = -
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 218

HOTSPOT - (Topic 2)

You are implementing the virtual network requirements for VM Analyze.

What should you include in a custom route that is linked to Subnet2? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Address prefix: \ 4

0.0.0.0/0

0.0.0.0/32
10.1.0.0/16

~ 255.255.255.255/0

Next hop type: 4

None

Internet
Virtual appliance
 Virtual network

\‘ﬁrtual network gateway Y,

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Address prefix: \ 4

T ——

10.0.0.0/0 |
0.0.0.0/32
10.1.0.0/16
255.255.255.255/0
\?5 5.255.255.255/32 J)

Next hop type: v

None

Internet

Virtual appliance |
Virtual network

 Virtual network gateway J

NEW QUESTION 221

HOTSPOT - (Topic 2)

You create NSG10 and NSG11 to meet the network security requirements.

For each of the following statements, select Yes it the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

No

subnetl(WM1->NSG1 outbound->NSG10 outbound)->subnet2(NSG1 inbound->NSG11 inbound->VM2)

Yes

NSG10 blocks ICMP from VNet4 (source 10.10.0.0/16) but it is not blocked from VM2€™s subnet (VNet1l/Subnet?2).
No

NSG11 blocks RDP (port TCP 3389) destined for € VirtualNetwork€™. VirtualNetwork is a service tag and means the address space of the virtual network (VNet1)

which in this case is 10.1.0.0/16. Therefore, RDP traffic from subnet2 to anywhere else in VNetl is blocked.

NEW QUESTION 224
HOTSPOT - (Topic 2)
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 227

- (Topic 2)

You need to configure GW1 to meet the network security requirements for the P2S VPN users.
Which Tunnel type should you select in the Point-to-site configuration settings of GW1?

A. IKEv2 and OpenVPN (SSL)
B. IKEV2

C. IKEv2 and SSTP (SSL)

D. OpenVPN (SSL)

E. SSTP (SSL)

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/vpn-gateway/openvpn-azure-ad-tenant

NEW QUESTION 229
- (Topic 1)

You need to configure the default route in Vnet2 and Vnet3. The solution must meet the virtual networking requirements.

What should you use to configure the default route?

A. a user-defined route assigned to GatewaySubnet in Vnet2 and Vnet3
B. a user-defined route assigned to GatewaySubnet in Vnetl

C. BGP route exchange

D. route filters
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Answer: C

Explanation:
VNet 1 will get the default from BGP and propagate it to VNET 2 and 3

NEW QUESTION 234

HOTSPOT - (Topic 1)

You need to implement name resolution for the cloud.liwareinc.com. The solution must
meet the networking requirements.

To implement automatic DNS name registration in
cloud.litwareinc.com: v

_ Create virtual network links
| Configure conditional forwarding
Create an SOA record in cloud litwareinc.com

To implement name resolution of the cloud.litwareinc.com
DNS records from the on-premises locations: | | T

| Enable the Azure Firewall DNS proxy
| Create SRV records in cloud.litwareinc.com
Deploy an Azure virtual machine configured as a DS server to Vinetl

What should you do? To answer, select the
appropriate options in the answer area. NOTE: Each correct selection is worth one point.

To implement automatic DNS name registration in
cloud.litwareinc.com: 4

. Create virtual network links
| Configure conditional forwarding
Create an SOA record in cloud.litwareinc.com

To implement name resolution of the cloud.litwareinc.com
DNS records from the on-premises locations: B ) 4

| Enable the Azure Firewall DNS proxy
| Create SRV records in cloud.litwareinc.com
Deploy an Azure virtual machine configured as a DNS server to Vnet1

A. Mastered
B. Not Mastered

Answer: A

Explanation:

To implement automatic DN5S name registration in
cloud.litwareinc.com: v

.I Create yirtual network links |
| Configure conditional forwarding
Create an SOA record in cloud.litwareinc.com

To implement name resolution of the cloud.litwareinc.com
DNS records from the on-premises locations: | - ) A4

. Enable the Azure Firewall DNS proxy ;
| Create SRV records inclouditwareinccom . _ . _ . _ _ _ _
| Deploy an Azure virtual machine configured as a DNS server to Vnet1 |

NEW QUESTION 236

- (Topic 1)

You need to connect Vnet2 and Vnet3. The solution must meet the virtual networking requirements and the business requirements.
Which two actions should you include in the solution? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. On the peerings from Vnet2 and Vnet3, select Use remote gateways.
B. On the peering from Vnetl, select Allow forwarded traffic.

C. On the peering from Vnetl, select Use remote gateways.

D. On the peering from Vnetl, select Allow gateway transit.

E. On the peerings from Vnet2 and Vnet3, select Allow gateway transit.

Answer: BD

NEW QUESTION 238
HOTSPOT - (Topic 1)
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You need to restrict traffic from VMScaleSetl to VMScaleSet2. The solution must meet the virtual networking requirements.
What is the minimum number of custom NSG rules and NSG assignments required? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Minimum number of custom NSG rules:

b WM =

Minimum number of NSG assignments:

VE WM =

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Box 2: One NSG

The minimum requirement is one NSG. You could attach the NSG to VMScaleSetl and restrict outbound traffic, or you could attach the NSG to VMScaleSet2 and
restrict inbound traffic. Either way you would need two custom NSG rules.

Box 1: Two custom rules

With the NSG attached to VMScaleSet2, you would need to create a custom rule blocking all traffic from VMScaleSetl. Then you would need to create another
custom rule with a higher priority than the first rule that allows traffic on port 443.

The default rules in the NSG will allow all other traffic to VMScaleSet2.

NEW QUESTION 241

HOTSPOT - (Topic 1)

You need to recommend a configuration for the ExpressRoute connection from the Boston datacenter. The solution must meet the hybrid networking requirements
and business requirements.

What should you recommend? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

5et the ExpressRoute gateway type to: b
High Performance (ERGW2AZ)
Standard Performance (ERGw1AZ)
Ultra Performance (ERGw3AZ)

To minimize latency of traffic to Vnet2: L J

Create a dedicated ExpressRoute circuit for Vnet2
Connect Vnet2 directly to the ExpressRoute circuit
Configure gateway transit for the peering between Vnet1 and Vnet2

A. Mastered
B. Not Mastered

Answer: A

Explanation:

For the first question, only ExpressRoute GW SKU Ultra Performance support FastPath feature.

For the second question, vnetl will connect to ExpressRoute gw, once Vnetl peers with Vnet2, the traffic from on-premise network will bypass GW and Vnetl,
directly goes to Vnet2, while this feature is under public preview.

====Reference

ExpressRoute virtual network gateway is designed to exchange network routes and route network traffic. FastPath is designed to improve the data path
performance between your on-premises network and your virtual network. When enabled, FastPath sends network traffic directly to virtual machines in the virtual
network, bypassing the gateway.

To configure FastPath, the virtual network gateway must be either: Ultra Performance

ErGw3AZ

VNet Peering - FastPath will send traffic directly to any VM deployed in a virtual network peered to the one connected to ExpressRoute, bypassing the
ExpressRoute virtual network gateway.

https://docs.microsoft.com/en-us/azure/expressroute/about-fastpath Gateway SKU
https://docs.microsoft.com/en-us/azure/expressroute/expressroute-about-virtual-network- gateways

NEW QUESTION 246
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- (Topic 1)
You need to configure the default route on Vnet2 and Vnet3. The solution must meet the virtual networking requirements.
What should you use to configure the default route?

A. route filters

B. BGP route exchange

C. a user-defined route assigned to GatewaySubnet in Vnetl

D. a user-defined route assigned to GatewaySubnet in Vnet2 and Vnet3

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-udr-overview

NEW QUESTION 250
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